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Abstract

Federated learning for time series forecasting enables clients with privacy-sensitive time series
data to collaboratively learn accurate forecasting models, e.g., in energy load prediction. Un-
fortunately, privacy risks in federated learning persist, as servers can potentially reconstruct
clients’ training data through gradient inversion attacks. While gradient inversion attacks
are demonstrated for image, text and tabular classification tasks, little is known for time
series regression tasks. In this paper, we first conduct an extensive empirical study on in-
verting time series data across 4 time series forecasting models and 4 datasets, identifying
the unique challenges of reconstructing both observations and targets of time series data. We
then propose TS-Inverse, a novel gradient inversion attack that improves the inversion of time
series data through (i) learning a gradient inversion model that outputs quantile predictions,
(ii) a unique loss function incorporating periodicity and trend regularization, and (iii) regu-
larization according to the quantile predictions. Our evaluations demonstrate a remarkable
performance of T'S-Inverse, achieving at least 2x-10x improvement in terms of sSMAPE metric
over existing gradient inversion attacks methods on time series data.

Master of Science Thesis C. J. Meijer



Preface

I would like to express my heartfelt gratitude to my academic thesis supervisor, Prof. Lydia
Y. Chen, and my daily supervisor, PhD candidate Jiyue Huang, for their invaluable guidance
and motivational discussions, which provided me with constant encouragement.

Furthermore, I would like to sincerely thank Shreshtha Sharma and Elena Lazovik for pro-
viding me with the opportunity to conduct research at the Advanced Computing Engineering
(ACE) Department as part of my internship at TNO. I am also deeply grateful towards my
colleague, Paolo Pileggi, for his sincere advice and the engaging discussions, as well as my
other colleagues at ACE for their thoughtful questions and stimulating conversations.

On a personal note, I would like to thank my girlfriend, brother, and friends for their encour-
agement and engagement with my ideas throughout this journey. A special thank you goes
to my parents, who have shown me the world and instilled in me the intrinsic motivation to
strive for my best self.

Reflecting on the journey, I feel privileged to have had the opportunities that have brought
me to this point, and I acknowledge the significant role these experiences have played in my
personal and professional growth.

Delft, University of Technology C. J. Meijer
July 3. 2024

Master of Science Thesis C. J. Meijer



Table

1 Problem Statement
2 Research Paper

3 Background

3-1 Federated Learning . . . . .. .. ... L.
3-2 Time Series and Time Series Forecasting . . . . . . . . .
3-3 Federated Time Series Forecasting . . . . . ... .. ..
3-4 Privacy Risks for Federated Learning . . . . . .. .. ..

3-5 Related Studies: Gradient Inversion Attacks . . . . . . .

4 Additional Experiments

4-1 Experimental Setup Details . . . . ... ... ... ...
4-2 Dataset Exploration . . . . .. ... ... ... ...
4-3 Baseline Attacks . . . . . ... oL

4-4 TS-Inverse Experiments . . . . . . .. .. .. ... ...

5 Conclusion

Bibliography

Master of Science Thesis

of Contents

Page

14
............. 15
............. 17
............. 20
............. 21
............. 24

33
............. 33
............. 37
............. 44
............. 48
55

57

C. J. Meijer



Chapter 1

Problem Statement

The energy transition has highlighted the need for better grid optimization, particularly
at the household level [1, 2]. While high voltage grid optimization is already in practice,
improvements are needed for low voltage grids [3]. A key aspect of grid optimization is
forecasting energy demand, which can be approached as a time series forecasting problem,
using historical data to predict future consumption [4, 5, 6]. A specific use case, researched at
TNO, for load forecasts is predicting transformer overloads through the use of a grid simulator,
which allows system distribution operators to predict and optimize the low-voltage grid [7].

However, European laws (GDPR) restrict the collection of individual energy consumption
data, making it challenging to achieve accurate forecasts on low voltage grids [8, 9]. To address
this researchers, in general and at TNO, are exploring methods that allow load forecasting
without collecting personal data [3, 10, 11]. One promising solution is federated learning [10].

Federated learning is a training technique where data remains distributed, but a global model
is trained on each local dataset [12]. Instead of centrally collecting data to train a single
model, federated learning iteratively trains models locally and then collects and aggregates
these locally trained models centrally.

Despite its advantages, federated learning still poses challenges and privacy risks [13]. Trans-
ferring models instead of data can still reveal information about the local training data [14].
Most research on privacy breaches has been conducted in the domain of images or text [14].
Researchers are actively studying the extent of information leakage from these model updates
(14, 15].

In the context of low voltage load forecasting, it is most important to evaluate the possibilities
of exactly reconstructing the energy load data from the federated data [3]. In terms of pri-
vacy breaches in federated learning, the exact reconstruction of training data can be achieved
through gradient inversion attacks [16]. These attacks assume an "honest-but-curious" server
that follows the federated learning framework rules but analyzes updates to extract informa-
tion [16].

This thesis aims to investigate the privacy risks associated with federated time series fore-
casting, with load forecasting as the primary use case, from an attacker’s perspective. The
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primary objectives are to evaluate existing gradient inversion attacks on time series data and
forecasting models. Additionally, a novel attack, named TS-Inverse, is proposed as a gradient
inversion attack tailored specifically for time series forecasting. The forecasting models will
be evaluated based on their information leakage through federated model updates.

To achieve these objectives, the research will address the following questions:

« RQ1: How effective are existing gradient inversion attacks for federated time
series forecasting situations?

¢ RQ2: How can gradient inversion attacks be tailored to improve the recon-
struction of time series data?

¢ RQ3: How does the architecture of a forecasting model influence its vulner-
ability to gradient inversion attacks?

In the subsequent chapters our contributions are presented: In Chapter 2 the main con-
tribution is given in the form of a paper, Chapter Chapter 3 functions as supplementary
background information elaborating on topics discussed in the paper. Chapter 4 presents the
results of additional experiments conducted during the research, and finally Chapter 5 offers
the conclusion of the study.
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Chapter 2

Research Paper

This chapter present the paper titled "T'S-Inverse: A Gradient Inversion Attack Tailored for
Federated Time Series Forecasting Models" which has been submitted to the 24*" International
Conference of Data Mining (ICDM 2024) in Abu Dhabi. The paper addresses the privacy
risks in federated learning for time series forecasting by proposing TS-Inverse, a novel gradient
inversion attack tailored for time series data.
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TS-Inverse: A Gradient Inversion Attack tailored for
Federated Time Series Forecasting Models

Caspar Meijer*T, Jiyue Huang*, Shreshtha Sharma', Elena Lazovik', and Lydia Y. Chen*
*Delft University of Technology, Delft, The Netherlands
fACE Department, TNO, The Hague/Groningen, The Netherlands

Abstract—Federated learning (FL) for time series forecasting
(TSF) enables clients with privacy-sensitive time series (TS) data
to collaboratively learn accurate forecasting models, e.g., in en-
ergy load prediction. Unfortunately, privacy risks in FL persist, as
servers can potentially reconstruct clients’ training data through
gradient inversion attacks (GIA). While GIA is demonstrated
for image classification tasks, little is known for time series
regression tasks. In this paper, we first conduct an extensive
empirical study on inverting TS data across 4 TSF models and 4
datasets, identifying the unique challenges of reconstructing both
observations and targets of TS data. We then propose TS-Inverse,
a novel GIA that improves the inversion of TS data through
(i) learning a gradient inversion model that outputs quantile
predictions, (ii) a unique loss function incorporating periodicity
and trend regularization, and (iii) regularization according to the
quantile predictions. Our evaluations demonstrate a remarkable
performance of TS-Inverse, achieving at least 2x-10x improve-
ment in terms of SMAPE metric over existing GIA methods on
TS data. Code repository: https://github.com/Capsar/ts-inverse

Index Terms—Federated learning, time series, forecasting,
gradient inversion attack

I. INTRODUCTION

Federated learning (FL), a distributed machine learning
framework where a server and multiple clients collaboratively
train a global model, is established as an effective method for
training deep neural networks without centrally storing client
training data. In this framework, clients independently train
the model on their local data, and then transmit these updates
to a central server. The server aggregates these updates and
dispatches the new global model back to the clients completing
the global training round [1]. This learning paradigm has wide
applications in industries that face privacy issues in collecting
raw data, such as the energy distribution industry [2].

FL for time series forecasting. The energy industry ac-
tively researches data-driven technologies for load forecasting,
a typical time series (TS) data challenge, where histori-
cal data is utilized to predict future load patterns [2], [3].
Specifically the forecasting of individual loads on low-voltage
(smart-)grids is a key subject of interest within the community
as it allows the Distribution System Operators to optimize
the grid on a local level [3], [4]. Local-level forecasting,
while beneficial, faces a legal challenge: The EU general
data protection regulation (GDPR) protects the privacy of
household and corporate energy data, preventing its central
aggregation for ML model training [5], [6]. This is where FL.
comes into play, allowing the data to remain at its source.
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Fig. 1: Federated time series forecasting: a use case in energy
demand forecasting with an honest-but-curious “watching”
server. Each smart meter has a forecasting model and a
sequence of energy data. The server distributes the global
model parameters and retrieves the locally trained models.

Figure 1 illustrates an example scenario where households are
equipped with smart meters that record private energy data,
participating as clients in the FL system. The objective of
the FL system is to build a global forecasting model that
predicts future energy consumption according to the historical
observations of energy traces by all clients.

Nonetheless, FL is not without privacy risks, such as
membership inference, and property inference attacks [7], [8].
This paper specifically addresses gradient inversion attacks
(GIA), where attackers aim to reconstruct private training data
from client updates [9] by matching clients’ gradients with so-
called dummy gradients. Previous research has demonstrated
the feasibility of such attacks in image classification tasks,
using model parameter updates from FL training to recon-
struct training data [10]-[19]. Though such GIAs are also an
important topic for regression tasks such as load forecasting,
little is known about the risk of inverting TS data.

In this paper, we address this gap by focusing on GIAs
for federated time series forecasting (TSF) models. Inverting
TS poses unique challenges compared to inverting image
data with classification tasks. The training data of TS is
composed of a sequence of observations and target values,
whereas the existing GIA deals with input pairs of images
and labels. Reconstructing TS thus requires inverting gradients



into the sequences of observations and targets. The network
architecture for TSF includes components to capture time
dependency, e.g., Gated Recurrent Unit (GRU) [20] and 1-D
temporal convolution (TCN) [21]. These challenges increase
with the training batch size. To demystify the inversion risk for
TSF, we start with an empirical analysis by applying existing
GIAs on combinations of 4 TSF models and 4 datasets. Based
on the insights observed, we propose a novel and effective
inversion framework, TS—Inverse, which utilizes additional
knowledge and TS related characteristics for regularization.
We also derive the analytical inversion of target values for the
special case with a batch size of one. Extensive evaluation
results against existing GIAs and ablation studies show that
TS-Inverse is able to reconstruct both the observation
and target values of time series, achieving low reconstructing
errors.
Our contributions can be summarized as follows:

o We conduct the first empirical analysis of GIAs on feder-
ated TSF models, highlighting the challenges of inverting
both observation and target sequences with respect to
model architecture, gradient distance, and regularization.
(Section III)

We design TS-Inverse, which includes two innova-
tive components: the gradient inversion model and TS-
regularized inversion optimization. The gradient inversion
model provides relevant quantile bounds by leveraging
auxiliary data. The gradient distance is the L1-Norm with
TS regularization incorporating periodicity, trend, and the
learned quantile bounds of the gradient inversion model.
Additionally, a one-shot analytical technique is used for
reconstructing targets. (Section 1V)

We extensively evaluate TS—-Inverse on four datasets
and five forecasting architectures, demonstrating a 2x-10x
reduction in reconstruction error on the non-RNN-based
architectures. (Section V)

II. RELATED STUDIES

A. Federated Learning for Time series Forecasting

Most of the existing FL studies focus on image/text classifi-
cation tasks [8], with only a few addressing TS data [22], [23],

which mainly concerns the tasks of forecasting. Specifically,
TSF tasks predict future values based on historically time-
stamped data of continuous TS, e.g., Energy load forecast-
ing [22], [23]. Model architectures to study TSF include
standard statistical models, such as ARIMA [24], as well as
deep learning methods. Among the deep learning methods,
RNNs [25], including GRU [20] and Long Short-Term Mem-
ory (LSTM) [26] are commonly used on TSF task, [22], [27].
while recent studies also indicate the effectiveness of non-
recurrent models like TCN [21], [28].

Inherited from the nature of FL, learning TSF also in-
volves the non-identical and independently distributed client
data [22], [23], [29]. Taking energy load forecasting as an ex-
ample, each client, such as households and company buildings,
possesses a distinct load profile. Each client only contains its
own unique load data, different from cases where multiple
customers can reside in a single client data silo. Although the
non-iidness of load profiles and their accompanying conver-
gence issues are beyond the scope of this paper, it is crucial
to note that each client’s load profile is private and must be
protected against privacy leakage [30], [31]. Notably, these
works considering the privacy of load forecasting in FL merely
discusses differential privacy budgets and accuracy differences,
without evaluating any actual attacks [30], [31].

B. Privacy and Inversion Attacks on Federated Learning

Compared with adversarial attacks that aim to modify and
disrupt the learning tasks [8], privacy attacks in FL try to
infer private information from the system [8], e.g., membership
inference attacks [32] and property inference attacks [33].
Among these privacy attacks, data reconstruction attacks [10]-
[19] that aim to recover training samples from clients are most
harmful and is our focus of this paper. Such reconstruction
attacks leverage gradients collected from clients, hence known
as gradient inversion attacks. Besides, there are no existing
studies that address these inversion risks of TS data.

Existing work on inversion attacks can be categorized
into two types: pure optimization-based and informed
optimization-based as presented in Table 1. Both categories
optimize dummy data such that their gradients match the

Approach | Attack Name / Source | Type of attack | Space | Gradient Distance | Regularization | FL Training Loss

Pure DLG [10] Optimization (x,y) L2 - Cross Entropy
SAPAG [11] Optimization (x,y) Weighted Gaussian Kernel - Cross Entropy
iDLG [12] Optimization (x) L2 - Cross Entropy
Inverting Gradients [13] | Optimization (x) Cosine TV Cross Entropy
TAG [14] Optimization (x,y) L2+ a Ll - Causal (Cross Ent.)
General DL [17] Optimization (x) L2 TV, Clip, Scale Cross Entropy
DIA [18] Optimization (x) Cosine TV, Mask Cross Entropy

Informed Gradlnversion [15] (Latent) Optimization (z,x) L2 TV, BN & Group Cross Entropy
GIAS / GIML [16] (Latent) Optimization (z,Gg) | Cosine TV, L2 Cross Entropy
LTI [19] Learning (x) Permutation Invariant CE or L2 | - -
TS-Inverse (this work) Learning & Optimization | (X,y) L1 Periodicity, Trend & QB | MSE

TABLE I: Comparison of related gradient inversion attacks and TS—Inverse. The space, indicates whether the attack optimizes
the inputs (x), outputs (y), latent (z), or generative model parameters (Gy). The regularization terms mentioned are Total
Variation, Clipping, Scaling, Dropout Masks, Batch and Group Normalization, Periodicity, Trend and Quantile Bounds. The
FL Training Loss indicates with which loss the global model is trained.



observed gradients. The informed optimization-based attacks
further leverage external knowledge (e.g., generative models)
to assist the reconstruction process.

The pioneering work of pure optimization-based method,
Deep Leakage from Gradients (DLG) [10], formalizes the
problem by minimizing the L2-Norm between the original and
dummy gradients by optimizing both inputs and labels. Further
improvements over DLG involve modifying the loss function,
adding regularization terms, or increasing the information
used in the attack through priors or by gathering multiple
gradients. Wang et al. [11] tackle convergence issues in DLG
by using a weighted Gaussian kernel function, for normally
initialized model parameters. Alongside, iDLG [12] improves
reconstruction by analytically inferring sample labels, although
it is limited to a batch size of one. Similarly, Geng et al.
[17] addresses label recovery in realistic scenarios where
the batch size is greater than one and duplicate labels are
possible. With Inverting Gradients (InvG), Geiping et al. [13]
introduces the cosine similarity loss and a regularization term
to minimize total variation in neighboring pixels, enhancing
reconstruction for image data. For NLP models, [14] develops
gradient leakage attacks targeting transformer-based models
by optimizing embeddings and adding an L1 norm to the loss
function. Finally, Scheliga et al. [18] expand the optimization
space to include dropout masks, leading to the development of
the Dropout Inversion Attack (DIA), which enhances attacks
on networks with dropout layers.

Further advancements using additional models include
Gradlnv [15], which uses batch classification label restoration
with fidelity and group consistency regularization and it relies
on a pre-trained generative model. [16] also leverages a pre-
trained generative model, but goes further in showing it can
train such a model from gradients only. Learning to Invert
(LTD) [19] trains an inverting model that maps the gradient to
the training data according to an auxiliary dataset, focusing on
countering defenses.

Despite these advancements, which focus on image classi-
fication or text processing tasks, it remains unsure whether
TS data can be recovered according to the TS gradients.
Additionally, no current research addresses the inversion of
architectures specifically for TS data, such as TCNs or GRUs.

ITI. EMPIRICAL INVERSION ANALYSIS ON TIME SERIES
FORECASTING

In this section, we introduce and analyze the risk of invert-
ing clients’ private TS data in the context of federated fore-
casting by applying existing classification-based attacks. We
first define TSF and outline the assumptions made regarding
the FL setups and threat model. Afterward, we formally define
the gradient inversion attacks under our forecasting scenarios.
Finally, we analyze the feasibility and risks of existing image-
based inversion attacks on different time series models.

A. Problem Definition

1) Time-series Forecasting: TS data are generally repre-
sented through discrete time steps, determined by a chosen

Observation (Sops)

Target (S¢ar)

—H 0 F

Fig. 2: Example of univariate time-series forecasting.

sampling frequency, though time is inherently continuous.
TSF is a regression task that predicts future values given
a historical segment. In this work, we focus on multi-step
TSF where the future segment consists of multiple timesteps.
Formally, the historical segment, comprising H steps, is de-
fined as a series of subsequent observation timesteps obs =
{t € Z | —H < t < 0}, whereas the future segment, spanning
F steps, is denoted as the targets tar = {t € Z |0 <t < F'}
as illustrated in Figure 2. We represent historical data of
the sequence S as S,,s € R¥*? and the forecasting target
data as S,, € RF*? where d indicates the number of
distinct features. A time series is univariate when d = 1, and
multivariate when d > 1. Furthermore, S; € R? is used to
denote a value vector at timestep ¢. We focus on the univariate
case. For training the TSF task, we consider recent advanced
deep learning models. The training objective of those models
is to minimize the mean square errors (MSE) or mean absolute
errors (MAE).

2) FL for Time-series Forecasting: A federated forecasting
framework involves K clients, each having its own data silo
with sequence data S;. Each client’s sequence Sk is split up in
multlple subsequent pairs of observation data S b) and target
data Star’ where 4 denotes the ¢’th sample from the sequence.
How these samples are gathered is explained in the experi-
mental setup in section V-A2. A client’s data silo contains a
dataset with sequence samples organized as {sﬁ@g,sﬁf}r o
where nj; denotes the number of local sequence pairs. The
clients jointly train a global forecasting model via a strategy
determined by the server, e.g., learning rate and batch sizes.

The server initializes a global model with parameters W,
where ¢ stands for the global model and » denotes the global
training round. The server distributes W to the clients, who
then follow federated stochastic gradient decent (FedSGD) [1]
to further train the model using their own data. Specifically,
the clients perform a single gradient update on a single batch,
resulting in gradients V'W7.. These are sent back to the server,
which in turn, aggregates all model updates as WZ“ =W, —

o (% Zszl VW;) where « is the global learning rate.

B. Threat model

In line with the related studies, the threat model for our
gradient inversion on TSF models assumes an honest-but-
curious server. This means that while the server follows
protocol rules, it is interested in extracting training data client
information from the gradients data it receives. The attack
considered is a white-box attack, where the FL strategy, model
architecture, optimizer, loss function, observations, and target



size (RP*H RI*F) learning rate (c), batch size (B), etc.
are all known to the adversary. The adversary has access
to the model weights (W) and aggregated gradients (VW)
at communication time and aims to reconstruct each sample
from the batched data, including both observations and targets
(Sobss Star). We also assume that the adversary has access to
an auxiliary dataset (Dgy,) with a distribution overlapping
with the client’s data. Furthermore, the adversary has the
computational capabilities to train models outside the FL
framework.

C. Attacking Time-series Forecasting

Inverting training data for TSF presents several new chal-
lenges compared to inverting training data for classification
tasks. The training objectives and inputs differ: for image
classification, the objective is cross-entropy loss with pairs
of images and their class labels, whereas for time series
forecasting, it is mean squared error (MSE) loss with pairs of
observation and target series. In image classification, due to the
cross-entropy loss, the labels can be analytically inferred from
the gradients, as demonstrated by Zhao et al. [12] and Geng et
al. [17]. Consequently, the inversion attack on a classification
model primarily involves reconstructing the training images.
However, inverting the training data for time series forecasting
requires reconstructing both the input observations and the
target values (Syps and Siq;).

To recover the observation and target series data, the ad-
versary first initializes a dummy input (S,ps) and target (S;qr)
pair with the same dimensions as S,;s and S;,,-, respectively,
and calculates the corresponding gradients:

8£(f(sobsa W); StaT)
oW ’
where f is the global model and W are its parameters before
applying the gradient updates. f is a twice differentiable
neural network and L is the regression loss function used
in optimizing f. These dummy observations and targets are
optimized by minimizing a distance D between the dummy
gradients VW from (1) and clients’ gradients VW:

VW =

D

(~§bs7 g:ar) = iu'g IEI]II D(VWa VW) (2)

Sobs;Star
In this work, we define the optimization problem for re-
covering both the observations (S,;s) and the targets (S:4.).
Specifically, we use the gradient to recover data for both

observations and targets. Additionally, the TS data is often
pre-processed to be within the domain [0, 1], which helps to
bound the reconstructed data. DLG [10] and others [12], [14],
[15], [17] uses L2-Norm to match the gradients as:

3)

Inverting Gradients [13] and others [16], [18] use the Cosine
Similarity loss together with the image prior regularization,
total variation, Rty with hyperparameter Ary:

A RN
[VW|2[ VW2

D(VW, VW) = HVW—VWHZ.

Dcosine(vwa VW) =1 + )\TVRTV~ (4)
D. Empirical Findings

We present our empirical findings from applying four exist-
ing attacks— (designed for classifiers) DLG [10], InvG [13],
DIA [18], and LTI [19]— on three models: CNN, FCN, and
TCN for inverting the TS data from FL gradients. These
attacks differ in their methodologies and gradient distance
functions. Specifically, we discuss the impact of model ar-
chitecture, loss function, and total variation for inversion
performance. The experimental setups are detailed in sec-
tion V-A. We use the Symmetrical Mean Absolute Percentage
Error (SMAPE|) as the evaluation metric to compare all
baselines, presented in Table III. Specifically, to demonstrate
the impact of the total variation regularization (Rtv) for InvG,
we report the SMAPE results in Table II. Additionally, we also
visualize the recovered observation and target data for easy
perceptual comparison, by a single TS example in Figure 3.
In-depth comparison is summarized in Table III and analyzed
in Section V.

Model Architectures The TCN architecture [21] includes
dropout layers, which make the optimization attack more
difficult, according to [34]. DIA [18] counters this dropout
defense by also optimizing the dropout masks that indicate
which neurons are dropped during the training round. This
is required in order to accurately reconstruct training data
from architectures with dropout layers. Moreover, GRUs are
designed to selectively remember and forget information, a
process controlled through nonlinear functions governed by
reset and update gates [20]. These gates determine the flow
and modification of information over time, inherently leading
to a loss of information and many-to-one mappings from input
sequences to hidden states. From a gradient perspective, while
gradients provide insights into how changes in inputs could

DLG-LBFGS DLG-Adam InvG DIA LTI
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Fig. 3: Baseline reconstruction results with FCN, CNN, GRU-2-FCN, and TCN model architectures on the Electricity 370
dataset with seeds (10). In each graph, the blue and green lines are the ground truth observations and targets respectively. The
orange and red lines are the respective reconstructed observations and targets.



affect the outputs, they only do so on average over the whole
input space and do not offer direct mappings to individual
inputs. This many-to-one relationship also applies to RNN
architectures.

Gradient Distance Function of Attacks The effects of the
gradient distance function are most clear for the CNN and FCN
architectures, according to Table III and Figure 3. The DLG
attack, which uses L2-Norm to align gradients, effectively
reconstructs the observations and targets. This is because L2-
Norm measures the squared differences between gradients,
inherently capturing both the magnitude and the direction of
the gradients. In contrast, the InvG and DIA attacks rely on
Cosine Similarity, which normalizes the gradients and focuses
only on the direction, disregarding their magnitude. This focus
on direction alone results in noisier targets, indicating that
the magnitude of gradients is essential for accurate target
reconstruction.

Total Variation The application of total variation, as pro-
posed by [13], is observed to have a counterproductive effect
on the reconstruction of TS data, as shown in Table II.
The regularization results in a higher SMAPE value when
applied to TS. We applied the total variation separately to the
observations and targets using hyperparameters \%* and A}/,
respectively. When increasing A% while keeping A% = 0,
the SMAPE increased for the observations, while for the targets
it remained the same. In contrast, when increasing )\fr‘{,r while
keeping A% = 0, the SMAPE for observations increased,
while it decreased for targets. The total variation reduces
noise in images, which helps improve the image reconstruction
quality. However, this does not translate well to TS data. This
is because TS data can be inherently noisier than images due
to large differences between subsequent timesteps.

Highlights

1. TCN and GRU architectures are more challenging to invert
compared to CNN and FCN due to their inherent design fea-
tures like dropout layers and gate mechanisms. 2. To correctly
recreate targets, the gradient distance has to take into account
the magnitudes of the gradient values. 3. Image regularization
priors are not effective for time series data, which tends to
be intrinsically noisier and exhibit larger differences between
subsequent timesteps.

IV. TS-INVERSE FRAMEWORK

Following the findings from the empirical study, we propose
a first-of-kind gradient inversion attack for federated TSF,
named TS—-Inverse, which inverts a batch of observation
and target data of time series regression tasks from clients
gradients. We illustrate the framework of TS-Inverse in
Figure 4, consisting of three key steps. The first component
of TS—-Inverse is to train a gradient inversion model, i.e.,
finv, using auxiliary data to map model gradients to sequences
of values that correspond to specific quantile ranges of the
observations and targets, as depicted in Figure 7. The quantile

| Dataset | Electricity 370 Proprietary Dataset

A%{’,S ‘ ALgr ‘ Observation Target ‘ Observation Target
0 0 0.002¢.00 0.094¢.06 0.016¢.00 1.143¢ .23
0.001 0‘1000,()1 0.0420.04 0-7330416 1‘0400,25
0.01 0.7970.04 0.009¢ .00 1.5280.07 0.0360.02
0.001 0 0.029¢.01 0.0940.06 0.1700.02 1.144¢ 23
0.001 0.067¢.01 0.042¢.04 0.467¢.14 1.042¢ 25
0.01 0.501¢.06 0.009¢ .00 1.394¢.06 0.0280.01
0.01 0 0.029¢.00 0.0940.06 0.1650.02 1.145¢.23
0.001 0.067¢.00 0.042¢.04 0.472¢.13 1.042¢.25
0.01 0.5000.06 0.009¢.00 1.3980.06 0.0280.01

TABLE II: Comparison of the effects of total variation using
the InvG attack measured with SMAPE | with CNN architec-
ture and Batch size B = 1 and seeds (10, 43, and 28).

ranges divide the data into intervals with equal probabilities,
giving a representation of the observation and target distribu-
tion that belongs to the gradients. These sequences serve as
upper and lower bounds for the learned quantile regularization.
The second key feature is the inversion optimization, starting
from the dummy time series. Different from the convention of
minimizing L2-Norm and cosine distance in image inversion
attacks, we advocate using L1-Norm loss and combine it
with the proposed time series specific regularization terms,
namely periodicity, trend, and quantile bounds. Furthermore,
we provide an analytical one-shot inversion technique for the
target sequence, under the scenario where the batch size is 1.

A. Gradient Inversion Model

We assume the existence of an auxiliary dataset D, by
the honest-but-curious server. This is ideally a subset of the
time series of the data silos that are being attacked, but it can
also be an out-of-distribution dataset [19]. The dataset is first
pre-processed such that the samples have the same sequence
length as the client’s data samples through interpolation.

We define a gradient inversion model fi,, R™ —
(RH*dxQ RFxdxQ) \where m is the number of parameters
in the forecasting model f, and @ is the number of quantile
bounds. This model is designed to map gradients to quantile
bounds, which are sequences of values corresponding to
specific quantile levels of the TS observations and targets.
Quantile levels (7) are probability values between 0 and 1.
For example, between the bounds corresponding to quantile
levels 0.1 and 0.9 fall 80% of the sequences.

The model f;y, is trained on the gradients of the forecasting
model f derived from batches of samples from Dgq,. A
batch (S5, SE ) consists of observation and target pairs from
Dauz, Where B denotes the number of such pairs.

The model f;,, is optimized using the pinball loss with
respect to the batched samples. It produces the outputs
(S ,S™ . ...,ST° Yand {S]},,S72,,...,S/2.}, where each
T4 represents a specific quantile level. These quantile pre-
dictions are repeated along the batch dimension to match
(SB _,SB ). As a result the quantile predictions demonstrate

obs’ “tar

the variability of the batch. The pinball loss, which is used for
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Fig. 4: Key steps of TS-Inverse framework

optimization, is defined as follows:

-%1),
)

where ¢ is a timestep and 7' is the total number of timesteps
in sequence S, and S represents the predicted quantile bound.
The total loss is to apply (5) for each quantile level over the
observations and targets as:

Lrnwan(S,8) = Zmax(v—l)(st 80, 7(S.

(6)

Q B QTa
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By using the pinball loss function, the model f;y, is
effectively trained to provide quantile bounds for the entire
batch of TS data.

B. Gradient Matching Distance Function

The cosine similarity loss only matches the hyperplane

the magnitudes of the values. Matching the magnitude of the
values is essential for gradient approximation. Otherwise, the
optimization will be dominated by the large values, resulting in
distortion of updating dummy data. One can add an additional
term to the cosine similarity loss that takes into account the
norm of the difference of the gradients [35], [36].

On the other hand, the L1 loss, i.e., the summed absolute
errors, is a single-term metric that is robust to outliers, which
is common in gradients. Additionally. it matches the magni-
tude of the gradient values and it is particularly compatible
with models that utilize weights initialized from a normal
distribution [14], such as the TCN architecture. Our choice
is backed by empirical findings that show that using the L1-
Norm leads to better reconstructions compared to the Cosine
with or without the L2-Norm. The distance function is thus
formulated as follows:

direction of the gradients, but does not take into account D(VW, VW) = HVW— VWH1 (N
\ Dataset \ Electricity 370 KDDCup London Smartmeter Proprietary Dataset
Model | Attack Method | Observation Target | Observation Target | Observation Target | Observation Target
CNN DLG-LBFGS 0.6320.05 0.0010.00 1.4540.11 0.0300.03 1.4290.14 0.0230.01 1.2940 .08 0.0119.00
DLG-Adam 0.029¢.03 8.6e-050.00 1.349¢ .23 0.029¢0.03 0.993¢.14 0.006¢0.00 1.013¢ .27 0.005¢.00
InvG 0.002¢.00 0.189¢.13 0.0380.02 1.3060.30 0.0270.00 1.136¢.26 0.015¢.00 1.1600.19
DIA 0.002¢.00 0.5420.11 0.0730.04 1.2930.11 0.094¢.04 1.501¢.05 0.018¢.01 1.484¢ .08
LTI 0.1400.04 0.6850.07 0.8890.15 1.399¢.28 0.713¢.18 1.469¢.06 0.4860.05 1.305¢.09
TS-Inverse 0.002¢ .00 1.2e-050.00 0.0175.01 2.1e-049.00 | 8.1e-059.00  2.4e-050.00 0.009¢ 00 7.1e-050.00
TS-Inverseone_Shm 0.003()‘00 1.48-07()‘00 0.085()‘05 1.9e-060A00 0.024()‘01 2.16-06()‘00 0.0320‘01 7.39-070_00
FCN DLG-LBFGS 0.025¢.01 2.0e-040.00 0.168¢.05 0.0020.00 0.4980.17 0.003¢.00 0.181¢.07 0.002¢.00
DLG-Adam 2.8e-060.00 1.2e-050.00 0.002¢.00 4.1e-04¢.00 0.004¢.00 2.9e-050.00 1.8e-050.00 3.5e-050.00
InvG 4.7e-06¢.00 0.214¢.15 6.1e-050.00 1.261¢.39 7.8e-050.00 1.3000.10 2.6e-050.00 1.1080.15
DIA 0.004¢.00 0.542¢.10 0.0279.02 1.343¢.19 0.068¢.05 1.5719.07 1.1e-04¢.00 1.5519.07
LTI 0.1330.03 0.685¢.07 0.604¢.17 1.399¢.28 0.6730.07 1.469¢.06 0.4980.03 1.3050.09
TS-Inverse 1.7e-06¢ .00 8.4e-070.00 2.4e-06¢ .00 1.1e-060 .00 6.3e-060 .00 2.5e-060.00 6.4e-06( 0o 4.4e-06¢.00
TS-Inversegne-shot | 3-1€-07¢.00 8.3e-080.00 5.3e-060.00 1.5e-069.00 3.2e-050.00 1.4e-06¢ .00 6.6e-060.00 8.1e-079.00
TCN DLG-LBFGS 0.6520.06 0.6890.04 1.4830.06 1.374¢.28 1.4370.10 1.429¢.09 1.3219.13 1.2430.09
DLG-Adam 0.7260‘07 0.3620.11 1.3200,13 1.0720.41 1-1360418 1.0790‘19 1~1410.16 1.0280,09
InvG 0.7040.05 0.5530.20 1.3590.16 1.4450.19 1.1540.18 1.4930.11 1.114¢.12 1.424¢0.11
DIA 1.0880.31 0.719¢.20 0.728¢.20 1.229¢9.07 1.076¢9.57 1.5760.01 1.282¢.34 1.4730.05
LTI 0.1580.05 0.6280.06 0.8390.13 1.4370.30 0.7430.08 1.4020.06 0.5300.13 1.3260.09
TS-Inverse 0.097¢.04 0.007¢.01 0.509¢.13 0.042¢.05 0.194¢.22 0.1069.19 0.172¢.05 0.021¢.02
TS-Inversegne-shot 0.089¢ .03 1.2e-07¢.00 0.559¢.21 1.3e-060 .00 0.188¢.12 1.8e-060.00 0.251¢9.14 7.6e-070 .00

TABLE III: Comparison of SMAPE | with baseline attacks and TS-Inverse on multiple datasets and model architectures with
each 5000 attack steps. Batch size B = 1. The seeds used are: (10, 43, 28, 80 & 71)
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Fig. 5: TS-Inverse reconstruction results with FCN, CNN, and TCN model architectures on a sample from each dataset.

C. Regularizations: Periodicity, Trend and Quantile Bounds

In time series, there are data-specific characteristics that can
be leveraged to regularize the reconstruction: periodicity and
trend. The former refers to the repeating patterns or cycles in
the data over a specific period, whereas the trend represents the
long-term progression or direction in the data. Furthermore,
the learned quantile ranges, outputted by f;,,, are used as
soft bounds for the reconstructed data. We weight and combine
those patterns into one regularization term, Rrg:

Rrs = ApLP

periodicity

+ )\Tﬁtrend + )‘gbs ‘ngjnds + )‘éaT‘Clt)zEndsv
®)
tar

where Aperiodicitys Awend: AQ®, and A" are hyperparameters
controlling the importance of periodicity, trend and learned
quantile bounds regularizations, respectively.

1) Periodicity Regularization: Understanding the specific
periodic nature of the data is crucial and the periodicity must
be present in the combined observation and target sequence. To
capture periodicity, we minimize the absolute error between
each point and its corresponding point one period p apart.
Here, p represents the number of timesteps for one full period
or cycle. This regularization ensures that reconstructed data
maintains the inherent cyclical patterns. Periodicity can vary
widely depending on the dataset, exhibiting daily, weekly, or
even yearly patterns. The regularization is defined as the mean
absolute error between the periodic points:

1 =
Egeriodicity(s) = ﬂ Z |Sf - St+p‘ ) (9)
t=1

where p denotes the period length and 7' is the total number
of timesteps in the sequence S.

2) Trend Regularization: To enforce trend consistency, we
fit a linear trend to the sequence and minimize the deviation
of the actual sequence from this trend. This approach ensures
that the trend is regularized over both the observations and
targets combined, capturing the underlying trend dynamics in
the data. The regularization is defined as the MAE between
the sequence and the trend of the sequence, as such:

Etrend(s) = ”S - Strend||1 )

where the Sgeng is calculated using linear regression over S
as such: Syena = B(s—3) + S. Here, s represents the time
indices of the sequence, § is the mean of these time indices,
S is the mean of the sequence S, and the slope 8 of the linear
> (s—35)-(8-8)

S(s—5)7

(10)

trend is given by: § =

3) Quantile Bounds Regularization: The predictions made
by the gradient inversion model are designed to function as
soft bounds for the dummy data as illustrated in Figure 7. The
bounds are defined as quantile pairs that are symmetrically
spaced around the median. Within these bounds, no regular-
ization is applied. However, if the dummy data falls outside
this range, an absolute error is calculated for regularization.
This approach intuitively ensures that the dummy data is
encouraged to stay within realistic and statistically consistent
bounds.

For a sequence S and bounds Sjower and Sypper, the regular-
ization loss is defined as:

Q
ﬁbounds = Z ||maX(07 S — Supper) + maX(O, Slower - S) Hl )

q=1
(11
where ¢ indexes over the quantiles with Sipwer = S7¢ and
Supper = S7(@-9), respectively.

Putting Eq. (9) (10), and (11) into (8) and combining it
with (7), TS—-Inverse employs the following loss function
to invert a batch of time series of observation and target from
the client’s gradients:

Ctotal = D(VW, VW) + RTs.

D. One-shot Target Reconstruction for B =1

In this section, we demonstrate how to reconstruct the
target predictions of a fully connected layer fzc, which in
practice is the last layer of the forecasting model f. Given
a fully connected layer frc with weights W and biases
b, and knowing the gradients VW and Vb obtained with
training inputs x and outputs y, we assume the objective
function is the MSE Lysg = ||§ — y|l2, where § are the
layer’s predictions. It is possible to reconstruct y one-shot
for B = 1 if Vb is invertible. The MSE loss is defined
as: Lysg = % Zf;l(gjz — 9;)2, where N is the number of
elements. We can express the predicted output as § = Wz +b.
The gradient with respect to the bias b and weights W are:

Vb:%(Wx—i—b—y) (12)
VW = %(Werbfy)zT. (13)

Equation (12) can be rearranged to solve for y:
y:Wac+b—Vb~g. (14)



Dataset FREQ. H F w Sattack Sauz
Electricity 370 15 MIN 96 9% 192 96 4
London SmartMeter 30 MIN 48 48 96 48 2
Proprietary ISMIN 9 96 192 96 4
KDDCup 2018 HOUR 120 48 168 24 1

TABLE IV: Dataset descriptions: sample frequency (FREQ.),
observation length (O), future length (F'), window size (W),
and step size for attacked samples (Sgttack) and for the
auxilary samples (Sqqyz)-

| Dataset | Electricity 370 London Smartmeter
Model | Grad. Distance D |  Input Target |  Input Target
1 Cosine + L1 0.0830.01 9.3e-08¢.00 0.2120.03 2.3e-060.00
Cosine + L2 0.2900.17  9.3e-080.00 | 0.481p.30 2.3e-060.00
Cosine 0.3770.19  9.3e-08p.00 | 0.8600.56  2.3e-060 .00
L2 0.2360.05 9.3e-080.00 | 0.7830.49  2.3e-060 00
L1 0.0815.03  9.3e-080.00 | 0.208p.14  2.3e-060.00
2 Cosine + L1 0.3620,14 0.0530,04 0.3010.20 0.2610,29
Cosine + L2 0.6280.24 0.1199.03 0.8160.36 0.6020.46
Cosine 0.6199.18 0.6300.40 1.049¢.25 0.9200.33
L2 0.629¢.32 0.613¢.40 0.8690.43 0.8600.36
L1 0.4710.08 0.0950.06 0.278¢.20 0.244¢ o7

TABLE V: TS-Inverse without regularization for TCN
model architecture results measured with SMAPE |. Grad. dis-
tance functions are: ”Cosine + L1”, ”Cosine + L2”, ”Cosine”,
”L2”, and "L1”, for B € [1,2] and seeds (10, 43, & 28).

Here, x is unknown, but it can be reconstructed by substituting
y from (14) into (13), we get:

N
=Vb-z7.

VW:2<Wm+b— (Wx+b—Vb~];[>)xT

If Vb is invertible, such that (Vb)~! exists, then xT =
(Vb)~!VW. Finally, substituting = back into equation (14),
we obtain:
1 N
y = W(Vb) VW+b—Vb-5. (15)
This demonstrates that the target y can be reconstructed in one
shot for B = 1, provided that Vb is invertible.

V. EVALUATION

We first detail the experimental setup, followed by the attack
accuracy of TS-Inverse, and an ablation study.

A. Experimental setup

1) Dataset: Four datasets are the Electricity (370)', KDD-
Cup 2018 (Air Quality)’, London Smartmeter®, and a propri-
etary energy dataset. The energy datasets are sampled with 1
observation day and 1 future day to forecast. The KDDCup
dataset has 5 observation days and 2 future days. The sample
description of the datasets is summarized in Table IV. All
datasets are normalized using the min-max method bounding
it between O and 1.

Uhttps://archive.ics.uci.edu/dataset/321/electricityloaddiagrams20112014
https://zenodo.org/records/4656756
3https://zenodo.org/records/4656091
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Fig. 6: TS-Inverse, reconstruction comparison on the TCN
model architecture with different gradient distance functions
and without regularization.

2) Data Pre-processing: We employ the rolling window
method to preprocess the data, i.e., moving a window of
fixed-width steps through the dataset, advancing by steps with
each iteration. The data within this window is divided into
observation and target segments S,;s and S;,, according to
an observation length H and future length F. The result
of the rolling window process is a dataset sample pairs
of observations S,;s and targets S;... The dataset-specific
settings are described in Table IV. The datasets are divided into
training, validation, and test sets with ratios of 64%, 16%, and
20%, respectively, by recursively applying a 20% split ratio.
For the auxiliary dataset Dy, the validation set is used.

3) Baselines: The baselines that have been evaluated are the
DLG-LBFGS [10], DLG-Adam [10], (InvG) [13], (DIA) [18],
and (LTI) [19]. The implementation and configuration details
are consistent with their open-sourced repositories. Where LTI
is 250 epochs and others 5000 iterations.

4) Network Architectures: The FCN model has 3 FC layers
with sigmoid acivation functions, the CNN model is based
on LeNet with 1D Conv layers. The TCN architecture has
a kernel size of 6, dilation factor of 2 and the number of
levels is adjusted such that the receptive field is encompassing
the observation sequence. The GRU-2-FCN and GRU-2-GRU
both have the standard GRU implementation. All models apart
from the GRU-2-GRU have a FC head that is outputting the
final values. All hidden sizes of the architectures are 64.

The gradient inversion model f;,, has two modules for
outputting observations and targets, each containing two resid-
ual blocks with hidden sizes of 768 and 512, respectively.
It is trained for 75 epochs and the quantile levels are
{0.1,0.3,0.7,0.9}.

5) Evaluation Metrics: To measure the reconstruction qual-
ity the Symmetrical Mean Absolute Percentage Error (sMAPE
1) is used, which is bounded between 0.0 and 2.0, and allows
for better comparisons between datasets. When using other
metrics, such as MSE and MAE, the ranks do not change.

B. Results overview for TS—-Inverse

The comparison in Table III demonstrates that
TS-Inverse outperforms other methods in time-series
reconstruction across multiple datasets and architectures.
Specifically, TS-Inverse achieves the lowest sSMAPE
values for both observation and target sequences. This
is visually supported by Figure 5, which showcases
individual reconstructions on various datasets, highlighting
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Fig. 7: TS-Inverse, Learned quantiles that function as prior
in the learned regularization on Electricity 370 dataset for the
CNN and TCN model architecture and B = 4.

| Ap \ 05 1 2
Ar | Regularization | Input Target |  Input Target |  Input Target
05 | Rp+Rr 0154003 0.1180.10 | 0.155005 0.0860.06 | 0350014 0302015
Rp+Rr+Rq | 0273012 0.2870.19 | 0.1240.00  0.0390.03 | 0.1740.02  0.1990.01
1 Rp +Rr 0.1970.04  0.0750.02 | 0.3500.20 0.3300.29 | 0.1620.01  0.081¢.01
Rp+Rr+Rq | 0.161p.01  0.0590.02 | 0.1419.01  0.0800.05 | 0.1580.01  0.0980.03
2 Rp +Rr 0.2179.02  0.0580.01 | 0.184g.02 0.1020.01 | 0.3149.15 0.2549.21
Rp+Rr+Rqg | 0184002  0.0820.02 | 0.1320.02  0.051p.04 | 0.1240.03  0.1140.09

TABLE VII: The results of using the periodicity and trend
regularization together, with or without including the the

quantile bounds regularization technique. Dataset Electricity
370 with seeds (10 and 43)

Electricity 370 (10) Electricity 370 (43)

PYa 0 0.1 0.5 1

G ‘ Input Target ‘ Input Target ‘ Input Target ‘ Input Target

0 0.5150.11  0.0680.05 | 0.5040.12  0.1850.11 | 0.2070.08 0.061p.06 | 0.203p.05  0.0600.03

0.1 0.5670.17  0.0480.01 | 0.4490.14 0.1050.05 | 0.2840.02 0.2370.11 | 0.1449.03  0.024¢ 02

0.5 0.5680.18  0.0670.02 | 0.3680.21  0.0260.02 | 0.259.08 0.1120.08 | 0.2070.04 0.1310.06

1 0.5140.07  0.0530.03 | 0.5220.22  0.3420.26 | 0.2260.12  0.0400.03 | 0.1960.04 0.077¢.03
TABLE VI: Results of different hyperparameters for quantile

bounds regularization on observations ()\OQ”S) and targets ()\6”)
for the Electricity dataset with 370 seeds (10 and 43).

the effectiveness of TS-Inverse compared to baseline
reconstructions in Figure 3. Additionally, the learned quantiles,
depicted in Figure 7, highlight the method’s capability to
effectively capture and reconstruct quantile bounds for the
FCN, CNN and TCN architectures with a batch size of 1 on
the Electricity 370 dataset.

Effectiveness of the Proposed Gradient Distance Function

Table V presents the SMAPE results for different gradient
distance functions without additional regularization, focusing
on capturing the effects of the gradient distances alone.
The gradient distance functions tested include Cosine + L1-
Norm, Cosine + L2-Norm, Cosine, L2, and L1. The results
indicate that distance functions incorporating the L1-Norm
perform better with lower SMAPE results compared to other
functions. This trend is consistent across various datasets and
is particularly evident in the TCN architecture, as shown in
Figure 6, which displays individual reconstructions for B = 1.
For the baseline architectures (FCN and CNN), the differences
in SMAPE results among the distance functions are minimal.

Effectiveness of Regularization for Batch Reconstruction

The effects of the hyperparameters for the quantile bounds
regularization are shown in Table VI. The hyperparameters for
the quantile bounds regularization are optimized through a grid
search over the values {0,0.1,0.5,1} for both the observation
and target sequences as can be seen in Table VI. The results
indicate that increasing the regularization term for observations
leads to a decrease in the SMAPE metric, whereas the effect
is less apparent for target sequences. From these results the
optimal terms are found to be )\"Qbs =1and )\fé” = 0.1 for the
Electricity 370 dataset. Subsequently, the effects of periodicity
and trend regularization hyperparameters (Ap and Ar) are
investigated, as detailed in Table VII. The values tested for
both terms are {0.1,0.5, 1}. The reconstructions incorporating
all regularizations (periodicity, trend, and quantile bounds) for
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Fig. 8: TS-Inverse, reconstructions with all regularization
applied for the TCN model architecture and B = 4.

the TCN model with a batch size of 4 are illustrated in Figure
8. We note that bigger the batch sizes are, more challenging
the inversion is.

C. Defenses

We investigate a defense strategy using GRU in the forecast-
ing model to counter TS—-Inverse. GRU-based forecasting
models are more robust against attacks due to the many-to-one
mapping caused by the recurrent design. We attack the GRU-
2-FCN and GRU-2-GRU models, with reconstruction results
shown in Figure 9. The results show that the targets associated
with the FCN part remain vulnerable. We hypothesize that
regularization causes the values to transfer to the observations,
as the observations of the GRU-2-FCN architecture closely
resemble the targets. This is backed by the results of em-
ploying a GRU-2-GRU architecture, which prevents detailed
reconstruction of the observations and targets. However, the
attack does seem to be able to extract the trend from the
gradients. Overall, we the GRU-based architectures enhance
the robustness against privacy attacks because of the many-to-
one mapping design.

VI. CONCLUSION

This study presents the first empirical analysis and effec-
tive algorithm, TS—-Inverse, of reconstructing TS data for

London Smartmeter (10)

Electricity 370 (10)
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Fig. 9: TS-Inverse reconstructions on Electricity 370 and
London Smartmeter datasets for the GRU-2-FCN and GRU-
2-GRU architectures B = 1.



federated TSF models. Our empirical analysis demonstrates
that existing inversion methods, developed for image and text
classification, are less effective for TSF due to the mismatch
between gradient distance and the gradient magnitudes and
TS-specific model architecture, e.g., TCN & GRU. To address
these challenges, we propose TS—Inverse, which leverages
a gradient inversion model and TS-specific characteristics as
regularization during reconstruction. Specifically, the proposed
TS-regularization include periodicity and trend. Furthermore,
the gradient inversion model is trained with an auxiliary
dataset to map gradients to quantile bounds of observations
and targets. These bounds are also used to regularize the
reconstruction. We extensively evaluate TS—-Inverse on four
data sets against five baselines, showing a 2x-10x improvement
in reconstruction SMAPE and indicating the potential of GRU-
based architecture in defending against inversion attacks.
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Chapter 3

Background

This chapter provides additional background information for concepts used in the paper, such
as federated learning, time series, time series forecasting, privacy risks in federated learning,
and gradient inversion attacks.

If at any point in the paper you find yourself wondering about any of these topics, this chapter
will provide additional information and insights. This chapter also offers more detail on
closely related topics. Furthermore, it provides formalizations that can help you understand
the concepts in a more structured way.

In Section 3-1, we describe the two concepts of horizontal and vertical federated learning
and which is used in the paper and use case. Furthermore, the paper provides a minimal
formalization of federated learning for its methodology. Here we provide a more detailed
formalization and more detail on the FedSGD strategy and an alternative (FedAvg) strategy,
highlighting their differences and similarities.

If you are not familiar with time series and time series forecasting, Section 3-2 will go into
more detail and discuss characteristics that can be present in time series, two of which are
used in the paper. Furthermore, a more general formalization of time series forecasting is
given: We describe the differences between single-step and multi-step forecasting and between
univariate and multivariate time series. We also provide insights into additional data used
in practical time series forecasting scenarios. This section ends by explaining how these time
series concepts relate to load forecasting and their related work.

In Section 3-3, we examine the intersection of federated learning and time series forecasting,
mainly its challenge with regard to non-independent and identically distributed data, which
is also a challenge in load forecasting. This concept is explained as it is a widely researched
topic in load forecasting.

In Section 3-4, we provide background information about the various types of privacy risks
associated with federated learning. We introduce the European General Data Protection Reg-
ulation (GDPR) law as a motivator for researching privacy risks in this context. Additionally,
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3-1 Federated Learning 15

we assume an "honest-but-curious" server-side attack in our paper and discuss alternative sce-
narios. We explain why we chose the "honest-but-curious" server-side attack assumption for
the load forecasting use case.

Lastly, in Section 3-5, we provide more details about the related gradient inversion attacks
mentioned in the paper.

3-1 Federated Learning

Federated Learning is a distributed machine learning approach that enables multiple clients
(e.g., mobile devices, organizations, households) to collaboratively train a model while keeping
their data localized [12]. The model is trained under the coordination of a central server.
Within Federated Learning a distinction is made between Horizontal Federated Learning and
Vertical Federated Learning, which will be differentiated in the first section. Hereafter in the
thesis we will focus only on Horizontal Federated Learning, and will be referred to as Federated
learning. In the subsequent section the formalization of Federated learning is given, and the
two strategies that were first proposed by [12] are elaborated.

3-1-1 Horizontal vs Vertical Federated Learning

Horizontal federated learning and vertical federated learning differ primarily in the distribu-
tion of data across participating clients [17]. In horizontal federated learning, also known as
sample-based federated learning, each entity has data that includes the same features but
different samples. This is typical when organizations operating in the same domain, like
hospitals, collaborate without sharing patient data. On the other hand, vertical federated
learning, or feature-based federated learning, involves clients that share data on the same
samples but with different features. This scenario is common when clients such as a bank
and an insurance company, which serve the same customers, collaborate without exposing
sensitive data. These distinctions allow federated learning to be applied flexibly depending
on data distribution and privacy requirements. Hereafter, federated learning is revering to
the case of horizontal federated learning.

In the context of of low voltage load forecasting, where each client, such as households or
businesses, possesses only their own private energy consumption data. In this scenario, while
the domain remains consistent—energy consumption—the data distributions can vary signif-
icantly from client to client due to differing usage patterns, making it a unique horizontal
federated learning challenge.

3-1-2 Formalization of Federated Learning

A federated learning framework involves K clients, denoted as {C1,Ca, ...,Ck}. In this frame-
work, data is divided among these clients, leading to the creation of data silos { D1, Da, ..., Dk }.

. . n
Each data silo Dy, contains pairs of input and output data {X(‘), y(l)}A kl, where k represents
i

the specific client and for simplicity, k ranges from 1 to K. The variable n; denotes the
number of data points in Dj..

Master of Science Thesis C. J. Meijer



3-1 Federated Learning 16

The clients jointly train a global model via a strategy determined by the server. The two
typical strategies introduced are Federated Averaging (FedAvg) and Federated Stochastic
Gradient Descent (FedSGD) [12].

Both strategies can be expressed in a generalized way where each client receives the global
model W¢ from the server where g indicates its the global model, and r the global training
round. Each client Cy, train the model locally using Dj, resulting in a new model WZ‘H. The
locally trained models W’,;H can be viewed as a function of the global model W and the
local data.

Both FedAvg and FedSGD strategies can be generalized to express the update as:

WZ+1 = W; - kaz(wga Bk)7 (3_1)

where 7y, is a learning rate that encapsulates the difference in the amount of local training
between FedAvg and FedSGD, and VL(Wy, By) is the gradient of the loss function £ with
respect to the model parameters using the local data By. The learning rate n; and local data
By, varies depending on the strategy used:

Federated Averaging (FedAvg): Each client performs multiple local updates over E
epochs. The local data By is in this case the dataset D,. Within each epoch, there are
multiple gradient steps. Let G denote the number of gradient steps per epoch, which is a
function of the batch size and ny:

G = {"’“W (3-2)

batch size

The effective learning rate 7, in this case is:
e ~ EGa, (3-3)

where E is the number of local epochs, G is the number of gradient steps per epoch, and « is
the local learning rate. This approximation assumes that the local model parameters do not
change to much during the each local training step.

Federated Stochastic Gradient Descent (FedSGD): Each client performs a single local
update on a mini-batch By € Dy and immediately sends the updated parameters back to the
server. The effective learning rate 7, in this case is simply the local learning rate «a:

N = Q. (3-4)
The updated model WZH is sent back to the server which aggregates it together with the

other clients’ updates according to each clients’ amount of data resulting in Wg“. This
updated global model Wg“ is computed as follows:

K

g

LARED DE=sl (3-5)
k=1

where ny is the number of data points in client k’s data Dy, and n = Eﬁ(zl ng is the total
number of data samples across all clients.
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3-2 Time Series and Time Series Forecasting

Time series forecasting involves predicting future values based on previously observed values.
A time series is a sequence of data points collected or recorded at regular time intervals. Time
series data captures the dynamics and temporal dependencies inherent in the data [18]. Time
series forecasting is critical in numerous applications, such as finance, weather prediction, and
load forecasting [19]. First we will describe time series and its characteristics and then we
will describe the process of forecasting time series and which methods are used for this.

s
Observation (Sobs) Target (Star)

—H 0 F

Figure 3-1: Example of univariate time-series forecasting situation.

Time Series Data

Time series data is characterized by its sequential nature, with observations indexed by time.
Each data point in a time series can be represented as s;, where t denotes the time index.
Key characteristics of time series include trend, periodicity, cyclic patterns, and irregular
fluctuations [18]. Trends indicate long-term progression, such as the upward trend in global
temperatures over decades. Periodicity refers to regular repeating patterns, such as daily
cycles (e.g., day and night) and weekly cycles (e.g., increased restaurant visits on weekends).
Seasonality, a specific type of periodicity, refers to patterns tied to the calendar, such as annual
cycles (e.g., increased retail sales in December) and monthly cycles (e.g., higher electricity
consumption in summer and winter). Cyclic variations represent patterns that occur at
irregular, long-term intervals, such as economic cycles of recession and expansion. Irregular
components reflect random noise. Understanding these components is essential for accurate
modeling and forecasting, as they provide insight into the underlying processes driving the
observed data.

Formalization of Time Series Forecasting

We begin with a simple scenario of time series forecasting and gradually introduce more
complex concepts. We start with single step forecasting, then introduce multi-step forecasting,
followed by introducing univariate vs. multivariate time series, and at last the incorporation
of second hand predictions into the conditions to forecast.

Observations and Targets: The observations are synonyms for the model inputs (x) and
targets for ground-truth outputs (y). Consider a historical time range, consisting of H steps,
as the set of observations obs = {t € Z | —H <t < 0}. Now consider a historical time series
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3-2 Time Series and Time Series Forecasting 18

Sobs = {S_H+1,S—H+2,---,80} which is used to predict the next value s;;1. This is known
as single-step forecasting, where only the immediate next value is predicted. In many prac-
tical applications, we need to predict multiple future values at once, this leads to multi-step
forecasting. Now, given the observation time series sqps, the objective is to forecast a future
range of F' steps into the future, a set of targets sy = {t € Z |0 <t < F'} The goal is to
forecast the future values sy = {s1,82,...,sp} as illustrated in Figure 3-1.

Univariate vs. Multivariate Time Series: Now consider an additional dimension in
the time series observations which can be represented as Sops € R*? where d denotes the
number of distinct features or dimensions in the dataset. Similarly, the target forecast data
can be represented as S¢ur € REXd A time series is categorized as univariate when d = 1,
as depicted in Figure 3-1, and as multivariate when d > 1. In a univariate time series, each
time step t is associated with a single value s;. In contrast, in a multivariate time series, each
time step t is associated with a vector of values sy = {s¢1,...,8;4}, where d is the number of
features.

External Forecasts and Static Covariates: In more advanced forecasting scenarios, ex-
ternal forecasts can serve as additional inputs, improving the accuracy of the predictions [20].
For example, using detailed weather forecasts for the next day can significantly enhance the
accuracy of energy load predictions for that day. Additionally, static covariates, such as lo-
cation or demographic information, can also be used to further refine the forecasting models.
Although this approach is beyond the scope of this research, it is important to acknowledge
its potential benefits for forecasting.

3-2-1 Forecasting Models

Traditional statistical methods, such as Autoregressive Integrated Moving Average (ARIMA)
[18], leverage linear relationships in the data to make predictions. However, these methods
often fall short in capturing complex nonlinear patterns.

Deep learning approaches, particularly Recurrent Neural Networks (RNNs) [21] and their vari-
ants like Long Short-Term Memory (LSTM) [22] networks and Gated Recurrent Units(GRUs) [23],
have demonstrated superior performance in time series forecasting. These models can capture
intricate temporal dependencies and long-term relationships within the data. LSTMs address
the vanishing gradient problem in standard RNNs by incorporating memory cells that retain
information over long periods, while GRUs simplify the LSTM architecture by combining the
cell state and hidden state.

Another powerful deep learning architecture is the Temporal Convolutional Network (TCN) [24],
which leverages causal convolutions and dilation to model temporal dependencies. TCNs have
shown increased performance over RNN-based models due to their ability to parallelize train-
ing and handle long sequences effectively [24].

3-2-2 Low Voltage Load Data and Forecasting
Low voltage load forecasting is the process of predicting future electricity demand at the
lower end of the voltage spectrum, typically associated with residential or small commercial

consumers [3, 7|. This type of forecasting plays a critical role in smart grids by ensuring a
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balance between energy demand and supply [2]. Accurately predicting low voltage load is
essential for optimizing energy usage, integrating renewable energy sources, and managing
grid stability, particularly with the increasing adoption of decentralized energy systems and
smart grids [25].

Time Series Characteristics of Low Voltage Load Data

Low voltage load data, which captures the electricity consumption of residential or small
commercial consumers, exhibits distinct time series characteristics that are critical for effective
grid management [26].

Trend: Household load data may display a trend reflecting long-term changes in electricity
usage. This could be influenced by factors such the number of household members, changes
in household appliances, or shifts towards energy-efficient technologies. Identifying the trend
component Sipend in load data is crucial for understanding the general direction of electricity
consumption over time.

Periodicity: Periodicity in low voltage load data is evident through periodic fluctuations
corresponding to regular intervals such as daily or weekly cycles. For instance:

¢ Daily Periodicity: Consumption patterns typically show higher usage during evening
hours when residents are home and lower usage during the night and early morning
hours.

e« Weekly Periodicity: Weekends often exhibit different consumption patterns com-
pared to weekdays, often with higher usage on weekends due to more people being at
home.

¢ Annual Periodicity: Electricity usage can also vary across seasons, with higher con-
sumption in the winter (due to heating), and some households or regions in the summer
(due to cooling).

The periodic component captures these regular patterns and is crucial for accurate load
forecasting. These periodic patterns are formalized with a period p, which indicates the
number of time steps (such as hours, days, or weeks) after which the cyclic behavior repeats
itself. Assuming an hourly sample rate, for example, if p = 24, the pattern repeats every 24
hours, indicating daily periodicity. Similarly, if p = 168, the pattern repeats every 168 hours
(7 days), indicating weekly periodicity.

Cyclic Patterns: Unlike seasonality, cyclic patterns in household load data occur at irregular
intervals and can be associated with broader economic or social cycles. For example, economic
downturns or periods of increased remote work (e.g., during a pandemic) can lead to shifts
in typical electricity consumption patterns. The cyclic component helps to identify these
non-regular fluctuations. To formalize the cyclic pattern occurring at irregular intervals, one
approach is to introduce an additional indicator in the form of a second time series that
correlates with the pattern, increasing d, such as an economic wellbeing indicator.

Irregular Fluctuations: Household load data also contains irregular or random compo-
nents, representing short-term anomalies or noise that cannot be attributed to trend, season-
ality, or cyclic patterns. These could be due to unexpected events such as power outages,
extreme weather conditions, or atypical usage patterns on specific days.
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Deep Learning Load Forecasting

The proliferation of smart meters has enabled the collection of high-resolution consumption
data, paving the way for data-driven models. Among these, deep learning models, such as
LSTM, GRU, CNN and TCN based architectures, have shown significant promise, [6, 4, 27,
28, 5, 29]. These models can learn complex patterns from historical data without needing
explicit physical information.

Training Objectives in Load Forecasting

In load forecasting, standard loss functions such as Mean Squared Error (MSE) and Mean
Absolute Error (MAE) are widely used. MSE is known to converge to the mean load, making
it effective for capturing average load patterns. On the other hand, MAE converges to the
median load, which can be more robust to outliers. However, these loss functions do not
specifically target the accurate prediction of load peaks, which are critical for efficient grid
management and optimization.

To address this, alternative loss functions like Dynamic Time Warping (DTW) [30, 31] and its
differentiable variant, soft-DTW [32], have been explored [33]. DTW focuses on the similarity
of time series shapes, offering potential improvements in aligning predicted and actual load
curves. Soft-DTW extends this by providing a smooth and differentiable approximation,
making it suitable for training with gradient descent. These methods emphasize the overall
shape similarity, which can lead to better peak load forecasting performance, enhancing grid
reliability and efficiency [33]. While peak load prediction is of significant interest for load
forecasting and grid optimization [7], it is not investigated further in this thesis because it is
outside the scope.

3-3 Federated Time Series Forecasting

In the context of federated learning, time series forecasting can be formalized such that
each client’s C,, data silo Dj contains at least one time series S;. These time series across
clients represent the same feature. Without federated learning, each client can only train a
forecasting model on its own data, limiting the model’s generalizability due to the restricted
amount of data [34, 35].

Federated learning alleviates this by assuming that the data distributions among clients are
diverse [36, 37]. This diversity ensures the global model captures a wide range of patterns
and anomalies present in different time series, leading to better performance on new, unseen
data [36, 37]. This makes federated learning a powerful approach for time series forecasting
across various domains.

3-3-1 Non-Independent and Identically Distributed Data

However, too much diversity can have negative effects on the convergence of a federated
forecasting model [38]. If the diversity of the data is too high among clients, it is formally
termed non-Independent and Identically Distributed (non-IID) data. This refers to data

Master of Science Thesis C. J. Meijer



3-4 Privacy Risks for Federated Learning 21

where individual samples are correlated with each other and are not drawn from the same
probability distribution. Correlation is detrimental because the model may overfit to the
patterns and noise specific to those correlations, failing to capture the true underlying data
distribution. Data not originating from the same distribution is problematic because it can
become too complex for the model to properly learn a unified representation. The diverse
patterns can be too conflicting, leading to insufficient generalization.

3-3-2 Non-IlIDness in Federated Load forecasting

In the context of federated low voltage load forecasting, non-IIDness arises due to correlations
and differences in data distributions across various clients [38, 39, 40, 41, 42].

The different data distributions stem from the fact that each client’s data represents unique
load consumption patterns influenced by lifestyle choices, number of household members, or
for an an industrial or business related building, the opening hours or types of services all
uniquely influence the load patterns. The data correlations can for instance be caused by
regional factors such as all being of similar socioeconomic status or dealing with the same
temperature and weather patterns. These factors create correlations within the data of each
client, as the consumption patterns are not random but are driven by region-specific behaviors
[41, 42]. For instance, a model trained predominantly on industrial load patterns may not
perform well on residential data, and vice versa.

To address these issues, strategies such as personalized federated learning can be employed,
allowing each client to maintain a model that is fine-tuned to its local data while still benefiting
from the global model [34, 40, 43, 44]. Clustered federated learning can also be useful,
grouping clients with similar distributions to group the diversity into seperate models [45, 46,
39, 41]. These approaches help mitigate the impact of non-IIDness, leading to more accurate
and robust load forecasting models. Even though the convergence issues that arise from
the non-IID data among the federated clients is outside the scope of rest of the thesis, it is
important to note that each individual load profile is private and contains unique information.

3-4 Privacy Risks for Federated Learning

In the context of federated learning, a "privacy risk" refers to the potential threats and vul-
nerabilities that can lead to the exposure of sensitive information during the collaborative
training process [14]. Privacy risks in federated learning arise when an adversary, either
within or outside the system, is able to infer sensitive data from the clients’ updates or model
parameters exchanged during the training process [14]. These risks are primarily due to the
shared nature of federated learning, where the shared gradients or model updates can leak
private information about the training data of individual clients. Understanding these pri-
vacy risks is crucial, especially when considering the stringent data protection requirements
imposed by regulations such as the General Data Protection Regulation (GDPR) [47].

3-4-1 GDPR and Federated Learning

The General Data Protection Regulation (GDPR) [47] is a comprehensive data protection
law that came into effect in the European Union in 2018, designed to safeguard personal
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data and ensure privacy rights for individuals. It mandates strict data privacy and security
measures, significantly impacting technologies like federated learning, which is particularly
suitable for keeping training data local and private [8]. By decentralizing data processing,
federated learning aligns well with GDPR’s principles of data privacy and security, as it avoids
central data storage risks [8].

However, despite federated learning’s alignment with GDPR principles by keeping data local
and reducing central data storage risks, significant privacy challenges remain [14]. Adversaries
may exploit the shared updates to infer private data with inference and reconstruction attacks
[8]. Investigating these attacks from an attacker’s perspective will enhance our understanding
of their implications and help develop more effective countermeasures.

3-4-2 Client or Server-side Attacks

In federated learning, privacy risks can manifest through attacks either on the client-side or
the server-side, each presenting unique challenges and vulnerabilities. The main difference
lies in the amount of information that is available to the adversary. Client-side attacks have
knowledge of the aggregated global model sent by the server, the locally trained model, and
its own private dataset [15]. The server on the other hand has access to the aggregated model,
the trained models or their gradients sent back by the clients, the identifiers of the clients,
the size of their dataset [15]. There is also the outsider-side, which only has access to the
outputs of the trained global model [15], however, together with the client-side adversaries,
these are outside the scope of this thesis.

3-4-3 Honest-but-curious vs. Malicious Attacks

In federated learning, attacks can also be categorized into honest-but-curious and malicious,
or in other words active and passive [15]. Active attackers interfere with the training process,
by sharing modified model updates or gradients. For instance, they actively modify the model
in such a way that they can train it to output a specific value given a specific input, also
called a backdoor attack. A passive, attacker adheres to the federated protocols and shares
the honest model updates. Their goal is mostly to obtain private information about other
clients. In this thesis, we focus on the honest-but-curious type.

3-4-4 Types of Privacy Attacks

In this section we will briefly introduce the different types of privacy attacks from a server-side
perspective. The common types of attacks are membership inference, property inference, and
data reconstruction.

Membership Inference: Membership inference attacks in federated learning determine
whether a specific data point was used in the training set [48, 49]. This type of attack
is particularly applicable in classification tasks where the adversary aims to identify the
presence of sensitive data, such as medical records or personal profiles, within the training
dataset. The primary assumption is that the attacker has some auxiliary knowledge about
the data distribution or access to similar data points used during training [14, 48]. Through
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the observation of model updates or gradients, the adversary can infer the membership status
of data points.

Property Inference: Property inference attacks in federated learning target the extraction
of specific attributes from clients’ training data that are not directly related to the primary
learning task [50, 51, 52]. These attacks are applicable to deep learning tasks such as image
classification. The key assumption is that the adversary has access to auxiliary training data
correctly labeled with the target property and can observe the gradients. These attacks can
leak sensitive information such as the presence of certain features or attributes in the training
data, potentially revealing private aspects of the data, like the presence of a specific object
in images or particular words in text data [14].

Data Reconstruction: These are the core types of attacks experimented with on time
series data in this thesis. All of the existing literature either evaluates these attacks on
images [53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63], text [64], or tabular [65] data and none on
time series. We will briefly introduce the concept here, but also have a separate section going
deeper into the related works. Data reconstruction attacks in federated learning involve an
adversary extracting original training data and their associated labels from shared gradients.
The attacks leverage the fact that gradients are derived from specific data points, and by
analysing these gradients, an attacker can reconstruct the original inputs and labels. The key
assumption is that the attacker has access to the model parameters and its gradients shared
during the training process [53].

3-4-5 Privacy Risks for Federated Load Forecasting

In this section we will discuss the implications of the different attacks and assumptions in the
context of load forecasting. The paper and research was focused on server-side honest-but-
curious data recreation attacks.

Server-side Attack: We will discuss third-party adversaries, which are not directly involved
in the federated system, adversarial clients that attempt to steal private information from
other clients, or adversarial servers that steal information about its connected clients.

The fair assumption can be made that third-party adversaries do not have direct access to
the federated learning system unless they hack into the smart meters or the server. If the
adversary is able to compromise the smart meter, they might as well steal the private data
directly, bypassing the federated learning process entirely. In this case it is more practical
to enhance the security of the smart meters rather than modifying the fundamentals of the
federated learning process itself. On the other hand, if they hack the server, attackers would
still need to exploit server-side attacks in order to retrieve private information.

Adversarial clients attempting to infer private information about other clients in the federated
system present a different challenge. These types of privacy attacks are not yet fully developed,
and client-side attacks are often malicious in an attempt to modify the global model in a
particular way [15]. Overall, from the perspective of understanding privacy risks within the
federated learning setup, server-side attacks are of most interest and pose the biggest risk
as they have direct access to the learning process and have more knowledge of the federated
process as had been described in Subsection 3-4-2.
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Honest-but-curious Server: We focus on the honest-but-curious case because, as we focus
on server-side attacks, and if these servers would be malicious and tamper with the training
protocols, they would risk repercussions or fines through the GDPR law. So it is reasonable
to assume the servers would not act maliciously. We are interested in amount of training data
that is actually present in the shared model updates.

Type of privacy attack: We will discuss the types of attacks that were mentioned in ?7.
With membership inference attacks an adversarial server can attempt to determine whether
a specific time series sequence was used in the training set. However, for load forecasting, this
information is less critical compared to other domains for a couple of reasons. In image or
text domain, the adversary can check for known samples, such as faces, or specific personal
information. In load forecasting, each client only contains its own data, not that of multiple
individuals. In this situation, checking for membership makes less sense as it would translate
more to a data recreation attack.

Furthermore, property inference attacks, attempt to infer properties or patterns that is not
directly related to the task. For example, identifying whether a household is unoccupied.
However, such inferences may be gathered through other means more effectively.

Form the GDPR mandated guidelines, it is most important that the training data cannot
be revealed during the training process [8]. From this perspective, the most severe privacy
threat is data reconstruction. Gradient inversion attacks can allow the server to reconstruct
the original time series data, thereby breaching the privacy that federated learning aims to
protect [15].

3-5 Related Studies: Gradient Inversion Attacks

In this section we will go into depth of the related studies of gradient inversion attacks, as
described in Section 3-5. In the following section we assume that the gradients stem from
the Federated Stochastic Gradient Decent strategy as described in Section 3-1. Some related
work also perform gradient inversion attacks on models trained with the Federated Averaging
strategy which will be highlighted.

Each of the attacks attempt to reconstruct the exact training input and label for a given
gradient using gradient decent. The modalities that are being attacked are images, text and
tabular data during classification tasks.

It is important to know that gradients are aggregated over all of the samples. So, while recon-
structing gradients of a single sample, or batch size of 1, is straight forward, the reconstruction
of multiple samples or larger batches is more challenging.

A large portion of the attacks work by optimizing randomly initialized dummy inputs and
labels. They are optimized by minimizing the distance between these dummy gradients, which
are calculated using the dummy inputs, labels and model parameters, and the gradients that
are "leaked" during the federated learning process.

More formally, the local training data By, from Section 3-1 consists of training inputs (x) and
labels (y), and the gradients VL(Wy, B) are derived as:

OL(F(x,W),y)
1oAY

VL(W?,By) = (3-6)
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and we hereby simplify VL(Wy, By) as VW.

The dummy inputs (x) and labels (y) are often sampled from a Normal or Uniform distribution
denote as N(0, 1) or U(0, 1) respectively. The dummy gradients VW are derived similarly as
Equation 3-6 by:

~ OL(F(x,W),y)

VW = 3-7
SW (3-7)

The optimization is performed by minimizing a distance D between VW and VW as:
(X*,¥*) = argmin D(VW, VW). (3-8)

x?y

Now that the basis of the gradient inversion attack is explained, we will go over the related
studies of gradient inversion attacks.

3-5-1 Deep Leakage from Gradients (2019)

The foundational work for gradient inversion attacks "Deep Leakage from Gradients" (DLG) [53]
DLG is formalized as optimizing the dummy data by minimizing the Fuclidean distance be-
tween the original and dummy gradients as such:

D(YW, VW) = |[VW - vw”2 (3-9)

3-5-2 Improved Deep Leakage from Gradients (2020)

Soon after an improvement was made extending DLG (iDLG) [54] by leveraging the clas-
sification task and corresponding cross entropy loss to analytically reconstruct the training
label y. In a classification task the label y = [y, ¥s,...]| is one-hot encoded, meaning that
only the ground-truth label y,. for class c is 1 and the rest of the labels are 0. Furthermore,
for a classification task the cross-entropy loss function is used to train the model. This loss
function measures how well the model’s predicted probabilities match the one-hot encoded
ground-truth labels. The gradients of the loss with respect to each output y, help us identify
the ground-truth label. The gradient g; of the loss with respect to y; is:

eXpy; i —
—1 + m lf 7T =2C
5= (3-10)
Y, an, ifi #c¢
These gradients g; provide valuable insight because g; is negative when i = ¢ (the true

class) and positive otherwise. This way it is possible to reconstruct the ground-truth labels
analytically by taking the signs of the gradients. This technique is however limited to a batch
size of one.
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3-5-3 Inverting Gradients (2020)

The authors of inverting gradients (InvG) [55] introduce the cosine similarity loss as the
distance function for the gradients, as intuitively the dummy data has to move the model
parameters in the same hyper-direction as the original data would. Additional to the cosine
distance they also include a regularization term which minimizes the total variation for neigh-
bouring pixels [66]. Furthermore, they constrain the search space to images within [0, 1] from
prior knowledge about the image modality. The new distance function can be expressed as:

VW . VW

D(VW' VW)=1—- ————— +
HVWH IVW]|

Ay Rrv(X) (3-11)

where Aty is the regularization strength hyperparameter and Ry the total variation regu-
larization term:

Rov(X) =Y (1Tiy1; — Tij

i?j

+|Zi g1 — Tigll) - (3-12)

where ¢ indicates the row pixel and j the column pixel.

3-5-4 Self-Adaptive Privacy Attack from Gradients (2020)

An issue with DLG arises when the weights of the network are initialized from a normal dis-
tribution instead of a uniform distribution, which causes the attack to not converge properly.
To overcome this issue, they propose a weighted Gaussian kernel based function instead of
using the Euclidean distance between gradients [56]. The weighted Gaussian kernel based
function is defined as:

- (3-13)

! 2
D(VYW' VW) = Q- <1 _exp (— VW' - VW| ))

Where @ is a factor for each layer of gradients, weighting layers closer to the input training
data more heavily and 02 = Var(VW).

3-5-5 Recursive Gradient Attack on Privacy (2021)

The Recursive Gradient Attack on Privacy (R-GAP) [57] method is not optimization based,
but reconstructs the training data by recursively solving systems of linear equations layer by
layer. Unlike optimization-based attacks, R-GAP provides a closed-form solution, making it
faster and deterministic, meaning it always produces the same result given the same input.
However, it is limited to a batch size of 1, where with larger batch sizes it produces linear
combinations of inputs.

3-5-6 See through Gradients (2021)
This method extensively improves the reconstruction capabilities by introducing auxiliary
regularization terms and providing a limited method for reconstructing batched labels y. The

regularization terms are tailored to images which ensure they are realistic and consistent.
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They use the Euclidean distance as in Equation 3-9 and the optimization task is defined as:

X* = arg min D(VW, VW) + Ruuz(X). (3-14)

X

The labels y are The batch-wise label restoration only works when each of the ground-truth
labels are unqiue. The process starts with batch-wise label restoration, where the algorithm
deduces ground truth labels from the signs of gradients at the final classification layer. This
helps in initializing the optimization correctly.

For realism, the fidelity regularization term penalizes unrealistic images by using priors such
as total variance and ¢ norm penalties, and ensures valid intermediate distributions through
batch normalization statistics:

Riidelity (X) = ArvRTV(X) + Aty Re, (X) + ABNRBN(X). (3-15)

To address spatial variance and ensure consistency, group consistency regularization is applied.
This works by optimizing multiple versions of the input X, each initialized with different
random seeds. During optimization, it calculates the mean of these multiple versions and
penalizes the divergence of each version from this mean, ensuring they converge to a similar
solution. The regularization term is:

Rgroup(iv igeg) = Agroup |)~< - E[;{geg] |2 . (3‘16)

where G is the group of randomly initialized inputs and ¢ an individual sample from this
group.

3-5-7 Gradient Inversion with Generative Image Prior (2021)

The authors propose a gradient inversion attack using a generative model. The attack recon-
structs the input data by navigating through two distinct spaces: the latent space and the
parameter space of the generative model. They denote the generative model by Gy : R¥ — R™,
where w represents the parameters of the model, z € R” is a latent code, and = € R™ is the
generated data.

Latent space search: The latent space R* is typically much smaller and more manageable
than the full input space R™. The objective is to find a latent code z such that the generated
data Gy(z) closely approximates x. This is done by substituting x in Equation 3-7 with Gy(z)
and optimizing z by matching the gradients:

7' = argmin D(VW, ), VW). (3-17)

z

Parameter space search: However, since the generative model Gy may not be perfect, there
might still be some error in the reconstruction. After obtaining a good latent representation
z, they propose to fine-tune the model parameters 6 in order to better match the gradients:

0* = argmin D(VWGQ(ZV*), VW). (3-18)
0
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3-5-8 Gradient Attack on Transformer-based Language Models (2021)

The gradient inversion attack tailored to transformer-based language models (TAG) focuses
specifically Natural Language Processing (NLP) models and on binary classification tasks.
NLP task input data involves tokens represented with discrete values. Reconstructing these
discrete values requires the attack to optimize in the continuous embedding space and then
output the nearest token. The dummy data consists of sequences of dummy input token
embeddings x and dummy labels y.

TAG employs a combination of the Euclidean and Manhattan (L1) distances as its distance
function:

D(VW, VW) = [YW = YW |l2 4 Atayer (VW) || VW — YW, (3-19)

where Ajayer (VW) is a coeflicient parameter based on the layer’s proximity to the input data,
thereby putting more weight on the differences in gradients of earlier layers. This parameter
places more weight on the differences in gradients of earlier layers.

When the dummy embeddings and labels are optimized, the closest discreet token is taken and
is mapped with the vocabulary. The attack assumes this vocabulary is also leaked together
with the language model or is already known.

3-5-9 Approximate Gradient Inversion Attack (2022)

The Approximate Gradient Inversion Attack (AGIC) [60], specifically targets the Federated
Averaging (FedAvg) strategy where multiple local model updates are performed using mul-
tiple mini-batches as explained in Section 3-1. The attack implements a efficient one-batch
approximation technique, which allows to approximate multiple gradient updates as a single
update avoiding costly simulation procedures. This approximation assumes a small (<le-2)
local learning rate and assumes that the aggregated gradient steps caused by the multiple
mini-batches can be approximated as a single large batch with gradients:

T r+1
W, — W,

—Q

VW =~ (3-20)
Furthermore, it employs the same distance function and regularization as Inverting Gradients
in Equation 3-11, but it assigns different weights to gradients from different layers to capture
their unequal impact on the model’s performance, considering factors such as gradient magni-
tude, layer-specific characteristics, and activation functions like ReLU. The attack also takes
advantage of the fact that the same training samples are used across multiple global rounds.
By matching updates that contain overlapping samples, AGIC can jointly optimize these
updates to enhance the reconstruction quality. This step involves pre-reconstructing images
from updates, matching them based on similarity, and then performing joint reconstruction
on the matched pairs.

3-5-10 Dropout Inversion Attack (2022)

Dropout is a technique where nodes in a neural network are randomly set to zero during
training, preventing overfitting by ensuring that the model does not become overly reliant
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on specific nodes. [67] proposed utilizing dropout as a defense mechanism against federated
learning attacks. This defense leverages the random nature of dropout to obscure the gradient
information, making it more challenging for an attacker to reconstruct the original data.

The Dropout Inversion Attack (DIA) [61] extends the optimization space to account for the
probabilistic nature of dropout layers. The attack begins by initializing a dropout mask
for each layer [ from a Bernoulli distribution given the dropout value p:

U= {Qb(l), .. ,w(l)} ~ Bernoulli(p) (3-21)

These dropout masks are used as deterministic optimizable replacements for the original prob-
abilistic layers. In addition to optimizing dummy inputs and targets, the dropout inversion
attack also optimizes the dropout masks of the dropout layers:

(X*, 5", U*) = argmin D(VW, VW) (3-22)
x,y,¥

The objective is to find the combination of input data, labels, and dropout masks that mini-
mize the difference between the gradients of the dummy data and the actual model gradients.
This process effectively neutralizes the protective effect of dropout, allowing the attacker to
recover the original training data despite the applied dropout defense.

3-5-11 Improved Gradient Inversion Attacks and Defenses (2023)

The authors present an enhanced framework for gradient inversion attacks that addresses both
FedSGD and FedAVG strategies [68, 62]. The key components of their approach include zero-
shot batch label inference, auxiliary regularizations, multiple updates, and approximation of
gradients. The zero-shot batch label inference method is an improvement over those proposed
in iDLG [54] or "See through Gradients" [58] because it allows it to handle batches with
duplicate labels. Furthermore, to ensure realistic image restoration, the authors introduce
auxiliary regularization terms. The auxiliary regularization for fidelity is defined as:

Raux(i) = )\TVRTV(SE) + )\cRclip(i) + ASRSCELIG(SE) (3'23)

where total variation is set in Equation 3-12, clipping ensures pixel values stay within valid
ranges [0, 1], and scaling normalizes pixel values:

X — min,

Reiip(X) = || x — min(max(x,0),1)||, Rscale(X) = || X —

max, — min, ||y
These regularization terms keep the images more bounded between 0 and 1. Furthermore,
the authors propose to improve reconstruction quality by leveraging multiple model updates.
They make the assumption that the attacker can gather multiple gradient updates caused
by the same mini-batch and use these multiple gradients for more detailed and accurate

reconstructions. For FedAvg, they make the approximation, similar to AGIC [60],

Wo —Wg

W =~
A\ o

(3-24)
with E local training steps and local learning rate 7.
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3-5-12 Learning to Invert (2023)

The "Learning to Invert" (LTI) [63] method presents a novel approach to gradient inversion
attacks by leveraging a model trained on an auxiliary dataset to recover client samples from
gradients. This method circumvents traditional defenses, such as differential privacy and
gradient compression, which were previously effective against optimization-based attacks.

The LTT method operates under the assumption that the attacker has access to an auxiliary
dataset that shares a similar distribution with the private data. The auxiliary dataset is used
to train a gradient inversion model gy that predicts the batch of data points By from the
gradient VW. The training objective is to minimize the reconstruction error on the auxiliary
dataset:

inn EBkaauxﬁattack(QH(VW)a Bk) (3'25)

Here, L,ttack is the loss function designed to be permutation invariant with respect to the
batch By because different permutations of samples can result in the same gradients. This is
achieved by defining L,tack as [69]:

B
. ingl
Eattack (QG(VW); Bk) = m#n Z ﬁzltrilgicek(vwia (X?rl(l;()a Y?rl(li())) (3'26)

i=1
where 7 is a permutation of the batch elements, and Ezltliiﬁ{ is the loss used to train the
federated global model and (Xil(lf), yfr‘(‘f)) are input and output pairs from the auxilary dataset.
LTI is different from optimization-based methods by not explicitly incorporating data priors
into the objective function. Instead, it learns the data properties from the auxiliary dataset.
This allows LTI to adapt to different defense mechanisms without the need for carefully
designed objective functions tailored to each defense.

3-5-13 Tabular Data Leakage (2023)

The TabLeak [65] method addresses the unique challenges of reconstructing tabular data
in federated learning, which involves both discrete and continuous features. For discrete
features, typically one-hot encoded, TabLeak employs a softmax relaxation to transform the
optimization problem into a continuous one. Specifically, for a discrete feature vector z with
k categories, the softmax function, denoted by o, ensures the outputs are within [0, 1] and
sum to one, maintaining the one-hot encoding constraint:

oGl _
(2)[4] Zleexp(z[i]) Vied{l,...,k} (3-27)

This approach allows gradient-based optimization methods like Adam to handle discrete data
by working in the continuous domain, while still approximating the discrete structures.

To enhance the robustness of the reconstructions, TabLeak uses pooled ensembling. This
involves running multiple independent optimization processes with different initializations
and then aggregating the results by taking the median values of the reconstructed features.

Master of Science Thesis C. J. Meijer



3-5 Related Studies: Gradient Inversion Attacks 31

This method effectively reduces variance and improves the accuracy of the final reconstruction
by leveraging the consistency across multiple reconstructions.

Finally, to quantify the reliability of the reconstructed features, TabLeak introduces ensemble
confidence. By measuring the agreement among the multiple reconstructions, features with
low variance (high agreement) are considered more reliable. This systematic evaluation pro-
vides a confidence score for each feature, crucial for assessing the quality of reconstructions
in the tabular domain where direct human inspection is challenging.

3-5-14 Discussion

The exploration of gradient inversion attacks reveals a rich and evolving landscape of tech-
niques aimed at reconstructing training data from gradients. The foundational work "Deep
Leakage from Gradients" (DLG) [53] set the stage by demonstrating the feasibility of these at-
tacks using Euclidean distance minimization. The subsequent enhancement, "Improved Deep
Leakage from Gradients" (iDLG) [54], advanced this by analytically reconstructing training
labels, though it remained limited to a batch size of one.

"Inverting Gradients" (InvG) [55] introduced cosine similarity and total variation regulariza-
tion, improving the attack’s robustness, particularly for image data. The "Self-Adaptive Pri-
vacy Attack from Gradients" (SAPAG) [56] tackled convergence issues arising from different
weight initializations, further refining the optimization process with a Gaussian kernel-based
distance function.

The "Recursive Gradient Attack on Privacy' (R-GAP) [57] deviated from optimization-based
methods, offering a faster, deterministic solution by recursively solving linear equations, albeit
limited to single-sample batches. "See through Gradients" [58] and "Gradient Inversion with
Generative Image Prior" [59] provided significant advancements in reconstruction quality and
scalability to larger batches, leveraging auxiliary regularizations and generative models.

The "Gradient Attack on Transformer-based Language Models" (TAG) [64] addressed the
unique challenges of NLP models, using combined Euclidean and Manhattan distances for
gradient comparison. The "Approximate Gradient Inversion Attack" (AGIC) [60] efficiently
approximated multiple gradient updates in federated averaging, enhancing practicality for
real-world federated learning setups.

The "Dropout Inversion Attack" (DIA) [61] extended the attack surface by accounting for
dropout layers, effectively neutralizing this common defense mechanism. "Improved Gradient
Inversion Attacks and Defenses" [62] proposed a comprehensive framework addressing both
FedSGD and FedAvg strategies, introducing zero-shot batch label inference and auxiliary
regularizations for realistic image restoration.

"Learning to Invert" (LTI) [63] presented a paradigm shift by using a model trained on an
auxiliary dataset to predict client samples from gradients, overcoming traditional defenses like
differential privacy. "Tabular Data Leakage" (TabLeak) [65] innovatively tackled the complex-
ities of reconstructing tabular data, employing softmax relaxation and pooled ensembling for
improved accuracy and reliability.
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3-5-15 Research Gap

Despite the significant advancements in gradient inversion attacks, several gaps remain. No-
tably, none of the existing studies address time series forecasting tasks. Time series forecast-
ing is a regression task optimized with loss functions such as Mean Squared Error (MSE),
whereas existing studies focus on classification tasks using cross-entropy loss. The analytical
reconstruction of labels, feasible with cross-entropy loss in classification tasks, has not been
explored for regression tasks trained with MSE. Furthermore, forecasting targets are often
continuous values, contrasting with the discrete, one-hot encoded labels in classification.

Additionally, none of the attacks investigate model architectures specifically designed for
temporal data, such as Temporal Convolutional Networks or Gated Recurrent Units. Given
the increasing literature on federated learning for load forecasting, this gap highlights a critical
area for further research. Our study aims to bridge this gap by extending gradient inversion
attacks to time series forecasting tasks, exploring the unique challenges and implications for
federated learning in this domain. This research will contribute to a deeper understanding of
gradient inversion attacks and inform the development of more robust security and privacy
measures for federated learning applications involving temporal data.
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Chapter 4

Additional Experiments

This chapter provides more details about the experimental setup in Section 4-1. We describe
the datasets used in the paper and the experiments in Section 4-2. Afterwards, in Section 4-
3, we present additional baseline attack experiments and results. Finally, in Section 4-4, we
present additional experiments and results regarding the different gradient distance functions,
the gradient inversion model quantile predictions, and regularization techniques.

4-1 Experimental Setup Details

In this section we go over the datasets and how they are gathered, the data normalization
technique used to bound all data between 0 and 1. Furthermore, we give a in depth de-
scription of the models used in the paper, and the gradient inversion model architecture and
hyperparameters. Moreover, we explain the used evaluation metric.

4-1-1 Datasets

Each dataset contains columns and rows, where the columns represent a time series and a row
a timestamp. For the proprietary, london smartmeter, and KDDCup 2018 we pick the first
column as the time series to be attacked. For Electricity 370 we picked the fourth column,
because the first three had large changes in their characteristics throughout the sequence
which would have required more pre-processing. Each of these time series are explore in
Section 4-2.

Proprietary Dataset: The dataset contains active power (kW) data of 37 households rang-
ing from 2021-01-01 to 2023-01-01 sampled every 15 minutes.

London Smartmeter Dataset: The dataset contains power consumption of 5560 house-
holds ranging from November 2011 to February 2014 sampled every 30 minutes. The time
series represent the energy consumption in kilowatt hour (kWh).! In the experiments we take
the 1-st column as data silo sequence.

"https://zenodo.org/records/4656091
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Electricity 370 Dataset: The Dataset contains kW measured every 15 minutes of 370
‘clients’. The data was gathered between 2011 and 2014, however, not all clients’ measure-
ments start at 2011, some clients were introduced after.? In the experiments we take the 4-th
column as data silo sequence.

KDDCup 2018 (Air Quality) Dataset: The dataset contain hourly sampled time series
which represents the air quality levels in 59 locations in 2 cities. 35 stations in Beijing and
24 stations in London.? In the experiments we take the 1-st column as data silo sequence.

4-1-2 Data Normalization

In the paper we normalize all of the time series using the min-max normalization technique. It
scales the values of a dataset to a specific range, in our case [0, 1], which helps in improving the
performance and convergence of deep learning algorithms. This scaling method is beneficial
because it ensures that all features contribute more equally to the result and prevents features
with larger ranges from dominating the learning process.

The formula for min-max normalization for a given data point s; in a time series is:

o = s¢ — min(s)

4-1
max(s) — min(s) (4-1)
where s; is the original value at time ¢, s} is the normalized value at time ¢, min(s) is the
minimum value in the time series and max(s) is the maximum value in the time series.

This formula linearly transforms the original data into a scaled version where the minimum
value of the original data maps to 0 and the maximum value maps to 1. This transformation
preserves the relationships between the original data points while constraining them to a
common range. This facilitates a more uniform input to various algorithms, particularly
those sensitive to the scale of input data, like neural networks.

4-1-3 Model Architectures

This section describes the model architectures that are attacked and evaluated in the experi-
ments. For each predictor, the input is the observation sequence Sops € R7*? as described in
Section 3-2. The predictions are 8¢, € RF*! where F is the desired output sequence length.

FCN Predictor: The model is a fully connected neural network where the input is flat-
tened into a vector and passed through two linear hidden layers with size h. Each hidden
layer is followed by a sigmoid activation function. The final linear layer maps the hidden
representation to the output sequence

CNN Predictor: This model architecture is based on that of the LeNet architecture pro-
posed in "Improved Deep Leakage of Gradients" [54]. The model is a convolutional neural
network and the input is passed through three convolutional layers, each applying a 1D con-
volution followed by a sigmoid activation function. The sequence of convolutions is defined
as follows:

’https://archive.ics.uci.edu/dataset/321/electricityloaddiagrams20112014
3https://zenodo.org/records/4656756
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The first convolutional layer has d input channels, hidden size h output channels, a kernel
size of 5, padding of 2, and a stride of 2. The second convolutional layer has hidden size h
input channels, h output channels, a kernel size of 5, padding of 2, and a stride of 2. The
third convolutional layer has hidden size h input channels, h output channels, a kernel size of
5, padding of 2, and a stride of 1.

After the convolutional layers, the output is flattened into a one-dimensional vector. This
flattened vector is then passed through a fully connected layer that outputs the prediction.

TCN Predictor: The model contains a temporal convolutional network (TCN), as imple-
mented by [24], where the input is processed through several levels of causal convolutional
layers, calculated to encapsulate the entire input sequence length, with each layer using a ker-
nel size of 6 and a dilation factor of 2. Dropout is applied with a probability of 0.1, and the
activation function used is ReLLU. Weight normalization is also enabled to improve training
stability. After passing through the TCN layers, the last hidden state is mapped to the final
prediction by a fully connected layer.

GRU-2-FCN Predictor: The model is a gated recurrent unit (GRU) network where the
input is processed through a encoder GRU with a hidden size of h, capturing the temporal
dependencies in the sequence. The GRU layer outputs a hidden state at each time step,
and the final hidden state is passed through a fully connected layer that maps the hidden
representation to the predictions.

GRU-2-GRU Predictor: This model architecture is based on the Sequence-2-Sequence
model [70]. The input is processed similarly to the GRU-2-FCN architecture, however, the
final hidden state of the encoder GRU is used as the initial hidden state for the decoder.

The decoder is another GRU layer that takes the final hidden state from the encoder and
processes it to generate the output sequence. The decoder GRU outputs the hidden state
at each time step, which is passed through a fully connected layer that maps the hidden
representation to an output value per timestep.

4-1-4 Gradient Inversion Model

Model Architecture: The gradient inversion model is a custom architecture with two mod-
ules, one for outputting quantiles for observations and one for targets given gradients VW.
Each module contains two residual blocks with hidden sizes of 768 and 512, respectively. Each
residual block consists of fully connected layers, ReLU activations, batch normalization, and
dropout for regularization, with an optional adaptation layer ensuring matching dimensions
for identity mapping. Additionally, each module includes a fully connected layer that outputs
the quantiles for its observation or target reconstruction.

Training Hyperparameters: The gradient inversion model predicting quantiles is trained
for 75 epochs with a learning rate of 1e-3 and a batch size of 32. The hidden sizes of the residual
layers are 768 and 512 respectively. The set quantiles are [0.1,0.3,0.7,0.9] and is optimized
with the AdamW optimizer. There is a learning rate scheduler based on the gradient matching
loss, that reduces the learning rate 10x, when it does not decrease for at least 500 steps.
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4-1-5 Evaluation Metric

All of the numeric results in the paper and here in this section are calculated using the
Symmetric Mean Absolute Percentage Error (sMAPE) [71]. It is a normalized error metric
that ranges between 0 and 2, allowing for easy comparison between different datasets. This
normalization is achieved by scaling the absolute difference between the actual values (S) and

the predicted values (S) by the sum of their absolute values. The formula for sMAPE is given
by:

A 1 iv: 218, — S; (42)

SMAPE=—» ———— 4-2
N 18i] + [Si

where N are the number of elements in sequence S, and | - | is the absolute value function.

This normalization ensures that the error measure is bounded, facilitating straightforward
comparison across datasets with different scales and units. The closer the SMAPE value is to
0, the better, as it indicates higher similarity between the actual and predicted data.
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4-2 Dataset Exploration

In this section, we explore the datasets used in our analysis, examining different resolution
levels to uncover their time series characteristics as explained in Section 3-2. The exploration
includes entire sequences, a single month, weekly profiles, and an individual sample, providing
a detailed view of the data. These visualizations help identify seasonal trends, cycles, and
other possible characteristics or insights. We analyze four datasets: Electricity 370, KDD
Cup 2018, London Smartmeter, and a Proprietary dataset. Each dataset is presented through
figures of resolutions and if they are a electricity dataset, the weekly profiles are also shown.

4-2-1 Electricity 370

Figure 4-1 encapsulates nearly two years of data, revealing a clear seasonal trend. The load
fluctuates significantly over the year, with higher consumption during winter months and a
noticeable dip in summer. This seasonality likely indicates a higher demand for heating in
colder months, which is a reasonable assumption for many regions.

Figure 4-2 zooms into a single month timeframe, displaying daily patterns. The electricity
usage exhibits a pronounced diurnal cycle with peaks during the day and dips at night. This
daily periodicity aligns with human activity patterns, where daytime usage is higher due to
work and household activities, and nighttime usage drops as people sleep.

Figure 4-3 and Figure 4-4 further dissect the data by days of the week. Both profiles show
consistent peaks and dips across the week, but with some variations. Mondays exhibit a
high load, likely due to the resumption of activities after the weekend, while weekends show
relatively lower and more consistent usage patterns. The median load profile tends to smooth
out extreme values, providing a clearer view of typical daily consumption without the influence
of outliers.

Finally, Figure 4-5 presents a single sample as an example, with one day of observations and
one day as the target to be forecasted.

Column "MT_005" from 03-01-2012 to 01-12-2013 (698 days)

Apr Jul Oct Jan Apr Jul Oct
2013
Time

Figure 4-1: Electricity 370: Whole Sequence of Column 5
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Column "MT_005" from 03-01-2012 to 02-02-2012 (30 days)

91 — W
0.8
0.7
0.6 4
0.5 4
0.4 4
0.3
09 16 23 30 '
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2012
Time
Figure 4-2: Electricity 370: First Month of column 5 Sequence
Consumer "MT_005": Average Weekday Electricity Consumption Over 698 days 10:15:00 Days
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Figure 4-3: Electricity 370: Column 5 Average Load Profile
Consumer "MT_005": Median Weekday Electricity Consumption Over 698 days 10:15:00 Days
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Figure 4-4: Electricity 370: Column 5 Median Load Profile
Column "MT_005" sample 1: Observation vs. Prediction Target
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—— Target kw
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Figure 4-5: Electricity 370: The First Sample of Column 5
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4-2-2 KDDCup 2018

PM2.5 refers to particulate matter with a diameter of less than 2.5 micrometers, which can
penetrate the lungs and enter the bloodstream, making it a significant health concern. The
figures provided show the PM2.5 time series data from the KDD Cup 2018 dataset, focusing
on air quality in Beijing. Figure 4-6 displays the entire sequence from January 7, 2017, to
October 18, 2017. While there are no clear seasonal patterns, the PM2.5 levels tend to be
lower during the summer months of June and July. Throughout the year, there are several
sudden increases and decreases, indicating occasional pollution events that could be due to
various environmental or human activities.

Looking closer, Figure 4-7 shows the first month of data, revealing a weekly pattern, although
the intervals are not regular. Significant spikes, especially towards the end of January, suggest
short-term pollution episodes. Figure 4-8 provides a sample of five days of observations
followed by a one-day target period, highlighting the variability in PM2.5 levels over a short
time. This sample shows the unpredictable nature of air quality, emphasizing the challenges in
forecasting. Together, these figures offer a detailed view of Beijing’s PM2.5 levels, highlighting
both long-term trends and short-term changes.

Column "T1_Beijing_aotizhongxin_aq_PM2.5" from 07-01-2017 to 18-10-2017 (284 days)

0.8

0.6

0.4

0.2 4

0.0

T T T T T T T T T
Feb Mar Apr May Jun Jul Aug Sep Oct
2017

Time

Figure 4-6: KDD Cup: Whole Sequence of Column 1

Column "T1_Beijing_aotizhongxin_aq_PM2.5" from 07-01-2017 to 06-02-2017 (30 days)
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Figure 4-7: KDD Cup: First Month of Column 1 Sequence
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Column "T1_Beijing_aotizhongxin_aq_PM2.5" sample 1: Observation vs. Prediction Target

0.7 4 —— Observation Input
0.6 4 —— Target Input

0.5
0.4
0.3
0.2 4

0.1+

0.0 —_————

08-01-2017(Sun) 09-01-2017(Mon} 10-01-2017(Tue) 11-01-2017(Wed) 12-01-2017(Thu) 13-01-2017(Fri) 14-01-2017(Sat)
Time

Figure 4-8: KDD Cup: The First Sample of Column 1

4-2-3 London Smartmeter

Figure 4-9 encapsulates nearly a year of data, revealing various trends and anomalies in the
household’s electricity consumption. Notably, there is a significant increase in consumption
towards the end of February and throughout March. While there isn’t a clear distinction
between colder and warmer months in terms of overall load, there are several sudden drops
in energy usage. However, these drops do not reach zero, indicating some minimal level of
consumption, possibly due to idling devices, remains constant.

Figure 4-10 zooms into a single month’s timeframe, showcasing clear daily cycles of day
and night. The electricity usage exhibits pronounced diurnal patterns, with distinct peaks
during the day and troughs at night, aligning with typical household activities. Figure 4-11
and Figure 4-12 further analyses the data, highlighting consistent daily cycles but showing
no significant differences between weekends and workdays. Both profiles emphasize regular
peaks during active hours and troughs during idle periods.

Finally, Figure 4-13 presents a single sample as an example, displaying one day of observations
and one day as the target for forecasting. This figure highlights abrupt spikes in energy
consumption, reflecting short-term fluctuations that pose a challenge for accurate prediction.
These spikes suggest sporadic high-energy activities, adding complexity to modeling and
forecasting future consumption patterns based on past data.

Column "T1" from 15-10-2012 to 26-08-2013 (315 days)

0.8
0.6

0.4

0.0

Nov Dec Jan Feb Mar Apr May Jun Jul Aug
2013

Figure 4-9: London Smartmeter: Whole Sequence of Column 1
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Column "T1" from 15-10-2012 to 14-11-2012 (30 days)
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Figure 4-10: London Smartmeter: First Month of Column 1 Sequence
Consumer "T1": Average Weekday Electricity Consumption Over 315 days 16:30:00 Days
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Figure 4-11: London Smartmeter: Column 1 Average Load Profile
Consumer "T1": Median Weekday Electricity Consumption Over 315 days 16:30:00 Days
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Figure 4-12: London Smartmeter: Column 1 Median Load Profile
Column "T1" sample 1: Observation vs. Prediction Target
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Figure 4-13: London Smartmeter: The First Sample of Column 1
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4-2-4 Proprietary Data

Examining the entire sequence of electricity consumption over 464 days, as depicted in Fig-
ure 4-14, does not reveal clear seasonal fluctuations. There is no distinct difference between
summer and winter months. However, a noticeable sudden drop in December where the val-
ues drop to 0.0 indicates a possible outage of the sensor. Focusing on the first month of the
sequence in Figure 4-15 provides a more granular view, where the periodicity of daily patterns
becomes evident. Notable peaks correspond to higher usage during waking hours and reduced
consumption during nighttime, emphasizing the regular day-night cycle.

The average load profile in Figure 4-16 and the median load profile in Figure 4-17 illustrate
typical daily consumption patterns over the entire dataset. Both figures indicate an increase
in energy use during weekends, likely due to the activities of a working household. During
weekdays, consumption peaks in the morning and evening hours, reflecting common household
activities. Additionally, Figure 4-18 presents a specific observation and target day, highlight-
ing consistent energy usage with sudden increases and decreases, which reflect the variability
of household activities.

Column "12668086_A+" from 03-01-2021 to 12-04-2022 (464 days)

2022

Time

Figure 4-14: Proprietary: Whole Sequence of Column 1

Column "12668086_A+" from 03-01-2021 to 02-02-2021 (30 days)
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Figure 4-15: Proprietary: First Month of Column 1 Sequence
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Consumer "12668086_A+": Average Weekday Electricity Consumption Over 464 days 05:45:00 Days
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Figure 4-16: Proprietary: Column 1 Average Load Profile
Consumer "12668086_A+": Median Weekday Electricity Consumption Over 464 days 05:45:00 Days
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Figure 4-17: Proprietary: Column 1 Median Load Profile
Column "12668086_A+" sample 1: Observation vs. Prediction Target
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Figure 4-18: Proprietary: The First Sample of Column 1
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4-3 Baseline Attacks

As described in the paper, we evaluate the Deep Leakage of Gradients (DLG) [53] with the
LBFGS and Adam optimizers, Inverting Gradients (InvG) [55], Dropout Inversion Attack
(DIA) [61] and Learning To Invert (LTI) [63] baselines. Their methodologies are further
explained in Section 3-5. Their configurations are taken from their open-sourced repositories:
DLG-LBFGS*, DLG-Adam®, DIA®, and LTI". The repository of LTI had no implementation
for reconstructing both the observations and targets.

4-3-1 Baseline Reconstructions on Datasets

Figure 3 in the paper only shows the reconstructions on a single dataset. In Figure 4-19 these
results are also shown for the other 3 datasets.

DLG-LBFGS: Although this attack converged quickly it is rather limited in its ability
to reconstruct the time series data. It is only able to reconstruct the observations for the
FCN architecture. It is able to reconstruct the targets for most datasets and architectures.
However, the TCN architecture is too difficult because of the dropout layers.

DLG-Adam: The more sophisticated optimizer improves its ability to reconstruct both
observations and targets. It is even better at reconstructing targets than the Cosine Similarity
based attacks InvG and DIA. Also, it is able to reconstruct pats of the observations and targets
for the TCN, although they are noisy.

InvG: These reconstructions back up the claim in the paper that the Cosine Similarity loss
is unable to reconstruct the targets completely. In the Electricity 370 dataset, some targets
seem to have the same shape, but are offset down a bit, indicating that this last bit is due to
some lacking detail in the gradient matching.

DIA: Even though this attack also optimizes the dropout masks, to counter its defensive
properties as seen in the reconstructions of previous attacks, it is unable to properly recon-
struct the whole observation or target sequence for the TCN architecture.

LTI: This attack achieves less fine grained reconstructions and in some cases is unable to
reconstruct the fine details of the time series.

‘https://github.com/mit-han-lab/dlg
Shttps://github.com/JonasGeiping/breaching
Shttps://github.com/dAI-SY-Group/DropoutInversionAttack
"https://github.com/wrhi4/Learning_to_Invert
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Figure 4-19: Grid reconstructions for all baselines with attack method X on dataset X using
models FCN, CNN, GRU, and TCN.
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4-3-2 Baseline Attacks on GRU-based Architectures

As described in the paper, GRUs selectively remember and forget information through their
reset and update gates [23]. Furthermore, the gradients of the GRU do not directly relate to
individual inputs, instead they are averaged over all inputs because of the sequential nature of
Recurrent Neural Networks. This many-to-one mapping makes it challenging to reconstruct
the inputs. For this we have conducted additional experiments with the baselines. In Figure 4-
20 the results are shown of using different baselines attacking the GRU-based architectures.
These hypotheses are supported by the results of the optimization-based baselines (DLG-
Adam and InvG). The DLG-Adam attack, using the Euclidean distance, is able to reconstruct
the targets, but the observations also lack detail. The InvG attack, using the Cosine Similarity
loss is actually optimizing the inputs outside of the domain [0, 1]. Especially the Learning
to Invert (LTI) [63] seemed promising because it learns the relation between gradients and
inputs, potentially learning this non-linear relation. Showing some similarity in both the
GRU-2-FCN and GRU-2-GRU architectures. However, this seems to be the case only for the
Electricity 370 dataset. For the Proprietary dataset none of the details remain.
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Figure 4-20: Grid reconstructions for attacking Seq2Seq model on 24-05-2024.
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4-3-3 Total Variation Effects on Reconstruction

The authors of Inverting Gradients [55] propose the additional regularization of total variation
in Equation 3-12 which reduces the difference between neighbouring pixels. This technique
can also be applied on time series, to reduce the difference between neighbouring values. How-
ever, as described in the paper this has a negative effect on the reconstruction accuracy. In
the paper we present a table that illustrates this reduce in performance. Here in this section
we present the corresponding reconstruction plots in Figure 4-21. The observation recon-

structions decrease in accuracy when the N{¥; increases. Furthermore, the when increasing

the regularization term for the observation )\OTb\“}, it can be seen that it decreases the fine detail

present in the Proprietary dataset.
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Figure 4-21: Reconstructions of Inverting Gradients with different hyperparameters for total
variation on the observation sequence A3} (rows) and the target sequence (%7 (columns). The
reconstructions are of the Electricity 370 (370 in the figure) and Proprietary (Prop. in figure)
datasets.
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4-4 TS-Inverse Experiments

4-4-1 Gradient Distance Functions

In the paper the gradient distances are only evaluated against the TCN architecture, be-
cause as the following results show, for the CNN and FCN models there is no consistent
improvements among the distance functions.

In Table 4-1 and Table 4-2, the Cosine, Cosine + L1-Norm, Cosine + L2-Norm, L2-Norm, and
L1-Norm gradient distance functions are evaluated on the FCN, CNN, and TCN architectures.

For the CNN architecture, it is evident that for batch sizes 2 and 4 in the Electricity 370
dataset (Table 4-1), none of the loss functions show consistent improvements in reconstructing
the observations or targets. In the London Smartmeter dataset (Table 4-2), there are larger
improvements, but not consistently with a single distance function.

For the FCN architecture on the Electricity 370 dataset (Table 4-1), with batch sizes 2 and
4, the Cosine + L2-Norm performs best for reconstructing both the observations and targets.
On the London Smartmeter dataset (Table 4-2), there are no significant improvements either.

For the TCN architecture, as presented in the paper, the distance functions involving the
L1-Norm consistently achieve the best results.

| Model \ CNN FCN TCN

Batch Size ‘ Gradient Loss ‘ Observation Target Observation Target Observation Target

1 Cosine + L1-Norm 0.0020.00 1.4e-070.00 | 3.3e-07p.00  7.4e-08p 0.0830.01 9.3e-08¢. 9
Cosine + L2-Norm | 8.9e-04099 1.4e-07p00 | 2.8e-070.00 7.4e-08¢.go 0.290¢.17 9.3e-08) 00
Cosine 0.005000  1.4e-07000 | 0.00dg00  7.4e-080.00 | 0.377010  9.3e-080.00
Euclidean 0.002¢.00 1.4e-07000 | 7.7e-07900 7.4e-08 o 0.2360.05 9.3e-08 .90
L1 0.002¢.00 1.4e-07p00 | 2.0e-0790 7.4e-080.00 0.081¢.03 9.3e-080.00

2 Cosine + L1-Norm |  0.167¢.09 0.4640.10 0.1500.06 0.4330.08 0.36201;  0.05300,
Cosine + L2-Norm 0.1700.09 0.4640.10 0.136¢.04 0.368¢ 02 0.6280.24 0.119¢.03
Cosine 0.1700.09 0.4550.09 0.1670.08 0.4620.11 0.6199.18 0.6300.40
Euclidean 0.1690.09 0.4670 10 0.1600.08 0.4840,09 0.629 32 0.6130.40
L1 0167009 0.4640.10 0.1510,06 0.4360.00 0.4710,08 0.0950,06

4 Cosine + L1-Norm 0.2060.06 0.595¢.10 0.2660.10 0.5570.08 0.6470.11 0.2610.17
Cosine + L2-Norm 0.207¢.06 0.5930.10 0.2330.11 0.515¢ .07 0.7150.16 0.901¢.20
Cosine 0.2070.06 0.5530.06 0.2710.12 0.5800.04 0.7380.18 0.8180.33
Euclidean 0.205¢.06 0.5980.10 0.2530.09 0.5770.00 0.7420.16 0.811¢.31
L1 0.2060.06 0.594¢.10 0.2640.10 0.5570.08 0.554¢.11 0.1319.19

Table 4-1: Gradient distance function comparison on Electricity 370 (seeds 10, 43, 28)

| Model | CNN FCN TCN

Batch Size ‘ Gradient Loss ‘ Observation Target ‘ Observation Target ‘ Observation Target

1 Cosine + L1-Norm |  0.020001  2.3e-060.00 | 1.3e-050.00 1.6e-06000 | 0.212003  2.3e-060.00
Cosine + L2-Norm 0.005¢ 00 2.3e-0609 | 2.1e-050,00 1.6e-06¢.00 0.481¢.30 2.3e-06.00
Cosine 0.1020.04 2.3e-06 99 0.0830.02 1.6e-06.09 0.8600.56 2.3e-06.09
Euclidean 0.064¢.02 2.3e-060,0p | 3.8e-050.00 1.6e-06.0o 0.7830.49 2.3e-06.00
L1 0.028001  2.3e-06000 | 1.3e-05000 1.6e-06009 | 0.208014  2.3e-060.00

2 Cosine + L1-Norm 0.3580.07 0.6730.04 0.2480.10 0.6680.07 0.3010.20 0.2610.29
Cosine + L2-Norm | 0.3580.07 0.7510.04 0.234055  0.706013 0.8160.36 0.6020.46
Cosine 0.3280.06 0.9570.10 0.3010.10 0.9500.04 1.0490.25 0.9200.33
Euclidean 0.3520.06 1.0980.06 0.301¢.08 1.0880.04 0.8690.43 0.8600.36
L1 0.3560.07 0.6730.04 0.2650.11 0.6360.05 0.278¢.20 0.244 97

4 Cosine + L1-Norm 0.5570.06 1.029.06 0.4270 09 1.0190.05 0.825¢.35 0.516¢.40
Cosine + L2-Norm 0.5760.06 1.0950.04 0.521¢.07 1.0799.07 1.231p.12 0.881¢.25
Cosine 0.5950.01 1.184¢0.01 0.461¢.09 1.0930.10 1.1320.34 0.9330.43
Euclidean 0.548005  1.427007 0.4960.05 1.2730.07 1.2640.16 1.0400.26
L1 0.5650.05 1.0320.05 0.4280.09 1.0140,05 0.7770.34 0.5390.45

Table 4-2: Gradient distance function comparison on London Smartmeter for different batch
sizes and model architectures (seeds 10, 43, 28)
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4-4-2 Quantile Predictions for Batch Size of 1

In the paper, the quantiles in Figure 7 are predicted based on a batch of 4 samples. In the
following experiment, we train the gradient inversion model to predict the quantiles of a single
batched sample for different model architectures.

In Figure 4-22, the quantiles are plotted, and we can clearly see whether the inversion model
can capture the relationship between gradients and observations or targets. For all models
with an FCN head, the model is able to predict the quantiles with relatively high detail for
the target. However, the model is unable to capture this for the GRU-2-GRU architecture on
the London Smartmeter and Proprietary datasets, indicating that the loss of information or
many-to-one mapping is not learnable here. However, it can learn a rough idea of what the
targets look like for the Electricity 370 dataset. Furthermore, the observation quantiles for
all but the FCN architecture do not encapsulate the sequence completely, indicating that the
relationship of gradients to observations is more difficult to learn for these architectures.

Electricity 370 (10) London Smartmeter (10) Proprietary (10)

00 Quantile 0.1-0.9 [0 Quantile 0.1-0.9 0 Quantile 0.1-0.9
B Quantile 0.3-0.7 B Quantile 0.3-0.7 u W B Quantile 0.3-0.7
[ Quantile 0.1-0.9 [ Quantile 0.1-0.9 0 Quantile 0.1-0.9
BN Quantile 0.3-0.7 B Quantile 0.3-0.7 B Quantile 0.3-0.7
[ Quantile 0.1-0.9 [ Quantile 0.1-0.9 0 Quantile 0.1-0.9
B Quantile 0.3-0.7 B Quantile 0.3-0.7 B Quantile 0.3-0.7
[ Quantile 0.1 -0.9 [ Quantile 0.1 -0.9 [ Quantile 0.1 -0.9
B Quantile 0.3-0.7 B Quantile 0.3-0.7 B Quantile 0.3-0.7
[ Quantile 0.1 -0.9 [ Quantile 0.1 -0.9 [ Quantile 0.1 -0.9
I Quantile 0.3-0.7 I Quantile 0.3-0.7 I Quantile 0.3-0.7

Figure 4-22: Gradient Inversion Model Quantile Predictions for B = 1. Datasets: Electricity
370, London Smartmeter, and Proprietary, (seed 10)

CNN

FCN

GRU-2-GRU  GRU-2-FCN

TCN
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4-4-3 Pinball or Quantile Bounds Regularization

The quantile predictions can be used in at least 2 ways, of which 1 we present in the paper
as the Quantile Bounds Regularization (Lpounds). Another method is by using the Pinball
loss as regularization (Lpinban). In Table 4-3 the results of both regularization techniques are
presented. The columns represent the regularization strength on the observations (Agps), and
the columns present the regularization strength on the targets (Atar). The Loss represents
either using Equation 5 or Equation 11 in the paper, respectively as Pinball loss or Quantile
Bounds Loss. The results here for the Quantile Bounds are the same as in the paper and the
best are Aghs = 1 and Aoy = 0.1.

| Aobs | 0 0.1 0.5 1
Atar ‘ Loss ‘ Observation  Target ‘ Observation  Target | Observation  Target | Observation  Target

0 Lpinball 0.5150.11 0.068¢ .05 0.5290.11 0.105¢ 95 0.2400.06 0.0330.00 0.2070.08 0.0630.06
£bounds 0.5150_11 0.0680_05 0.5040.12 0.1850_11 0-2070.08 0.0610_06 0.2030_05 0.0600_03

0.1 | Lpinban 0.470¢ 23 0.017¢.01 0.5530.09 0.1960.11 0.347¢.08 0.054 02 0.2580.10 0.0470.00
Lvounds 0.5679.17 0.0480.01 0.449¢ .14 0.105¢ 95 0.2840 .02 0.2370.11 0.144¢ .03 0.024 02

0.5 ['pinball 0.468 13 0.023.09 0.547¢.15 0.065¢.02 0.2779.17 0.091¢ 08 0.224¢ 06 0.047¢.01
Lbounds 0.5680.18 0.067¢.02 0.368p21  0.026p02 | 0.259908  0.11200s8 0.2070.04  0.1310.06

1 »Cpinball 0.5980.13 0.118¢.06 0.465¢ 09 0.070¢.05 0.3310.13 0.0530.02 0.245¢0.05 0.071.04
Lhounds | 0.514907  0.053003 | 0.522000  0.342096 | 0.226012  0.040003 | 0.196001s  0.0770.03

Table 4-3: TS-Inverse: Comparison of Experiment between Quantile bounds vs Pinball Loss as
regularization mechanism. Grid search for the hyperparameter values. Model: TCN, Dataset:
Electricity 370, Batch size B = 4, (seeds 10 and 43)
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4-4-4 Pure Periodicity Regularization

In the paper, we evaluate the combined effects of the regularization techniques on the TCN
architecture. In the following experiments, we present the results of only using the periodicity
regularization for the TCN. Furthermore, periodicity as a regularization technique requires
fine-tuning the hyperparameter. Table Table 4-4 contains the sMAPE results for the L1-Norm
version with different Ap hyperparameter values, and in Figure 4-23, the reconstructions of
the best values are presented. For completeness, Figure 4-24 shows all of the reconstruction
results. This figure is quite large but contains the differences between L1 and L2 based
reconstructions. The L1 version looked visually better able to regularize the data as it is
deemed more robust to outliers, which is possible in this periodicity regularization, as the
observations and targets can have different energy load peaks.

Electricity 370 (43) London Smartmeter (10)
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Figure 4-23: TS-Inverse: The best periodicity regularization \p compared to no regularization.
Rows are Ap and Columns the dataset. Model: TCN, Datasets: Electricity 370, London Smart-
meter, Batch size B = 4, (seeds 10 and 43).

Dataset ‘ Elec. 370 London Smart. Proprietary

Ap ‘ Observation  Target ‘ Observation  Target ‘ Observation  Target
0 0.515¢.11 0.068¢.05 0.603¢.29 0.2509.22 0.9560.12 0.197¢.03
0.1 0.4000.04 0.146¢.12 0.8380.19 0.6200.22 0.6700.02 0.369¢.07
0.5 0.3060.16 0.219¢.18 0.467018  0.2500.21 0.396¢.02 0.214¢.03
1 0.3550.16 0.3750.13 0.7140.24 0.5380.43 0.372p01 0.16707
2 0.163p505 0.063(05 0.6580.06 0.289¢.14 0.452¢.02 0.1930.01

Table 4-4: TS-Inverse: Comparing Ap for periodicity regularization. Model: TCN, Datasets:
Electricity 370, London Smartmeter, and Proprietary, Batch size B = 4, (seeds 10 and 43)
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Figure 4-24:
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4-4-5 Pure Trend Regularization

We also evaluated the pure trend regularization technique on the TCN architecture. The
trend regularization also requires finetuning the hyperparameter values (Ar). Table Table 4-5
presents the SMAPE results with different hyperparameter values. The case of Ar=0 is the
same as Ap = 0 in Figure 4-23. In Figure 4-25 are the best settings presented for the Electricity
370 and London Smartmeter datasets. For the Electricity 370 dataset we choose A\p = 2
because it had the lowest Observation metric, and the targets seemed to be reconstructed
reasonably well visually. However, as one can spot in Figure 4-25, the regularization is so
strong that the reconstruction converges to a straightly in the Observations. All of the trend
regularized reconstructions are presented in Figure 4-26.

Electricity 370 (43) London Smartmeter (10)
Sample 0 ’\hw Sample 0
a2 a” A e
et N e N\ ﬁ“____JMNM-—ﬂ
WW o sample 1
o Sample : 2 TN - -»J"M\~ “"‘FW
Sample 2 Sample 2
S R KIS N o oo p b oAt A
Sample 3 Sample 3
WJ'W —_— -/\"H-/\A—-——._.___A.MM—-
Figure 4-25: TS-Inverse: the best trend regularization A\y. Model: TCN, Datasets: Electricity
370, London Smartmeter, and Proprietary, Batch size B = 4, (seeds 10 and 43)
Dataset ‘ Elec. 370 London Smart. Proprietary
AT ‘ Observation  Target ‘ Observation  Target ‘ Observation  Target
0 0.515¢.11 0.068¢.05 0.6030.29 0.250¢.22 0.956¢.12 0.197.03
0.1 0.505¢ 15 0.054( 2 0.8530.08 0.416¢ 06 0.955¢.02 0.443¢.27
0.5 0-3920.08 0.1520.12 0.4950.21 0.2470.23 0.7360.10 0.482().30
1 0.419¢.17 0.324¢.21 0.685¢.04 0.568¢.14 0.475¢ 12 0.145( o
2 0.2810.05 0-1240.06 0.6330‘01 0.2500,21 0-5150.06 0.242()‘07

Table 4-5: TS-Inverse: Comparing At for trend regularization. Model: TCN, Datasets: Elec-
tricity 370, London Smartmeter, and Proprietary, Batch size B = 4, (seeds 10 and 43)
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Figure 4-26: TS-Inverse: Reconstructions with Trend Regularization. The columns represent
different Ayend hyperparameter values and the rows represent the loss (L1 or L2). Model: TCN,
Datasets: Electricity 370, London Smartmeter, and Proprietary, Batch size B = 4, (seeds 10 and

43)
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Chapter 5

Conclusion

This thesis investigates the privacy risks associated with federated learning for time series fore-
casting models, focusing specifically on gradient inversion attacks. The study evaluates the
effectiveness of existing gradient on time series forecasting models, proposes tailored improve-
ments for these attacks, and examines the vulnerability of forecasting model architectures on
these attacks.

RQ1: How effective are existing gradient inversion attacks for federated time se-
ries forecasting situations: The empirical analysis reveals that current gradient inversion
attacks, primarily designed for image and text classification, struggle with time series fore-
casting. The difficulties stem from several factors: forecasting uses regression losses like mean
squared error instead of cross-entropy loss. Consequently, existing methods to analytically
reconstruct targets fail in time series scenarios. Additionally, time series forecasting attackers
aim to reconstruct both observations and targets, unlike in classification tasks where only
inputs are private. The analysis has shown that gradient inversion attacks using Cosine Simi-
larity loss as a gradient distance function cannot accurately reconstruct targets. Furthermore,
different model architectures in time series forecasting reduce the effectiveness of gradient in-
version attacks, as elaborated in RQ3. All in all, these key factors make it more difficult for
the existing gradient inversion attacks to reconstruct the private time series data.

RQ2: How can gradient inversion attacks be tailored to improve the reconstruc-
tion of time series data: To address the challenges in federated time series forecasting
from an attacker’s perspective, we introduce TS-Inverse, a novel gradient inversion attack for
time series forecasting. T'S-Inverse features three components: a gradient inversion model
mapping gradients to time series quantiles, a loss function combining the L1 norm with pe-
riodicity and trend regularization, and the use of quantiles as additional bounds during the
inversion optimization.

Additionally, a one-shot analytical technique is proposed for reconstructing targets in regres-
sion tasks optimized with the Mean Squared Error loss for a batch size of one. Evaluation
results show that T'S-Inverse achieves a 2x-10x reduction in reconstruction error compared to
existing methods.
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RQ3: How does the architecture of a forecasting model influence its vulnerability
to gradient inversion attacks: The research examines how different time series forecast-
ing model architectures, such as Gated Recurrent Units (GRU) and Temporal Convolutional
Networks (TCN), affect vulnerability to gradient inversion attacks. Findings indicate that
recurrent models like GRUs are more privacy-preserving than non-recurrent models due to
their design, which selectively forgets and remembers information. Furthermore, the many-
to-one mapping from inputs to gradients means each gradient reflects the combined influence
of multiple past inputs, complicating the tracing of gradients back to specific inputs, partic-
ularly in the GRU-2-GRU architecture. The introduction of dropout mechanisms in TCNs
also challenges gradient inversion due to the probabilistic loss of information. However, incor-
porating this probabilistic nature into the optimization process can effectively mitigate this
issue.
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