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Executive Summary  
Increased by the global shift away from cash, lifted by the rise of electronic transactions, and 
amplified by big tech and fintech innovations, global payments revenue is on its way to grow 
by 5,9% annually until 2028. Opportunities rise in the payment industry and one of the most 
exciting innovations in the payment chain for retailers today is the potential of utilizing 
smartphones for mobile Point-of-Sale (mPOS) terminals, providing convenience and ease-of-
use. These off-the-shelf devices have already opened the industry, giving consumers a new way 
of processing payments and giving merchants an easy way to meet demand. However, the fast-
changing nature of these innovations and the grey area between hardware and software makes 
it complex for the payment industry to provide suited payment architecture. Furthermore, it is 
expensive to redesign payment architecture and therefore the payment industry has difficulties 
adopting these new solutions. With the prospect of saving money and increasing customer 
satisfaction on the line, the payment industry has benefits by the simplification of mPOS 
innovation adoption.   
 
Therefore, to simplify mPOS adoption, the objective of this research is to design a decision 
flow that provides an overview of the architectural changes possible for both the current as well 
as the future mPOS solutions. This will be done so by answering the main research question:  
“How can one single payment architecture provide a secure payment solution that can be used 
for the current as well as the future (mobile) Point of Sale (POS) solutions?”  
 
No academic literature can be found on the new mPOS innovations or on a payment architecture 
that will fit these innovations. Based on the problem highlighted and the knowledge gap, the 
answers to this main research question are derived by designing a portable payment architecture 
decision flow. The design decisions enabled by the move towards software terminals and 
identified by experts are analyzed by determining their effect on stakeholder quality criteria. 
The architecture decision flow is visualized in Figure 8-5.  
 
The architecture decision flow illustrates a sequence of decisions, indicated by color, that are 
necessary to adopt the various mPOS solutions. These decisions can be made gradually by 
iterating an existing architecture and adopting mPOS innovations successively. The decisions 
can also be made at once, building one architecture that is portable enough to fit all current and 
future mPOS innovations without the need for expensive architecture iterations.  
 
Designing a portable architecture has been made feasible by the identification of three 
architecture tradeoffs: 
  

1. Application based Controller versus a modular server-based Controller   
By rebuilding the Controller in a modularized manner and using rule-based coding, it becomes 
possible to efficiently move parts of the Controller to the server. To decrease latency a 
continuous Websocket connection should provide the communication between the server and 
the application. This results in improved portability, maintainability and security of the mPOS 
application but dependent on network variables it could increase communication latency.  
 

2. Using hardware-based security versus using software-based and operating system 
security   

By using software-based security the application no longer is reliable on the hardware provided 
by the smart device. Combining the software-based security with security provided by the 
operating system will result in an almost similar level of security. This will increase the 
maintainability and portability of the application.  
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3. Application based Kernel versus a server-based Kernel  

Because of the adoption of Websocket communication, 5G internet and contactless payments 
it becomes feasible to move the transaction Kernel to the server. This will improve the 
portability, security and maintainability of the application but will likely also increase latency.  
 
Furthermore, moving the various components to the server simultaneously has proven to 
compensate for the increase in communication. A significant part of the communication 
between components can now happen directly in the server. Therefore, communication between 
the device and the server can be combined. This reduces the added latency and makes the 
solution feasible in more scenarios.    
 
In conclusion, the overview presented by the decision flow creates awareness and manages 
expectations for organizations that want to keep innovating their POS solution. The 
demonstrated combination of design decisions resulted in an architecture that can be used for 
all above mentioned mPOS devices. This allows PSP’s to be flexible in their decisions and 
therefore simplifies the adoption of new mPOS innovations. Furthermore, the combination of 
technological innovations determined in this research that allow for the relocation of the various 
components result in several advantages. Moving components away from the user and into 
internal servers gives direct control to the solution builder. This will significantly increase the 
efficiency in testing, updating, certification, configuration and data monitoring of the mPOS 
solution.   
 
The following paragraphs will sequentially discuss the evaluation, academic and societal 
contribution, recommendation and reflection.  
 
In the evaluation phase, an expert panel found common ground on the societal and scientific 
contribution of this research. They agreed that the output of this research is generalizable to the 
full payment industry in Western-Europe and acknowledged its significance outside of the 
Western-European scope.  
 
By illustrating the necessary steps for building a flexible architecture the current literature on 
payment solutions is made more recent. This results in providing an academic base for the 
implementation and testing of a server-based payment architecture. Furthermore, this research 
creates awareness of the potentials of the upcoming mPOS innovations and provides a direction 
of new academic research.  
 
Moreover, this research provides significant benefits to society from a number of perspectives. 
By simplifying the adoption of new mPOS technologies shoppers will experience improved 
check out experiences. Furthermore, the output of this research decreases the need for 
expensive payment architecture iterations for PSP’s. Additionally, the implementation of the 
proposed architectural changes will cause the number of devices capable of accepting payments 
to increase significantly. This will decrease the need for cash as well as for additional hardware. 
This improves sustainability and in the long run decreases the barrier for unevolved areas to be 
included in the payment infrastructure.  
 
With the growth of new technologies such as 5G, Edge Computing and contactless transactions, 
a consistent global network comes within reach. This provides the opportunity for not only the 
industry to use these mPOS solutions but also the consumers. By enabling consumers to both 
accept and conduct payments using a smartphone, there will be no need for cash anymore. This 
will result in the inclusion of the global society in the payment infrastructure and excluding the 
need for cash payments by simply downloading an application. Although this seems like an 
ambitious goal, this research has proven the theoretical feasibility of this goal. 



Master thesis Vince Vissers   

 6 

 
Following this research, the researcher will proceed with further study on the quantification of 
the effects on quality criteria derived out of this research. This will be done by implementing 
the proposed architecture decisions and measuring their effects in different scenarios. This 
research will be conducted at the payment service provider Adyen in collaboration with the TU 
Delft. By measuring and quantifying the effects of the proposed architecture changes, it 
becomes possible to determine the environmental and infrastructural variables necessary for 
successful implementation.  
 
Keywords:  mPOS, MobilePOS,  SoftPOS, Cloud, Software architecture, payments.    
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Glossary 

 

Term  Definition  

Attestation  “The act of attestation is the interaction between a 
verifier (possibly server-based) and a prover (possibly 
client-based) to determine the current security 
state/behavior of the prover based on predefined 
measurements and thresholds provided by the prover” 
(PCI, 2019) 

Commercial off-the-shelf 
(COTS) device  

A mobile device (i.e. tablet or smartphone) that is 
designed for mass-market distribution  

Contactless payments on 
COTS (CPoC) application  

“All parts of the code, regardless of the execution 
environment, that is installed and executed on the 
merchant COTS device for the purposes of accepting and 
processing account data associated with a contactless 
transaction. The CPoC API, attestation component, 
and/or a payment application may be incorporated into 
the CPoC application or may be separate.”(PCI, 2019)  
 

Contactless Payments on 
COTS (CPoC) solution  

“The set of components and processes that supports the 
contactless read and protection of account data into a 
COTS device. At a minimum, the solution includes the 
CPoC application, attestation system, and the back-end 
systems and environments that perform attestation, 
monitoring, and payment processing. ”(PCI, 2019) 

NFC Interface  
 

“The subsystem in the COTS device that is used by the 
COTS platform to access data, including account data, 
read from contactless cards or devices. The main 
physical components are the NFC antenna and the NFC 
Controller. ”(PCI, 2019) 

Point of Sale (POS) solution  Place where the transaction takes place. Often a payment 
terminal with a cash register. 

Payment service provider 
(PSP) 

Company that provides payment services (i.e. Adyen, 
Wirecard, Paypal)  

Tap-on-phone  Accepting payments on a COTS device (i.e. by tapping 
your card on a smartphone)  

Payment Card Industry (PCI) 
security standards council  

The general authority on conducting transactions. This 
organization sets guidelines on how transactions should 
happen on a secure basis.  
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Merchant  Any company that sells services or products using the 
solutions provided by a payment service provider.  

SCR(P)  Abbreviation for Secure Card Reader. A physical card 
reader that has been assessed compliant to the PCI PTS 
POI device in SCR Approval Class. 

SoftPOS  The technology that allows people to accept payment on 
a COTS device without any additional hardware.  

Secure Reading and 
Exchange of Data (SRED)  

The SRED ensures that cardholder account data is 
protected at the point of acceptance, which will assist in 
meeting the required security considerations of the wider 
point-to-point security process. 

Whitebox cryptography  A form of cryptography that allows for cipher keys to 
not be revealed.  

CVM  Cardholder Verification Method; a process used to 
confirm that the person presenting the Card is an 
authorized Cardholder. In certain Card-present 
environments, a Merchant may complete the Transaction 
without a CVM ("no CVM" as the CVM), such as 
Contactless Transactions whose amount is below the 
Contactless CVM limit  

API  Application programming interface, is a software 
interface that makes it possible for two separate 
applications to communicate.  

Kernel  The Kernel contains logic to manage a set of commands 
and responses to retrieve the necessary data from the 
card. The Kernel processing covers the interaction with 
the Card between the selection of the card application 
and processing of the outcome of the transaction. 

mPOS  Category of POS terminal, where merchants use a COTS 
device (mobile phone or tablet). Considering their use 
cases (for example contactless only and/or intended use 
in micro merchants), MPOS terminals may be subject to 
specific authorization or deployment requirements  

NFC Near Field Communication: the contactless 
communication standard between the COTS device and 
the contactless Card or Access device  
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1 Introduction  
Increased by the global shift away from cash, lifted by the rise of electronic 
transactions, and amplified by big tech and fintech innovations, global payments 
revenue is on its way to grow by 5,9% annually through 2028 (Sushil et al., 2019). This 
creates a market for innovating fintech companies and accelerates payment innovations 
rapidly.   
 
In this radically changing world of payment service providers, various innovations for 
retailers in the payment chain today increase the potential of utilizing a commercial of 
the shelf (COTS) device. For example, a smartphone for Point-of-Sale (POS) payment 
solutions. Instead of accepting payments using classical terminal devices, a shift is 
upcoming enabling a mobile point of sale solution that allows you to accept payments 
using your COTS device (Hartog & Moreno, 2019). 
 
In the last few years, a number of new Payment Card Industry (PCI) certification 
requirements have been introduced. These allow a shift of responsibility and security 
for in-store card-based transactions from hardware based to (partially) software-based 
solutions. These solutions can roughly be divided into three types of solutions/products: 
The Secure Card-Reader for PIN (SCRP), the Software-Based PIN entry on COTS 
(SPOC) and Contactless Payments on COTS (CPOC). At this point it is not yet allowed 
to combine PIN Entry and Card Reading on the same COTS device due to security 
reasons (PCI, 2019). For the proceeding of this research these innovations combined 
will be referred to as a mobile Point-of-Sale (mPOS) solution. 
 
The move to software based, off the shelf technology (CPOC with PIN Entry) is seen 
as the (long-term) future of in-store payment transactions for both enterprise and micro-
merchants. However, most known Payment Service Providers (PSP) such as Adyen or 
Stripe do not support this feature yet (Bruno et al., 2019) (Hartog, Moreno, 2019). 
These PSPs see the slow adoption of mPOS solutions as a problem because many 
merchants are already familiar with the new innovations and are looking for cheaper 
and more attractive looking solutions than the currently used terminals (interview, 
Chapter 5.4).    
 
A reason for the slow adoption of these solutions is their complexity. The transition 
from accepting payments on a closed POS system towards accepting payments on a 
commercial off-the-shelf (COTS) device involves many different architectural 
requirements. Various informal discussions with payment system vendors have 
indicated that the current variety in possibilities leads to a chaotic process of adoption 
by the bigger PSP’s. The CEO of one of the biggest payment software companies in 
the world clearly summarized the issue in a quote:  
 

“The current SoftPOS industry can currently best be compared with the wild, wild 
west. Everybody claims to have a different solution and nobody knows which way to 

go anymore” (Anonymous,2021)  
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Various payment architecture layouts are possible in which different types of hardware 
and software solutions are necessary to fulfil security requirements (PCI, 2019). 
Moreover, investing in future proof payment architecture can be complex due to the 
fast-changing security requirements for the different upcoming COTS payment 
solutions. Due to the move from hardware to software it has become unclear where in 
the overall architecture certain POS functionality should live and whether that is part 
of the scope of your company. Therefore, it is difficult for PSP’s to start investing in 
the development of a new payment infrastructure without knowing if it will be 
sufficient for the coming innovations.  
 
Due to the complex nature of these innovations various different issues arise. It is 
difficult for the payment security authority to provide a single set of requirements for 
the various solutions (Hartog, Moreno, 2019). Furthermore, it is hard for PSP’s to 
decide on how to innovate. Which functionality should be bought and which 
functionality can be built in the company’s server? There is no clear software solution 
that is portable enough to be used for the current mPOS innovations. Therefore, the 
POS users or merchants cannot use the available, more attractive and cheaper mPOS 
solutions.  
 
Complex systems engineering is necessary to provide an overview of the current and 
upcoming solutions and design an architecture decision flow that can support PSP’s in 
making design decisions and gain an oversight in the architectural possibilities for 
mPOS. The Design Science Research Methodology (DSRM) provides the necessary 
support for designing a flexible and portable mPOS architecture.  
 
Not all PSP’s require the full mPOS architecture and various PSP’s have different use-
cases for their mPOS solution. Therefore, this research will not focus solely on 
developing a flexible mPOS architecture but rather on developing the process towards 
it. The objective of this research is to design a decision flow that provides an overview 
of the architectural changes possible for both the current as well as the future mPOS 
solutions. This will be done so by answering the question “How can one single payment 
architecture provide a secure payment solution that can be used for the current as well 
as the future (mobile) Point of Sale (POS) solutions?”  
 
The output of this research will simplify and therefore increase mPOS adoption by 
PSP’s. It will do so by assisting the payment industry in making complex ‘buy or build’ 
decisions and reduce costs on iterating payment innovations to fit new standards. 
Furthermore, by combining new but existing technologies for architectural purposes 
this design research will identify multiple research gaps that can provide more insight 
in the disruptive potential of a server-based POS system.  

1.1    Background information and significance 

Using smartphones for payments is not a new innovation. With the rise of the NFC chip 
in smartphones most people in the Netherlands are able to pay using their smartphone 
(Hartog & Moreno, 2018). However, this innovation only allows people to pay with 
their smartphone. What has changed is that new innovations now also allow people to 
accept payments on their smartphone. 
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Figure 1-1 (m)POS innovations 

The new innovations that allow for this feature are still in development and can be 
divided into different types of solution phases. The most well-known and fully 
developed POS solution is the classical POS terminal. This terminal relies on hardware-
based security and has proven to be secure. Due to new innovations the wearable mPOS 
terminal made it possible to have a more lightweight and cheaper POS device. These 
wearable devices often have less features and a lower battery life. Although the 
outcome of this research can be applied to all POS systems, the scope of this research 
is on the innovations that follow after the wearable mPOS device.  
 
Furthermore, there is the Software-based PIN entry on COTS (SPOC) and SCRP. This 
is an intermediate solution combining the SCRP (i.e. a dongle) for card data entry and 
a COTS device for processing and for PIN entry. The combination of software and 
hardware maintains security while decreasing the hardware costs. Furthermore, there is 
the Tap-on-Phone or also called CPOC or CPOC with PIN. These mPOS solutions do 
not use additional hardware and therefore provide an environment that enables 
customers to enter their PIN and card data in the same COTS device. These innovations 
and their chronological appearance are shown in image 1. Currently, as an intermediate 
step most solutions are implemented without PIN due to the complexity of providing 
security for PIN on a COTS device.   
 
The presently developed mPOS solutions require additional on device software or 
hardware to allow for payments to be processed in a secure manner. Using on device 
software on the different COTS devices decreases flexibility and is less scalable. A 
COTS device is not under the control of the PSP’s. For PSP’s it is therefore beneficial 
to build a payment architecture in which they can control the majority of the software 
and are less dependent on the users.  
 
Furthermore, the upcoming payment solutions introducing software development kits 
(SDK’s), Libraries and Bluetooth will architecturally set payment service architecture 
back a couple of years. Modern payment service providers want to use cloud payment 
processing to remain flexible and increase scalability. Future payments will most likely 
be processed using COTS devices due to their simplicity and availability. As is 
indicated in Chapter 2, there is currently no literature on server-based COTS payment 
solutions that is compliant with security standards and therefore payment service 
providers are less likely to adopt this new innovation.  
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These various solutions bring the payment industry in a difficult position. PSP’s want 
to offer these solutions but do not like to invest in building different payment 
architectures (Bruno et al., 2019). Merchants using these COTS solutions will have to 
continuously update their software, hardware and firmware. Furthermore, security 
authorities need to certify various protocols which makes it difficult to keep up with 
the innovations.  
 
All these reasons address the need for a payment solution that lives outside of the 
various hardware solutions while still fulfilling the requirements of the various mPOS 
innovations. This research is conducted to provide software architects and design 
science researchers the necessary requirements and background information to simplify 
implementing the new mPOS solutions. In this way, they can provide a secure solution 
that fulfils their customers demand for cheaper and more attractive POS solutions. This 
will be done so by validating the possibility of a single payment architecture that will 
fit all current and future mPOS solutions. This will be validated by designing a 
software-based payment architecture aimed to fit both CPOC and SPOC solutions that 
is compliant with security standards and PSP requirements. 

1.1.1    Societal significance and business opportunity  

To stress the opportunity and the societal benefits of this research the business case will 
be discussed in this paragraph. Various upcoming trends enable the move from 
hardware devices to software (Shafique et al., 2020). The increase of internet speed and 
coverage and new technologies such as cloud servers and edge computing enable the 
move towards solely software-based products such as IoT, Netflix for streaming movies 
or Spotify for streaming processing power. The payment industry has long withheld 
itself from this movement due to technological limitations but with the rise of 
contactless payments and the improvements of the smartphone a similar disruption in 
the payment industry is no longer far away.   
 

 
Figure 1-2 mPOS enabling trends 

As shown in Figure 1-2 the transition towards software-based payments is in full speed 
enabling various new opportunities both for society and the industry. According to 
research done by Mastercard and Juniper reducing the barriers to terminal ownership 
would enable an estimated 15 million additional card accepting merchants globally in 
the next five years resulting in an acceptance of almost 500 billion dollars in transaction 
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value. This increase of contactless payments will benefit both merchants and consumers 
by declining the need for cash payments.  
 
Therefore, building architecture to simplify the move towards mPOS will benefit 
society in an economical manner but it will also improve the benefits of technology 
maintenance (Bulman, Garraghan 2020). Moving the software based mPOS application 
to a server will result in:  

 
• Simplified certification process -   All devices will be certified at once by 

certifying the server solution.  
• Availability on lower end devices - The server will lower performance demands 

on COTS devices making mPOS available to lower end devices with low 
processing power 

• Minimize maintenance - All changes to Kernel and security functions will be 
effective immediately on all connected mPOS devices   

• Increased data Security and richer transaction data - Information is stored and 
synched with the server, following all the security guidelines and standards, 
assuring encryption, backup and protection at all times Furthermore, the cloud 
offers unlimited memory space and processing power to store richer 
transaction data 

• Better Distribution - Terminal vendors can easily port the Kernel and security 
functions across hardware and operating systems. Furthermore, Single Cloud 
POS instances can support thousands of merchants  

• Unlocked Potential for value added services (VAS) and IoT – Server-based 
POS could serve as a platform to distribute VAS instantly. Furthermore, Server 
based POS can integrate with multiple APIs to deliver IoT use cases.  

1.2    Problem statement and knowledge gap  

Literature and conversations with various payment system vendors pointed out that the 
increased complexity caused by the variety of mPOS innovations slows down the 
adoption of new mPOS innovation by the payment industry (Hartog, Moreno, 2019). 
The literature research provided in Chapter 3 shows that the existing literature can be 
considered insufficient on the subject of mPOS innovations.  
 
Terminal payments have been researched as well as payments on a COTS device in the 
form of P2P NFC payment acceptance. However, this does not allow for card payments. 
Therefore, some research has been done on designing an NFC based payment card 
(Ghosh et al., 2017). Furthermore, to facilitate a solely software-based solution cloud-
based payment architectures have been investigated as well (Pourghomi et al., 2013). 
However, all this research is aimed at providing solutions for single problems without 
considering the stakeholder requirements from an overall payment industry 
perspective. Furthermore, NFC based payments don’t allow for the widely used 
payment cards. Changing the payment cards is out of the scope of payment service 
providers, cards are the responsibility of the issuer and not the PSP. Cloud based 
payments exist, but they are not yet combined with the current P2P and NFC based 
payment acceptance structures. Although much research has been done on payment 
transactions, few or no research can be found on mPOS payment architectures flows. 
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Likely, the innovative nature of this subject has surpassed the academic literature. 
Conducting qualitative research to provide literature on this subject will therefore be of 
great value for academic and economical purposes.  
 
Providing research on the architectural decisions and tradeoffs necessary for new 
mPOS innovations will simplify and therefore increase mPOS adoption by PSP’s. It 
will do so by assisting the payment industry in making complex ‘buy or build’ decisions 
and reduce costs on iterating payment innovations to fit new standards. Furthermore, 
by combining new but existing technologies for architectural purposes this design 
research will identify multiple research gaps that can provide more insight in the 
disruptive potential of a server-based POS system.  

1.3    Main research question and sub-questions 

To provide an overview of the architectural changes necessary to allow for the 
upcoming mPOS innovations a design should be made that fits all mPOS innovations. 
Designing such an architecture will allow the researcher to showcase the decision 
process and tradeoffs necessary. Therefore, designing such a flexible architecture will 
provide an architecture decision flow that can be used for PSP’s with various use cases. 
This research will therefore answer the following research question:  

 
“How can one single payment architecture provide a secure payment solution that 

can be used for the current as well as the future (mobile) Point of Sale (POS) 
solutions?” 

 
In order to find an answer to this research question some aspects are identified. First of 
all, it is distinguished what is meant by a secure payment. Secondly, it is established 
what the current and the future point of sale solutions are, and which fall into the scope 
of this research. Lastly, the design research is be conducted. Due to limited resources it 
is conducted considering the various stakeholders in the Western European POS 
payment industry. This payment architecture facilitates and improves the acceptance 
and adoption of the new POS innovations by PSP’s. It is therefore in line with the 
expectations of the merchants using it, the PSP experts building it and the authorities 
guaranteeing its security. To cater for the broad range of stakeholders an architecture 
decision flow derived from a flexible architecture is the output of this research.  
Furthermore, the new architecture decision flow should be technically and legally 
feasible.  
 
Moreover, this research will partly consist of expert market interviews. Therefore, it is 
necessary to establish which market will be considered as a case study to answer this 
research question. Furthermore, conducting a case study will decrease the complexity 
of the research and therefore enable the research to be more focused on the actual 
design. Therefore, the scope of this research question is limited to Western Europe.  
 
The research approach will be further explained in the coming chapter guided by the 
following sub- questions:  
 

1. What are the most significant current and future mobile POS solutions?   
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Firstly, a thorough analysis will be performed on the various mPOS solutions. Only 
significant innovations will be considered. With significant is meant innovations that 
will have an impact on the payment industry because they have additional benefits to 
the current solutions and are technically viable. The answer to this research question is 
elaborated on in Chapter 3.  
 

2. What are the stakeholder’s quality attributes for the most significant current 
and future mobile POS solutions?  

 
The answer to this question can be found in Chapter 4 and 5. The answer provides the 
security requirements from the payment acceptance authorities, the merchant and the 
PSP requirements. These are gathered by in depth literature research and qualitative 
expert interviews with various merchants, PSP’s and a payment authority laboratory 
(Riscure). Eventually only the requirements that have an effect on architectural 
decisions will be considered. Therefore, most functional requirements are out of scope 
and the main focus will lie on quality attributes.  
 
Most of the security requirements are known and can be taken from literature. It is 
important to identify which rules apply to this solution and if they are the same in each 
country in Western Europe. Therefore, a descriptive theoretical approach is necessary.  
 
The literature review in Chapter 3 shows that no research has been done on the 
feasibility of a (cloud-based) mobile POS payment solution for COTS devices. 
Information on this subject can be gathered by conducting qualitative research by 
interviewing experts as well as the users of the products. Several Experts (i.e., 
developers and PCI laboratories) were interviewed to structure the requirements and 
feasibility of a cloud based mobile POS Payment solution.  
 

3. What payment architecture fits the requirements derived from sub question one 
and two?  

 
The requirements will form the basis to design the payment architecture decision flow. 
The design will be iterated upon after technical and legal evaluation by a feedback 
panel. This sub-question will be answered by using a design approach. This will be 
further elaborated on in the following chapter on research methods and design.  

1.4    The scope of this research  

Because of resource limitations this research will be limited to Western-Europe. The 
data gathered and the conclusions drawn from this data will only be considered 
applicable to the Western-European payments industry. The entire Western-European 
POS payment industry will be considered. Therefore, due to the variety of PSP’s it is 
not possible to contemplate functional requirements. Consequently, a holistic 
architecture is considered using quality criteria and quality criteria refinements. In 
addition to this, only scenarios and quality criteria that have an effect on architectural 
performance will be regarded.  
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Furthermore, the to be designed architecture in this research only considers software 
architecture. Although hardware components are mentioned in this research, no 
research will be done on making changes in hardware architecture. In the process of 
moving from hardware to software-based payment solutions considering new hardware 
is irrelevant to new innovations.  
 
Moreover, the mPOS solutions that are considered in this research should be certifiable 
by the PCI Security Standards Council or likely to be certified in the future. mPOS 
solutions are considered likely to be certified by PCI in the future when one of the 
global schemes, Mastercard or Visa, has publicized security requirements for those 
solutions. This assumption has been made after consultation with representatives from 
Visa, Mastercard and PCI. Additionally, only the two major COTS device operating 
systems, Android and IOS will be considered in this thesis. According to the most 
recent (2021) number from statistics platform Statistica, these OS have a combined 
market cab of 99.99% of the global market ("Statista", 2021).  
 
Finally, as a consequence of resource limitations, the implementation of a software 
architecture is not within the scope of this research. However, implementation of this 
research design will be regarded as a follow up to this research.  
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1.5    Deliverables  

This research will provide multiple deliverables which are discussed throughout the 
research paper and summarized in the conclusion. In Figure 1-3 an overview of the 
methodology and output of this thesis report is given.  

The main deliverable consists of a portable architecture decision flow. The deliverable 
will show which options can be considered in building an architecture and proposes 
newly developed architecture options that allow for the architecture to be cloud-based 
and fit all mPOS innovations. This enables payment service providers (PSP) to build 
an architecture fitting their quality scenarios while maintaining visibility on the changes 
necessary for future mPOS solutions. It also allows new entrants to design an 
architecture that allows for all mPOS innovations without have to do expensive 
iterations upon the architecture.  
 
In the process of this design a quality attributes utility tree will be designed that is 
specifically made for payment architecture analysis. This provides a better design tool 
for architects to analyze their artifacts.  

Figure 1-3 Thesis flow diagram 
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1.6    Summary of the introduction 

The payment industry suffers from a slow adoption of the various mPOS innovations. 
A variety of solutions results in an unclear and unstructured environment in which it is 
difficult to determine how to develop your architecture to be ready for the current as 
well as the future mPOS solutions. For both academical and societal purposes it is of 
importance to provide structure and overview in the architectural design decisions 
possible and necessary for new developments. The objective of this research is to design 
a decision flow that provides an overview of the architectural changes possible for both 
the current as well as the future mPOS solutions. This will be done so by answering the 
question “How can one single payment architecture provide a secure payment solution 
that can be used for the current as well as the future (mobile) Point of Sale (POS) 
solutions?”   
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2 Research Design and 
Methodology   

2.1    Research objectives  

The overall objective of this research is to provide PSP’s the necessary requirements 
and background information to simplify implementing the new mPOS solutions such 
that they have an easy way of providing a secure solution that fulfils their customers 
demand for cheaper and more attractive POS solutions. Exploration of the mPOS 
solutions and the architectural changes necessary will contribute to the body of 
knowledge by technology adoption of disrupting technologies. Society will benefit 
from this research by the improvements it will bring to mPOS technology adoption by 
simplifying mPOS adoption through designing a flexible payment architecture.    

2.2    Research design, a DSRM process model  

This research will use the Design Science Research methodology (DSRM) process 
model (Peffers et al., 2007).  DSRM is specifically developed for information systems. 
It involves the structure, principles, practices and procedures necessary to carry out 
design research on information systems such as software architectures.  
 
As shown in image 3, the DSRM model requires six steps: the motivation and 
identification of the problem, the objectives of a solution, the design and development 
phase, demonstration of the design, evaluation of the design and lastly, communication. 
These steps are synchronous but also enable and require process iteration and feedback 
loops. This research will follow these steps to find the solution to the main research 
question.  

 
Figure 2-1 DSRM process model (Peffers et al., 2007) 
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The phase-wise approach suits the complex character of the objective of this research 
and will assist in simplifying the research. This methodology is chosen above other 
research methodologies because it provides the tools for designing a software 
architecture. Furthermore, the methodology is developed for research in information 
systems which results in a good fit for this research, because it is aimed at designing a 
complex information system. Moreover, the iterative nature of this methodology allows 
for continues feedback which is necessary to come to an optimal solution.  

2.3    Research phases and research flow  

The research flow is indicated in image 4. Further explanation on image 4 and the 
various phases derived from the DSRM process model will be given in this chapter.  

  
Figure 2-2 Research Flow Diagram 

Phase 1:  Motivation and identification of the problem 

In this phase the research problem and the justification of the value of a potential 
solution will have to be found (Peffers et al., 2007). The first stage of this research has 
already been conducted partly and will identify the problem using literature research. 
Furthermore, the literature research will be used to identify a research gap and therefore 
motivate the importance of the solution presented by this research paper. Furthermore, 
in this first phase the first sub question will be answered:  
 

SQ1 – “What are the most significant current and future mobile POS 
solutions?”  
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SQ1 will be answered by preliminary literature research on the current mPOS solutions. 
The Literature on these mPOS solutions will most likely indicate the complexity of the 
problem and expose the need for a flexible architecture that enables integration of the 
various mPOS solutions. An important aspect of this phase is the identification of the 
architectural requirements for the various mPOS solutions.  

Phase 2:  The objectives of a solution 

In the second phase ‘Define the objectives of a solution’ the problem identified in phase 
1 can be transformed into system objectives or meta-requirements. The problem does 
not necessarily identify all objectives. For that reason, there remains a step of 
determining the performance objectives of the, to be designed, artifact (Peffers et al., 
2007). These objectives will mainly be qualitative to describe how the new architecture 
should form a solution to the problem addressed in phase 1. Knowledge on the current 
solutions as well as on the requirements for the, to be developed, solution should be 
derived in this phase. Therefore, the second research question will be answered in this 
phase.  
 

SQ2 – “What are the stakeholder quality attributes for the most 
significant current and future mobile POS solutions?”   
 

The objective of the solution will be further scoped in the answer of SQ2. The quality 
criteria and therefore the boundaries of the design will be identified. To answer this 
question the requirements can be divided in three aspects. Data has to be gathered from 
the three main parties, the PSP experts the merchants and the security laboratories 
safeguarding PCI requirements.  
 
Data should be found in literature on the current and future requirements regarding 
accepting payments in general and for mPOS solutions (PCI, 2019). Furthermore, data 
on this subject will be gotten through interviews with the experts from Riscure, a 
company that can provide expertise on payment security requirements.  
 
Furthermore, expert interviews will be conducted with PSP Adyen and current mPOS 
vendors to get more insight in the PSP requirements.  
Lastly, expert interviews with western European merchants will be conducted to 
establish the merchant requirements. The merchant requirements will partly indicate 
the market demand and therefore this sub phase will also contribute to phase 1, 
identification of the problem and will therefore have to be conducted in an early stage.   
 
By comparing the outcomes of these expert interviews, the actual objectives for a 
solution can be determined (Peffers et al., 2007). It has to be considered that 
requirements and objectives can be conflicting between stakeholders. Therefore, this is 
an iterative process in which objectives are gathered and adjusted. It is therefore 
important in this phase to distinguish between hard requirements and soft requirements. 
In which the hard requirements are considered to be obligations for the stakeholder and 
the soft requirement a ‘nice-to-have’ requirement that can be interpreted more flexibly. 
The data and experts necessary for this phase will be provided by PSP’s as well as 
merchants that will use the mobile POS solution. Further information on these 
interviews can be found in the appendix.  
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Phase 3:  The design and development phase 

The third stage ‘Design and development’ will demonstrate the actual creation of the 
artifact or in this research, the architecture. This phase will demonstrate the outcome of 
the second phase by combining the gathered requirements and objectives with the 
information obtained from qualitative interviews with development experts, feedback 
sessions and tests with identified certification offices. Although the feedback and 
testing are part of the following phases these phases will be considered due to the 
iterative character of this methodology. A payment architecture will be designed in this 
stage that will attempt to combine the software solutions and the stakeholder 
requirements for a flexible one-size-fits-all mPOS payment solution. Phase three will 
roughly consists of four sub-phases.  
 
● Scoping the design - The objectives acquired in phase 2 will help identify the 

boundaries of the solution that is requested. In phase 3 various objectives will 
likely turn out to be conflicting and will have to be adjusted or removed.  

 
● Brainstorming and development of potential solutions - In this sub-phase a 

design will be made using the requirements and the current mPOS solution 
architectures. This will be verified during brainstorm sessions with 
multidisciplinary development experts. It is not clear yet whether only one 
architecture will fit the objectives acquired in phase 1. Therefore, it is possible 
that multiple potential architectures will be designed conceptually.  

 
● Identification of the optimal solution - When multiple architectures fit the 

requirements an optimal solution should be chosen using a performance matrix 
such as the best in class or (weighted) priority checkmark method (Lucero, 
2016).  
 

● Iteration - The following phases will provide feedback on the designed solution 
which will result in an iterative process in which the design will be improved.  

 
Within this phase, after iterations the SQ3 will be answered.  
 

SQ3 – “What payment architecture fits the requirements derived from sub-question 
one and two?” 
 

As explained earlier the requirements will also involve the technical and legal 
feasibility of the design. Furthermore, SQ3 will not directly be answered solely out of 
phase 3 due to the feedback loops that are necessary and that will evolve out of the 
following phases.  

Phase 4:  Demonstration of the design 

In phase 4 a demonstration of the design should provide proof of the capabilities of the 
design to solve the problem. (Peffers et al., 2007). In this stage the presented 
architecture will be simulated in a payment flow diagram and verified by PSP experts 
at PSP Adyen. Furthermore, the documentation of the architecture will be demonstrated 
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to a PCI laboratory to test the design on the security requirements. This feedback will 
be used for evaluation in the fifth phase.  

Phase 5:  Evaluation of the design 

In phase 5 it will be observed and measured how well the architecture actually fits the 
solution to the problem (Peffers et al., 2007). Therefore, there will be evaluated whether 
the architecture is flexible enough to incorporate all identified mPOS solutions without 
significant iterations. This will involve comparing the defined objectives with the actual 
observed result from the demonstration of the architecture. This phase will therefore 
first require the identification of the relevant metrics necessary for evaluation and 
comparison.  At the end of this phase a decision has to be made on whether to iterate 
back to step three to improve the architecture or to continue to phase 6.  

Phase 6:  Communication 

Finally, the ‘Communication” phase will result in publications for the scientific 
community and the payment service providers and its users. The problem and the 
importance or utility of its solution design will be communicated. The communication 
should clearly state the added value to the stakeholders of the problem as well as the 
academic relevance of it.  

2.4    Design objectives   

This research is conducted to provide PSP’s the necessary requirements and 
background information to simplify implementing the new mPOS solutions such that 
they have an easy way of providing a secure solution that fulfils their customers’ 
demands.   
 
It is not possible to fulfill all requirements of different payment service providers. 
Furthermore, not all payment service providers will make use of the entire architecture. 
Competition between vendors offering only parts of the architecture will likely occur. 
Therefore, not all PSP’s require the full mPOS architecture and various PSP’s have 
different use-cases for their mPOS solution. Therefore, this research will not focus 
solely on developing a flexible mPOS architecture but rather on developing the process 
towards it. The objective of this research is to design a decision flow that provides an 
overview of the architectural changes possible for both the current as well as the future 
mPOS solutions. This decision flow should:  
 

• Enable architects to identify a one-size-fits all architecture that is flexible 
enough to provide for the current as well as the future (m)POS solutions 

• Comply with security and PCI standards  
• Be technically feasibly  
• Support researchers and companies in making architectural decisions.  
• Help identify the effect that changing the architecture will have on the 

stakeholder quality criteria.  
• Identify what scenarios need additional research to monetize the effect of a 

flexible architecture. 
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2.5    Data gathering methodology  

Phase 1 to 5 require gathering of data. Various types of data need to be gathered and 
therefore this sub-chapter will explain which elaborate on the methodologies that have 
been used to receive the required information. First, this chapter will elaborate on the 
use of qualitative date. Then, it will explain about the continues methodology principles 
used in this research. Thirdly, it will elaborate on the qualitative methodology that has 
been used and lastly the data analysis will be briefly explained.   
 
The methodology explained in this chapter will be used as a guideline of collecting, 
analyzing and interpreting architecturally significant data in order to understand and 
give answers to the sub-research questions. The three most common approaches to 
conducting research are quantitative, qualitative and mixed methods (Marvasti, 2018). 
An assessment has to be made on what type of data (i.e., numerical or textual) is 
necessary, to conduct this research. Typically, the qualitative approach is used for 
research questions requiring textual data such as the main research question in this 
research (Marvasti, 2018).   
 
Therefore, to gather information or data that can serve as the theoretical foundation of 
the design a qualitative approach will be used. Figure 2-3 shows the research methods 
used and the order in which they were applied. Information will be gathered using 
literature research, semi-structured interviews, unstructured interviews, brainstorm 
sessions and expert panels. Qualitative research methods are chosen to accommodate 
for the first five phases of this research. Literature research and qualitative interviews 
will form the theoretical foundation and provide data for the input of the design phase. 
Furthermore, brainstorm sessions provide guidance during the design phase and expert 
panels in the form of feedback sessions will accommodate for the final phases 4 and 5.  

 
Figure 2-3 research phases 

 

2.5.1    Continues architecture methodology  

The design of this software architecture was conducted while following the Continues 
Architecture principles provided by the research of Murat Erder and Pierre Pureur 
(Erder & Pureur, 2016). The continuous architecture principles are specifically suitable 
for building this software architecture because it allows for flexibility and it allows for 
rapid delivery. This methodology is therefore more suitable in comparison with more 
traditional delivery models because of the rapid advances in software engineering and 
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the increase in new innovations in the payment industry. The Continues architecture 
methodology follows these simple principles:  
 
The architecture should be built for products and not project solutions - Projects are 
considered temporary and are meant to deliver a well-defined result. An architecture 
can best be built more strategically in nature and therefore needs a longer-term product-
level approach.  
 
Focus on quality attributes and not on functional requirements - Quality attribute 
requirements have a more significant impact on a software architecture. This is mainly 
because the architecture of a system determines how well nonfunctional requirements 
are implemented by the system. This principle will be further elaborated on in this 
chapter.  
 
Delay design decisions until they are absolutely necessary – This principle is to be 
followed to withhold the architect from making design decisions before requirements 
are known. Functional requirements often change frequently and therefore it is best to 
first focus on quality requirements.   
 
Architect for change – The third principle of continuous architecture implies that 
requirements might change in the process of building architecture. Change is 
unavoidable and therefore the challenge is to achieve consistency while evolving at the 
same time.  
 
Architect for build test and deploy – The architect should be built for continues delivery. 
The focus for this research is not on implementation of the architecture. Therefore, this 
principle should be considered but will not yet fall into the scope of this research.  
 
During the process of gathering requirements and designing the architecture, these 
principles will be considered.  

2.5.2    Methodology for gathering quality criteria  

For gathering the quality criteria, the second principle of the Continues architecture 
methodology: “Focus on quality attributes and not on functional requirements” (Erder 
& Pureur, 2016) will be elaborated on.   
 
Any IT system requirement can be classified in two categories: functional requirements 
and non-functional requirements. Functional requirements describe the actual 
functionalities that the system must provide. These have been stated by the merchants 
and experts and apply to the eventual mPOS terminal. Non-functional requirements 
describe the so-called quality attributes. These are the attributes that must be met by the 
system in order to deliver the previously mentioned functional requirements. These 
attributes also consist of constraints which are design decisions with no degrees of 
freedom.  
 
Focusing on these quality attributes might lead to an abstraction of the most important 
requirements or also called functional requirements. According to the architecture 
research by Philippe Kruchten it would be best in an architecture design stage to “focus 
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on a small subset of important scenarios - instances of use cases to show that the 
elements of the four views work together seamlessly” (Kruchten, 1995). Quality 
attribute requirements have a more significant impact on a software architecture. This 
is mainly because the architecture of a system determines how well non-functional 
requirements are implemented by the system.  
 
To achieve a global quality attribute approach rather than a functional approach it is 
important to define the architecture in terms of addressing problems to be solved. This 
is greatly summarized by architect Kurt Bittner in his forester research:  
 

 “An outcome is either satisfied or it is not; outcomes are the 
appropriate units of scope for a release, not requirements. 

A requirement that does not contribute to satisfying an in-scope 
outcome is superfluous. When requirements become disconnected 

from outcomes, scoping discussions become complex and 
contentious, subject to mere whim and opinion. The result is  

usually wasted time, effort and money (Brittner, 2014).” 
 
In this research architectural and design decisions will be showcased that allow for the 
implementation of those quality attributes. Those decisions are often compromising 
since deciding for one quality attribute can often result in a negative impact on the 
implementation of another quality attribute. The effects on these quality attributes will 
be shown in the next chapters.  
 
In general, functional requirements define the work that the system must do but do not 
define how it does it. Functional requirements have quality attributes associated with 
them and it is therefore possible to derive functional requirements from non-functional 
requirements and vice versa. When only functional requirements are being used it is 
possible to end up with a large number of candidate architectures. Designing for quality 
attribute requirements will enable the architect to limit candidate architectures. This 
will allow this research to showcase certain architectural design choices within the 
scope of the quality criteria. An eventual design decisional can be made dependent on 
the stakeholders more functional requirements.      
 
Designing a software architecture requires a flexible approach in gathering 
requirements due to the evolving nature of architectural requirements. The Design 
science research methodology allows for such an approach due to its iterative nature 
(Peffers et al., 2007). Other requirements gathering approaches such as the waterfall 
approach determine and document every requirement precisely at the beginning of the 
process. This leads to bias and potentially narrows down the potential of a design in an 
early stage (McCormick, (2012)). 

2.5.3    Literature research  

Literature will serve as the theoretical foundation for the development of the payment 
architecture. Furthermore, it will help with creating an understanding of the current 
solutions and the academic research that has already been conducted on those solutions. 
Further explanation on the literature study will be given in Chapter 3. 
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2.5.4    Interviews with industry experts  

A significant part of the data used in this research will be collected by the use of expert 
interviews. The complexity of the problem requires a less directed approach and a more 
qualitative interviewing strategy. Therefore, the data collection in this research will 
mainly focus on unstructured and semi-structured formats because more structured 
interviews often produce quantitative data (DiCicco-Bloom & Crabtree,  2006). How 
to conduct the interview is also dependent on the type of stakeholder that will be 
interviewed and the data that is expected. Due to the more simplistic data necessary 
from merchant experts on their position on mPOS, a more structured approach can be 
used. The outcome from the expert interviews with developers on the actual 
architecture is more abstract and therefore a less structured approach will be used in 
these interviews.  

2.5.5    Brainstorm sessions and expert panels  

The brainstorm sessions and expert panels will help in the designing phase as well as 
the demonstration and evaluation phase. The brainstorm sessions will be conducted in 
an unstructured manner to cater for a broad scope and input of ideas for development. 
The expert panels will provide feedback with a more structured approach in order to 
structurally test the design on lacking features.  

2.5.6    Qualitative data analysis  

A software architecture has to deliver the functionality that is needed by its stakeholders 
while satisfying both the safety and quality concerns. What challenges to consider is 
dependent on the type of structure that has to be dealt with (Chen, et al,. 2014; Chung, 
2000; Glinz, 2008). While many challenges can be considered in later stages of 
software development, the core concerns that can be impacted by the architecture 
should be identified before building an architecture. These concerns or criteria are also 
called ‘architecturally significant’ (Erder & Pureur, 2016). Only actually architecturally 
significant data will be considered.   
 
The objective of data analysis is to derive conclusions from the data gathered with the 
previously mentioned research methods and to keep a clearly identified chain of 
evidence (Runeson, & Höst, 2008). The data that is gathered through expert surveys 
has multiple purposes:  
 

● Scoping: The data from both the interviews as well as the literature review 
should provide the restrictions and boundaries in which the design can be 
developed. The design should only facilitate for the determined mPOS solutions 
and should only enable the solutions to fulfil the full length of the retrieved 
requirements.   

● Requirements: After analysis of the interview data the requirements and 
restrictions should become clear. The data analysis should eventually provide a 
list with all merchant, PSP and payment authority requirements.  

● Substantiation of the design:  Designing a payment architecture requires 
multidisciplinary development expertise. The expertise of an interviewee 
should therefore be documented together with the interview data in order to 
provide insight in the design decisions that were made and why decisions were 



Master thesis Vince Vissers   

 39 

made. The feasibility of the design is dependent on the data obtained from 
experts. This data is therefore part of the substantiation of the feasibility of the 
designed architecture.  

● Testing and validation: After designing the design should fit the actual 
requirements gotten from the data. Furthermore, expert panels should provide 
information on the feasibility of the design.  

2.6    Summary of the research design and methodology   

This research aims to provide PSP’s the necessary requirements and background 
information to simplify implementing the new mPOS solutions. This should allow the 
payment industry to provide a secure solution that fulfils their customers demand for 
cheaper and more attractive POS solutions.  
 
Therefore, the main objective of this research is to design a decision flow that provides 
an overview of the architectural changes possible for both the current as well as the 
future mPOS solutions. This will be derived from the design of a software payment 
architecture that fits all current and future mPOS solutions.  
 
This will be done by conducting a design research using the DSRM process model. 
This model fits the objective of designing an information system infrastructure. The 
design needs to fit requirements from various stakeholders with potentially conflicting 
objectives. These requirements will be gathered following the continues architecture 
principles and by using various qualitative research methodology.  
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3 (m)POS solutions and 
architectures  

This chapter will provide the general background information necessary for this 
research.  Firstly, a literature review is described that is conducted in an early stage to 
determine the research gap and to provide argumentation for the lack of literature on 
mPOS architectures.  
 
Secondly, the first sub-question “What are the current and future mPOS solutions?” 
Will be answered by conducting a literature review and informal interviews on the 
current and future mPOS solutions and their architectures. This information is 
necessary to gain insight in the solutions that should be driven by the designed 
architecture. This information is provided in text and illustration in the middle part of 
this chapter.  
 
Lastly, the technologies that will influence architecture design decisions according to 
the experts will be further explained in the final part of this chapter. This is explained 
to allow the user of this research to easily interpret the results. Additional background 
information can be found in the Appendix and in the provided sources.  

3.1    Literature review   

This literature review has been conducted to identify academic research on the subject 
of server-based payment architectures to establish the research gap and gain additional 
information on the subject. The literature review process will be briefly described in 
this sub-chapter.  

3.1.1    Literature review methodology  

To do a review on the existing literature a systematic literature review (SLR) process 
described by Kitchenham, (2014) has been utilized as a tool of guidance. This section 
will elaborate on this method and on the selection-criteria used to get the correct 
literature. The literature has been conducted solely using computer research. The goal 
of using this method is to be able to evaluate and interpret all available and useful 
research for this subject. (Kitchenham, 2004).   
 
The following strings containing keywords were used for this literature research:  

• Smartphone OR Mobile And "cloud based" AND Payment AND "Point of sale" 
• “Cloud based” AND “transaction processing systems” AND Payment  
• Tap to phone AND transaction OR Payment  
• “Cloud applications” AND payment  
• Transaction OR Payment AND Smartphone OR Mobile OR COTS  
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According to the SLR method multiple electronic sources have to be used (Kitchenham, 
2014). The following databases have been used for this literature review:  
 

• Scopus 
• Web of Science 
• Science Direct 
• Google Scholar 

 
The literature that has been selected for reviewing had to comply with some selection 
criteria. These criteria were established to determine whether the literature is relevant 
or not. Firstly, the literature should be in English. Secondly the literature should consist 
of articles or reviews. Thirdly the literature should be considered relevant for the 
payment industry. Furthermore, literature will only be considered when the innovations 
described have a significant impact on the payment industry because they have 
additional benefits to the current solutions and are technically viable.  In order to 
identify more relevant literature other studies that were found in citations via the use of 
so called “Snowballing” have been considered. Table 3-1 elaborates on the literature 
that was found during this literature review. It indicates the methodology used for the 
research and shows which technology was subject of the paper. This should enable the 
reader to directly see that no literature could be found that identifies an architecture 
design flow that allows for multiple mPOS solutions. 
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Table 3-1 Literature review 

Citation  Methodology  Technology  Main objective  

(Liao et al., 
2018) 

Problem analysis 
and design 

Cloud 
verification  

Explores and improves a mobile payment 
protocol with outsourced verification in the 
cloud server.  

(Ruiz-Martínez, 
2015) 

Framework design 
and analysis  

Web-based 
payments  

By developing a web payment framework 
based on a layered approach.  

(de Reuver & 
Ondrus, 2017) 

Framework design  Secure element, 
cloud or handset  

The relocation of the secure element from 
SIM card to cloud.  

(Rieger & 
Majchrzak, 
2019) 

Comparative 
analysis  

Cross platform 
apps  

Cross-platform development has seen much 
progress but the challenges are ever growing. 

(Guille, 2018) Design  Cloud-based 
transactions  

Sending a token instead of a real account 
identifier to enable cloud-based transactions 

(Al-Sayed et al., 
2020) 

Comparative 
analysis  

Cloud services  Cloud computing and its non-functional and 
functional features. Divided in layers. 

      (Hartog and 
Moreno, 2019) 

Explorative 
analysis  

Tap-to-phone or 
CPOC  

Exploration of the rise of smartphones as 
mPOS terminals.  

      (Hartog and 
Moreno, 2018) 

Explorative 
analysis  

Cloud based 
payment  

Analysis of the security issues derived from 
cloud-based payments.  

(Bruno et al., 
2019) 

Explorative 
analysis  

Cloud based 
payment  

An analysis on the rise of payment as a 
service through cloud-based payments.  

(Bojjagani & 
Sastry, 2019) 

Problem analysis 
and design  

NFC-based 
payment  

The design of an NFC-based payment 
protocol  

(Kumar Royyuru 
et al., 2017) 

Descriptive 
analysis  

Peer-to-Peer 
payments  

Describes patented systems and methods that 
can facilitate payments via a peer-to-peer 
protocol.  

(Ghosh et al., 
2017) 

Design  Digital NFC 
payment card  

A digital card module that uses NFC and 
biometric authentication for peer-to-peer 
payment and identity. 

(Pourghomi et 
al., 2013) 

Model design Cloud, wallet, 
NFC  

Development of an NFC payment application 
that uses cloud wallet models. 

(Levialdi Ghiron 
et al., 2009 

Design case study  NFC ticketing 
on COTS  

NFC ticketing in which tickets can be bought 
for public transportation using COTS 
devices.   

(Turk & Cosar, 
2016). 

Framework design  Containerization, 
NFC  

Containerization of NFC application for 
payment security improvements.  

 

3.1.2    Literature on payment solutions  

The transition from accepting payments on a closed POS system towards accepting 
payments on a commercial off-the-shelf (COTS) device involves many different 
architectural requirements. Various scenarios are possible in which different type of 
hardware, and software solutions are necessary to fulfil security requirements (Shakeel 
Ahmad et al., 2016), (Turk and Cosar, 2016). Investing in future proof payment 
architecture can be complex due to the fast-changing security requirements for the 
different upcoming COTS payment solutions (Hartog & Moreno, 2018). For payment 
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service providers it is therefore beneficial to build a payment architecture that is able to 
fulfil all current security requirements and adapt fast to the requirements requested in 
the future.  
 
Various different solutions can be found on how to best design a payment architecture 
that allows for payment on COTS devices. The paper written by Bojjagani and Sastry 
in 2019 proposes an NFC based payment solution allowing customers to pay at check 
out by tapping their phone with a payment wallet installed on it on a phone receiving 
the payment (Bojjagani & Sastry, 2019). They describe this as an NFC-enabled 
payment method that can be used for peer-to-peer (P2P) payments and payer-to-
merchant (P2M) payments.  
 
A different, more cloud based, NFC enabled approach is described by Pourghomi et al. 
These researchers developed an NFC payment application that uses a cloud wallet 
model to support the entire transaction. The login credentials are gotten from the cloud 
in a secure way and are being used to make the payment in the COTS payment 
application (Pourghomi et al., 2013). The state diagram representation of Pourghomi et 
al. scheme is shown in image 3-1. The six steps indicate the flow in which a cloud 
provider can conduct the payment in its servers.  

 
Figure 3-1 NFC application: Pourghomi et al. 

 
Much research has been done on similar approaches using NFC and wallet payment 
acceptance. Ghiron et al. proposed NFC ticketing in which tickets can be bought for 
public transportation using COTS devices (Levialdi Ghiron et al., 2009). Ahamed et al. 
Proposed a secure NFC framework based on biometrics and a wireless public security 
key framework and Turk et al. containerized an NFC application to improve payment 
security (Shakeel Ahmad et al., 2016), (Turk and Cosar, 2016).  
  
The former mentioned NFC based solutions can all directly be implemented in a secure 
manner. The downside of this solution is that it does not allow for card-based payments.  
The research done by Ghosh et al., in 2017 has a solution for the former mentioned 
problem regarding not being able to pay by card on a COTS device. They suggest not 
only changing the COTS software but also improving the payment card in order to fulfil 
security requirements. A digital card module that uses NFC and biometric 
authentication should provide for peer-to-peer payments or secure tap-to-phone 
solutions (Ghosh et al., 2017). 
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The various proposed solutions imply that there is academic research on improving the 
payment flow and even on cloud-based solutions. However, no research could be 
identified that considered the new software-based technologies.  

3.2    Research gap   

Although there is no academic research on the subject of conducting cloud-based 
payments on a COTS device the cloud innovation itself is not new and academic 
research has been done on this subject (Guille, 2018). Companies are developing faster 
server-based systems and are widely innovating on this subject (Liao et al., 2018) (de 
Reuver and Ondrus, 2017) (Guille, 2018). However, there is almost no literature on 
transaction acceptance innovations. Many of the cloud-based solutions already 
developed for other segments could be implemented in the payment sector but are not 
yet considered secure enough. Accepting payments on a server instead of on the device 
itself would create a more flexible architecture that allows for various devices to work 
on the same architecture. Determining the necessities for a solely cloud based CPOC 
payment system would open the way to more research on secure cloud-based payments 
on commercial off the shelf devices (Pourghomi et al., 2013), (PCI, 2019). More 
academic research on mPOS solutions could provide guidance and simplicity for the 
direction in which the payment industry is moving.  

3.3    Classical mobile POS solutions  

The well-known terminals that consumers use in stores are traditional hardware-based 
PIN entry models. These have evolved into a more hybrid form of hardware- and 
software-based models. The hardware-based model is the most used model well known 
from the counter top at most retailers (Raqib, Rizwan, 2020). In such a hardware-based 
security model the payment terminal hardware together with its firmware are primarily 
responsible for protecting the PIN entry. The most traditional devices have all 
protections within the device itself and are considered very secure (Hartog, 2018). 
Monitoring or detection mechanisms living in the terminal are responsible for 
identifying security controls that are not in an approved state to operate within the 
terminal. The hardware security model can then reply by disabling the terminal from 
processing the transaction and by clearing all sensitive data. Furthermore, all protection 
is being handled by the terminal itself.  

3.3.1    From hardware to software 

The security of the data entered was guaranteed by the hardware in the traditional 
payment terminal. This has now been evolving into a more software-based PIN entry 
security model. The move from hardware to software has resulted in a relocation of 
terminal components from the hardware towards a software device and a server. This 
process is visualized in Figure 3-2. In Figure 3-2 it is clearly shown that the classical 
terminal can be divided into software components that partly fit in terminal software 
and in a back-end server. The use of the various components will be explained in 
paragraph 3.3.3. In the software-based solution, the security part in the device where 
the PIN is entered is an important component. The component should support 
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attestation to validate whether the security mechanisms are not tampered with. It should 
also support detection, to notify abnormalities. Furthermore, it should support response 
to control and act for an alert. A fully online solution will enable the possibility to 
extend these functionalities (PCI,2019).  
 

 
Figure 3-2 from software to hardware 

However, over some components is limited control. The OS and the COTS device itself 
should be regarded compromised and untrusted. The assumption is therefore made that 
an attacker can get full access to the hardware device. For that reason, it is important 
that the software provides enough protection to complicate tampering and reverse 
engineering of the code (PCI, 2019).  
 

3.4     (M)POS innovations  

In 2018, the PCI Security Standards Council published the specifications for PIN entry 
on commercial off- the-shelf devices (PIN on COTS). Instead of using a dedicated 
terminal at the point of sale, merchants are using smartphones or tablets to accept in-
store card payments.  
 
PIN on COTS refers to cases where PIN entry is applied on a consumer touchscreen 
device, such as a smartphone or a tablet. For this solution, the merchant uses a PCI-
certified card reader, without any PIN entry capability, in order to communicate with 
the payment card. The mPOS dedicated app on the smartphone or tablet shows a virtual 
PIN Pad for PIN entry when needed. While the external card reader needs to be PCI-
approved, the consumer-grade mobile device is not subject to any PCI certification. The 
PIN entry takes place on a non-certified consumer hardware. The software-based PIN 
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entry process is used to securely authenticate the user. The software managing this PIN 
entry must be PCI certified. 
 
In Figure 3-3 the SPOC and CPOC solutions are shown. The PIN entry processing 
component is shown grey because it is not officially part of PCI certification yet. Due 
to the likelihood of it to be added to PCI certification it will be considered in the scope 
of this research. Mastercard and Visa have already published specifications for this 
solution. These specifications will be used to identify the additional requirements that 
can be expected from PCI (Visa, 2021).  
  

 
Figure 3-3 The move towards fully software (SPOC & CPOC) 

3.4.1    (M)POS in components  

With the help of informal conversations with multiple PSP vendors the various 
components in CPOC and SPOC devices have been identified. These will be used to 
identify the components that can be moved out of the COTS devices. The various 
components will briefly be explained in this paragraph and are visualized in Figure 3-
3.  
 
The secure element - is often integrated in a COTS device or in its mobile System-on-
Chip (SoC). A secure element can be used to provide a robust security environment in 
which transactions and payment data can be processed. This provides a high level of 
security equivalent to modern Smart Cards. The Secure element is integrated in the 
COTS device and therefore it introduces a dependency on the hardware device it is 
coupled to. This means that just like with the TEE using a secure element can cause 
additional complications when the PSP wants to collaborate with multiple vendors that 
use different hardware.  
 
The Trusted Executed Environment (TEE) - or for IOS called the Secure Enclave is part 
of the smartphone platform and integrated in most modern smartphones. The TEE 
offers hardware support for software security and therefore can be seen as a hybrid form 
of security. The TEE can be used as a secure isolated environment that can host isolated 
trusted applications guarded from the ‘normal’ operating systems environment. This is 
directly the main advantage of the TEE, it enables app builders to allow secure entries 
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such as a PIN to happen while locking down the touch screen for other appliances in 
the OS. Similar as to the secure element this is a platform feature and therefore there is 
a dependency on the underlying platform for the developer. This potentially limits the 
number of devices and models on which the solution can be deployed. Furthermore, 
there will be another dependency on the update cycle of the underlying platform. This 
will be out of the control of the solution developer which can cause additional 
dependencies.  
 
The Secure Card Reader (with PIN) (SCR (P)) device - can be used to obtain the card 
data via Contactless, Magstripe or Chip entry. The SCRP provides additional security 
because the PIN and the card data are provided on two different systems. The device is 
SRED enabled, which means that it should fulfill the PCI PTS POI standard of detailing 
the security controls for devices that protects account data (PCI - PTS POI 
specifications, 2020). According to the PCI standards the SCRP should provide:  

• The protection of card data retrieved from the card reader  
• Decryption of the encrypted PIN retrieved from the payment application 
• Translation of PIN data into the required format  
• Re-encryption of the PIN data 

  
These requirements potentially limit an architecture that enables flexibility and allows 
for multiple devices. Therefore, this research will also consider a SCR(P) with the 
single function of gathering ‘raw’ card data. This allows the solution to exclude 
payment processing from the SCRP while still being able to use the SCRP for gathering 
card data.   
 
Attestation - The general act of attestation is the interaction between a verifier, which 
can be server based, and a prover. This interaction is used to determine the status of the 
prover with regards to security. The attestation consists of two components. One on the 
COTS device and one somewhere outside of this device in a backend server. This 
allows the attestation component in the backend to process attestation health check data 
from the application on the COTS device. This process provides pre-established 
security policies and can determine whether the COTS device is safe. The attestation 
component is obligatory by both PCI requirements as well as the requirements from 
MasterCard and Visa. (PCI - CPOC standards, 2020)  
 
The Monitoring component - is connected to the COTS Device and provides security 
controls to detect, alert and mitigate attacks and threats against the entire solution. For 
this, the monitoring component makes use of the attestation component.  
 
The Processing environment - receives the encrypted card and PIN data and then 
processes the payment. This can take place on the terminal as well as in a server.  
 
The Kernel - is a system provided by the various card schemes that contains interface 
routines, control and security functions and additional logic to manage a set of 
commands and responses to retrieve the necessary data from the card to complete a 
transaction. Each scheme has its own Kernel such that the cards of the various schemes 
can communicate with the terminal system via the Kernel. The Kernel processing 
enables the interaction with the card between the selection of the card application and 
processing the outcome of the transaction. This component is originally located in the 
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terminal. This research will try to identify how this component can be split in order to 
relocate certain features of the terminal outside of the terminal.  

3.4.2    PIN on COTS flow explained  

Figure 5 gives a general overview of the payment process as explained by PCI in which 
PIN is entered on the COTS device (Software-based PIN Entry on COTS (SPoC) 
Security Requirements, 1.1, 2020).  
 

 
Figure 3-4  SPOC with PIN flow 

 
The following steps illustrate a payment flow including PIN:  
 

1. The card reader or SCRP and the PIN entry application are initialized with 
their financial keys.  

2. Between the PIN entry application and the server-based monitoring system a 
secure communication channel is formed. 

3. The server-based monitoring and attestation system determines the status of 
the payment application and its platform.  

4. An EMV card or a payment device is presented for card entry  
5. The application renders a PIN entry screen on the COTS device and the PIN 

is entered. This data is enciphered and sent to the card reader.  
6. The Security or SRED component of the card reader enciphers the data using 

encryption keys.  
7. The payment transaction is processed.  
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3.4.3    Path to offering a full solution   

The future payment systems that can be considered relevant for this research should 
either have the possibility to be certified or should be likely to be certified in the future. 
Whether it is likely that a solution will be certified in the future is determined by 
conducting informal conversations with various well-known PSP’s. After the classical 
terminal and the wearable mPOS terminal the new innovations can be divided in four 
solutions. These can be considered as a sequence of mPOS devices in which the SCR 
with no PIN is the simplest implementation and the CPOC the most complex solution 
due to the difficulty of protection. The different functionalities of these devices have 
been determined by literature research and informal conversations with the payment 
solution certification experts mentioned in Chapter 4 and are shown in table 3-2. True 
indicates that the specification is required or available. False means that it is not.  
 

Table 3-2 the relevant future mPOS solutions 

 OPTIONS 

 SCRP No 
Pin 

SCRP PIN 
(SPOC) 

CPOC No 
Pin 

CPOC PIN 

PCI Certification SCRP SCRP + SPOC CPOC No certification 
yet 

Works on Apple iOS TRUE TRUE FALSE FALSE 

Works on Android TRUE TRUE TRUE TRUE 

Library/Application Needed TRUE TRUE TRUE TRUE 

Kernels on COTS FALSE FALSE TRUE TRUE 

Monitoring & Attestation 
Requirement 

TRUE TRUE TRUE TRUE 

Allows EMV TRUE TRUE FALSE FALSE 

Allows MSR TRUE FALSE FALSE FALSE 

Allows EMV Ctls TRUE TRUE TRUE TRUE 

Allows for PIN Entry FALSE TRUE FALSE TRUE 

SCRP Certified Device TRUE TRUE FALSE FALSE 

Use of Hardware protection (TEE)  TRUE TRUE TRUE TRUE  

 
Depending on the region, technical architecture and business models these functionality 
limitations can be blocking for a merchant.  
 
Technically the most logical ordering of a SPOC/CPOC results from a combination of 
Shared architecture, the opportunity for merchants and technical capabilities. The 
following flow indicates the sequence in which the innovations are expected to be 
adopted with the general necessities for adoption. 
 

1. SCR with NO PIN with IOS based Cash registers 
a. Less relevant for the Western-European market due to the lack of PIN 
b. IOS is easier to secure  
c. SCRP certification 
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2. SCRP with NO PIN with Android based Cash Registers 
a. Android SDK  
b. SCRP Certification 

3. SCRP with PIN Entry for global Platforms/Enterprise markets with iOS-based 
Cash registers 

a. IOS CVM Application 
b. SPOC Certification 
c. Monitoring and Attestation framework   

4. SCRP with PIN Entry for global Platforms/Enterprise markets with Android 
based Cash registers 

a. Android CVM Application 
b. SPOC Certification 

5. CPOC for global Platforms/Enterprise markets with Android based Cash 
registers 

a. CPOC Android SDK / Application 
b. Payment Kernels  
c. CPOC Certification 

6. CPOC with PIN  
a. Needs a waiver certification from Mastercard and Visa  

 
The distinction is being made between Android and IOS because the IOS hardware 
does not yet allow external applications to use the NFC reader. Due to the innovative 
nature of this subject the assumption will be made that IOS will allow NFC reading 
once the CPOC solution is fully accepted.  

3.5    Background information on utilized architecture 

technology 

To substantiate the design decisions that are visualized in Chapter 5 some background 
information will be indicated in this paragraph. This will include information on 
technologies that enable certain design decisions and information that explain the 
terminology used to identify or group POS components. This sub-chapter aims to 
provide readers with little technical knowledge on payment architectures the necessary 
background to understand the output of this research. Furthermore, this sub chapter 
explains some expert output and substantiates design decisions.  
 

3.5.1    Latency  

Latency is an important factor influencing the performance efficiency of a software 
solution. The design decisions made in Chapter 5 will almost all have an effect on 
latency.  
 
Latency describes delays in communication over a network. Latency meaning in 
networking is best thought of as the amount of time it takes for a packet of data to be 
captured, transmitted, processed through multiple devices, then received at its 
destination and decoded. The latency can be dependent on many variables such as 
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coding structure, software architecture, distance or hardware. Therefore, it is not 
possible to theoretically define the amount of latency caused by design decisions in a 
monetary manner. This applies to the holistic architecture level that this research is 
being conducted on. In further more detailer research, building an example solution 
could help in monetizing latency.  
 

3.5.2    HTTP versus Websocket connections  

Hypertext Transfer Protocol (HTTP) is the protocol for communication between a web 
client (i.e. an application) and a server. This protocol is widely used on both the 
worldwide web as well as on local networks.  
 
The downside of this protocol in comparison with the newer Websocket protocol is that 
it is not persistent. This means that with HTTP, subsequent request has to establish a 
new connection and security handshake for each signal. This causes additional latency 
in communication (Stenberg. 2014). 
 
Websocket is a network protocol that allows for full-duplex communication over a 
single TCP-connection. Just like HTTP it is designed to provide communication 
between a web client and a server. It has similarities with HTTP because it uses a similar 
handshake. The important difference for this research is that it allows bidirectional data 
traffic without the necessity of additional requests. By eliminating the need for a new 
connection with every request, WebSockets greatly reduce the data size of each 
message, drastically decreasing latency. After the initial handshake, which includes 
standard HTTP header information, all subsequent messages include only relevant 
information. This reduction in latency enables fast AV transport and communication. 
The Websocket protocol is therefore a widely used technological innovation for IoT 
purposes (Silva, et al., 2018).  
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3.5.3    Terminal Driver and Terminal Controller  

This paragraph includes background information specifically for the design shown in 
paragraph 5.7.  

 
Figure 3-5 Terminal Drivers and Terminal Controller 

In an overly simplified flow, a component of the payment terminal called the driver 
communicates with the hardware to obtain data from the card. Another part of the 
payment terminal called the Controller decides what happens with this data. The 
location of these components is illustrated in Figure 3-5. The Controller lives in the 
application and includes the business logic. The device driver is a software program 
that runs as a part of the operating system and is directly communicating with the 
hardware. This allows the system to be empowered with the specific commands needed 
to operate the device. The OS does so by combining the hardware and software 
techniques. The operating system communicates with the I/O hardware via the device 
driver software. This software belongs to the device and cannot be replaced or moved.   
 
The term Controller is derived from the Model-view-Controller (MVC) design pattern. 
In this pattern the Controller represents the application logic or in other words the 
business logic of the application (Leff & Rayfiel, 2001). The business logic implies the 
decisions that will be made in the device that are dependent on the input. Examples of 
these decisions are the selection of one of the payment applications available on the 
card or whether PIN should be asked or not. Since these decisions are depended on the 
data that has been inserted a lot of communication takes place between the Controller 
and the drivers.  

3.5.4    Rule Based Engine  

This paragraph includes background information specifically for the design shown in 
paragraph 5.7.  
 
The business logic living in the Controller encompasses what the application can or 
cannot do. Data is gathered via the driver and by evaluating this data decisions are being 
made by the Controller dependent on the logic that lives inside of it. This process goes 
back and forth between the Controller and driver, dependent on the amount of decisions 



Master thesis Vince Vissers   

 53 

that have to be made. Moving the Controller to a server would therefore increase the 
time it takes for a signal consisting of data (for the Controller) or instructions (back to 
the driver) to get to its destination. This can be compensated by decreasing the number 
of signals that will be send between the Controller and the drivers. Expert interviews 
and informal discussions under guidance of architecture expert Mayke Ploeger have 
resulted in an architectural change introducing a rule-based engine to replace the current 
Controller’s structure.  
 
Using a rule-based engine decreases the complexity of the Controller’s application by 
encapsulating business logic and separating it from the rest of the applications code. 
This would decouple the storage and management of the business logic in the Controller 
by maintaining business rules in a repository isolated from the rest of the code. This 
has some advantages:  
 

• The business logic is no longer integrated or scattered among other parts of the 
application allowing for modularization of the Controller  

• The complexity of the application will be reduced  
• The separation of business logic allows for the rules to be reused for other 

drivers  
• The rules can be updated separate from the application on the device  
• The rules can be sent in a decision tree  

 
 

 
Figure 3-6 Rule Based Engine 

 
Using a rule-based engine allows the application to send a decision tree including the 
various rules. The decision tree will consist of all possible scenarios and enables the 
application to make decisions based on the data objects gotten from the driver. A simple 
overview is shown in Figure 3-5.  
 

1. The rules execution set or also called decision tree is send to the rules engine 
living in the application  

2. All data gotten from the drivers is send to the rules engine  
3. The data goes through the decision tree formatting it into the Controller output  

 
This decreases the number of signals send between the server and the application 
because the entire rules set is sent in one or two signals. Furthermore, the business logic 
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can be changed and altered without updating the application because the business logic 
is being send from the server for each transaction.  

3.5.5    The Transaction Kernel  

This paragraph includes background information that can specifically be utilized for 
Chapter 5.8  
 
The Kernel shown in Figure 3-7 is a partly software component that contains interface 
routines, security, control functions, and logic to manage a set of commands and 
responses to retrieve the data from the Card for transaction completion. The Kernel 
processing covers the interaction with the Card between the selection of the card 
application (excluded) and processing of the outcome of the transaction (excluded).  
 
The regular POS terminal as described in the EMV protocol book C-2, Contactless 
specifications for payment systems (EMVCO, 2021) has a general architecture that 
roughly consists of an Application and a Reader. The distinction between an 
Application and a Reader refers to a separation in functionality and responsibility 
between two logical entities.  
 
The Application is the component that connects to the authorization and/or clearing 
network and that together with the Reader makes up the POS System. The Application 
and the Reader may exist in a single integrated device, but are considered separate 
logical entities in this research. In the classical terminal the application would include 
the Controller with the business logic, transaction logging, data storage and additional 
services.  
 
The reader consists of the driver combined with the payment Kernels. The Reader is 
the device that supports the Kernel(s) and provides the contactless interface used by the 
Card. Although this can be an integral part of the POS System, it is considered in this 
research as a separate logical entity. This allows for the communication with the card, 
message sending, application selection, management of communication between the 
Kernel and the terminal application and the processing of the Kernel outcome.  
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Figure 3-7 Kernels detailed architecture 

 
Figure 3-7 gives insight in the component of the terminal Reader. On the left side of 
the image the terminal Application is shown that communicates with the Reader. The 
Reader involves various processes which can mainly be divided in the Main process, 
The Display process, The selection process, the PCD process and the Kernel process. 
The Kernel process can then again be divided in the Kernel software and the Kernel 
database. Some explanation on Figure 3-7 and the Kernel responsibility is provided in 
Table 3-3.  

Table 3-3 Kernel processes 

Process Responsibility  

Process P(CD)  Management of the contactless interface 

Process D(isplay)  Management of the user interface 

Process 
S(election) 

Selection of the Card Application and Kernel 

Process K(ernel)  Interaction with the Card once the application has been selected, 
covering the payment and data storage transaction flow specific 
to Kernel 2 

Process M(ain)  Overall control and sequencing of the different processes. As part 
of this role, it is also responsible for the configuration and 
activation of the Kernel and the processing of its outcome. Process 
M is also responsible for initiating the housekeeping within the 
Kernel.  

 
In paragraph 5.8.2 a new Kernel structure is proposed, the cloud Kernel. In this structure 
the Kernel processes will be divided and partially moved to a server. To give some 
insight in the consequences and opportunities of moving these processes to the server, 
some simplified background information on the processes is given in the following 
section.   
 
There are three different Kernel levels. Kernel level 1 indicates the native software 
directly connected to the hardware (the bits and bytes). Level 3 considers the payment 
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application and level 2 contains the logic to retrieve card data. In this and in most other 
literature, when talked about the Kernel this means level 2 Kernels. 
 

Table 3-4 Kernel responses (EMVCO Book C-2, 2021) 

Services Signal  

Return authorization or clearing record  ACT  

Stop processing  STOP  

Remove the logs  CLEAN  

Return data from the Kernel or the card  DET/DEK   
 
Responses as noted by the EMV contactless protocol Book C-2 are as shown in table 
5-7 (EMVCO Book C-2, 2021).    
 
Process P shown in Figure 5-10 implements functionality described in the EMV book 
Kernel L1 (EMVCO Book C-1, 2021) and ISO 7816-4 protocol and manages the access 
to the card as illustrated.  
 

 
Figure 3-8 Process P 

 
Process P initiates the interaction with the card. This component is therefore closely 
attached to the Level 1 hardware part of the device and cannot be fully removed from 
any device. For the SPOC solution process P takes place in the SCRP, the CPOC 
solution in the NFC reader and for the classical terminal it uses the driver.  
 
Process D manages the User interface requests as defined in the EMV book A protocols. 
As illustrated in Figure 5-11, process D allows signals to stop the display and to send 
messages regarding status, amounts, currencies or languages (EMVCO Book A-1, 
2021).  
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Figure 3-9 Process D 

 
Process S shown in Figure 5-12 manages the application and Kernel selection. When 
one application (i.e. Mastercard) is selected the applicable Mastercard Kernel will be 
identified and its Kernel ID will be sent via process S. Process M initializes process S 
by sending the list of Application Identifiers (AID) and Kernel ID combinations.  
 
 

 
Figure 3-10 Process S 

 
The Reader may support multiple Kernels but only one Kernel will execute at a time. 
The Kernel that is activated depends on the information returned by Process S, which 
may in turn depend on data retrieved from the Card. For each transaction, Process K is 
initialized with a Kernel-specific dataset. Within the different available datasets, the 
value of the data objects may vary depending on the selected AID and the transaction 
type.  
 
Once the Kernel is selected and configured, it executes as Process K which is shown in 
Figure 5-13. Using the services of Process P as an intermediary, Process K manages 
the interaction with the Card application beyond application selection. Upon 
completion, Process K sends its results to Process M in an OUT Signal and then 
terminates (EMVCO Book C-2, 2021).  
 
As a part of the interaction with the card the Kernel 2:  
 

• Verifies the compatibility between the Kernel settings and the card settings  
• Reads and writes payment data  
• Determines the need for PIN or CVM  
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• Authenticates data  
• Informs process M of the transaction outcome (OUT)  
• Requests messages to be displayed dependent on the transaction.  

 

 
Figure 3-11 Process K 

3.6    Summary of (m)POS solutions and architectures  

In Chapter 3 a literature gap has been presented that indicated that no literature is 
available on software based mPOS solutions as well as cloud-based payments. 
Furthermore, sub-question one: “What are the current and future mPOS solutions?” 
has been answered by providing the chronological list of expected mPOS solutions and 
their specifications. The current and future mPOS solutions consists of the classical 
terminal, the wearable MPOS, the SCRP with SPOC and the CPOC solution. The 
current as well as the future mPOS solutions are visualized in Figure 1-1 and table 3-2 
and have been explained in detail. mPOS solutions that cannot be certified or that are 
not expected to be certifiable in the future have not been considered for this research.  
 
The background information necessary to conduct this research and to explain the 
design has been conducted using informal conversations with PSP’s terminal vendors 
and literature. The second part Chapter 3 provided thorough information on the 
architectural components of current and future mPOS solutions. Furthermore, the 
relevant technologies necessary for architecture iterations have been elaborated on. 
These technologies, once combined, will show to have a significant impact on 
architectural possibilities. The implementation of these technologies in combination 
with the explained terminal components and mPOS requirements will be elaborated on 
in Chapter 5.  
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4 Data gathering and 
Method development  

In this chapter phase 2 of DSRM, the objective of a solution will be further specified 
by gathering requirements. The objective of this research earlier mentioned in 
paragraph 2.4 is to design a decision flow that provides an overview of the architectural 
changes possible for both the current as well as the future mPOS solutions. This 
decision flow should:  
 

• Enable architects to identify a one-size-fits all architecture that is flexible 
enough to provide for the current as well as the future (m)POS solutions 

• Comply with security and PCI standards  
• Be technically feasibly  
• Support researchers and companies in making architectural decisions.  
• Help identify the effect that changing the architecture will have on the 

stakeholder quality criteria.  
• Identify what scenarios need additional research to monetize the effect of a 

flexible architecture. 
 
This is still a general objective and therefore in the second phase ‘Define the objectives 
of a solution’ the problem identified by the systems stakeholders mentioned in Chapter 
1 will be transformed into system objectives or meta-requirements. The problem does 
not necessarily identify all objectives. For that reason, there remains a step of 
determining the performance objectives of the, to be designed, artifact (Peffers et al., 
2007). These objectives will mainly be qualitative to describe how the new architecture 
should form a solution to the problem addressed in phase 1. Knowledge on the current 
solutions as well as on the quality criteria that can form a base for the, to be developed, 
solution should be derived in this phase. Therefore, the second research question will 
be answered.  “What are the stakeholder quality attributes for the most significant 
current and future mobile POS solutions?”   
 
To establish the quality criteria the continues architecture principles explained in 
Chapter 2 will be followed. These guiding principles have been of assistance in phase 
2 and 3 (Defining objectives and architecture design) of the DSRM methodology.  
 
Secondly, the strategy for gathering data by conducting qualitative research as 
explained in Chapter 2 will be elaborated on and applied. Furthermore, using judgement 
sampling the process of choosing participants and conducting interviews is represented.  
 
Lastly the quality criteria are obtained from the gathered data using qualitative analysis. 
The qualitative data analysis as explained in Chapter 2 will be elaborated on in this 
chapter. The coding using Atlas.Ti will be summarized in Appendix A/B. Furthermore, 
its results will be illustrated in Chapter 5.  
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4.1    Gathering data  

In the Continues architecture methodology as well as many other qualitative research 
methodologies (Curran et al., 2014 ; Brittner, 2014), three basic techniques for 
gathering and managing requirements are defined. Stakeholder interviews, Joint 
Requirements Development (JRD) sessions and conversations with the business 
partners or product owners. Although these techniques can be used independently a 
combined approach will give a more holistic view of the stakeholder requirements and 
quality criteria. This subchapter will show the process of gathering data using the 
methodology explained in Chapter 2. 
 
The majority of the experts have been provided by the PSP Adyen. Furthermore, 
expertise was gotten from informal interviews with anonymous sources among whom 
security certification experts, payment scheme providers and several terminal, security 
and payment service vendors. Furthermore, market experts were provided by 7 well 
known market platforms representing multiple companies.  

4.1.1    Joint Requirements Development sessions  

The expert panel is a commonly used method to elicit expert knowledge. Four expert 
panels have been conducted. One for validation of the quality criteria, two for gathering 
the quality requirements and one for the design evaluation.  
 
As explained in the methodology chapter the expert panels have been conducted in an 
unstructured process to cater for a broad scope and input of ideas for development. It 
consisted out of multiple two-hour open discussions. Thirteen experts were invited with 
various areas of expertise. The goal of the orientating expert panel was to gather the 
architectural requirements for an mPOS architecture and determine its technological 
feasibility.  
 
The expert panel had the following functions:  
 

• Retrieving relevant information and knowledge 
• Synthesis of the gathered information  
• Stimulating new insights and views  
• Validation of proposed concepts.  

 

4.1.2    Merchant Interviews   

A significant part of the data used in this research has been collected by the use of 
Subject Matter Expert (SME) interviews. The complexity of the problem requires a less 
directed approach and a more qualitative interviewing strategy. Therefore, the data 
collection in this research is mainly focused on unstructured and semi-structured 
formats because more structured interviews often produce quantitative data (DiCicco-
Bloom & Crabtree,  2006). How to conduct the interview is also dependent on the type 
of stakeholder that will be interviewed and the data that is expected. The main goal of 
the merchant interviews is: “Gather the merchants use cases and requirements for their 
required mPOS solution.”.  
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4.1.3    Choosing participants  

The subject of this research, POS terminals requires very specific expertise on 
developing a payment architecture. The subject of cloud computing is an area that is 
still in its infancy just as the subject of mobile application development. This requires 
a broad range of expertise. There is only a limited group of people that can provide the 
required expert information and it can be difficult to find the right knowledge (Turner, 
2010). 
 
In order to find the right interviewees to acquire the required knowledge, interviewees 
have been sampled based on judgement sampling. Judgement sampling, or also called 
authoritative sampling, is a non-probability sampling technique where the researcher or 
an expert selects units to be sampled based on expert knowledge or professional 
judgement (Hamed, 2020). This sampling method is most effective when only a limited 
number of individuals possess the trait that a researcher is interested in. Therefore, the 
complex nature of this research subject in addition to the limited timeframe in which it 
is conducted make authoritative sampling the most suitable sampling method. 
Furthermore, authoritative sampling refers to the process where subjects are selected 
based on the basis of their expertise in the subject under investigation.  
 
The aim of this research is not about generalizing the findings to the entire society. 
Therefore, interviewing specialists allows the research to go faster while maintaining 
the right expert data input. Therefore, authoritative sampling is a better suited method 
in comparison with other probability sampling methods such as systematic sampling or 
cluster sampling. Furthermore, authoritative sampling is cost and time effective, which 
makes it more interesting for this research due to its short timespan in comparison with 
a more time-consuming snowball sampling method (Hamed, 2020).  
 
A distinction can be made between the stakeholders and the technical experts. The 
stakeholders will be concerned with the outcome of this architecture and can therefore 
provide input on the architecture requirements. As mentioned in Chapter 2, these 
stakeholders consist of users (or also called merchants), payment service providers and 
security/certification authorities. The users are companies that will likely be using the 
new mPOS terminals. They will be focused on the feature requirements that the 
architecture will provide. The payment service providers can provide technical 
expertise on the technical requirements. Lastly, the security/certification authorities 
will provide the boundaries in which the solution should live to be secure. The technical 
experts might also be stakeholders. Due to the rapid changes and the closed nature of 
the financial technical environment, little literature is available on new mPOS 
innovations and architectural possibilities. Therefore, the data on designing the 
architecture has been gotten from technical experts.  
 
To prevent bias the SME’s were not only chosen by the researcher but also by other 
experts. The technical experts needed to comply with the following prerequisites:  
 

• The expert should at least have conducted one year of working on a project 
within the PSP system.  
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• The expert should be representative for the discussed area of expertise. For 
example, gathering information on applications should be done not only with 
an app developer but with app developers from all operating systems within the 
scope of this research.  

• Each architectural component mentioned in Chapter 5 should be validated by at 
least two specialists that have expertise on that particular subject.  

 
The stakeholder experts needed to comply with the following prerequisites:  
 

• The relevant merchant markets should be represented by at least one expert.  
• The users should be represented. This entails retail, hospitality and Micro 

merchants  
• The expert should have more than 1 year of experience in their field of expertise.  
• The expert should be willing to provide their expertise. 

 
The architecture users are shown in Table 5-1. To get a broad range of data the experts 
that were used for data gathering are experts responsible for big companies or 
platforms. These platforms represent multiple businesses of the markets that are 
included in this research. Due to privacy reasons the names of the companies are not 
shared.  

Table 4-1 Merchant expert interviewees 

COMPANY/PLATFORM MARKET REACH 

PLATFORM A Hospitality 1000+ businesses 
PLATFORM B Micro merchants 300.000 merchants 
COMPANY A Retail 5000+ stores 
COMPANY B Retail 90+ stores 
PLATFORM C Retail 10+ grand businesses 
PLATFORM D Hospitality 12.000+ businesses 
PLATFORM E Retail (healthcare) -  

 
The SME’s selected for this research are shown in Table 4-2. All SME’s complied with 
the expert prerequisites. Table 4-2 also indicates the methodologies used for the 
different experts. The experts that collaborated in the expert panel where utilized for 
gathering quality criteria. Which experts where used for gathering data on technological 
feasibility of the architecture will be further elaborated on in Chapter 5. For privacy 
reasons the names of the experts are not mentioned in this document.  
  



Master thesis Vince Vissers   

 63 

 
Table 4-2 Subject matter experts 

EXPERTISE EXPERT   ROLE EXPERIENCE METHOD EXPERT 
PANEL 

POS PAYMENTS / 
ANDROID   

A Vice president 
Product POS 

8+ years Multiple 
Informal 
interviews 

Yes 

POS INTERFACE B Product 
manager 

2+ years Multiple 
informal 
interviews 

Yes 

POS 
DEVELOPMENT   

C SVP innovation 
& Development 

10+ years Informal 
interview 

Yes 

IOS & Java 
DEVELOPMENT 

D IOS app 
developer/ tech 
lead    

10+ years  Semi-structured 
interview 

Yes 

POS PAYMENTS E Product 
manager / Team 
lead 

10+ years Multiple 
informal 
interviews 

Yes 

PAYMENT 
SECURITY 

F Certification 
manager 

10+ years Semi-structured 
interview 

NO 

C DEVELOPMENT 
/ KERNELS 

G Senior C 
developer 

5+ years Semi-structured 
interview 

Yes 

ANDROID 
DEVELOPMENT 

H Senior 
developer/ Tech 
lead 

5+ years  Semi-structured 
interview 

Yes 

JAVA 
DEVELOPMENT 

I Senior Java 
developer/ Tech 
lead 

5+ years  Semi- 
structured 
interview 

Yes 

C DEVELOPMENT J Senior C 
developer / 
Tech lead 

5+ years   Yes 

C DEVELOPMENT K Senior C 
developer 

10+ years   Yes 

IOS 
DEVELOPMENT 

L Senior 
developer IOS 

5+ years  Informal 
conversations  

Yes 

C DEVELOPMENT M Senior C 
developer / 
Tech lead 

10 + years  Informal 
conversations  

Yes 

PAYMENT 
SECURITY   

N Security Senior 10+ years  Semi-structured 
interview 

Yes 
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4.1.4    Interview process 

The process of interviewing is summarized in table 5-3. This includes the objectives 
and the general outcome of the SME interviews.  

Table 4-3 Interview process 

Interview Type  Semi-structured expert interviews  

Interview Strategy  Confirmatory and exploratory  

Method ● Semi structured interview  
● Confirmatory interview  

Number of 
interviewees  

7 

Duration  1 hour  

Objectives Objective 1: Gathering merchant requirements   
Objective 2: Gathering input on potential architectural components that 
have not been considered yet.  
Objective 3: Gathering more technical requirements and their weight for the 
identified components 
Objective 4: Gathering merchant use cases to define a potential business 
case  

Input - mPOS examples  
- Semi-structured questions 

Output - Functional requirements  
- Non-Functional requirements  
- Use cases  
- Information on the importance and feasibility of the requirements  

Interviewees  SME’s mentioned in table 4-2  

 

4.1.5    Qualitative data analysis  

The qualitative data analysis has followed the objectives explained in Chapter 2. The 
objective of the analysis was to scope, gather requirements, substantiate the design and 
test the outcome. A well-known qualitative analysis methodology is called framework 
analysis. Framework analysis is a variety of content analysis (Ritchie & Spencer, 1994), 
(Ritchie et al., 2014). Like content analysis it is using a matrix to provide structure in 
the data. It provides clear and small steps in the qualitative analysis process. The 
analysis provides a hierarchical case and theme-based approach. It uses summaries to 
reduce the amount of data used. Furthermore, framework analysis allows the researcher 
to retain a link to the original data (Ritchie et al, 2014). The framework analysis was 
applied in five phases:  
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Familiarization - This involved getting more involved in the data by reading and re-
reading the data gathered. The data gathered using the various qualitative methods has 
been analyzed to get familiar with the overall subjects and criteria.  
 
Identifying a thematic framework - This phase assisted in identifying the key and sub 
themes in the data. The sub themes could be derived from the data and combined with 
the sub themes gotten from literature research. The subthemes for the merchant 
interviews are shown in Appendix A and B and its outcome will further be elaborated 
on in Chapter 6.  
 
Indexing - In this phase the most interesting fragments in which the identified themes 
and sub themes come forward are being indexed and coded. Processing and analyzing 
the data has been done by transcription of the interviews, coding and categorizing the 
data using ATLAS TI 9 software. Using the ATLAS TI 9 software enabled the 
researcher to generate networks and identify unnoticed connections in the data.  
 
Charting summarizing - To get a better insight in the indexed fragments, their 
understanding is summarized. These are visualized in the code groups shown in the 
Appendix.  
  
Interpretation - The different themes and categories derived out of the data have been 
described in Chapter 6 and in Appendix A, B and E. This paragraph shows the result in 
descriptions, typologies, categories, linkages and eventually explanations of the quality 
criteria.  

4.2    Summary of data gathering and method development  

Chapter 4 has explained the process of gathering data using the methodology explained 
in Chapter 2. A variety of experts and market representatives have been utilized using 
several data gathering techniques. This resulted in a significant amount of data that has 
been used to both design and analyze an architecture structure that can fit the 
stakeholder needs.  
 
The findings from the SME research and the expert panel have been combined and will 
be presented in Chapter 6. To limit the length of the report the raw data will be shown 
in a compact way and can be found in the Appendix. As mentioned in the previous 
chapter on method development functional requirements are not applicable for 
architecture design. The data gathered will be used to identify the architectural quality 
criteria and their importance. The criteria gotten from the expert panel and interviews 
have been grouped in code groups to determine the quality criteria relevant for this 
architecture. These criteria will be completed by adding security and certification 
criteria gotten from qualitative literature research. The quality criteria will be explained 
with the use of the widely used ISO 25010 software architecture quality characteristics 
(Haoues et al., 2017). This model will be altered according to the findings in this 
research. Chapter 6 will show the combination of the various requirements which will 
result in a utility tree. This will be used for the analysis of architectural decisions.  
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5 Towards a portable mPOS 
architecture 

The third stage ‘Design and development’ will demonstrate the actual creation of the 
artifact, or in this research, the architecture decision flow diagram. This phase will 
demonstrate the outcome of the second phase by combining the gathered requirements 
and objectives with the information obtained from qualitative interviews with 
development experts. The feedback and testing phase are also considered in this chapter 
due to the iterative character of the DSRM methodology. A payment architecture 
decision flow will be designed in this stage that will attempt to combine the software 
solutions and the stakeholder requirements for a flexible one-size-fits-all mPOS 
payment solution. By documenting the decisions that need to be made to design this 
architecture an architecture decision flow diagram will be made that can be utilized by 
a variety of users with various requirements.  
 
Firstly, the output of Chapter 4, which contained merchant criteria, security criteria and 
payment expert criteria will be combined in a quality attribute utility tree. Secondly, 
the design process will be explained. This is being done by elaborating on how 
additional expertise has been utilized during the design process. After that the design 
process as explained in Chapter 2 is followed. This entails scoping the design by 
drafting the architecture and identifying potential design decisions. Using this first draft 
the various design decisions will be outlined and analyzed using the quality attribute 
utility tree. This will be followed by a tradeoff analysis. The combination of tradeoffs 
and their effects on quality criteria will be illustrated in an architecture decision flow 
diagram and are the output of this design phase. The final artifact will be providing an 
answer for sub-question three: “What payment architecture fits the requirements 
derived from sub-question one and two?”  
 
The methodologies used in the process of this design phase are explained in Chapter 2. 
All background information necessary to substantiate the architecture design choices 
are elaborated on in Chapter 3.  

5.1    Combining the stakeholder’s attributes  

As mentioned earlier in this chapter, a set of functional requirements can often be 
delivered by various different architectures. Each functional requirement or set of 
functional requirements can be associated with quality attributes. According to the 
architecture literature found, the optimal architecture is one that best satisfies the 
quality attribute requirements (Cai et al., 2018). Not only the attributes gotten from the 
merchant and PSP SME interviews will be considered but also the security 
requirements should be added. The expert interviews have resulted in various 
requirements and constraints. These will be combined with security requirements to 
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precisely determine and describe the quality attribute requirements in order to design 
the architecture.  
 

5.1.1    Interview and expert panel analysis  

The high-level view of the various code groups can be found in image 5-1. The criteria 
found in this phase will be used to provide insight and background knowledge on the 
quality criteria necessary for the architecture design.  

 
Figure 5-1 Quality code groups 

The high-level code groups have been made to structure the merchant data and provide 
a clear overview. Further elaboration of these code groups can be found in Appendix 
B. Each criteria, idea or notion in the data has been given a specific code to investigate 
the trends, co-occurrences and dependencies in the data. The letter “G” on the images 
in the appendix stands for grounded and indicates the amount of quotations that are 
linked to that code. This does not necessarily indicate importance but it does indicate 
the occurrence in the data.  
 
The technical functional requirements gathered by the expert panel can be found in 
Appendix A. The expert panels have resulted in some additional criteria that should be 
considered as boundaries in the design of an architecture:  
 

• Portability - the solution should provide for the long term and should be 
flexible enough for future innovations.   

• Compatibility - it should be possible to integrate with multiple different 
merchant applications.  

• Security - the solution should allow for PCI certification  
• Portability - the solution should support both Android and IOS  
• Functional suitability - the solution should provide only its core payment 

functions including the major payment schemes (Mastercard, Visa and 
AMEX) but should be modifiable enough to extend to full functionality.  

 

5.1.2    Security and certification requirements  

Not only the expert and merchant requirements should be considered. The scope of this 
research is to design an architecture within the boundaries of the PCI security standards. 
The security objectives as stated by the PCI security standards are developed to provide 
a standard to which the architecture should comply. The objective of these security 
requirements is to “ensure the integrity of the NFC interface and contactless Kernel on 
the COTS device, and to reasonably ensure that the solutions provide adequate security 
mechanisms, controls, and mitigations to protect the consumer’s account data and other 
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assets, such as cryptographic keys. These requirements ensure protection from 
unauthorized disclosure, modification, or misuse by restricting the available attack 
surface and make it cost prohibitive to attack.” (PCI Security standard council, 2021)). 
 
The security experts that have been consulted for this research did therefore not supply 
any expertise on security requirements. The experts agreed upon the assumption that a 
solution that fits within the boundaries of PCI requirements will be a secure solution. 
The expertise of the security experts has therefore only been used to gather information 
on the consequences of design decisions within the PCI and or scheme requirements 
boundaries.   
 
For the COTS platform components, the main security objective is to provide a 
reasonable assurance that the components are kept up-to-date and have not been 
tampered. More detailed information on the security objectives can be found in the PCI 
security standards program (PCI Security standard council, 2021)) and in Appendix D.  

5.1.3    Visualizing quality attributes  

To manage and visualize the criteria, the quality attributes utility tree mentioned in 
Architecture Tradeoff Analysis Method (ATAM) will be used. This is a software 
engineering technique developed by the Software Engineering Institute (SEI) at the 
Carnegie Mellon University. It enables an architect to decide upon a suitable 
architecture for a software system by focusing on delicate points and trade-offs 
(Kazman et al., 2003). ATAM is suitable for this research because it allows its user to 
identify risks early in the life cycle, increase stakeholder communication and it clarifies 
quality attribute requirements. Furthermore, the ATAM methodology aligns with the 
Continues architecture principles.  
 
The quality attribute utility tree is a prioritization of specific quality attribute 
requirements, realized as scenarios. The utility tree allows the quality attributes to move 
from and abstract attribute towards a more concrete utility. The goal of building the 
utility tree is to identify, refine and prioritize the most important quality attribute 
requirements derived from the qualitative data. The utility tree is determined in the 
following phases:  
 

Quality attributes - The quality attribute requirements are recorded from the 
data as the highest-level nodes of the three.  
 

Quality attribute refinements - These quality attributes are refined by using the 
gathered data and functionalities in combination with the ISO architecture standards 
(Haoues et al., 2017).  
 

Quality scenarios - As mentioned earlier in this chapter, due to the general nature 
of the architecture functional requirements are outside of the scope of this research.  
 

5.1.4    Quality attributes utility tree  

To allow an architect to evaluate the different architectural options shown in Chapter 3 
and 5 the quality attribute tree is shown in Image 5-2. The quality attributes are gathered 
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by grouping the requirements gotten from the qualitative analysis and using them to 
determine which aspects of the ISO 25010 quality model to consider for this research.  
 
The quality attributes utility tree is only determined until the second level. This allows 
us to validate the architecture components generally. Identifying the third layer is 
outside of the scope of this research. The third layer includes quality scenarios that 
identify the measurable objects. These scenarios are dependent on the type of company 
or vendor that wants to use the architecture decision tree and are therefore variable. 
These scenarios are also not dependent on the proposed architecture decisions. For 
example: A third level scenario could be: “When the application is loaded, the system 
should process a maximum of 20mb.” Such a scenario is not dependent on the proposed 
architecture since the architecture does not consider hardware components and 
therefore these are outside of the scope of this research. Exceptions, such as the effect 
on offline functionality will be mentioned during the design phase and will be 
considered.     
 

 
Figure 5-2 Quality Attributes Utility Tree 

 
In the combination of data and literature the following characteristics could be defined 
within the boundaries of the ISO 25010 protocol: 
 
Functional Suitability - The characteristic functional suitability constitutes the degree 
to which the designed architecture provides functionalities that meet the stated 
requirements. This characteristic can be explained by the following sub characteristic:  
Functional completeness: The extent to which the designed functions provide for all 
the specified user objectives. Is the software application in line with the required 
specifications and does it provide the functions that are shown in Appendix C?  
The functional correctness and appropriateness will not be considered since this is not 
measurable on architectural level.  
 
Performance efficiency - This characteristic represents the performance relative to the 
amount of resources used under stated conditions. This characteristic is composed of 
the following sub-characteristics: 

• Time behavior:  The degree to which the response and processing times 
and throughput rates of a product or system, when performing its 
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functions, meet requirements. Although the measurement of transaction 
speed is not part of the scope of this thesis it is an important criterion to 
consider while designing the architecture. The data showed that 
merchants require fast transactions as well as the certification authority 
which requires contactless card reading within 500 milliseconds 
according to the EMVCO book C-2.  

• Resource utilization - Degree to which the resources such as data storage 
and network speed is being used by the solution.   

The performance measure capacity is considered outside of the scope of this research 
since it is not dependent on the software architecture.  
 
Compatibility - This is the degree to which the given architectural components can 
exchange information with other components, systems or products. Compatibility will 
be divided in the following sub characteristics:  

• Co-existence - To what extent is the architecture capable of sharing a 
common environment and resources with other COTS devices?  

• Interoperability - Is it able to exchange data and use the data that has 
been exchanged?  

 
Usability - Degree to which a product or system can be used by specified users to 
achieve specified goals with effectiveness, efficiency and satisfaction in the use cases 
mentioned in Chapter 3. This quality criteria also takes the look and feel of the 
application into account. This criterion is composed out of the following sub-criteria:  

• Operability - is the solution easy to operate and control? 
• User interface – Is the solution considered well designed?  
• Accessibility – Degree to which the app can be used by people of all 

capabilities and characteristics.  
• Appropriateness recognizability, learnability and user error protection 

are not affected by a holistic architecture and are therefore outside of 
the scope of this architecture.  

 
Reliability - Degree to which the architecture allows the system to perform functions 
well. The following sub-criteria will be considered:  

• Maturity – The degree of stability during normal use  
• Availability – The degree of availability of the solution under normal 

circumstances  
• Fault tolerance – The degree of working of the architecture when the 

hardware around it fails  
• Recoverability – When an interruption or failure occurs. Can the 

architecture communication still recover or proceed?  
 
Security - The degree to which the architecture protects the system and confidential 
information. All sub-characteristics will be considered by the PCI authorities. As 
mentioned before these are: Confidentiality, integrity, non-repudiation, accountability 
and authenticity. All architecture options will be within the PCI and/or 
VISA/Mastercard protocol.  
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Maintainability - This characteristic represents the degree in which the solution can be 
modified or maintained in the future. This includes the following characteristics:  

• Modularity: The degree in which the architecture is built in components. 
Components are easily interchangeable and therefore increases 
maintainability.   

• Reusability: Whether the asset can be used in more than one system   
• Analyzability: The degree of complexity in which it is possible to 

monitor and analyze the system.    
• Modifiability: Degree of efficiency in which the architecture 

components can be modified after the design.   
• Testability – How easy it will be to identify whether the testing criteria 

have been met.  
 
Portability – The degree of suppleness to which the architecture can be coupled to a 
different hardware or software system. This allows the architecture to be flexible in use. 
This consists of the following sub-characteristics:  

• Adaptability: How easy the architecture can be adapted for different or 
evolving hardware or software.  

• Install ability: How easy it is to install the application logic   
• Replaceability: How easy it is to replace (parts of) the architecture with 

different software or hardware.   

5.2    Gathering expertise and continues feedback  

The boundaries set by the expert panel, the information gotten from the literature and 
informal conversations with both vendors and experts have resulted in a general 
architectural approach shown in Chapter 3 and in the drafting phase in 5.5. Due to the 
confidentiality and novelty of payment systems there is little literature available to 
validate the proposed restructuring of the architecture and to help determine the 
technical consequences on the quality criteria. Therefore, the experts mentioned in table 
5-2 were interviewed to gather the necessary information on design options. The data 
retrieved from these interviews is elaborated on in the remaining of this chapter. The 
background information gotten from these data is shown in Chapter 3.  
 

5.2.1    Expert interviews 

In extend to the interview methodology stated in Chapter 2, the expert data was 
gathered using four different qualitative research methods Turners (2010):  
 

• Semi-structured interviews were used to identify the possibility of new design 
architectures and to gather more information on the technical feasibility of 
moving architecture components. These interviews have been recorded and 
transcribed.  
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• Informal conversations. Due to the Continues architecture approach the design 
is continue sly validated and altered to provide for changing requirements. 
These conversations have not been recorded.  

• Expert panels. For validation of the proposed methodology and designs expert 
panels have been used to gather feedback in an efficient manner. These expert 
panels have been recorded.  

• Informal conversations with vendors. 11 different companies with knowledge 
on one of the aspects of this architecture have been contacted to discuss and 
identify business cases and solutions. This information is sometimes shared in 
a confidential manner in will therefore not be used in this research. The 
information that can be shared and that is relevant for this research will be 
shared anonymously. These conversations have not been recorded.   

5.2.2    Interview process  

The interview consisted out of 5 elements:  
1. Validating if the general POS components (Identified from literature review 

and informal talks) are identified and located correctly.  
2. Gathering input on potential architectural components that have not been 

considered yet.  
3. Gathering additional technical requirements and their weight for the 

identified components 
4. Gathering design options (on the POS component of which the interviewee 

has expertise) and identify the effect they have on reaching the identified 
quality criteria.  

5. Evaluation and validation of design decisions and trade-offs.   
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5.2.3    Interview guideline  

In table 5-4 the guideline that was used for the semi structured expert interviews is 
shown.  

Table 5-1 Expert interview guideline 

Interview Type  Semi-structured expert interviews  
  

Interview 
Strategy  

Confirmatory and exploratory  

Method ● Semi structured questions guided by visual aid of the 
conceptual POS components 

● Confirmatory interview   

Number of 
interviewees  

12 

Duration  1 hour  

Objectives Objective 1: Validating if the general POS components (Identified 
from literature review and informal talks) are identified and located 
correctly.  
Objective 2: Gathering input on potential architectural components that 
have not been considered yet.  
Objective 3: Gathering more technical requirements and their weight 
for the identified components 
Objective 4: Gathering design options (on the POS component of 
which the interviewee has expertise) and identify the effect they have 
on reaching the identified quality criteria.  
Objective 5: Validation of design decisions and trade-offs  

Input • The general Point of Sale architectural components 
• Semi-structured questions 

Output • Confirmation on the general POS components that where 
drafted in the first design phase following the informal 
interviews and expert panel 

• New architectural components 
• Information on the importance and feasibility of the 

requirements 
• The different options possible in which the discussed 

architectural component can be build and their effects 

Interviewees  C Developers, Java developers, IOS and Android experts and PSP 
product managers who are involved in the Point of Sale ecosystem 
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5.3    The process of identifying architecture trade-offs  

A part of the design process has already been indicated by the visualization the Quality 
attributes tree in paragraph 5.1.3 and by establishing the relevant mPOS components in 
Chapter 3. The design phase will roughly consist of four sub-phases. Scoping, 
analyzing and development, identification of the solution and continues iteration. As 
followed by the continues architecture principles the design process was conducted by 
many iterations.  
 
First the design was scoped following the objectives mentioned in phase 2 which helped 
to identify the boundaries of the solution. In phase 3 all quality criteria have been 
considered. And are illustrated in paragraph 5.1.3.  As explained in the first chapters no 
final decisions have to be made, the tradeoffs itself need to be determined and final 
decisions will be made for demonstration purposes.  
 
In the second sub-phase called brainstorming and development of potential solutions a 
design has been made using the requirements and the current mPOS solution 
architectures. These have been verified during brainstorm sessions with 
multidisciplinary development experts. The indicated design options are the outcome 
of this phase.  
 
The third sub-phase Identification of the optimal solution is derived out of the scope of 
this research. Due to the holistic approach of this research and therefore the lack of 
functional requirements the optimal solution does not include a final architecture. The 
optimal solution is highly dependent on the architect’s preferences and situation. 
Therefore, the optimal solution consists of a decision flow that enables architects to 
build an architecture portable enough for all mPOS innovations. The research presents 
the identified tradeoffs. The optimal solution can be made dependent on the quality 
criteria of the specific user.  

 
The fourth sub-phase Iteration, is very much in line with the DSRM as well as with the 
continues architecture approach. A continues line of feedback has been managed by 
continues verification by informal conversations with experts. This has led to revisiting 
and to revising the former process phases.  

5.4    Drafting the architecture outline  

In the first phase of de design process the different software components that are subject 
to relocation have been identified. All components that are not directly connected to 
hardware can theoretically be moved to a server. This excludes the card and pin entry 
components but includes the components that process and command that entry. 
Furthermore, due to certification compliance the monitoring and attestation 
components cannot be relocated. The components and the risks that come with 
relocating them will briefly be discussed in this paragraph.   
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Figure 5-3  Movable POS components 

The term Controller is derived from the Model-view-Controller (MVC) design pattern. 
In this pattern the Controller represents the application logic or in other words the 
business logic of the application (Leff & Rayfiel, 2001). The business logic implies the 
decisions that will be made in the device that are dependent on the input. Examples of 
these decisions are the selection of one of the payment applications available on the 
card or whether PIN should be asked or not. Since these decisions are depended on the 
data that has been inserted a lot of communication takes place between the Controller 
and the drivers. This makes it complicated to move the Controller to a more distanced 
location.  
 
The Kernel contains interface routines, security and control functions, and logic to 
manage a set of commands and responses to retrieve the necessary data from the Card 
to complete a transaction. The Kernel processing covers the interaction with the Card 
between the selection of the card application (excluded) and processing of the outcome 
of the transaction (excluded). The Kernel is a complex computational component that 
sends and receives a high number of signals. During the transaction the Kernel is giving 
commands and keeping track of the status. A contactless transaction should process the 
card data within 500 milliseconds (EMV – Book -C Kernel L2 specifications, 2020). 
The Kernel is an important component that is partly responsible for the speed of that 
communication. Conversations with terminal vendors have indicated that moving the 
Kernel to the server is a highly discussed idea that is likely to be more successive due 
to current technological innovations. These will be further discussed in paragraph 5.8.  
 
The protection components can live in the application as well as in the hardware of the 
COTS device. Moving the protection component to the server is not an option according 
to security experts due to the necessity of native checks.  
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The tradeoff between using an SDK or an Application or a hybrid variant of this tradeoff 
will not be discussed in this research. It is considered outside of the scope of the 
research because it does not have an effect on the possibility of moving the terminal 
solution to the cloud and can be considered an implementation detail. However, it is an 
important decision that will have to be taken while building the payment architecture. 
Therefore, this information is added in appendix E.  

5.5    Architecture design options  

The design decisions regarding the components identified in paragraph 5.4 will be 
shown in the coming paragraphs. First the expertise that has been used is indicated by 
showing a summary of the experts that were questioned and by providing the obtained 
and necessary background information. Secondly, the options are visualized and 
explained. By combining the technical capabilities of the options with the quality 
criteria an analysis can be made on the effects that a design decision will have. 

5.6    Security  

Some security background information leading to the security design options will be 
shown in this paragraph. Security constitutes the components in the terminal that are 
responsible for data protection. The security decisions and design options are based on 
and verified by the input of the experts shown in table 5-2.  
 

Table 5-2 Security experts 

EXPERTISE EXPERT   ROLE EXPERIENCE METHOD 

IOS 
DEVELOPMENT 

1 IOS app 
developer/ 
team lead    

10+ years of work on IOS 
SDK’s, JAVA 
development and Tech 
lead  

Semi-
structured 
interview and 
expert panel  

PAYMENT 
SECURITY 

2 Certification 
manager 

10+ years Semi-
structured 
interview 

PAYMENT 
SECURITY   

3 Security 
Senior 

10+ years of work on 
terminal security  

Semi-
structured 
interview and 
expert panel  

IOS 
DEVELOPMENT 

4 Senior 
developer IOS 

5+ years  Informal 
interviews and 
expert panel  

ANDROID 
DEVELOPMENT 

5 Senior 
developer/ 
Tech lead 

5+ years of work on app 
development, Android 
SDK’s and the full 
Android terminal solution 

Semi-
structured 
interview and 
expert panel  
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Figure 5-4 Security components 

 
“Software” in Software POS does not mean that simple software sitting on top of the 
OS of a mobile device is going to replace all the features implemented in a classical 
POS terminal. The fact that all the transactions are going to be authorized online and 
that Magstripe transactions are prohibited, allows SoftPOS solution vendors to mitigate 
the risk of a security breach by reducing the functional surface of their software sitting 
on the device (Assadi, 2020).  
 
The main challenge that faces a Software POS solution provider is ultimately to protect 
the cryptographic keys managed by the application and, additionally, the application 
code sitting on the mobile device. The biggest challenge is to find the balance between 
the security of the implementation and the usability of the service. Implementing the 
maximum level of security that the current Android OS could offer becomes a hurdle 
when it comes to guarantee the transaction performance (processing time on the 
device), the maintenance and the scalability of such a solution.  
 

5.6.1    Architecture design options  

The architectural security options consist of hardware and software-based security. 
Within hardware and software-based security some additional distinctions can be made 
in what type of security is used. All provided options have been proposed or verified 
by the experts mentioned in table 5-2.  
 

5.6.2    Hardware based security  

Hardware based security uses the COTS hardware to provide an additional layer of 
security. For IOS this is called the Secure enclave and for Android the Secure element 
and Trusted execution environment. Both systems allow the application to run secure 
elements of the process such as keys in its own CPU and storage. The hardware bases 
security makes sure that it is not possible to temper with the data.  
 
These hardware components are used by Android and IOS OS to improve the security 
of libraries, such as the KeyStore, proposed to app developers to secure the sensitive 
data and the operations made by their apps. The Android APIs accessible to developers 
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can be used to ensure that a keyset has been generated, or not, using a security 
mechanism provided by the OS and backed by a hardware component on the device. 
This is guaranteed by the latest versions of the OS. These new APIs make the 
development of secure applications possible and the full dependency on software 
security mechanisms, such as White box cryptography, less critical (Assadi, 2020).  
 
The Secure element is a hardware form of security that comes embedded in some 
smartphone types. It provides a secure environment outside of the normal processor to 
process secure elements. Because of its embeddedness in smartphones is creates a 
dependency on specific devices. It is therefore a less required solution form.  Out of the 
thirty analyzed mobile security or mobile POS vendors only 2 vendors supported 
hardware security (Mastercard, 2021).   

5.6.3    Software security  

The security system will always assume that the underlying hardware system can be 
compromised and therefore distrusts the OS. Even in this scenario it should be possible 
to protect the application of manipulation. Various complementary software security 
systems are available. A variety of layered security systems can will increase the 
security and the time required to tamper the system. Examples of these security 
mechanisms include Anti-cloning, Anti-rooting, Anti-key-recovery, Anti-analysis and 
Anti-instrumentation. The advantage of fully software-based security is its portability. 
It can fit to any device and is not depended on hardware. Furthermore, it increases 
control because it can be easily updated remotely.  

5.6.4    Security reliant on COTS Platform  

The OS system environment can be used to encrypt and stare secure data. However, a 
rooted device cannot guarantee a sufficient protection for these keys. A White box 
cryptography component helps achieving a better protection when properly integrated 
into the product. It allows the use and the manipulation of keys and ensures that these 
cryptographic elements remain protected during runtime. Nevertheless, an attacker who 
is able to take the control of the application and understand the implementation that is 
being made can recover the keys and get access to protected data. An additional layer 
of code protection is necessary to harden the application.  
 
A clear distinction between Android and IOS can be made in this architecture choice. 
According to the interviews with both android and IOS experts the IOS operating 
system can be considered sufficient and within the boundaries of PCI requirements. 
The Android OS is due to its open source nature less reliable and will need additional 
security layers to comply with PCI requirements. Therefore, in the architecture design 
tradeoff a distinction needs to be made between IOS and Android operating systems.  
 

5.6.5    Tradeoff analysis  

Hardware-based security – The classical terminal is a secure device due to its 
hardware-based security. If the hardware would be broken the keys would get lost and 
could not be retrieved. Moving to software-based security compromises this layer of 
security. By using hardware components of the COTS devices this will be compensated.  
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Whether hardware-based security is more secure in comparison with software-based 
security is up for debate. In the qualitative interviews Alejandro Ferrer Delgado stated 
that software-based security could be just as good as hardware-based security. This is 
obviously dependent on the amount of security layers and the type of software-based 
security added. However, Tim Hartog a security certification expert mentions that there 
is no better security than hardware-based security due to the fact that hardware cannot 
be hacked. Both experts agree that from a security perspective, combining both 
hardware and software security would be most secure. This does however come with 
some complications.  
 
The downside of using hardware-based security is that it creates a dependency on the 
hardware vendor and the COTS devices that support that hardware. A collaboration is 
needed with a hardware vendor which might complicate the process of developing a 
payment service.  
 
Software-based security – Software based security can exist out of a software library 
including bought or build security software or the use of the security functionalities that 
already exist in the operating systems software.  
Using software security will result in a software system living on the COTS device that 
can be fully controlled by the PSP. It can be used on multiple devices and can be made 
independent of the device it runs on. This makes the application more flexible.  
 
Having such a library living on the COTS does however have an impact on the systems 
performance because it requires additional coding, memory and updates. This could be 
unnecessary when the required functions are already available by the operating system.   
 
IOS OS Security - According to the IOS security experts a big part of the responsibility 
of the application security lies within the operating system of the COTS device. Apple 
is known to be good in this area. When the application is downloaded from the app 
store it can be expected that the application is secure and that nobody can get their 
hands on the data it processes.  The communication to the backend should be encrypted 
on multiple levels. How this is actually established are implementation details up to the 
developer.  
 
It is possible to either use the cryptographic functions of the operating system or build 
them in a library. Since the cryptographic functions of the IOS OS are sufficient there 
are no real reasons to enlarge the application or SDK with additional self-made 
cryptography. Most cryptography algorithms are already supported by the current IOS 
devices.  
 
Android OS Security – Similar to the IOS OS security the android OS offers 
cryptography and security. The expert interviews indicated that android has a less 
secure environment and therefore needs additional security measures. Especially when 
critical data such as PIN is entered additional software security such as White box 
encryption should be part of the solution.  
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5.6.6    Summary of the security decisions and effect on quality 

criteria  

Due to the limitations of OS security, security experts state that solely using the OS 
security is likely not secure enough. Especially the Android security is not sufficient. 
The tradeoff is therefore not between hardware based, software based and OS based 
security but between hardware based and software based including OS system security. 
A solely software-based solution is also still an option but it would decrease the 
performance efficiency. A summary of the different design decisions and their effect 
on the determined quality criteria is shown in Table 5-3. Furthermore, this trade-off is 
not between the two architecture options but between their quality criteria. It is not 
necessary to only choose one. The security experts interviewed for this research state 
that the combination of all security measures would result in the highest possible level 
of security. This would however also result in a decrease in portability, performance 
efficiency and modifiability as can be seen in Table 5-3.  

Table 5-3 Security design options and quality criteria 

Architecture  Security  Performance 
efficiency  

Portability  Maintainability  

Hardware 
based  

+ Confidentiality 
Hardware based 
security increases 
the confidentiality 
of key protection  

+ resource 
utilization 
Resources that are 
used are already 
existent  

-- Adaptability  
The app will only 
be able to run on 
a limited number 
of supporting 
devices  

- Modifiability 
and testability 
Hardware based 
security is outside 
of the control of 
the PSP  

Software 
based  

 - Resource 
utilization. The 
use of software-
based security 
will increase the 
need for storage 
and the use of 
libraries.  

++ Adaptability  
This security can 
be used on every 
COTS device  

+ Modifiability 
and testability A 
fully software-
based solution can 
be in full control 
of its owner  

Software 
based OS 
IOS   

 + resource 
utilization 
Resources that are 
used are already 
existent  

+- Adaptability  
The security will 
only work on the 
most used OS 
versions.    

- Modifiability 
and testability 
There is a 
dependency on the 
OS for modifying 
security  

Software 
based OS 
Android  

- Integrity 
Androids open 
nature is not 
secure enough for 
PCI compliance 

+ resource 
utilization 
Resources that are 
used are already 
existent 

+- Adaptability  
The security will 
only work on the 
most used OS 
versions.    

- Modifiability 
and testability 
There is a 
dependency on the 
OS for modifying 
security 
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5.7    Application  

The application of the mPOS terminal is the entire software solution that processes all 
the data input and provides a User Interface (UI). The application can either be a full 
application or a Software Development Kit (SDK) which can be used by the merchant 
to build a full application. This chapter will focus mainly on the Controller part of the 
application. The distinction between using an SDK or an application is not considered 
part of the scope of this thesis. Therefore, the relevant application components that will 
be considered in this chapter are the Controller and Driver. More background 
information on these components can be found in paragraph 3.5.  
 

Table 5-4 Application experts 

EXPERTISE EXPERT   ROLE EXPERIENCE METHOD 

IOS 
DEVELOPMENT 

1 IOS app 
developer/ 
team lead    

10+ years of work on 
IOS SDK’s, JAVA 
development and Tech 
lead  

Semi-structured 
interview and 
expert panel  

POS PAYMENTS 2 Product 
manager / 
Team lead 

10+ years of work on 
payment flows  

Multiple informal 
interviews 

C 
DEVELOPMENT 
/ KERNELS 

3 Senior C 
developer 

10+ years of work on C 
development and 
payment architectures  

Semi-structured 
interview, expert 
panels and 
multiple informal 
interviews  

IOS 
DEVELOPMENT 

4 Senior 
developer 
IOS 

5+ years  Informal 
interviews and 
expert panel  

ANDROID 
DEVELOPMENT 

5 Senior 
developer/ 
Tech lead 

5+ years of work on app 
development, Android 
SDK’s and the full 
Android terminal 
solution 

Semi-structured 
interview and 
expert panel  

JAVA 
DEVELOPMENT 

6 Senior Java 
developer/ 
Tech lead 

8+ years of work on Java 
development and 
responsible for SCRP 
architectures  

 Semi-structured 
interview and 
expert panel 

POS 
INTERFACES  

7 Product 
manager/ 
Team lead   

3+ years Multiple informal 
interviews 
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5.7.1    Controller and Drivers  

To argument for changing the architectural location of the Controller and the driver 
some background information is shown in paragraph 3.5. Because of the complex 
nature of these components only the information of the technical components relevant 
for this research have been explained. Additional information on these technologies can 
be found in the provided sources.  
 
Moving from a terminal towards a COTS device means that the software used for 
communication with the hardware (Drivers) and the software for the business logic 
(Controller) will be moved to an application. For the SPOC solution the driver will then 
be part of both the PSP SDK/App and the SCRP software. For the CPOC solution the 
driver will be living in the PSP SDK/App. Moving the business logic from a classical 
hardware terminal to a software solution leaves two options. Moving the Controller into 
the application or moving it to the server. Various experts pointed out that having the 
business logic living in the cloud will increase latency significantly and therefore would 
not be feasible. Therefore, this architectural option will not be considered. An exception 
can be made by moving the business logic to the server in a modular and rule-based 
approach. Therefore, the modular approach will be further discussed in this paragraph. 
This approach is visualized in Figure 5-5. The Modular rule-based approach is further 
explained in Chapter 3.5. 
 
The distance that the signals have to cover inside of the application is neglectable and 
therefore communication within the application has a low effect on the latency. Moving 
the Controller to a location other than the application would result in an increase in 
latency due to the number of signals necessary between the Controller and the drivers. 
These signals will then no longer happen within the application but will happen 
between a server and the application.  
 
The terminal architecture can have a significant impact on the number of signals that 
need to be send and their distance. Therefore, the architecture decisions will impact the 
transaction speed or communication latency.  

 
Figure 5-5 Modularized Controller design choice 
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5.7.2    Option 1:  Controller in the application  

For both the CPOC and the SPOC solution having the Controller in the application 
would mean that little has changed in comparison with the classical terminal. The 
Controller will live in the PSP SDK/Application and applies business logic to the input 
gotten from the drivers via the COTS device hardware. The difference between CPOC 
and SPOC in this scenario is that the driver in SPOC will communicate with the SCRP 
as is shown in Figure 5-5. The driver for the CPOC solution will communicate with the 
NFC chip reader. The Controller will remain the same.  
 
Having the Controller living in the application will result in a similar transaction flow 
as the classical terminal. Therefore, no additional latency will occur.  An over 
simplified example of such a transaction flow is visualized in the transaction flow 
diagram shown in Figure 5-6. The simplistic authorization flow will consist of the 
following steps:  
 

1. The transaction will be started by the Controller  
2. The card data will be inserted  
3. The Controller applies the business logic. Dependent on this logic more 

communication with the card or the shopper is necessary to gather data on the 
applications, currencies, PIN etc. 

4. Data and instructions go back and forth between the driver and Controller until 
all relevant business logic is applied  

5. A HTTP connection is opened and the transaction is processed over the server  
 
As indicated in Figure 5-6, the majority of the communication is between the driver 
and the Controller. The Controller start the transaction and depended on the business 
logic built into the Controller a number of signals will be send back and forward 
between the driver and the Controller. At the end of the transaction an authorized 
request will be send to the server via a HTTP connection. This request will receive a 
response indicating whether the transaction was successful or not. The single moment 
of communication between the Controller and the server allows for a high transaction 
speed.  
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Figure 5-6 Controller – driver transaction flow classical terminal 

 

5.7.3    Option 2: Moving Controller to the server  

Moving the Controller to the server will result in a significant increase of 
communication between the server and the application or SDK. Moving the Controller 
to the server was therefore not considered feasible. The expert interviews and informal 
conversations with payment service vendors have identified some architectural 
innovations that when combined could compensate for the latency created by the 
increase of communication between Controller and servers.     
 
Firstly, the Websocket protocol, as explained in the background paragraph 3.5, the 
Websocket protocol will increase communication speed in comparison with the widely 
used HTTP communication. 
 
Secondly, Modularity, by making the Controller modular it would be possible to move 
parts of the business logic to the server dependent on the availability of certain 
transaction speed variables such as internet speed and server location. This allows 
architects to build a hybrid Controller in which business logic can be moved to the 
application for faster transaction speeds.    
 
Thirdly, the rule-based engine  
Expert brainstorming has resulted in an optional architecture that could allow for 
moving Controller to the servers by using a rule-based engine. As explained in the 
background paragraph of this chapter, using a rule-based engine will significantly 
decrease the number of signals that need to be send between the driver and the 
Controller. 
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Figure 5-7 Controller – driver transaction flow option 2 

Figure 5-7, gives a simplistic overview of the transaction flow diagram resulting from 
option 2, moving Controller to the server. This architecture allows for the following 
generic flow:  
 

1. The transaction is started  
2. Card data is inserted  
3. The Websocket connection is already opened and allows for direct 

communication of the data  
4. The instruction tree consisting out of all rule scenarios is send to the 

applications rule engine  
5. The rule engine applies the decision tree (business logic) on the data.  
6. Dependent on the business logic the application will request additional PIN 

entry or manual application selection 
7. The entered date is sent through the open WebSocket connection  
8. If necessary a second instruction tree is sent.  
9. The payment is authorized or declined  

 
As can be seen in Figure 5-7 the number of signals still increases in comparison with 
the authorization flow shown in Image 16 This will be compensated by the use of 
websocket communication but it will still result in latency. Furthermore, the amount of 
data send over the signals will also increase and therefore have an impact on its latency.    

5.7.4    Tradeoff  

The Controller in the application – The default option of keeping the Controller in the 
application will result in a faster transaction speed due to small distance to the devices 
native components. Furthermore, the connection between the Controller and the driver 
has no requirement for an internet connection and therefore does not require the device 
to be online. Offline functionality is therefore still a possibility.   
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The Controller in the server – Moving all business logic from the Controller in the 
application to the server will reduce the likelihood that a third party will be able to 
access the business logic code. This increases the confidentiality of the solution. 
Furthermore, the portability of the solution will increase significantly on the sub aspects 
adaptability, install ability and replaceability. The application can then be adapted for 
different hardware and software environment since it is independent of its nature and 
can connect to abstractions and API’s. The install ability of the application will increase 
because the Controller no longer needs to be installed. Instead it has a websocket 
connection to the application. The replaceability will increase as well since the 
modularized nature of the new Controller allows for easy replacements of components 
as well as the entire Controller. Components can be replaced and reconnected to the 
application by an API.  
 
Moreover, the maintainability will be improved due to the modularity and the location 
of the business logic. The server is in full control of the PSP and therefore the 
components can be easily replaced and modified without the need for an update. 
Whereas components living in the application have a dependency on updates initiated 
by its user.  
 
As mentioned before, moving components to the server will have effect on the 
transaction speed. However, the experts interviewed for this research agree that the 
increase in latency will not be significant and therefore the transaction speed will most 
likely be within the required limitations set by EMV protocols for internet speeds in 
Western Europe.  Furthermore, the Websocket connection is reliant on a fully 
connected terminal. The offline functionality will therefore no longer be possible by 
using this architecture option.  

5.7.5    Summary of the Controller design options and their effect 

on quality criteria  

According to the expert interviews conducted for this chapter three design options will 
fit within the technical boundaries of this research. A component-based Controller 
enables the architect to move the Controller partly to the server. Which sub-components 
are then used in the server and which are used in the application can then be made 
dependent on the latency that occurs. Therefore, the option of a hybrid Controller is 
added. Table 5-5 clearly indicates the effects that will take place as a consequence of 
these design decisions. The quantity of these effects is dependent on the environment 
in which the architecture operates. Therefore, the hybrid Controller is deemed a flexible 
solution that can be adjusted to a variety of situations.   
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Table 5-5 Application design options 

Architecture Application 
based Controller 

Server based 
Controller  

Hybrid Controller 

Security  ++ confidentiality The 
business logic will not be 
accessible to third parties 

+ confidentiality The 
business logic will not be 
accessible to third parties 

Performance 
efficiency 

-- Resource 
utilization More 
code and data will 
live in the 
application  

-- Time behavior The 
transaction speed will 
decrease 

- Time behavior The 
transaction speed will 
decrease slightly 

Portability  ++ Adaptability, Install 
ability, replaceability  
The Controller will be 
fully portable and can be 
used independent on the 
hardware or software of 
the device.  
 

++ Adaptability, Install 
ability, replaceability  
The Controller will be 
fully portable and can be 
used independent on the 
hardware or software of 
the device.  
 

Maintainability  ++ Modularity 
Components can be easily 
replaced  
++ Modifiability The app 
can be easily modified in 
a scalable manner  
++ Analyzability All 
business logic data will 
live in the server and can 
directly be analyzed 

+ Modularity 
Components can be easily 
replaced  
+ Modifiability The app 
can be easily modified in 
a scalable manner  
+ Analyzability All 
business logic data will 
live in the server and can 
directly be analyzed 

Functional 
suitability  

 -- Functional 
completeness The 
solution will no longer 
provide offline payments 
functionality 

-- Functional 
completeness The 
solution will no longer 
provide offline payments 
functionality 

 

5.8    Kernel  

This paragraph will elaborate on the design decisions that have become available due 
to the move from hardware-based terminals to software-based terminals with regards 
to its Kernel component. Additional background information on the Kernel can be 
found in Chapter 3.5. The experts that have provided input in the form of design options 
and validations are shown in table 5-6. These experts have a specific expertise on 
Kernels. The experts mentioned in Chapter 4 have given more general input on Kernels 
from the perspective on their expertise, i.e. a security perspective.  
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Table 5-6 Kernel experts 

EXPERTISE EXPERT   ROLE EXPERIENCE METHOD 

C 
DEVELOPMENT 
/ KERNELS 

A Senior C 
developer 

10+ years of work on C 
development and 
payment architectures  

Semi-structured 
interview, expert 
panels and multiple 
informal interviews  

JAVA 
DEVELOPMENT 

B Senior Java 
developer/ 
Tech lead 

8+ years of work on Java 
development and 
responsible for SCRP 
architectures  

 Semi-structured 
interview and 
expert panel 

 
There are three different Kernel levels. Kernel level 1 indicates the native software 
directly connected to the hardware (the bits and bytes). Level 3 considers the payment 
application and level 2 contains the logic to retrieve card data. In this and in most other 
literature, when talked about the Kernel this means level 2 Kernels. In Figure 5-8, the 
application component is similar to Level 3 and the reader consists of the earlier 
mentioned driver and the Kernel level 2.    
 

 
Figure 5-8 Kernel design options 

 
The currently used EMV level 2 Kernel applications for both contact and contactless 
payments live inside the POS hardware. Moving the Kernel outside of the hardware 
would result in benefits as well as some challenges. In the older terminals no heavy 
business logic was being stored causing the POS based terminals to work well. 
However, with the increase of payment methods the number of L2 Kernels is 
increasing. Furthermore, new requirements such as the U.S. Common debit AID 
requirement are being implemented making it more and more complex to manage the 
various processes on the device. Terminal vendors have been reluctant to moving the 
Kernel to the cloud until recent times due to three factors: network latency, security, 
and the uncertainty of the level 2 Kernel certification process. However, recently the 
concept of a cloud Kernel is being revisited due to new technological innovations and 
network improvements. Various pilot projects are currently running to demonstrate a 
proof of concept on the cloud Kernel (Yazmaci, 2021). 
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Figure 5-9 Kernels detailed architecture 

The Kernel process shown in Figure 5-9 is explained in Chapter 3.5. For explanatory 
purposes Figure 5-9 is also shown here. According to the EMV Kernel 2 specifications 
(EMVCO Book C-2, 2021), there are roughly three types of POS system architectures:  
 

• A fully integrated terminal:  All functionality in one single device  
• An intelligent Reader: The Reader handles the transaction processing and 

passes the result on to the Terminal Application for completion.   
• A hybrid variant: This combines the terminal Application and a transparent 

reader. The Reader provides card communication and the other processes 
including the Kernel take place in the Terminal.  

 
According to the Kernel experts mentioned in Table 5-6, these options can be extended. 
Adding one additional option:  
 

• The cloud Kernel: This combines the terminal Application, a transparent 
reader and the cloud. The reader only provides raw card communications 
and the other processes including the Kernel take place in the cloud. The 
reader will then only provide a gateway for communication.  

5.8.1    CPOC versus SPOC  

As the classical terminal uses the fully integrated terminal in which all functionality 
lives in one single device the future solutions use different architectures. The SPOC 
solution uses the SCRP device to retrieve card data. The majority of the transaction 
processing is handled in the SCRP itself. Therefore, the SCRP has its own software 
including a Kernel to process the card data. In the EMV Kernel protocol this would be 
called the intelligent reader.  
 
The CPOC enabled device does not have a separate reader. The CPOC solution 
combines the payment application with the NFC reader of the COTS device. Therefore, 
this would be called the hybrid variant in the EMV Kernel protocol. In this variant the 
NFC reader provides card communication and all other processing including the Kernel 
is being handled by the terminal application.   
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The three type of POS systems architectures do not allow for all mPOS innovations. 
The hybrid variant is only suitable for CPOC, the intelligent reader for SPOC and the 
fully integrated terminal for a classic terminal.  

5.8.2    The cloud Kernels  

In Figure 5-9 the different processes that live in the level 2 Kernel are shown. Due to 
the hardware dependency of the Kernel it is not possible to move the entire Kernel to 
the server. Therefore, it is important to divide the Kernel is processes so it can be 
identified which processes can be separated and moved to the server. For this reason, 
additional background information and a simplistic view of the Kernel processes has 
been explained in paragraph 3.5.5.  
 
As indicated in the short explanation on the Kernel processes the process K Kernel 
processing is responsible for the communication to and from process D, S and P. Due 
to the high number of signals being send between these processes their location is very 
important. Moving these processes could cause additional latency.  
 

 
Figure 5-10 Cloud Kernel 

Figure 5-14 visualizes the potential architecture of a cloud Kernel. Since it is not 
possible to remove the entire Kernel a sub Kernel should be used to facilitate the 
communication between the cloud Kernel, the terminal application and the reader. The 
sub-Kernel performs EMV entry point processing and it coordinates the flow of the 
transaction between the terminal application, card reader and the L2 cloud Kernel. It 
exposes APIs and callback functions to the terminal application to drive EMV payment 
transactions. It gets transaction amounts and other transaction-related data from the 
POS application, it communicates with the card reader to get the EMV card data and 
sends all this information to the cloud to execute EMV transaction steps. At the end of 
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the transaction, it gives the authorization data to the terminal application to go online 
for authorization and receipt printing.  
 
Process M initiates the Kernel and also provides information on the availability of the 
terminal antenna. Furthermore, Process P needs to directly communicate with the 
hardware components of the terminal reader and therefore these components partly 
remain in the physical terminal.  
 

5.8.3    The effects of moving the Kernels to the server  

 
To visualize the effect of these architecture changes a simplistic transaction flow is 
shown in Figure 5-15. The flow cab be explained as follows:  
 

1. The terminal application gets the transaction amount, type and initiates the 
transaction  

2. The application sends the acquirer name, EMV configuration ID and transaction 
parameters. The sub-Kernel sends these to the cloud.  

3. The Kernel then sends the AID’s from the reader database and sends this to the 
Sub-Kernel  

4. Application selection is then handled according to configuration  
5. Send get processing options response  
6. The application protocol data unit (APDU) is send. This is the communication 

unit between a smart card reader and a smart card 
7. Cardholder verification method (CVM) (i.e. PIN) parameters are send and 

responded.  
8. Complete transaction  

 
The communication shown between the Sub-Kernel and the Kernel is handled between 
a server and the application in Figure 5-15. In the classical terminal variants as 
mentioned in paragraph 5.8 this communication would remain within the application.  
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Figure 5-11 Cloud Kernel transaction flow 

The communication between the sub-Kernel and Kernel can increase for more complex 
payment scenarios. The main responsibility of the Kernel is to send and receive data. 
Therefore, moving the Kernel partly while implementing a sub-Kernel will have a 
significant effect on the number of signals send and received by the server. Although 
the use of a Web-socket communication will compensate the increase in latency partly, 
the expert interviews as well as technological literature indicate that increasing the 
server communication by moving the Kernel to the cloud would likely still increase 
latency (Oliveira et al., 2018)  

5.8.4    Tradeoff  

The tradeoff will be simplified by grouping the classical Kernel variants as one option. 
For the scope of this thesis these can be grouped because as explained earlier in this 
chapter, all three classical Kernel variants are necessary to provide for all considered 
mPOS innovations.  
 
The fully integrated terminal, intelligent reader and the hybrid variant – All three 
original Kernel structures are necessary to provide an architecture for the current as 
well as the future (m)POS innovations. Therefore, these will all have to be supported 
by the various (m)POS solution. This means that these solutions have a significantly 
lower portability in comparison with the second hybrid variant.  
 
Furthermore, the connection between the Controller and the driver has no requirement 
for an internet connection and therefore does not require the device to be online. Offline 
functionality is therefore still a possibility.   
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The cloud Kernel – The server-based Kernel will not allow for offline transactions. This 
has a negative effect on the functional completeness and also makes the system less 
reliable. Once the network is interrupted it will be more difficult for the server system 
to recover the transaction.  
 
As mentioned earlier in this chapter, the cloud Kernel will likely cause more latency 
due to the increase of server communication. However, some (technological) 
innovations have the opportunity to compensate this latency:  
 
Firstly, the Websocket protocol, as explained in Chapter ,3 the Websocket protocol will 
increase communication speed in comparison with the widely used HTTP 
communication. 
 
Secondly, the increase of contactless payments. According to research by De 
Nederlansche bank, Dutch consumers used contactless payments for 67% of their 
transactions in 2020. This number is still increasing in a fast pace partly due to Covid-
19 (Jonker, 2021). The number of signals that are send during a contactless payment is 
smaller in comparison with other entry methods because a contactless payment is only 
allowed to take 500 milliseconds (EMVCO Book C-2, 2021). Therefore, the use of 
contactless payments will decrease the number of signals that have to be send ant with 
that the systems latency.  
 
Thirdly, the NFC reader used for a CPOC solution already decreases the transaction 
speed significantly. A waver has been given by the EMVCO allowing CPOC 
transactions to have a longer duration than is normally accepted by EMVO protocol. 
The decrease in transaction speed as a consequence of the COTS hardware increases 
the amount of time that can be used for Kernel communication.  
  
Moving the Kernel to the cloud means that the solution certification will no longer be 
necessary for each device. By moving the Kernel and the transaction processing to the 
server the majority of the solution certification will only have to be done once. 
Improves the testability of the system and saves time and costs because it will no longer 
be necessary to certify each separate device. Furthermore, the level 2 Kernel will no 
longer be tied to the hardware or operating system platform and will therefore be able 
to support different devices with a limited effort.  
 
Moreover, configuration files no longer need to be pushed to the terminals. Changing 
parameters in the server will directly cause an effect for all selected terminals.  Also, 
the cloud Kernel can provide detailed transaction data and detailed error logs for 
failing transactions. This data can be stored in the database for monitoring and 
reporting. The cloud Kernel will also have an effect on security, because the Kernel 
lives in the cloud, no secure processor is needed limiting the amount of memory space 
on the COTS device. Lastly, according to the interviews with solution vendors the large 
payment schemes are now providing well defined certification processes allowing 
cloud Kernels to be used for the same payment method schemes as regular L2 Kernels.  
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5.8.1    Summary of the Kernels design options and their effect on 

quality criteria  

There are four design options possible for the Kernel architecture. However, the three 
classical design options all need to be combined to provide for the mPOS solutions 
considered in this research. The newly proposed cloud Kernel can provide for all 
solutions and therefore the three classical options are combinedly compared with the 
cloud-based Kernel. The main difference is the amount of communication necessary 
for a cloud-based Kernel between the server and the sub-Kernel living in the payment 
application. The effects of the Kernel design choices on quality criteria derived from 
the expert interviews are visualized in table 5-8.  
 

Table 5-7 Kernel Design Choices 

Architecture Terminal Based terminal  Server based terminal  
Security  ++ Integrity The users of the application 

will not be able to access the Kernel code.  
Performance 
efficiency 

 -- Time behavior Transaction time will 
increase 

Portability  ++ Adaptability, Install ability, 
replaceability  
The Controller will be fully portable and 
can be used independent on the hardware 
or software of the device. 

Maintainability -- Modifiability Updates need to 
be pushed to all COTS devices to 
modify the system 

++ modifiability  
The system can be fully modified by 
changing parameters in the server 
++ Testability The solution only lives in 
one location and therefore the software 
can be easily tested and certified. 

Functional 
suitability  

++ Completeness Allows for 
offline transactions  

-- Completeness Does not allow for 
smaller schemes yet 

Reliability  -- Recoverability In the event of an 
interruption it will be difficult to re-
establish the transaction.  
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5.9     Combining the Kernel and Controller architecture  

Although the research is visualized for simplicity as if all components work 
independently it should be considered that moving the components can have an effect 
on other components. This effect has been considered and is elaborated on in this 
paragraph.  
 
As can be seen in the previous paragraphs, the different components that are being used 
by the Controller are intertwined with the Kernel components. The Kernel can be 
considered as a part of the driver which communicates with the hardware and applies 
the business logic from the Controller on the retrieved data.  
 

 
Figure 5-12 Controller and Kernel synergy 

 
As mentioned in the Controller paragraph, the Controller needs to communicate with 
the driver and therefore moving the Controller will increase the number of signals that 
need to be send to and from the server. The part of the driver that consists of the Kernel 
undergoes the same consequence. By moving it to the server as shown in figure 5-16, 
additional communication is necessary towards the terminal application and its 
Controller. Therefore, moving both components to the server will create a form of 
synergy. The communication that would occur between the Controller and the Kernel 
fully occurred within the COTS device for the classical Kernel and Controller’ solution. 
The proposed solutions in paragraph 5.7 and 5.8 show an increase in communication 
between the device and the server. Moving both components to the server will result in 
moving these communication signals within the server. In conclusion, moving both 
components will increase the processing within the server and therefore decrease the 
number of signals that need to be send between the server and the application. This is 
illustrated in Figure 5-17.  
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Figure 5-13 Controller and Kernel synergy transaction flow 

In an addition to this, the Sub-Kernel that lives in the PSP SDK/Application which 
creates another opportunity to combine the signals that are send. By moving both the 
Kernel and the Controller to the server the different signals can be combined in one 
signal resulting in no increase in the number of signals at all.  
 
This means that after moving the Kernel to the cloud latency will increase due to the 
increased amount of communication between the application and the server. However, 
consecutively moving the Controller to the cloud would not result into an increase of 
latency but will even decrease latency due to the communication between the Kernel 
and the Controller that will fully be moved to the server.  
 
Combining the Controller and Kernel signals would however increase the amount of 
data send in the signals and therefore decrease the communication speed. According to 
the interviewed Java development and C++ development experts this would however 
cause an insignificant change in latency.   
 
  



Master thesis Vince Vissers   

 97 

5.10     Combining tradeoffs into an architecture decision flow  

This paragraph will explain how the architecture decision flow can be used to provide 
an overview of the to be made design decisions and the effect that these decisions will 
have. Firstly, the decision sequence will be explained. Secondly, the final artifact, the 
architecture decision flow is illustrated in paragraph 5.10.2. Thirdly, the changes 
necessary for a new mPOS innovation are summarized in paragraph 5.10.3, 5.10.4 and 
5.10.5. Finally, a demonstration of an architecture design, made following the 
architecture decision flow, that is portable enough to fit all mPOS innovations is 
illustrated in the demonstration phase in chapter 6.  
 
New entrants in the payment industry that build a new architecture will likely decide 
upon an architecture that is portable enough to fit all illustrated mPOS solutions without 
the need for expensive iterations to the software architecture. For PSP’s that already 
use a fully hardware-based solution or a hybrid payment solution it is likely that a more 
gradual approach will be followed. In which case iterations to the payment architecture 
will be made dependent on the type of innovation that the PSP wants to adopt. The new 
cloud-based design options earlier explained in this chapter allow for the decision flow 
to provide for both scenarios.  
 
The sequence of decisions consists of optional movements, obligatory movements and 
trade-offs. An obligatory movement is a movement initiated by the deprecation of a 
hardware component. This research only considers the software architecture and 
therefore these movements are outside of the scope of this thesis. However, for 
completeness they will be visualized in the decision flow. An optional movement is a 
component that can be moved for various reasons but doesn’t affect any criteria such 
as the cash register application or Value-Added Services (VAS) applications. It is also 
possible to keep this component in the same location while switching to a new mPOS 
innovation. The trade-offs are the design decisions within the software architecture 
scope that have been explained in the former paragraphs.   

5.10.1    Architecture decision sequence   

The output of this thesis is an architecture design decision flow instead of one 
architecture in order to provide flexibility to its user. The design decisions can be made 
in any sequence. However, due to the various specifications of the different mPOS 
solutions there is a most logical flow. This flow moves from the hardware-based 
solution to the fully software-based solution in a gradual manner. The sequence of 
mPOS innovations in table 5-9 showcases the expected flow in which innovations will 
be implemented as well as the specification that have an impact on this sequence. The 
architecture decision flow diagram does not necessarily need a user to follow this 
chronology. The decisions are an indication and can be made in any order.  
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Table 5-8 Sequence of mPOS innovations and requirements 

 OPTIONS 

 SCR No 
Pin 

SCRP PIN 
(SPOC) 

CPOC No 
Pin 

CPOC PIN 

PCI Certification SCRP SCRP + SPOC CPOC No certification 
yet 

Works on Apple iOS TRUE TRUE FALSE FALSE 

Works on Android TRUE TRUE TRUE TRUE 

Library/Application Needed TRUE TRUE TRUE TRUE 

Kernels on COTS FALSE FALSE TRUE TRUE 

Monitoring & Attestation 
Requirement 

TRUE TRUE TRUE TRUE 

Allows EMV TRUE TRUE FALSE FALSE 

Allows MSR TRUE FALSE FALSE FALSE 

Allows EMV Ctls TRUE TRUE TRUE TRUE 

Allows for PIN Entry FALSE TRUE FALSE TRUE 

SCRP Certified Device TRUE TRUE FALSE FALSE 

Use of Hardware protection 
(TEE)  

TRUE TRUE TRUE TRUE  

 
It is important to take into consideration that due to the synergy effect of combining a 
server-based Kernel with server-based Controller the order in which these will be 
implemented will have an effect on the quality criteria performance efficiency. If the 
Controller are moved to the server in an architecture that already has the Kernel living 
in the server no additional latency will occur. This is due to the structure explained in 
Figure 5-17. Due to the high number of signals send and received by the cloud Kernel 
the Controller will not create the need for additional communication signals. 
Furthermore, the processing between the Controller and the Kernel will happen within 
the server. This will decrease latency. If this process would be the other way around it 
would have an effect. However, moving the Kernel to the server in an architecture that 
already supports the Controller in the server will increase latency due to the high 
increase in the need for signals. 
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5.10.2     Design decision flow diagram  

The decisions in this diagram are shown from left to right and are indicated in colors. Similar colors indicate that the colored component can 
live in either of those locations. The description of this flow is summarized in the following paragraphs.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 5-14 Design Choices Flow diagram 
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5.10.3    Classical terminal à SCR with a COTS device  

Starting from a classical terminal the most logical mPOS solution to implement to 
existing architecture is the SCR with a COTS device. As shown in table 5-9 this solution 
requires no PIN on the COTS device and therefore less security is needed on the COTS 
device. Furthermore, the Kernel is embedded in the SCR hardware and therefore out of 
scope of the software architecture. More extensive information on this decision can be 
found in paragraph 5.7.  

Table 5-9 Effects of moving from the classical terminal to the SCR 

Table 5-10 shows that in this first phase the Controller can be relocated. As mentioned 
earlier in this chapter the Controller can either stay in the application or be moved to 
the server. The consequences of this relocation is summarized in the bottom part of 
table 5-10.  
 
The obligatory movements indicated in table 5-10 consists of hardware components 
and monitoring and attestation. As mentioned in Chapter 3, monitoring and attestation 
should live in the application because of PCI requirements.  

Action  Action item  

Obligatory movement  
 

Application  
• Driver to application  

SCR 
• Kernel to SCR  
• Protection to SCR  
• Driver to SCR  

Server  
• Attestation to Server  
• Monitoring to server  

 
Tradeoff  

 
1. Controller to application  
2. Modularized Controller to server  
3. Modularized Controller partly to server 

Options Option 1 Option 2 Option 3 

Security  ++ confidentiality + confidentiality 

Performance 
efficiency 

-- Resource utilization -- Time behavior -  Time behavior 

Portability  ++ Adaptability 
++ Install ability 
++ replaceability 

+ Adaptability 
+ Install ability 
+ replaceability 

Maintainability  ++ Modularity 
++ Modifiability 
++ Analyzability 

++ Modularity 
+  Modifiability 
+  Analyzability 

Functional 
suitability 

 -- Functional 
completeness 

-- Functional 
completeness 
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5.10.4    SCR with a COTS device à SPOC  

As can be seen in table 5-9, the SPOC solution allows for PIN on the COTS device. Therefore, 
additional protection is needed on the COTS device. Assuming that this new innovation is 
implemented after the implementation described in paragraph 5.10.3. the Controller decision 
should already have been made.  
 
Table 5-11 summarized the necessary architectural movements and the security tradeoff that 
can be made. Although the design decision flow illustrated in figure 5-18 indicates that the 
merchant application lives in the COTS application, this is not an obligatory movement. The 
merchant application could still reside in different hardware. More extensive information on 
this decision can be found in paragraph 5.6.  
 

Table 5-10 Effects of moving from SCR to SPOC 

 
 
 
 
  

Action  Action item  

Obligatory movement  
 

Application  
• Pin entry to application   

 
Tradeoff  

 
1. Hardware based security 
2. Software and OS based security  
3. Hardware and software-based security    

Options Option 1 Option 2 Option 3 

Security + confidentiality  ++ confidentiality 

Performance efficiency + Resource utilization -- Resource utilization -  Resource utilization 

Portability -- Adaptability + Adaptability -- Adaptability 

Maintainability 
-- Modifiability 
-- Testability 

+ Modifiability 
+ Testability 

-- Modifiability 
-- Testability 
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5.10.5    SPOC à CPOC  

The move from a SPOC solution to a CPOC solution is the final stage of moving from hardware 
to software. This allows the payment solution to deprecate the hardware-based card reader and 
rely fully on the software architecture. Therefore, the Kernel can now be relocated. The driver 
as well as the Card entry processing move to the COTS device. The COTS device will use its 
NFC reader to process the Card entry. Further processing will be done by the Kernel. The two 
tradeoffs mentioned in paragraph 5.8 is summarized in table 5-12.  
 

Table 5-11 Quality criteria effects Kernel 

 
  

Action  Action item  

Obligatory movement  
 

COTS device  
• Driver and Card entry to COTS device  

 
Tradeoff  

 
1. Application based Kernel  
2. Server based Kernel  

Options Option 1 Option 2 

Security  ++Integrity  

Performance efficiency  -- Time behavior  

Portability  ++Adaptability 
++Install ability  
++Replaceability  

Maintainability -- Modifiability  ++Modifiability 
++Testability  

Functional suitability  + Completeness - Completeness 

Reliability   -- Recoverability 
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5.11    Summary of Chapter 5  

In the design and development phase, sub question 2 “What are the stakeholder quality 
attributes for the most significant current and future mobile POS solutions?”  and sub question 
3 “What payment architecture fits the requirements derived from sub-question one and two?” 
are answered.  
 
an extensive research was conducted involving experts from all three stakeholder groups to 
answer sub question two. The requirements derived from the obtained data were combined with 
existing architecture validation literature to form a quality attributes utility tree. This utility tree 
visualizes the quality attributes that are important for the security, merchant and the payment 
industry stakeholder groups. This utility tree can be utilized for the analysis of payment 
architectures and architectural decisions and is shown in Figure 5-2.  
 
For sub question 3, a number of multidisciplinary expert interviews revealed the possible design 
decisions that can be made within the boundaries of the requirements derived from sub question 
one and two. In this chapter it has been proven to be possible to design an architecture that 
allows for the current as well as the future mPOS solutions. To determine which payment 
architecture will fit the variety of requirements by the payment industry an architecture decision 
flow was developed that would enable a variety of users to build an architecture capable of 
adopting all earlier mentioned mPOS solutions. 
  
The design decisions that followed from the design flow have been analyzed by determining 
their effect on the quality criteria. These quality criteria were obtained from the answers on sub 
question 2. The obtained artifact is visualized in Figure 05-18.  
The architecture decision flow illustrates a sequence of decisions that are necessary to adopt 
the various mPOS solutions. These decisions can be made gradually by iterating an existing 
architecture and adopting mPOS innovations successively. The decisions can also be made at 
once, building one architecture that is portable enough to fit all current and future mPOS 
innovations without the need for expensive architecture iterations.  
 
Designing a portable architecture has been made feasible by the identification of three 
architecture tradeoffs: 
  

1. Application based Controller versus a modular server-based Controller   
By rebuilding the Controller in a modularized manner and using rule-based coding, it becomes 
possible to efficiently move parts of the Controller to the server. To decrease latency a continues 
Websocket connection should provide the communication between the server and the 
application. This results in improved portability, maintainability and security of the mPOS 
application but dependent on network variables it could increase communication latency.  
 

2. Using hardware-based security versus using software-based and operating system 
security   

By using software-based security the application no longer is reliable on hardware provided by 
the smart device. Combining the software-based security with security provided by the 
operating system will result in an almost similar level of security. This will increase the 
maintainability and portability of the application.  
 

3. Application based Kernel versus a server-based Kernel  
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Due to the use of Websocket communication, 5G internet and the decreased need for card 
communication due to contactless payments it becomes feasible to move the transaction Kernel 
to the server. This will improve the portability, security and maintainability of the application 
but will likely also increase latency.  
 
Furthermore, moving the various components to the server simultaneously has proven to 
compensate for the increase of communication. A significant part of the communication 
between components can now happen directly in the server and communication between the 
device and the server can be combined. This reduces the added latency and makes the solution 
feasible in more scenarios.    
 
The demonstration in Chapter 6 will show how the decision tool can be used to create an 
architecture that does not need iterating to fit to all innovations.   
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6 Demonstration and 
Evaluation  

Qualitative research is vulnerable to subjectivity and bias because the researchers conducting it 
often have to use their perceptions and interpretations while drawing conclusions from the 
gathered or retrieved data. In the paper by Jan Pries-heje (2008), called ‘Strategies for Design 
Science Research Evaluation’ multiple DSR evaluation methodologies and strategies are 
evaluated and combined as a strategic DSR evaluation framework. The framework 
encompasses ex ante and ex post orientations as well as naturalistic and artificial settings for 
evaluating research. In this chapter, the process of demonstration and evaluation will be 
elaborated on. The demonstration and evaluation phase are part of phase 4 and 5 of the DSRM 
process. In paragraph 6.1 a demonstration will be shown that indicates how the decision flow 
can lead to a desired architecture. Secondly, in paragraph 6.2 the evaluation process is described 
which has been used to evaluate the research and its output. Lastly, the remainder of the chapter 
elaborates on the outcome of an expert panel evaluation that indicated the relevance of this 
research.  

6.1    Demonstration of a fully portable architecture  

To demonstrate the use and possibilities of the architecture decision flow developed in Chapter 
5 and following the DSRM design phase, a simplified demonstration has been exemplified. Due 
to resource limitations it was not possible to do a full demonstration and implementation of the 
architecture. Therefore, a simplistic fictional demonstration has been drafted to demonstrate the 
use of the architecture decision flow to an expert panel for evaluative purposes. 
 
In this demonstration first, a fictional scenario will be given to an architect that describes the 
preferred qualities and requirements of the PSP. Secondly, the design decisions will be made 
using the background information obtained in Chapter 5 and the action summaries shown in 
paragraph 5.10. The decisions will be made dependent on the scenario given and the mPOS 
innovations required. Thirdly, by using the quality attribute analysis, it can be seen if the desired 
effect was generated using these design decisions.  

6.1.1    Demonstration scenario  

The payment service provider is in the following scenario:  
 

• The PSP operates solely in Western-Europe and only has 5G connected terminals. 
Therefore, Time behavior of the payment solution is often not an issue for this PSP.  

• The PSP’s main business was adding value added services to its terminals. 
Therefore, the hardware and the payment architecture were outsourced to other 
companies. The PSP would like to make a switch and build its own new architecture.  

• The PSP wants to keep supporting its currently used classical terminals but also 
wants to extend its offer with a cheaper and more mobile variant. This variant wel 
be used as an extension of the classical terminals and therefore can have less 
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functionality. Because of the overflow of new mPOS innovations they have not yet 
decided which mPOS solution they want.  

• In a later stage the PSP would like to be able to accept payments via an application 
on a smartphone independent of the smartphone type or brand. However, this is not 
yet possible because it does not yet accept PIN.  

• The PSP has high security standards but prefers to have the option to directly update 
their terminal fleet in the case of a security issue above the use of superior security 
hardware.  

6.1.2    Demonstrated architecture  

The simplistic scenario in paragraph 6.2.1 exemplifies a situation that can often be seen in the 
payment industry. There is uncertainty on which mPOS solution should be adopted. However, 
they operate in Western-Europe which has a consistent internet connection. Furthermore, they 
require a solution that has high portability to fit every smartphone type and high maintainability 
to be able to update directly in the case of a security issue.  
 
Because the PSP does not know yet which mPOS solution it will use in the future it would be 
beneficial to have an architecture that does not need additional iterations to fit on new solutions. 
Furthermore, it should be easily adaptable to allow them to directly enroll their clients to a 
CPOC solution in the future. These mentioned PSP requirements are indicated in table 6-1 for 
comparison.  
 
By comparing the required criteria with the design decisions and their effect on quality criteria 
in paragraph 5.10 the following decisions were made in the tradeoffs:  

1. Software-based security, this will allow the PSP to be independent of smartphone 
hardware for future references  

2. Server-based Kernel, this allows the PSP to keep control and directly maintain its 
solution from their server. Furthermore, this will increase the portability and 
maintainability of their solution.  

3. Server-based Controller, Since the Kernel is already in the server this will not have 
any negative effect by increasing latency. Furthermore, by adding the Controller to 
the server there is now no longer a dependency on hardware. This allows the PSP 
to use the exact same architecture for all its solutions. Therefore, the PSP is no 
longer under pressure to make a final decision on which mPOS solution it wants to 
adopt and it is ready for the future. This architecture is visualized in Figure 6-1.  
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The effect of these decisions that can be found in Chapter 5 have been combined in table 6-1. 
The table indicates that the quality criteria fit well with the requirements from the PSP.  

Table 6-1 Quality criteria effects Demonstration 

Criteria  Flexible “One-size-fits-all” Architecture  Required by PSP  

Security -- Integrity  +- Security 

Performance efficiency -- Time behavior  +- Time behavior 

Portability 
++Adaptability 
++Install ability  
++Replaceability  

++ Portability 

Maintainability 
++Modifiability 
++Testability  

++ Maintainability 

Functional suitability  - Completeness - Completeness 

Reliability  -- Recoverability N/O 
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Figure 6-1 Flexible Architecture  
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6.2    Evaluation process  

The research by Jan Pries-heje (2008), states that before conducting the evaluation it is 
important to establish What is actually evaluated, how it will be evaluated and When it should 
be evaluated.  
 
The What is important to establish whether the design artifact is a product or a process. A 
product can be evaluated using a quality model, whereas a process should be evaluated on its 
process-based quality. Whether this research is focused on a product or a process is rather 
difficult to establish. The architecture decision tree in itself is a developed process but the 
decisions that are proposed can be considered products in the form of an architecture 
component. These components can be evaluated with the use of a quality model such as the in 
this research used ISO 25010 derived quality model that is shown in Chapter 4 of this research. 
Due to the continues architecture approach the proposed architecture components have 
continuously been validated on technological feasibility and compliance. Therefore, the 
evaluation will focus on validating the process outcome. 
 
The How determines whether the process will be evaluated naturalistically or artificially. Due 
to time constraints it is not possible to allow researchers and payment service providers to use 
this research to help them determine their preferred architecture. Therefore, an artificially and 
qualitative approach will be used in which a simple case study will be conducted and evaluated 
by experts. The evaluation is therefore being done before any artifact was developed and can 
be considered ex ante.  
 
Commonly used techniques for validation are: 
The checklist-driven validation – In which a set of questions is prepared and proposed to an 
expert panel by the evaluation facilitator.  
Scenario-based validation - In which an example scenario describes interactions between the 
user of the application system and the system itself to provide an example of the process.  
Decision-centric validation – This technique allows the review panel to review analyze and 
record the rationale behind the design and design decisions. These decisions are evaluated 
against quality attributes (Erder & Pureur, 2016).  
 
To establish that all aspects are evaluated, the most wholesome approach is to use all three 
techniques. The decision-centric validation has been conducted by following the continues 
architecture approach by gathering continues validation of expert via informal conversations. 
The scenario-based validation and the checklist driven validation will be combined in the expert 
panel by presenting a demonstration scenario while validating the design objectives with the 
use of a question-based checklist. 

6.3    Expert panel  

As mentioned in the evaluation process an expert panel will be conducted to evaluate this 
research. According to scientific literature on the validity of qualitative research, the validity of 
research corresponds to the degree to which it is accepted as sound, legitimate and authoritative 
by people with an interest in research findings (Yardley, Clarke, Braun, & Hayfield, 2015). 
This expert panel will be used to convey expert knowledge on the validity of this research and 
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to determine whether the research objectives have been reached successfully. Furthermore, the 
goal of this expert panel is to identify limitations and provide recommendations for this research 
design.  
 
The experts have been chosen using similar methodology as explained in Chapter 4.2 on 
choosing participants. The experts used for the evaluation should comply with the following 
criteria:  

• The panel participants should have different background to guarantee a broad 
perspective of evaluation.  

• The panel participants should be in a position that would require them to be part of 
payment architecture decision making.  

• The panel participant should have knowledge of and preferably experience with 
qualitative research  

 
In total four experts have been chosen and were willing to conduct the expert panel evaluation. 
Due to time constraints two of the experts were unable to join the collective meeting and were 
therefore interviewed separately. To reach a consensus the participants have acknowledged and 
agreed with the output of the separated meetings. 
  

Table 6-2 Evaluation expert panel 

Expertise  Expert Role  Experience  

C DEVELOPMENT/ Architecture design  A Senior C developer/ Tech lead  10+ years 
C DEVELOPMENT / KERNELS B Senior C developer 8+ years 
JAVA DEVELOPMENT/ Architecture 
design  

C Senior Java developer/ Tech 
lead 

5+ years 

POS PAYMENTS D Product manager / Team lead 10+ years  

 
 
The experts have received the demonstration documentation 2 days up front together with the 
questions shown in paragraph 3.2.1. During the panel these questions have been discussed 
together with the demonstration documentation.  

6.4    Fulfillment of objectives  

The objective of this research is to provide structure and oversight in the architectural changes 
that need to be made to provide a basis for current as well as future mPOS innovations.  
 
Developing an architecture that is flexible enough for the current and the future mPOS 
innovations is not sufficient enough because it is not possible to fulfill all requirements of 
different payment service providers. Furthermore, not all payment service providers will make 
use of the entire architecture and competition within different aspects will likely occur.  
Therefore, a decision flow is designed that provides structure and oversight in the architectural 
changes that need to be made to provide an architecture for both the current as well as the future 
mPOS innovations. This decision flow should:  

• Enable architects to identify a one-size-fits all architecture that is flexible enough to 
provide for the current as well as the future (m)POS solutions? 

• Comply with security and PCI standards  
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• Be technically feasibly  
• Support researchers and companies in making architectural decisions.  
• Help identify the effect that changing the architecture will have on the stakeholder 

quality criteria.  
• Identify what scenarios need additional research to monetize the effect of a flexible 

architecture. 

6.4.1    Evaluation checklist  

Derived from the design objectives the following checklist will be presented to the evaluation 
panel:  

• Does the architecture decision flow support companies, researchers and architects 
in their architectural decisions?  

• Is the method understandable?  
• Can the components form an architecture flexible enough for the coming mPOS and 

POS solutions?  
• Is this solution generalizable to competition in the payment industry?  
• What are the strengths and weaknesses of this architecture decision flow?  
• Would the architecture comply with security and PCI standards?  
• Are the options technically feasible?  
• Was the DSRM process in your opinion properly conducted to reach the design 

objectives?  
• Does this expert panel properly validate this research?  

 
These questions were chosen to validate both the architecture decision flow, its components, 
the demonstration and the process of designing it.  

6.5    Findings and Recommendations  

This paragraph will elaborate on the outcome of the expert panel evaluation. A common ground 
could be found for each question that was being discussed in the expert panel meeting. The 
participants found the design choice flow diagram easily understandable and considered 
themselves effectively able to go through the process of determining the right architecture for 
their demonstration criteria.  

6.5.1    Determining fulfillment of objectives  

The participants agreed upon the usefulness of the decision tool and validated that it would be 
of assistance for architects. In the participants opinion it allows its users to make a well-
educated decision that allows an architect to shape its product accordingly. Furthermore, the 
combination of requirements analysis and ISO 25010 was considered an excellent approach.  
 
The participants agreed that the proposals would be technically feasible although this is subject 
to the scenarios and variables that the solution is exposed to. It has to be considered that the 
proposed solutions will always need to be connected to a good working internet connection. 
The solution is considered almost fully PCI compliant with exclusion of PIN entry on COTS 
device. This component is however compliant with Scheme security standards. Furthermore, 
the connection between quality criteria and design decisions is considered to be clearly 
visualized.  
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6.5.2    Strengths  

The overall tool was considered very useful and relevant. The various aspects are considered 
and it gives a clear overview of the effects of certain decisions.  

• Clearly structured  
• Good use of the IOS 25010 standards  
• Extensive information  
• Clearly indicates the challenges that need to be further investigated  
• The advantages of such a solution are significant  
• Objectives are fully approved  
• The methodology was properly conducted for an architecture design methodology. 

Moving from requirements, to options, to design and evaluation was considered a 
very logical approach.  

 
The strengths indicate the usefulness and feasibility of the tool. Apart from the positive 
feedback some iterations will be necessary. These are indicated in paragraph 3.4.3.  

6.5.3    Recommendations and limitations  

Application VS SDK – The flow diagram assumes that an SDK is being used. The application 
could have other forms or consists of multiple applications. This decision could be considered 
in the tool.  
 
Feasibility of a one-size-fits-all solution – The tool does allow for designing one single 
architecture that will be flexible enough to be used for current as well as future solutions 
however there could be some complications:  

- There will always remain a dependency on the driver. Additional software or 
components could be necessary to communicate between the full server solution and 
the driver of an unknown device.  

- The current mPOS solution get a waiver from EMVCO to allow them to have a slower 
card communication. This results in the compliance of 500 milliseconds instead of 100 
milliseconds for a classical terminal. To use the full server on a classical terminal it 
should be considered that this speed should be reached or an additional waiver should 
be provided for the classical terminal solution.   

 
Quantifying latency - For further research it is recommended to try to monetize the amount of 
latency created by decisions. The expert panel agreed with the assumption that measuring 
latency is too dependent on various variables such as distance, connection and application 
structure and that it is therefore not feasible to consider this as part of the scope of this research.  

 
Dependency on network – The solution is very reliant on internet. The consistency on what is 
available on the hardware devices should be guaranteed before implementing such a solution.  
 
JNI wrapped C/C++ modules – involving the procedure in which Controller’ components 
should be converted from C code to java should not be part of the architectural decisions. The 
expert panel participants were correct in this assessment and therefore this part has been 
removed from the design.  
 
Detailed approach – For future research some of the decisions should be further investigated 
and tested in a real live environment to exclude or include certain consequences. This would 
provide a more wholesome evaluation.  
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6.5.4    Evaluation method  

Both the research methodology and the evaluation method were considered sufficient for this 
research. Showcasing a demonstration and following an evaluation checklist gives the right 
substantiation for the research. However, the participants would have liked more time to read, 
discuss and test the research more extensively. This was not possible due to time constraints.  

6.6    Summary of the demonstration and evaluation   

To evaluate this research a demonstration of the architecture decision flow has been conducted 
and an expert panel was asked to evaluate the research output and come to a consensus on the 
questions mentioned in paragraph 6.4.1. The expert panel has come to a consensus and 
evaluated the research. All design objectives are considered obtained. The methodology in an 
artificial setting allows for theoretical evaluation. A naturalistic implementation of the research 
outcome would allow for more extensive validation and could provide solutions to the 
limitations mentioned in paragraph 6.5.3.  The expert panel concluded that the outcome of this 
research is considered to be contributive for academic as well as for social purposes. 
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7 Discussion  
This research provided an architecture decision flow to support organizations, developers and 
architectural designers in the adoption of software based mPOS solutions. The output of this 
research consists of an overview of the high-level architecture decisions possible in the 
upcoming transition from hardware to software-based POS terminals. Furthermore, it provides 
a quality attributes utility tree derived from the stakeholder attributes. This utility tree is used 
to indicate the effects of the design choices. This will allow the users of the tool to determine 
the effects of design choices on future innovations in an early stage and therefore reduce the 
need for costly architecture iterations. The overview can be used to support building a new 
payment architecture, an architectural component or to iterate upon an existing architecture. 
Therefore, the overview is portable and can be utilized by various PSP’s.   

7.1    Generalization  

This research mainly relies on the empirical findings from interviews with industry experts. It 
is therefore qualitative in its nature and has a limited sample size. This can reduce the validity 
of the generalization. However, experts with a variety of expertise were interviewed from 
different companies to provide a holistic approach. The expert panel included different experts 
than the experts interviewed for data gathering to maximize the extent of the generalization of 
the outcomes. The expert panel indicates that the output of this research is generalizable to all 
organizations that are involved in the adoption of mPOS innovations in Western-Europe.  
 
Due to the broad scope of the architecture decision flow both full solution providers as well as 
companies that only provide components of the POS solution can benefit from this research. 
This research has opened up the way to an increase in POS competition by distinguishing the 
different POS components. As these components can operate independently it is likely that 
competition will occur between PSP component providers. Furthermore, PSP’s that already 
have an architecture in place will benefit from the output of this research because it will provide 
an overview of the iterations that will be necessary to adopt new mPOS solutions.  
 
The research cannot directly be generalized to scenarios outside of Western-Europe. The scope 
of this research has only taken stakeholders and variables into account in the Western-European 
market limiting the scope of the solution. Using this research for other areas will result in some 
limitations. The network consistency of other areas is likely not comparable with the assumed 
network consistency for this thesis. Therefore, areas outside of Western-Europe might have a 
different output. Furthermore, POS legislation and cultural payment behavior can be different 
in other parts of the world. For example, the lower amount of use of contactless payments and 
PIN in the U.S. might result in different architectural decision flows in comparison with 
Western-Europe. 

7.2    Connection to the existing literature  

Little literature is available on the subject of the new mPOS innovations or its architecture as 
is shown in the literature review in Chapter 3. However, this research created some awareness 
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on relevant factors and technological innovations contributing to the adoption of mPOS 
technologies and to the displacement of architectural components. In Chapter 5 some surprising 
existing architecture design and technology is noted that in combination results in the possibility 
to move terminal components to the server. These findings were derived from expert interviews. 
This paragraph will identify how these findings connect to the academic context.  
 
The general effects of applying cloud computing to a normally hardware-based system has often 
been applied in other industries. The television streaming industry is an example of this and 
due to the simpler nature of this industry it could already move to the cloud in an early stage. 
Therefore, many connections can be made with regards to the effects of this movement. 
According to early findings in literature a server-based solution will be more cost efficient, 
provide unlimited storage, allows for quick deployment and has a bigger scale of services. All 
these advantages illustrated in research done by Apostu et al. (2013), are still relevant for this 
research. The same accounts for the negative effects. Earlier research has already stated that 
cloud computing can result in possible downtime and an increase complexity of security 
(Alzahrani et al., 2014). This literature verifies that the expected effects of cloud computing on 
a payment architecture are similar to the measured effects noted in the literature.  
 
Furthermore, some technologies are proposed to compensate for the increased latency by 
moving software components. The most important architectural propositions are mentioned in 
Chapter 5 and consists of the rule-based engine, Websockets, and Edge computing. These 
existing technologies should decrease latency and therefore compensate for the increased 
communication as a consequence of server-based payments. Although no academic literature 
could be found on the combination of these technologies with software payments, research has 
been conducted on these features for different applications (Schwabe et al., 2019; Silva et al., 
2018).    
 
Firstly, research was done on the implementation of a rule-based management system similar 
to the suggested rule-based engine in this research (Schwabe et al., 2019). The rule-based 
management system or rule-based engine developed for the research of Schwabe et al. (2019), 
was applied on a construction application. Although the industry it was applied to is entirely 
different the added value of using this structure-based coding is similar. It allowed separation 
of logic from the data and it simplified the process significantly. This research therefore 
underlines the statements that were made by the experts in this research.  
 
Secondly, the Websocket protocol and Edge computing are both used to increase the speed of 
communication between the server and a hardware device (Silva, et al., 2018). Premsankar et 
al. (2018), did research on using edge computing for the IoT (internet of things). Its usefulness 
for IoT appeared significant due to the increase in communication efficiency The application 
of a technology to IoT and Server based payments is highly connected as a using a connected 
device as a payment terminal is similar to the IoT concept. Therefore, many of the innovations 
mentioned in IoT research are similarly applicable to this research.  
 
Furthermore, other existing literature indicates that researchers have tried to grasp the potential 
of the upcoming payment innovations by including it in the IoT, Industry 4.0 or smart city 
applications. Some overlap can be found with this literature. In the paper “Challenges of IoT 
payments in smart services” by Stankovski et al. (2019), it is stated, similar to this research that 
the increased connectivity and use of smart systems could provide for the implementation of 
IoT payments. However, the research by Stankovski et al. (2019), concludes that payment 
services in IoT is already wide spread because of the use of for example vendor-less kiosks. 
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This indicates that even though this paper is published in 2019 it is already strongly outdated. 
This research has therefore contradicted the research by Stankovski et al. (2019), by stating that 
their proposed IoT solution does not enable full connectivity with IoT whereas the mPOS 
solutions in combination with the architecture designed in this paper do enable full connectivity 
and portability.  
 
Finally, although there is no academic literature to be found on cloud migration of a full POS 
solution, there is an extensive amount of literature that proves the possibilities of cloud 
migration in general or for different solutions. Various cloud migration strategies have been 
analyzed in research done by Kehrer and Blochinger. (2019). They state that the cloud evolved 
into an attractive execution environment for parallel applications. These applications require 
architectural refactoring to benefit from the cloud-specific properties (Kehrer, & Blochinger, 
2019). Furthermore, according to their analysis on several papers architectural refactoring 
comes with many challenges and cannot be applied to all applications due to performance 
issues. Their research validates the possibility of cloud migration of complex systems such as 
payment systems but also indicates that architectural changes are necessary and are challenged 
by performance issues. This creates a link with the outcome of this research because it actually 
identifies the architectural refactoring decisions and the effects on performance or quality 
criteria.   
 
The academic research that could be found indicates the significance and the validity of the 
proposed solutions in this research by proving their use in other research domains. Furthermore, 
the literature indicates that there is no comparable output available and that there is need for 
more research on the subject of cloud migration architectures within the payment industry. 
Consequently, the amount of original content provided by this research contributes significantly 
to the overall academic context and adds relevance to existing literature. 

7.3    Limitations  

As mentioned in paragraph 7.1, due to resource constrictions the scope of this research is limited 
to Western-Europe. It is therefore not necessarily applicable to other areas. Using this research 
for other areas than Western-Europe can still provide support but is limited to the constraints 
mentioned in paragraph 7.1.  Furthermore, by request of the market experts only the two largest 
operating systems, IOS and Android have been considered. This limits the possibility of the 
research results and therefore more research should be done on the possibility to implement 
similar structures on other operating systems.  
 
Furthermore, the actual implementation of a proposed architecture is very time consuming. This 
restricts the demonstration and testing phase to theoretical tests. The validation is therefore 
highly reliant on expert opinions. The contradictive opinions shown in Chapter 5 are therefore 
illustrated in the decision flow. Security experts stated that a fully software-based solution can 
be similarly secure as a hardware-based solution. The security authority expert contradicts this 
in his statements. Although this can be regarded as a limitation it does not highly affect the 
research as the outcome of both statements still remains in the scope of the PCI security 
requirements.  In consultation with PSP Adyen a partial implementation will be made feasible 
and should solve for the reliance on qualitative data in further research.  
 
The objectivity of this research is limited because of the fact that it was conducted by only one 
researcher under the supervision of subject experts. Therefore, the analyzed data was subject to 
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the perceptions and interpretation of a single researcher. This could be avoided by combing 
agreements of multiple researchers. The subjectivity of this research was however mitigated by 
strictly following methodology and the use of continues validation by experts and an expert 
panel. The continues architecture approach enforced continues validation by experts, 
decreasing the vulnerability to subjectivity of this research. The positive validation of the expert 
panel indicates that the interpretations of the researcher were aligned with the data provided by 
the experts involved in this research.  
 
Due to the time restrictions for this research the data on the market requirements is gathered by 
interviewing experts on the relevant markets. The number of experts representing the payment 
industry is limited. More extensive market research can therefore provide more precise data on 
the markets preferred quality attributes. This research is conducted in collaboration with PSP 
Adyen who has provided the needed resources. To expand the resources also outside of one 
single PSP more vendors and market representatives have been interviewed, and an additional 
collaboration has been formed with Riscure, which is a payment acceptance security laboratory. 
A significant number of experts will eventually give a broader view on the solution and likely 
a more viable solution. However, due to the use of a variety of experts that represent a 
significant part of the market this limitation was perceived acceptable by the expert panel.  
 
Building an architecture in general requires a holistic high-level overview. This resulted in an 
outcome that considers quality attributes and therefore does not consider detailed requirements 
and scenarios. The actual implementation of architectural decisions that are made with support 
of this research should therefore first be tested on the practical implementation. Variables such 
as latency and application efficiency are highly dependent on implementation details such as 
the used hardware, the server location and the internet speed. To address this limitation the 
architecture decision flow consists of a component-based architecture. This allows architecture 
designers to adjust components dependent their specific scenario. For example, building the 
Controller in a component-based structure allows for the designer to relocate certain 
components to increase certain quality attributes such as latency.  

7.4    Added value 

As mentioned at the start of this chapter the output of this research consists of an architecture 
decision flow that supports the adoption of new mPOS solutions by providing an overview of 
the to be made architecture decisions. This was developed by gathering requirements from the 
relevant markets, the security authorities and from payment experts. These requirements were 
then used to form quality attributes and guide the interviews with multidisciplinary experts. The 
experts provided a combination of architectural options that allow for a portability of terminal 
software that could not be found in the current literature.  
 
The obtained quality attributes combined with the ISO 25010 standard provides a basis for 
future designers to determine their quality attribute scenarios. The ISO 25010 standard is not 
specifically designed for a payment architecture and therefore the iterations made to it by this 
research provide a better suited alternative according to industry experts. This will be beneficial 
for new payment architecture research and for the next steps of designing a more specific mPOS 
solution architecture.  
 
The high-level overview provided by this research allows both providers of an end-to-end 
payment solution as well as providers of parts of a solution to benefit from the outcome. This 
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gives an overview of the opportunities that become possible for companies that want to 
specialize in a specific architecture component. Therefore, the outcome of this research 
increases the simplicity of adopting architecture components and provides a foundation for 
competition between payment architecture component providers.   
 
The architecture decision flow enables architects to identify a portable architecture that is 
flexible enough to provide for the current as well as the future mPOS solutions. This creates 
awareness and manages expectations for organizations that want to keep innovating their POS 
solution. The demonstrated combination of design decisions resulted in an architecture that can 
be used for Classical terminals, mobile terminals, SPOC devices and CPOC devices. This 
allows PSP’s to be flexible in their decisions and therefore simplifies the adoption of new mPOS 
innovations.  
 
Furthermore, the architecture design flow provides an oversight of how the mPOS architecture 
can be divided in components. This structures decisions on which parts should be used in an 
internal server and which parts can live elsewhere. The payment industry can use this 
information to decide upon only investing in a part of the solution on which their confident 
about building. Therefore, it provides support for making complex buy or build decision. 
Furthermore, this will enable a more flexible form of competition within the POS market. It is 
no longer necessary to compete between full POS solutions. Instead, it is now possible to 
specialize in a single component and compete between POS components such as UI, Kernel 
and Controller. User can therefore switch components at their convenience.  
 
Lastly, the combination of technological innovations mentioned in Chapter 5 that allow for the 
relocation of the various components result in several advantages. Moving components away 
from the user and into internal servers gives direct control to the solution builder. This will 
significantly increase the efficiency in testing, updating, certification, configuration and data 
monitoring of the mPOS solution.   

7.5    Open research problems  

This paragraph focusses on open research problems that are exposed by this research. The 
further research that will be conducted by the same researcher as a follow up of this research 
can be found in Chapter 8.  
 
Future research should be focused on two aspects. Firstly, the focus should lie on putting the 
architecture decision flow into practice and developing the architecture. Secondly, further 
research can be derived from the knowledge gaps determined in this research. The first part will 
allow the researcher to fully validate and quantify the effects on the in Chapter 5 mentioned 
quality criteria. By developing a component and server-based architecture as shown in the 
demonstration future research will be possible on quantifying important variables such as 
latency and portability in different scenarios. This would provide additional data that can better 
determine and extend the boundaries of this research. Developing the proposed architecture 
would enable researchers to verify the different variables that have an effect on the determined 
quality criteria. Quantifying these effects will help in determining the feasibility of the proposed 
solution in various locations and scenarios. Dependent on the available resources it would take 
multiple years to develop such an architecture and therefore this could not be part of this 
research.  
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Furthermore, some aspects have not been considered for this research due to the boundaries of 
this research or the limitation in resources. The use of web-assembly technology could 
potentially play a role in moving more aspects of the application to the server. This would result 
in a fully cloud rendering solution. Limited information and expertise on this technology is 
currently available due to its novelty. Further research on the potentials of this solution in a 
later stage would therefore be interesting. Additionally, from the data gathered for this research 
information could be derived on the various structures the eventual application could potentially 
have. This is not within the scope of this thesis because it does not relocate any component. 
However, this data indicated that the decision on the application structure as is shown in 
Appendix B has an effect on the quality attributes. Therefore, additional research on the effects 
of using an SDK or an application or hybrid variants as mentioned in Appendix would be 
beneficial for the payment industry.  
 
Moreover, this research only focused on the West-European market. Other markets might have 
different requirements and characteristics that potentially make this research less or more 
relevant to such markets. Areas with a bad network infrastructure will likely benefit less from 
this research and areas that have less strict security regulations such as the U.S. will likely be 
able to adopt the mPOS solutions more easily. Further research is therefore necessary to 
determine the differences with other markets and identify the changes that are necessary to this 
research outcome to be able to utilize this research for a larger scope.  
 
Finally, due to the novelty of most innovations mentioned in this research little literature is 
available on the market potential of such solutions. This research focusses on the adoption of 
mPOS innovations by PSP’s and also considers the requirements from the mPOS users. 
However, to give a more holistic view of the potential of these innovations more extensive 
research should be done on where these innovations can be adopted and which benefits they 
will bring to those areas. Combining this research on accepting payments on a smartphone or 
tablet with the currently widely used technology of paying with a smartphone has significant 
potential for eliminating the need for cash payments. The rise of global network connectivity 
combined with easily implementable mPOS solutions could open up the way for areas that do 
not have a payment infrastructure to directly be connected to cashless payments. This has 
significant potential for upcoming societies and should be further investigated.  
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8 Conclusion 
The aim of this research is to decrease the complexity of the adoption of new mPOS 
innovations. Designing a payment architecture that allows for the adoption of all current and 
future mPOS innovations is not sufficient because a single architecture cannot fulfill the variety 
of requirements that the different users in the payment industry might have. Furthermore, a 
single payment architecture cannot always be built by iterating upon existing architecture. 
Therefore, a decision flow that provides an overview of the architectural changes possible for 
both the current as well as the future mPOS solutions is designed. This decision flow enables 
architects to identify a portable architecture that is flexible enough to provide for the current as 
well as the future (m)POS solutions. Furthermore, it complies with security standards and is 
technically feasible according to an expert validation panel. This architecture decision flow 
supports researchers and companies in making architectural decisions and provides insight the 
effects these decisions will have for the adoption of future mPOS innovations. Therefore, the 
objective of this research, to provide structure and oversight in the architectural changes that 
need to be made and thus form a basis for current as well as future mPOS innovations is 
succeeded. This chapter summarizes the sub-research questions and concludes on the main 
research questions. Figure 8-1 below presents the sub-research questions and in which chapters 
these questions are addressed.  
 
The main motivation for this research comes from the knowledge gap in the academic literature 
and the informal request for such a structured design by the payment industry. The research is 
conducted in a phase wise approach guided by the design science research methodology 
combined with the continues architecture principles. The architecture support tool for mPOS 
adoption is based on literature research, multidisciplinary expert interviews, expert panels and 
informal conversations with market representatives. Compact overviews and illustrations are 
developed to provide a simple insight in the analyses made on the gathered data.  
 
Furthermore, the output of this research is evaluated by an expert panel with extensive industry 
knowledge. The experts found common ground on the societal and scientific contribution of 
this research. They agreed that the output of this research is generalizable to the full payment 
industry in Western-Europe and acknowledged its significance outside of the Western-
European scope.  
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8.1    A summary of the answers to the sub-research questions  

 

 
Figure 8-1 Answering sub-questions 

This research provides an answer to the main research question:   
 
How can one single payment architecture provide a secure payment solution that can be used 
for the current as well as the future (mobile) Point of Sale (POS) solution? 
 
The answers to this main research question are derived from designing a decision flow that 
allows for the design of a single payment architecture that can be used for the current as well 
as the future (m)POS solutions. This design is made following the answers of three sub 
questions.  
 
SQ1 -  What are the most significant current and future mobile POS solutions? 
 
The significant POS solutions consists of the solutions that can be certified by the PCI security 
standards council or that will likely be certifiable in the near future. Therefore, the following 
POS systems are considered: The classical terminal, the wearable mPOS terminal, the SCR 
with a COTS device, The SPOC solution and the CPOC solution. These solutions are visualized 
in Figure 8-2. 
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Figure 8-2 Significant mPOS innovations 

 
The chronological list of expected mPOS solutions and their specifications and requirements 
are shown in table 2. The research to answer sub-question 1 is done by conducting literature 
research and informal interviews. These POS solutions are further elaborated on in Chapter 3 
and visualized in table 2.  
 
SQ2 - What are the stakeholder’s quality attributes for the most significant current and future 
mobile POS solutions?  
 
First the stakeholders are identified and elaborated on in Chapter 1. The stakeholders are 
grouped in merchants, PSP’s and security authorities. Secondly, an extensive research is 
conducted using various methodologies such as literature research, unstructured interviews, 
informal interviews, expert panels and surveys to answer sub question two. The requirements 
derived from the obtained data are combined with existing architecture validation literature to 
form a quality attributes utility tree. The quality attributes are visualized below in Figure 8-3 
The utility tree illustrates the quality attributes as well as its quality refinements. These are 
further elaborated on in Chapter 4.   
 
 

 
Figure 8-3 Quality attributes utility tree 
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In conclusion, the utility tree forms the basis for research question three and for the design 
decisions shown in the output of this research. Furthermore, the quality attributes gathered can 
be used for further research to identify and quantify the effects of architecture design decisions.  
 
SQ3 - What payment architecture fits the requirements derived from sub question one and two?  
 
A number of multidisciplinary expert interviews reveal the possible design decisions that can 
be made within the boundaries of the requirements derived from sub question one and two. 
Following the process of this research it is determined that one single architecture cannot fulfill 
the variety of requirements within the payment industry. However, this research proved it to be 
possible to design an architecture that allows for the current as well as the future mPOS 
solutions. To determine which payment architecture will fit the variety of requirements by the 
payment industry an architecture decision flow was developed that would enable a variety of 
users to build an architecture capable of adopting all earlier mentioned mPOS solutions. 
Furthermore, the design decisions following from the design flow are analyzed by determining 
their effect on the quality criteria. These quality criteria are obtained from the answers on sub 
question two.  
 

 
Figure 8-4 Portable architecture 

 
Figure 8-4 illustrates the design of a payment architecture that fits all solutions mentioned 
earlier in this chapter. Cloud migration of the Controller and the Kernel combined with the 
movement from hardware based to software-based security enable the architecture to fit on 
COTS devices as well as classical terminals and other payment hardware. Furthermore, it 
fulfills all security and technical requirements.  
 
RQ - “How can one single payment architecture provide a secure payment solution that can be 
used for the current as well as the future (mobile) Point of Sale (POS) solution?” 
 
The answers found for sub question one, two and three lead to the identification of design 
decisions that allow an architect to design an architecture that fits the most significant mPOS 
solutions. These decisions can be quantified by measuring their effect on the quality criteria 
defined by the answers of sub question two. The design decisions are illustrated below in Figure 
8-5 and are further elaborated on in Chapter 5. By migrating the colored components indicated 
in Figure 8-5 to the server a single architecture can provide a solution for the current as well as 
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the future mPOS solutions. Due to the broad variety of unknown variables for different PSP’s 
a single payment architecture cannot be built for all PSP’s. Therefore, the decision flow that is 
designed enables architects to design a single payment architecture that can provide a secure 
payment solution for the current as well as the future mPOS solutions for their specific 
requirements.  

 
Figure 8-5 Architecture decision flow 

 
In conclusion, following the DSRM methodology an architecture decision flow is designed that 
provides an overview of the architectural decisions possible to build an architecture for both 
the current as well as the future mPOS solutions. This enables payment service providers to 
build an architecture fitting their quality scenarios while maintaining visibility on the changes 
necessary for future mPOS solutions. It also allows new entrants to design an architecture that 
allows for all mPOS innovations without iterating upon the architecture. This decreases the 
complexity that was created by the move from hardware to software payment devices and 
therefore simplifies its adoption. 

8.2    Scientific contribution  

Although a significant amount of academic literature is available on cloud-based solutions in 
various industries, no literature can be found on similar applications for the payment industry.  
This research improves current literature on evaluating software architectures. Adjusting the 
general quality attributes often used in literature to evaluate software architecture results in the 
design of a quality attribute utility tree that can be used specifically for payment industry 
architecture. Future research on payment architecture can use this method of evaluation to 
conduct a more detailed evaluation of their proposed architectural changes. Moreover, Chapter 
7 indicates the extensive amount of further research possibilities that have been exposed as a 
consequence of this research.  
 
Furthermore, the mPOS innovations have just recently been proposed and therefore no 
academic research is available on the involved mPOS solutions. By illustrating the necessary 
steps for building a flexible architecture ready for future purposes the current literature on 
payment solutions has been made more recent. This has resulted in providing an academic base 
for the implementation of practical tests. This research will create awareness of the potentials 
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of the upcoming mPOS innovations and provides a direction of new academic research. Having 
accurate and recent knowledge is important for the fast changing and innovative nature of the 
academic software engineering discipline. To allow for efficient use of this research a 4-page 
abstract has been added involving easily understandable illustrations. This will support 
academic researchers in conducting research on further payment system improvements.  

8.3    Societal contribution  

This research is beneficial to society from multiple perspectives.  
 

• This research simplifies the adoption of mPOS technology 
• This research decreases the need for architecture iterations and therefore development 

costs 
• This research improves the check-out experience of shoppers 
• This research increases the number of devices that can accept payments and therefore 

decreases the need for cash as well as the need for additional hardware.  
 
According to the expert validation panel this research simplifies the adoption of mPOS 
technology. This is done by providing an overview of the architectural decisions necessary to 
adopt the upcoming technologies. The possibility of building an architecture that is portable 
enough to fit the current as well as the future mPOS solutions decreases the need for expensive 
architecture iterations or new architecture developments. Therefore, adopting new mPOS 
technologies becomes easier and less expensive.  
 
As a result of an increase in adoption of new mPOS innovations the society as a whole will 
benefit by experiencing a better check-out experience. A flexible payment architecture in which 
most of the software lives in a server will allow for a variety of devices to become payment 
acceptance devices. This creates new use-cases for shoppers such as paying for clothing by 
tapping your card on a mirror. The increase of the number of devices that can become payment 
acceptance devices will prove to result in multiple contributions to society. More people will 
have cheaper access to a payment infrastructure which will likely increase market growth and 
decrease the need for cash. Furthermore, no additional hardware is required and therefore the 
payment solution becomes more sustainable.  
 
An interesting link with the societal contribution can be made with a recent press release by 
retail chain Walmart. Walmart has recently bought 740.000 smartphones for their employees 
(“Walmart Unveils Associate App ", 2021). Walmart bought the Samsung Xcover Pro model 
which is one of the few smartphones that is already EMV level 1 certified. This means that their 
hardware is already secure enough to transform the smartphone into a payment acceptance 
device with the click on a button as soon as this technology is ready to launch. This gives an 
indication of the potential relevancy of this research for society. It is furthermore interesting 
that that Walmart chose for a hardware security model. This indicates the importance of not 
building one architecture but instead building a decision flow to consider the variety of 
requirements that different payment service providers might have.  
 
Moreover, the Complex Systems Engineering program of the TU Delft has provided the 
capabilities necessary to conduct this research. The issue addressed in this research required a 
multidisciplinary approach. Requirements gathering from stakeholders, development of utility 
trees, decision analysis, and the consideration of complex legislation are all aspects of this 
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research that requires system engineering. This results in the simplification of a complex system 
and thus showcases an example of how organizations can benefit from the CoSEM approach.  
 

8.4    Reflection and future research  

With the increase of internet coverage, cloud computing is becoming an increasingly significant 
technology implementable in a variety of use-cases. This results in cloud computing playing a 
significant role in movie streaming, games, healthcare and other partly computer driven areas. 
The shift in the POS industry from hardware to software-based POS systems creates new 
opportunities for cloud computing and POS payments. The new mPOS innovations allowing 
for software-based payments clear the road for more research on the possibility of a fully cloud 
based payment solution. This allows the payment industry to finally start benefitting from the 
advantages and practicalities that cloud computing brings to society.  
 
Cloud computing is a technology that has been widely adopted in other markets already. 
Various new innovations make it possible to finally implement similar cloud architectures in 
the payment industry. The increase of global network coverage and the growth of contactless 
payments in combination with the adoption of NFC chips in smartphones are mainly 
responsible for this development. To allow for full adoption of these new mPOS innovations 
further growth in these areas is required. Furthermore, the implementation of new developments 
such as edge computing, 5G and peer2peer services such as Apple and Google pay will fasten 
and improve the adoption further. The increased adoption of these innovations will make this 
research even more relevant in more areas. This will require significant investments in 
infrastructure and will therefore not likely occur in the near future. For this solution to succeed 
globally the first and crucial step is to fully switch to contactless payments and provide the 
global population with an NFC readable payment card as has been done in most of Western-
Europe.  
 
This new revolution in payments will have a significant effect on micro-merchants who can 
now have access to less expensive payment acceptance devices. Due to the incapability of the 
proposed solution to accept offline payments the larger retailers will require classical terminals 
next to the mPOS solutions until network connectivity is deemed sufficiently consistent. At that 
point CPOC will be the dominant solution in the entire industry and will provide a more 
sustainable a smooth check-out for shoppers. The real challenge lies in providing a global 
connection consistent enough to allow for not only the industry to use these mPOS solutions 
but also the consumers. Payment architecture excludes parts of society that does not have access 
to sufficient payment infrastructure and cash payments are considered increasingly inefficient. 
By enabling consumers to both accept and conduct payments using a COTS device there will 
be no need for cash anymore. This will result in the inclusion of the global society in the 
payment infrastructure and excluding the need for cash payments by simply downloading an 
application. Although this seems like an ambitious goal, this research has proven the technical 
feasibility of this goal. The only constraints keeping us from reaching global payment 
infrastructure access is a global internet connection and policy.  
 
Dependent on the available resources it would take multiple years to develop, implement and 
test the proposed architecture and therefore this could not be part of this research. Therefore, 
this research will be proceeded at payment service provided Adyen. This will allow the 
researcher to fully validate and quantify the effects on the in Chapter 5 mentioned quality 
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criteria. By developing a component and server-based architecture as shown in the 
demonstration, future research will be possible on quantifying important variables such as 
latency and portability in different scenarios. This would provide additional data that can better 
determine and extend the boundaries of this research. Developing the proposed architecture will 
enable researchers to verify the different variables that have an effect on the determined quality 
criteria. Quantifying these effects will help in determining the feasibility of the proposed 
solution in various locations and scenarios. This will also help identify the changes that need to 
be made in for example network infrastructure for areas that cannot support server-based 
payments.  
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Appendices  
8.5    Appendix A: Functional requirements from PSP experts.   

 

Product requirements 
Must 
have 

Should 
have 

Could 
have 

Will not 
have 

Request Types Pre-Authorization 
✅ 

   

 Top-up Authorization 
✅ 

   

 Authorization Release 
✅ 

   

 Sales Completion / Capture 
✅ 

   

 Sale/Purchase (PayOnly) 
✅ 

   

 Referenced Refund (Reversal)  
✅ 

  

 Unreferenced Refund 
✅ 

   

 Cancel Unreferenced Refund 
✅ 

   

 Cancel In-Progress Payment (Abort) 
✅ 

   

 Transaction Status   
" 

 

 Log In and Log Out   
" 

 

 Retrieve Totals   
" 

 

 Reconciliation   
" 

 

 Card Acquisition  
✅ 
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 Collect Input    
✅ 

 Display Data    
✅ 

Payment 
Features Giving    

✅ 

 Apple VAS    
✅ 

 Application Selection 
✅ 

   

 Cashback    
✅ 

 Chip cards 
✅ 

   

 CTLS 
✅ 

   

 CVM Settings 
✅ 

   

 DCC    
✅ 

 Giftcards   
✅ 

 

 Installments    
✅ 

 MKE    
✅ 

 MOTO    
✅ 

 MSR 
✅ 

   

 Offline EMV   
" 

 

 Pay@table    
✅ 

 Pay by Link in-store   
✅ 

 

 Payments with Tokens (ContAuth) 
✅ 
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 PIN CVM  
✅ 

  

 QR-code Payments   
✅ 

 

 SAF   
✅ 

 

 Shopper Recognition 
✅ 

   

 Tax Free Shopping    
✅ 

 Tipping 
✅ 

   

User 
experience 

Device discovery on the local network 
(bonjour protocol)   

✅ 
 

 Fully customizable UI 
✅ 

   

 Long battery life (tbd what long means) 
✅ 
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8.6    Appendix B ATLAS TI merchant findings 

Efficiency/performance  

 
 
The performance of the eventual solution is of importance to the merchants and represents the 
performance relative to the amount of resources used under stated conditions. The merchant is 
not technically skilled enough to estimate the effect of certain conditions and therefore only 
listed the important requirements regarding performance. The green codes indicate direct 
criteria indicating the solutions performance. All associate codes are criteria that fall under a 
different code group but that do have a correlation with performance.  
 
Latency and speed - the solution should not decrease the speed or increase latency compared to 
the current solutions.  
Storage - Storage indicates the amount of data that can be saved. This is independent of whether 
this will happen on the device or somewhere else. The solution should provide sufficient storage 
for data analysis. These criteria are associated with the performance of the device.  
 
Battery and Weight - The battery life and the weight of the solution determine how mobile the 
terminal will be.  
Online/offline - This indicates the capability of the mPOS solution to process an offline 
payment.  
 
Usability  
The usability of a solution refers to the degree to which the solution can be used by specified 
users to achieve the determined goals with a measure of efficiency, effectiveness and 
satisfaction. The following criteria help establish how merchants measure the usability of the 
proposed system.  
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Checkout control - Merchants require their shoppers to have more control over a checkout. No 
longer relying on a predetermined checkout location because of a more mobile solution that 
allows communication to the shoppers will have an effect on the amount of control a shopper 
has during the checkout.  
Customizability - Allowing the merchant to customize the solution will improve the user 
experience of their users.  
Set-up: The amount of effort and time that goes into setting up the solution from arrival or 
download to being able to use the solution is an important criteria for merchants.  
Battery - The battery life has an effect on the durability and the mobility of the solution.  
Weight - Similar to the battery life the weight will have an effect on the mobility of the solution. 
A lower weight would increase the mobility and therefore also the look and the checkout 
control.  
Two apps/App switch - The usability of the solution is highly dependent on the architecture of 
the applications. The use of a merchant application next to a PIN entry application will create 
the necessity for an application switch.  
Look - The move from a hardware towards a software based solution will provide the 
opportunity to change the look and feel of a payment acceptance device.  
 
Functionality  
The degree to which the designed architecture provides the mentioned requirements.  
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Online/offline - This indicates the capability of the mPOS solution to process an offline 
payment.  
Magstripe, Contactless and chip - This indicates the entry modes that should be available on 
the solution.  
Pin and SCRP without PIN - This indicates the possible use case for PIN entry or for a solution 
that does not support pin entry.  
Scheme - The number of schemes that are available.  
 
Pricing  
The costs of the solution are an important criterion. The reduction of hardware makes it easier 
to alter current pricing.  
 
 

 
Compatibility  
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The compatibility indicates the degree to which an architectural component can exchange 
information with other systems or products. More simply put, how compatible is the build 
software with other systems?  
Ios/Android - This criterion indicates the compatibility of the mPOS solutions with both major 
operating systems.  
 
Requirements  
The experts mentioned in Chapter 4 have indicated their requirements during an unstructured 
interview as well as a survey. Their requirements regarding the various quality criteria are 
shown in Table 8-1to give insight in the changes they expect from new solutions the first 
column indicates the functionality that their current device allows. The second column indicates 
how the required functionality should behave.  
 

Table 0-1 Merchant requirements 

Requirement  Platform D Platform C  Company 
A  

Platform A   Platform E  platform C 

Pin ++ ++ ++ +- ++ ++ ++ ++ ++ +- ++ ++ 

Magstripe     + +- ++ ++ ++ ++         

Chip     + +-     ++ ++         

CTLS     + +     ++ ++         

Offline             ++ ++ ++ +-     

Look & Feel -- ++ -- +- -- ++ -- ++     -- ++ 

Checkout 
Control 

+- ++ -+ ++ +- ++ -- ++     -- ++ 

Sustainability         +- ++             

Scheme 
availability 

    +- +- ++ +- ++ ++         

Speed         ++ ++             

Reliability         ++ ++             

Price -- ++ -- ++ -- +- -- +- -- ++ -- ++ 

Battery/Weight     -+ ++ -- ++             

IOS -- ++ -- +     -- ++ -- ++ -- ++ 

Set-up -- +- -- ++     -- +-     -- ++ 
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8.7    Appendix D Application versus SDK  

The application  
SDK or application  
 
Merchant application + PSP application  
- Full control over app and updates   
- App switching (By the merchant)  
- Merchant needs to control app switching  
 
Merchant application + SDK with user interface + application  

- No visible app switching  
- Some control because the PSP can push updates to the app  
- Continues communication between the apps is necessary  
- Two apps need to be downloaded  

 
Merchant application + SDK  

- No control over updates  
- Single app needed  
- No app switching  

 
Merchant application + SDK + Application with user interface  
 

- Mostly control with the app 
- Visible app switching but done by the PSP   
- Two apps needed  

 
.  

 
This scenario would have the merchant app receiving the PIN and sending it via a websocket 
connection. The Card reader would encrypt and send the raw Card data. The processing of the 
actual PIN and card data will then happen in the server.  
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This would still cause the PIN entry to be in the merchant app and therefore its security will be 
compromised.  
 
It would be possible to have the app living fully in backend servers. A small app on the device 
will then only be a communication bridge between the data entry and the backend system.  
 
This could be beneficial because the builder of the app is then less dependent on updates.  
 
Parts in the app:  

- Connection (Websocket) with the backend system 
- Connection with the card reader 
- General interface to provide the option of adding functionalities from the backend  

 

 
An architecture in which our app would communicate with a backend system instead of with 
the merchant can increase the flexibility of the PSP. The flexibility is increased because this 
structure allows the majority of decisions to be made by the backend which in turn will be in 
control of the PSP. This part can also be updated without having to ask a user to update the 
actual application.  
 
Changes in the merchant app will also have a limited effect because the app will first 
communicate with its own server which in turn will communicate with the PSP’s server.  
 
The difficult part of this structure is that the merchant app has to open the Adyen app for IOS 
because it cannot stay active in the background once a card reader is no longer in place. This 
means that the server cannot connect to the app until it is opened. This could cause some 
reliability issues. The server should keep asking response calls until the application is active. 
Whether this can be solved is dependent on whether IOS changes their operating system 
such that applications can run and communicate in the background.  
 
This issue can already be solved by not using a second application and combining the PSP and 
the merchant application with the use of a SDK. As mentioned before, the downside of this 
solution is that the PSP is no longer able to control this which decreases the security aspect. By 
decreasing the functions that the SDK has and moving those functions to the PSP’s servers this 
decrease in control will be limited.  
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Fully websocket  
CON  

- You would still have to communicate with the hardware, the card reader or the NFC 
reader. This can be difficult.  

PRO  
- No external updates necessary  
- Merchants can make their own UI  
- The system could run on various platforms without any significant changes 

 
The difficulty of communicating with the hardware via Websockets could partly be solved by 
allowing the card reader to directly communicate via Websockets as well.  

 
Although this could be a solution in which the user interface can be in control of the merchant 
while the backend system is fully in control of the PSP some other issues will arise. You 
wouldn’t be able to use NFC and latency would increase significantly.  
 
A solution could be that an application would be formed as a shill around the 
websocket/browser connection. In this scenario the application could take care of the native 
functions.  
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8.8    Appendix E Project Timeline
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8.9    Appendix F Transaction flow differences between SDK and 

lightweight Application 
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