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Collaborative Vehicle Platoons With Guaranteed
Safety Against Cyber-Attacks

Twan Keijzer, Paula Chanfreut™, José Maria Maestre ™, Senior Member, IEEE,
and Riccardo Maria Giorgio Ferrari ™, Member, IEEE

Abstract— The wireless communication used by vehicles in
collaborative vehicle platoons is vulnerable to cyber-attacks,
which threaten their safe operation. To address this issue we
propose a topology-switching coalitional model predictive con-
trol (MPC) method based on a reduced order unknown input
observer which detects and isolates the cyber-attacks, so that
the attacked communication links can be disabled by means
of a topology switch. Also, the MPC controller is designed to
guarantee robustness against undetected attacks and the increase
of uncertainty derived from disabling communication links. The
proposed control method also conforms to a relaxed string
stability condition and is guaranteed to be safe against crashes.

Index Terms— Cyber-attack tolerant control, coalitional con-
trol, topology-switching control, model predictive control.

I. INTRODUCTION

UTONOMOUS and collaborative vehicles are being

broadly researched as solutions to problems like road
congestion, pollution, and accidents caused by human error.
One of the solution concepts that has been proposed is that
of collaborative vehicle platoons (CVP) following a lead
vehicle [1], [2], since vehicles in a CVP can drive more
consistently and closer together than human-driven vehicles,
thus reducing pollution, congestion, and road accidents.

In the last decades, several control methods have been pro-
posed for platooning problems [3], [4], including consensus-
based approaches [5], robust strategies [6], [7], and model
predictive control (MPC) [8], [9]. In this article, we focus
on distributed model predictive control (DMPC) [10], i.e.
strategies where a set of local MPC agents communicate to
coordinate their actions. Within this framework, this article
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follows the coalitional strategy [11], [12], [13], [14], which
is characterized by the dynamic formation of disjoint clus-
ters of cooperative agents, the so-called coalitions. See [15],
[16], [17] for examples of its application in irrigation canals,
traffic systems, and solar parabolic plants. In each coalition,
local MPC agents share data to attain their control goals,
whereas the cooperation between coalitions is reduced to
a minimum. Therefore, the coordination efforts are reduced
in comparison to classical cooperative DMPC approaches.
As discussed in [14], this inherent capacity to handle multiple
communication topologies makes this type of controllers a
suitable and scalable solution to deal with communication
failures.

In this regard, [18], [19], [20], [21], [22] deal with CVPs
where the communication topology switches due to vehicles
joining and leaving the platoon, the possible inter-vehicles
communication failures, and the existence of a minimum
distance to communicate. These works stress the relevance
of flexible controllers able to accommodate these dynamic
communication constraints while providing performance and
stability guarantees. In particular, by using the results of [8],
the work of [18] presents a DMPC for platoons with switching
topologies that guarantees convergence of the predicted ter-
minal states. Additionally, [22] proposes a switching control
law to achieve string stability in heterogeneous platoons with
communication losses, and [23] studies the influence of the
communication topology on the stability and scalability of
platoons considering linear feedback controllers.

The exchange of data in the CVP can also be subject to
cyber-attacks, which threatens its safe operation [24], [25],
[26]. Therefore, controllers able to detect and robustify the
system are required, e.g., [27] uses a combination of state and
time delay observers and [28] implements a modified DMPC
resilient against denial of service (DoS) attacks. Closely
related, [29] designs a controller for CVP robust against faults
causing loss of communication. The literature dealing with
other attack types such as injection attacks seems more scarce,
e.g., [30] deals with various malicious threats and proposes
a robust consensus strategy relying on the availability of
sufficient uncorrupted communication links. A larger body of
work exists on control methods robust to additive faults such
as [31], where an integrated fault tolerant control based on a
reduced order unknown input observer (R-UIO) is presented,
and others like [32], [33], and [34]. These approaches can in
some cases be employed for robustness against cyber-attacks.

1558-0016 © 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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As can be seen, while previous works have explored the
dynamic formation of coalitions and the adaptation to com-
munication failures and minimum distance constraints, there
remains challenges on the comprehensive handling of cyber-
attack scenarios, particularly those affecting the integrity and
reliability of communicated signals between vehicles in a
platoon. Moreover, while some strategies have been proposed
to detect and mitigate the impacts of cyber-attacks, there
is a noticeable gap in developing a unified, robust control
framework that can seamlessly transition between opera-
tional modes to properly response to detected cyber threats.
In this regard, the consideration of scenario-based approaches
to handle the uncertainties introduced by cyber-attacks and
dynamically changing coalitions in a predictive control frame-
work has not been thoroughly investigated. Such an approach
has the potential to offer a more resilient and adaptive
solution to maintaining platoon integrity and safety while
minimizing the impact on performance and communication
overhead.

In response to these identified gaps, this article intro-
duces a novel scenario-based coalitional MPC framework
that addresses the challenges of cyber-attack resilience and
dynamic coalition management, ensuring safety and robust
performance under a wide range of operational disruptions.
In particular, we present a control algorithm for CVPs, which
integrates a coalitional MPC for input optimization and an R-
UIO based method for cyber-attack detection. The coalitions
are constructed by disabling attacked communication links
while making a trade-off between performance and communi-
cation costs on all other communication links. In this regard,
our work follows works as [29], which note that platoons
can also operate safely with less communication, albeit with
degraded performance. The MPC problem is proven to be
recursively feasible under the changing coalitions and we
prove that the resulting CVP is free of crashes and conforms to
a relaxed string stability requirement, for the considered sce-
narios include the uncertainty incurred by undetected attacks
as well as by changing coalitions.

The rest of the article is organized as follows. Section II
describes the problem including the vehicle dynamics, the con-
cept of coalitions, the attack model, and a list of requirements
for the proposed solution. Section III introduces the design
of the R-UIO used for cyber-attack detection. Section IV
presents the topology-switching rule and the formulation of
the MPC problem solved by the coalitions. Section V provides
the theoretical guarantees of safety and string stability for
the proposed control scheme. Section VI presents numer-
ical results on a CVP of 4 vehicles following a leader.
Finally, Section VII provides conclusions and future research
prospects.

Notation: &(n|k) indicates the predicted value of variable &
computed at time instant k for k + n; conv(A4) denotes the
convex hull of set A; sgn(x) denotes the sign of x, with
sgn(0) = 0. For a set C, Q¢ = [Q;licc denotes a block
diagonal matrix with |C| blocks Q;, where |C]| is the cardinality
of C. Finally, | - | denotes the absolute value when referring
to a scalar and the cardinality when referring to a set as
used before.

VN, AN
[

- dN
CarN Car N-1 Car2 Carl Car 0
. Link (N,N-1 7\ Link (1,2
<N ink ( ) Q\I—l ) Link (1,2) 1\
Fig. 1. Platoon of N vehicles following a lead vehicle. The structure of the

communication network is modelled by graph G = {N, L}.

II. PROBLEM FORMULATION

We consider a CVP where vehicles can dynamically assem-
ble into cooperative groups, hereafter referred to as coalitions.
Local measurements are communicated between the members
of each coalition to improve the control performance. How-
ever, this communication might be subject to cyber-attacks
that can change the communicated signal, thus threatening the
coalitions safety.

A. Vehicles Dynamics

Consider a CVP formed by a set A" = {1, ..., N} of locally
controlled vehicles (see Figure 1). Each vehicle i € A/ aims
at keeping a reference distance

dri =1+ hv;, (1

from its preceding vehicle i — 1, where v; is the velocity of
vehicle i, h denotes the reference time headway and r is the
reference distance at standstill.

Additionally, vehicle platoons require a form of string
stability [35], for which we define two variants in time-domain
as follows:

Definition 1 (Strict string stability): A vehicle platoon is
strictly string stable if for every vehicle i and any given time
instants kg and ki, with k; > kg, it holds that

v; (k1) — v; (ko)
vi—1(k1) — vi—1(ko)

Definition 2 (Relaxed string stability): A vehicle platoon is
relaxed string stable if for every vehicle / and at any given time
instants kg and kq, with k1 > ko,

v; (k1) — v; (ko)
v (k1) — vi(ko)

Remark 1: Strict string stability assures that the impact
of disturbances decreases between any two vehicles moving
further away from the source of the disturbance. Relaxed string
stability allows for bounded violations of strict string stability
between any two vehicles, as long as after some number of
vehicles the string stability property is regained. <
The continuous time dynamics of each vehicle i € A are
modelled as

Ji st <land! < i.

éd.i = —ha; + Av;,
di = Av;,
Vi =ai, 2)
) 1
ap = —(ui —aj),
T
| AV = ai—1 — ai,
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where eq ; L4 — dri, di, a;, Av;, and u; are respectively
the tracking error, distance, acceleration, relative velocity, and
input of vehicle i. Furthermore, 7 is the time constant of the
vehicle drive-train. Note that the dynamics of each vehicle i
is only affected by the preceding vehicle i — 1 through a;_1.

System (2) can be discretized using a timestep 7" and written
in state space form as

xi(k+1) = A ;xi(k) + B ju; (k) + A; i—1xi—1(k),
yi(k) = x; (k),

where x; (k) = [eq,i (k), di(k), vi(k), ai(k), Avi(k)]"€ R™
and u; (k) € [Umin, Umax] € R are the discrete-time state and
input of vehicle 7, and y; (k) € R™ represents its output vector.
Note that the state x; and input umin < u; < umax of each
vehicle i € N are bounded due to the physical limitations of
the vehicles.

Assumption 1: Each vehicle i € AN measures its own
velocity and acceleration. The distance and relative velocity
with respect to the preceding vehicle is also measured, e.g.,
using LIDAR. <

3)

B. Switching Communication Topologies

Following the coalitional control approach of [11] and [36],
we assume that vehicles are interconnected by a set of wireless
communication links that allow each vehicle i to exchange its
local measurement y;. These links are considered to be bidirec-
tional, i.e., any pair of connected vehicles can both send and
receive information to/from the other. Furthermore, we also
consider multi-hop communication, i.e., vehicles connected by
a path of enabled links can exchange data.

Communication links can be dynamically enabled and dis-
abled, leading to different communication topologies. Any
communication topology induces a partition of the set of
vehicles into disconnected groups, known as coalitions. Con-
sidering this, let us introduce the following notation:

e Set C € N denotes a coalition of vehicles, i.e., a group
of consecutive vehicles that exchange data and coordinate
their actions for their joint benefit.

o A denotes the topology of the communication network.

o Set P, denotes the partition into coalitions associated
with a certain communication topology A, i.e.,

/PA={Cl,Cz,...,C|’pA‘}, 4)

where Ug,ep,C;i = N and C; NC; = ¢, for all
Ci,C; € Pa. Note that the number of coalitions |P,]
will range from 1, if all the vehicles cooperate, to |N],
in case the cars operate in a decentralized fashion.

See Figure 2 for an illustration of these concepts.

C. Unreliable Data Exchange

Malicious vehicles, which share untrustworthy information
within their coalition, may exist in the platoon. The per-
formed attacks are considered additive without assumptions
on their form, such that they represent a general class of false
data injection (FDI) attacks, which includes bias injection,
zero-dynamics, and replay attacks. Let A be the chosen

Car 5 Car 4 Car 3 Car2 Car | Car0
5 m— 4 3 22—
A={(1,2),(45)}, Pr={C,CC}

Fig. 2. Topology and resulting coalitions in a platoon with 5 vehicles
following a leader vehicle which is not part of any coalition.

communication topology and C € P, any of the resulting
coalitions. Then, at each time instant k, vehicle i € C receives
the signals

Yk = y; (k) + ay, (k)

from each vehicle j € C \ {i}. Here a;j (k) is the attack on
the measurement vector sent from vehicle j to vehicle i. Note
that for trustworthy vehicles it holds a (k) =0.

Remark 2: Vehicles in different coahtlons cannot attack
each other because there is no inter-coalition communication.
Therefore, working in a decentralized manner, i.e., when
all coalitions are singletons, avoids the possibility of being
attacked. A decentralized platoon, however, has lower perfor-
mance due to the lack of coordination. <

D. Coalition Model

The model of a vehicle i as part of coalition C is'

xetk+1) = Acxc(k) + Beub (k) + we (k)

we (k) = Afxpc (k) 5)
Xpek+1) = Apcxpe (k) + chupc (k) ,

ye k) = Cexc(k) + Cidl,, (k) ,

where x¢ = [xj]jec € R™ICl s the aggregation of the states

of all vehicles in C, ”C = [u' ]]ec € Rl and y [yj]jec €
R™ICH are respectively the coahtlonal input and output as
known by vehicle i € C, ayc = [ayj]jec e RWICl are the
aggregated attacks on vehicle i from all vehicles in the coali-
tion. Furthermore we = [Wminc) (k). 0, . . ., 01" represents the
coupling between the first vehicle in coalition C, i.e., min(C),
and vehicle p¢ preceding the coalition. Notice that, given (2),
variable w¢ depends only on the acceleration of the preceding
car, i.e., a,.. Here pc is defined as pc = min(C) — 1. For
example, in Figure 2, the predecessor of coalition 3, formed by
cars 4 and 5, is vehicle 3, i.e. pc; = 3. The matrices Ac, A,
AC’ Be, By, and C¢ are built accordlng to Model (3), and C}
is a matrix that maps the attacks in 4!, into the correspondlng
components of y;.

As shown in Figure 2, the overall system can be seen
as a sequence of cooperative substrings which respectively
follow a vehicle whose actions are uncertain, yet bounded as
Umin < Up, < Umax. Furthermore, due to the possibility of
cyber-attacks, uncertainty also exists in the data communicated
among vehicles. Using a combination of the cyber-attack
detector and topology switching rule, which will be presented
in Sections III and IV-A respectively, this effect of the attack

yc

IFor the sake of clarity, hereafter we use C to refer to a coalition in general,
but note that there may be a number of different coalitions in the system
simultaneously as indicated in (4).
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TABLE I
VARIABLES DEFINITION

€d,i Tracking error associated with vehicle @

d; Distance from vehicle 7 to 7 — 1

v; Speed of vehicle 4

a; Acceleration of vehicle ¢

Av; Relative speed associated with vehicle i (Av; = v;—1 — v;)

Aa; Relative acceleration associated with vehicle 7 (Aa; =
a;—1 — a;)

Ti,u;,y; State, input and output of vehicle ¢

y;. Output vector of vehicle j received by vehicle 4

C; Coalition %

pc Vehicle preceding coalition C

uc Input sequence of coalition C optimized agents ¢ € C over a
prediction horizon

a;i Attacks received by vehicle ¢ on vehicle j’s output vector
&; Estimated attack on the communication received by vehicle %

5 Augmented state of vehicle 2
e; Error between the estimated and real attack on the commu-
nication received by vehicle 7

S,s Set of scenarios used in the the MPC problem S with
instances s

Up.,s  Input sequence of the vehicle preceding coalition C according
to scenario s

&yc,s Attack on the communication between vehicles in coalition

C according to scenario s
T Discrete time step

Ta Threshold for detection of attacks

Tq Threshold for starting communication based on the distance
tracking error between vehicles

Ty Threshold for starting communication based on the relative

velocity between vehicles

Note: When subscript ¢ or j refers to a single vehicle, subscript C indicates the same variable stacked for all vehicles in C.

can be bounded in a convex set Ag, which will be defined
later.

Remark 3: Sinc¢ the cyber-attack a; o (k) affects the mea-
surement vector yé, it can affect the computation of u’c (k)
through the controller which will be introduced in Section IV,
and thus affect the vehicle behaviour. <

E. Requirements and Proposed Solution

As shown in Figure 3, the proposed control scheme com-
prises three main components:
1) An R-UIO, which must estimate and detect cyber-attacks
on the communication within each coalition.
2) A topology-switching law, pursuing the following goals:

a) Disable communication links when they do not
provide significant performance improvements.

b) Disable communication links when cyber-attacks
are detected by the R-UIO.

¢) Guarantee that the platoon is sufficiently connected
such that relaxed string stability holds at a CVP
level.

3) The coalitional MPC, which is designed to:

a) Provide optimal reference tracking control robust
against undetected attacks and uncertain actions of
preceding vehicle pc.

b) Avoid crashes for all vehicles, even when commu-
nication links are attacked, i.e., d;(k) > 0, Vi €
N, k=>0.

¢) Guarantee that there always exists a feasible input
for each vehicle such that, in healthy conditions,
strict string stability holds within each coalition.

Remark 4: The proposed control scheme is designed
to guarantee safety against the FDI attack described in
Section II-C. It can however also guarantee safety from denial
of service (DoS) attacks. In this case, no communication is
received such that attack detection is trivial. Furthermore,
as mitigation is achieved by disabling the affected communi-
cation links, this step is redundant for DoS attacks. The MPC
can then be used without change to achieve safety from DoS
attacks.

Y
m—m = — - Fm e '
Vehicle © ;
MPC Controller| Plant Ui
—— 5 (Section 4.2) (Section 2.1)

Topology . Cyber-Attack Je. ... I
Switching Detection Detector !
Section 4.1 Section 3

Fig. 3. Block diagram of the control solution used in each vehicle. The dotted
arrows indicate signals communicated from other vehicles in the coalition.

III. CYBER-ATTACK DETECTOR DESIGN

Each vehicle uses the cyber-attack detection method based
on the R-UIO from [31]. A discretized version of this R-UIO is
presented in this section along with a detection threshold and
guarantees on its performance. As can be seen in Figure 3,
when an attack is detected, a signal is sent to the topology
switching module, which will then disable the corresponding
communication link.

The system in Equation (5) can be augmented by aggregat-
ing the state and the attack as

Xi(k+1) = Ack;(k) + Beub(k) +d;i (k) ©
ye (k) = Cix;(k),
where
_ xc()] - we (k) } - [Bc}
(k) =1 7; , ditk) =1 ; , Be = ,
i =[] dw =[50 | o=
_ Ar 0 - .
Acz[oco}, Ci=[1ci].
Here, we define the sets D; = {d;|lwc € We,adl. € Ac} and

- . yc -
D? = {dilwc € Wc., a;, = 0} as the possible disturbances d;
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in, respectively, attacked and healthy conditions. For a system
of the form (6), the R-UIO to estimate the attack signals
a‘yc (k) = Lx;(k), with L = [0 I], can be written as

oy (k + 1) = MiZg, (k) + Giub (k) + Riyb (k) o
Gi (k) = %o, (k) + H;yp (k) ,
where &; estimates ai, . and
[IM;]| <1,
M;T; + R;C; — T;Ac =0, ®

Ti+ HCi—L=0,

Gi—TiBc=0.

Here, the matrices in Equation (7) are designed based on

System (6) to satisfy the constraints in Equation (8) as in [31].

To achieve stability of the discrete-time observer, only the

condition on M; is changed w.r.t. [31]. Furthermore, 7; appears

in the full derivations of the R-UIO as a transformation matrix,

and can be freely designed such that the conditions in (8) hold.
Then, the observer error dynamics are reduced to

ei(k+1) = Me; (k) + (H;C; — L)d; (k), &)

where ¢; = &; — Lx; (k).
Let us now define a threshold T, for attack detection as
T, (k) = ||(1 — M)~ || DY,
D} = max |I(H;C; — L)di,

(l','EDi
such that detection is triggered when
& (K)|| > To (k). (10)

Lemma 1 (Robustness): The threshold T, is robust to
uncertainties and does not lead to false detections.
Proof: First, under healthy conditions Equation (9) can
be simplified as

Q;(k + 1) = M;&; (k) + (H;C; — L)d; (k) .

Now, if we initialize &; (0) = 0, &; (k) can be written as

k—1
& (k) = > M{ (H;C; — L)d; () (1)
j=0
so that
k=1
& (Il < D IIM]IDY < I — M) ™HIDY = T (k)
j=0
which concludes the proof. (]
To analyze detectability under attacks, let us define
D; & max ||(H;C; — L)d;||. 12)

d,'E'D,'

Theorem 1 (Detectability): A sufficient condition for attack
detection by the R-UIO is a; o (k) ¢ Ac, with

Ac & 1{dl, : Nlaj 1l < 11U = M)~ I(D; + D))

being the set of attacks not guaranteed to be detected.

Proof: Using Equation (9), the disturbance bound in
Equation (12), and assuming the UIO is initialized in healthy
conditions, i.e., ¢;(0) = 0, we can derive

lle; (NI < |11 — M)~ |D; .
This implies
& ()| = |1}, ()| — 11T — M)~ || Dy

Using this in combination with the detection condition from
Equation (10), detection is guaranteed if

lab, (Il = |1 = M)~ D; > T (k).

which, by definition of T, proves the theorem. O

Corollary 1: The set of attacks for which detection is not
guaranteed can be over-bounded by a convex polytope A =
conv({a, . .., ay}) D Ac, were all @y € R™ICL,

Remark 5: Corollary 1 implies the existence of stealthy
attacks [37], that is attacks that cannot be detected using the
proposed detector. Still, the Corollary provides a characteri-
zation via the set flc, which will be used in Section IV-B
to define a scenario-based MPC problem that can guarantee
safety even in the presence of a stealthy attack.

IV. TOPOLOGY SWITCHING CONTROLLER

In this section, the coalitional MPC controller is presented.
First, we describe the topology switching rule, which sets
the number and composition of the coalitions, and, secondly,
we formulate the MPC problem to be solved by each vehicle.

A. Topology Switching Rule

The communication topology and the coalitions are dynam-
ically updated to attain a trade-off between optimal perfor-
mance and coordination efforts while mitigating the effect
of attacks. In particular, they are selected according to the
tracking error, relative velocities, and attacks estimation as
described in Algorithm 1. Note that, if attacks are not detected,
communication and coordination between vehicles is enabled
if the tracking errors or relative velocities exceed thresholds Ty
and T, (see lines 4 and 5 of Algorithm 1). Otherwise,
sparser communication topologies are imposed by placing the
vehicles in different coalitions (see line 7 of Algorithm 1).
The thresholds T, and T, affect the communication topology
in nominal conditions. Setting higher thresholds will cause less
communication and computation costs, but also a lower nom-
inal control performance. In the same way, lower thresholds
will cause more communication and computation costs and
higher control performance.

However, when the communication is subject to cyber-
attacks, the main goal shifts to preserving safety. Communica-
tion links on which a cyber-attack is performed are dangerous
to maintain and, therefore, they are disabled upon notifications
from the detector of Section III. By doing so, Theorem 1
implies that only attacks ai, . € Ac can affect the platoon.
Note that, while Algorithm 1 could be implemented by a
central coordinator, centralized computations are not needed.
Indeed, each car decides when to enable/disable the link with
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the vehicle in front or in the back according to the mentioned
criteria.

Remark 6: To understand this point, let us note that
Algorithm 1 is a constructive algorithm. In line 1 all coalitions
are initialized, regardless of their previous state, to only a
coalition including only vehicle 1. Then, for each vehicle,
a test coalition C, is considered for the algorithm purpose
only, which includes the current vehicle and the previous one
(line 3). Both vehicles in C, can then compute their estimate
@ and compare it to the threshold. Only if both estimates are
lower than the threshold, which means that both vehicles trust
each other, and the test on the relative velocity and position
error is passed, then (line 6) the current vehicle is added to
a coalition with the previous one(s). As an example, let us
consider three vehicles, of which the second one is malicious.
At initialization we would have C; = {1} only. When i = 2 the
test coalition is C, = {1, 2} and vehicle 1 will possibly detect
vehicle 2 as malicious, thus not adding it to coalition Cj.
Vehicle 2 will thus end up being alone in C, = {2} (line 7).
At next step i = 3, C, = {2, 3} and vehicle 3 will possibly
detect 2 as malicious. This will cause vehicle 3 to end up,
alone, in C3 = {3} (line 7). While in this case no collaboration
occurs, the important goal reached is that the malicious vehicle
2 is not added to any coalition, thus preserving safety.

B. MPC Problem

Vehicles within each coalition are affected by uncertainty
through the actions of the vehicle preceding the coalition
and potential undetected cyber-attacks on the communicated
signals. In particular, attacks may not be detected if they
belong in the set A¢ defined in Theorem 1. Safety in this
case is guranteed using a scenario-based MPC that uses the
convex polytope Ac introduced in Corollary 1. A detected
attack, on the other hand, will lead to that communication
link being immediately disabled.

Scenario-based approaches consider a set of realizations of
the uncertainties affecting the system. The MPC problem is
formulated so that the implemented inputs satisfy the system
constraints in these scenarios, while optimizing an objective
function that typically weights the performance costs in all of
these situations. Although the scenario-based approach usually
provides stochastic guarantees on constraints satisfaction, here
we consider the extreme realizations of the vehicles’ behaviour
and undetected attacks, such that safety guarantees in all cases
can be obtained.

Algorithm 1 Topology Switching Rule
1: Initialize: C; = {l} and j =1and C, =...Cy =
2: for all vehiclesi =2...N do
3 SetC,=1{i—1,i}.
4 if (JAv| > Ty or leq:l > Tq) and ||&; (k)| <
To (k) and [|&;—1 (k)| < To (k)

5: Sethz{Cj,i}.

6: else

7: Set j =j+1and C; = {i}.
8: end if

9: end for

1) Uncertainty Scenarios: At each time instant k, each
vehicle i € C considers a set of S realizations on the
unknown neighboring variables. In particular, each scenario
s € § = {1,..., S} defines possible undetected attacks on
the measurement vector, Ez; c.s and a possible trajectory of the
coalitions’ predecessor input, i.e.,

Upe s = [lpe,s(klk), ... dpe s(k+ Np—1[k)].

Here N is the length of the prediction horizon. As used above,
in what follows, let us use subscript s to indicate the scenarios,
e.g., x¢.s(nlk) will denote the prediction made at time instant
k for the state of coalition C in scenario s at time instant .
We assume that the set of scenarios S can be divided into
three different categories. First, we define S C S as the subset
of extreme scenarios, which imply that the predecessor input
and the undetected cyber-attacks take their extreme values, i.e.,

Se={seS

{ttmin, Umax} if Upe (n]k) € [0, vmax],

Upe.s(nlk) € .
pe:s otherwise,

i, (kIk) € {ao. ... ay},

n=k,...,k+ Np—1}.
These scenarios are used to guarantee safety of the CVP.
Secondly, we consider a set of healthy extreme scenarios
Sp C S, which involve only extreme inputs, while the cyber-
attack vector is zero. That is,

30={S€S

if Ve (nlk) € [0, Vmax],

Upe,s(nlk) e .
pe.s otherwise,

{Umin, Umax}
0

al . (klk) =0,

ye.s

n=k,...,k+Np—1}.
These healthy extreme scenarios are used for string stability in
healthy conditions. Lastly, other scenarios, denoted as design
scenarios Sy, can be chosen freely to include other hypotheses
on the realizations of the uncertainty, i.e.,

at, (k1K) € Ac,
n=k, ....k+N,—1}.

Sa=1{s€S8 umn = ﬁpc,s(mk) = Umax,

Therefore, the user can add any finite number of design
scenarios at the expense of an increase in computational
burden. Finally, note that S = S. U Sy U S4.

2) Ideal MPC Problem: The ideal MPC problem considers
the safety and string-stability conditions that we want to
satisfy, but, as will be shown, it cannot be used directly for
real-time control. Modifications to make this possible will lead
to the practical MPC problem of subsection IV-B.3.

The ideal MPC problem can be formulated as follows:

min Je(yg (k). ug) (13)
uc

subject to:

Prediction model

xe,s (kIK) = yh(k) — Clal, ((kIk), (142)
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x5 (n+11k) = Acxe s (nk)+ Beug (nlk)+we s (n[k),  (14b)

we s (nlk) = Agxpe s(nlk), (14¢)
Xpe,s(klk) = xpo s (klk — 1), (144d)
Xpe,s(n 4+ 11k) = Apoxpe s(n|k) + Bpoitpe s(nlk),  (14e)
“l(/’(nlk) € [Umin Mmax]lcl ,

Vs €S, (14f)
Safety

dis(nlk) >0Vs eS8, (15)
String stability

sgn(Avj s (nlk)) = sgn(dvj s (k|k)) Vs € So, (16)

Vn=k,...,k+N,—1,
where cost function J¢ (yé k), uf:) is of the form

Je (e (k) ul)
k+Np—1

- >

n=k

> pexes(+ 10T Qexe, s (n+11k)

SGSd
+Aul (k)T Re Aub (n]k)

Here Q¢ = [Qiliecc and R¢ = [R;]icc are positive definite
weighting matrices defined as the block-diagonal aggregation
of Q; and R;, respectively, and p; > 0 represents the
probability assigned to scenario s € S;. Furthermore, ué
is the sequence vector ué = [uiCT(k|k), ce ué,T(k + Np —
1617, and Aul(nlk) is defined as Aul(nlk) = uj(nlk) —
u’c(n — 11k).2 Finally, dv; s(klk) = v; s(k + Nplk) — v; 5 (k|k)
denotes the predicted change of velocity of vehicle i over the
prediction horizon. Note that unlike a min-max approach, here
the deterministic worst case scenarios S and Sy are used
to guarantee safety in terms of constraint satisfaction, but
the minimization is not performed based on the worst case
scenario.

In this ideal MPC problem, (14a)—(14f) predict the coalition
behaviour over the prediction horizon for a given s € S. If sce-
nario s occurs, then the behaviour predicted by (14a)-(14f)
will be accurate and the attack will have no effect because we
are essentially subtracting it in (14a). Note that, differently
than a fault, the attacks considered in this article do not directly
affect the predicted dynamics but only the initial condition for
the prediction. That is, an attacker can modify the information
it communicates to the other vehicles in its coalition, and thus
the data used by the latter to determine the current coalition
state (recall Section II-C). Therefore, if agent i is attacked,
it will translate into dealing with a misleading y{, (k) in (14a).

Furthermore, the following lemma can be proved for the
ideal MPC problem.

Lemma 2: For a fixed communication topology, if con-
straints (15) and (16) hold, we have:

e No crashes in the platoon, even when the system is under

attack.

2Note that to obtain Au%(klk), it is considered that uic(k —1lk) = ué(k -
11k —1).

e Strict string stability guarantees within each coalition for

the healthy system.

Proof: If constraint (15) holds, then for all extreme
scenarios it holds d; ¢ > 0. This implies there are no crashes
for all possible uncertainties, including those from undetected
cyber-attacks.

Constraint (16) guarantees strict string stability according
to Definition 1 within each coalition for the healthy system.
This can easily be derived by noting that, starting from
Avi(k) = 0, Constraint (16) implies that if dv; (klk) >
0, then vi_1s(nlk) > wv;s(nlk) and thus dv,_js(klk) >
dv; s (k|k). Conversely if dv; s(k|k) < O then dv;— s(k|k) <
dv; s (klk). ]

Unfortunately, Problem (13) cannot be readily implemented
to find the vehicles’ inputs in real-time. Firstly, the string sta-
bility Constraint (16) is non-linear, complicating the solution
of the ideal MPC problem in real-time. Secondly, both the
safety Constraint (15) and the string stability Constraint (16)
are not recursively feasible for all scenarios. For these reasons,
we propose a modification of Problem (13), which, at the
expense of a certain loss of optimality, results in a recursively
feasible quadratic optimization with linear constraints.

3) Practical MPC Problem: To obtain recursive feasibil-
ity through quadratic optimization with linear constraints,
we need to reformulate the safety constraint and string stability
constraint.

Safety constraints: To make the ideal safety Constraint (15)
recursively feasible, it needs to be extended so that a feasible
solution exists in all scenarios, including emergency braking
of the car preceding the platoon and any undetected attack
on the communication. To achieve the required robustness to
uncertainty, the distance between vehicles is bounded based on
the relative velocity and acceleration between vehicles, so that
the preceding vehicle is not approached too fast. The exact
relation of the practical safety constraint is

djs(mlk) > 0, (17a)
djs(mlk) > —Avj s(mlk)d(mlk), (17b)
djs(mlk) > —(Avj,s(mlk)+rAa./,s(m|k)) S(mlk), (17¢)

for scenarios s € Se, m = k + 1, and for all j € C. Here,
Aaj,s =daj-1,s —djs and

8(nlk) =y (k|k) = (n = k)T,

with y (k|k) the time to standstill as defined below and n > k.
Note that depending on the sign of the relative velocities and
accelerations, there will be always one of the three conditions
in (17) more conservative than the others. The latter will be
used in Section V to guarantee safety and recursive feasibility
even if the coalitions break into smaller ones.

Definition 3: y(k|k) is an upper bound on the time to
standstill of vehicle j, when u (k) = umin V& > k.

Remark 7: y(k|lk) can be implicitly calculated through
Model (3) given initial conditions v;(k) and a; (k). <

The constraints in (17) are all based on the idea that d; (n) >
dj(k) + ming<, <, (Avj(k))y(klk) > 0, ie. the change in
distance can be bounded by a product of bounds on the relative
velocity and the time to standstill. This relation is expanded
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for three situations. In boundary case d;(nlk) = 0, when
Constraint (17a) is active, the relative velocity can only be
positive. In the other cases sufficient distance must be held to
guarantee recursive feasibility. Constraint (17b) is active only
if the relative velocity is negative and the relative acceleration
is positive, and Constraint (17c¢) is active only if both the
relative velocity and acceleration are negative.

The full proof of recursive feasibility of this constraint is
deferred to that of Theorem 2 in the next section.

String stability: The ideal string stability Constraint (16)
is both non-linear and there are no guarantees that it can be
recursively satisfied. Therefore a major reformulation of the
constraint is required for the practical MPC problem. First, let
us define the positive and negative components of dv; s as

vj s (k + Nplk)

pos neg
dvj)s >0, d“j,s <0.

—vjs(klk) = dvp"s + do®

Jss

(18a)
(18b)

and dv w111 not unneces-
pos neg)

sarily cancel each other, we also add a term B1(dv; s
to the cost function. With this, we could obtain a hnear
constraint equivalent to Constraint (16) as

Furthermore, to assure that dv

dviE (klk) < Avj s (nlk) < ydviC (klk).

for all n = k... k + Np — 1, where y is a sufficiently large
constant. This constraint is however still not recursively feasi-
ble, as implicitly it does not allow for sign changes of Av; g
and dv; ;. This is because dv; s(k|k) is required to have the
same sign as all relative velocities over the prediction horizon
Avj ;(n|k), including the current relative velocity Av; ;(k|k).
The current relative velocity is fixed, and therefore, also the
sign of dv; ;(k|k) and Av; s(n|k) Vn =k ...k+Np—1 cannot
be changed. This repeats for each next prediction horizon such
that the sign of Av;, and dv;, can never change.
To this end, the constraint is changed to

NoTy ' < dj o (k + Nplk) — ;.o (kIK) < NpTy dob”

Here, d; ,(k + Nplk) — dj y (klk) = S~ Av; ()T so
that this constraint is equivalent to the preceding one if the
sign of Avj is constant over the prediction horizon. During
normal operation, the sign of Av; is constant except when
the platoon transitions between accelerating and decelerating
or vice versa. A proof that string stability can be achieved,
even when such a transition occurs, is presented in Theorem 3.

Lastly, a sensible value for the design constant y is chosen.
From the distance reference defined in Equation (1), it can
be seen that with any change in velocity dv;, the reference
distance changes with hdv;. Therefore, we set y such that
NpTy = h and the distance between vehicles never changes
more than required to track the reference. This means the
controller will not overshoot the distance reference, and thus
the relative velocity will not change sign during a continuous
acceleration/deceleration maneuver. This gives the final con-
straint

h dv;?ig — € <djs(k+ Nplk) —dj s(klk) < h dv;‘f + e

(18¢)

where € is a slack variable. This constraint is applied for
scenarios s € Sg and for vehicles j € C \ min (C), i.e. (18) is
not applied to the first vehicle of every coalition. Therefore,
it only guarantees strict string stability within each coalition
and not between coalitions. It will be shown in Section V
that, together with the proposed topology switching rule, it is
possible to guarantee relaxed string stability over the entire
platoon.

Using the above, at each time instant k, each vehicle i € C
solves an MPC optimization problem formulated as follows:

min  Je(.(k), up)

u’c vdvi.pos dv;, neg€s

+ Z(ﬂl(dv}’f;s — dv}E) + Baey)

s.t. (14) Vs € S,

17), Vje(C,Vs € S,
(18), Vj € C\ min (C), Vs € Sy,

Vn=k,...,k+Np—1, (19)

where 1 and B, are weighting factors for slack variables used
in Constraint (18).

Remark 8: Note that Problem (19) can be solved locally
by each vehicle i € C once all vectors y; for j € C/{i}, are
received. <

Remark 9: Increasing the length of the prediction horizon
and/or the size of coalition C would consequently increase the
number of optimization variables in Problem (19), and there-
fore the computational burden for all i € C. In particular, while
the number of decision variables of the quadratic program
grows linearly with the number of vehicles and the prediction
horizon considered, the number of constraints depends on
the number of scenarios considered, which has worst-case
exponential growth. However, many of these constraints are
redundant and there are universal bounds for scenario sampling
that provide practical certainty regarding constraint satisfaction
and depend linearly on the number of decision variables [38].
Therefore, the time required to solve the optimization problem
could be expected to grow at a manageable rate with the
coalition size and the prediction horizon in a practical setting.
Likewise, note that it is straightforward to introduce a limit
on the coalitions sizes in the topology switching rule (see
Section IV-A). Imposing such a limit may result in diminished
overall performance, yet it brings reduced computational costs,
thereby facilitating the application of the proposed approach
for real-time control. Finally, notice that lighter options than
having each i € C solving a coalition-wide could have been
used to attain coordinated decisions, e.g., by using DMPC.
However, these methods are typically iterative and introduce
new communication steps which represent additional sources
of vulnerability. To avoid this issue, we preferred to have a
relatively larger problem size that could be solved only once.

Remark 10: Being a safety critical application, the pro-
posed MPC problem is conservative. Although the cost in the
MPC problem is not minimized considering worst case real-
ization, worst case scenarios are considered in the constraints,
possibly reducing the solution space and the optimality of the
solution. However, notice that average performance can be
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increased by using the previously mentioned scenario sampling
methods with a larger probability of constraint violation [38],
although we do not consider this possibility acceptable in the
context of the current application.

V. CONTROL SCHEME PROPERTIES

In this section, it is proven that the design as shown in
Figure 3 complies with the requirements of Section II-E. First,
it is guaranteed that no crash occurs at all time, even when the
platoon is subject to cyber-attack. Secondly, it is proven that,
in healthy condition, there exists an input sequence such that
the platoon conforms to the relaxed string stability as defined
in Section II-A. Proofs of the presented Lemmas are presented
in appendix A.

A. Safety Properties

To prove that crashes are avoided at all time, we will
prove that safety Condition (17) always holds, even when the
topology changes.

Lemma 3: Consider that at time instant k, a feasible solu-
tion of Problem (19) can be found by all vehicles i € N
satisfying Constraint (17) for m = k + 1. Then, an input
ui(k + 1]k) exists such that Constraint (17) is also satisfied
by all vehicles for m =k + 2.

Lemma 4: Consider that Lemma 3 holds. Then, Con-
straint (17) with m = k 4 2 is also satisfied by all vehicles
i € N at time instant k + 1, even when the communication
topology changes.

Theorem 2: Using the MPC Controller (19) in each vehicle
i with the topology switching rule as from Algorithm 1, it is
guaranteed that d; ;(t) > 0 Vi, t,s.

Proof: In Lemmas 3 and 4 it has been shown that the
safety constraints in the MPC Problem (19) are recursively
feasible both for a constant topology and over topology
switches. Furthermore, all safety constraints imply d; () > 0,
which proves the theorem statement. (]

B. String Stability Properties

In this section, we will prove that in healthy conditions
there always exists an input for which relaxed string stability
(Definition 2) is achieved in the platoon. To this end, we will
first prove that strict string stability can be achieved within
each coalition. Then, it will be shown that the violation of the
string stability between coalitions is bounded when using the
proposed topology switching law, so that the whole platoon is
relaxed string stable.

Lemma 5: If soft Constraint (18) holds for each vehicle j €
C with €5 = 0, there exist an input sequence uic for each
vehicle i € C such that the coalition is strictly string stable.

Theorem 3: Using the MPC Controller (19) and the topol-
ogy switching law from Algorithm 1, there exist an input
sequence ué for each vehicle i € C such that the healthy
CVP is relaxed string stability.

Proof: Lemma 5 proves strict string stability within
a coalition. This only leaves us to prove that v;(k2) — v;
(k1) —(vj—1(k2) —v;_1(k1)) is always upper-bounded between

TABLE II
PARAMETERS USED IN THE SIMULATION EXAMPLE
Parameter Value Parameter Value
T 0.1 [s71] Qi diag(100,0,0,0,10)
r 10 [m] R; 50
h 0.5 [s] Np 10
Umax 10 [ms™2] B1 0.1
Umin —10 [ms™2] B2 le5
Al
T 0.05 [s] S4 {smpc =0, [fﬂﬁgd} = o}
Ayc
Ty 0.2 [ms™1] Ty 0.2 [m

coalitions, i.e., forall k; > 0,ky > k;, j € C, j—1 ¢ C. By the
switching law from Algorithm 1

vj(ka) —vj(k1) — (vj_1(k2) —vj—1 (k1))
= Avj(k1) — Avj(ky) < 2Ty,

forall ki > 0,k > k1, j e N. O

Remark 11: The presented coalitional MPC method allows
for safe control of CVPs subject to a large class of FDI as well
as DoS cyber-attacks. Literature on cyber-attack tolerant MPC-
based CVP control mostly addresses DoS attacks [28], [39],
[40], [41], while work considering FDI attacks are limited [42],
[43]. In [43], however, cyber-attacks are only mitigated when
they cause violation of the safety constraints causing large
tracking errors. Furthermore, [42] only allows for attacks of
limited duration. <

VI. SIMULATION FOR VEHICLE PLATOON CONTROL

In this section, the proposed control method is applied to
a platoon of 4 vehicles following a leader vehicle. The input
of the leader vehicle, which defines the platoon maneuvers
is shown as the dashed line in Figure 4. The simulation
parameters are given in Table II. The attacks injected in the
communication are shown as dashed lines in Figure 6. As can
be seen consecutively a step and a ramp attack are applied in
the chosen scenario, which each target a different vehicle and
measurement. Furthermore, the attacks are applied at times
when the communication would nominally be active. This is
done to show the versatility and effectiveness of the scheme.

Figure 4 shows the evolution of the states of all vehicles
in this scenario. Figure 5 shows the evolution of the com-
munication topology. Overall, the behaviour of the platoon is
smooth and the tracking error over the whole scenario is at
most 0.4m. Furthermore, note that when the tracking error is
low, the platoon tends to operate in a decentralized manner as
intended, thus saving coordination efforts. We would, however,
like to shed some more light on a few noteworthy points.

First, one can see in Figure 4 that in the period between
1 and 2.2 seconds, the tracking error of vehicle 1 increases
more than that of the other vehicles. This is because vehicle
1 cannot initiate communication with the preceding vehicle
as this is the lead vehicle. This communication is beneficial
especially while the platoon is decelerating as this causes
the vehicles to have a negative relative velocity for reference
tracking, which in turn causes the safety constraint (17) to
become more restrictive. Vehicles 2, 3, and 4 limit the effect
of the safety constraint by enabling communication with the
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Fig. 4. Evolution of the states and input of all vehicles.
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Fig. 5. Evolution of the communication topologies. Green lines indicate

active communication links.

preceding vehicle (see Figure 5), which reduces uncertainty.
However, vehicle 1 cannot initiate communication and there-
fore the safety constraint forces it to brake more than desired
for reference tracking.

Notice also that vehicles 1 to 4 start operating with full com-
munication from approximately 2s. Nevertheless, the detection
of the attack on the signals that vehicle 3 transmits forces
the isolation of vehicles 3 and 4 at around 2.2 [s]; hence
the corresponding link is deactivated. The latter causes the
spike in the acceleration of vehicles 3 and 4 which can be
seen in Figure 4. At the time the communication with vehicle
4 is disabled, it is still decelerating and its relative velocity
is negative. Therefore, to keep fulfilling the safety constraint
after disabling communication, the relative velocity needs to be
suddenly increased. Similarly, the communication with vehicle
2 is disabled when the attack on its communication is detected
(see Figures 5 and 6).

Additionally, Table III compares the performance of the
proposed coalitional control law with integrated cyber-attack
detection with other possible communication topologies.
Table III shows the cumulative costs obtained for differ-
ent communication topologies and attacks scenarios. We use

0 ex— —er — T ey~ — & — e — P
- — — e — — ~ . |
4 i
g —0— Gy, ay,(5) detected N
= -0.5 | =% ayu) — ay,q) detected ~
0 2 4 6 8 10

Time (s)

Fig. 6. Evolution of the attacks on the communication and the times of first
detection.

TABLE III

VALUE OF THE CUMULATIVE COST FUNCTION FOR VARIOUS
COMMUNICATION TOPOLOGIES AND ATTACK SCENARIOS

Attack scenario — None Small Medium Large
Comm. topology J (X2) (X3) (X4)
Full comm. 9.60e3 9.40e3 1.18e4 Infeasible
No comm. 1.37e4 1.37e4 1.37e4 1.37e4
Switching 1.14e4 Infeasible | Infeasible | Infeasible
SWIChng W | lded | 127ed | 127ed | 127ed

“topology switching” to refer to that situation in which the
vehicles change dynamically their communication topology
only according to the tracking error and relative velocity, that
is, the attacks are not considered and hence do not trigger
the deactivation of any links. Also, “full communication” and
“no communication” indicate, respectively, the situation in
which all links are permanently enabled and disabled. The
cumulative costs are provided for the case without attackers
and for three other scenarios in which the severity of the
attacks is progressively increased. In particular, we consider
the output attacks shown in Figure 6 and scale them according
to the factors indicated in Table III, while the lead vehicle
follows the acceleration profile given in Figure 4. The attack
magnitudes are chosen to highlight the differences between
the communication topologies.

Firstly, one can see that the proposed switching method
with attack detection incurs the same cost regardless of the
attack magnitude. This is because the attacks are all quickly
detected and the cost due to the attack is incurred during the
mitigation which is equal for all attack magnitudes. This is
different for the switching method without attack detection,
which becomes infeasible, i.e. safety is no longer guaranteed,
already for the smallest attack. This is because the attacked
communication channels are not disabled. Likewise, the full
communication method also becomes infeasible, but only for
larger attacks. This is because with full communication there is
more redundancy in measurements, which makes the method
inherently more robust than the switching method.

Furthermore, it is interesting to note that the full communi-
cation method has lower costs than the proposed method for
smaller attacks. This indicates that for small attacks the cost
incurred by mitigation is larger than the cost incurred by the
attack. Furthermore, one can see that the cost of the proposed
method, for any attack magnitude, is smaller than the cost for
the no communication method.

VII. CONCLUSION

A topology-switching coalitional MPC controller for col-
laborative vehicle platoons is introduced to guarantee safety
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even when the communication between the vehicles is subject
to cyber-attacks. To this end, the topology-switching coali-
tional MPC is integrated with a reduced order unknown input
observer for cyber-attack detection.

The proposed MPC control law optimizes a cost func-
tion weighing performance and control effort to determine
the control action subject to constraints that guarantee strict
predecessor-follower string stability within each coalition.
Likewise, a topology switching law enables/disables commu-
nication links when the tracking error or relative velocity
between two vehicles exceeds/falls below a chosen threshold.
This significantly reduces the cooperation costs with respect
to a full communication approach. Furthermore, it allows the
topology-switching coalitional MPC to obtain a relaxed string
stability over the whole platoon.

In case of attack, the focus of the control law shifts towards
guaranteeing safety. Firstly, when a cyber-attack is detected
on a certain communication link, all communication with the
transmitting vehicle is disabled. MPC constraints are in place
to avoid crashes when such a forced topology switch occurs.
Furthermore, even if the cyber-attacks are undetected safety is
still guaranteed.

In summary, the designed control law provides a trade-off
between performance and control effort while reducing the
cooperation costs. Furthermore, relaxed string stability of the
platoon can be obtained in nominal conditions, and safety
is guaranteed even when the platoon is under attack. These
properties have been shown theoretically and are illustrated
using a platoon of 4 vehicles following a lead vehicle.

Future extensions will deal with more complex platoons,
e.g., with vehicles leaving or entering the platoon, considering
the lateral motion of the platoon or more realistic representa-
tions of the vehicle to vehicle communication.

APPENDIX

In what follows, we provide the proofs of Lemmas 3 to 5.
For further use in these proofs, let us first introduce the
following propositions:

Proposition 1: Variable §(n|k) is positive if wu;(k) =
Umin Yk <k < n and Av;s(nlk) <O.

Proof: By definition, y (k|k) represents an upper bound
on the time to standstill when u;(k) = umin, V& > k.
Therefore, §(nlk) = y(klk) — (n — k)T is an upper bound
on the time left to standstill at instant n > k if u;(x) =
Umin, Yk < k < n. Furthermore, Av; (nlk) < O implies
that v; ;(n|k) > 0, i.e. vehicle i is not at standstill at time n.
This proves that, if Av; ¢(nlk) < 0, then §(nlk) > 0. U

Proposition 2: The set {x; 5(n]k)}vses,. which contains the
predicted states of vehicle i at instant (n]k) in the extreme sce-
narios, is bounded and form a convex set such that x; ;(n|k) €
X (nlk) = conv({x; s (nlk)}vses,) Vs € S.

Proof: We separately address the two sources of uncer-
tainty. Firstly, the undetected cyber-attacks &; o.s are bounded
and &lyc,s € COHV({&'yC,s}VseSS) Vs € S. Furthermore, the
realized state of each vehicle i € N is always bounded.
Therefore, xc (k|k) in Equation (14a) is also bounded and
x¢.s (k[k) € conv({xc,s (kIK)}vses,) Vs € S.

Secondly, the unknown input of the vehicle p¢, i pe.s 1s also
bounded and i, s € conv({il po s}vses.), Vs € S. As we g ~
Ape,s and COHV({apc,S}VSGSe) - COHV({ﬁpc,s}VseSe)’ we
can also state that wg is bounded and weg, €
COHV({wc,s}vSeSe), Vs € S.

Therefore, Equation (14b) is a linear update equation for
which S, define convex bounds on both the input and the
initial condition. As we consider x; s (n|k) only for n < k+ N,
this is sufficient to prove x; s(n]k) is bounded and x; s(n|k) €
conv({x; s (nlk)}vses,) Vs € S. 0

Proof of Lemma 3: All Constraints (17) are lower bounds
on d; s(k + 1lk) and each of the constraints is only active
in a subset of the state-space, as discussed in Section IV-B.
Therefore, we can consider each constraint separately. We will
prove the lemma for each constraint by showing that if the
constraint holds for m = k41, using input u; (k+ 1|k) = umin,
it still holds for m = k+2. To this end, let us use the following
relations:

dis(k +2lk) =d; s(k + 1|k) + T Av; (k + 11k),  (20a)
Av; sk +2|k) = Av; s(k + 1|k) + T Aa; s(k + 1|k), (20b)

ta;s(k+2lk) = (t —T)aj sk + 1|k) + Tu; (k + 1|k).
(20c)

Now, firstly, consider Constraint (17a) for d; s(k + 1]k),
which is active only if Av;(k + 1|k) > 0.> Then, if Con-
straint (17a) is satisfied, i.e., d; s(k + 1|k) > 0, the following
holds:

dis(k+2lk) =d;s(k+ 11k) + T Av; s(k 4+ 1|k) > 0,

which proves the lemma for Constraint (17a).

Secondly, consider Constraint (17b), which is active only
if Av;g(k+ 1lk) < 0 and Aag; (k + 1lk) > 0, and recall
Proposition 1. Then, if Constraint (17b) is satisfied, i.e. d; s (k+
11k) > —Av; s(k + 11k)8(k + 1|k), the following holds:

dis(k +2|k) = di s(k + 1]k) + T Av; s (k + 1]k)
> — Avis(k + 1K)k + 11k) + T Av; 5 (k + 1]k)
= —Av; sk + 11k)8(k + 2]k)
=—(Av; s(k+2]k) —Aa; s (k +1]k)T)8 (k +2|k)
> — Av;s(k +2]k)8(k + 2]k),

where we have used (20a) and (20b), and the fact that
Aa;¢(k + 1lk) > 0 in the last inequality. This proves the
lemma for Constraint (17b).

Lastly, consider Constraint (17c), which is active only if
Aa; s(k + 11k) < 0. Then, if Constraint (17c) is satisfied,

3Note that this is a necessary condition for Constraint (17a) to be active.
If Av; ¢(k + 1lk) < 0, Constraint (17b) is more restrictive. However,
if TAa;(k + 11k) < —Av;(k 4+ 1]k) Constraint (17c) can be more restrictive
even if Av;(k+ 1]k) > 0.

Authorized licensed use limited to: TU Delft Library. Downloaded on January 27,2025 at 11:25:38 UTC from |IEEE Xplore. Restrictions apply.



306 IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 26, NO. 1, JANUARY 2025

we can use (20) to derive the following:
d; s(k +2|k)
=d; s(k + 11k) + T Av; 5(k + 1]k)
> —(Avi sk + 1k) + tAa; s(k + 1]k))é(k + 1|k)
+ T Av; s(k + 1]k)
—(Av; sk + 1]k) + T Aa; s (k + 1]k))8(k + 1]k)
+ T (Av; s(k + 11k) + tAa; s (k + 1]k))
—(Av; sk + 1lk) + tAa; s(k + 1]k))é(k + 2|k)
—(Av; sk +2|k) — T Aa; s(k + 11k))S(k + 2|k)
— (tAa;s(k +2|k) + T Aa; s (k + 1]k))d(k + 2|k)
+ T Au; sk + 11k)§(k + 2|k),

A%

v

where Au;(k + 1]k) = ui—1,sk + 11k) — u; sk +
11k), such that with the chosen input, Au;(k + llk) =
uj—1(k + 1|k) — tmin > 0. Then,

di s (k +2]k) >
— (Avi sk + 21k) + T Aa; s (k + 21k))8 (k + 2]k),

which proves the lemma for Constraint ( 17¢).4

Proof of Lemma 4: Without loss of generality, consider
a only the relation between vehicles i,i — 1 € A and the
following changes to the coalitions:

(a) At instant k, the vehicles form a coalition C = {i — 1, i},
and it breaks up into C; = {i — 1} and C; = {i} at k + 1.

(b) At instant k, the vehicles are in different coalitions, say
C; = {i — 1} and C; = {i}, and they join into a single
C={i—1,i}atk+1.

(¢) Coalition C = {i — 1, i} remains constant.

In Lemma 3, it is proven that if (17) holds for x;s(k +
11k), there exists an input sequence such that it also holds for
xis(k + 2|k), Vs € S. Therefore, a sufficient condition for
Constraint (17) to hold also for x; s(k + 2|k + 1) is

Xis(k+2lk+1) € Xk +2lk), Vk>0, Vse€S. (21)

The existence of set X7 (k 4 2|k) is proven by Proposition 2.
Using the prediction model in (14), we have
Xis(k +2lk +1) = Ajxis(k + 1k + 1) + Bju;(k + 1]k + 1)
+ Alxi— sk +1lk+ 1),
xis(k+2lk) = Aixis(k + 1k) + Bjui(k + 1[k)

+ A" xi—1,5(k + 1]k) (22)

where, without loss of generality, we choose u;(k+1|k+1) =
u;(k + 1]k). Furthermore, by Proposition 2,

Xig(k+11k) € XS(k+1k), Vi €C, Vs €S, Vk >0,

and as the realised state x; s(k + 1|k + 1) is the outcome of
one of the possible scenarios in S, we also have

Xis(k+1lk+1) € X’(k+1lk), VieC, Vs €S, Vk>0.
(23)
4 Above the lemma is proved if the active constraint is fixed. It is, however,
possible that the active constraint changes between time instants k + 1 and

k 4 2. Similar approaches can be used to prove the lemma for each of these
cases. For brevity, however, these full proofs are omitted.

That is, the new initial condition x; ;(k 4+ 1|k + 1) is bounded
by the prediction based on the extreme scenario at time k.

Consider case (a), where using Equation (14d), x;_; s(k +
Ik +1) = xi—15(k + 1lk) € X% [ (k+ 1]k) for all s € S.
In cases (b) and (c), as vehicles i and i — 1 are in the same
coalition at time k+ 1, we can directly apply Equation (23) for
vehicle i — 1 too, such that x;_j s(k+1]k+1) € Xl.e_l(k+1|k)
for all s € S.

Substituting the results above into Equation (22) implies
Equation (21) holds, proving the lemma.

Proof of Lemma 5: Define dv;’2 (n1) £ vi(ng +n2) —vi(n))
as the change in velocity of vehicle i over a period of n; time-
steps, and recall dv; s(k) = dvE?s(k) + dv?f;g(k) = v sk +
Nplk) — v; s (klk) is the predicted change in velocity over the
length of the prediction horizon.

Now, without loss of generality, consider that, dictated
by the considered maneuver of the lead vehicle, dv; s(k) >
0, Vk € [0, N) and dv; (k) <0, Vk € [N, N2). Furthermore,
consider initially Awv;(0) < 0. Starting from this initial
condition, by constraint (18c)

dng < Np s.t. Av;s(ng) >0 Awv; (k) <0, Yk € [0, ny),
(24)

for all s € Sp. Then, by the definition of the scenarios Sp, also
dn < Npst. Avi(n) >0 & Av;(k) <0, Yk € [0,n), (25)

Furthermore,
Ju; s.t. Avi(k) <0, Yke (n,N). (26)

Note that u; (k) = u;_1(k) Yk € (n, N) is one of the input
sequences that guarantees this. With this we can derive

dv! (k) — dvi =k (k) = Avi(k) — Av;(0) <0, Yk € [0, 0),
27

where ¢ < N. This implies strict string stability according to
Definition 1 for time steps 0 to N.

At time N we have Av;(N) > 0 and dv; s(N) < 0, which is
a similar situation to the the initial one. Therefore, following
the same line of reasoning, 3 n, < N + Np such that

Avi(ny) <0 & Avij(k) >0, Vk € [N, N +nz),  (28)
and
Ju; s.t. Av;(k) >0, Vk € (N +ny, Na), 29)
such that
dvi (k) — dviTF (k) = Avi(k) — Avi(0) > 0, (30)

forall k > N and k < N +ny < £ < N, which implies strict
string stability for time steps N to N;. At time step N, the
situation is then as it was initially, such that the proof can be
repeated for all time steps.
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