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Abstract

This thesis, conducted as part of the Bachelor Graduation Project at TU Delft, focusses on designing
the communication and storage components of a data acquisition system for Multimodal Learning An-
alytics (MMLA). The goal is to create an adaptable system that improves learning outcomes in large,
dynamic classrooms such as Tellegen Hall. Current systems often fail to address issues of privacy and
integration, limiting their effectiveness in real-world applications.

The proposed design employs wearable dynamic nodes for data collection, and utilises static nodes and
a root node for wireless communication. Wireless communication uses the ESP-NOWwireless protocol,
and data is stored in a time-series database, InfluxDB, running on a Raspberry Pi 5. A Graphical User
Interface(GUI) built in Grafana, allows monitoring and visualises the data. The system was tested for
reliability and performance, showing a high success rate of 99.93% in data transmission. It enables a
network consisting of, theoretically, up to 200 nodes.

Future improvements include real-time analytics and data security mechanisms.
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This thesis is part of the Bachelor Graduation Project at TU Delft, to fulfil the requirements for the
Bachelor of Science in Electrical Engineering. Proposed by Dr. Abdi and Dr. Dauwels, this project
aims to develop an adaptable data acquisition system for MMLA research. This system needs to be
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1
Introduction

Teachers often encounter difficulties in monitoring large, dynamic classrooms, particularly when stu-
dents are mobile or when the number of students increases. The limited vision makes it difficult to
maintain a broad overview of students and their behaviour, which is essential for providing person-
alised, targeted support. This issue mainly occurs in spaces such as Tellegen Hall at TU Delft (figure
1.1), as well as in other educational settings that involve practical tasks.

Figure 1.1: Overview of Tellegen Hall[1]

Despite the increase in educational tools, current technology has not yet been able to solve this problem.
Interactive tools such as Kahoot! may improve engagement and learning experience, but they are too
simplistic to automatically monitor students and accurately model their behaviour, as it is not their
intended purpose.

Recent advancements in machine learning (ML) and sensing technologies have generated significant
interest in their application within Multimodal Learning Analytics (MMLA). This domain involves the anal-
ysis of data collected from sensors using ML algorithms to monitor, understand and improve learning.

The field of MMLA introduces a new dimension to the educational setting by automating data collection
and using ML for analysis. This approach proactively assists educators in identifying challenges, allow-
ing for quicker and more accurate intervention. The goal is to enhance learning outcomes by identifying
students who may require additional support, promoting higher level of engagement, and enhancing
the overall educational experience.

1



1.1. Multimodal Learning Analytics 2

These advancements present great potential, but they also raise important ethical and privacy con-
cerns, related to the collection and use of sensitive data like video, audio, and physiological signals.
Addressing these concerns is crucial for ensuring that the technology is both effective and responsible.

Therefore, a privacy-oriented multimodal data acquisition system will be designed, tailored for
large, dynamic learning environments. The system will adhere to the ethical guidelines set by the
Human Research Ethics Committee (HREC) at TU Delft, which is responsible for safeguarding partici-
pants’ rights and privacy. This includes minimising the sensitivity of the collected data, in compliance
with GDPR regulations.

The system does not currently employ Machine Learning. Instead, it functions as a foundational re-
search product, designated to be adaptable for future modifications, allowing for adjustments or the
integration of additional features to support research and development in this area.

This chapter provides an overview of the project, beginning with a brief introduction to the field of MMLA
(section 1.1). It addresses the current challenges and concerns in the field (section 1.2), followed by
an analysis of existing systems (section 1.3), highlighting their shortcomings. This leads to the problem
definition (section 1.4), followed by our proposed design as a solution to the problem(section 1.5). The
final section (section 1.6) outlines the structure of the report.

1.1. Multimodal Learning Analytics
Learning analytics is an emerging field focused on understanding and improving education through
analysing and visualising data. Traditional learning analytics tools have primarily concentrated on col-
lecting data as a series of actions performed by an individual student, such as clicks or keystrokes on
a computer [2]. This approach simplifies the presentation of data in charts or graphs, thereby assisting
teachers in refining the learning process. These tools are usually integrated into existing digital sys-
tems, such as a computer. However, they are limited due to their reliance on unimodal data-data from
a single source, such as video, audio, motion, or physiological signals [3]. As a result, these systems
fail to capture the broader context and deeper interactions in classroom settings.

Conversely, Multimodal Learning Analytics (MMLA) addresses the shortcoming of traditional methods
by integrating various complementary data sources. This integration provides a more robust foundation
for identifying specific learning indicators and offers a thorough understanding of learning dynamics.

An example of MMLA in practice is the Automatic Presentation Feedback System (RAP), which illus-
trates how MMLA can improve oral presentation skills. In this scenario, participants present to a virtual
audience while a camera, microphone, and slide-tracking software capture their performance. By ex-
tracting and analysing certain features, such as posture, vocal tone and slide text size, the system
provides real-time feedback [4]. Similarly, another study [5] used motion sensors and video recordings
to examine the impact of classroom surroundings on student collaboration. Features including par-
ticipation levels, head movements, and interpersonal distances were extracted to analyse how table
shapes affected group dynamics.

(a) Setup of the RAP system [4] (b) Experimental setup of student collaboration study [5]

Figure 1.2: Examples of MMLA systems
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To achieve its goal, an MMLA system needs to establish the learning indicator and its resulting be-
haviours. While indicators, such as student collaboration, are not measurable, related behaviours, such
as speaking turns or eye contact are, which can be captured through data [6] Once these behaviours
and their data traces are identified, the next step is to select modalities measure these behaviours ef-
fectively. For instance, audio can measure total speech duration [7], while video can capture gestures
[8]. Selecting the right modalities ensures the collection accurate and meaningful data.

1.2. Challenges and concerns
Despite recent growth in MMLA research and advancements in sensing technologies and computa-
tional methods, MMLA has yet to reach its full potential in classroom settings. Two main challenges
contribute to this gap.

• Firstly, teachers often lack experience with modern data collection and visualisation techniques,
hindering their ability to use these tools in teaching [9],

• Secondly, existing MMLA systems may not align with teachers’ instructional needs, as the educa-
tional field lacks an understanding on how to support teachers interpret and apply MMLA insights
effectively [9]. As a result, systems are often designed without considering teachers’ levels of
technical knowledge, making them difficult to use for educators without technical training.

At present, not many MMLA systems effectively overcome these challenges by being both user-friendly
and seamlessly integrable into classrooms without requiring technical expertise.

There is also added concern about the validity of results, as individuals change their behaviour when
monitored. More obtrusive systems make natural behaviour less likely. Minimising obtrusiveness is
desirable to obtain natural learning behaviour. However, the term ”unobtrusive” is interpreted in various
ways across the literature, resulting in five distinct definitions [10]:

1. Interaction without main attention: Causes minimal disturbance to the user’s routine.
2. Interaction using hard-to-notice hardware placement or design: Placing the hardware in subtle

locations.
3. Interaction based on non-distracting data collection: Hardwaremight be visible, but data collection

is non-distracting.
4. Interaction that is socially accepted: Designed to be socially comfortable and non-disruptive to

others.
5. Interaction naturally integrated with the task: Does not alter original, natural interactions or expe-

riences.

There is no universally accepted definition, leaving designers to prioritise aspects of unobtrusiveness.
Restricting hardware design may limit the data collection. For example, subtle hardware placement
might impede capturing full facial and body data. Balancing unobtrusiveness with effective data-gathering
is necessary.

Last but not least, privacy concerns pose a significant challenge in MMLA research, particularly with
data sensitivity and storage [11]. Researchers need ethics committees’ approvals such as the HREC at
TU Delft, to address potential risks and, comply with data protection laws such as GDPR. Despite this,
there has been limited research on privacy and ethical considerations in MMLA [12], and few systematic
frameworks exist to mitigate these risks [13].

While it may be challenging to create a universal approach to ethical concerns, existing MMLA sys-
tems have limited measures to minimise data sensitivity or prioritise anonymisation. This gap indicates
a need for systems that explicitly address these privacy risks, which could simplify the process of ob-
taining ethical approval and support broader adoption in educational settings.

1.3. Available systems and tools
At present, there are several systems and research initiatives in the field of MMLA, thoughmany of them
are still in the research or prototype phase rather than being commercially available. These systems
are still undergoing trials in various educational settings to assess their effectiveness. However, none of
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them fully address the issues highlighted in the previous section. By evaluating their design objectives
and limitations, especially those encountered during data acquisition, we can gain useful insights. Since
adaptability is an important requirement of the project, it will also be taken into account. The systems
under consideration are as follows:

1. CoTrack - system or software that involves tracking or monitoring multiple entities and their in-
teractions simultaneously through audio, video, and written logs. It features a graphical user
interface for easy navigation. However, it lacks privacy considerations of the students during
data collection [14];

2. EZ-MMLA toolkit – is a web-based application that uses video and audio recordings to gener-
ate data within the browser without transmitting sensitive information over the network. Data is
collected and stored securely. While it has some privacy considerations, the collected data is
sensitive. Additionally, integrating the toolkit into large, dynamic classrooms is complicated due
to its reliance on computers for functionality[15];

3. Classroom prototype - system that provides a teacher with a heat map using localisation, proxim-
ity, and motion sensors. This allows the teacher to have an image of their interactions and shift
attention to students who have not been visited recently. Even though privacy is not a primary
concern, the collected data is less sensitive and excludes elements like video or audio. How-
ever, the system is not adaptable for broader research applications and operates similarly to an
embedded system, dedicated to a single task [16];

4. Empatica E3 - a wearable data acquisition wristband that integrates 4 sensors (PPG, EDA, motion
and temperature) to obtain valuable information regarding the individual’s health. This device is
lightweight and compact, making it minimally intrusive. However, the collected data is highly sen-
sitive and may not be suitable for learning applications. Additionally, while learning applications
might require different sensors, the system does not permit modifications [17].

(a) CoTrack [14] (b) The EZ-MMLA toolkit [15]

(c) The classroom prototype with heat map [16] (d) Empatica E3 [17]

Figure 1.3: Available tools and systems

The assessment of current MMLA systems highlights a need for a more efficient solution that addresses
privacy concerns, adaptability, and integrability in large, dynamic classroom settings. Existing tools
often rely heavily on static components like computers, collect sensitive data that may not comply with
GDPR guidelines , or lack adaptability for diverse research purposes. The proposed system should
address these limitations to ensure that the same data acquisition platform can evolve to meet various
research needs while maintaining reliability and robustness.
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1.4. Problem Definition
MMLA aims to improve teacher visibility in large, dynamic classrooms. An adaptable data acquisition
system is needed that stores data for future use in MMLA applications. The system should be adaptable
to allow for later adjustments such as the addition of extra sensors and users. Additionally, it should not
limit itself to measuring specific learning indicators, but instead utilise sensors that can capture various
data traces.

Furthermore, addressing the challenges and concerns associated with MMLA requires developing a
system that focuses on privacy and integrates easily into large, dynamic classrooms. A privacy-oriented
approach relates to mitigating privacy risks, mainly regarding anonymisation and collection of sensitive
data. This aligns closely with HREC guidelines. For effective integration, the system should not solely
rely on static components.

Therefore, the problem definition can be stated as follows:

How can a privacy-oriented data acquisition system for MMLA be designed that is adaptable
and integrates easily into large, dynamic classrooms?

The system is not intended to provide a standardised framework but rather to offer an adaptable solution
that researchers can adjust and build upon. It does not guarantee HREC approval, nor does it claim
that the specific selection of sensors is universally suitable for all types of learning indicators. Such
decisions should be made by educators and future researchers.

The main objective of the system is to provide reliable and robust data acquisition, with the capability
to store data for future analysis. By focusing on privacy considerations, adaptability and integrability,
the system can assist researchers in achieving their goals in large, dynamic classrooms, regardless of
what those may be. As unobtrusiveness is an added concern, it will be defined here as ”data collection
that occurs in a non-distracting way”, allowing some flexibility in data collection methods.

Considering the system’s adaptability, it is essential to provide clear performance specifications, such
as data output rate, the total amount of data it can handle and the student support capacity. This will
ensure that researchers are aware of its limitations and can tailor the system to meet their specific
needs.

1.5. Design
The proposed design addresses all requirements outlined in section 1.4, with its structure illustrated in
Figure 1.4. To effectively monitor students in large, dynamic classrooms, students and teachers will be
equipped with small, wearable devices containing sensors that record data. These wearable devices
are referred to as the system’s dynamic nodes. Since these devices handle all the data collection, it
reduces the need for significant classroom modifications.

In large classrooms with many participants, all data will converge at a central point, known as the
root node. The root node, which remains in a fixed location, communicates directly with a server to
anonymously store the data for future analysis. Dynamic nodes transmit their data wirelessly to the
root node when within range. To handle scenarios where direct communication is not possible, the
classroom will also include relay devices called static nodes. These static nodes forward data from the
dynamic nodes to the root node and record data to capture additional interactions. The placement of
static and root nodes should be strategic provide wide network coverage and can be adjusted to the
teacher’s needs.

This communication and storage infrastructure forms the system’s backbone, facilitating reliable data
transmission and robust collection. The system must support the addition or removal of nodes without
impacting its overall functionality, and maintaining ease of setup. The system requires a minimum
configuration of 2 static and 2 dynamic nodes for demonstration purposes. A Graphical User Interface
(GUI) will be developed to display system status information, including active nodes and incoming
messages.
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Figure 1.4: Black box diagram of the system

Each node in the system is essentially a microcontroller equipped with various sensors, capable of wire-
less communication and initial processing of sensor data. Once processed, the data is packaged into
packets for transmission. Figure 3 illustrates this design in more detail. The selection of sensors should
be in line with GDPR guidelines, avoiding collection of sensitive data. This includes pre-processed au-
dio (where no identifiable information is stored), as well as non-intrusive sensors like proximity and mo-
tion sensors. A more detailed review of the sensor selection strategy will follow later. The static nodes
only use proximity sensors, since they are not attached to talking individuals. To ensure adaptability, the
system and data packages should accommodate the integration of additional sensors through allowing
for a high data throughput.

Figure 1.5: More detailed block diagram of system

The system is divided into twomainmodules: WirelessCommunication&DataManagement (WCDM)
and Sensors & Modalities (SM), each managed by a dedicated subgroup.

1.5.1. Wireless Communication & Data Management (WCDM)
The WCDM subgroup focuses on the communication between the nodes and the management of the
data that is being transferred. The communication will be done wirelessly to keep the system unobtru-
sive. The subgroup must find suitable wireless technology that meets the requirements. At server level,
the incoming data should be processed, stored, and monitored to allow for simple data extraction.

1.5.2. Sensors & Modalities
The SM subgroup is responsible for selecting sensors and modalities that can capture learning indica-
tors. This selection must consider the privacy of the participants as it should not include sensitive data.
The implementation of sensors and modalities should be kept as unobtrusive as possible. This will be
a challenge for the dynamic nodes. The subgroup is also responsible for processing the sensor data
and packaging it into data packets suitable for transmission.
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1.6. Thesis overview
This report addresses the wireless communication and data management aspects of the project.

Chapter 1 provides an introduction to the project, including some background information, a state-of-
the-art analysis, the problem definition and proposed solution.

The subsequent chapter outlines the specific requirements that the system must meet.

Chapters 3 and 4 detail the design choices made during the project: one focusses on the design of the
wireless communication between nodes and the other addresses the server. This is followed by the
implementation of the system and the results that validate its performance.

The discussion segment presents the significance of the findings and future work. The conclusion
summarises the key points of the project.



2
Program of requirements

The specific requirements are established to develop a data acquisition system that measures student
learning indicators according to the problem definition stated in chapter 1.

The Program of Requirements (PoR) uses labels for different requirements: TA for takeaways, MR for
mandatory requirements, TR for trade-off requirements, and BC for boundary conditions.

2.1. Main PoR takeaways
• TA1: The primary objective of the system is to perform robust and reliable data acquisition and
storage for MMLA purposes.

• TA2: The system should collect data in a non-distractive way.
• TA3: The system should store data ready to be further analysed.
• TA4: The system should be easily integrable for users in dynamic classroom settings.
• TA5: The system should implement a privacy-sensitive sensor selection strategy that minimises
data sensitivity while obtaining useful data.

• TA6: The cost should be minimized when designing a data acquisition and storage system.
• TA7: The system should be designed as a foundational research product, intended to serve as
a basis for further research.

2.2. General PoR
To meet the requirements of this product, the following guidelines should be followed. Both manda-
tory (hard) and negotiable (soft) are listed below. The TA-codes at the end of each line refer to the
corresponding take-aways in section 2.1.

2.2.1. Mandatory requirements
The product must

• MR1: Extract data features from multiple sensors on the nodes. [TA1].
• MR2: Communicate the data features wirelessly between the nodes. [TA2]
• MR3: Receive and store the data features in the database. [TA1, TA3]
• MR4: Enable the extraction of the data in the database for use in MMLA. [TA1, TA7]
• MR5: Be extendible in terms of sensors and nodes. [TA7]
• MR6: Not have name-related user ID’s. [TA5]
• MR7: Cost less than €500. [TA7]
• MR8: Operate shortly after being powered on, with no manual configuration required. [TA4]

8
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• MR9: Should not require human intervention after setup. [TA4]
• MR10: Not collect sensitive data defined by the GDPR guidelines. [TA5]
• MR11: Provide a high processing performance to enable a high data throughput. [TA1, TA7]

2.2.2. Trade-off requirements
Also, the product should preferably

• TR1: Have little visibility when collecting data [TA2]
• TR2: Be light and small. [TA2, TA6]
• TR3: Be scalable in range. [TA7]
• TR4: Be usable for individuals without extensive technical knowledge. [TA4]
• TR5: Cost as low as possible. [TA6]
• TR6: Have low power consumption. [TA2, TA6, TA7]
• TR7: Take less than 20 minutes to setup. [TA4]
• TR8: Collect data in a non-distractive way. [TA2]

2.2.3. Boundary Conditions
The focus of this project is data acquisition and storage for MMLA purposes (TA1), which entails the
following boundaries:

• BC1: The system will be tested using 2 static and 2 dynamic nodes. [TA1]
• BC2: Analysing data and reasoning using Machine Learning is out of scope. [TA3]
• BC3: Data security will be out of scope. [TA5]

2.3. Wireless Communication & Data Management PoR
In addition to the general PoR, there are specific requirements for the group Wireless Communication
& Data Management group. These requirements are labelled by an extra S, with some of them being
shared with the general requirements:

2.3.1. Mandatory requirements
The sub-product must

• MRS1: Collect and store data from nodes on server. [TA3, MR1]
• MRS2: Enable the extraction of the data in the database for use in MMLA. [TA1, TA7]
• MRS3: Have a server that is functional without internet. [MR1]
• MRS4: Not have name-related user ID’s. [TA5, MR2]
• MRS5: Have wireless communication between the nodes. [TA2, MR5]
• MRS6: Support the addition or removal of devices without impacting overall functionality. [TA1,
MR1]

• MRS7: Achieve a 99.9% success rate in communication between any two nodes. [TA1, MR1]
• MRS8: Be expandable in terms of quantity of nodes. [TA7, MR3]
• MRS9: Operate shortly after being powered on, with no manual configuration required. [TA4,
MR8]

• MRS10: Should not require human intervention after setup. [TA4, MR9]
• MRS11: Provide a high processing performance to enable high data throughput. [TA1, MR11]
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2.3.2. Trade-off requirements
Also, the sub-product should preferably

• TRS1: Have low power consumption. [T6]
• TRS2: Be low cost. [M6, T5]
• TRS3: Have light and small nodes. [TA2, TA6]
• TRS4: Be scalable in range [TA7, TR3]
• TRS5: Be usable for individuals without extensive technical knowledge. [TA4, TR4]
• TRS6: Take less than 20 minutes to set up. [TA4, MR7]

2.3.3. Boundary Conditions
• BCS1: The system will be tested using 2 static and 2 dynamic nodes. [TA1]
• BCS2: Analysing data and reasoning using Machine Learning is out of scope. [TA3]
• BCS3: Data security will be out of scope. [TA5]



3
Design: Wireless Communication

The complete design for data communication andmanagement includes twomain components that can
be developed separately: the wireless communication system and the server. The wireless commu-
nication component is responsible for transmitting the data to a designated storage location for future
analysis. This chapter outlines the design choices related to this aspect, including the selection of
hardware, the communication protocol, and the implementation approach.

3.1. Design overview
Figure 3.1 provides an overview of the design, highlighting the communication architecture. The dy-
namic nodes wirelessly transmit data collected from sensors to the root node. Static nodes serve as
relays, for out of range nodes. The root node establishes the connection with the server and uploads
the data to the server. Microcontroller development boards handle all functionalities, so no other hard-
ware is needed. The specific role of each microcontroller board, whether static, dynamic or root, is
defined by its ability to either relay messages or communicate with a server or neither. As the server
communication depends on the server’s design, it will be discussed in chapter 4.

Figure 3.1: Diagram of communication system

3.2. Microcontroller development board
The microcontroller development board is a critical component of the design, required to perform multi-
ple functions. Besides handling wireless communication, it also needs to perform the tasks assigned to
the other subgroup. Specifically, it should be able to integrate sensors, process the collected data, and
package it into data packets. Fast processing is essential to manage all these tasks simultaneously.
To ensure compatibility, both subgroups will utilise the same type of board. The selection process will
be guided by a shared set of requirements. Key criteria for this selection include cost, size, power and
processing performance [18][19], defined as TRS1, TRS2, TRS3 and MRS11.

The cost, size, and weight of the development board typically refer to the entire board, which includes
components such as voltage regulators, oscillators, connectors, and debugging interfaces. On the
other hand, processing performance and power consumption are primarily dictated by the microcon-
troller (MCU) itself.

11
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Processing performance
Processing performance is measured by the time required to complete a specific task [20]. Faster
execution means better performance, influenced by the microcontroller’s clock frequency; higher fre-
quencies results in quicker task execution [21]. Thus, high-performance microcontrollers have high
clock frequency to enable efficient data handling and rapid computations.

Power consumption
The power consumption of a microcontroller is influenced by its operating supply voltage and clock rate.
Higher operating voltage and clock rate increase power consumption, but a lower clock rate negatively
impacts performance, as tasks take longer to complete. Therefore, balancing between performance
and power efficiency is essential. Since the microcontroller needs to handle multiple tasks simultane-
ously, selecting one that operates at a low voltage while maintaining a high clock rate is essential to
ensure both power efficiency and sufficient processing capability [22].

Commonly used microcontroller development boards include the ESP32-DEV-38P [23], Arduino Nano
33 IoT [24], Raspberry Pi 5 [25] and STM32F103C8T6 Blue Pill [26][27]. These boards will be evaluated
and compared based on the specified requirements presented in Table 3.1.

ESP32-DEV-38P Arduino Nano 33 IoT Raspberry Pi 5 STM32F103C8T6
Size 1.98×5.99×1.80 cm 4.13×1.78 cm 8.50×5.60×1.26 cm 2.29×5.33 cm
Cost €9.51 €28.07 €56.99 €10.95
Operating Supply Voltage 3.3 V 3.3 V 5.1 V 3.3 V
Processing Speed 240 MHz 48 MHz 2.4 GHz 72 MHz

Table 3.1: Comparison of microcontroller development boards

The Raspberry Pi 5 offers the best processing performance among the options but has higher power
consumption, size, and cost, making it less suitable for this application. On the other hand, the ESP32-
DEV-38P provides a solid 240 MHz clock speed, consumes less power, and is compact and affordable.
This makes it the ideal choice, as it strikes the perfect balance between all requirements: TRS1, TRS2,
TRS3 and MRS11.

Figure 3.2: Image of ESP32-DEV-38P [28]

3.3. Communication
To adhere to MRS5, nodes must communicate wirelessly. Various factors should be considered when
selecting a communication method such as range, bandwidth, power consumption, interference with
other components, latency, topology, and reliability to name a few. Each option involves a trade-off; for
example, Bluetooth allows for low power consumption, but this comes at the cost of range and band-
width. On the other side, a Wi-Fi based implementation allows for higher bandwidth and range, but this
at the cost of power usage, and flexibility in topology. Therefore, it is important to evaluate multiple
options and understand their strengths and weaknesses. The most important metrics for this sys-
tem based on the requirements are low power (TRS1), high bandwidth(MRS11), and reliability (MRS6,
MRS7).



3.3. Communication 13

3.3.1. Wi-Fi
Wi-Fi is widely used for high-bandwidth wireless communication, offering a transfer rate of up to 20
[29] Mbps on the ESP32, making it suitable for high throughput applications. Its support for acknowl-
edgements ensures reliable communication, an important feature in environments where data integrity
is important. However, this reliability comes with higher power consumption [30], making Wi-Fi less
optimal for battery-powered devices.

3.3.2. BLE Advertising
Bluetooth Low Energy (BLE) [31] advertising allows for minimalistic and energy efficient wireless com-
munication, making it suitable for certain IoT applications. This efficiency comes with constrains, as the
packet size is limited to 31 bytes. The lack of acknowledgement support affects its reliability in scenar-
ios that require strong data integrity. Therefore, BLE advertising is most appropriate for applications
with minimal data transmission requirements.

3.3.3. BLE Mesh
BLEMesh [32] provides both power consumption and reliable data transfer. With a bandwidth of 1Mbps,
it meets the requirements for many IoT applications requiring moderate data exchange. However, the
maximum packet size of 11 bytes requires data fragmentation of payloads. Despite this, BLE Mesh
remains an excellent option for applications where reliability and energy efficiency are prioritized.

3.3.4. ESP-NOW
ESP-NOW [33] is a protocol developed specifically for ESP devices designed to optimise efficiency,
reliability, and speed. With a maximum packet size of 250 bytes, bandwidth of 1Mbps, and a peer-to-
peer communication strategy, it offers flexibility for various network topologies such as mesh networks.
Its low power consumption and optimized implementation makes it an optimal choice for applications
requiring the exchange of moderately sized packets of real-time sensor data.

3.3.5. ZigBee
ZigBee[34] is a protocol designed for low-data-rate, low-power applications. With a bandwidth of 250
kbps, it prioritizes energy efficiency above bandwidth, making it a preferred choice for IoT systems
like smart lighting and environmental sensors. Its maximum packet size of 100 bytes allows for small
to moderate payloads, while support for acknowledgements and mesh networking improves reliability.
However, its relatively low bandwidth may present an issue for real-time data transmission from many
devices. ZigBee therefore excels in situations where energy efficiency and network scalability outweigh
transmission speeds.

Bandwidth Max packet size Power usage Acknowledgements
Wi-Fi 20 Mbps 1500 Bytes High Yes
BLE advertising - 31 Bytes Low No
BLE Mesh 1 Mbps 11 Bytes Low Yes
ESP-NOW 1 Mbps 250 Bytes Low Yes
ZigBee 250 kbps 100 Bytes Low Yes

Table 3.2: Comparison of wireless protocols

Based on Table 3.2, the decision was made to implement mesh functionality using the ESP-NOW pro-
tocol. The protocols peer-to-peer nature, ensures low power (TRS1) and low latency. The protocol has
a relatively high data bandwitdh (MRS11). Additionally, a mesh implementation on top of the wireless
protocol fulfils requirement MRS6 and trade-off requirement TRS4.
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3.4. ESP-NOW
To implement the mesh logic in ESP-NOW the open source library, ZH Network [35] was selected, as
it includes the required mesh logic, delivery confirmation and automatic resend logic. Although this
library comes packed with features, changes are necessary to achieve the required functionality.

3.4.1. Routing
Each nodemaintains its own routing table. The routing table is updated by broadcasting a route request
to a MAC address. When this occurs, nodes within range update their routing tables to include the route
to the requesting node, as well as rebroadcasting the message if they are designated as relays (TRS4).
Once the target device is reached, it respondswith a unicast message back to the original MAC-address,
and uses the routing table to select either the MAC of the original node or a relay MAC if necessary.
By default ZH network designates all devices as relays, so by simply disabling the ability to respond
to, and rebroadcast route requests for messages not directly addressed to the devices removes the
possibility that devices will show up in routing tables as relays.

3.4.2. Topology
The proposed mesh network consists of three types of nodes:

• Root node: This node acts as the endpoint for receiving all messages intended for data collection
and communicates with the ingest server.

• Static nodes: These devices serve as relays, transmitting for messages to the root node in order
to extend the range of the network.

• Dynamic nodes: These devices, intended to be worn by the user, collect sensor data and pass
these data to the root node.

3.4.3. Messages
The message structure consists of a header and a body. The header contains all data related to the
sender, recipient, and message type and length. The body contains the actual data being transmitted.
The message type defines the structure of this data.

3.4.4. Time synchronization
Given that many devices will be contributing to a central database, it is important to synchronize the
clock of the nodes to satisfy MRS1. To achieve this, the network must have the capability to dispatch
out some sort of synchronization signal. Two main implementations were considered: Network Time
Protocol(NTP) and Flooding Time Synchronization Protocol (FTSP)

FTSP
Flooding Time Synchronization Protocol [36] works by broadcasting a timestamp from the root node,
which sets the time for the other nodes. This method is simple, but has a drawback of propagation de-
lays. The chosen network implementation includes processing times in the tens of millisecond range.
although these processing times can be partially accounted for, there is a protocol that addressed both
propagation and processing delay.

NTP
The Network Time Protocol [37] is the industry standard for synchronizing time across devices globally.
Synchronization is achieved by the client sending out a synchronization request that includes the local
time on the device. The server responds with the original time, the local time of the server when the
request was received and the time at transmission. Upon receipt of the response, the client calculates
the time offset using Equation 3.1, and adjusts its time accordingly. This method, as depicted in Fig-
ure 3.3, accounts for the round trip time of the packages. However, one limitation is the assumption
that the transmission times are equal, which may introduct minor inaccuracies if this condition is not
met.
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Figure 3.3: Network Time Protocol

offset =
(sr1− cl1)− (cl2− sr2)

2
(3.1)

NTP was selected for this system due to its straightforward implementation, and its ability to adjust for
transmission delays. The root node functions as the time authority, with all other nodes synchronizing
their time by querying the root node.



4
Design: Server

The server is the core of the system, processing and aggregating network data for export. It includes
data ingress, data storage, an API, and a GUI. This chapter explains the design choices and hardware
tasks for these elements.

4.1. Design overview
Figure 4.1 provides an overview of the design, highlighting the server architecture. The root node
collects data from the network and transfers it to the server. The server runs on a different microcon-
troller board than then the communication network, because it is based on the selected database. The
transmission of data between the root node and server board is called the data ingress process and
is the main challenge of the design. Since the incoming data is time-stamped, the system is in need
of a database that can handle this. To communicate with this database, an Application Programming
Interface is added. The Graphical User Interface offers a graphical display to monitor the status of the
system.

Figure 4.1: Diagram of Server part of the system

4.2. Data ingress
The data ingress process ensures that data collected from the wireless network is reliably transmitted
from the root node to the server. To achieve this, a suitable programming language, serial communica-
tion protocol and data transfer method need to be selected. Additionally, implementing effective error
handling through a checksum is essential to ensure data integrity. This section discusses the design
decisions, the rationale behind each choice, and how these choices contribute to the reliability and
efficiency of the system.

4.2.1. Programming Language
The server needs to be designed to act as an intermediary between the nodes and the place to store
data. The server has to operate offline (MRS3), handle incoming data from additional nodes as the
system scales(MRS6), have a high success rate in data storage (MRS7) and have a high processing

16
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performance to enable high data throughput (MRS11). Table 4.1 presents a comparison of several
programming languages.

Language Pros Cons Suitability
Go Fast execution, built-in

concurrency, easy de-
ployment

Limited generics, rela-
tively new

Great fit for handling
multiple incoming data
streams and efficient
error handling

Python Easy to write and read,
rich library support

Slower execution, high
memory usage

Not ideal due to its slow
speed for real-time data
handling

Java Platform independence,
robust libraries

Higher memory consump-
tion, complex setup

Suitable, but more com-
plex than Go for deploy-
ment purposes

C++ High performance, fine
control over resources

Complex to code, manual
memory management

Too complex and prone
to memory issues for this
use case

Table 4.1: Comparison of Programming Languages

Why GO?

Go is known for its simplicity, ease of deployment, and native support for concurrency through go-
routines, which is useful for handling multiple data streams (MRS6), while also offering significantly
higher speed compared to Python, which is essential for real-time data ingestion (MRS11). Also, the
performance nearly matches that of C++ with reduced complexity and simplified but successful memory
management (MRS7).

4.2.2. Communication Protocol
The decision to use a serial connection, such as I2C and UART, was determined by its simplicity and
reliability, as indicated in Table 4.2.

Protocol Pros Cons Suitability
UART Simple implementation,

longer range support
Lower speed compared to
I2C

Suitable for longer dis-
tance communication
between root node and
server

I2C High-speed communica-
tion, multiple devices

Short range, complex ad-
dressing scheme

Suitable for short-range,
multi-device setups

Table 4.2: Comparison of Communication Protocols

Why UART?

UART communication is preferable due to its simplicity and capability to cover longer distances reliably
without interference, which is beneficial in a distributed classroom setting (TRS4).

4.2.3. Data transfer method
Data can be transferred in a continuous data stream, with the root node transmitting data in real-time,
or in data bundles, where data is aggregated into batches before being sent.
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Method Pros Cons Suitability
Continuous Streaming Low latency, immediate

data availability
High server load, in-
creased risk of packet
loss

Suitable for cases need-
ing real-time reactions

Data Bundling Lower overhead, reduced
transmission errors

Slightly increased latency Ideal for minimizing errors
and efficient batch pro-
cessing

Table 4.3: Comparison of Data Streaming vs. Data Bundling

Why Data Bundling? Data bundling provides a better balance between efficiency and reliability. By
sending data in defined bundles, errors can be detected and corrected more easily, reducing the burden
on the server and making the processing more predictable (MRS7).

4.2.4. Checksum Selection
To ensure for data integrity, a checksum has to be introduced. CRC-16 and XOR are both viable
methods for checksum calculations, with Table 4.4) showing their pros and cons.

Method Pros Cons Suitability
CRC-16 Strong error detection, de-

tects burst errors
Computationally heavier
than XOR

Ideal for ensuring data re-
liability in a noisy environ-
ment

XOR Simple, fast computation Weak error detection ca-
pabilities

Suitable for scenarios
with lower reliability re-
quirements

Table 4.4: Comparison of Checksum Methods

Why CRC-16? CRC-16 is significantly more effective at detecting burst errors compared to XOR,
making it suitable for environments where data integrity is crucial (MRS7).

4.2.5. Design Considerations
Several parameters need consideration during the design of the data ingress process:

• Command System: The command system was designed to maintain reliable communication
between the root node and the server. It is important for ensuring the reliability of data transmis-
sion, minimizing the risk of errors like misinterpretation due to bit flips, and supporting smooth
and clear data flow.

• Batch Processing: Batch processing has to be considered to reduce the number of interactions
with the database, providing a balance between system overhead and latency. By processing
data in batches, we can optimize resource use and ensure timely data analysis without over-
whelming the system.

• Error Handling and Time Synchronization: Error handling is essential for ensuring data reli-
ability, allowing corrupted data to be retransmitted as needed. Time synchronization was also
included to maintain consistent timestamps, which is critical for accurately correlating data from
multiple nodes.

• Parsing: Data parsing is another key consideration, as raw data must be converted into a struc-
tured format that is usable for analysis and storage. Parsing ensures that the data can be effec-
tively queried and stored in a database, supporting the overall goals of reliability and efficiency.
To make the parsing successful, the size, number of messages, readability, and accessibility of
the data have to be considered.
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4.3. Data storage
Selecting a data storage method is a critical part of this system. Since the data consists of time-based
measurements, a time-series database was ideal. These databases are specifically designed and op-
timized for storing, querying, and processing time-stamped data, making them perfectly suited for this
application. Several options were evaluated, based on the requirement MRS11.

Prometheus
Prometheus[38] is widely used database for monitoring and alerting. Originally developed for server
and system monitoring, Prometheus is a robust, scalable and employs its own query language PromQl
real-time data ingestion.

InfluxDB
InfluxDB[39] is a purpose-built time-series database designed for high performant data ingestion. Its
query language, Flux, allows users to easily extract specific data with a broad set of tools for down-
sampling, interpolation and analysis, among others. These tools enable the customisation of datasets
to fit various use cases.

TimescaleDB
Built on top of PostgreSQL, TimescaleDB[40] uses an industry standard traditional database and trans-
forms it into a powerful time-series database, offering SQL querying. One consideration is that TimescaleDB
is built for large scale deployments, which may exceed the requirements of this project.

The Decision
InfluxDB was selected for its ease of integration, extensive documentation and examples, and high
performance. Its capability to handle complex queries efficiently also made it the preferred database.
Most importantly, InfluxDB meets requirement MRS11 with a higher performance with a small scale
deployment than the other options.

4.4. Hardware
The root node in the system acts as the central hub, collecting data from the network. It communicates
this data to a server running InfluxDB. The server board is responsible for managing the ingress of
information and facilitates data storage. To be able to do this, the selected board should have sufficient
memory and should balance processing performance with power consumption. Since data storage
is the primary function of the server, memory capacity is the most critical requirement. Cost is not a
concern because there is only one root node in the system.

Memory: To handle time-series sensor readings effectively, the microcontroller must have adequate
RAM to store and manage the incoming data temporarily. An increase in data ingestion rate, requires
additional RAM; otherwise, it may lead to significant delays or even lost data packages (MRS7).

A number of single board computers were compared, with a focus on cost to performance.

BeagleBone Black ODROID-H4 Raspberry Pi 5 ASUS Tinker Board S R2.0
RAM 512MB 8 GB 4 GB 2 GB
Cost €44.97 €123.14 €56.99 €130.58
Processing Speed 1 GHz 3.6 GHz 2.4 GHz 1.8G GHz

Table 4.5: Comparison of single board computers

From table 4.5, the selection has been narrowed down to two options: the Raspberry Pi 5 and the Bea-
gleBone Black. While the BeagleBone Black offers superior performance, the Raspberry Pi 5 provides
a great cost to performance. Because of the superior cost to performance, Raspberry Pi 5 is identified
as the more appropriate choice.
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Figure 4.2: Image of Raspberry Pi 5 GB4 [7]

4.5. API
An Application Programming Interface (API) allows communication between two or more software sys-
tems, using a programming language to return a requested data set. This process is not visible to
the end user, but only to the systems that are connected to it [41]. InfluxDB includes a built-in API
using Flux, which simplifies sending requests without creating an API from scratch. Understanding the
database structure allows for constructing queries in Flux to retrieve the desired data set.

InfluxDB organises time series data into a structured hierarchy of buckets, measurements, tags, fields,
and timestamps. Buckets serve as storage locations that logically group various measurements, such
as audio or proximity data. The tag key is used to identify the data source while the tag fields de-
scribe characteristics of a measurement whose values change over time. For example, audio can be
described by attributes like tone or speech duration. Each measurement point contains a field value.

Figure 4.3: Database structure [42]

To retrieve data from the database, three main functions are commonly used: from, range and filter.
The from function specifies the bucket, the range function defines a time interval and the filter function
refines the query by filtering the specific tags and fields. By combining these 3 functions, any point in
the database can be accessed [42].

4.6. GUI
The Graphical User Interface (GUI) offers a method to monitor the entire system. By accessing the
database, it clearly visualises all data for the user. The GUI is essential for verifying the proper function
of a data acquisition system, displaying real-time measurements of specific users and the number of
connected nodes to the system.

InfluxDB offers various data visualization options, including its UI platform and external platforms like
Grafana and Kapacitator [42]:

• Influx DB UI: simple tool for visualising InfluxDB data
• Grafana: advanced tool for visualising data from multiple databases
• Kapacitator: visualisation tool that focuses on real-time data processing

Kapacitator may be unnecessary for this project as most of the processing is done beforehand and
advanced, complex visualisation is not required. Displaying the incoming measurements and number
of connected nodes is sufficient to track the state of the system. However, to comply with TA7, future
researchers may integrate new sensors and databases. In such cases, Grafana offers immediate
support for these additions, making it the most suitable option.



5
Implementation and Validation

5.1. Wireless communication implementation
5.1.1. Architecture
There are three distinct roles within the mesh network: A root node, static nodes, and dynamic nodes.
Each of these roles has specific functionality and sometimes overlapping functionalities divided into
modules that can be enabled and disabled.

• Communication: Since each node is part of the network, all nodes must implement this logic,
including communication, as well as time synchronization.

• Relay functionality: Static nodes should be capable of relaying messages between dynamic
nodes and the root node. This is a submodule of the communication module.

• Serial communication: The root node has the added responsibility of communicating with the
server, relaying all the relevant data over serial.

• Sensor task: Dynamic nodes should be capable of gathering data from their onboard sensors
and send it o the communication stack. (This part is provided by the Sensors and Modalities
group)

Given that a substantial amount of logic is shared across various modules, it was decided to integrate
these modules within a single codebase. Feature flags are used to activate relevant features. This
approach also facilitates the addition of test modules, allowing for easy testing and validation of specific
modules.

5.1.2. Nodes
The node logic implementation was developed in C++ using PlatformIO[43], and embedded software
toolkit that integrates into VS code[44]. Due to the significant amount of code involved, it will be made
available on GitHub (https://github.com/ryankolk/BAP-2024) rather than included as an appendix.

Communication
As explained in chapter 3, data is transmitted using the ESP-NOW wireless protocol. ZH_network[35]
supports unicast(one-to-one) and broadcast(one-to-many) communication. Most data will transmitted
unicast to and from the root node, but routing tables are maintained through broadcasts. Appendix A
illustrates the inner workings of this functionality.

Messaging
Each message sent through the network contains a message header and a body. The header includes
the message type, node ID, and current timestamp. The message body is defined by the message
type and contains the information relevant to the specified message type. The message types are as
follows:
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• Sync request: Initiating time synchronization.
• Sync response: Contains the response to a time synchronization.
• Reset Time: A message type that enables the root node to compel other nodes to synchronize
their clocks. This message has no body and can be sent either as broadcast to the entire network
or as unicast to a single node.

• Data: This main data package transmits collected sensor data for database storage. It is the only
message type exits the mesh network and is forwarded to the server.

Time synchronisation
When the nodes initiate, their first task is to attempt synchronisation with the root node by sending the
sync request message. Upon receiving this request, the root node will respond if its own clock is al-
ready synced, which is done through the communication channel with the server. However, if the root
node’s time has not yet been set, it will not respond to the synchronisation request. In such cases, the
nodes will retry synchronisation every 5 seconds until a response is received. Once synchronisation is
successful, subsequent attempts will occur once every hour to compensate for any potential drift.
The root node also has the ability to force a resynchronisation. This functionality is employed under
two specific scenarios:

• If the message header of a node exhibits a drift exceeding 1 second, it indicates that the clock is
likely out of sync, as there should be no instance where transmission takes longer than 1 second.
This message will be transmitted directly to the affected node.

• When the root node’s clock is updated, and there is a drift of more than 1 second compared to
the server, the message is broadcast to all devices.

5.2. Server implementation
5.2.1. Data Ingress
The data ingress system is based on a serial communication protocol and is implemented with Go
code. The ESP32 microcontroller functions as the root node, collecting data from various nodes using
the serial protocol and transmitting it to the server. The server, also implemented in Go, manages
the communication process, ensuring data validity, parsing, and storage. The Go program handles
the serial communication by repeatedly requesting data from the ESP32, verifying its integrity using
checksums, splitting it into readable components, and storing the processed data in a database for
further analysis

Serial Connection Setup
The serial connection setup between the root node and server is fundamental for data transmission.
The ESP32 is configured to collect data from various sensors, including both static and dynamic nodes.
The serial communication between the ESP32 and the server is established at a baud rate of 500000,
with a read timeout of 100 millisecond. This read timeout is automatically set due to a limitation of the
library in GO. The baud rate of 500000 was selected after analysing various transmission speeds and
error rates across different baud rates (e.g., 115200, 250000, 500000, and 1,000,000). It provided an
optimal balance with fast data transfer to prevent bottlenecks during high-volume traffic and minimal
error rate. Higher speeds like 1,000,000 caused message bundles loss, while the lower baud rate of
115200 was insufficient for real-time data transmission, causing significant latency in data collection.
Testing demonstrated that at 500000, the ESP32 could reliably transmit data bundles of up to 256 bytes
with an average error rate of less than 0.1%. The 100 milliseconds read timeout from the Go library,
maintained steady data flow however it did introduce a higher latency, as the ESP32 average response
time was considerably below this time threshold. These configurations ensured correct data collection
and transmission, while the accuracy and system reliability were maintained, The limitation introduced
by the GO library limited data throughput.

Data Request and Reception
The process of data collection starts when the server sends a start byte (0x25) to the ESP32, signaling
a request for data. The ESP32 responds by sending data in chunks of up to 256 bytes, which are
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received by the server. The server continues reading the response until no more bytes are available to
read, ensuring that the entire data payload is received.

The command bytes (e.g., 0x25 for data request, 0x07 for acknowledgment, 0x19 for resend) were
selected to minimize the likelihood of bit-flip errors leading to incorrect commands. These distinct
values make it less probable for corrupted data to be misinterpreted for another valid command. Upon
receiving a complete response, the server extracts the expected data length and performs a checksum
verification. If the checksum is correct, the data is validated, parsed, and an acknowledgment byte
(0x07) is sent to the ESP32 to confirm successful data reception. In case of a mismatch or data error,
the server sends a resend request byte (0x19) to the ESP32, requesting retransmission.

Message structure
The data bundles transmitted from the ESP32 include several components that maintain data integrity
and ensure appropriate processing by the server. Each message consists of:

1. Header and Length Information: A header indicating the bundle type and a length field specifying
the size of the data.

2. Sensor Data: The main payload containing sensor readings collected from various nodes.
3. Checksum: A checksum value calculated using a CRC-16 algorithm to verify the integrity of the

data.

The server recalculates the checksum for the received data and compares it to the provided checksum
to validate the bundle. If the calculated checksummatches the received checksum, the data is deemed
valid. Furthermore, the checksum polynomial used for the CRC-16 calculation is carefully chosen for
strong error-detection capabilities, making it highly effective at identifying errors during transmission.
This ensures that even minor transmission errors are reliably detected.

Batch Processing and Data Management
The system is designed to aggregate valid data messages into a queue for batch processing. Up to 75
valid messages can be combined into a batch and subsequently stored in the database.

The batch size of 75 was chosen to ensure a timely transmission over UART. Larger batches would
increase throughput, but would also be memory and processing intensive on the root node, whereas
smaller batches would alleviate some of the memory overhead, but limit the throughput. This batching
approach reduces the frequency of server-root node interactions and ensures that only complete and
verified data is stored for further analysis.

Error handling and Time synchronization
The system includes a resend protocol to manage potential transmission errors. If data corruption is
detected or no response is received following a data request, the ESP32 will resend the data up to three
times. The server will acknowledge successfully received data or requests retransmission if necessary.

Time synchronization between the ESP32 and server is critical for ensuring consistent timestamps
across the collected data. Periodically, the server sends a time synchronization command byte (0x11) to
the ESP32, along with the current timestamp in seconds and microseconds. The ESP32 acknowledges
with an acknowledgment byte (0x07) to confirm synchronization. This synchronization ensures that all
collected data can be accurately analysed with respect to time.

Server Side Data Parsing and Storage
The server, developed in Go, is responsible for parsing incoming data bundles, verifying their integrity,
and then storing the verified data in a time-series database. The parsing process involves extracting
data length, recalculating and comparing the checksum, and ensuring that the data meets expected
formats. Parsing is crucial for converting raw data into a structured format suitable for analysis and
storage.

The server utilizes APIs to efficiently store and retrieve data from the database for future analysis.
Batched writing reduces load and improve storage efficiency. The Go implementation ensures reliable
data storage process, supports easy integration with other components like theGraphical User Interface
(GUI), and is capable of handling large volumes of data.



5.3. Total overview 24

5.2.2. Data storage
The setup of InfluxDB was quite straight forward. Deployment was done using the Docker [45] image, a
platform designed to easily deploy applications in containers. After setting up credentials, The Access
token was copied for use by other components.

5.2.3. API
The API implementation relies on the complete system application, including the Machine Learning al-
gorithm. Future users of the system may chose real-time feedback for timely interventions and support
by teachers. Alternatively, they may chose to review the feedback after the session has ended. These
two scenarios can be constructed by a query in Flux only using the from, range and filter functions. This
demonstrates that no single implementation that can cover all use cases, but aims to provide a solid
foundation that is extendible. Appendix B contains two queries that cover the two mentioned scenarios,
from which other scenario can be created.

5.2.4. GUI
To visualise collected data, Grafana uses dashboards consisting of panels, with each panel represent-
ing a graph or chart. The creation of a panel involves connecting to a data source, querying and
transforming the data. Specifically, Grafana allows for connections with external sources such as In-
flux DB. When connected to Influx DB, it constructs queries in Flux to retrieve data from the database.
if other sources are used, the programming language for queries will change accordingly. This means
that the query in Grafana is constructed as described in the preceding section.

After retrieving data, Grafana enables data transformations to be able to visualise specific characteris-
tics that are not immediately evident. In this case, that is not needed. Once all 3 steps are completed,
data can be visualised within a panel. The optimal visualisation method depends on the specific nature
of the data that is obtained. To accurately represent the system’s state, it is important to display both
incoming messages and the number of nodes. Therefore, the dashboard consists of 8 panels, one for
each measurement and one for the connected nodes. This is shown in Figure 5.1.

Figure 5.1: Grafana dashboard with dummy data

5.3. Total overview
The final system’s architecture, as shown in Figure 5.2, Illustrates the end-to-end integration of static
and dynamic nodes, that all communicate to the root node. The root node interfaces with the server
through serial for data storage.
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Figure 5.2: General overview of the design of the system

5.4. Validation of wireless communication
Tests were executed to verify the networks operation. Several scenarios were explored:

• Relay functionality was tested by limiting transmission power to simulate large range.
• Message transmission reliability was tested by simulating various traffic volumes and tracking lost
packets.

• Message processing limits were tested using artificial loads created by sending over 500 mes-
sages per second from multiple nodes.

• Round trip time was measured for directly and relay-transmitted messages.

As of this time, the final size of the data package remains undetermined. To fully assess the capabilities
of the network, some tests were conducted with varying message sizes, ranging from 50 bytes to a
maximum of 250 bytes.

The relay function was verified, the node was able to successfully switch to the relay node once out of
range of the root node without losing any messages, and was able to switch back to the root node once
out of range of the relay. The average round trip time was increased when switching, as the message
had to be relayed, going from a median of 6.1 ms to 11.6 ms. There was also a one time delay when
updating the routing table, which had an average time of 23.4 ms.

The system’s reliability was tested under both low-volume and high-volume conditions. the low-volume
scenario involved a simulated load of 50 nodes transmitting a message every second, while high-
volume scenario involved 200 nodes transmitting a message every second. Both tests included a
total of 1 million messages, each with a size of 125 bytes. The outcomes of these tests are presented
in Table Table 5.1.

High-volume traffic Low-volume traffic
Messages lost 637 432
Success rate 99.93% 99.95%

Table 5.1: Success rate of message transmission at 1 million total messages

Processing limits were tested at different message sizes. Two nodes simulated a stream of messages
exceeding these limits to keep the message queue full. The received messages were tallied and mea-
sured every second for 100 seconds. The results are shown in Figure Figure 5.3.
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Figure 5.3: Messages processed per second at different message sizes

The round trip time was also measured for different message. Figure 5.4 shows that, after compen-
sating for the theoretical transmission time, the end-to-end processing time remains consistent at 4.24
ms, indicating that the processing time does not scale with the message size.

Figure 5.4: Round trip time of messages at different message sizes

5.5. Validation of server
The validation process of the data ingress system entailed multiple testing to ensure its reliability, effi-
ciency, and accuracy. Initial assessment showed that a total of 21647 messages were processed, re-
sulting in a 99.6073% success rate. Out of these, 85 messages failed during the initial transmission due
to errors. These failed messages were successfully recovered on the first resend attempt, increasing
the total number of messages processed to 21732, resulting in an overall success rate of 100% (see ta-
ble: 5.2).The absence of the second and third resend attempts highlights the protocol robustness. The
protocol’s capacity for two additional resend attempts ensures that transmission errors are unlikely to
remain unresolved, providing a strong safeguard against transmission failures. Error-handling capabili-
ties were tested by simulating bundle losses and corrupted data. The ESP32 successfully retransmitted
data up to three times as specified in the design, with the server’s acknowledgment and retransmission
requests functioning correctly. Time synchronization between the server and ESP32 was validated by
comparing timestamps across multiple runs, ensuring that the synchronization was accurate to within
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a few microseconds.

Metric Value
Total Messages Sent 21732
Initial Successful Messages 21562
Messages Recovered (1st Resend) 85
Messages Recovered (2nd Resend) 0
Messages Recovered (3rd Resend) 0
Success Rate Before Resend 99.6073%
Success Rate After Resend 100%

Table 5.2: Validation results showing successful data transmission rates.

The baud rate of 500000 was extensively tested for speed and reliability, while additional tests explored
the system’s performance at higher and lower baud rates. The 1 millisecond timeout configuration was
validated for low latency, with further assessment for robustness up to 10 milliseconds.

To evaluate system performance, combination of batch size and baud rate were tested for throughput
and efficiency. At a baud rate of 500,000, the system processed 375 messages per second with a
batch size of 75 and 250 messages per second with a batch size of 50. For a baud rate of 115,200,
the system processed 150 messages per second for both batch sizes of 75 and 50, see table 5.3. The
batching mechanism was validated by processing message batches of various sizes, ranging from 5
to 20 messages. The optimal batch size of 10 was identified, minimizing database interaction over-
head while maintaining low latency for real-time analysis. High-volume tests confirmed reliably server
performance under continuous data transmission.

Maximum Batch Size Messages Processed per Second Baud Rate
75 375 500,000
50 250 500,000
75 150 115,200
50 150 115,200

Table 5.3: Batch performance metrics for different configurations of batch size and baud rate.

Data integrity was verified through rigorous checksum validation. The CRC-16 checksum of each re-
ceived data bundle was recalculated and compared with the original to confirm data integrity. Tests
were conducted with artificially introduced errors to validate the error-detection mechanisms. The ro-
bustness of command byte selection was assessed by simulating bit-flip scenarios to ensure that invalid
commands could not corrupt the system.

The error-handling capabilities were evaluated under different traffic conditions. The systemmaintained
a 100% success rate, demonstrating consistent reliability regardless of traffic volume. This analysis is
presented below in table 5.4. These results validate the robustness of the data ingress system in
handling varying data loads and communication speeds. The testing confirms the system’s reliability
and efficiency in diverse operating conditions.

Traffic Type Messages Lost Success Rate
High-volume traffic 0 100%
Low-volume traffic 0 100%

Table 5.4: Traffic success rate under varying conditions.
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Discussion of the result

This project focused on designing a privacy-oriented, adaptable data acquisition system for Multimodal
Learning Analytics (MMLA). This section evaluates and discusses the outcomes of the data acquisition
system in the context of the requirements, takeaways, and boundary conditions as outlined in chapter
2.

6.1. Key achievements and results
The project successfully delivered a system, which met its primary goals:

Data Acquisition: The system achieved reliable data acquisition using a combination of an offline-
capable server (MRS3) and a wireless communication network leveraging ESP-NOW (MRS5). The
offline capability ensures independence from external networks, enabling secure and uninterrupted
operation even in settings without internet access. Furthermore, the system was implemented with a
time-series database (InfluxDB) and batch processing for data storage, significantly optimizing resource
usage and data retrieval processes (MRS1, MRS2).

Privacy Orientation: The system adheres to GDPR guidelines by minimizing sensitive data collection
and anonymizing user identifiers. (MRS4)

Robustness and Reliability: Designed a robust and reliable system using ESP-NOW, which was val-
idated under various conditions achieving a communication success rate of higher than 99.9% (MRS7)
even in high-traffic scenarios with multiple nodes (MRS6).

Scalability and Adaptability: Supported the addition or removal of nodes without affecting overall
system performance while enabling the high data throughput, meeting the requirement for adaptability
(MRS8, MRS11).

Easily integrable: The system was designed to operate shortly after being powered on, requiring
no manual configuration (MRS9). Once set up, the system functioned without human intervention
(MRS10), ensuring a seamless user experience.

6.2. Linking the Results to the Requirements
The Success of the project can be evaluated against the initial Program of Requirements (PoR) as seen
in chapter 2 .

Mandatory requirements All mandatory requirements were met, particularly MRS1- MRS4, demon-
strating the system’s ability to collect, communicate, store, and extract data.

Trade-Off Requirements Trade-off requirements such as low power consumption (TRS1) and scala-
bility ( TRS4) were addressed effectively through ESP-NOW and modular hardware design.

Boundary Conditions The project adhered to its boundary conditions by demonstrating functionality
with 2 static and 2 dynamic nodes (BC1) and focusing on data acquisition and storage (BC2), while

28
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staying in the cost limit.

6.3. Reflection on Project Success
The project achieved its goals of creating a functional, privacy-oriented data acquisition system. The
results validate the system’s ability to reliably collect, process, and store data while maintaining com-
pliance with ethical guidelines. Key goals such as unobtrusive data collection, scalability, and robust
communication were achieved. However, future iterations could focus on implementing encryption,
refining real-time capabilities, and expanding deployment scenarios.
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Conclusion, recommendations and

future work

The aim of the project was to design a privacy-oriented data acquisition system that is adaptable and
integrates easily into large, dynamic classrooms. This thesis focussed on achieving this by facilitating
reliable wireless communication and effective data storage. It functions as a foundational research
product and allows for the integration of additional features to support future research in MMLA.

The system was built around a network architecture consisting of a root node, small static nodes, and
wearable dynamic nodes for data collection and communication. ESP32 microcontrollers were used
to implement an ESP-NOW mesh protocol, enabling high data throughput and reliable wireless com-
munication. A Raspberry Pi 5 was selected to run the server due to its strong processing power and
memory capacity, ensuring efficient data storage and handling. The server communicates with the root
node via a serial UART protocol, implemented in Go, to manage data ingress. The incoming data was
stored anonymously on InfluxDB, which is designed for high performance data ingestion. Its built-in
API enables simple queries in Flux to access the data. The external application Grafana was selected
for data visualisation, providing a user-friendly interface to monitor the system’s state.

Testing confirms that the system can handle high message volumes and achieve near-perfect data
transmission rates. Testing confirmed that the wireless communication could handle high message
volumes, achieving a communication success rate of 99.93% under high-traffic conditions with 200
messages per second. Data ingress was able to process up to 375 messages per second with a
batch size of 75 messages with a success rate of 100%. These results demonstrate the reliability and
robustness of the components’ transmission capabilities.

Overall, the system delivers reliable data collection, communication and storage with a success rate
over 99.93% under load. The final design ensures a data throughput of over 200 messages per second,
reduces privacy risks by storing data anonymously and integrates easily into large, dynamic classrooms
due to the simple configuration of the network. Additionally the system starts functioning immediately
and nodes can be added or removed without impacting the overall performance.

7.1. Recommendations
While the project successfully developed the wireless communication and server modules, it faced
difficulties in implementing the data ingress process. Namely, the decision to use Go for server-side
operations highlighted a trade-off between simplicity and system efficiency. The language’s ease of
use and built-in concurrency support were advantageous for this project’s scope, but the default 100-
millisecond timeout for certain operations imposed limitations on latency-sensitive tasks. For a more
demanding or scalable system, a language like C++ would be a more suitable choice due to its higher
performance and finer control over system resources. Given that the system is intended as a founda-
tional research product, it is recommended to select C++.

30
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Additionally, more time should have been allocated to comparing different data transfer methods. The
initial decision to proceed with continuous streaming without any evaluation, proved to be inefficient.
This lead to unnecessary delays which would have been avoided by doing more extensive research.

Lastly, although the NTP-based time synchronisation achieves good accuracy, there is 1 consideration
that needs to be kept in mind. Since time synchronisation is dependent on the root node, dynamic
nodes that are out of range must rely on static nodes to relay time requests. This can introduce minor
drifts that could accumulate and are currently unaccounted for. In classroom settings such as Tellegen
Hall, no issues have been observed so far. However, to determine the limitations of this implementation,
additional testing is advised.

7.2. Future work
Although the system meets its intended objective, there are opportunities for further development.
These include integrating advanced features such as real-time analytics, implementing encryption
mechanisms to enhance data security, and conducting additional testing in real-world educational envi-
ronments. Addressing these areas would reduce privacy risks and improve effectiveness and integra-
bility.

This project is an important advancement in using privacy-oriented data acquisition technologies to
enhance learning in educational settings. It serves as a foundation for future work, providing an adapt-
able platform that can handle a high data throughput. This allows for adjustments and the integration
of extra sensors to assist researchers in innovating the growing field of Multimodal Learning Analytics.



A
Mesh network

ZH network works using a message queue, responsible for processing incoming messages as well as
transmitting messages. The way these messages are received and transmitted is illustrated by block
diagrams in Figure A.1 and Figure A.2

Figure A.1: Block diagram of sending a message

32



33

Figure A.2: Block diagram of receiving a message



B
API

1 // real-time, one individual student
2

3 from(bucket: "bap")
4 |> range(start: -10m, stop: -5m) // From 10 minutes ago to 5 minutes ago
5 |> filter(fn: (r) => (r["_measurement"] == "BLEData" or r["_measurement"] == "measurement

") and r.id == "specific_node_id")

1 // post session of all students
2

3 from(bucket: "bap")
4 |> range(start: -4h) // last 4 hours
5 |> filter(fn: (r) => (r["_measurement"] == "BLEData" or r["_measurement"] == "measurement

"))
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C
Code

The code is provided on GitHub: https://github.com/ryankolk/BAP-2024
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