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EXECUTIVE
SUMMARY

In 2008 more than 50 percent of all people, 3.3
billion people, lived in urban areas according to the
United Nations Population Fund (UNFPA - United
Nations Population Fund, n.d.). By 2030 this will
be approximately 5 billion (Lea, 2017). On the one
hand, with fast urban growth also comes excessive
burdens to climate, energy, environment and living,
challenging the way we build and manage cities. On
the other hand, technologies that are discovered in
this era of digitization can produce opportunities for
the economic and social development of cities. Not
only making sure that cities stay safe and livable,
but also to improve them, these technologies are
indispensable.

Worldwide engineers turn to technology to tackle
challenges of fast urban growth that arise on the
fields of sustainable development, education,
energy, environment, safety and public services
(Arroub et al., 2016). Aside from tackling these
challenges, technologies provide opportunities for
economic and social development of cities keeping
the cities safe and livable. Both of these aspects are

often gathered under the term: ‘Smart City".

Though there are many definitions, visions or
imaginaries of what a smart city is or should be,
there are key elements that can be attributed to
‘smart cities. One of the key elements of a smart

city is collecting data through sensors embedded
in our surroundings to better understand, monitor,
regulate and plan the city, with the goal to stimulate
and support innovation and economic growth
and provide sustainable and efficient urban
management and development (Kitchin, 2014).

However, data raises a number of concerns
regarding its design, development and deployment
forsmartcities (Al Nuaimietal.,2015) as well as other
concerns relating to ethical issues (Kitchin, 2014).
Privacy certainly proves to be the most prominent
issue in digitization technologies and big data (Kool
et al., 2017). Several national and international
organizations have even identified privacy as a key
policy, regulatory and legislation challenges of the
21st century (van Zoonen, 2016). This leads to the
following design goal:

“Designing a tour that enables citizens of
Utrecht to critically reflect on the collection
and use of their personal data and its privacy
consequences within the smart city”.

Puscaisanapplication based Personal Utrecht Smart
City Assistant that takes the user on a one time tour
through Utrecht to explore and experience smart
city technologies that could improve their quality of
life. Each of the stops in the tour presents a service
provided by a smart city technology that can be
experienced by sharing personal data. The user is
asked to make a trade-off between their estimated
privacy value of the asked personal data and the
benefits of the presented smart city technology. At
the end of the tour the user gets confronted with

privacy consequences of sharing their personal
data that provokes a critical reflection on the trade-
offs that the user made during the tour.

This design is a start for knowing how we want our
privacy to be protected, by letting people create
an opinion about this. | hope that this project can
be a first step into creating a society where open
and standard policies about safeguarding citizens’
privacy within smart city technologies will be
secured.
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TAKE YOUR
RESPONSIBILITY

Awhile ago | read the book 1984 by George Orwell
(Orwell, 1949) and | was fascinated to find out that
the book was published in 1949. It seemed unreal
that a book written so long ago made such accurate
predictions of technologies in our world today.
Though | do not have a dystopian view on the world
we live in, | do think that technologies can and
have big impacts on our lives, in both positive and
negative ways. Research states greater attention
is demanded to safeguarding private and public
values in respect of digitization (Kool et al., 2017)
to not let our world become the dystopian world
of 1984. This project is about taking the first step
into the direction of a higher goal that is seen as a

utopian ideal:

“Create a society where open and
standard policies about safeguarding
citizens’ privacy within Smart City
technologies will be secured”.

By creating awareness about digitization and let
people create an opinion about this, the first step
is taken into knowing how we want our privacy to
be safeguarded. This is the basis to create privacy
policies that secure citizens’ privacy. | believe that it
is everyone's responsibility in, one way or another,
to create a world that we want to live in, instead of

blindly trusting whatever comes our way.

PROJECT
PARTNER

CLEVER°FRANKE was the project partner for
this graduation project. CLEVER°FRANKE is a
design company that uses data and to create
interactive products and experiences. Their
mission is to use their knowledge of design and
data to create solutions for complex business
challenges, bringing simplicity to our lives
and create experiences that inspire change
(CLEVER°FRANKE - Data Driven Experiences -
A Data Design & Technology Company, n.d.).
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PROJECT
PROCESS

In this project the Double Diamond method by the
British Design Council is used (Ball, 2019), consisting
out of four main phases: Discover, Define, Develop
and Deliver (see fig. 1). The kick-off of the project
was October 8, 2019 and the project ended July 15,
2021 (see Appendix A: Project brief).

Discover
The first phase is about understanding, rather than
assuming what the problem is by questioning the

challenge and identify user needs.

Define

In the second phase insights from the Discover
phase are gathered and used to define challenges
based on these insights.

Develop
The third phase is about developing, testing and
refining multiple solutions to the challenges.

Deliver
The final phase involves selecting a final solution
to the challenge and preparing it for launch. the

challenge and preparing it for launch.
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DISCOVER

In the first phase of this graduation project, |
conducted a literature review to uncover what a
smart city is and why data is so valuable for it. After
describing the results of the review, | highlight the
value of personal data regarding one's privacy and
discuss aspects that influence privacy concerns.
This literature review is the basis for the problems
and design goal defined in the next chapter.




DIGITIZATION

1.1.1 The fourth industrial revolution

Mankind has perfected and innovated their ways
of living throughout the course of history. Relying
on technical evolution and reinventing new
technological means brought us the cities as we
know them today. Sometimes these technological
advancements lifted the industry with such an
overwhelming impact that we call them ‘revolutions’.
The first industrial revolution brought us the steam
engine, that accelerated mechanization and
replaced agriculture with industry. In 1870 gas, oil
and electricity were discovered and this period
gave us the combustion engine. The second
industrial revolution was born and chemical
synthesis, telegraph, telephone, automobiles and
planes were invented. In the second half of the 20th
century the third industrial revolution appeared.
Electronics and information technology were used
to automate production and with this came the rise
of telecommunications, computers, biotechnology
and robots (‘The Industrial Revolution’, 2019).

Looking back, we can see that the previous
revolutions were based on a new type of energy
that was found. Today the fourth revolution has
been occurring since the middle of the last century
and still is happening, right before our eyes (see

fig. 2). However, this is not because a new type of
energy has been discovered. The fourth revolution
is building on the third and combines technologies
that blur the lines between the physical and digital
world: digitization (Schwab, 2016).

1.1.2 Urban challenges and opportunities

The rising economy caused social transformation:
people move from the country to cities, resulting in
the biggest urbanization wave in history (Zhangetal.,
2017). In 2008, more than 50 percent of all people,
3.3 billion people, lived in urban areas according to
the United Nations Population Fund (UNFPA - United
Nations Population Fund, n.d.). By 2030 this will be
approximately 5 billion (Lea, 2017). On the one
hand, with fast urban growth also comes excessive
burdens to climate, energy, environment and living,
challenging the way we build and manage cities. On
the other hand, technologies that are discovered in
this era of digitization can produce opportunities for
the economic and social development of cities not
only making sure that cities stay safe and livable, but
also improving them.

1954 Silicon transistor

1968 Demo first mouse

1971 Microprocessor
1971 Arpanet
1972 Demo Ceefax

1981 PC IBM
1983 First mobile phone

1989 World Wide Web

1991 First website

1994 Launch Netscape browser
1995 Operational GPS system
1997 Start Google

1997 Deep blue defeats Kasparov

2004 Start Facebook

2006 Amazon Web Services
2007 Launch iPhone

2009 Bitcoin protocol

2011 Watson wins Jepoardy!

2013 4G roll-out NL
2013 Realisation 1st quantum bit TU Delft

Roll-out 5G
Neurosynaptic chips in smartphones

Working quantum computer

Fig. 2: An overview of digitization resources (based
on Kool etal., 2017)
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THE SMART CITY

Worldwide engineers turn to technology to tackle
challenges of fast urban growth that arise on the
fields of sustainable development, education,
energy, environment, safety and public services
(Arroub et al., 2016). Aside from tackling these
challenges, technologies provide opportunities for
economic and social development of cities keeping
the cities safe and livable. Both of these aspects are

often gathered under the term: ‘smart city".

1.2.1 Smart city examples

An example on making the city smarteris Amsterdam
Smart City (Home - Amsterdam Smart City, n.d.), that
describe their platform as: “an unique partnership
between companies, knowledge institutions,
governments and active residents”. These parties
come together to contribute to a cleaner, greener
and happier Amsterdam Metropolitan Area and
turn it into a smart city. It is presented as an ‘urban
living lab’, where smart city initiatives can be tested
and demonstrated on the fields of living, working,
mobility, public facilities and open data. This
example emphasizes how the relations between
the knowledge economy and urban development
are thought to make a city smarter. By monitoring,
understanding, analyzing and sharing knowledge

on this platform, Amsterdam Smart City aims to
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improve quality of life for its citizens in real time
(Meijer & Bolivar, 2016).

Another completely different example of a smart city
is currently being built from scratch. At the foot of
Mount Fuji in Japan, Toyota is building the ultimate
smart city of the future: Toyota Woven City (see
fig. 3). In this city everything will become ‘smart”:
citizens, buildings and vehicles will all be connected
and will communicate through data and sensors
(Toyota Woven City, n.d.). This fully connected
ecosystem will be powered by hydrogen fuel cells
and will function as a ‘living lab’ to test robots, smart
homes and Al. This smart city example focuses on
technology used by the government in combination
with Toyota.

These are two completely different perspectives
of what a smart city is and these correspond with
the two most commonly found diverging smart
city perspectives in literature (Goodspeed, 2015;
Kitchin, 2015). One perspective is focused on the
use of information technologies to stimulate urban
development and the other perspective highlights
the extensive embedding of software-enabled
technologies into the fabric of cities (Kitchin, 2014).




1.2.2 No one-size-fits-all

There is no one-size-fits-all definition of the term
‘smart city’ and it is used in ways that are not always
consistent. Definitions of a ‘smart city’ range from
simply using information and communication
technologies (ICTs) to optimize the management of
urban infrastructures, to complete visions of cities
as integrated systems to improve quality of life,
working towards ‘smart’ economic growth and even
‘circular’ cities (de Waal & Dignum, 2017).

The usage of ‘smart’ in the label of ‘smart city’ is
employed in a variety of ways (Hollands, 2008).
‘Smartness’ sometimes refers to the so-called
intelligence of technology, where smart systems
act autonomously, appropriately, and promptly
to respond in real time to complex and dynamic
situations (Kitchin, 2014). Another interpretation of
‘'smart’ when placed in the context of the city as a
whole, becomes a vision that incorporates ideas and
beliefs about the future of urban areas (Sadowski &
Bendor, 2019). The smart city is identified with its
technical infrastructure, but it can't be described by
any single technology or a particular collection of
technologies.

Also, the term ‘smart’ has by its nature a positive
and uncritical stance towards urban development
and this can therefore result in an ‘urban labelling’
phenomenon, where it is difficult to separate the
hype and use of the term ‘smart’ that are placed
because of marketing purposes (Hollands, 2008).

Many researchers have pointed out that smart city
approaches have mostly been top-down, techno-
centric and serve the interests of corporations and

governments instead of improving the life of citizens
(de Waal & Dignum, 2017). These approaches and
visions have mostly been shaped by big technology
providers, that sell this vision in need for suppliers.
Some critics of the smart city imaginary point to it
as a kind of universal, rational and depoliticized
project that focuses on profit-maximizing (Hollands,
2008; Kitchin, 2015; Sadowski & Bendor, 2019).

Not only is the term criticized as being top-down
and techno-centric, it is also accused of lacking
the most important dimension that drives cities:
its citizens (de Waal & Dignum, 2017; Hemment &
Townsend, 2013; Meijer & Bolivar, 2016; Oliveira &
Campolargo, 2015). The definition can't be limited
to the use of information technologies to stimulate
urban development or implementing software-
enabled technologies into the cities' fabric, because
a city will only be smart if citizens play a leading role
in conceiving, designing, building and maintaining
our cities of the future (Hemment & Townsend,
2013).
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1.2.3 Smart city pillars

Though there are many definitions, visions or
imaginaries of what a smart city is or should be,
there are key elements that can be attributed to
‘'smart cities’. One of the key elements of a smart city
isthe use of ICTs. The idea that ICTs are central to the
operation of the future city is at the core of all smart
city perspectives (Meijer & Bolivar, 2016). However,
social factors other than technological smartness are
essential to smart cities, and a socio-technical view
is needed, rather than blindly believing technology
itself can automatically transform and improve
cities (Goodspeed, 2015; Hollands, 2008; Nam &
Pardo, 2011). Research has focused on common
grounds within these ‘smart cities’ perspectives and
found that a smart city enables social, cultural and
urban development and improves economic and
political efficiency (Hollands, 2008). Research has
also found that the majority of smart city models
have overlapping components or “pillars”: Smart
Economy, Smart Governance, Smart Mobility,
Smart Environment, Smart Living and Smart People
(Arroub et al., 2016; Griffinger et al., 2007).
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Smart Economy

Smart Economy can be described by industries that
produce innovative ideas and employ knowledge
to increase the productivity and reduce cost.
Especially by using ICTs focusing on sustainable
and green resources and being socially responsible
to promote the welfare of individuals.

Smart Governance

Smart Governance represent a collection of
technologies, people, policies, practices, resources,
social norms and information thatinteract to support
city governing activities. Where the term “smart”
refers to the relation between the city government,
administration and its citizens.

Smart Mobility

Smart Mobility can be described by modern
transport technologies that improve urban traffic
control, traffic management systems and the
inhabitants’ mobility.

THE

ECONOMY
GOVERNANCE
MOBILITY

SMART

Smart Environment

Smart Environment contains the actions involving
environmental infrastructures such as: waterways,
sewers and greenspaces and is also focused on
using natural and green energy sources.

Smart Living

Smart Living is about connected devices to make a
lot of tasks easier, safer and cheaper. It makes the
life of individuals more productive, sustainable and
efficient.

Smart People

Smart people is about the creativity, education,
knowledge and learning of citizens that make the
city smart. This is an essential factor within the smart
city dimension.

CITY

LIVING
PEOPLE

ENVIRONMENT



DATA

1.3.1 Data is the smart city’s lifeblood

For a long time, the most valuable resource has
been oil, those who controlled oil, controlled the
economy. However, in today's economy there is
another resource that is said to be more valuable:
data, the oil of the digital era ('The World's Most
Valuable Resource Is No Longer Oil, but Data’,
2017). In recent years the ability to collect data has
increased dramatically (Fan & Bifet, 2013). Data
can be described as facts or numbers that are
collected and later analyzed to be processed into
information. This information is then to be examined
and used to help with making decisions (DATA
| Meaning in the Cambridge English Dictionary,
n.d.). Sensors that collect data are embedded in our

surroundings everywhere, from cameras in public

spaces to smartphones in our pockets and the
volume of produced data has grown exponentially.
Data is analyzed for understanding, monitoring,
regulating and planning the city, with the goal to
stimulate and support innovation and economic
growth and provide sustainable and efficient urban
management and development (Kitchin, 2014).

1.3.2 For whom is data valuable?
Data can be valuable for different reasons to citizens,
governments and companies (van Zoonen, 2016):

For citizens, the value of data lies in making

@ life easier. Data and its analysis offers
insights into city life and aids everyday living
and decision-making (Kitchin, 2014)

For governments, data and integrated

é analysis and control centers offer more
efficient and effective city management and
regulations (Kitchin, 2014)

For companies, data analytics offer new,

Ea long term business opportunities (Kitchin,
2014). These so-called ‘panspectric’

techniques of predicting consumer choices
and customer desires are proving crucial
for the control of markets (Palmas, 2010). By
capturing, storing and analyzing customers'
data, companies can affect the value of
advertising, improve specific activities such
as customer relationship management, or
produce new business models predicated
on data analytics and social media
(Constantiou & Kallinikos, 2015).




1.3.3 Data collection in the smart city

The concept of digitization is shaped by a number
of trends: robotics, the internet of things (loT),
artificial intelligence (Al), algorithms, big data,
digital platforms, biometrics, persuasive technology,
augmented reality (AR) and virtual reality (VR)
(Kool et al., 2017). Digitization makes the physical
and the digital world more and more intertwined
on three levels: the material world (our streets,
buildings and homes), the biological world (our
bodies and minds), and the socio-cultural world
(our social surroundings) (see fig. 4) (Kool et al,
2017). People, objects and processes in the physical
world are being sensed and measured. Data
collected by sensing components is transmitted
into the communication layer of the digital world
by using heterogenous network infrastructures (see
appendix B: Smart city infrastructure). Networks
enable the data that is collected in different ways
to be transmitted seamlessly to the information
layer in the digital world. In the information layer,
processing units exploit and analyze the collected
data into information for decision making (Zhang et
al., 2017).

This information is then accessed by municipalities
who use control and operating components to
modify and steer the physical world, creating
continuous feedback loops between the digital and
material worlds. This two-way flow of sensing and
control is an essential part of what is called a smart
city.
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1.3.4 From data to big data

The ability to collect and analyze data from
sensors and sensing components has dramatically
increased, with over 90% of the world's digitized
data was collected in the past 7 years (Al Nuaimi
et al., 2015). Developments in the field of big data,
smart algorithms and Al are indispensable elements
in the digitization of society and together they create
the digital world (Kool et al., 2017). Big data is key
in the continuous feedback-loop because without
collected data there is nothing that can be analyzed
by algorithms or be used by Al to understand,
monitor, regulate and plan the city (Kitchin, 2014).

1.3.4.1 The three V's

A reasonable definition of 'big data’ has not yet
been achieved, because it is seen alternately as a
technological object, effect or capability. However,
research has found characteristics that can be
attributed to big data. These characteristics can
also be described as: the three V's (Al Nuaimi et al.,
2015; Fan & Bifet, 2013).

Volume
High in volume: refers to the size of data that has
been created from all the resources.

Velocity
High in velocity: refers to the speed at which data is
generated, stored, analyzed and processed.

Variety
Diverse in variety: refers to the different types of
data being generated.

Other characteristics that can be attributed to big
data are that the structure and meaning of data
constantly changes (Al Nuaimi et al., 2015) and
that it is relational in nature by conjoining different
datasets (Kitchin, 2014). To sum it up:

big data consists of massive, dynamic,
varied, detailed, inter-related datasets that
can be connected and utilized in different

ways.

1.3.4.2 Benefits and opportunities

Big data can make a contribution in creating the
‘smart city’ to be economically, environmentally
and socially thriving. Big data analytics can achieve
enhanced levels of sustainability, resilience,
governance and improving the citizen’s quality of
life. Some of the benefits that can be achieved are
the following (Al Nuaimi et al., 2015):

® Efficient resource utilization: many resources
are becoming scarce or very expensive.
Integrating solutions that give more control
over how these resources are used is

important.

® Better quality of life: with better and directed
services, more citizens will have more efficient
working and living methods that enhances
their quality of life.

® Higher levels of transparency and openness:
better management and control over all the
smart city aspects is needed and sharing
data will be the standard. The links in a
heterogeneous information network can
uncover surprisingly rich knowledge from
interconnected data (Fan & Bifet, 2013). In this
way more knowledge could be gathered and
sharing data and open data is key for this.

Apart from the opportunities that big data brings,
challenges and ethical issues can also be found.
These will be explained in the next section.
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1.3.4.3 Challenges and ethical issues

Data raises a number of concerns regarding its
design, development and deployment for smart
cities (Al Nuaimi et al., 2015) as well as other
concerns relating to ethical issues (Kitchin, 2014).
Key challenges of big data are identified and
explained below.

CHALLENGES

Data sources and characteristics

Data is collected from many different sources and
exists in many different formats. Most of the formats
are unstructured and have to be managed and
classified into a structured format to be analyzed
and used (Al Nuaimi et al.,, 2015). Big data’s
characteristics such as volume, velocity and variety
(Fan & Bifet, 2013) generate very complex models
and approaches and make it hard to manage. It is
difficult to analyze this data in an accessible way for
applications to use.

Data and information sharing

Each government and corporation can have
multiple departments that have their own data
storage. Some of the data may be privacy sensitive
and it is difficult not to cross the fine line between
collecting and using big data and ensuring citizens’
right of privacy (Al Nuaimi et al., 2015).

Data Quality

Several data quality challenges arise in the field
of data collection. Data is collected by different
entities and is rarely stored in standard formats and
there is no universal way to retrieve and transform
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data into unified data that can undergo a useful
analysis. Information gathered from analyzing data
may therefore be untrustworthy or uncertain.

Cost

The implementation of data applications requires
new systems, components or features to monitor
and record information can be very expensive. If
the project is not implemented correctly, it could
negatively affect the city and replacing the hardware
and software could be required to make the project
work.

Smart city population

People affect and are affected by smarttechnologies
and as the population grows, the size of collected
data also grows. Smart technologies and big data
need to evolve and adapt quickly to the systems in
the city to generate better results.

Security and Privacy

Another challenge of using big data in a smart city is
security and privacy issues. Databases may include
confidential or sensitive information related to the
government or citizens. They need high levels of
security policies to protect this data from falling
into the wrong hands. In the section below the
main ethical issues that evolve around big data are
explained.

ETHICAL ISSUES

Privacy

The potential combinations of different datasets
and the re-use of data brings new challenges
regarding privacy (Kool et al., 2017). It is often not
clear beforehand which insights can be found from
the collected data. These characteristics seem at
odds with central pillars of the data protection
regime, namely permission and purpose binding
(Kool et al., 2015). If it is not clear what the goal
of the collected data is and how this data can be
combined to gather new insights, it is impossible to
give a specific purpose and permission to use this
data upfront. Another privacy challenge of big data
is that when it is out there, it is practically forever.
Sharing data is often irreversible.

Autonomy

Issues about autonomy start playing a part in the
analysis and application of data. Online platforms
play an increasingly greater role in determining
what kind of information people get to see and
don't see, based on the data collected from them
(Kool et al., 2017).

Control

Algorithms and Al are used to automate the process
of analyzing massive amounts of data. With the
increasing speed and complexity of algorithms and
computers it is difficult to understand what is really
going on. This process is also described as a “black
box”, where it is hard to look into and understand
how a decision has been reached, or to check for
errors and correct these. Discussions have emerged



about the accountability and control over these
automated systems and the choices that they make
(Kool et al., 2017)

Justice

The automated systems that make choices are
not flawless. Not only accountability is an issue
here, but also discrimination and unjust exclusion
can happen because of erroneous analysis. Self-
learning systems, algorithms and Al can expand
their knowledge based on biased assumptions
and therefore profile people to put them in certain
categories. Based on these categories an individual
can be discriminated or excluded. Because of
the black box process mentioned above it is hard
to check for these judgements and also for an
individual to object to the system (Kool et al., 2017).
Combining this with the logic behind a system that
is not transparent, it is hard to assert whether the
system is wrong.

Balance of Power

The lines between government and business have
blurred, which results in a shifting balance of power
between businesses, governments and citizens.
Governments are collecting more and more data
about citizens and using this to steer and nudge
them. Much of the online data that is collected
is in the ‘private hands’ of companies and this
information can be sold and resold (Kool et al.,
2017). Also, corporate actors and technical experts
from the private sector have been working to meet
governments’ demands by offering them a range of
new surveillance technologies (Liang et al., 2018).
This makes it more challenging to identify who is

responsible for surveillance expansions and who
has access to the collected data.

All of these values are closely related to fundamental
human rights, but privacy certainly proves to be the
most prominent issue in digitization technologies
and big data (Kool et al., 2017). Several national and
international organizations have even identified
privacy as a key policy, regulatory and legislation
challenges of the 21st century (van Zoonen, 2016).




PRIVACY

1.4.1 What does privacy mean?

Privacy is defined by Meriam Webster Dictionary as
“the quality or state of being apart from company
or observation” (Privacy | Definition of Privacy by
Merriam-Webster, n.d.). In the 15th century this was
probably a good definition, but nowadays it is a little
bit more complicated than that (Raider, 2019).

Since the rise of the internet and global digitization
technologies, many definitions to cover all the
aspects of privacy have emerged. However, we are
still lacking a widely recognized definition. Koops
et al. (2017) proposes a typology of privacy that
is more systematic and comprehensive than any
model (see fig. 5). It can serve as an analytic and
evaluative tool to help assess the impact of new
technologies, social practices and legal measures
on broader privacy interests (Koops et al., 2017).
In this typology privacy is broken down into a two-
dimensional model, consisting of eight basictypes of
privacy and one overarching privacy aspect: bodily
(the integrity of the physical person), intellectual
(typified by a person’s interest in privacy of thought
and mind, and the development of opinions and
beliefs), spatial (individuals' interest in the privacy of
their physical body), decisional (typified by intimate
decisions, primarily of a sexual or procreative
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nature, but also including other decision-making
on sensitive topics within the context of intimate
relationships), communicational (a  person'’s
interest in restricting access to communications or
controlling the use of information communicated to
third-parties), associational (individual's interest in
being free to choose who they want to interact with),
proprietary (referring to property-based interests),
behavioral (typified by the privacy interests a person
has while conducting publicly visible activities) and
informational privacy (overarching aspect of each
underlying type, typified by the interestin preventing
information about one-self to be collected and in
controlling information about one-self that others
have legitimate access to). The horizontal axis moves
from the personal or completely private to intimate,
semi-private, and public. The vertical axis is divided

into two categories: negative freedom (being let

<
<%

alone) and positive freedom (self-development),
according to which bodily, spatial, communicational
and proprietary can be associated with negative
freedom (being able to exclude others from these
aspects), and intellectual, decisional, associational
and behavioral privacy can be associated with
positive freedom (self-development).

The overlay of informational privacy can be found
in each of the eight ideal types of privacy, because
a privacy interest exists in restricting access or
controlling the use of information about that aspect
of human life (Koops et al., 2017). So:

access to any information or data of an
individual’s life can harm that individual’s
privacy. That is why any type of personal
data should be protected.

personal zone

intimate zone

\

semi-private zone public zone

“solitude” “intimacy” “secrecy” “inconspicuousness”
A ACCESS
(emphasis on) . . spatial communicational proprietary
bodily privacy . ) i
freedom from privacy privacy privacy

“being let alone”

informational privacy

(emphasis on) intellectual
freedom to

“self-development”

privacy

decisional associational behavioral

privacy privacy privacy

Fig. 5: Atypology of privacy by Koops et al., 2017



1.4.2 Privacy concerns

Previous research on privacy by CLEVER°FRANKE
found that the major concerns about data privacy
are: discrimination (unfair treatment and exclusion),
loss of autonomy (in the research it is described
as deindividualization) and confrontation with
unwanted information (PRIVACY LABEL — Part I:
The Privacy Illusion | by Jeremy Raider | Sensor Lab
| Medium, n.d.). The concerns are that, based on
personal data, the individual can be treated unfairly
or be excluded (for example: not being invited for
a job interview because they have a different skin
color), is not able to make his or her own choices
(for example: targeted advertisements determine
what the individual sees) and is confronted with
information that he or she did not even know
or wanted to know (for example: a women gets
advertisements about babies, because the
combination of different datasets of her give a clear
indication that she could be pregnant).

1.4.3 Aspects that influence privacy concerns
There are three aspects about data that influence
people’s concerns about privacy: the type of
data collected, the purpose and use of that data
collection, and the identity of the organization or
persons collecting and using that data (van Zoonen,
2016).

Personal data

The definition of personal data described by the
GDPR is as follows: any information relating to
an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who
can be identified, directly or indirectly, in particular

by reference to an identifier such as a name, an
identification number, location data, an online
identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person (What
Is Considered Personal Data under the EU GDPR?,
2019). Impersonal data is information that does not
directly or indirectly relate to a specific individual,
such as the counting of passengers. Personal data
touches more on the privacy aspect of big data
than impersonal data does. For example, when
your health insurance provider collects information
about your medical files it can be considered an
invasion of your privacy. However, if your health
insurance provider would get information about
major health issues with the general population in
your city it cannot be directly linked to you or any of
the individuals that are part of that data. However,
both contain valuable information for health care
insurance providers to improve or adapt their offers
to customers (van Zoonen, 2016).

Service or surveillance as a purpose

When data is collected, people assess for which
purpose this data is used and weigh the benefits
that providing their data may offer them (van
Zoonen, 2016). A trade-off is made between the
amount of data asked for and the benefits that are
received by providing it. When too much data is
asked it can feel more like being surveilled rather
than being serviced. A complication of this trade-off
is that the data that an individual provides can be
used for other purposes than they were originally
collected for or that their data is shared with third
parties. This makes it harder to assess the benefits

and disadvantages that providing this data would
bring.

Who collects data?

Another aspect that influences people's privacy
concerns depends on who is collecting and using
their personal data. For example, banks and
medical organizations are trusted the most across
Europe with their data, while internet companies
including social media are on the lowest end of the
spectrum(van Zoonen, 2016).
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1.4.4 No such thing as a privacy paradox

Every person may have a different opinion about
what privacy means to them and when it is violated.
That said, every person has concerns about their
privacy (Waldman, 2020) even if people’s actions
may not always cohere with their concerns. Some
services offer good data protection and provide
the option that consumers’ data will not be used for
commercial goals, but this is often not viable to put
on the market just for free. Consumers have to pay
to secure their data from being sold for commercial
purposes, but it turns out that only a small number
of consumers is willing to do so (Hoogeveen et
al., 2018). Research shows that the more personal
information people share on social media, the
more privacy they said was desired (Chaudhry
et al, 2015). Despite people clearly expressed
concerns about their privacy, there is a lack of
appropriate secure behavior. This phenomenon
is called "the informational privacy paradox” or
"privacy paradox” in short (van Zoonen, 2016). The
paradox implies that people are dissatisfied about
what they receive in return for sharing so much of
their information online, but they continue to share
personal information about themselves because
they are afraid of being left out or judged by others
(Chaudhry et al., 2015). It is not considered a true
choice to withhold or withdraw completely from all
online activity to protect one’s privacy.

However, according to research the Privacy Paradox
is a complex phenomenon (Kokolakis, 2017) and
may even be described as a myth (Waldman, 2020).
The paradox is based on rational disclosure and
many assumptions of human decision-making which
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are based on the rational-actor disclosure model
are debunked by behavioral economists (Waldman,
2020). Privacy behavior is a phenomenon that is
highly context dependent and therefore we should
not expect individuals to have the same behavior
in different contexts (Kokolakis, 2017). More recent
studies identified that individuals do not make
rational disclosure decisions online and that a
rational choice model triggers bigger cognitive
processes that encourage individuals to give up
and give away control over their privacy (Waldman,
2020).

Even if these biases did not exist, there are still
the limitations imposed on individuals by design
(Waldman, 2020). It is long recognized that design
of the built environment constraints human behavior
and the same goes for online behavior. Technology
companies use manipulation in the form of ‘dark
patterns’in interface design. These can be described
as "instances where designers use their knowledge
of human behavior(e.g., psychology)and the desires
of end users to implement deceptive functionality
that is not in the user’s best interest” (Gray et al.,
2018). These are used to not only constrain users,
but also to coerce personal information disclosure
and trigger cognitive and behavioral biases that
let the user give up control over their own privacy
(Waldman, 2020).



CONCLUSION
CHAPTER

The goal of the literature research in this chapter
was to understand the scope of a smart city and
the privacy consequences that data collection
can bring to an individual's privacy because of
the emerging smart technologies. | discovered
that the smart city, data, big data and privacy are
difficult terms that do not have a widely recognized
definition. However, | found common grounds
for these terms: a smart city can be described
by six pillars, data and big data have different
values and concerns for citizens, companies and
governments and are situational dependent, and
access to any information or data of an individual’s
life can harm that individual’s privacy. Therefore,
any type of personal data should be protected.



DEFINE

In this chapter the main problems of data
privacy in the smart city found in previous
literature are highlighted. A more individual
view on these problems is expressed through
a survey, leading to a problem definition. After
that the design goal and sub-design goals
are presented as a solution to the problem
and the approach and Interaction Vision (IV)
help to set the boundaries of the design.
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MAIN PROBLEMS OF
DATA PRIVACY

Everything we do in our lives leaves, or will soon
leave, a digital trace, which can be analyzed. This
mass of data collection can help us to analyze all sort
of things, including peoples’ behavior and needs.
This analysis can be used for positive ends, but it
can also be used against people. It is clear that data
collection, analysis and application can have serious
impacts on the privacy and liberty of an individual
with infringing consequences. In the next section
the 7 main problems found in data privacy in the
smart city will be explained.

2.1.1 Privacy policies are not keeping up

Rapid digitization is happening all around us.
Concerns about digitization for essential public
and private values are justified and policies are
not keeping up (Kool et al., 2017). There is wide
agreement that government policies play a critical
role in fostering smart cities (Meijer & Bolivar, 2016),
but there is little attention to ‘politics of city data’
(Kitchin, 2014). To safeguard essential public values,
the governance landscape needs to be substantially
strengthened at several societal and ethical aspects
of digitization (Kool et al., 2017).

2.1.2 Invisible technologies

The physical and digital world are becoming more
and more intertwined. It is difficult to be aware of
the data that is collected during our everyday life,
because of the invisibility of sensors and sensing
technologies. The technologies used to collect data
inthe physical world are physically invisible, because
they are intangible or hidden in the city landscape
and people no longer notice their relationships and
interactions with them (Sadowski & Pasquale, 2015).
The processing unit and authorized entities in the
information world also steer the physical world in
ways that are functionally and/or physically invisible.
Few people know about surveillance technologies,
data collection and data brokers for instance.
However, most of us ‘consent’ by default for most
technologies, because not using Google Maps,
your smartphone or living in a populated area are
hardly even considered real choices to most citizens.
The invisibility of the technologies contributes to
invisible data collection and the consequences that

can harm citizens' privacy.

2.1.3 The right to be forgotten is lost

Sometimes an individual shares information online
to make use of a service such as getting directions
based on their personal information, preferences
and driving history. It is logical to think that some
individuals might change their mind about sharing
this data with that service provider and they want
to have their data deleted form the provider’s
database. An individual's request of deletion of
their personal data or account may be in conflict
with a data collector’s interest, thus it is important to
have legal or regulatory means to grant individuals'’

control over their personal data. The GDPR is a
regulation adopted in 2016 by the EU, that aims at
protecting the data and privacy of individuals in the
EU (Garg etal., 2020). The GDPR states that “the data
subject shall have the right to withdraw his or her
consent at any time”. And article 17 states that, “The
data subject shall have the right to obtain from the
controller the erasure of personal data concerning
him or her without undue delay and the controller
shall have the obligation to erase personal data
without undue delay” (Garg et al., 2020). It seems
that the individual has the right to be forgotten, but
this is not as straightforward as it sounds. Deleting
your own personal data from a provider's database
can be described as a scavenger hunt, where
privacy choices and data deletion are often difficult
for users to find and use (Habib et al., 2020). Next to
this, the regulation does not precisely define what
it means to delete something and it suggests that
it is sometimes reasonable to preserve the result of
processed versions of that personal data, that often
contain all or most of the original data, even if that
personal data is requested to be deleted (Garg et
al., 2020). Another problem can be that the personal
data collected is shared with or sold to third parties.
This would make deleting or retrieving that personal
data very tricky and almost impossible. Although, an
individual has the right to be forgotten, in reality this
is not as easy as it looks and sharing personal data is
often irreversible.
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2.1.4 Blurred lines

Data collection, analysis and use in the smart city is
not done by one institution, but it is rather complex.
Technical companies from the private sector are
working together with governments to provide
them with a range of new technologies (Liang et
al., 2018). Data collected by these technologies
are then available for both the government and the
private corporation, and this data can also be sold
and resold again to other companies or institutions
(Kool et al., 2017). This raises questions about who
collects, who owns and who is responsible for
what data. The same applies to local governments
making data available to the wider public to be more
transparent in its data collection (van Zoonen, 2016).
Who can be held accountable for what happens
with that data or what effects the usage of that data
bring? The lines have blurred between private and
public sectors on the fields of data collection, usage
and responsibility, and this raises issues about who
has legitimate access. This makes it difficult to create
laws and legislation for protecting data privacy
of individuals and hold someone accountable if
privacy violations do happen (van Zoonen, 2016).

2.1.5 Data is opaque

Data differ in size, purpose, complexity, ownership,
visibility and other aspects. In cities an overview of
these different data collection and streams is missing
(Meijer & Bolivar, 2016) and it is not always clear for
what goal certain data is collected. Databases can
be mined to discover previously unknown facts and
patterns that hold valuable information. Data mining
relies on correlations that arise from the application
of algorithms to large collections of data (Rubinstein,
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2013). The extracted information can be used as
horsepower to fuel profiling techniques to make
interesting predictions, some of which may benefit
society or individuals, but others may be more
problematic on the fields of privacy (Rubinstein,
2013).The outcomes are not only unpredictable, the
entire process is a black box. It is hard to look into
the process and understand how a decision is being
reached, or to find errors and correct these (Kool
et al.,, 2017). The accountability and control over
these automated systems is difficult and therefore it
is hard to oversee the consequences that it has for
data privacy.

2.1.6 Cognitive biases and dark design

Some argue privacy is the primary concern in
digitization (Kool et al., 2017) and it is something
that many people care about (Waldman, 2020).
Although privacy paradox research provides
contradictory results (Kokolakis, 2017) and to some
it is considered a myth, cognitive and behavioral
biases to rational privacy and disclosure decision-
making have been identified (Waldman, 2020).
These biases limit the individual's ability to acquire
all relevant information and translate it into an
evidence-based decision. What makes it even
more difficult is that technology companies make
design decisions that are not only built to constrain
users, but to make it difficult to realize their privacy
preferences. The design forces the user to disclose
personal information and trigger these cognitive
biases that ultimately encourages users to give up
and give away control over their privacy (Waldman,
2020).

2.1.7 Citizens are unaware, uninformed and
uninterested.

As stated before a more socio-technical view
on smart cities is needed, where citizens play a
bigger role in designing and creating the smart
city (de Waal & Dignum, 2017; Hemment &
Townsend, 2013; Meijer & Bolivar, 2016; Oliveira
& Campolargo, 2015). However, actually engaging
citizens in smart urban governance is immensely
challenging (Hemment & Townsend, 2013). Smart
cities are not really understood outside the circle
of specialists, but without engaging citizens with
the role that technologies in their cities play in their
lives the smart city will fail (Hemment & Townsend,
2013). Previous research of CLEVER°FRANKE found
that citizens have a lack of interest in smart city
technologies and are notwell informed or interested
to engage in these processes. If cities truly want to
benefit from the smart city technologies, they need
to start a discussion with their citizens on how this
could influence their lives in a positive and negative
way (Hemment & Townsend, 2013).



SURVEY

It is interesting to know what citizens consider
data privacy to be able to start a discussion on the
influence of smart city technologies. Therefore,
an online survey is conducted to generate more
individual views of citizens on data privacy and
aspects that influence privacy concerns in the smart
city. This survey provides insights in what citizens
consider personal data and in what situations they
are willing to share personal data, despite not being
well informed or engaged in smart city technologies
and their impact. In this survey respondents are
questioned about what type of personal data they
consider private and in what situations they would
agree to share their personal data.

2.2.1 Setup

For 10 days an online survey was released. The
survey is written in Dutch to lower the threshold for
Dutch people to fill it in. On the first page of the
survey | stated that it takes approximately 8 minutes
to complete the survey and that the results will only
be used for research purposes (see appendix C:
Survey questions English).

2.2.2 Content

The questions in the survey are based on the
literature research in chapter 2. The first question
is about what kind of data is considered personal
and how important it is for the respondent that they
and only they give permission to have access to that
specific personal data (Q1) The second question is
about what kind of situations respondents would
accept or not accept to share their personal data
and to see if the purpose and the actors have an
influence on that (Q2). For readability of this thesis
the survey is translated into English, the Dutch
version can be found in the appendix (see appendix
D: Survey questions Dutch).

Q1: How important is it to you that only you and the
one you give permission to have access to your ...
[personal data]...

This question is about what data is considered
personal for individuals. The GDPR makes a
distinction between ‘personal data’ and ‘sensitive
personal data’ (see fig. 6 ). According to the GDPR
‘sensitive personal data’ should be handled with
more security, because this data can be more
harmful to an individual's privacy (GDPR Personal
Data - What Information Does This Cover?, 2020).
This distinction is used in a brainstorm to identify a
list of personal datapoints (see appendix E: GDPR
personal data study) and the outcome is used in
this survey (see below). A total of 34 different sorts
of personal data (online and offline) have been
identified. The answers are given based on a five
point Likert Scale (Boone & Boone, 2012), 1 being
least important and 5 being most important.

‘Personal data’ definition under the GDPR:

The basic definition of personal
data is any information relating to
an identified or identifiable natural
person (data subject).

‘Sensitive personal data’ definition under the GDPR:

data consisting of racial or ethnic
origin, political opinions, religious or
philosophical beliefs, or trade union
membership, genetic data, biometric
data, data concerning health or data
concerning a natural person’s sex life
or sexual orientation.

Fig. 6: Definitions for personal and sensitive
personal data according the GDPR
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Q2: In which situations would you accept that your
(personal data) would be used?

This question is based on the aspects that influence
privacy concerns (section 2.4.5) of personal vs.
impersonal data, service vs. surveillance as a
purpose and government vs. companies as actors
(see fig. 7) (van Zoonen, 2016). Respondents are
asked if they accept, not accept or are not sure
if they accept to use their data in the presented
situation. Everyone of the 10 situations can be
placed within the framework presented by van
Zoonen et al. (2016). The framework consists of
four quadrants, where the bottom left hardly any
concern is raised about privacy (impersonal data
and service as a purpose) and in the upper right
controversy about privacy is raised (personal data
and surveillance purpose). The other two quadrants
(upper left: personal data and service as a purpose
and bottom right: impersonal data and surveillance)
are the two that are interesting to look at. These two
quadrants are where most participants make trade-
offs between the benefits they get out of providing
data or not (van Zoonen, 2016). Each of these two
quadrants therefore has one more situation in the
survey to better compare results.

For each of the situations an actor (government or
company)isaddedto comparethisaspectinfluences
privacy concerns. Each quadrant has at least one
government actor and one company actor. Only
the bottom left quadrant has no actors attributed to
the situation, because hardly any privacy concerns
are raised. The goal is to get insights into what kind
of data (personal or impersonal) respondents are
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willing to share in different situations and to see if
that relates to the purpose (service or surveillance)
of that collected data.

DATA

personal

A, B,C

PURPOSE

service surveillance

I3 F,G H

D, E

impersonal

* Governmental actor

Accept:
The respondent agrees with sharing that type of data for
that purpose.

Not sure:
The respondent does not agree or disagree with sharing
that type of data for that purpose.

Not accept:
The respondent does not agree with sharing that type of
data for that purpose.

Fig. 7: Framework survey Q2, based on van Zoonen et al., 2016

SITUATIONS

A. Fitness tracking app makers sharing user
data with medical researchers to better
understand the link between exercise and
heart disease

B. Google Maps sharing users’ locations
with companies so they can offer more
personalised advertisements

C. Government monitoring and responding
to posts on social media platforms to
communicate with their citizens and
improve quality of life in the city

D. The government collecting CCTV data
about citizens to use facial recognition to
assess potential terrorist threats

E. DNA testing companies sharing
customers’ genetic data with law
enforcement to help solve crimes

F. Government using WiFi beacons to count
passengers in order to control crowds
during big events

G. Companies that use person tracking on
customers to see how they behave in stores

H. Government gathering data from
neighbourhoods about income, households
and vacation days to predict burglaries

I. Companies measuring air quality with
sensors on shared bikes to map out the
more polluted places in cities

J. Government placed interactive signs that
direct bikers towards available places in
bike parkings where sensors are used to
count the empty spots.



2.2.3 Results

Over the course of 10 days, 111 people responded
(see appendix F: Survey results). The results for Q1
and Q2 are explained below.
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Q1: How important is it to you that only you and the
one you give permission to have access to your ...
[personal data]...

Out of all the datapoints respondents’ ‘bankaccount’
and ‘medical files" are considered to be the most
important personal data to keep private (see fig.
8). Datapoints from ‘online shopping behavior’
to ‘bankaccount’ are labelled as important to very
important and will probably be shared less easily
by individuals. ‘Apps and programs used’ to ‘date

of birth’ are deemed neutral to important when it
comes to sharing that data. Whereas ‘marital status’
to ‘gender’ are considered not so important to
neutral personal datapoints to keep private. It is
interesting to see thatthe datapointsthatare labelled
‘sensitive’ by the GDPR (see fig. 6) are mostly seen
as less important than other datapoints according
to the respondents. The reason for this could be
that ‘sensitive’ datapoints are shared regularly by
individuals to identify themselves at institutions or
platforms for example, and that could make them
less aware of the sensitivity of these datapoints.
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Fig. 8: Results survey Q1
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Q2: In which situations would you accept that your
(personal data) would be used?

As expected, the situations in the bottom left
quadrant (impersonal data for a service) were
accepted the most to use respondents’ data
(Situation | and Situation J) (see fig. 9 & 10). A
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result that was not expected was that the top right
quadrant situations (personal data for surveillance)
were acceptable to use respondents’ data (Situation
D and Situation E). According to van Zoonen et
al. (2016) this is where concerns about privacy
are raised most and therefore it was expected
that the situations would not be accepted by the

respondents. The reason for this could be that the
presented situations are not solely for surveillance
as a purpose, but have a greater purpose of
providing safety and security for citizens. The
respondent also benefits indirectly from this greater
purpose and therefore respondents accept that
their personal data is used for surveillance. When
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we look at the bottom right quadrant (impersonal
data for surveillance), two of the three situations are
not accepted to use respondents’ data. For the top
left quadrant (personal data for service), two out of
the three situates were accepted. It is interesting
to see that these two quadrants have more diverse
outcomes than the other two quadrants. This shows
that the relation between the two aspects of that
quadrant (personal data for a service & impersonal
data for surveillance) do not have the same
acceptance in every situation. Results show that
three of the four situations where the government
is actor are accepted and one of the four situations
is not accepted. As for two out of the four situations
are accepted for companies as actor and two out
of the four are not accepted. This shows that data
used by the government as actor are slightly more
accepted than data used by companies as actor.
However, these results have such a small significant
difference that they are not taken into account for
further design.

2.2.4 Conclusions

It is less important to citizens that only they and the
one they give permission to have access to their
sensitive personal data than personal data, while
the GDPR states that sensitive personal data should
be handled with more security because it could be
more harmful for an individual's privacy. Another
conclusion is that citizens have the most diverging
opinions for situations where personal data is
shared for a service and aspects that influence
their privacy concerns are have more impact in
these situations. These insights are the basis for the
problem definition in the next section.

DATA
personal
B,
PURPOSE
service
G, H
impersonal

Governmental actor

B, G, H

Not accepted

Fig. 10: Results survey Q2 overview

surveillance

SITUATIONS

A. Fitness tracking app makers sharing user
data with medical researchers to better
understand the link between exercise and
heart disease

B. Google Maps sharing users’ locations
with companies so they can offer more
personalised advertisements

C. Government monitoring and responding
to posts on social media platforms to
communicate with their citizens and
improve quality of life in the city

D. The government collecting CCTV data
about citizens to use facial recognition to
assess potential terrorist threats

E. DNA testing companies sharing
customers’ genetic data with law
enforcement to help solve crimes

F. Government using WiFi beacons to count
passengers in order to control crowds
during big events

G. Companies that use person tracking on
customers to see how they behave in stores

H. Government gathering data from
neighbourhoods about income, households
and vacation days to predict burglaries

I. Companies measuring air quality with
sensors on shared bikes to map out the
more polluted places in cities

J. Government placed interactive signs that
direct bikers towards available places in
bike parkings where sensors are used to
count the empty spots.
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PROBLEM
DEFINITION

The following problem definition attempts to
capture the main problems found in the research
above:

“Citizensare insufficiently aware of how personal data collected

by smart city technologies could affect their privacy.”

The problem starts with citizens being not aware of
their data privacy and the negative consequences
that it may bring. With them being more aware
and making deliberate choices about sharing their
data, the first step in secured privacy policy making
is taken. Because, secured privacy policies cannot
be made without knowing how citizens want to be
protected.
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DESIGN
GOAL

From the conducted literature the design goal was
set. The design goal will be the starting point for
idea generation in the next chapter.

“Designing a tour that enables citizens of Utrecht to
critically reflect on the collection and use of their personal

data and its privacy consequences within the smart city.”

This research addresses this lack of awareness by
enabling citizens of Utrecht to explore, on the one
hand, the benefits of Smart City technologies and,
on the other hand, experience the consequences
of sharing their personal data in terms of privacy.
The design goal was formulated to hold on to while
designing and to address the effect that the final
concept design must achieve.

The design goal can be divided into three sub-
design goals that each highlight a different aspect
of critical reflection on personal data and privacy:

A. "Designing a tour that enables citizens
of Utrecht to critically reflect on personal
data collection within the smart city and its

technologies”.

B . Designing a tour that enables citizens of
Utrecht to critically reflect on the use of

personal data and its privacy consequences”.

"Designing a tour that enables citizens of
< . Utrecht to critically reflect on their own

behavior of sharing their personal data”.
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2.4.1 Why Utrecht?

Utrecht was chosen as the site for the design. The
first reason is because CLEVER°FRANKE is situated
in Utrecht and one of the design requirements that
they set was to make a design for citizens of Utrecht.
The second reason is that Utrecht is one of the
fastest growing cities in the Netherlands and many
smart city technologies from all smart city pillars
are implemented to manage and improve the city
(see appendix interview and smart city technologies
Utrecht list).

2.4.2 Why a tour?

Another design requirement from CLEVER°FRANKE
wasto design a physical tourthrough Utrecht. Nextto
that requirement, a tour was chosen as a may to help
citizens better explore the smart city technologies
for themselves in the context that it takes place
in. This helps the citizen to better understand and
experience the highlighted problem.

2.4.3 Why an app?

Most personal data is collected by people using
screens, and especially their smartphone (Personal
Data Collection: The Complete WIRED Guide |
WIRED, n.d.). Software of the device itself or apps
installed on it collect, analyse, use and sell this data
and most of the time users are not even aware of this
happening. | have chosen to design an app because
almost all citizens of Utrecht have smartphones
and this is a benign way of collecting data from an
individual.
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2.4.4 Target group

With Utrecht being the focus point, the target group
is all citizens of Utrecht. The highlighted problem
concerns all citizens equally, thus no smaller
selection is chosen as a target group.




APPROACH

In this research the critical design approach
developed by Tony Dunne and Fiona Raby (Dunne
& Raby, 2013) will be used, whose goal is to push
design beyond strengthening values of consumer
culture and instead implement cultural critique in
designed objects (Sengers et al., 2005) (see fig.11).
The Critical Design approach is not focused on
serving needs, but on provocation (Bardzell et al.,
2012), and its goal is to challenge whatis normal in a
society and to provoke public debate (Johannessen,
2017). Within this design practice, the design will
act as a form of critique on the social and political
problem that will be experienced by questioning
technology (Malpass, 2015).

2.5.1 Problem finding rather than problem
solving

Critical designisused becausethisapproachfocuses
more on problem finding than problem solving.
The problem stated in the problem definition will
be communicated through the design to citizens
of Utrecht and they are provoked to think critically
about it. The goal is not to give them a solution, but
to alert them to the presence of the problem and let
them form their opinion on the matter.

2.5.2 Critical reflection

In this project critical reflection is seen as: “bringing
unconscious aspects of experience to conscious
awareness, thereby making them available for
conscious choice” (Sengers et al., 2005), which may
lead to changes in personal understandings and
potentially behavior (Lucas, 2012). Critical reflection
provides means to gain awareness and raise
concern about the collection and use of personal
data and its privacy consequences in the smart city.
This will lead to the desire to know more about the
social implications of the technologies we build and
finally find a way in changing behavior by imagining
alternatives of how to manage data privacy in the

smart city.
RS/DESIG
gECTO NiNTEY,
ENGAGING
\
vision
Q COﬂCGptS
&
O
$ N
Q esign

fiction

critical
design

Fig. 11: The new techniques to design and making
based on time-frames and design intent by
Sarmiento et al., 2016
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INTERACTION
VISION

To help with designing an interaction vision (IV)
is created. This vision is borrowed from the Vision
in Product (ViP) approach and it suggests using a
metaphor of an alternative situation to describes
the desired interaction of the user with the product
(van Boeijen et al., 2014). This metaphor enables the
designer to guide the design in the right directions
by using interaction qualities. These qualities
describe what the desired interaction should be like
and help to see what choices should be made and
what ideas to leave out.

| conducted a brainstorm on thinking of a metaphor
that describes the desired interaction based on the
design goal (see appendix G: Interaction Visions).
One of these metaphors is selected based on the
criteria of encompassing a benign experience at
first that later leads to a reflection moment at the
end:

“Getting help from the Microsoft Office
Assistant ‘Clippy’ to make it easier to
use the program Word"”
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‘Clippy’ is the unofficial name for the world-famous
paperclip introduced by Microsoft Word in 1996.
It is a virtual Office assistant that was designed to
help Office users with different projects and their
word processing skills. He would pop up unsolicited
when its algorithm determined that the user needed
help (see fig. 12). The first time this happened, users
may have been amused and agreed to be helped.
However, when time progressed Clippy would
increasingly interrupt by offering his help that led to
the user getting irritated and de-installing the word
assistant (The Tragic Life of Clippy, the World's Most
Hated Virtual Assistant | Mental Floss, n.d.).

ATTRACTIVE

Clippy seems most helpful and that could
benefit the process of writing the thesis.

ENGAGING

The tips that Clippy gives are helpful and
desired and make the thesis better.

CONFRONTING

Clippy keeps popping up unwanted and at
inconvenient moments.

THOUGHT-PROVOKING

Clippy is interrupting too often and it does not
benefit the thesis writing at all. | am questioning

if | would agree with him helping me next time.

It looks like you're writing
a thesis.

Would you like help?

@ Gethelp with writing
the thesis

Just type the thesis
without help

Don’t show me this
tip again

Fig. 12: An example of a pop-up from Clippy



The interaction designed in this project should
feel like the experience that Clippy brings. At first,
a positive and personal introduction should help
attract the user. When the user is getting information
aboutsmartcitytechnologiesandshareshispersonal
data, he becomes more engaged with Utrecht as a
smart city and the benefits that these technologies
could bring for him. Secondly, at the end of the tour
a big reveal that shows the other side of these smart
city technologies and confronts the user with privacy
consequences. This confrontation should, just like
Clippy, be intrusive. At the end of the experience
the user should criticise what had happened and
form his opinion about the situation. Then the user
is able to critically reflect on the interaction and
learn from it in next likewise situations where data is
asked in exchange for a service. This design shows
the two sides of smart city technologies and data
collection. It is not the goal to create a utopian or
dystopian view on the topic, but rather to let the user
experience both sides to let them critically reflect on
it and use this in next likewise situations.

ATTRACTIVE

At the beginning the smart city
technologies should attract the user
to want to do the tour and explore the
technologies.

ENGAGING

During the tour the user should feel
engaged by the benefits that the smart
city technologies bring for him so he
shares his personal data.

CONFRONTING

At the end of the tour the user should
be confronted with the possible privacy
consequences of sharing his personal
data.

THOUGHT-PROVOKING

After the tour the user should be
provoked to think about the choices he
made between sharing personal data
for a service and the possible privacy
consequences.

CONCLUSION
CHAPTER

The goal of this chapter was to define the
main problems of data privacy in the smart
city. The results of the survey gave a more

individual view on these main problems and
showed that sensitive personal data as stated
by the GDPR are not considered as important
by individuals. It can also be concluded that
personal data collected for a service has a
different acceptance rate in different situations.
These findings and the findings from chapter 1
formed the basis for the problem definition, the
design goal and sub-design goals. Together
with the critical design approach and Clippy
as the interaction vision the design in the next
chapter can be guided in the right direction.




DEVELOP

The develop stage starts by determining the
design space. From this design space it will
be more clear what design decisions need
to be made and design questions can be
formulated. Next, knowledge and insights
from the literature study are used to generate
ideas to answer these design questions, using
the design goal and IV qualities as guidelines.
After that, the ideations are then developed
further and are tested through iterations to
validate the design decisions for each design
question. Finally, results of the design questions
are combined into the final design concept
which will be presented in the next chapter.




DESIGN
SPACE

The design goal and IV qualities help to guide
the design process. All of the decisions that were
already made that help to frame the design space
can be seen in this overview. From this overview it
will become clear where design decisions have to be
made and design questions can then be formulated
(see fig. 13).

Tour with intro, midsection and reveal

Attracting the participant to want to explore the
smart city technologies. Let the user engage with
the technologies and get him to share his personal
data. And finally confront the user with the possible
privacy consequences of his personal data.

oS

It was already established that the tour would

Tour

take place in the context of the city to help
the user better understand the highlighted
problem (see section 2.4.2).

App based D

The choice of designing an app has also been
established already, to make the connection
with digitization in the smart city (see section
2.4.3).

ENGAGING

CONFRONTING

6 pillars, 6 stops

To cover all of the smart city and its technologies 6
stops will stand for the 6 smart city pillars that are
defined in the literature review. Each of these stops
will highlight one of the smart city pillars and a
technology in that field.

L — 4

Service
Personal data is collected during the tour and

a service is offered to the user. (see section
2.2.4).

Dutch

The tour will be created in Dutch, because that
is the language that most people of the target
group speak (see section 2.4.4).

THOUGHT-
PROVOKING

TOUR REVEAL

Fig. 13: Design space

COLLECT
PERSONAL
DATA
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D E S I G N 1 What is the narrative?
QUESTIONS

2 What smart city technologies are explored?

The design space allows us to see what still needs
to be designed. In the overview five areas are

What are the geographical touchpoints?
highlighted where design decisions still have to be 3 geegrap P
made. These areas have been translated into design

questions (see fig. 14).
4 What personal data is collected and when?

In the next section these design questions will be

answered by ideations and iterations to validate the

. . What is the moment of reveal?
outcomes of the design questions. 5

THOUGHT-
PROVOKING

5

ENGAGING CONFRONTING

REVEAL

COLLECT
PERSONAL
DATA

Fig. 14: Design questions located in the design space.

J

42



3.2.1 What is the narrative?

The narrative should be the introduction of the tour
with a promise of what the tour entails, as decided in
the design space. This should attract the user to start
the tour and to have the feeling that this tour could
benefitthem. In the following section three narrative
ideas are tested to see which is most attractive and
one will be chosen for the final concept design.

3.2.1.1 Iteration Narrative concept

A brainstorm was conducted to discover what
narrative creates an attractive situation for Utrecht'’s
citizens (see appendix H: Brainstorm narrative
ideas). Three narrative ideas were selected from this
brainstorm and made into prototype designs (see
below). The criteria for this selection is based on
choosing three different narratives that are suitable
for all citizens of Utrecht: an informative narrative,
an interactive narrative and a gamified narrative.
Narrative number 7 is translated into version A:
‘Utrecht van de toekomst’, and focuses on Utrecht as
a smart city and to make life easier for the citizens by
expandingtheirown knowledge (seefig. 15). Version
A is the informative narrative. Version B is based
on narrative number 10: ‘Stop cyber criminaliteit’.
This version is a game based tour that focuses on
catching criminals with their own personal data and
is chosen as the gamified narrative (see fig 16.). The
last version C is the interactive narrative and derived
from narrative number 8: ‘Ontdek jouw Utrecht.
This version is more about giving discounts to the
user and testing the user’s greediness (see fig. 17).
An iteration was done to see which of these three
narratives is the most attractive for citizens to start
the tour.

Y Tele2 NL 4G
P,

\

A UTRECHT VAN DE TOEKOMST

In Utrecht heb je waarschijnlijk alles wat je nodig hebt. Sport,
werk, winkels en vrienden om de hoek. Maar zijn er ook dingen die
beter kunnen volgens jou? Een japans restaurant, meer musea of
meer natuur? De gemeente is druk bezig om Utrecht zo te maken
dat het voldoet aan alles wat jij wilt! In samenwerking met het
bedrijf YourSmartCity is er nauwkeurig een tour uitgestippeld die
langs kenmerkende locaties gaat en er zullen vraagstukken aan
bod komen die momenteel in de stad spelen. Op deze locaties zijn
er vragen waar wij graag jullie mening of voorkeur over zouden
willen hebben. We zijn benieuwd naar wat er volgens jou beter kan
en hoe jij de toekomst van Utrecht visualiseert. Aan het einde van
de tour kun je een overzicht krijgen van de toekomstige plannen en
projecten die door jouw hulp meer kans hebben tot slagen! Door
jouw mening kunnen we inspelen op de wensen en verlangens van
de inwoners en zorgen dat we deze kunnen waarmaken. Dus laat
ons weten wat jij vind en maak zo samen met ons jouw Utrecht van
de toekomst!

% 20 (T 20-30minen

START DE TOUR

@ 82% (£

J

Fig.

15: Narrative version A.

p. Tele2 NL 4G

\

B STOP CYBER CRIMINALITEIT

Door de digitalisering is het voor criminelen steeds makkelijker om
onzichtbaar te blijven en te opereren van een afstand. Om meer
grip te krijgen op het functioneren van criminelen wil de overheid
een burger undercoverproject starten. Dit project is gestart door
de overheid in samenwerking met YourSmartCity en hierbij worden
de ogen en oren van burgers ook ingezet om moeilijke dossiers uit
te spitten en criminelen op te sporen.

Indeze zoektocht krijg je eenvertrouwelijk dossier van de recherche
die informatie heeft over een crimineel die een terroristische
aanslag wilplegenin Utrecht. Hetis vernomen dat deze persoon zich
momenteel in Utrecht bevindt, maar waar is nog niet duidelijk! Door
jou als undercover in te zetten willen we hem proberen te pakken
voordat het te laat is. Ben je goed genoeg in het ontrafelen van
codes en ben je snel genoeg in het oplossen van de vraagstukken?
Open het dossier en help ons om dit persoon te vinden!

9 s (G 20-20minen

START DE TOUR

@ 82% (9

Fig.

16: Narrative version B.

C ONTDEK JOUW UTRECHT

Ben jij ook wel eens op zoek naar iets nieuws in jouw woonplaats?
Of zou je graag betere aanbiedingen willen krijgen voor je vaste
routines? YourSmartCity heeft samen met jouw gemeente en
allerlei instanties een manier gevonden om de inwoner nog meer
te laten genieten van zijn of haar omgeving! De aanbiedingen
kunnen vanalles zijn waar jij interesse in hebt: sporten, horeca,
woningaanbod, beeldhouwcursussen en noem maar op!

Deze tour begeleidt je langs plekken die kenmerkend zijn voor
Utrecht. Door van jou te weten waar jij je graag mee bezig houdt
in je vrije tijd, tijdens werk of gewoon waar je in geinteresseerd
bent, zullen wij aan het einde voor jou een gepersonaliseerde
kaart maken! Hierin zie je het bruisende Utrecht met aanbiedingen,
acties, nieuw te ontdekken plekken en vaste stekkies die speciaal
voor jou zijn geselecteerd! Haal nu nog meer uit Utrecht en ontdek
wat het jou te bieden heeft!

% sim (S 40-s0minuten
HJ § inul

START DE TOUR

\

Fig. 17: Narrative version C.
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Setup

In total five participants were presented with
the three narrative versions A, B and C on paper
sheets (see fig. 18). After each narrative they were
asked what narrative the user found most and
least appealing. Two extra questions were asked
about the timespan of each version of the tour and
distance to be walked, to get some insight in what
the user prefers. At the end, a few more questions
were asked about ranking the three narratives based
on how willingly the user is to do the tour and which
ending they find most attractive (see below). The
test is done in Dutch, because that is the language
of the target group. The English translation is written
below for readability.

A1, B1, C1: Wat spreekt je aan in deze tour?
What do you like about this tour?

A2, B2, C2: Wat spreekt je niet aan in deze tour??
What don't you like about this tour?

Q1 Welke tour zou jij het liefst willen doen? (rank A,
B en C en motiveer je antwoorden)

Which tour would you like to do the most? (rank A, B
and C and motivate your answers)

Q2 Welk einde van de tour trekt jou het meest?
Which ending of the tour is most appealing to you?
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Fig. 18:

articipant doing the use




Results

Version A ‘Utrecht van de toekomst’ was appealing
to four of the five participants, because they liked
that they were able to contribute to a better Utrecht
(see appendix|: Narrative iteration results). However,
some of the participants were concerned about
whether their input would really be used to improve
parts of Utrecht at all. The time of 20 to 30 minutes
was perceived as very short and the distance of
2,0 km was considered too short to see enough
of Utrecht. Version B ‘Stop cybercriminaliteit’ was
considered a current and interesting theme and
very exciting to do. However, the narrative of a
terrorist attack seemed a bit too extreme for most
of the participants. For a game like this the time of
30-40 minutes was too short but the distance was
doable. Version C ‘Ontdek jouw Utrecht’ was very
appealing to all of the participants. They all liked to
explore new places and getting personal offerings.
One of the downsides was that most participants

14
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(o]

(o))
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N

A B

Fig. 19: Result narrative design Q1: Which tour would you like to do the most?

were sceptical about actually getting to know new
spots or that it would just be the regular spots that
they would sese. The time of 40-50 minutes was
considered as too long for just a tour, but very good
if you are able to stop and walk around at these
‘newly discovered spots’. The distance was for most
participants something that they are willing to walk
for the goal of the tour.

Q1: Welke tour zou jij het liefst willen doen? (rank
A, B en C en motiveer je antwoorden)

Which tour would you like to do the most? (rank A, B
and C and motivate your answers)

The participants were asked to rank the versions A,
B and C on how which tour they would like to do
the most (see fig. 19). When a version is put on the
first place it gets 3 points, second place 2 points and
third place just 1 point. Version A ‘Utrecht van de
toekomst’ was most interesting for the participants
and Version C ‘Ontdek jouw Utrecht’ was the least
interesting.

3,5

2,5

15

0,5

C A

Q2: Welk einde van de tour trekt jou het meest?
Which ending of the tour is most appealing to you?

Version C 'Ontdek jouw Utrecht’ was considered
to have the most appealing ending of the tour
(see fig. 20). After that Version A 'Utrecht van de
toekomst’ was ranked second and version B ‘Stop
cybercriminaliteit’ had no points at all.

Conclusions

Version A 'Utrecht van de toekomst’ has the most
interesting narrative for the participants, but
version C ‘Ontdek jouw Utrecht’ has the most
interesting ending of the tour. Though version B
'Stop cybercriminaliteit’ seemed exciting to the
participants, it was not considered attractive at all.
With these results it is concluded that a combination
of the story of version A and the end of version C
will be the most attractive narrative for the tour.
The focus will lie on discovering Utrecht's smart city
technologies that have personal benefits for the
user and improve their life.

B C

Fig. 20: Result narrative design Q2: Which ending of the tour is most appealing to you?
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3.2.2 What smart city technologies are explored?
Previous research of CLEVER°FRANKE states that
66% of Utrecht’s citizens have never heard of the
term ‘smart city’ before. That research has also
found that the majority of Utrecht’s citizens feel like
they are not informed enough about technological
changes in their neighborhoods and they would like
to know more about the role digital technologies
play in their city. In order to find out what kind of
technologies should be presented to citizens it is
important to find out what Smart City technologies
can be found in Utrecht.

3.2.2.1 Iteration Utrecht smart city technologies
To collect information about smart city technologies
in Utrecht an interview with a member of the
municipality of Utrecht was done (see appendix J:
Interview member of municipality Utrecht). Together
with desk research an overview of smart city
technologies in Utrecht was created (see appendix
K: Overview smart city technologies Utrecht). From
this list, six smart city technologies were selected,
each of them matching one of the smart city pillars
(see section 2.2.3) to let the user explore the
diversity of a smart city (see fig. 20). A more detailed
description of each selected smart city technology
can be found in chapter 4.3.
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Setup

A total of six participants helped to test the tour’s
framework. They were presented with a prototype of
the stops in Adobe XD on an iPhone. For each stop
a problem is presented and a smart city technology
is provided as a solution to the problem. On the
laptop the participant can explore websites that
explain and demonstrate the selected smart city
technologies. After exploring each technology the
participant is asked two questions:

Q1: Did you know about this technology?
Q2: Did you find this technology interesting?

Results will demonstrate if the selected smart city
technology is interesting and engaging to use for

Results

All of the participants stated that they did not
know about the following smart city technologies:
Druktemonitor, DENKMEE, Inbraakvoorspeller,
Talking Traffic and Snuffelfiets (see fig. 21). Three
of the participants said that they had knowledge
about the smart city technologies presented at the
Huis&Energy platform, and three of the participants
said to have no knowledge of these technologies.

The majority of the participants said that all smart
city technologies are interesting, apart from the
Druktemonitor (see fig. 22). This technology was
considered not interesting to three of the six
participants. Two of that gave the reason that they
do not live in Utrecht and that the crowdedness
does not bother them.

Did you know about this technology?

the tour.
7
6
5
4
3
2 (72] (72) (72)
1 w w w
> > >
0 ____ ____
\§ & \S
(‘\(\'O \k-@% ?>\Q/
o
< S N
02 Q o
& K
i X
Q G
O

Fig. 21: Result knowledge of smart technologies




Conclusions

From an interview with the municipality and
additional desk research into Utrecht's smart city
technologies, 6 technologies have been selected
to be implemented into the tour (see fig. 23). All of
the selected smart city technologies are unknown
to most participants and are considered interesting.
Therefore, the 6 smart city technologies are validated
for the final concept design. These 6 technologies
each represent one of the 6 smart city pillars to let
the user explore the broadness and possibilities of
a smart city. These will be translated into 6 stops of
the tour that the user will discover.

Do you find this technology interesting?
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Fig. 22: Result interesting smart technologies

Pillar: Smart Economy
Technology:  Druktemonitor

Pillar: Smart Citizen
Technology: =~ DENKMEE Platform

Pillar: Smart Governance
Technology:  Inbraakbarometer
Pillar: Smart Mobility

Technology:  Talking Traffic

Pillar: Smart Environment
Technology:  Snuffelfiets

Pillar: Smart Living
Technology:  Huis&Energie Platform

Fig. 23: Final smart technology for each stop
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3.2.3 What are the geographical touchpoints?
For this design question the exact location for each
of the technologies will be determined to define the
locations of each of the 6 stops. Possible locations
that match with that particular smart city pillar and
with that technology are identified. A walk around
the city was done to see the possible locations in
context and the final geographical touchpoints for
each stop are selected.

3.2.3.1 Walking around the city

To identify the locations of the smart city pillars it is
importantthatthese locations have a connection with
the smart city pillar and the matching technology.
These locations are called the geographical
touchpoints of the smart city technology and its
matching pillar. Only locations within and around the
city center were explored to make sure that the final
locations would not be too far apart for a walking
distance for the tour. Desk research identified
a list of possible locations for the geographical
touchpoint of each stop (see appendix L: Possible
geographical touchpoints). After that a walk through
Utrecht helped to select the final six geographical
touchpoints (see appendix M: Walking around the
city)(see fig. 25). In my opinion these geographical
touchpoints fit best with the corresponding smart
city pillar and technology, and are not too far
apart for walking distance. The final geographical
touchpoints for each stop are presented below (see
fig. 24). In the next section the order of the stops
will be determined based on the collected personal
data. A more detailed description of each selected
location can be found in section 4.3.
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Pillar:

Technology:

Location:

Pillar:

Technology:

Location:

Pillar:

Technology:

Location:

Pillar:

Technology:

Location:

Pillar:

Technology:

Location:

Pillar:

Technology:

Location:

Smart Economy
Druktemonitor
Hoog Catharijne

Smart Citizen
DENKMEE Platform
City hall

Smart Governance
Inbraakbarometer
de Neude

Smart Mobility
Talking Traffic
Nijntje traffic light

Smart Environment
Snuffelfiets
Jaarbeurs skatepark

Smart Living
Huis&Energie Platform
The Greenhouse

Fig. 24: Final geographical touchpoints for each stop

" Fig. 25;' Me walking-around Utrecht




3.2.4 What personal data is collected and when?
During the introduction the user is asked for a few
personal data points to create the personalized
tour and at each stop the user gets presented with
a smart city technology that could benefit their life,
but they have to share their personal data to make
use of this technology. To find out what kind of data
should be collected to confront the user at the end
of the tour, | did an iteration to find out what data
points users are willing to share to generate the
personalized tour and | created a datatable that
shows what data points are collected at what stop.

3.2.4.1 Iteration

| did an iteration to discover what kind of data points
the user is willing to share at the beginning of the
tour to create the personalized tour.

Setup

The participant was first presented with the narrative
of the tour on a piece of paper (see appendix N:
lteration data points at introduction) and after they
are asked to rank the willingness of sharing the
following personal data points:

First name
Date of birth
Gender
Postal code
Email address

Phone number

These data points are based on commonly asked
personal data that individuals share when creating
an account online. In total five participants were
tested.

Question
The participant was then asked to answer the
following question:

Q1: How willing are you to share the following
personal data to create your personalized tour?

Results

The results show that participants are willing to share
all personal data points except the phone number
in order to create the personalised tour in the
introduction (see fig. 26). The postal code and email
addres are not selected to ask for in the beginning
of the tour, because | think that these data points
have a better fit for one of the stops. | selected the
following datapoints to use for the introduction:

First name
Date of birth

Gender

]

S

w

N

=

voornaam geb.dat geslacht postcode

email

Fig. 26: Result willing to share personal data points at the introduction
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3.2.4.1Data table

The data points selected for the data table match the
smart city pillars and the smart city technologies that
are presented during that stop. A data table (see fig.
30) was created from a selection of the datapoints
that were asked about in the survey (section 2.2).
The datapoints that were mostly focused on online
behavior are left out, because it is considered more
interesting for the reveal to collect personal data that
is not based on online behavior. The datapoints are
ranked from least important (top) to most important
(bottom) according to the results of the survey. For
each stop and technology datapoints were selected
that are most logical to ask for at that exact stop and
match the smart city pillar, technology and location.
Some stops have more ‘important’ data points than
others. To create a build-up to the reveal at the end

of the tour, the stops are ranked from leastimportant
to important. The order of the stops will be based on
the ‘importance’ of each of the datapoints. The one
exception is the first two stops (Smart Environment
and Smart Living), which could not be ranked from
least important to important, because that would
guide the participant from Smart Environment to
Smart Economy through the area of Utrecht Central
station. This area is confusing for Google Maps and
will result in confusing directions for the next stop.
For that reason | chose to guide the participant
around Utrecht Central station to make sure that the
directions provided by Google Maps get the user to
the next stop. In figure 28 and 29 the sequence of
the stops of the tour are presented.

Fig. 28: Sequence of the stops
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Nijntje Verkeerslicht

o Skateboard park:

The'Green House

Fig. 29: Sequence of the stops in map overview
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TOUR REVEAL

GENDER
CHILDREN
HOUSEHOLD ®
DATE OF BIRTH
ACTIVITIES IN FREE TIME o
SPORTS )

NAME

FAVORITE SPOTS
TRAVEL BEHAVIOR ®
POLITICAL INTERESTS
HOME ADDRESS [
EMAIL ADDRESS o
LOCATION VIA MOBILE PHONE
INCOME o

Fig. 30: Data table
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3.2.5 What is the moment of reveal?

The final design question that needs to be answered
is how to design the reveal at the end of the tour.
The goal is to confront the user with sharing their
personal data by discriminating, confront with
unwanted information or experience the feeling
of loss of autonomy. These are the three main
privacy concerns that individuals have around data
collection (see section 1.4.2). To find out how to
confront users based on their personal data, desk
research was conducted. This research is the basis
for designing three different reveals. Each of these
reveals is tested through an iteration and the most
confronting reveal will be selected for the final
concept design.

3.2.5.1Desk research

The goal of the project is not only to let users
critically reflect on their own behavior, but also
on the data collection and use within the smart
city. Therefore it is chosen to show the user both
sides of the coin: a positive experience during the
tour and negative consequences of sharing their
personal data. In this way the user will be able to
compare the two experiences and has a complete
view to critically reflect on the problem. A design
strategy is proposed by Khovanskaya et al. (2013)
to promote awareness of and reflection on the
infrastructures behind personal informatics and the
modes of engagement, instead of only motivating
people to examine their own behaviors (see fig. 31).
Personal informatics can be described as reflecting
on personal data to change behavior and reach
a personal goal (Epstein et al., 2015). Although,
personal informatics is different from what is
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used in the tour, voluntarily sharing personal
data and getting information in return that can be
acted upon, is very similar. In this literature, the
interface is designed in such a way that it draws
attention to the scope of the collected data, using
purposeful malfunction as a way to encourage
reversed engineering and displaying information
in unconventional ways to challenge normative
expectation in data collection (Khovanskaya et
al., 2013). These goals can be achieved by using
three different strategies: make it creepy, make it
malfunction and make it strange.

In the next section these strategies are used to
create three different reveals for the end of the tour
to let the user critically reflect on the personal data
collection, use and the user’s own behavior.

3.2.5.2Ideation

Each of the strategies has been sketched out to
create three different reveals (see appendix O:
Ideation three reveals sketch). These sketches are
based on screens using adobe XD to create a video.
The screens are put together in Adobe Premiere Pro
to create three separate reveals. Each of the reveals
will be explained in detail in the next sections. This
test was done in English to better communicate the
design and test results with the team.

INFRASTRUCTURE

DESIGN STRATEGY

DIMENSION

MOTIVATION

Make it creepy: Display the
sensitive and highly personal infrastructure

aspects of gathered data.

Reach or scope of data

Raise implications of data-gathering systems

for surveillance and individual privacy.

Make it malfunction: deliberately

display gaps in gathered data.

Infrastructure becomes

visible upon breakdown

Promote reflection on the limitations of data

gathering.

Make it strange: show information

in unconventional ways

Infrastructure links with

conventions of practice

Highlight the role of personal informatics
systems in perpetuating dominant social

norms in data gathering and presentation.

Fig. 31: Three general strategies for designing provocative facts, their relationship to Star’s infrastructures, and their design

goals ( Khovanskaya et al., 2013).



Creepy

The creepy strategy is used to create the feeling of
a malicious entity that deliberately steals the user'’s
personal data for an unknown goal (see fig. 31 to 36).
This highlights the aspect of privacy infringement of
the user with the goal to raise implications of data-
gathering systems for surveillance and individual
privacy.

il Tele2 NL - 4G 11:24

)
DS

THANK YOU

FOR

YOUR Utrecht Smart
City technology :
overview : ‘ PERSONAL

| am preparing your overview of your saved
Smart City technologies. This will only take a

few seconds. i 1 DATA

YOUR

Stop 1 Choose to breathe fresh air

Find the best routes and locations for clean and healthy ar,

Fig. 32: Creepy design screen 1 Fig. 33: Creepy design screen 2 Fig. 34: Creepy design screen 3 Fig. 35: Creepy design screen 4 Fig. 36: Creepy design screen 5
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Malfunctioning

The malfunctioning strategy is created to give the

user a quick look into what is happening in the app

and how the user’s personal data is used. A glitching

effect highlights the malfunctioning part to let the

user see what the purpose is for the collected

personal data and that it can be used for other

purposes than they thought (see fig. 37 to 41). The

goal of this strategy is to promote reflection on the

limitations of data gathering.

ﬁTeleZ NL 4G 11:24 78% é’\

)]
Y

YOUR Utrecht Smart
City technology
overview

| am preparing your overview of your saved
Smart City technologies. This will only take a
few seconds.

Stop 1 Choose to breathe fresh air

Find the best routes and locations for clean and healthy air,

Fig. 37: Malfunctioning design
screen 1
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~~_City technology
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= Shart:City techmlogles.rTHB'voﬁl only take-a:
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s Find the best routes and locations for clean and healthy air,

Fig. 38: Malfunctioning design
screen 2

| YOUR Utrecht Smart

- Stop1 Choose to breathe fresh air

Fig. 39: Malfunctioning design

ﬁTeleZ NL 4G 11:24 78% 5\

)]
Y

YOUR Utrecht Smart
City technology
overview

| am preparing your overview of your saved
Smart City technologies. This will only take a
few seconds.

Stop 1 Choose to breathe fresh air

Find the best routes and locations for clean and healthy air,

Fig. 40: Malfunctioning design
screen 4

Fig. 41: Malfunctioning design
screen 5



Strange

The Strange strategy is focused on using the
collected personal data and confronting the user
with that. A set of strange pop-ups is shown that
highlights that their data is used and shared with
other parties (see fig. 42 to 45). This strategy has
the goal of highlighting the role of personal data
collection and use in perpetuating dominant social

norms.

mez NL 46 1124 78%%\

)
IS

YOUR Utrecht Smart
City technology
overview

| am preparing your overview of your saved
Smart City technologies. This will only take a
few seconds.

Stop 1 Choose to breathe fresh air

Find the best routes and locations for clean and healthy oir,j

O MESSAGES

+316458795639
Hi! | saw your profile on single-people

and thought we would be a great
match...

press for more

In the following section the three reveals will be
tested to see which will let the user critically reflect

and in what way.

Alex Traier

Friend request

Pooping stool

Family edition

- O

O MESSAGES

DHL
Your package has arrived at the pick up

point. Thank you for your purchase the
specifications are listed below and...
press for more

Fig. 42: Strange design screen 1 Fig. 43: Strange design screen 2 Fig. 44: Strange design screen 3 Fig. 45: Strange design screen 4 Fig. 46: Strange design screen 5
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3.2.5.3 Iteration

To find out which of the three reveals is bestin letting
the user critically reflect, the three reveals are tested.
The previous findings of the final narrative, smart
city technologies, geographical touchpoints and
collected data are implemented into the design that
is tested. This overview can be seen in the previous
section. This is essential to let the participants
experience the 'positive side’ of the technologies
first, so that the 'negative side’ of the technologies,
the reveal, can be tested properly. The outcome will
give answers on how to design the reveal in the final
concept design to reach the design goal.

Setup

In total 6 participants were asked to do the reveal
testing. The setup is behind a desk using the Adobe
XD prototype of the app on an iPhone (see fig. 46).
This iteration focuses on the effect of the reveal, so
it is considered not essential to do this testing in the
real context of Utrecht. In order to give the user a
sense of their surroundings, a laptop with Google
Maps is opened. When the participant reaches
a stop, the address can be looked up in Google
Maps and Street view lets the participant explore
the location. The laptop is also used to let the user
type their answers of the questions asked at the end
of the iteration. During the tour the participant is
asked to fill in data in the app, but Adobe XD does
not technically support this function. Therefore
the participant is asked to write down the answers
they give on a piece of paper. The used prototype
is designed from the introduction of the tour to
the end of the three reveals. Each participant gets
to see one of the three reveals, so that each reveal
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is seen by two participants. Although, the number
of participants is too small to draw any definitive
conclusions on which reveal is most effective the
results will be used to guide my decision-making on
which design is most confronting. During the test
the participant is observed and asked to say what
they think to make observation easier.

Questions

At the end of the experience the participant gets
asked two questions about the experience that
will be ranked on a Likert scale from 1 to 7 (see
appendix P: Questions iteration three reveals). After
answering these questions they are asked to give a
reason for their given rate, so more information can
be derived to see why a reveal works or not.

Q1: Did you find the end confronting?
Why?

Q2: Did this experience make you more critical
about giving away your personal data?
Why?




Results

Some participants found it easier to answer in
Dutch, so some of the information will be translated
in English to communicate the results of the
iteration (see appendix Q: Answers iteration three
reveals). The first question was about if the reveal is
considered confronting.

Q1: Did you find the end confronting?
Why?

The results of each reveal have been analyzed
and displayed in the graph below (see fig. 47).
Reveal 1 Creepy and reveal 2 Malfunctioning are
considered confronting to the participants. Both
scoring a 6,5 on a Likert scale of 7, that says that
the reveals are experienced as confronting to very
much confronting. Answers to the question why
participants found Reveal 1 confronting was the
unexpected change of character of the app and the
realization of the amount of personal data that they
gave away.

Reveal 1

Answers to the question why participants found
Reveal 1 confronting was the unexpected change
of character of the app and the realization of the
amount of personal data that they gave away.

“I don’t care, 1 did not give away so much
data... *looks at paper with answers
given* oh wait a minute...”

Reveal 2

Reveal 2 made clear that participants could have
a peek inside the app and what was happening. It
made participants aware and they felt violated.

“Byeee loser, | feel violated..”

Reveal 3

Reveal 3 Strange scored a 3,5 that communicates
the experience as not really to neutral confronting.
Participants did not understand what was happening
during the reveal and if it was even part of the test or
not. Both of them were a bit irritated because they
did not ask for this to happen.

“What is happening? I did not ask for this”

Confronting

)]

(0, ]

S

w

N

[N

Reveal 1: Creepy Reveal 2: Malfunctioning

Reveal 3: Strange

Fig. 48: Result test three reveals Q1: Did you find the end confronting?
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Q2: Did this experience make you more critical
about giving away your personal data?
Why?

The second question was about if participants are
more critical about giving away their personal data
because of this experience. The results of each
reveal have been analyzed and displayed in the
graph below (see fig. 48).

Reveal 1

The firstreveal ‘Creepy’ scored a 5,5 on a Likert scale
from 1 -7, being a bit more critical to more critical.
Participants said that they did not think about the
consequences of sharing personal data when
the tour begins, but they also said that it was not
completely clear what happens with their personal
data or the reason why the app turned ‘evil.

“Slap in the face”

Reveal 2

The second reveal 'Malfunctioning’ scored a five,
which means that participants are a bit more critical
about giving away their personal data because of
this experience. They felt more aware about sharing
their personal data, but the risks of what could
happen with it is not completely made clear in this
reveal, just like the first reveal.

“What is missing for me is information

about the risks of sharing your data, why
should you be careful with this?”
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Reveal 3

The third reveal ‘Strange’ scored a 3,5, meaning
participants are not really more critical to neutral in
being more critical towards sharing their personal
data. This is significantly lower than the other two
reveals. In this reveal participants were made more
critical about the consequences of sharing personal
data, rather than the process itself. The reason that
this reveal scored much lower, is because there was
a lot of question about what actually happened and
what the cause of the pop-ups were. It was also not
very confronting because participants know that
personal advertising is being done and they do not
experience this as confronting, but irritating.

“lI am aware that it works this way, but it
is confronting if you get it shoved in your
face like this”

CRITICAL

S

w

N

-

Reveal 1: Creepy Reveal 2: Malfunctioning

Fig. 49: Result test three reveals Q2: Did this experience make you more critical about

giving away your personal data?

Reveal 3: Strange



Conclusions

The first reveal ‘Creepy’ scored highest on being
confronting and reflecting, closely followed by the
second reveal ‘Malfunctioning’. Both of the reveals
showed that the participants were made more
aware about the process of what personal data
they shared, but the consequences of this process
were not clear enough. The opposite occurred in
reveal 3 ‘Strange’, where the process was unclear to
the participants, but the consequences of sharing
personal data were communicated. Even though
the first reveal scored highest, the reasons why
it was so confronting and making the participant
more critical weren't clear. The second reveal
‘Malfunctioning’ helped the participants understand
what was happening and that the app was collecting
the participants’ personal data. The third reveal
showed consequences of personal data collection,
but those were considered not invasive enough.
Because of the explanations of the participants, a
combination of reveal 2 ‘Malfunctioning’ and reveal
3 ‘Strange’ will be used to design the reveal in the
final concept design. A more invasive and harsher
consequences should be implemented to really let
the user experience the negative side of sharing
their personal data. The combination would give
users the information what happens during the
process of the app and the consequences that
personal data collection can bring, which ultimately
gives the user a better reason to be critical on the
experience.

CONCLUSION
CHAPTER

The goal of this chapter was to determine the
design space, discover design questions and find
answers to these design questions. In total five
design questions were found and have been solved
through brainstorms, ideations and iterations.
The focus of the narrative of the tour will lie on
discovering Utrecht's smart city technologies that
have personal benefits for the user (DQ1). In total
six smart city technologies are selected that each
represent one of the six smart city pillars to let the
user explore the scope of a smart city (DQ2). The
stops have been assigned geographical touchpoints

that match the pillars and smart technologies

(DQ3). A data table presents a clear overview of
what personal data is collected and when (DQ4)
and a strange and malfunctioning reveal should
lead to provoking the user to think critically about
their personal data collection in the smart city.
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FINAL CONCEPT
DESIGN: PUSCA

Pusca is an application based Personal Utrecht
Smart City Assistant that takes the user on a one
time tour through Utrecht to explore and experience
smart city technologies that could improve their
quality of life (see fig. 50). Each of the stops in the
tour presents a smart city technology that can be
experienced by sharing personal data. The user is
asked to make a trade-off between their estimated
privacy value of the asked personal data and the
benefits of the presented smart city technology.
At the end the user is presented with an overview
of all the explored smart city technologies and
information about how they could be used. A glitch
in the application takes the user from this smart city
technology overview to an insight of what is actually
happening with their shared personal data. After
that, a message from Pusca confronts the user with
the privacy consequences of sharing their personal
data and provokes a critical reflection on the trade-
offs that the user made during the tour.

all Tele2 NL 4G 11:24

)
o

cse

Hé jij!
Ik ben Pusca

Ik ben jouw Persoonlijke Utrecht Smart
City Assistant en ik zou je graag een
gepersondaliseerde rondleiding geven

door jouw Smart City Utrecht

Hoi, Pusca!

Fig. 50: Final concept design: Pusca
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4.1.1 Pusca

The character Pusca is based on the IV character
Clippy (see section 2.6). Just like Clippy, Pusca is
portrayed as friendly and helpful and guides the | IL Jl |
user through the tour from introduction, passed the

stops and to the reveal at the end. Inspiration for the

character comes from Cozmo, a real-life artificially
intelligent tiny truck robot for kids and adults to
learn creatively code and he uses his big, blue
digital eyes to convey convincing emotions (Meet |
Cozmo | Digital Dream Labs, n.d.) (see fig. 51). The
eyes of Pusca are based on Cozmo's to have a more

emotional and personal interaction with the user
(see fig 52). N >

Not only the character Pusca, but also the interaction O S “« v
with it should be experienced as personal, friendly

and helpful as explained in the IV. | looked into

multiple applications that are similar on personal

guidance to give inspiration on how to design the Fig. 52: Design of the Pusca character

desired interaction (see appendix R: Aesthetics

- — - —
— ———e
. .

Neutral Blink (high) Happy Glee Blink (low) Sad (looking down) Sad (looking up to user)

moodboard).

Worried Focused/Determined Annoyed Surprised Skeptic Frustrated/Bored Unimpressed

Fig. 51: Design Cozmo's eyes (Meet Cozmo | Digital Dream Labs, n.d.)
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Many of these applications used a conversation
format between the application’s character and the
user to create a more personal experience. | applied
this to Pusca in the introduction to get to know the
user and ask basic personal data. The language
used is very informal and complimentary to make
the user feel at ease (see fig. 53).

The aesthetics mood board (see appendix R:
Aesthetics moodboard) has also been the basis
for creating a color scheme that communicates
a friendly and trusting interaction. The color
scheme that | chose is blue with a bright green.
The blue is chosen to communicate calmness and
trustworthiness, because blue is considered the
most trustworthy color in website design (Alberts,
2011). The bright green is chosen to pop out and
attract attention to show the user where to click on
and guide them through the tour.

@ Hé jij! Ik ben Puscal!

Hoi, Puscal

Wat leuk dat je met mij een

@ tour door Utrecht gaat doen!

Fig. 53: Example of informal language

4.1.2 Privacy over functionality

For the final concept design of Pusca to work, be
tested and evaluated, | had to make a choice in
which program or platform would be best to design
in. | gained inspiration by looking at other apps that
were similar on the field of technical aspects that are
involved in a location based tour (see appendix S:
Technicalities moodboard). From these apps | found
that the following technical aspects are essential: to
give directions and enter data. Other aspects that |
found important in the final design of Pusca are to
portray the desired aesthetic look and feel to make
the user trust Pusca, to implement and play a video
to let the user experience the big reveal at the end,
and to not store any data to reassure the user that
the solely goal of this project is to critically reflect.
| explored several mediums to see which suits this
project the best: Adobe XD, Appiepie, Appmakr
and INtractive (see fig. 54). The latter three are
online app builders.

ONLINE APP BUILDERS

The online app building platforms do not provide
the desired aesthetic look and feel, but have more
of a standardized aesthetic, whereas Adobe XD
is focused on creating User Interfaces (Ul) and
aesthetics can be made any way you want. Even
though Adobe XD is not capable of giving directions,
entering data or implementing and playing a video,
| chose it as the medium to design Pusca'’s final
concept design. The main reason for choosing
Adobe XD is that the online app builders store user
data and that is out of my control. | do not want
Pusca'’s final prototype to store any data, because
| think it is important to not do the exact thing
that this project is designed to critique: collecting
personal data that could harm an individual's
privacy. Technicalities that are not met will be solved
in other ways for the final concept design.

ADOBE XD

Desired aesthetic look and feel

X

Give directions

Enter data

Implement and play video

Store data

Fig. 54: Table of pro's and con’s of different mediums
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4.1.3 Three stages of the tour

The smart city tour is based on the IV qualities
explained earlier: attractive, engaging, confronting
and thought-provoking (see section 2.6). From these
four IV qualities the tour is split up in three phases:
introduction, tour and the reveal (see fig. 55).

The introduction phase provides the user with an
explanation of what the tour is about, and is focused
on getting to know the user and generating a
personalized tour. This phase is about attracting the
user to the topic of the tour.

The second phase is the tour itself where users are
able to explore the smart city technologies at each
stop. This phase engages the user in the context of
Utrecht as a smart city and the benefits of the smart
city technologies that are explored. The introduction
and tour combined can also be described as the

TOUR REVEAL

CONFRONTING

Fig. 55: Three stages of the tour
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"‘positive’ experience of personal data collection
within smart city technologies. It lets the user explore
the smart city technologies and what benefits these
can bring for the user if they share their personal
data.

The last phase is the reveal, where users are
confronted with consequences of sharing their
personal data. During this phase the user will
experience the 'negative’ side of sharing their
personal data. After the tour ends the users are
provoked to look back on the interaction and
criticize the choices they made.

The overview of the three phases was the basis of
creating the first prototype of the app. The prototype
was first sketched out in a storyboard (see appendix
T: Storyboard) to communicate what the design
experience is going to be like.

ENGAGING

After that a wireframe sketch (see appendix U:
Wireframe sketch) formed the basis of the screens
that had to be designed. This finally resulted in the
final concept design Pusca. In the next section each
of the phases and the design choices are explained
in depth.

THOUGHT-
PROVOKING



4.1.4 Six steps for each stop

Each stop matches one of the six smart city pillars
(see section 1.2.3) and consists out of six steps
(see fig. 56). The first step provides information
about that stop's location that has been chosen
in the third design question from chapter 4: What
are the geographical touchpoints of the tour?
(see section 3.2.3). The second step states a social
problem that matches that particular smart city
pillar. In the third step the smart city technology
is presented as a solution to this problem and is
selected by answering the second design question
in chapter 4: What smart city technologies in Utrecht
are explored? (see section 3.2.2.). The fourth step
gives information on how this technology could
not only solve the proposed problem, but also that
it can benefit the user personally. If the user wants
to experience the presented smart city technology
they are asked to share some personal data in the
next step. This personal data has been selected by
answering the fourth design question in chapter
4: What personal data should be collected during
the tour and when (see section 3.2.4.)? If the user
is not willing to share the asked personal data, the
user gets the option to skip the following steps and
continue to the next stop. The fifth step is about
letting the user share specific personal datapoints
that Pusca says that are necessary to see how the
technology works. In the sixth step the user gets to
experience how the particular smart city technology
works and how it could benefit their lives. At the
end of each stop the user is informed that they have
completed that stop and that they can continue to
the next.
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Fig. 56: Six steps for each stop
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TOUR PHASE I
GETTING PERSONAL

At the beginning of this phase the user gets
acquainted with Pusca. Pusca then gives a short
explanation about what a smart city is, what this
tour is about and how this tour could benefit the
life of the user (see section 3.2.1). This phase of the
tour is about generating a personal tour by sharing
basic personal data points (see section 3.2.4) in a
chatbot conversation with Pusca. The personal data
collected is used to provide the service (see section
2.2.3) of exploring Utrecht as a smart city. At the end
of this phase an overview of the personalized tour
with specifications is presented to the user. Each
of the steps in this phase is explained further in the
next sections.

4.2.1 Explanation

The first design question stated in chapter 4
was: What is the narrative of the tour? The results
showed that discovering the future development
of Utrecht that has personal benefit for the user
was considered an attractive narrative (see section
3.2.1). When the application is opened, a friendly
robot waves at you and introduces itself (see fig. 57).
During the introduction part, Pusca explains that this
app is about creating a personalized tour through
Utrecht as a smart city to let the user explore and

experience smart city technologies that improve
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their quality of life. A short explanation follows about
what can be expected of the tour: explore smart
city technologies in Utrecht, experience them for
yourself and get an overview at the end on where
to find and use these discovered technologies for
yourself (see fig. 58). The user is then informed what
a smart city is, based on the definitions (see section
1.2.3) to get a better sense of what the tour is about
(see fig. 59). The end of this explanation provides
the user with information that the tour is customized
by collecting personal data from the user to create a
tour that matches their interests (see fig. 60). This is
to attract the user to the stops of the tour and signal
that these technologies are specifically chosen
for that user and to improve their quality of life in
Utrecht.

4.2.2 Chatbot Conversation

After the explanation the user is invited to a chatbot
conversation with Pusca. During this conversation
Pusca asks for some general personal information
to get to know the user: the user’s first name, last
name, date of birth and gender. These datapoints
are selected because the iteration done earlier
revealed that users are very willing to share these
three datapoints (see section 3.2.4.1). To be able to
generate a personal tour specifically for that user,
Pusca also asks about the user’s interests in topics
about social challenges according to the Staat
van Utrecht's Databank (Over Staat van Utrecht
| Staat van Utrecht, n.d.) (see section 2.2.4). The
user can choose as many options as they like from:
population, employment, health, mobility, living,
education, climate, culture, environment, safety,
economy and citizenship (see fig. 61). When the

user has answered all of the above questions, the
end of the chatbot conversation is marked with a
button to let Pusca generate their personalized tour.

4.2.3 Create personalized tour

After the chatbot conversation, a loading screen of
Pusca creating their personalized tour takes only
a few seconds (see fig. 62). Whereafter the user is
informed that their tour is ready (see fig. 63). The
app then shows specifications about the amount
of stops, duration and walking distance, along
with some practical tips that make use of the app
easier. From this point the user is able to start their
personalized tour.
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Hé jij!
Ik ben Pusca

Ik ben jouw Persoonlijke Utrecht Smart
City Assistant en ik zou je graag een
gepersonaliseerde rondleiding geven

door jouw Smart City Utrecht

Hoi, Pusca!
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Fig. 57: Introduction screen 1:
Welcome
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Een kleine vitleg

%
Eerst zal ik je vitleggen wat een Smart

City is en wat slimme technologieén
precies inhouden.

L

Vervolgens wil ik je graag wat beter
leren kennen, zodat ik een persoonlijke
tour voor jou uit kan stippelen.

Q

Tijdens deze persoonlijke tour heb jij de
kans om bestaande slimme
technologieén in Utrecht te ontdekken
en kort te ervaren.

© m—
© m—
© m—

Aan het einde van de tour zal ik de door
jou ontdekte technologieén in een
overzicht zetten, zodat jij ze voortaan
zelf kunt gaan gebruiken.

Ik begrijp het

\&

/

Fig. 58: Introduction screen 2:
explanation
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Smart City Utrecht

8

Een Smart City is een stad die beheerd
en bestuurd wordt met behulp van
slimme Informatie en Communicatie
Technologieén (ICT) en het Internet of
Things (loT).

o

Een technologie word als 'slim’ gezien
als deze dingen kan waarnemen met
behulp van sensoren en vervolgens deze
informatie kan gebruiken om een advies
te geven of zelf vervolgstappen te
nemen.

Het doel van Smart Cities is de
leefbaarheid, duurzaamheid,
bereikbaarheid en welzijn van een stad
te vergroten en om de levenskwaliteit en
veiligheid van de inwoners te
optimaliseren.

Ik ben benieuwd

- /

Fig. 59: Introduction screen 3: Smart
city Utrecht
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Elkaar leren kennen

@

Ik zou je graag een paar vragen willen
stellen om je wat beter te leren kennen.
Met die informatie kan ik een inschatting
maken welke slimme technologieén voor
jou interessant zijn. Op die manier krijg

jij een speciaal voor jou op maat
gemaakte tour die jouw leven in Utrecht
kan verrijken!

Start gesprek

Als je doorgaat accepteer je het Privacybeleid
\\em ga je akkoord met de Servicevoorwaarden

Fig. 60: Introduction screen 4:
Getting aquainted.
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@ Hé jijt Ik ben Puscal

Hoi, Pusca!

Wat leuk dat je met mij een
@ tour door Utrecht gaat doen!
Ja, leuk!

Blij dat je zo enthousiast bent.
@ Laten we dan direct beginnen!

@ Wat is je voornaam?

@ En je achternaam?

de Boer

@ Leuk je te ontmoeten!

@ Wat is je geboortedatum?

15-09-1960

@ Wat een prachtig jaar!

0g maar twee

We zijn er bij

@ vrag

@ Wat is je geslacht?

De laatste vraag! In welke
maatschappelijke onderwerpen
ben je geinteresseerd?

Je mag er zoveel kiezen als je

=y v
= .
Vo

»ulatie

Geweldig! Ik heb nu genoeg
informatie.

Ben je klaar voor jouw
@ gepersonaliseerde to

Ik ben er klaar voor!

« D

Sluit gesprek

N

78% é’\
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/

Fig. 61: Introduction screen 5:
Conversation.
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Creéren van jouw
persoonlijke tour

Ik ben bezig om jouw persoonlijke tour
te programmeren. Dit duurt maximaal
een paar seconden.

.

78%&»\

J

Fig. 62: Introduction screen é:
Creating personalized tour.
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Jouw tour is klaar!

Taadaal! Hier is tie! JOUW persoonlijke
Utrecht Smart City tour! De tour begint
wanneer jij bij de eerste stop aankomt.
Ontdek de slimme technologieén voor
jezelf en wie weet word jij aan het einde
zelfs wel een slimme inwoner!

Specificaties

6 stops

45 minuten

2,3 km

Tips

De slimme technologieén worden
voor je bewaard en kun je aan
het einde in jouw overzicht
terugvinden.

Als je op een afstand van 15
meter van de exacte locatie bent
zal de slimme technologie
zichtbaar zijn.

Zorg ervoor dat je genoeg
batterij hebt voordat je aan de
tour begint. Een percentage van
boven de 55% is aan te raden.

Begin mijn tour!

\

78% @\

/

Fig. 63: Introduction screen 7:
Presenting tour.



TOUR PHASE 2:
EXPLORING UTRECHTS
SMART CITY TECHNOLOGIES
Wil je Pusca toegang tot je

At the beginning of this phase the user is asked for locatie geven terwijl je de
permission to use their location (see fig. 64). If they app gebruikt?

consent, the app shows directions to the first stop. Je huidige locatt dt qebruikt
€ nuiaige locatie worat gepruikt om

routes weer te geven en stops te
ontgrendelen als je in de buurt bent.

If the user does not consent they are informed that
they are not able to use the app, because giving
directions is not possible without knowing the

user’s location. This phase ends with the user being Bii aebruik
ij gebruik van app

informed that they have completed the sixth and

final stop of the tour. In the following sections each Sta niet toe

of the stops and their steps will be presented.

Het is niet mogelijk om deze

~ ’ app te blijven gebruiken
zonder toegang tot je locatie.

Schakel toestemming voor locatie in
om de app verder te gebruiken.

Stoppen Hervat tour - Niet toestaan OK

Fig. 64: Pusca asking access to using user’s location.
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STEP 1: LOCATION INFORMATION

il Tele2 NL - 4G

ﬁ Tele2NL 4G 1124 78% @\
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NH Utrecht

9 B TAAINER

Kies voor schone lucht

©

Locatie

gacislim Dit is HET outdoor sportpark van

Utrecht. Je hebt er een skatepark,
freefun park en zelfs een sport

A Stop 1 contRainer. Ideaal zou je zeggen om
eens even goed te sporten en een frisse
Kies voor schone lucht neus te halen
Jaarbeurssportpark
Volgende

Jaarbeursplein 31

\ 3521 AR Utrecht / o

Fig. 65: Tour stop 1 screen 1: \ /
Directions to the location of the first

stop.

Fig. 66: Tour stop 1 screen 2:
Information about the location.
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4.3.1 Stop 1 - Smart Environment

If the user gives permission to use their location
data, the address of the first stop is presented, along
with the title of the stop and a hint of the smart city
technology that is to be explored at that following
stop (see fig. 65).

Step 1 - Location information

The first stop is based on the Environment Smart
city Pillar and the location is the Skatebaan
Jaarbeursplein. This is the only outdoor sport park
in Utrecht of this size and is ideal for skaters, joggers
and other fitness fanatics who can let off steam in
the fresh outdoor air (Skatepark Jaarbeursplein
SkateOn Skateparks freerun concrete shotcrete,
n.d.). This location is chosen because it links

directly to outdoor sports and the air quality is poor

according to Longfonds (n.d.). (see fig. 66).



STEP 2: PRESENTING PROBLEM

il Tele2 NL - 4G

Stop 1
Kies voor schone lucht

A

Probleem

Maar, dat is niet helemaal waar. Door
het vele verkeer op deze plek is er veel
fijnstof in de lucht. Hieronder zie je wat
de luchtkwaliteit is op jouw locatie op dit
moment.

Jaarbeursplein
slecht 7.9
‘e o_® .
ceéoeee
A zeer slecht

Een keer teveel fijnstof inademen is niet
een ramp, maar als je jarenlang
dagelijks teveel hiervan inademt kan het
zeer schadelijk zijn voor je gezondheid.

Volgende

- /

Fig. 67: Tour stop 1 screen 3:
Presenting the problem.

STEP 3: SMART CITY TECHNOLOGY

ull Tele2 NL - 4G

Kies voor schone lucht

-
Oplossing

Hier heeft Snuffelfiets iets slims op
bedacht. Dit zijn fietsen met sensoren
erop die de luchtkwaliteit meten. Omdat
fijnstof in de lucht afhankelijk is van
verschillende factoren kan dit per locatie
per dag enorm verschillen. De data van
Snuffelfiets geeft een duidelijk overzicht
van de gemeten fijnstof, voor die locatie
op die dag.

Volgende

- /

Fig. 68: Tour stop 1 screen 4: Smart
technology solution.

STEP 4: ALSO FOR YOU

il Tele2 NL - 4G

78

Stop 1
Kies voor schone lucht

v

Ook voor jou

Door te weten welke buiten sporten je
doet en hoe vaak je dit doet, kan ik een
overzicht geven van plekken en routes
waar de luchtkwaliteit op dat moment
het beste is. Zodat jij elke dag kan
kiezen voor schone lucht en om je
longen gezond te houden!

Volgende

\\ *
Fig. 69: Tour stop 1 screen 5: Also for
you.

Step 2 - Problem

The app presents the air quality measurement of the
user’s current location at Skatebaan Jaarbeurspark
and it shows how bad the air quality is (Longfonds.
NI - Gezonde Lucht, n.d.) (see fig. 67). The problem
for this location is that there are lots of particulate
emissions in the air. “Particulate emissions” is a
collective name for invisible small particles that
float in the air and are a form of pollution. They are
mostly produced by traffic, lifestock farming and
household products like lotions, paint and cleaning
supplies (Waarom is fijnstof zo'n groot probleem?,
n.d.). However, multiple factors such as the weather
can influence the amount of particulate measures
and therefore it can vary from day to day. Breathing

in too much of these particulate emissions one or

two times is no problem, but taking in too much

of it throughout the year can cause serious health
damage. It is estimated that 7.000 to 12.000
people die each year because of the consequences
of breathing in particulate matters (Waarom is
fijnstof zo'n groot probleem?, n.d.). The Skatebaan
Jaarbeursplein scores extremely high on the
amount of particulate matters that float in the air and
almost exceeds the limits set by the World Health
Organisation (WHO) (Provincie Utrecht, 2018). The
danger is that these molecules are so small that it is
unnoticeable for people and therefore it is difficult
to be aware of how much you breathe in.
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Step 3 - Smart city technology solution

Snuffelfiets has found a solution to this invisible
problem. Snuffelfiets is an initiative where normal
bikes get equipped with a sensor that measures

STEP 5: COLLECT DATA air quality (Over Snuffelfiets - Snuffelfiets, n.d.).

Air quality in one place can vary from day to day,

P e e, but because bikes are mobile and have access to

e places in the city where cars can't come, accurate

X daily measurements can give a clear overview of the
ILwJI = e e, (e " e, current air quality in the city (see fig. 68).

<A i

Step 4 - Also for you
' |LWJI Ilel For the user to find out what places in Utrecht are

suited to go for some exercise on that day an air
Wat voor buiten 4 Y quality map of Utrecht can be presented. In this
sporten doe je? way the user can consult Snuffelfiets’ air quality

Je kan er zoveel kiezen als je wilt
) = S je per week? schoonste lucht

Wandelen Fitness Hardlopen . .
Ik ben aan het zoeken naar de data before going for some exercise and not only
O{:(-) @ 5 J 55;%3;32;g?;fn“ﬁj’;ﬁ;';?* keeping their bodies but also their lungs healthy
Tt - — 3 alsjeblieft, dit duurt maximaal een (see flg 69)
paar seconden. : :
@ Q’R 000 Bekijk schone lucht Step 5 - Share data
e Tennis - Anders The user is asked about what kind of outdoor sports
_ ) overslaan/ \_ ) they practice and how often they do so (see fig. 70
Volgende and 71). The selected outdoor sports that the user
Fig. 71: Tour stop 1 screen 7: Asking Fig. 72: Tour stop 1 screen 8: Loading can choose from are based on the most practiced
the user about how often they screen of Pusca looking for the
\ () ovorslclcm/ practice these sports a week. cleanest air outdoor sports in the Netherlands (Nethel’|ands:
\ , Popular Sports 2020 | Statista, n.d.). Pusca explains
Fig. 70: Tour stop 1 screen 6: Asking h his inf . i b bined with th
the user about their favorite outdoor that this Information wi e combined with the
sports. measured air quality data of Snuffelfiets on that

particular day, to mark locations that are suitable for
the selected sports with good air quality.
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Step 6 - Experience smart city

After the user shared theirinformation Pusca shows a

loading screen that says Pusca is looking for the best

areas with good air quality (see fig. 72). After that the STEP 6: EXPERIENCE TECHNOLOGY

user gets presented with the smart technology and ﬁmem o 112 478%@.\

the user is told that the map provided below shows

areas that have very good and very bad air quality,

so the user knows what locations to go to and what |LGJ|
-

locations can better be avoided (see fig. 73). When

ﬁTeleZ NL 4G 1124 9 78% @»\

the user opens the map they can scroll around

and click on the dots that display the air quality &«
measurement of that exact location at that moment |LGJ|
(see fig. 74). When the user is done exploring the Stop 1
map they can continue the tour by clicking ‘next’. Kies voor schone lucht
The user is then informed again that the smart city
. . - Klik hierond de kaart te bekijk
technology that they just discovered is displayed at van d'eefgUZ[eofrijnnsﬁ)f,iZ:mgeenein” <
Utrecht. De gebieden met hele slechte
en hele goede luchtkwaliteit staat A
aangegeven. Zo kun je zien welke Dit was de
gebieden je vandaag het beste niet
heen kan gaan om een frisse neus te eerste Stop!
halen en welke juist wel.
the end of the tour, so the user is able to find where wat een geweldige ontdekking
. jouw | je gehel
and how to use this technology for themselves (see O o . ‘ o Jonongen en e genete
flg 75) matig slecht zeer slecht
De plekken met goede luchtkwaliteit en
zeer slechte luchtkwaliteit geven de
exacte metingen weer als je erop klikt. Ga naar de volgende stop
Gaterug
Bekijk kaart Unecle Jim J \\ [ ) /
Fig. 74: Tour stop 1 screen 10: Map Fig. /75: Tour stop 1 screen 11:
Volgende of locations with good and bad air Congratulating the user on
quality. completing the stop.
(]

- /

Fig. 73: Tour stop 1 screen 9: Letting
the user experience the smart city
technology.
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STOP 2
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De Pomp
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De Veiling 1

Stop 2

Draag je steentje bij

The Green House
Croeselaan 16
3521 CA Utrecht

Loop naar de volgende locatie en

ontdek bij de tweede stop hoe jij met

jouw huis kan bijdragen aan een
\\ slimmer en duurzamer Utrecht.

478%5\

/

Fig. 76: Tour stop 2 screen 1:
Directions to the location of the
second stop.

STEP 1: LOCATION INFORMATION

Draag je steentje bij

©

Locatie

Dit is The Green House: een volledig
circulair en duurzaam restaurant, urban
farm, green hub en stadsterras in een!
Het bied ook een podium voor mensen
die geinteresseerd zijn in het delen van
ontdekkingen, ideeén of kennis voor een
duurzamere planeet. The Green House
dient als inspiratie voor allerlei soorten
mensen, ook voor jou!

Volgende

[
- /

Fig. 77: Tour stop 2 screen 2:
Information about the location.

4.3.2 Stop 2 - Smart Living

When the first stop is completed the user is
presented with a screen that shows the address of
the second stop and a hint of what sort of smart city
technology can be explored there (see fig. 76).

Step 1 - Location information

The location of the second stop is based on the
Living smart city pillar and is called: The Green
House. It is a completely circular and sustainable
restaurant, urban farm, green hub and city terrace
in one (The Green House | Restaurant in Utrecht,
n.d.). This location is selected because several
technologies are implemented to reduce the
building’s carbon footprint and electricity use, and
the building itself is an inspiration for circular and

sustainable architecture (see fig. 77).

Step 2 - Problem

Resources are scarce and new ways of energy are
needed to save our planet and future generations.
All'small bits help and everyone should do one's bit,
only then we can make a difference (see fig. 78).




Step 3 - Smart city technology solution

Everyone can contribute to a better world and
be more environmentally friendly. This starts at
our homes. Many smart living technologies in our
own homes can contribute to this goal and the
Huis&Energie platform is especially created for this.
The platform is made possible by Rijksoverheid,
milieu centraal, Gamma and GreenChoice and
is focused on informing citizens on making their
own homes more sustainable and energy neutral
(Energie, n.d.) (see fig. 79).

Step 4 - Also for you

Pusca informs the user that they can also make a
contribution to a more sustainable world, starting at
their own homes. If they are willing to share some

personal data, several smart living technologies that
are suited for their home will be presented (see fig.
80).

Step 5 - Share data

The user is asked to share three questions about
their house: the type of roof, the type of house the
type of outdoor space if there is any (see fig. 81). The
fourth question is about what the user's household
looks like and the last question is about the income
of this household a month (see fig. 82 and 83). Each
of these datapoints will contribute to creating a
selection from all the possible living technologies
presented on the platform Huis&Energie.

STEP 2: PRESENTING PROBLEM

Wil Tele2 NL 4G 11:24

Stop 2
Draag je steentje bij

A

Probleem

Grondstoffen en energie worden
schaarser en duurder en onze planeet
heeft het zwaar. Er moet flink wat
gebeuren om onze steden leefbaar te
houden en we moeten denken aan onze
dierbare planeet. Het lijkt soms
onbegonnen werk, maar alle kleine
beetjes helpen!

Volgende
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Fig. 78: Tour stop 2 screen 3:
Presenting the problem.

STEP 3: SMART CITY TECHNOLOGY

-« 78% =)

ull Tele2 NL - 4G

Stop 2
Draag je steentje bij

-
Oplossing

ledereen kan zijn steentje bijdragen en
het begint bij jou! Er zijn heel veel slimme
technologieén die jouw huis duurzamer
kunnen maken en het hoeft niet per se
veel te kosten.

Volgende

. /

Fig. 79: Tour stop 2 screen 4: Smart
technology solution.

STEP 4: ALSO FOR YOU

Wil Tele2 NL - 4G 11:24

Stop 2
Draag je steentje bij

v

Ook voor jou

Door te weten in wat voor soort huis je
woont en met wie je daar woont kan ik
speciale technologieén voor jou
berekenen die de planeet kunnen helpen
en jou zelfs geld kunnen besparen!

Volgende
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Fig. 80: Tour stop 2 screen 5: Also for

you.
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STEP 5: COLLECT DATA

ﬁTeleZ NL 4G 1124 - 78% @\

i o)

/

Hoe ziet jouw huis
eruit?

Kies er een van elke drie

7\

Dak

@ plat dak
O schuin dak
O geen eigen dak

Type
O] vrijstaand

O twee onder een kap
O appartement

o

Buitenruimte

@ tuin
O balkon
O geen buitenruimte

Volgende
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Fig. 81: Tour stop 2 screen 6: Asking
the user about their home.
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Hoe ziet je

huishouden eruit? van jouw huishouden?
Je mag er een kiezen. Er word gevraagd om bruto.

@ cen persoon huishouden

O meerdere personen met kinderen
O meerdere personen zonder kinderen
O een ouder huishouden

O anders

Volgende
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Fig. 82: Tour stop 2 screen 7: Asking
the user about their household.
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Wat is het inkomen

@ <e2500 per maand
O €2500 - €4000 per maand
O €4000- €6000 per maand
O €6000 - €10000 per maand
O €10000 per maand

Bekijk slimme technologieén

\ [ ) O\/mt;\tmn/

Fig. 83: Tour stop 2 screen 8: Asking
the user about their income.

Step 6 - Experience Smart City

After the user shared their information Pusca shows
a loading screen saying that Pusca is searching
for smart living technologies that match the user’s
house and household (see fig. 84). In the next screen
the user is presented with a schematic house that is
divided into four sections: bathroom, kitchen, living
room and general (see fig. 85). When clicking on one
of these sections, specific smart living technologies
are listed that are suited for the user’s house and
household (see fig. 86 to 90). These smart living
technologies are selected from the Huis&Energie
platform and are all suited for any household and
any house (Energie, n.d.). After the user is done
exploring the smart living technologies, they can
continue the tour by clicking 'next’. The user is then

informed again that the smart city technology that
they just discovered is displayed at the end of the
tour, so the user is able to find where and how to use
this technology for themselves (see fig. 91).
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Technologieén bij
jouw huis zoeken

Ik ben aan het zoeken naar ...
Een momentje alsjeblieft, dit
duurt maximaal een paar
seconden.

\
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Fig. 84: Tour stop 2 screen 9: Loading

screen of Pusca looking for smart

home technologies.

STEP 6: EXPERIENCE TECHNOLOGY
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Stop 2
Draag je steentje bij

Klik hieronder op het deel van het huis
waar jij slimme technologieén kan
toepassen.

badkamer algemeen

- I

keuken ‘woonkamer

H

Alle kleine beetjes helpen en kunnen jou
ook nog eens geld besparen!

Volgende
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/

Fig. 85: Tour stop 2 screen 10: Letting

the

user experience the smart city

technology.
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Fig. 86: Tour stop 2 screen 11A:

Smart home technologies bathroom.
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algemeen

@ isolatieglas

@ ventilatieroosters

@ hybride warmtepomp
@ warmtepomp

@ Vloerverwarming

@ zonneboiler

@ zuinige apparaten

@ omvormer

@ deurdranger

@ isolerende voordeur
@ naden en kieren

@ radiatorventilatoren
@ radiatorfolie

@ ledlampen

@ meubilair

@ buitengevelisolatie

S v/

Fig. 87: Tour stop 2 screen 11B: Smart
home technologies general.
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Fig. 88: Tour stop 2 screen 11C:
Smart home technologies kitchen.

78 Graduation Thesis

ﬁl’elez NL 4G 11:24 4 78%5\

s N
woonkamer X

@ ventilatieunit met wtw
@ infrarood panel

@ g temperatuur radiator
@ meubilair

@ Vloerisolatie

@ spouwmuurisolatie

@ buitengevelisolatie
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Fig. 89: Tour stop 2 screen 11D:
Smart home technologies living
room.
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warmtepomp

Helemaal van het aardgas af, dat
kan met een volledige
warmtepomp. En door de hoge
efficiéntie van de pomp, stoot je
veel minder CO2 uit. Goed voor het
klimaat.

Een warmtepomp haalt warmte uit
de buitenlucht, water of bodem en
verwarmt daarmee je huis en

warm water. Hij is geschikt als jouw

huis goed geisoleerd is.

-0
=

Warmtepomp lucht

Eenmalige kosten:

€1.300 - €2.500 of €6.500 - €13.000
Jaarlijkse besparing:

€250,-
ml
.

Warmtepomp bodem

Eenmalige kosten:

€2.650 - €3.400 of €8.500 - €19.500
Jaarlijkse besparing:

€370,-

-

Fig. 90: Tour stop 2 screen 11E:
Example of one of the smart home
technologies.
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Dit was de
tweede stop!

Wat tof om zelf bij te kunnen
dragen aan een betere en
duurzamere toekomst!

Ga naar de volgende stop

N -0

< 78%5\

/

Fig. 91: Tour stop 2 screen 12:
Congratulating the user on
completing the stop.




4.3.3 Stop 3 - Smart Economy

After completing the second stop the user gets
presented with a screen that shows the address of
the third stop and a hint of what sort of smart city
technology can be explored there (see fig. 92).

STEP 1: LOCATION INFORMATION Step 1 - Location information

The location of the third stop is at the entrance of
the shopping mall ‘'Hoog Catharijne’, and is based
on the Economy smart city pillar (see fig. 93). This
location is selected because Hoog Catharijne

ﬁTeleZ NL 4G 11:24 “ 78% é\

1 &
TivoliVredenburg

O

has approximately 30 million visitors each year
and is one of the most crowded areas of Utrecht
(‘Winkelcentra’, n.d.).

Ontloop de drukte

©

Locatie

STOP3 §

Hoog Catharijne is een van de meest

! bezochte plekken van Utrecht. Elke week
& Stop 3 komen er gemiddeld 650.000 mensen
Ontloop de drukte eRich

Hoog Catharijne
Goldebaldkwartier 54
3511 DX Utrecht

Volgende
Loop naar de volgende locatie en vind
uit hoe jij de drukte kan vermijden op
jouw favoriete plekken. P
Fig. 92: Tour stop 3 screen 1: Fig. 93: Tour stop 3 screen 2:
Directions to the location of the third Information about the location.

stop.
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STEP 2: PRESENTING PROBLEM
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Ontloop de drukte

A

Probleem

Utrecht is de snelst groeiende stad van
Nederland. In 2040 word het verwacht
dat het inwonersaantal zal stijgen tot
452560 inwoners, dat is 26% meer dan
dat het nu is! Dit is zeker te merken in
winkelgebieden, parken en gewoon in de
binnenstad.

Volgende

. /

Fig. 94: Tour stop 3 screen 3:
Presenting the problem.
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STEP 3: SMART CITY TECHNOLOGY

Wil Tele2 NL - 4G - 78% =)

Stop 3
Ontloop de drukte

-
Oplossing

Utrecht wil het probleem van drukte
aanpakken. Door passantentellingen in
populaire plekken kan er een inschatting
gemaakt worden hoe druk het is. Zo kan
er ook een voorspelling gemaakt
worden voor drukke en minder drukke
tijden en advies gegeven worden aan
bezoekers.

Volgende

- /

Fig. 95: Tour stop 3 screen 4: Smart
technology solution.

STEP 4: ALSO FOR YOU

il Tele2 NL - 4G

Stop 3
Ontloop de drukte

v

Ook voor jou

Als jij me vertelt wat jouw favoriete
plekken zijn in Utrecht dan kan ik jou
precies vertellen hoe druk het daar is op
het moment en op welke momenten je
er het best heen kan gaan om drukte te
ontlopen. Op deze manier kan jij op je
gemak van Utrecht en de prachtige
plekken genieten.

Volgende

N *
Fig. 96: Tour stop 3 screen 5: Also for
you.

Step 2 - Problem

Utrechtis the fastest growing city of the Netherlands.
In 2040 it is estimated to be home to 452.560
citizens, that is an increase of more than 26% than it
is now (Bevolkingsprognose 2020, n.d.). Not only in
shopping malls but in the entire city it will be more
crowded and in order to keep the city livable this
has to be managed (see fig. 94).

Step 3 - Smart city technology solution

To manage the crowdedness in the city,
the municipality of Utrecht has introduced
Druktemonitor, an online map where visitors can
see what places are crowded and which are not
(see fig. 95)(Druktemonitor, n.d.). With multiple
measurements over time, an estimation of the

expected amount of people for that location can
be made. With this information the municipality
is aware of the locations where actions should be
taken to make it less crowded.

Step 4 - Also for you

Druktemonitor could not only benefit Utrecht's
municipality, but it can also give citizens an insightin
which locations in the city are or which locations are
expected to be more or less crowded than average
(see fig. 96). If the user is willing to share information
about their favorite free time activities in the city,
Pusca will present a map with the measured and
predicted crowdedness of those activity areas.




Step 5 - Share data

The user is asked to share information about their
favorite free time activities or places in the city,
which are based on the free time themes of the
municipality Utrecht (Vrije Tijd | Gemeente Utrecht,
n.d.) (see fig. 97).

Step 6 - Experience the smart city

After the user shared their information Pusca shows
a loading screen saying that Pusca is estimating
crowdedness in and around Utrecht (see fig. 98).
The next screen explains to the user that the map
provided below shows how crowded the areas of
their stated free time activities are at the moment
(see fig. 99). When the user opens the map they
can scroll around and click on the activity icons too

_

see the current crowdedness of that location (see
fig. 100). When the user is done exploring the map
they can continue by clicking ‘next’. The user is then
informed again that the smart city technology that
they just discovered is displayed at the end of the
tour, so the user is able to find where and how to use
this technology for themselves (see fig. 101).

STEP 5: COLLECT DATA

ﬁTeleZ NL 4G 11:24 « 78% é*\
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Wat voor plekken
bezoek je graag?
Je kan er zoveel kiezen als je wilt.

@ & @

Winkels Parken Cultuur

M 3 &

Eten & Drinken Sport Evenementen

Bekijk drukte

\ omccn/

Fig. 97: Tour stop 3 screen 6: Asking
the user about their free time
activities.
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Drukte bekijken
en voorspellen

Ik ben aan het tellen hoe druk het
is in de stad en voorspellingen
voor de rustige tijden aan het
maken. Een momentje alsjeblieft,
dit duurt maximaal een paar
seconden.

- /

Fig. 98: Tour stop 3 screen /:
Loading screen of Pusca looking for
crowdedness.

STEP 6: EXPERIENCE TECHNOLOGY
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Stop 3
Ontloop de drukte

Hier beneden kun je op de kaart zien
hoe druk het nu is op populaire plekken
in Utrecht. Ze zijn aangegeven aan de
hand van rustig, gemiddeld of druk
afhankelijk van de normale drukte op

deze plek.
= €7D

Geniet van jouw stad zonder teveel
mensen en ontloop de drukte!

Bekijk kaart

Volgende

S /

Fig. 99: Tour stop 3 screen 8: Letting
the user experience the smart city
technology.
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Ga terug
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Fig. 100: Tour stop 3 screen 9: Map of

areas with the user’s favorite activites

and estimated crowdedness.

82 Graduation Thesis

A pop-up appears that Pusca predicts that
the direction that the user is guided to is very
crowded (see fig. 102). The pop-up gives the user
the choice to let Pusca adjust the route to avoid
crowdedness or to keep the current route. This pop-
up is implemented to let the user experience direct
benefit of the smart city technology that they just
explored. The reason for this is to make them aware
of how they could use this technology and increase

ﬁTeleZ NL 4G 11:24

hoeven zijn!

)

derde stop!

Heerlijk om niet in de drukte te

Ga naar de volgende stop

K (

4 78%%’\

- Wil je de route wijzigen?
Er wordt veel drukte voorspeld op de
1 route die je nu gaat lopen. Pusca
Dit was de e

kan de route voor je wijzigen om de
drukte te vermijden.

Niet toestaan

J

Fig. 101: Tour stop 3 screen 10:
Congratulating the user on

completing the stop.

Fig. 102: Tour stop 3 screen 11: Asking
the user to adjust their route.

their willingness of implementing the technology
into their lives. If the user allows Pusca to adjust the
route a screen appears that informs the user that
Pusca is adjusting their route (see fig. 103). After that
Pusca presents the adjusted route to the fourth stop.
If the user choses not to change the route they are
able to close the pop-up and continue the tour (see
fig. 104).
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Route aan het
wijzigen

Ik ben de route voor je aan het
wijzigen om je niet door het
drukke Hoog Catharijne te laten
gaan. Eventjes geduld alsjeblieft.

- /

Fig. 103: Tour stop 3 screen 12:
Loading screen to adjust the route of
the tour.
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STOP 4

Stop 4
Pak die groene golf

Nijntje Verkeerslicht
Lange Viestraat 1-669
3511 BK Utrecht

Loop naar de volgende locatie en vind
uit hoe jij de drukte kan vermijden op
jouw favoriete plekken.

-

Museum SpeelkL

=

/

Fig. 104: Tour stop 4 screen 1:
Directions to the location of the
fourth stop.

STEP 1: LOCATION INFORMATION

Wil Tele2 NL 4G

Stop 4
Pak die groene golf

©

Locatie

Dit is het Nijntje verkeerslicht. Het is
bekend voor de regenboog oversteek,
maar vooral door het Nijntje symbool in
de voetgangerslichten. Heb je Nijntje al
gevonden? Dit kruispunt is ook bekend
omdat het een van de drukste
kruispunten in een stad is. Dagelijks
passeren hier gemiddeld 28.160 fietsers!

Volgende

- /

Fig. 105: Tour stop 4 screen 2:
Information about the location.

4.3.4 Stop 4 - Smart Mobility

After completing the third stop the user gets
presented with a screen that shows the address of
the fourth stop and a hint of what sort of smart city
technology can be explored there (see fig. 104).

Step 1 - Location information

The fourth stop is based on the Mobility smart city
pillar and the location is the Nijntje traffic light
(Nijntje pleintje, 2012). The traffic light is known for
the rainbow colored pedestrian crossing and the
world famous Nijntje icon in the traffic lights. This
location is selected because the intersection is one
of the busiest in any city in the Netherlands. Around
28.160 cyclists pass by daily (Tachtig Procent Minder

Fietsers Op Vredenburg Sinds Coronamaatregelen,
n.d.). (see fig. 105).

83




STEP 2: PRESENTING PROBLEM

Pak die groene golf

A

Probleem

Door drukte in het verkeer kan de
doorstroming in de stad belemmerd
worden. Hierdoor komen er meer
vitlaatgassen in de lucht en dit zorgt
voor grote ongemakken voor alle
verkeersgebruikers.

Volgende

. /

Fig. 106: Tour stop 4 screen 3:
Presenting the problem.
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STEP 3: SMART CITY TECHNOLOGY

Stop 4
Pak die groene golf

-
Oplossing

Om doorstroming van mobiliteit te
behouden en optimaliseren worden er
door Utrecht Slimme Verkeerslichten
geinstalleerd. Deze verkeerslichten
worden sneller groen of blijven. Door
mobiele telefoons te laten 'praten’ met
de verkeerslichten via de Talking Traffic
Cloud kunnen de verkeerslichten
anticiperen op aankomend verkeer.

Volgende

\ ° Y
Fig. 107: Tour stop 3 screen 4: Smart
technology solution.

STEP 4: ALSO FORYOU
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Stop 4
Pak die groene golf

Als jij me vertelt hoe vaak je op de fiets
of met de auto gaat en toestemming tot
je locatie op de achtergrond geeft, kan
ik een inschatting maken welke routes jij
het best kunt rijden. Deze routes zullen
dan langs de slimme verkeerslichten
gaan om zo te zorgen dat jij die groene
golf mee kan pakken!

Volgende

- /

Fig. 108: Tour stop 4 screen 5: Also
for you.

Step 2 - Problem

Too much traffic can hinder the mobility flow in a city
and increase the amount of exhaust gasses (see fig.
106). This causes discomfort for the travelers and

has a negative effect on the environment (Talking
Traffic, n.d.).

Step 3 - Smart city technology solution

Utrecht is installing smart traffic lights throughout
the city to optimize mobility flow (see fig. 107).
These smart traffic lights turn green faster or stay
longer green. By communicating with mobile
phones through Talking Traffic, these traffic lights
can anticipate on upcoming traffic (Talking Traffic,
n.d.).

Ook voor jou _

Step 4 - Also for you

Pusca informs the user that if they share their bike
travel information Pusca can show routes that pass
by smart traffic lights (see fig. 108). An estimation
is made of the routes that the user can take best to
make use of the green flow and not be stopped at
ared light.

Step 5 - Share data
The user is asked to share information about how
many hours a week they take the car and ride their
bike (see fig. 109 and 110). This information is useful
to predict how much travel time the user can save
using Talking Traffic.



Step 6 - Experience the smart city

After the user shared their information Pusca
shows a loading screen that says Pusca is using the
information to predict green flows throughout the
city (see fig. 111). On the next screen Pusca tells the
user that they can save around 15% of their travel
time in the morning rush hour and up to 25% in the
evening rush hour by making use of Talking Traffic.
These numbers are shared increase the user’s desire
to wanting to use this smart city technology. On the
same screen the user is explained that the map
provided below shows locations of already installed
smart traffic lights and smart traffic lights that will be
installed in the future (see fig. 112). In the coming
years all traffic lights will be replaced by smart ones
(Talking Traffic, n.d.). When the user opens the map

they can scroll around and identify where these
smart traffic lights are located and how they should
navigate through the city to make use of these and
catch the green flow (see fig. 113). When the user
is done exploring the map they can continue by
clicking 'next’. The user is then informed again that
the smart city technology that they just discovered is
displayed at the end of the tour, so the user is able
to find where and how to use this technology for

themselves (see fig. 114).

STEP 5: COLLECT DATA

ﬁTeleZ NL 4G 11:24 -« 78% é*\

) P

/

uur per week

Volgende
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Fig. 109: Tour stop 4 screen 6:
Asking the user about their car travel
behavior.

ovcrs\ccy

Hoe vaak zit je in .
de auto?
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uur per week

Bekijk slimme verkeerslichten
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Fig. 110: Tour stop 4 screen /:
Asking the user about their bike travel
behavior.

ovcrs\ccy

Hoe vaak stap je .
op de fiets?
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Groene golf
voorspellen

Ik ben aan het kijken naar de
locatie van de verkeerslichten en
de groene golf die jij het best
mee kan pakken. Een momentje
alsjeblieft, dit duurt maximaal een
paar seconden.

- /

Fig. 111: Tour stop 4 screen 8:
Loading screen of Pusca looking for
smart traffic lights.
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STEP 6: EXPERIENCE TECHNOLOGY
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Stop 4
Pak die groene golf

Je kan gemiddeld 15% van je reistijd
verminderen in de ochtendspits en wel
tot 25% in de avondspits! Hier beneden
kun je de locaties zien van de slimme
verkeerslichten. De komende jaren
zullen alle verkeerslichten vervangen
worden door slimme verkeerslichten.

Bekijk kaart

Volgende

- /

Fig. 112: Tour stop 4 screen 9: Letting
the user experience the smart city
technology.

/ Mary K Hotel \
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=
Dutch Museum of
working-class districts
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enburg

Ga terug
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Fig. 113: Tour stop 4 screen 10: Map
of areas with smart traffic lights.

ﬁTeleZ NL 4G 11:24 « 78% é’\

i )
@

Dit was de
vierde stop!

Lekker rustig op je fietsje door de
stad zonder te stoppen, wie wil
dat nou niet!

Ga naar de volgende stop

N ° y.
Fig. 114: Tour stop 4 screen 11:

Congratulating the user on completing
the stop.
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Stop 5

Voorkom inbraak

de Neude
Neude
3512 AE Utrecht

Loop naar de volgende locatie en vind
uit hoe jij de drukte kan vermijden op
jouw favoriete plekken.
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Fig. 115: Tour stop 5 screen 1:
Directions to the location of the

fourth stop.

STEP 1: LOCATION INFORMATION

il Tele2 NL 4G

Stop 5
Voorkom inbraak

©

Locatie

De Neude is een van de plekken in
Utrecht met het drukste nachtleven. Niet
alleen om te feesten, maar ook voor
inbraken is het een erg actief gebied.

Volgende

- /

Fig. 116: Tour stop 5 screen 2:
Information about the location.

4.3.5 Stop 5 - Smart Governance

After completing the fourth stop the user gets
presented with a screen that shows the address of
the fifth stop and a hint of what sort of smart city
technology can be explored there (see fig. 115).

Step 1 - Location information

The fifth stop is based on the Governance smart
city pillar and the location is the square ‘de Neude’
(De Neude. Het Leukste Plein van Utrecht., n.d.)
(see fig. 116). De Neude has a very busy nightlife
with lots of cafés and bars. However, nightlife is not
only thriving because of people going out, it also
is the area where most burglaries occur (StatLine -
Geregistreerde misdrijven; wijken en buurten 2017,
n.d.) and that is why this location is selected.
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STEP 2: PRESENTING PROBLEM
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Stop 5
Voorkom inbraak

A

Probleem

De overheid probeert criminaliteit te
voorspellen om hier beter op te kunnen
anticiperen. Het is nog steeds een groot
probleem en criminelen worden er
steeds slimmer in. Het inbraakrisico op

dit moment in deze wijk kun je hieronder

Inbraakrisico

S\
2 )

hoog \I

vandaag

¥

Volgende
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Fig. 117: Tour stop 5 screen 3:
Presenting the problem.
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Voorkom inbraak

Oplossing

Door het registreren van gepleegde
inbraken en dit te combineren met
demografische wijkgegevens is het
mogelijk om inbraken te voorspellen. In
deze gebieden wordt dan extra politie
ingezet om inbraken te voorkomen.

Volgende

N\ ° Y
Fig. 118: Tour stop 5 screen 4: Smart
technology solution.

STEP 4: ALSO FOR YOU
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Stop 5
Voorkom inbraak

v

Ook voor jou

Als je jouw postcode en huisnummer
opgeeft, kan ik voor jou de
voorspellingen laten zien. En door ook
toestemming te geven tot notificaties
kan ik jou op de hoogte stellen van
stijgende inbraak voorspellingen. Samen
met de veiligheidstip kan jij zo inbraken
bij jouw woning voorkomen!

Volgende
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Fig. 119: Tour stop 5 screen 5: Also
for you.

Step 2 - Problem

The number of burglaries a year is declining in
Utrecht, but 90% of the cases are not solved (Voor
Bijna 90 Procent van de Woninginbraken in Utrecht
Wordt Geen Verdachte Opgepakt, 2021). The city
center of Utrecht has one of the highest burglary
rates of the city (see fig. 117).

Step 3 - Smart city technology solution

The Inbraakbarometer combines burglary history
with demographic data to make predictions
about burglary risks (Inbraakbarometer, n.d.). This
information can be used by local police to anticipate
to direct policemen to areas with high risks (see fig.
118).

Step 4 - Also for you

Pusca informs the user that predicting burglaries is
not only helpful for the local police, it also informs
citizens of burglary risks in their neighborhood
(see fig. 119). By sharing data about their postal
code and house number the Inbraakbarometer can
predict burglary risks in their neighborhood. Pusca
tells the user that they are able to set an alarm when
the burglary risk in their area increases and they
know when to take better safety measures to secure
their homes.



Step 5 - Share data

Pusca asks the user to share their postal code
and house number (see fig. 120 and 121). This
information is combined with demographic data

to make predictions about burglaries in their
neighborhood.

STEP 5: COLLECT DATA
ﬁ Tele2 NL 4G 1124 4 78% é\ ﬁ Tele2 NL 4G 1124 4 78% @»\
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Wat is je . Wat is je
postcode? huisnummer?
1234 AB 123 toevoeging
Volgende Bekijk inbraakvoorspellingen

\ . Dvors\dqy

Fig. 120: Tour stop 5 screen 6: Asking
the user about their postal code.

\ . Dvors\dqy

Fig. 121: Tour stop 5 screen 7: Asking
the user about their housenumber.

ﬁTeleZ NL 4G 11:24
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/

Zoeken naar inbraak
voorspellingen

Ik ben aan het voorspellen wat de
inbraak in jouw wijk zal zijn. Een
momentje alsjeblieft, dit duurt
maximaal een paar seconden.

478%@\

- /

Fig. 122: Tour stop 4 screen 8:
Loading screen of Pusca looking for
smart traffic lights.
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. . STEP 6: EXPERIENCE TECHNOLOGY
Step 6 - Experience the smart city ﬁmem - o~ 47g%a\

After the user shared their information Pusca shows
a loading screen that says Pusca is calculating the
burglary risks in their neighborhood (see fig. 122). ILU}'
The next screen presents the current burglary risk -

for the user's home and a five day burglary risk
prediction (see fig. 123). When the user is done
exploring statistics they can continue by clicking
‘next’. The user is then informed again that the

smart city technology that they just discovered is . kStOp. Sb . Promzis < h T,
displayed at the end of the tour, so the user is able ereliseln Hnleireke) &«
to find where and how to use this technology for Hieronder kun je zien wat het
inbraakrisico is voor jouw woning voor |L J'
themselves (See flg 124) vandaag en voor de komende dagen.
-

Inbraakrisico

w»

N\ .
I vijfde stop!
Fijn om te weten wat de

inbraakrisico's zijn zodat je erop
kan anticiperen!

vandaag

Voorspelling
Ga naar de volgende stop

3 F3" 73 Y P )
» me ¢ w d w 3z Fig. 124: Tour stop 5 screen 10:
Congratulating the user on completing
Als je toestemming geeft om je the st
notificaties te sturen dan kan ik je op de € Stop.

hoogte houden als het inbraakrisico
voor jouw wijk stijgt.

Volgende

Fig. 123: Tour stop 5 screen 9: Letting
° the user experience the smart city

\ / technology.
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STOP 6

Wil Tele2 NL - 4G 11:24 -« 78%

=

DU USEUTTOT
working-class districts

©

L]
TivoliVredenburg

=
Museum S

Stop 6
Jij slimme Utrechter

Stadhuis
Stadhuisbrug 1
3511 JK Utrecht

Loop naar de volgende locatie en vind
uit hoe jij de drukte kan vermijden op
jouw favoriete plekken.

peelkl

/

Fig. 125: Tour stop 6 screen 1:
Directions to the location of the
fourth stop.

STEP 1: LOCATION INFORMATION

Jij slimme Utrechter

©

Locatie

Het Utrecht Stadhuis is de plaats waar
de gemeente, burgemeester en
raadgevers samenkomen om te praten
en beslissen over de plannen binnen
Utrecht. Maar ze willen niet alleen maar
goede beslissingen maken voor maar
ook mét de inwoners van Utrecht!

Volgende

- /

Fig. 126: Tour stop 6 screen 2:
Information about the location.

4.3.6 Stop 6 - Smart People

After completing the fifth stop the user gets
presented with a screen that shows the address of
the sixth stop and a hint of what sort of smart city
technology can be explored there (see fig. 125).

Step 1 - Location information

The sixth stop is based on the People smart city pillar
and the location is Utrecht city hall, where the mayor
and local council come together to talk about plans
(see fig. 126). This location is selected because it is
seen as a symbol where citizens can make contact
with the policymakers of Utrecht.
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STEP 2: PRESENTING PROBLEM  STEP 3: SMART CITY TECHNOLOGY

Wil Tele2 NL 4G 11:24

trecht
9erbind|

\k Wondel graag
an week sezellis
Mee warnnet j de
fond wbloat!

Stop 6
Jij slimme Utrechter

Oplossing

Jij slimme Utrechter

A

Probleem

Hoe meer mensen in Utrecht wonen, hoe
lastiger het is om ervoor te zorgen dat
iedereen zijn wensen zijn vervuld. Het is
erg lastig om inwoners te betrekken bij
beleidsvorming van een stad en vaak
weten ze er niks tot weinig vanaf welke
plannen hun stad eigenlijk heeft.

Het online platform DenkMee is
gelanceerd, waar inwoners hun mening
over plannen in Utrecht kunnen geven.
De overheid wil inwoners stimuleren om
Utrecht te co-creéren en willen graag
jouw mening! Utrecht is van alle
Utrechters en daarom is jouw mening
belangrijk!

Volgende Volgende

] @
. Y BN /

Fig. 127: Tour stop 6 screen 3:
Presenting the problem.

Fig. 128: Tour stop 6 screen 4: Smart
technology solution.
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STEP 4: ALSO FORYOU

.

Stop 6
Jij slimme Utrechter

v

Ook voor jou

Door in te loggen met je e-mail adres
kun je op dit platform bekijken welke
projecten er momenteel aan de gang
zijn in Utrecht. Laat weten wat je ervan
vind en help Utrecht te maken zoals jij
wilt!

Volgende

< 78% (=)

J

Fig. 129: Tour stop 6 screen 5: Also
for you.

Step 2 - Problem

Previous research of CLEVER°FRANKE states that
about 50% of Utrecht's citizens are interested in
being able to put issues on the political agenda,
however it is challenging to engage citizens in smart
urban governance (see fig. 127).

Step 3 - Smart city technology solution

The government created the digital platform
DENKMEE where citizens can share their opinion
about future plans of Utrecht (Denk Mee over
Utrecht, n.d.). The government wants to stimulate
co-creating the city with its citizens and want to
provide an easy way for citizens to share their

thoughts about the future of Utrecht (see fig. 128).

Step 4 - Also for you
Pusca informs the user that by creating an account
with their email address they are able to see which
plans are currently being realized in and around
Utrecht (see fig. 129).




Step 5 - Share data

Pusca asks the user to create an account on the
DENKMEE platform by entering their Facebook,
Google or email address (see fig. 130 to 133). With
this account the user is able to see and talk about
the future plans of Utrecht.

STEP 5: COLLECT DATA
ﬁTeleZ NL 4G 11:24 478%%\
e
o)
4
Hoe wil je graag
inloggen?

3 Sign in with Google
A

M Sign in with email

\_ wwson )

Fig. 130: Tour stop 6 screen 6: Asking
the user about how they want to login
to DENKMEE.

11:24

facebook.com

facebook

)l

Meld je aan bij je Facebook-account om
verbindng te maken met Pusca

all Tele2 NL 4G 11:24

AA www.pusca.nl

)l

Meld je aan met je e-mailadres om
verbinding te maken met Pusca

Fig. 131: Tour stop 6 screen /A:
Asking the user about their facebook
login.

wll Tele2 NL 4G 11:24

AA www.pusca.nl

)l

Account aanmaken bij platform DenkMee
Utrecht...

78% @)

Fig. 133: Tour stop 6 screen 8:
Loading screen of Pusca logging in
on DENKMEE.

Fig. 132: Tour stop 6 screen /B:
Asking the user about their email or
gmail login.
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Step 6 - Experience the smart city

After the user shared their information Pusca
shows a loading screen that says Pusca is creating
an account for the online platform DENKMEE. The
next screen presents the homescreen of the online
platform where projects in and around Utrecht are
displayed (see fig. 134). The user is able to explore
the different projects and share their opinion about
them and when they are done they can continue
the tour by clicking ‘go back to Pusca (ga terug naar
Pusca). The user is then informed again that the
smart city technology that they just discovered is
displayed at the end of the tour, so the user is able
to find where and how to use this technology for
themselves (see fig. 135).
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STEP 6: EXPERIENCE TECHNOLOGY

ull Tele2 NL 4G 11:24

AA & denkmee.utrecht.nl

Welkom op het platform
DenkMee Utrecht

Utrecht denkt mee!

Ga terug naar Pusca

3 maanuen iwsEnu Lees meer

Visie stadswater

De gemeente Utrecht wil dat iedereen
kan genieten van het openbare water.
Heb jij ideeén om het stadswater beter te
gebruiken en schoon, veilig en
aantrekkelijk te houden? Wij horen ze
graag. De uvitkomsten worden onderdeel
van de toekomstige visie stadswater vid
gemeente Utrecht.

13 dagen resterend Lees meer

fori e Gaget De Bilt

pe—

e

2 maanden resterend Lees meer

Aanmelden basisschool

De Utrechtse schoolbesturen en
gemeente werken samen aan een
nieuwe aanpak voor de aanmelding van
kinderen op de Utrechtse basisscholen.
U kunt ons helpen door uw ervaring en
ideeén te delen en met ons in gesprek te
gaan over wat voor u belangrijk is.

LG40

Q14 @31

5 dagen resterend Naar de enquéte

N

Steek energie in onze toekomst
en praat mee!

Ook in Utrecht werken we aan slimme
besparingen en opwekken en gebruiken
van meer duurzame energie. Zo dragen
we bij aan een prettige en gezonde stad.
Samen met Utrechters hebben we
spelregels gemaakt. Doe mee met de
enquéte en geef je mening.

£L€0

Q7 Fail4

\

\
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Dit was de
zesde stop!

Prachtig om samen met andere
Utrechters de stad te vormen
naar wat jullie belangrijk vinden!

Volgende

- /

Fig. 135: Tour stop 6 screen 10:
Congratulating the user on completing
the stop.

Fig. 134: Tour stop 6 screen 9: Letting
the user experience the smart city
technology.




TOUR PHASE 3:
THE REVEAL

After finishing all the stops in the second phase,
the user enters the third phase of the tour. In this
phase the user is shown an overview of all the smart
city technologies that they discovered during the
tour, but something unexpected also happens. The
user gets confronted with how much and what kind
of personal data they shared, and how this could
negatively impact their privacy instead of providing

benefits (see section 3.2.5). After the reveal the
user is guided back to the smart city technologies
overview and is left there with their thoughts. At
the end of the experience the user is reassured that
their privacy wasn't actually violated by revealing
the goal of the project. A few tips and links about
how to protect and manage their privacy can also
be found on that screen. Each of the steps in this
phase will be explained further in the next sections.

4.4.1 Overview smart city technologies

After completing all the stops the user is
congratulated (see fig. 136). Information and
sources about the discovered and experienced
smart city technologies from each stop are visible

on the overview screen (see fig. 138). In this way

the user is able to see where they could find these
existing smart city technologies and how they could

implement these into their lives.

ﬁTeleZ NL 4G 11:24
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Dit was jouw
Smart City Tour

Ik hoop dat je hebt genoten! Je hebt hele
toffe Smart City technologieén ontdekt
en ik hoop dat deze jouw leven nég
leuker en makkelijker kunnen maken. Op
de volgende pagina heb ik een overzicht
van de slimme technologieén, klaar om
gebruikt te worden door jou!

49 minuten

2,4 km

Je was
awesome!

Ja, dat was ik

N ° /
Fig. 136: The reveal screen 1: Overview
of completed smart city tour.
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Overzicht aan
het laden

Ik ben jouw overzicht aan het
voorbereiden. Dit duurt maximaal een
paar seconden.

- /

Fig. 137: The reveal screen 2: Loading
screen.

Fig. 138: The reveal screen 3: Smart city
technologies overview.
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JOUW overzicht

Hieronder heb je de door jou ontdekte
slimme technologieén nog eens op een
rijtje. Klik erop voor meer informatie
over de bron en hoe jij deze kunt
toepassen.

SNUFFELFIETS

Stop 1
Kies voor schone lucht

Vindt de beste plekken om een frisse
neus te halen met de dagelijkse
luchtkwaliteits meter,

Bekijk

HUIS & ENERGIE

Stop 2

Draag je steentje bij
Bekik de slimme technologiesn voor

in en om jouw huis, om bi te dragen
aan een duurzamer Utrecht.

Bekijk

DRUKTEMONITOR




4.4.2 Glitch, code, glitch

After a minute or so on the overview page the user
is confronted with a glitch in the app (see fig. 139).
This glitch guides the user to a screen where a code
starts running (see fig. 140). This code sums up all the
data that is collected from the user during the tour

atthe end it displayed that this personal data is sold
for€0,13. This amount is converted from dollars and

is based on the calculator by the Financial Times,

that checks how much the multibillion-dollar data
broker industry might pay for your personal data
in dollars (How Much Is Your Personal Data Worth?,
n.d.). This amount is significantly lower than the

price that individuals are willing to accept for their

——overde bro

n-en-hoe

personal data, namely €63,05 (Winegar & Sunstein,
2019).

lam notimplying thatitwould be fine to sell people’s

data without consent if they get money for it, but |

state that if people are given the choice to sell their

data, €63,05 is considered the average price. The
user is confronted with how little their personal data

is worth in the data broker industry, compared to

their own estimated value of their personal data.

After the code is done running a similar glitch as

Fig. 141: The reveal screen 6: Glitch the first one (see fig. 141) takes the user back to the

Fig. 139: The reveal screen 4: Glitch

smart city technologies overview (see fig. 138).

Fig. 140: The reveal screen 5: Code
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4.4.3 Message and conversation

When back at the overview the user is able to scroll
through the technologies again, for half a minute or
so (see fig. 138). This is done to let the glitch that just
occurred sinkin. After that a text message from Pusca
appears on screen (see fig. 142). Only a small part of
the message can be read to trigger the curiosity of
the user to open the message. When opening the
message the user is brought to a chat with Pusca
(see fig. 143). In this chat Pusca first informs the
user that their data is saved and shared with a list
of companies. These companies are considered the
biggest data brokers in the Netherlands (Big Data -
JournalistEnSchaker, n.d.; Goslinga, 2015).

ﬁl’elez NL 4G 11:24 4 78%5\

JOUW overzicht

Hieronder heb je de door jou ontdekte
slimme technologieén nog eens op een
rijtje. Klik erop voor meer informatie
over de bron en hoe jij deze kunt
toepassen.

—

Pusca
Bedankt voor je data. Je gegevens zijn
opgeslagen en gedeeld met de volgende...

Most citizens are not familiar with any of these
companies, but most of them do know something
about every individual (Goslinga, 2015). It is said
that the collected personal data during this tour
and already existing data about this particular
user from these data brokers is combined and a
personal profile is created. Pusca informs the user
that analysing this profile has identified a few risks
that also bring consequences from now on (see fig.
144). These consequences are based on the three
main privacy concerns that individuals have when
it comes to sharing their personal data (see section
1.4.2).

Stop 1
Kies voor schone lucht

Vindt de beste plekken om een frisse
neus te halen met de dagelijkse
k luchtkwaliteitsmeter.

@ genomen:

Fig. 142: The reveal screen 7:
Message Pusca.

Bedankt voor je data. Je gegevens

zijn opgeslagen en gedeeld met
onder andere de volgende data
handelaren:

Experian

40range

Cendris

Maxidelta

N.AW.plus

WIJ Special Media
Elite-Miljonairs

VIP-Leads

Sandd

Graydon

Dun & Bradstreet

EDR

Companuy.info

Door gegevens uit te wisselen met
deze partijen hebben wij een
profiel over jou op kunnen stellen.
Door middel van risico analyses
zijn de volgende beslissingen

is aan het typen...

Fig. 143: The reveal screen 8: Conversation part A
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Fig. 144: The reveal screen 8: Conversation part B
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Het nieuws dat jij te zien krijgt wordt
vanaf nu speciaal geselecteerd op

informatie dat voor jou interessant
is.

Auto brandstof zal voor jou meer
gaan kosten.

Jouw voorspelde gezondheid
brengt een aantal risico’s met zich
mee en daardoor zal je
ziektekostenverzekering omhoog
gaan.

Deze informatie zal gedeeld
worden met derden en Pusca is niet
verantwoordelijk voor acties van
derden gebaseerd op deze
informatie.

Nogmaals bedankt voor het
meedoen aan de tour en ik wens je

veel plezier met je nieuw ontdekte
Smart City technologieén!

Pusca heeft het gesprek verlaten

Sluit gesprek
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JOUW overzicht

Hieronder heb je de door jou ontdekte
slimme technologie&n nog eens op een
riitje. Klik erop voor meer informatie
over de bron en hoe jij deze kunt
toepassen.

SNUFFELFIETS

Stop 1
Kies voor schone lucht

Vindt de beste plekken om een frisse
neus te halen met de dagelijkse
luchtkwaliteitsmeter.

Bekijk

HUIS & ENERGIE

Stop 2

Draag je steentje bij
Bekijk de slimme technologieé&n voor

in en om jouw huis, om bij te dragen
aan een duurzamer Utrecht.

Bekijk

DRUKTEMONITOR

Stop 5
Voorkom inbraak
Voorspel en voorkom inbraken in

jouw woning door goed op de hoogte
e zijn van de risico’s,

Bekijk

DENKMEE

Utrecht
verbindi

e Wondel qeaay

N ek Seellis

Ter whrned g e

nmd uiblaat!

Stop 6
Jij slimme Utrechter
Bekijk de onderwerpen die in Utrecht

gaande zijn en deel je mening om
een Utrecht voor iedereen te maken.

Bekijk

1.Confrontation with unwanted information: News
information that the user gets presented with will
from now on be specifically selected on the basis of
their interests.

2. Discrimination: Car fuel prices for the user will go
up.

3. Loss of Autonomy: Based on the user’s current
health and lifestyle, future predictions about their
health have identified risks, and user's health

insurance will increase.

Pusca tells the user that this information will be
shared with third parties and that Pusca can't be
held responsible for any actions third parties may
take based on the provided information. Finally,
the user is thanked for going on the tour and Pusca
leaves the chat. In order to enhance the feeling of
powerlessness, the user is unable to respond in
this conversation and has therefore no other option
than to close the chat (see fig. 144). When the chat
is closed the user is brought back to the smart city
technologies overview and left with their thoughts
to reflect about what just happened (see fig. 145).

Fig. 145: Smart technologies overview
and closing Pusca




REASSURANCE

The purpose of the design is to let the user critically
reflect on personal data privacy, but the Pusca
experience can raise some privacy questions on its
own. The user might wonder what personal data is
collected from them, how this data is used and if the
data is actually sold to third parties. As explained
before (section 4.2.1), an important design decision
was to avoid creating a design that collects and
uses personal data that may cause privacy issues. In
order to inform and reassure the user after the Pusca
experience that no personal data was collected or
used in any way, a follow-up screen is presented
to the user (see fig. 146). For further information
about data privacy three external links are provided.
These links provide the user with more information
about data privacy and provide tips on how they
can optimize their own data privacy (Archief
Kennisbanken | About Privacy, n.d.; Privacy Op
Internet » Tips Om Grip Te Krijgen Op Jouw Online
Identiteit, n.d.; Schimmige Handel in Data Uit Apps |
Consumentenbond, n.d.). At the bottom of the page
information about this graduation project is given. A
pop-up screen explains the goal of the graduation
project to the user and if they wish to ask questions
or if they are interested they can reach out and send
an email. This screen is essential as a follow-up of

the experience to make sure that the user knows

that the goal of the project is to encourage the user
to form a critical view on data collection and privacy
and notto collect and use their personal data. | think
it is essential to communicate to the user that Pusca
practices what it preaches.

4 N

Geen zorgen

Pusca heeft GEEN data van u verzameld,
opgeslagen, geanalyseerd of doorverkocht op
welke manier dan ook.

Als u geinteresseerd bent geraakt in dit
onderwerp of als u nog vragen heeft, kunt u de
links hieronder raadplegen. Hier zijn ook tips te
vinden over hoe u beter kunt omgaan met uw
eigen persoonlijke data en privacy.

Op About Privacy vindt u informatie,
tips en tools om uw privacy te
beschermen.

De Consumentenbond kan u meer
informatie geven over data verzameling
van apps en geeft tips voor veiligere
privacy instellingen.

Mediawijsheid is de betrouwbare
wegwijzer in veilig en slim gebruik van
(digitale) media.

Voor meer informatie over dit afstudeerproject
kunt u hier klikken.

- /

Fig. 146: Reassurance screen 1.

CONCLUSION
CHAPTER

The goal of this chapter was to present the final
concept design and explain the experience of
Pusca: an application based personalized tour
through Utrecht to let citizens explore smart

city technologies and confronts them with

the consequences of sharing personal data.




CONCLUSION

In this chapter the final concept design will be
tested and evaluated by using a thematic qualitative
analysis to see if it meets the sub-design goals and
design goal setin chapter 2. After the validation | will
discussthe projecttechnicalities, the critical message
and the design process. The chapter ends with a
conclusion of the project with recommendations for
the next steps the project could take.




FINAL CONCEPT
DESIGN TEST

In this section | describe the test of the final concept
design of Pusca. The goal is to collect information
about the experience from the users. During this
test six participants went go on a tour with Pusca
through Utrecht to explore smart city technologies. |
explain how the test was set up and conducted, and
finally | present the findings. These findings lead
to the final validation of the design and its design
goals in the next section.

5.1.1 Setup

The participants are guided by the character Pusca
through Utrecht to discover smart technologies
that could improve their quality of life. In order for
participants to have a short experience of these
technologies they are asked to share personal data
about themselves. At the end of the tour Pusca
confronts the participants with negative privacy
consequences of the personal data that they shared.

Participants

The design goal is set for citizens of Utrecht. In total
six participants were recruited, one of whom lives
in Utrecht and two of them have lived in Utrecht in
the past. The age of the participants ranges from 25
to 60.

Technicalities

The design was created in Adobe XD and used
on an iPhone. Some technical aspects of the final
concept design are not supported by Adobe XD.
As explained above, no data can be entered in the
app, so the participants were asked to write these
answers down on a piece of paper. The possibility
of giving directions is also not supported by Adobe
XD, therefore the participants had to switch to the
Google Maps app. The last technical issue is the
moment of reveal. The created video could not
be played in the Adobe XD app, so the user has
to switch to documents on the phone where the
video is stored. During the tour | accompanied
the participants and guided them through these
technicalities by using the wizard of Oz-method
(Dahlback et al., 1993).

Questions

| conducted semi-structured interviews to gather
data about a set of topics, but also allowing some
exploration when new topics or issues emerge
(Wilson,2014).1 created apredefined setof questions
to ask the participant before and after the test
(see appendix V: Final concept design questions).
Before the final concept test the participants were
asked a few questions about their knowledge of the
smart city and data collection in general. After the
tour participants were asked about the Pusca app
experience. Both of the semi-structured interviews
were recorded for documentation and analysis
later on. The interviews were conducted in Dutch,
however the questions and answers are translated
in English for readability. Each of the questions is
linked to one of the sub-design goals to make it

easier to see if they can be validated in the thematic
analysis in the next chapter.

Follow-up

The follow up as presented in the final concept
design will be shown to the participant after the test
and the post test questions, because this displays
information about the goal of the project and that
information could steer the participant’s answers.
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5.1.2 Test

The starting point of the test is Utrecht Central
station. Before the test starts, each participant
is asked to fill in and sign a permission form (see
appendix W: Final concept design test permission
forms). After that, a brief explanation is given to
the participant about the test. First, the expected
duration of the test and interview moments are
explained. Secondly, the participants are told
that Adobe XD does not support some of the
technicalities in the design. Therefore the text
entering fields can't be filled in, but instead they
are asked to write down their answers on a piece of
paper (see appendix X: Final concept test answers
participants). Pusca is not able to give directions, so
the user is instructed to switch to the Google Maps
app and type in the addresses of the stops provided
by Pusca. Also, | will be observing during the tour
and can sometimes intervene to play wizard of Oz.
Finally, the participants is asked to imagine being
a citizen of Utrecht if they are not. They are asked
to think aloud to make observation easier, they are
encouraged to ask questions and they are informed
that they can do nothing wrong, to make them
feel at ease. After the instruction the participant is
interviewed based on the semi-structured pre-test
questions, which is recorded for documentation.
Finally, the participant gets handed the iPhone with
the installed Pusca app and they can start the tour
(see appendix Y: Final concept design test photos).
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FINDINGS

The recordings from the pre and post interviews
were transcribed, along with notes taken during
observations (see appendix ZA: Transcriptions final
concept design test and appendix ZB: Observations
final concept test). These two types of data were
used to conduct a thematic qualitative analysis.
Thematic qualitative analysis can be described as
the process of identifying themes or patterns within
qualitative data (Maguire & Delahunt, 2017). The
six step approach described by Braun and Clarke is
used in this project as a framework (Braun & Clarke,
2012).

Step 1: Become familiar with the data

The transcripts and observation notes were read
and re-read to get familiar with the entire body of
data. Thea data transcriptions from the pre and
post interviews and the observation were written
out and carefully read a few times (see appendix
# Transcriptions final concept test and appendix #

Observations final concept test).

Step 2: Generate initial codes

The entire body of data was coded to identify and
provide a label for particular features of the data. The
data was color-coded to define if the data is relevant
for any of the sub-design goals or if the data could

be relevant for other themes that still have to be
identified. Each of the design goals has its own color
code because they are already identified as themes,
and the newly identified themes are colored pink.

Step 3: Search for themes

The coded data was reviewed to identify areas of
similarity and overlap between them. | generated
themes by clustering the overlapping codes. Other
findings are clustered and five themes have been
identified.

Theme A: DG1 reflect on personal data collection
Theme B: DG2 reflect on use of personal data and
privacy consequences

Theme C: DG3 reflect on own behavior personal
data collection and privacy consequences

Other themes:

1. Dark patterns
Cognitive biases
Behavioral change
Trade-off

Privacy concerns

a ke

Step 4: Review themes

The generated themes were reviewed in relation to
the entire data setto check the quality of the analysis.
Looking back to the data it can be concluded that
the identified themes communicate the content
of the data (see appendix ZA: Transcriptions final
concept design test and appendix ZB: Observations
final concept design test).

Step 5: Define themes

The essence of each theme was written down in
a few sentences to state the uniqueness of each
theme.

Step 6: Write-up
Analysis of the data was written down.

In the next sections findings for each theme are
explained in detail. For each sub-design goal post
and pre-test interviews are analysed to see what
participants thought about that particular sub-
design goal before and after the test. These two
outcomes are compared to see if the sub-design
goal is met.
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5.2.1 Sub-design Goal A

A. “Designing a tour that enables citizens
of Utrecht to critically reflect on personal
data collection within the smart city and its

technologies”.

In the pre-test interview participants state that
they have little to no knowledge about what data
is collected in a smart city. After the tour all of the
participants said that they are more aware of the
fact that their personal data has value and they are
more cautious and suspicious of sharing it. Some of
the participants did mention that they are not aware
of what data is collected and for what purpose, and
sometimes they are not even aware that data is
collected from them. After the tour, all participants
stated that they have a more critical view on data
collection in the smart city and its consequences.

P2: “Well, the fact that you are confronted
with sharing all that information and that it
can really harm you shocked me”.
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5.2.2 Sub-design Goal B

B. "Designing a tour that enables citizens of
Utrecht to critically reflect on the use of

personal data and its privacy consequences”.

In the pre-test interviews participants stated that
they have no idea how data can be used, but they
do know that it has value. They expressed anxieties
about privacy consequences of sharing personal
data, however they had little to no knowledge
about what these consequences might be. In the
post-test interviews several participants said they
are more aware of the negative side that sharing
personal data might bring for their privacy, but they
expressed no actual concern about constraining
consequences. After the tour, all of the participants
said they have a more critical view of the use
of personal data and its privacy consequences.
However, they also expressed that it is still not
clear to them what the relation is between sharing
specific personal data and the personal benefits
or privacy consequences that derive from that.
Estimating privacy consequences when sharing
personal data is therefore difficult. Despite the fact
that participants have a more critical stance towards
the use of personal data, it is hard for them to be
critical about data sharing consequences because
of a lack of information.

P3: “I maybe trust too much that you
can not do anything with my data: my
email address, my date of birth, where |
live or whatever. That is what I think, but
apparently that is not the case”

5.2.3 Sub-design Goal C

‘ . Designing a tour that enables citizens of
Utrecht to critically reflect on their own

behavior of sharing their personal data”.

In the pre-test interviews participants stated that
they are not very interested in their own behavior
regarding sharing personal data, because the
consequences are not directly related. Some of the
participants do not consider privacy a priority and
therefore pay little attention to it. In the post-test
interviews, most participants said they have a more
critical view of their own behavior when it comes
to sharing personal data. One of the participants
(P1) considers themselves very much aware of why
they share personal data and is able to justify their
actions. Therefore they are not more critical towards
their own behavior of sharing personal data after
the Pusca experience. Although most participants
are more critical about their own behavior, they
still put the biggest responsibility of safeguarding
their privacy in the hands of the government or
policymakers.

P4: “I would think twice if people want
to have information from me “do they
really need that information?”. And, if they
really need that information, do I think it is
worth it to give it to them in order to get a
service?”



5.2.4 Other findings

In the pre and post-test interviews | identified five
otherthemes. Findings related to small technicalities
and visual design aspects in the application are
already implemented in the final design presented
in the previous section. These adjustments can be
seen in the appendix (see appendix # Final Concept
design adjustments). The statements and opinions
of the participants which are the result of the Pusca
experience are explained for each theme below.

1. Dark patterns

Most of the participants are aware that they are
being nudged and steered by technology and
design into sharing their personal data.

Pé6: “"Well, that we are being seduced to
do stuff, to press buttons, that we later
regret.”

2. Cognitive biases

Most participants think they do not have the time
or the knowledge to be completely aware of the
consequences of sharing their personal data.
Participants appear to feel overwhelmed, which
might lead to them giving up on attempts to take
control over their personal data.

P4: “Well, actually I notice that I can not
read those [refers to privacy policy and
terms of service of Pusca] things. And then
I saw how much information it was and |
completely lost interest. So actually | do
not care. Because, if you really care, you
would read that stuff and you would not
share that much data. But, that is not who
Iam.”

3. Behavioral change

Most participants want to have more information
about how to protect their own personal data and
privacy and are more interested in the topic, but
changing their own behavior seems difficult. Not
using several technologies does not seem like an
option, because that would make their life much
more inconvenient.

P5: “This is a mobile phone with all
possibilities, it gives you freedom, but
actually you are also restraining yourself
with it, in the long term. It doesn’t give
you so much freedom as you think it
does.”

4. Trade-off

All of the participants are constantly making
trade-offs between privacy and convenience. The
negative privacy consequences of sharing personal
data is often too indirect to be taken into account
when making the trade-off. Also, the participants
stated that they have too little information about the
consequences of sharing personal data, negative
and positive, so that a fair trade-off is almost
impossible.

P3: “The trade-off is really important, but
I do not have a clear image of what trade-
off | am making, I think. Otherwise I would
have probably chose to make the trade-off
differently”.

5. Privacy concerns

Most of the participants consider themselves
trusting of the government and privacy policies
to safeguard their privacy. The biggest concern
is about not having enough information about
sharing personal data and their privacy and that
they consider themselves to be too naive.

Pé6: “I know that we are being followed in
everything, so it is basically an illusion to
think that you are privacy safe”.
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CONCLUSION

To conclude the thesis, | validate the design goal
that was set in chapter 2:

“Designing a tour that enables citizens of Utrecht to
critically reflect on the collection and use of their personal
data and its privacy consequences within the smart city.”

To be able to validate this design goal | conducted a
literature review to uncover the six smart city pillars,
explore the value of data, and to understand that
the value of privacy is situational dependent and
differs per person. | found that any type of personal
data could harm an individual’s privacy and should

therefore be protected if desired.

The results of the survey gave me the insights that
sensitive personal data as described by the GDPR
is not considered as important for individuals to
keep private and that personal data collected for a
service has a different acceptance rate in different
situations.
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The insights from the literature research and survey
helped to determine the design space and identify
five design questions that had to be answered:

1 What is the narrative?

What are the geographical touchpoints?

What personal data is collected and when?

guT L W

What is the moment of reveal?

Through brainstorms, ideations and iterations |
answered these five design questions. Guided
by the answers to the design questions and
the interaction vision the final concept design
was presented. Pusca is an application based
personalized tour through Utrecht to let citizens
explore smart city technologies and confronts them
with the consequences of sharing personal data.
The narrative of the tour focuses on discovering
Utrecht's smart city technologies that bring personal
benefits for the user in terms of a service. In total
six smart city technologies were selected that each
represent one of the six smart city pillars to let the
user explore the scope of a smart city. Geographical
touchpoints have been assigned to the stops that
match the pillars and smart technologies. In the
introduction and at each stop data is collected

What smart city technologies are explored?

from the user that match the stop and these data
points have been selected by creating a data table.
This collected data is used to create a strange and
malfunctioning reveal to confront the user with the
three main privacy consequences of sharing their
personal data: discrimination, loss of autonomy and
confrontation with unwanted information.

| will use the findings of the thematic qualitative
analysis of the final concept test in the previous
chapter, to validate if the design has met its design
goal. In the previous section | showed that the
three sub-design goals have been met. All of the
participants state that they have a more critical view
on data collection (sub-design goal A) and data use
and its privacy consequences (sub-design goal B).
Five out of the six participants said they are more
critical about their own behavior when it comes to
sharing personal data (sub-design goal C).

All of the participants are more aware and have
raised concerns about the collection and use of
personal data and its privacy consequences in
the smart city. Most participants have the desire
to know more about the social implications of the
technologies we build and most participants stated
that they want to change their way of managing
their data privacy in the smart city (Quote3).
Participants also mentioned that there is a lack of
transparency in what data is collected, when it is
collected, by whom and for what goal. They feel like
it is not their responsibility and it is impossible to
know exactly how that works, because it is too much
information. Most participants are trusting towards
the government and policy makers to protect their



privacy, but they also are not aware of how their
privacy is actually protected by legislation. It was
also mentioned several times that participants do
not understand the value of their personal data and
what privacy consequences sharing their data may
bring for them, because they have not encountered
direct negative consequences. Most participants
felt like they had nothing to hide and thus nothing
to fear before the tour started. However, the
experience made the participants more conscious
abouttheir lack of knowledge about data collection,
the use of personal data and the possible privacy
consequences. Most participants did feel like their
privacy was violated in a way and this lead to the
users feeling provoked to think critically about their
personal data collection in the smart city. Some of
the participants said they even want to educate
themselves more about personal data and how they
can protect it better. So, | guess that most people do
have something to hide and they should be able to
know how to protect it in order not having to fear
negative privacy consequences.

P2:” Well, I think that | was aware of it, of
the dangers. But, because of the examples
that you showed, next to the fact that |
have become more interested in the new
technologies, | will start thinking more
about what impact every technology has
on my life next to the fact that it can do
something for me”.

REFLECTION

Participants stated that the tour could be a bit
more dynamic.| have thought about implementing
a gaming element, to complete a challenge

at each stop for example and maybe using
technologies such as AR and VR to let the users
better experience and understand the highlighted

problem.

In this project critical design was used as an
approach to create a design that focuses on
problem finding rather than problem solving

and implementing a big reveal to make the user
critical reflect on the experience (see section 2.5).
The choice of using Adobe XD as a medium (see
section 4.1.2) enabled me to design the desired
aesthetic look and feel of the application and
making sure that no data is stored from the user

in any way. However, this also lead to the user not
being able to fill in data in the final design. This
made it almost impossible to make the user believe
that their personal data was collected by Pusca and
therefore the believability of the confrontation was
not as high as intended. Despite that, bringing the
unconscious aspects of experience to conscious
awareness about personal data privacy has
succeeded. Because of the experience the user is
now able to make more conscious choices about

the trade-off of personal data and their privacy in
the smart city context. This might even lead to the
desire to know more about the social implications
of the technologies we build and finally find a way
in changing behavior by imagining alternatives of
how to manage data privacy in the smart city.
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