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Motivated by the applications of secure multi-party computation as a privacy-protecting data analy-
sis tool, and identifying oblivious transfer as one of its main practical enablers, we propose a practical
realization of randomized quantum oblivious transfer. By using only symmetric cryptography primitives
to implement commitments, we construct computationally secure randomized oblivious transfer without
the need for public-key cryptography or assumptions imposing limitations on the adversarial devices. We
show that the protocol is secure under an indistinguishability-based notion of security and demonstrate
an experimental implementation to test its real-world performance. Its security and performance are then
compared to both quantum and classical alternatives, showing potential advantages over existing solutions
based on the noisy storage model and public-key cryptography.

DOI: 10.1103/j8mt-c124

I. INTRODUCTION

A. State of the art

Cryptography is a critical tool for data privacy, a task
deeply rooted in the functioning of today’s digitalized
world. Whether it is in terms of secure communication
over the Internet or secure data access through authentica-
tion, finding ways of protecting sensitive data is of utmost
importance. The one-time pad encryption scheme allows
communication with perfect secrecy [1], at the cost of
requiring the exchange of single-use secret (random) keys
of the size of the communicated messages. Distribution of
secret keys, therefore, is considered one of the most impor-
tant tasks in cryptography. Modern cryptography relies
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heavily on conjectures about the computational hardness of
certain mathematical problems to design solutions for the
key distribution problem. However, as quantum computers
threaten to make most of the currently used cryptography
techniques obsolete [2], better solutions for data protec-
tion are needed. This transition towards quantum-resistant
solutions becomes particularly crucial when it comes to
protecting data associated with the government, finance
and health sectors, being already susceptible to intercept-
now-decrypt-later attacks. Cryptography solutions secure
in a post-quantum world, where large-scale quantum com-
puters will be commercially available, have been explored
in two directions. Classical cryptography based solutions,
also referred as post-quantum cryptography [3–5], involve
using a family of mathematical problems that are con-
jectured to be resilient to quantum computing attacks.
On the other hand, quantum cryptography-based solu-
tions [6] using the laws of quantum mechanics can offer
information-theoretic security, depending on the physi-
cal properties of quantum systems rather than compu-
tational hardness assumptions. Quantum key distribution
(QKD) [7] is the most well studied and developed of these
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quantum solutions, while other works beyond QKD have
been proposed [8].

It is noteworthy that secure communication is not the
only cryptographic task where the private data of end users
may be exposed to an adversary. Cryptography beyond
secure communication and key distribution includes zero-
knowledge proofs, secret sharing, contract signing, bit
commitment (BC), e-voting, secure data mining, etc. [9].
A huge class of such problems can be cast as multi-party
computation (MPC), where distrustful parties can bene-
fit from a joint collaborative computation on their private
inputs. It requires parties’ individual inputs to remain hid-
den from each other during the computation, among other
security guarantees such as correctness, fairness, etc. [10].
Secure MPC is a powerful cryptographic tool with a vast
range of applications as it allows collaborative work with
private data. Generic MPC protocols work by expressing
the function to evaluate as an arithmetic or Boolean circuit
and then securely evaluating the individual gates. These
protocols are based on one of two main fundamental prim-
itives [11–14]: oblivious transfer (OT) and homomorphic
encryption, the former of which is the focus of this work.

A 1-out-of-2 OT [15], is the task of sending two mes-
sages, such that the receiver can choose only one message
to receive, while the sender remains oblivious to this
choice. The original protocol, now called all-or-nothing
OT, was proposed by Rabin in 1981 [16], where a sin-
gle message is sent and the receiver obtains it with 1/2
probability. The two flavors of OT were later shown to
be equivalent [17]. Notably, it has been shown that it is
possible to implement secure MPC using only OT as a
building block [18,19]. Relevant to our work is a varia-
tion of OT called random oblivious transfer (ROT), which
is similar to 1-out-of-2 OT, except that both the sent mes-
sages and the receiver’s choice are randomly chosen during
the execution of the protocol. This can be seen as anal-
ogous to the key distribution task, in which both parties
receive a random message (the key) as output. By appro-
priately encrypting messages using the outputs of a ROT
protocol as a shared resource, it is possible to efficiently
perform 1-out-of-2 OT. As an important consequence, par-
ties expecting to engage in MPC in the future can execute
many instances of ROT in advance and save the respective
outputs as keys to be later used as a resource to perform
fast OTs during an MPC protocol [20]. Because of this, we
can think of ROT as a basic primitive for secure MPC.

In the context of quantum cryptography, OT is remark-
able because, unlike classically, there exists a reduction
from OT to commitment schemes [21]. This result is
somewhat undermined by the existence of several theo-
rems regarding the impossibility of unconditionally secure
commitments both in classical [22] and quantum [23,24]
cryptography, and it was further proven impossible in the
more general abstract cryptography framework [25]. These
results, in turn, imply that unconditionally secure OT itself

is impossible. In light of this, approaches with different
technological or physical constraints on the adversarial
power have been proposed. Practical solutions based on
hardware limitations, such as bounded and noisy storage
[26–29], have the disadvantage that the performance of
such protocols decreases as technology improves.

Computationally secure classical protocols have also
been proposed [30–33], which work under the assumptions
of post-quantum public-key cryptography. Alternatively,
we can take advantage of quantum reduction from OT
to commitments by implementing commitment schemes
using (nontrapdoor) one-way functions (OWFs), such as
Hash functions [34] and pseudorandom generators [35],
which allows us to construct OT from symmetric cryp-
tography primitives. The existence of general OWFs is a
weaker assumption than public-key cryptography [36,37],
which requires the existence of the more restrictive trap-
door OWFs. This difference is significant, as the latter are
defined over mathematically rich structures, such as ellip-
tic curves and lattices, and the computational hardness of
the associated problems is less understood than that of
their private-key counterparts. For an in-depth study of the
relation between OT and OWFs see Ref. [38].

Having established that there is a theoretical merit in
using computationally secure quantum protocols to imple-
ment secure MPC, it is also important to understand how
practical quantum protocols compare with currently used
classical solutions in security, computational and commu-
nication complexity, and practical speed in current setups.
This work focuses in studying the performance of a prac-
tical quantum ROT protocol and its potential advantages
compared to currently used classical solutions for OT
during MPC.

The idea of using quantum conjugate coding and com-
mitments for oblivious transfer was originally proposed by
Crépeau and Kilian [17] and then refined by Bennett et al.,
in Ref. [21] with the BBCS92 protocol (shown in Fig. 1).
This construction has been extensively studied from the
point of view of its theoretical security [38–43]. However,
while practical security analyses and experimental imple-
mentations have been made for quantum OT in the noisy
storage model [28,29], there are no works analyzing the
quantum resource requirements and the resulting perfor-
mance of implementing the BBCS92 protocol using exist-
ing computationally secure commitment schemes based on
OWFs. Such analyses are needed to demonstrate secure
experimental implementations, and provide an important
step in bringing quantum OT to real-world usage.

Motivated by practical considerations, we consider
Naor-style statistically binding and computationally hiding
commitments, as these are well understood and efficient to
implement (note that stronger commitments can be con-
sidered, such as the quantum-based commitments studied
in Refs. [38,42], however, implementing those requires
significantly more computational and quantum resources).
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FIG. 1. Quantum oblivious transfer protocol based on
commitments.

The contributions of this work can be summarized as
follows:

We introduce the definition for a quantum ROT proto-
col, satisfying a strong indistinguishability-based security
notion equivalent to the one presented in Ref. [44], which
generalizes the security of classical ROT protocols. We
present a protocol that realizes said quantum ROT based
on the BBCS92 construction. The protocol uses a weakly
interactive string commitment scheme, which is statis-
tically binding and computationally hiding, and can be
implemented in practice using current QKD setups.

We present a formal finite-key security proof of the
proposed protocol accounting for noisy quantum channels
assuming only the existence of quantum-secure OWFs,

together with security bounds as functions of the protocol’s
parameters. We also present calculations for the maximum
usable channel error, as well as for the key rate as a func-
tion of the number of shared signals per instance of the
protocol. Additionally, we study the composability prop-
erties of said protocol. In particular, we show that there
is a family of weakly interactive commitments, which,
when used in the quantum OT protocol, result in uni-
versally composable quantum OT in the classical access
random oracle model. We experimentally demonstrate our
protocol using current technology with a setup based on
polarization-entangled photons. We also present a security
analysis, which accounts for potential implementation-
specific attacks and how they can be circumvented using
an appropriate reporting strategy. Finally, we compare our
performance results with the performance of current ROT
solutions and point out the advantages and disadvantages
of using quantum ROT in the context of MPC.

II. QUANTUM RANDOM OBLIVIOUS TRANSFER

In this work, the concept of indistinguishability will be
often used to compare the state of systems in a “real”
run of the protocol versus another “ideal” desired state.
These relations are defined over families of quantum states
parametrized by the security parameter of the respective
protocol. Hence, indistinguishability relations are state-
ments on the asymptotic behavior of the protocol as the
security parameter is increased. For formal definitions of
both statistical and computational indistinguishability see
Appendix A.

When talking about two indistinguishable families {ρ(k)1 }
and {ρ(k)2 }, if the parameter k is implicit, we will just refer
to them as ρ1 and ρ2 and use the following notation to
denote indistinguishability:

ρ1 ≈ ρ2 for statistically indistinguishable;

ρ1 ≈(c) ρ2 for computationally indistinguishable.

Additionally, in this work we consider protocols that can
abort if certain conditions are satisfied. Mathematically,
it is useful to consider the state of the aborted protocol
as the zero operator. This means that events that trigger
the protocol to abort are described as trace-decreasing
operations, and hence, the operator representing the asso-
ciated system at the end of the protocol is, in general,
not normalized. The probability of the protocol finishing
successfully is given then by the trace of the final state
of the output registers. Note that the above definitions
of indistinguishability can be naturally extended to non-
normalized operators since the outcomes of a quantum
program can always be represented by the outcomes of
a positive operator-valued measure (POVM) {Fi}, whose
probabilities are given by Tr[Fiρ], which is a well-defined
quantity even for non-normalized ρ.
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Definition 1 (Quantum random oblivious transfer). An
n-bit quantum random oblivious transfer with security
parameter k is a protocol, without external inputs, between
two parties S (the sender) and R (the receiver), which,

upon finishing, outputs the joint quantum state ρM0,M1,C,MC
satisfying the following:

(1) (Correctness) The final state of the outputs when the
protocol is run with both honest parties satisfies

ρM0,M1,C,MC ≈ psucc

2(2n+1)

∑

m0,m1∈{0,1}n

c∈{0,1}

(|m0〉〈m0|M0
|m1〉〈m1|M1

|c〉〈c|C|mc〉〈mc|MC

)
, (1)

where psucc = Tr[ρM0,M1,C,MC] is the probability of
the protocol finishing successfully.

(2) (Security against dishonest sender) Let HS be the
Hilbert space associated to all of the sender’s mem-
ory registers. For the final state after running the
protocol with an honest receiver it holds that

ρS,C ≈ ρS ⊗ UC. (2)

(3) (Security against dishonest receiver) Let HR be the
Hilbert space associated to all of the receiver’s
memory registers. For the final state after running
the protocol with an honest sender, there exists a
binary probability distribution given by (p0, p1) such
that

ρR,M0,M1 ≈
∑

b

(
pbρ

b
R,Mb̄

⊗ UMb

)
. (3)

The above properties define statistical security for each
feature of the ROT protocol. If any of them holds for
the case of a dishonest party being limited to efficient
quantum operations and the notion of computational indis-
tinguishability ≈(c) instead, we say that the ROT protocol
is computationally secure in the respective sense.

We expect the outputs m0, m1, c to be uniformly dis-
tributed and the receiver always obtaining the correct
corresponding mc. The first property is typically called
correctness and it states that, when both parties follow
the protocol, the probability of it not aborting and having
incorrect outputs is negligible in the security parameter.

The probability psucc of the protocol finishing appears
explicitly in this expression as the success of quantum pro-
tocols often depends on external conditions, most notably
the noise in the quantum communication channels. For any
specific value of psucc and any εr ≤ 1 − psucc we say that,
under the associated external conditions, the protocol is ε(r)

robust.
The second property, called security against dishonest

sender, states that regardless of how much the sender devi-
ates from the protocol, their final quantum state (which
includes all the information accessible to them) is uncor-
related to the uniformly distributed value of the receiver’s
choice bit c. Analogously, the third property, called secu-
rity against dishonest receiver, states that even for a
receiver running an arbitrary program, by the end of the
protocol there is always at least one of the two strings
m0, m1 that is completely unknown to them (denoted
by mb).

A. Additional schemes

In this section, we define the subroutines used inside of
our main protocol. We start by defining a weakly inter-
active commitment scheme, which gets its name from the
fact that the verifier publishes a single random message at
the start, which defines the operations that the committer
performs.

Definition 2 (String commitment scheme). Let k, n ∈ N.
A weakly interactive n-bit string commitment scheme with
security parameter k is a family of efficient (in n, as well as
in k) programs com,open,ver

com : {0, 1}n × {0, 1}ns(k) × {0, 1}nr(k) → {0, 1}nc(k);

open : {0, 1}n × {0, 1}ns(k) → {0, 1}no(k);

ver : {0, 1}nc(k) × {0, 1}no(k) × {0, 1}nr(k) → {0, 1}n ∪ {⊥},
(4)
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such that

(1) (correctness) ver (com(m, s, r),open(m, s), r) =
m for all m ∈ {0, 1}n, s ∈ {0, 1}ns , and r ∈ {0, 1}nr .

(2) (hiding property) For all m1, m2 ∈ {0, 1}n and r ∈
{0, 1}nr the distributions for com(m1, s1, r) and
com(m2, s2, r) are computationally (or statistically)
indistinguishable in k whenever s1, s2 are sampled
uniformly.

(3) (binding property) For uniformly sampled r,
the probability εbind(k) that there exists a tuple
(com, open1, open2) such that ver(com, open1/2, r)
�= ⊥ and

ver(com, open1, r) �= ver(com, open2, r), (5)

is negligible in k.

Weakly interactive string commitment schemes can be
implemented using common cryptographic primitives like
hash functions or pseudorandom generators. Most notably,
Naor’s commitment protocol [35] provides a black-box
construction of weakly interactive commitments from
OWFs.

Definition 3 (Verifiable information reconciliation
scheme). Let C ⊆ {0, 1}n × {0, 1}n. A verifiable one-way
information reconciliation (IR) scheme with security
parameter k and leak � for C is a pair of efficient programs
(syn,dec) with

syn : {0, 1}n → {0, 1}�,
dec : {0, 1}� × {0, 1}n → {0, 1}n ∪ {⊥},

(6)

such that,

(1) (correctness) Whenever (x, y) ∈ C it holds that
dec(syn(x), y) = x except with negligible proba-
bility in k.

(2) (verifiability) For any (x, y) ∈ {0, 1}n × {0, 1}n it
holds that either dec(syn(x), y) = x or dec
(syn(x), y) = ⊥, except with negligible probability
εIR(k).

Due to Shannon’s noisy-channel coding theorem, the
size of the leak � for any IR scheme over a discrete
memoryless channel is lower bounded by h(p), where p
represents the bit-error probability, and h(·) denotes the
binary entropy function. For concrete IR schemes, we can
usually describe their efficiency using the ratio between the
scheme’s leak and the theoretical optimal: f = �/h(p).

III. THE PROTOCOL

In this section we present the protocol πQROT for an
n-bit quantum ROT based on the primitives described in
the previous section and the use of quantum communica-
tion. The protocol’s main security parameter is N0, which

corresponds to the number of quantum signals sent dur-
ing the quantum phase. Additionally, it has two secondary
security parameters k, k′, which define the security of the
underlying commitment and IR schemes, respectively.

In order to facilitate the finite-key security analysis,
the description of πQROT features two statistical toler-
ance parameters, denoted as δ1, δ2. The role of δ1 is to
account for the error in the estimation of the qubit error
rate (QBER), while the role of δ2 is to account for the
small variations in the frequency of outcomes of 50/50
events. These parameters can be ignored (set to zero) when
considering very large values of N0.

In the following description of the protocol we use the
common conjugate coding notation used in BB84-based
protocols. The bit values 0, 1 the denote the computational
and Hadamard bases for qubit Hilbert spaces, respec-
tively. For added clarity, we use the superscripts A and
B to respectively denote Alice and Bob. Additionally, we
use variable x to denote measurement outcomes and θ to
denote measurement bases [e.g., the pair (θA

i , xA
i ) denotes

that Alice measured her ith subsystem in the θA
i basis and

obtained xA
i as the outcome]. We use |�+〉 to denote the

Bell state 1√
2
(|00〉 + |11〉). Finally, we will use the relative

(or normalized) Hamming weight function rH : {0, 1}n →
[0, 1] defined for any x = (x1, . . . , xn) as

rH (x) = 1
n

n∑

i=1

xi. (7)

Parameters:

(1) Parameter estimation sample ratio 0 < α < 1.
(2) Statistical tolerance parameters δ1, δ2.
(3) Maximum qubit error rate 0 ≤ pmax ≤ 1/2.
(4) Coincidence block size N0 ∈ N, test set size

Ntest = αN0, minimum check set size Ncheck = ( 1
2 −

δ2)αN0, and raw string block size Nraw = ( 1
2 −

δ2)(1 − α)N0.
(5) Weakly interactive 2-bit string commitment scheme

(com,open,ver), which is computationally hid-
ing and statistically binding, with security parameter
k ∈ N and associated string lengths ns, nr, nc, no.

(6) Verifiable one-way information reconciliation
scheme (syn,dec) on the set C = {(x, y) ∈
{0, 1}Nraw × {0, 1}Nraw : rH (x ⊕ y)< pmax + δ1}, with
security parameter k′ ∈ N and leak � = f · h(pmax +
δ1).

(7) Universal hash family F = {
fi : {0, 1}Nraw →

{0, 1}n}i.

Parties: The sender Alice and the receiver Bob.
Protocol steps:
Quantum phase

(1) Alice generates the state
⊗N0

i=1 |�+〉i and sends
one qubit of each entangled pair to Bob through a
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(potentially noisy) quantum channel. Then she sam-
ples the string θA ∈ {0, 1}N0 and for each i ∈ I =
{1, . . . , N0} performs a measurement in the basis
θA

i on her qubit of |�+〉i to obtain the outcome
string xA.

(2) Bob samples the string θB ∈ {0, 1}N0 and for each
i ∈ I performs a measurement in the basis θB

i on his
qubit of |�+〉i to obtain the outcome string xB.

Commit and open phase

(3) Alice uniformly samples the string r ∈ {0, 1}nr and
sends it to Bob.

(4) For each i ∈ I , Bob samples a random string si ∈
{0, 1}ns , computes

(comi, openi) = (
com

(
(θB

i , xB
i ), si, r

)
,

open
(
(θB

i , xB
i ), si

))
, (8)

and sends the string com = (comi) to Alice.

(5) Alice randomly chooses a subset test It ⊂ I of size
αN0 and sends It to Bob.

(6) For each j ∈ It, Bob sends openj to Alice.
(7) For each j ∈ It, Alice checks that ver(comj , openj ,

r) �= ⊥. If so, she sets (θ̃B
j , x̃B

j ) = ver(comj , openj ,
r). Then, Alice computes the set Is = {j ∈ It|θA

j =
θ̃B

j } and the quantity

p = rH
(
xA

Is
⊕ x̃B

Is

)
, (9)

and checks that |Is| ≥ Ncheck and p ≤ pmax. If any of
the checks fail Alice aborts the protocol.

String separation phase

(8) Alice sends θA
Īt

to Bob.

(9) Bob constructs the set I0 by randomly selecting Nraw
indices i ∈ Īt for which θA

i = θB
i . Similarly, he con-

structs I1 by randomly selecting Nraw indices i ∈ Īt
for which θA

i �= θB
i . He then samples a random bit c

and sends the ordered pair (Ic, Ic̄) to Alice. If Bob is
not able to construct I0 or I1, he aborts the protocol.

Post-processing phase

(10) Alice computes the strings
(
syn(xA

Ic
),syn(xA

Ic̄
)
)

and sends the result to Bob.
(11) Bob computes dec

(
xB

I0
,syn(xA

I0
)
)

= yB. If yB =
⊥ Bob aborts the protocol.

(12) Alice randomly samples f ∈ F, computes mA
0 =

f (xA
Ic
) and mA

1 = f (xA
Ic̄
), sends the description of f

to Bob and outputs (mA
0 , mA

1 ).
(13) Bob computes mB = f (yB) and outputs (mB, c).

A. Security and performance of the main protocol

We start by stating the main theorem regarding security
of the proposed πQROT protocol.

Theorem 1 (Security of πQROT). The protocol πQROT is
a statistically correct, computationally secure against dis-
honest sender, and statistically secure against dishonest
receiver n-bit ROT protocol.

A high-level proof of Theorem 1, including the deriva-
tion of the security bounds from Lemmas 1 and 2 can
be found in Sec. IV and further details can be found in
Appendix B. The security of πQROT is given by its main
security parameter N0, as well as the security parameters
of the underlying commitment and IR schemes k and k′,
respectively. These values can be computed for the statis-
tical security features of the protocol and are given by the
following lemmas:

Lemma 1 (Correctness). The outputs of πQROT when
run by honest sender and receiver satisfy

ρM0,M1,C,MC ≈ε

psucc

2(2n+1)

∑

m0,m1∈{0,1}n

c∈{0,1}

(|m0〉〈m0|M0
|m1〉〈m1|M1

|c〉〈c|C|mc〉〈mc|MC

)
, (10)

with

ε = 2− 1
2 (Nraw−n) + 2εIR(k′), (11)

where εIR is a negligible function given by the security of
the underlying IR scheme.

Lemma 2 (Security against dishonest receiver). For the
final state after running the protocol of πQROT with an hon-
est sender, there exists a binary probability distribution
given by (p0, p1) such that

ρR,M0,M1 ≈ε′
∑

b

(
pbρ

b
R,Mb̄

⊗ UMb

)
, (12)
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with

ε′ =
√

2
(

e− 1
2 (1−α)2Ntestδ2

1 + e− 1
2 Ncheckδ

2
1

) 1
2

+ e
−DKL

(
1
2 −δ2| 1

2

)
(1−α)N0 + εbind(k)

+ 1
2

· 2
1
2

(
n−Nraw

(
1
2 − 2δ2

1−2δ2
−h

(
pmax+δ1

1
2 −δ2

)
−f ·h(pmax+δ1)

))

.

(13)

where HR denotes the Hilbert space associated to all of the
receiver’s memory registers and εbind is a negligible func-
tion given by the security of the underlying commitment
scheme.

We can use these results to find the minimum require-
ments, both in terms of channel losses and number of
shared entangled qubits, necessary to securely realize ROT
for a given security level. We focus on the quantity

εmax = ε + ε′. (14)

For the purposes of this analysis, we assume that the
commitment and IR schemes, as well as their security
parameters k, k′, are appropriately chosen to satisfy the
desired security level and we focus on the dependence of
εmax on the channel error rate, characterized by the param-
eter pmax, and the number of quantum signals N0. We are
also interested in a quantity known as the secret key rate
Rkey. For given values of N0, α, δ1, δ2, pmax, and εmax,
let nmax be the largest number for which the associated
nmax-bit ROT has at least security εmax, then

Rkey = nmax

N0
, (15)

represents the ratio in which the original measurements of
the shared qubits “transform” into the oblivious key. In
Fig. 2 we can see the behavior of Rkey as pmax increases.
Note that, similarly to the case of quantum key distribu-
tion, there is a critical error pcrit after which Rkey becomes
negative and no secure key can be generated. The value of
pcrit is upper bounded by ≈ 0.028, which is achieved when
we set α, δ1, δ2 → 0, and N0 → ∞.

Another important aspect to analyze is the relation
between Rkey and N0, which is shown in Fig. 3. Fixing the
α, δ1, δ2, pmax, there is a clearly marked phase transition-
like behavior in which, for each εmax, there is a critical
value of N0 = Ncrit before which Rkey = 0, and after which
it quickly reaches its maximum value. This result comes
from the fact that the parameter estimation requires rela-
tively big sample sizes to reach high confidence. It shows
that, even for small n, there is a minimum amount of
entangled qubits needed to be shared. In some cases, for

FIG. 2. Maximum key rate output n/N0 vs error rate pmax. The
blue line represents the upper bound for the key rate, when N0 →
∞, α, δ1, δ2 are taken to be 0 and f = 1. The orange line repre-
sents a more typical case with α = 0.35, δ1 = 0.01, δ2 = 0.025,
and f = 1.2.

instance, generating a 1-bit oblivious key or a 128-bit one
may have similar costs in terms of quantum communica-
tion. Because the use of resources of the protocol scales
with N0, the parameters α, δ1, δ2 should be chosen such that
Ncrit is the smallest. Figure 4 exemplifies the dependency
of Ncrit on εmax.

B. Experimental implementation performance

An experiment was implemented to test the performance
of the πQROT protocol with contemporary technology. Data
was acquired using a picosecond pulsed photon source in
a Sagnac configuration [45], producing wavelength degen-
erate, polarization-entangled photons at 1550 nm. In this
setup, entangled photons were produced via spontaneous
parametric down-conversion (SPDC) by applying a laser
pump beam into a 30-mm-long periodically poled potas-
sium titanyl phosphate (ppKTP) crystal. The photon pairs

FIG. 3. Maximum key rate behavior as a function of N0 for dif-
ferent security levels. Parameter values used are α = 0.35; δ1 =
9.20 × 10−3; δ2 = 3.00 × 10−3; pmax = 0.01; f = 1.2.
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FIG. 4. Critical value Ncrit of the number of shared qubits
needed to obtain positive key rates as a function of the security
level. The values of Ncrit were computed using the parameters
α, δ1, δ2 that minimize the value of Ncrit for each εmax.

were split using a half-wave plate (HWP) and a polar-
izing beam splitter (PBS), and then sent to each party
where they are detected using superconducting nanowire
single-photon detectors.

To test the OT speed of this implementation, different
values for the power P of the laser pump were tested, as
well as the use of multiplexing. As the P increases, the
amount of coincidences detected per second Rc increases,
but the fidelity of the produced entangled pairs decreases,
resulting in larger values for qubit error rate, which is
represented by the protocol parameter pmax. The num-
ber of maximum potential OT instances per second is
computed as

ROT = Rc

Ncrit
, (16)

where Ncrit is computed using the optimal values of
α, δ1, δ2 for the respective error rate pmax and undetected
multi-photon rate pmulti associated to P, assuming perfectly
efficient information reconciliation, f = 1 (see Sec. V for
the details on the implementation and its security). As
seen in Figure 5, for this implementation, the additional
coincidence rate gained by increasing P is not enough to
compensate for the induced increased error. This result is
not immediately obvious, as Ncrit does not depend explic-
itly on pmax. The decrease in performance comes from the
fact that increasing pmax limits the values that δ1 can have
while maintaining positive key rates. This restriction on
the values of δ1 ultimately results in an increase in Ncrit
and therefore, a reduction on ROT.

Table I shows an example of the performance of the pro-
tocol in a real-world implementation using the data from
the experimental setup. For the commit and open phase,
the weakly interactive string commitment protocol intro-
duced in Ref. [35] was implemented using the BLAKE3
hash function algorithm as a one-way function. For the

FIG. 5. Maximum potential ROT rates as a function of the
pump power P for εmax = 10−7. We see that the best performance
is obtained at a laser pump power of P = 170 mW, correspond-
ing to a coincidence rate close to 2.45 kHz. The uncertainty on
the power measurement (x axis) along with the error bars result-
ing from the Poissonian noise on the coincidence counts (used to
calculate y values) are negligible with respect to the current plot
scale.

post-processing phase, a low-density parity-check (LDPC)
code was used for IR, and random binary matrices were
used to implement the universal hash family for privacy
amplification. We evaluated the performance by the num-
ber of 128-bit ROT instances able to be completed per
second. (It is worth noting that, using a Mac mini M1
2020 16 GB computer, the post-processing throughput was
enough to handle all the data from the experiment, the bot-
tleneck being the quantum signal generation rate.) Detector
measurement data is publicly available in Ref. [46].

IV. SECURITY ANALYSIS

In this section, we prove the main security result, which
relates the overall security of the protocol as a function of

TABLE I. Table of protocols parameters and the resulting per-
formance. The values of N0 and δ1 and the laser pump power
were optimized to yield the highest ROT rate for an LDPC code
with efficiency f = 1.61.

Parameter Symbol Value

Message size (bits) n 128
Security level εmax 1.91 × 10−8

Cost in quantum signals N0 5.86 × 106

Max allowed QBER pmax 1.14%
Testing set ratio α 0.35
Statistical parameter 1 δ1 9.00 × 10−3

Statistical parameter 2 δ2 3 × 10−3

IR verifiability security εIR 2−32

Commitment binding security εbind 2−32

Efficiency of IR f 1.64
Max allowed multi-photon rate pmulti 3.67 × 10−3

ROT rate 0.023 ROT/s
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its parameters N0,α, δ1, and δ2 in Theorem 1. For clarity
of presentation, we have compacted some of the proper-
ties into lemmas, for which detailed proofs can be found
in Appendix B. Definitions and properties of entropic
quantities can be found in Appendix A

A. Correctness

In order to prove correctness we need to show that either
the protocol either finishes with Alice outputting uniformly
distributed messages m0, m1 and Bob outputting a uni-
formly random bit c and the corresponding message mc,
or it aborts, except with negligible probability.

Recall that we model the aborted state of the protocol
as the zero operator. This way, whenever we have a mix-
ture of states, some of which trigger aborting and some
that do not, the abort operation removes the events that
trigger it from the mixture, effectively reducing its trace by
the probability of aborting. There are three instances where
the protocol can abort: first during step (7) if the estimated
qubit error rate is larger than pmax; the second one is dur-
ing step (9) if Bob does not have enough (mis)matching
bases to construct the sets I0, I1; and finally during step
(11) if the IR verification fails. The probability of aborting
in steps (7) and (11) depends on the particular transforma-
tion that the states undergo when being sent from Alice’s

to Bob’s laboratory, about which we make no assump-
tions. We can group these three abort events and denote
by pabort the probability of the protocol aborting by the
end of step (11). The state at this point can be written as
(1 − pabort)ρ

�, where ρ� represents the normalized state
conditioned that the protocol has not aborted by this point.
As Lemma 3 states, the verifiability property of the infor-
mation reconciliation scheme guarantees that the states that
“survive” past Step (11) have the property that Bob’s cor-
rected string yB is the same as Alice’s outcome string xA

I0
,

which is uniformly distributed.

Lemma 3. Let X A
I0

, X A
I1

, C, YB denote the systems holding
the information of the respective values xA

I0
, xA

I1
, c, and yB of

πQROT. Denote by ρ� the parties’ joint state at the end of
step (11) conditioned that Bob constructed the sets (I0, I1)

during step (9) and the protocol has not aborted. Assume
both parties follow the steps of the protocol, then

ρ�
X A

I0
,X A

I1
,C,YB ≈εIR(k′) ρ̃

�
X A

I0
,X A

I1
,C,YB , (17)

where εIR(k′) is a negligible function given by the security
of the underlying information reconciliation scheme, k′ its
associated security parameter, and

ρ̃�
X A

I0
,X A

I1
,C,YB = 1

2(2Nraw+1)

∑

xI0 ,xI1c

|xI0〉〈xI0 |X A
I0
|xI1〉〈xI1 |X A

I1
|xI0〉〈xI0 |YB |c〉〈c|C. (18)

During step (12) universal hashing is used in both xA
I0

and xA
I1

to obtain mc and mc̄. Because Eq. (18) describes a
state for which the X A

I0
, X A

I1
, and C subsystems are indepen-

dent and uniformly distributed, it follows from Lemma 3
that

H εIR(k′)
min (X A

I0
YB|X A

I1
C)ρ� = H εIR(k′)

min (X A
I1

|X A
I0

YBC)ρ�

= Nraw. (19)

Finally, using the quantum leftover hash Lemma A4 twice
(once for m0 and m1) with the corresponding entropy
terms given by Eq. (19), together with Lemma A1 (1),
we conclude that the state ρ(out)

M0,M1,C,MC
of the output sys-

tems after the post-processing phase satisfies (substituting
psucc = 1 − pabort)

ρ
(out)
M0,M1,C,MC

≈ε

psucc

2(2n+1)

∑

m0,m1∈{0,1}n

c∈{0,1}

|m0〉〈m0|M0
|m1〉〈m1|M1

|c〉〈c|C|mc〉〈mc|MC
, (20)

with

ε ≤ 2− 1
2 (Nraw−n) + 2εIR(k′). (21)
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B. Security against dishonest sender

For this scenario we show that, in the case of an honest
Bob and Alice running an arbitrary program, the result-
ing state after the protocol successfully finishes satisfies
Eq. (2). In other words, independently of what quantum
state Alice shares at the beginning of the protocol and
which operations she performs on her systems, her final
state is independent of the value of c. We assume that
Alice’s laboratory consists of everything outside Bob’s. In
particular, this means that she controls the environment,
which includes the transmission channels. We also assume
that Alice is limited to performing efficient computations.

Let A be the system consisting of all of Alice’s labora-
tory after step (1) of the protocol, that is, A contains her
part of the shared system and every other ancillary sys-
tem she may have access, but does not contain any system
from Bob’s laboratory, including Bob’s part of the system
shared in step (1). During the execution of the protocol,
Alice receives external information from Bob exactly three
times: the commitment information shared during step
(4), the opening information openIt for the commitments
associated to the test set It in step (6), and the informa-
tion of the pair of sets (J0, J1) = (Ic, Ic̄) during step (9).
Let COM = (COMi)

N0
i=1 and OPEN = (OPENi)

N0
i=1 be the

respective systems used by Bob to store the information
of the strings com = (comi)

N0
i=1 and open = (openi)

N0
i=1, and

let SEP be the system holding the string separation infor-
mation (J0, J1). We want to show that, by the end of the
protocol, the state of the system A, COM, OPENJ , SEP, C
satisfies

ρA,COM,OPENĪt
,SEP,C ≈(c) ρA,COM,OPENĪt

,SEP ⊗ UC. (22)

To guarantee that Alice will not be able to obtain informa-
tion about the value of c during the string separation phase,
it is necessary to show that Alice does not have access to
the information of Bob’s bases choices θB

I0,I1
from the com-

mitments sent by Bob during step (4) of the protocol. As
shown by Lemma 4, the shared state of the parties after
the commitment information is sent is computationally
indistinguishable from a state where Alice’s information
is independent of θB

Īt
.

Lemma 4. Assuming Bob follows the protocol, for any
J ⊆ I , the state of the system A, COM, OPENJ ,
B

J̄ after
step (4) satisfies

ρA,COM,OPENJ ,
B
J̄

≈(c) ρA,COM,OPENJ ⊗ U
B
J̄
. (23)

At step (8) of the protocol, Alice sends Bob the system

A

Īt
intended to have the information of her measurement

bases. Bob then is able to determine the indices for which
θA

Īt
and θB

Īt
coincide. With this information, he randomly

selects sets I0, I1 ∈ Īt of size Nraw for which all indices

are associated with matching (for I0) or nonmatching (for
I1) bases. Then he computes (J0, J1) = (Ic, Ic̄), by flipping
the order if the pair (I0, I1) depending on the value of c.
Clearly, (J0, J1) depend on both θB

Īt
and c, but as Lemma

5 states, any correlation between (J0, J1), c, and Alice’s
information disappears if one does not have access to θB

Īt
.

Lemma 5. Denote by A′ the system representing
Alice’s laboratory at the start of step (9). Let E (It) :
D(HA′,
A

Īt
,
B

Īt
,C) → D(HA′,
A

Īt
,
B

Īt
,C,SEP) be the quantum

operation used by Bob to compute the string separation
information (J0, J1) during step (9) of the protocol. The
resulting state after applying E (It) to a product state of the
form

E (It)(ρA′,
A
Īt

⊗ U
B
Īt

⊗ UC) = σA′,
A
Īt

,
B
Īt

,C,SEP (24)

satisfies

Tr
A
Īt

,
B
Īt

[
σA′,
A

Īt
,
B

Īt
,C,SEP

]
= σA′ ⊗ σSEP ⊗ UC. (25)

A proof of both Lemmas 4 and 5 can be found in
Appendix B 3. By setting J = It, Lemma 4 guarantees that
Alice’s system’s state after the opening information has
been sent is computationally indistinguishable from one
that is completely uncorrelated with Bob’s measurement
basis information in Īt.

Additionally, by recalling that the value of c is sampled
independently of any of the considered systems, we know
that the state ρA′,
A

Īt
,
B

Īt
,C before (J0, J1) is computed has the

required product form and, from Lemma 5, we conclude
that the state of all of Alice’s system at this point is compu-
tationally indistinguishable from a state uncorrelated with
C. Let E be the operation Alice performs in her system
from here to the end the protocol. By using Lemma A2 (4)
and grouping all of Alice’s systems into S, we obtain the
desired result:

ρS,C ≈(c) ρS ⊗ UC. (26)

C. Security against dishonest receiver

We consider now the scenario in which Alice runs
the protocol honestly and Bob runs an arbitrary program.
For this analysis, note that Alice trusts her quantum state
preparation and detection. We want to show that the state
after finishing the protocol successfully satisfies Eq. (3).
This means that the state at the end of the protocol can
be described as a mixture of states where Bob’s system
is uncorrelated with at least one of the two strings out-
putted by Alice. Similarly to the dishonest sender’s case,
we assume that Bob’s laboratory consists of everything
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outside Alice’s, which means that he controls the commu-
nication channels and the environment. However, we do
not assume that Bob is restricted to efficient computations.

The values of Alice’s output strings depend on several
quantities: Alice’s measurement outcomes, the choice of
the It, J0, J1 subsets, and the choice of hashing function f
during the post-processing phase of the protocol. From all
of these, the only ones that are not made explicitly public
during the protocol’s execution are Alice’s measurement
outcomes. Instead, partial information of these outcomes
is revealed at different steps of the protocol. Let xA

J0
, xA

J1
be the sub-strings of measurement outcomes used to com-
pute Alice’s outputs m0, m1, respectively, and let R denote
Bob’s system at the end of the protocol (which includes all
the systems that Alice sent during the execution of the pro-
tocol). In order to prove security we need to show that the
joint state of the system X A

J0
, X A

J1
, R can be written as a mix-

ture of states ρb (with b ∈ {0, 1}) such that the conditional
min-entropy H ε

min(X
A

Jb
| R)ρb is high enough, so that we can

use the leftover hash Lemma A4 to guarantee that the out-
come of the universal hashing mb = f (xA

Jb
) is uncorrelated

with R.
At the start of the protocol the parties share a completely

correlated entangled system. If the parties make measure-
ments as intended, their outcomes will be only partially
correlated, but if Bob was able to postpone his measure-
ment until after Alice’s reveals her measurement bases,

Bob could potentially obtain the whole information of xA

by measuring in the appropriate basis on his system. To
prevent this, Bob is required to commit his measurement
bases and results to Alice before knowing which set is
going to be tested. Then a statistical test is performed in
step (7) to estimate the correlation of Alice’s measure-
ment outcomes with with the ones that Bob committed.
As Lemma 6 states, any state passing the aforementioned
test is such that, regardless of how Bob defines the sets
(J0, J1) during the string separation phase, there is a min-
imum of uncertainty that he has with respect to Alice’s
measurement outcomes. Recall that, when Alice is hon-
est, the overall state of the protocol before step (8) will
be a partially classical state, which could be written as
a mixture over all of Alice’s classical information. Let
�τ = (xA

It
, θA, r, com, It, Is, openIt) denote the transcript of

the protocol up to step (8), and let ρX AB(�τ , J0, J1) be the
joint state of Alice’s measurement outcomes and Bob’s
laboratory conditioned to �τ , J0, J1.

Lemma 6. Assuming Alice follows the protocol, let
T, SEP, B denote the systems of the protocols transcript,
the strings J0, J1, and Bob’s laboratory at the end of step
(9) of the protocol, and let ρT,SEP,X A,B be the state of the
joint system at that point. There exists a state ρ̃T,SEP,X A,B,
which is classical in T and SEP such as the following:

(1) The conditioned states ρ̃X A,B(�τ , J0, J1) satisfy

Hmin(X A
J0

| X A
J1

B)ρ̃(�τ ,J0,J1) + Hmin(X A
J1

| X A
J0

B)ρ̃(�τ ,J0,J1) ≥ 2Nraw

(
1
2

− δ2 − h

(
pmax + δ1

1
2 − δ2

))
, (27)

(2) ρT,SEP,X A,B ≈ε ρ̃T,SEP,X A,B, with

ε =
(

2
(

e− 1
2α(1−α)2N0δ

2
1 + e− 1

2

(
1
2 −δ2

)
αN0δ

2
1

)) 1
2 + e−DKL

(
1
2 −δ2| 1

2

)
(1−α)N0 + εbind(k), (28)

where h(·) and DKL(· | ·) denote the binary entropy and the binary relative entropy functions, respectively, and
εbind(k) is a negligible function given by the binding property of the commitment scheme.

To reach the desired result, we will first show that a state
ρ̃T,SEP,X A,B satisfying Lemma 6 (1) also satisfies a tighter
version Lemma 2, and then use Lemma 6 (2) to attain the
bound for the real protocol’s outcome. Since ρ̃T,SEP,X A,B is
classical in both T and SEP we can write the state of the
joint system of Alice’s measurement outcomes and Bob’s

laboratory as a mixture over all the possible transcripts at
that point, that is

ρ̃X AB =
∑

�τ
J0,J1

P(�τ , J0, J1)ρ̃X AB(�τ , J0, J1), (29)
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where P(�τ , J0, J1) defines a probability distribution, which
is dependent on Bob’s behavior during the previous steps.
We can now separate the ρ̃X AB(�τ , J0, J1) in two categories
depending on which of the xA

J0
, xA

J1
is the least corre-

lated with Bob’s system. Consider the function b(�τ , J0, J1)

to be equal to 0 if H ε
min(X

A
J0

| X A
J1

B)ρ(�τ ,J0,J1) ≥ H ε
min(X

A
J1

|
X A

J0
B)ρ(�τ ,J0,J1), and equal to 1 otherwise. By regrouping the

terms from Eq. (29) for which the value of b is the same,
we can rewrite the joint state as

ρ̃X AB =
∑

b∈{0,1}
Pbρ̃

b
X AB, (30)

where, from Lemma 6 and recalling that, as Lemma A3 (5)
states, the min-entropy of a mixture is lower bounded by
that of the term with the least min-entropy, we know that

Hmin(X A
Jb

| X A
Jb̄

B)ρ̃b

≥ Nraw

(
1
2

− 2δ2

1 − 2δ2
− h

(
pmax + δ1

1
2 − δ2

))
. (31)

At step (10), Alice shares with Bob the syndromes S0 =
syn(xA

J0
) and S1 = syn(xA

J1
). Since these syndromes are

completely determined by the respective sub-strings xA
Ji

,
we know that

Hmin(X A
Jb

| SbSb̄B) ≥ Hmin(X A
Jb

| SbX A
Jb̄

B)

≥ Hmin(X A
Jb

| X A
Jb̄

B)− Hmax(Sb)

≥ Nraw

(
1
2

− 2δ2

1 − 2δ2
− h

(
pmax + δ1

1
2 − δ2

)
− f · h(pmax + δ1)

)
, (32)

where the second inequality follows from Lemma A3 (3) and (4), and the max-entropy term Hmax(Sb) is upper bounded
by the size in bits of the syndrome � = Nraw(f · h(pmax + δ1)). Now we can apply Eq. (32) to Lemma A4, which states
that, for the outcomes M0, M1 of the universal hashing by Alice in step (12) and Bob’s final system R it holds that

ρ̃b
R,M0,M1

≈ε′ ρ̃
b
R,Mb̄

⊗ UMb , (33)

with

ε′ = 1
2

· 2
1
2

(
n−Nraw

(
1
2 − 2δ2

1−2δ2
−h

(
pmax+δ1

1
2 −δ2

)
−f ·h(pmax+δ1)

))

. (34)

Finally, by applying Lemma A1 (3) and (4) to Eqs. (30) and (33), and then Lemma A1 (1) to Eq. (28) we get the desired
result:

ρR,M0,M1 ≈ε

∑

b

Pbρ
b
R,Mb̄

⊗ UMb , (35)

with

ε =
√

2
(

e− 1
2 (1−α)2Ntestδ2

1 + e− 1
2 Ncheckδ

2
1

) 1
2 + e

−DKL

(
1
2 −δ2| 1

2

)
(1−α)N0 + εbind(k)

+ 1
2

· 2
1
2

(
n−Nraw

(
1
2 − 2δ2

1−2δ2
−h

(
pmax+δ1

1
2 −δ2

)
−f ·h(pmax+δ1)

))

. (36)

D. Composability considerations

Since OT protocols are mainly used as a subroutine
of larger applications it is important to understand the

composability properties of πROT. In general, this is done
through simulation-based composability frameworks. As
mentioned in Sec. I, this protocol is based on the BBCS92
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construction, which has been proven secure in the quan-
tum universal composability (UC) framework by Unruh
[41] assuming access to an ideal commitment functional-
ity. This means that we can understand the composability
properties of πROT by understanding the respective prop-
erties of the underlying weakly interactive commitment
protocol.

It is well known that UC commitments are impossible
to realize in the plain model [22,25]. Because of this, pro-
tocols are often analyzed within a hybrid model, where
the parties have access to some base external functionality.
We show in Appendix IV D that there exists a family of
commitment schemes that are both weakly interactive and
UC-secure in the classical access random oracle model
(ROM) [47]. This, in tandem with the aforementioned
reduction of OT to commitments, results in the following
theorem:

Theorem 2. There exists a family of weakly interac-
tive commitment schemes in relation to which πROT is
UC-secure in the classical access ROM.

In relation to Theorem 2, we want to emphasize that,
even though limiting the access to the random oracle to
be classical may seem at first strong in the context of a
quantum protocol (where the parties are required access
to some quantum capabilities), it has little impact in the
resulting security of larger MPC protocols for which the
security is analyzed in the classical setting.

Finally, we would like to stress the merits of Definition
1 by itself. In particular, this definition was studied in
Refs. [48] and [44] and stated to ensure security when the
protocol is executed sequentially. Furthermore, the indis-
tinguishability properties stated in Definition 1 provide a
very strong security guarantee and, because the protocol
does not have external inputs and the indistinguishability
relations include arbitrary external systems, these prop-
erties will still hold in any environment, which makes
it relatively straightforward to analyze as part of bigger
applications.

V. EXPERIMENTAL IMPLEMENTATION

A. Description of the setup

A schematic representation of the experimental setup
can be seen in Fig. 6. Spontaneous parametric down-
conversion (SPDC), attributed to Alice, is used to create
polarization entangled photon pairs in the state |
+〉 =

1√
2
(|HH 〉 + |VV〉), which are coupled into optical fiber.

One photon is sent through a 50:50 fiber beam split-
ter, probabilistically routing it to one of two polarization
projection stages. There, a quarter-wave plate (QWP), a
half-wave plate (HWP), and a polarizing beam splitter
(PBS) are used to project the photons state onto the linear
(H/V) or diagonal (+/−) basis, respectively. All photons

FIG. 6. Experimental setup. Polarization-entangled photon
pairs are created using spontaneous parametric down-conversion.
Alice’s and Bob’s photons are individually fiber coupled and
each sent to 50:50 fiber beam splitters, which probabilistically
route them to free-space polarization projection stages—one pro-
jecting onto the linear, and one onto the diagonal basis each for
Bob and Alice.

are sent to superconducting nanowire single photon detec-
tors (SNSPDs) and their arrival time is recorded using a
time tagging module (TTM). The second photon of the
state |
+〉, attributed to Bob, travels through an equivalent
probabilistic projection setup.

Entangled photon pairs are generated using collinear
type-II SPDC in a periodically poled KTiOPO4 crys-
tal with a poling period of 46.2 µm inside of a Sagnac
interferometer. The pump light is produced by a pulsed
Ti:sapphire laser (Coherent Mira 900HP) with a pulse
width of 2.93 ps and a central wavelength of λp =
773 nm, creating degenerate single-photon pairs at λs =
λi = 1546 nm. The laser’s inherent pulse repetition rate
of 76 MHz is doubled twice to 304 MHz using a passive
temporal multiplexing scheme [49]. More precisely, for
n simultaneously emitted pairs and k multiplexing stages,
each doubling the repetition rate, higher-order pair produc-
tion events are attenuated by a factor of 1/(2k)n−1. In our
experiment, k = 2, so this scheme reduces the probability
of emitting a double pair (n = 2) by a factor of 4 compared
to a source relying on the pump’s inherent repetition rate,
while the single-pair emission probability remains con-
stant. Finally, about 100 m of single-mode fiber separate
the experimental setup from the 1-K cryostat housing the
SNSPDs with a detection efficiency of around 95% and a
dark-count rate of around 300 Hz.

We note that our entanglement-based implementation
presents two main technological advantages over prepare-
and-measure configurations:

(1) It circumvents the need for a certified quantum
random number generator or for classical pseudo-
randomness that may compromise the security of
the quantum phase: instead of feeding random (or
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pseudorandom) sequences into the active polariza-
tion modulator of a prepare-and-measure scheme,
the choice of BB84 state is performed in a passive
and uniformly random way by the beam splitters
present in both Alice and Bob’s measurement setups
(also known as “remote state preparation”).

(2) In free space, it avoids the need for active polariza-
tion modulation, which imposes a strict upper limit
on the protocol’s repetition rate governed by the
bandwidth of the Pockels cell and its high-voltage
amplifier, typically achieving a few hundred kHz to
a few hundred MHz [50]. By generating entangled
photons that are passively projected onto one of the
four BB84 states instead, our OT rate is not limited
by any active prepare-and-measure encoding rou-
tine, but only by our picosecond-pulsed pump rate of
around 300 MHz. With other SPDC sources reach-
ing the GHz [51] to tens of GHz regimes [52], our
passive state-preparation routine can perform even
better.

B. Practical protocol

The protocol is identical to that from πROT as described
in Sec. III, with the following amendments:

(1) The parties agree on an additional parameter
pmulti—the accepted ratio of multi-photon events.

(2) During the quantum phase of the protocol, Alice
may observe detection patterns that are incompati-
ble with the emission of a single photon pair. Instead
of sharing N0 states in step (1), she continues sharing
states until, after agreeing on coincidence time-tags
with Bob, the parties obtain N0 coincidences asso-
ciated with single-photon events on Alice’s side.
Let Ntot be the number of coincidences obtained at
this point and Nmulti = Ntot − N0. Alice computes
the value

p ′
multi = Nmulti

3Ntot
, (37)

and aborts the protocol if p ′
multi ≥ pmulti.

(3) Similarly to Alice, Bob may also observe multi-
click patterns. While reporting its detection events
he uses the following rules:

(a) 1 click: assign the correct measured bit value
and report a successful round.

(b) 2 clicks from the same basis: assign a random
bit value to the measurement result and report a
successful round.

(c) any other click pattern: report an unsuccessful
round.

C. Practical security

Any photonic implementation of quantum cryptogra-
phy presents experimental imperfections, which can be
exploited by dishonest parties to enhance their cheating
probability and violate ideal security assumptions. Impor-
tant examples of such imperfections include multi-photon
noise, lossy and noisy quantum channels, non-unit detec-
tion efficiency and detector dark counts.

Dishonest sender. In our experiment, threshold detectors
cannot resolve the incident photon number, and unex-
pected click patterns can occur. For example, several of
the four detectors may simultaneously click for a given
round, which leads to an inconclusive measurement out-
come that has to be back-reported by the honest receiver.
This in turn allows a dishonest sender to gain a significant
amount of information about the receiver’s measurement
basis choice. Adopting the reporting strategy presented
above makes the protocol secure against this type of
attack. For a complete analysis of both the attack and its
countermeasures, see Ref. [53].

Dishonest receiver. Due to Poisson statistics in the
SPDC process, emission of double pairs can occur for a
given round. When the two photons kept by the sender are
projected onto the same state (i.e., only a single click is
recorded in the four detectors), the two photons sent to
Bob have the same polarization. In this case, a dishon-
est receiver can split the two photons and measure one in
each basis. Assuming four detectors with equal efficien-
cies (which can be guaranteed in practice by appropriate
attenuation the higher efficiency ones), and using the fact
that for an SPDC source, whenever multiple pairs are pro-
duced, there is no correlation among them, we know that
the number of undetected multi-photon events is approx-
imately 1

3 of the number of detected ones. We can then
estimate the probability p ′

multi of an accepted coincidence
to be associated with a multi-photon event with Eq. (37).

Note that the statistical check performed by Alice in the
second step of the amended protocol (Sec. V B) ensures
security under the assumption that there is no coher-
ence in the photon-number basis. This is the case in our
implementation, since SPDC produces states of the form∑∞

n=0
√

cn|n〉1|n〉2 in the number basis {|n〉} [54], leaving
the individual subsystems in incoherent mixtures of the
form

∑∞
n=0 cn|n〉〈n|.

To account for the leakage caused by undetected multi-
photon emissions to our OT rate expression, we effectively
grant Bob an amount of information about Alice’s mea-
surement outcomes equal to the number of indices in
IĪt associated to multi-photon events, upper bounded by
pmulti(1 − α)N0 for large N0. Subtracting this leak to the
total entropy expression in Eq. (32) leads to a version of
Lemma 2 for security against dishonest receiver corrected
for the experimental implementation, which differs from
the theoretical version by replacing Eq. (13) with
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ε′
exp =

√
2
(

e− 1
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1 + e− 1
2 Ncheckδ

2
1

) 1
2 + e−DKL

(
1
2 −δ2| 1

2

)
(1−α)N0 + εbind(k)

+ 1
2

· 2
1
2

(
n−Nraw

(
1
2 − 2δ2

1−2δ2
−h

(
pmax+δ1

1
2 −δ2

)
−f ·h(pmax+δ1)− pmulti

1
2 −δ2

))

, (38)

VI. DISCUSSION

Using Naor’s protocol [35] in conjunction with a lin-
ear time OWF (such as a hash function fron the SHA3 or
BLAKE family), it is possible to implement the required
2-bit commitment in linear time in k. On the other hand,
using an LDPC code with soft-decision decoding and hash-
based verification, one can implement an IR scheme which
is linear in both the block size Nraw (and therefore N0)
and k′. Finally, by taking the universal hash set F to be
the set of Toeplitz matrices of size Nraw × n, and using
the FFT algorithm for matrix-vector multiplication, the
computation of the output strings can be done in time
O(Nraw log(Nraw)). Considering that the protocol requires
N0 commitments and all the remaining computations of
random subsets and checks can be done in linear time
in N0, the total protocol running time is O(N0(k + k′ +
log(N0)).

Regarding the practicality of implementing πQROT, the
protocol is designed to be compatible with BB84-based
QKD setups, both from the physical layer up to the post-
processing, only requiring the addition of the commitment
scheme. The most important difference to note is that
πQROT has significantly lower tolerance for qubit error rate
(QBER). While most common QKD protocols can produce
keys through QBERs above 10%, this protocol is limited to
a maximum of 2.8%. This comparatively reduces the dis-
tances at which the protocol can be successful. However,
it is important to note that, as opposed to key distribu-
tion between trusting parties, there are legitimate use-cases
for OT at short range. While being in proximity to each
other can help two trusting parties isolate themselves from
a third-party eavesdropper, mistrusting parties do not gain
anything (security wise) from being in the same place
while attempting to do MPC, making the protocol useful
regardless of the distance between the users.

Comparisons between classical and quantum proto-
cols can be difficult because physical and technological
assumptions, such as access to quantum communication or
noisy quantum storage, do not straightforwardly compare
with computational hardness assumptions. Furthermore,
there is no natural way of quantitatively comparing statis-
tical versus computational security. We can, however, con-
trast the (dis)advantages of using a computationally secure
quantum OT protocol as compared to both fully classical
computationally secure protocols, as well as statistically
secure quantum ones.

Classical OT protocols based on asymmetric cryptog-
raphy comprise the overwhelming majority of current
real-world implementations of OT. The obvious main
advantage of quantum OT is the weaker computational
hardness assumption (OWF vs asymmetric cryptography),
while the main advantage of current post-quantum clas-
sical OT implementations is speed. As shown in Fig. 5,
the presented experimental setup is able to produce up
to 0.10 OT/s, which pales in comparison to contemporary
classical protocols, such as Refs. [30–33], that can achieve
upwards of 105 OT/s (not including latency between par-
ties) with current off-the-shelf hardware (for more details,
see Ref. [33]). This difference can be mitigated by the
use of OT extension algorithms, as the difference in speed
would only matter during the generation of the base OTs.
Note that in this case one should use a OT extension that
matches the computational assumption of this work, such
as Ref. [55].

Quantum protocols, both discrete variable (DV) [27]
and continuous variable (CV) [29], have been shown to
achieve statistically secure OT in the quantum noisy-
storage model (QNS). Their experimental implementations
show comparable values of quantum communication cost
in terms of shared signals: 108 (no memory encoding
assumption), and 105 (Gaussian encoding) for CV, and 107

for DV. As shown in Fig. 4, our protocol requires 106

quantum signals when matching their security (ε = 10−7),
which improves upon the alternatives when no additional
assumption on the memory encoding of the adversary is
made. Less straightforward to compare is the strength of
the assumptions of noisy storage and OWFs. We note
that the existence of OWFs is an assumption that perme-
ates modern cryptography, from block cipher encryption
and message authentication up to public-key cryptography
protocols [56], which makes πQROT more suited to be intro-
duced in current cipher suites than protocols with alterna-
tive assumptions. In particular, as noted above, OWFs are
required for OT extension algorithms. A summary of com-
parisons between the different approaches can be found in
Table II.

Regarding potential improvements and further work, we
can identify two main directions to build upon this work:
performance and security. Regarding performance, we
note that the dominant term in the expression for εmax is the
one associated with the significance of the parameter esti-
mation [the first term in Eq. (13)]. This translates into the
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TABLE II. Comparison of our work with other approaches for OT. N denotes the respective security parameter. Acronyms for
assumptions are as follows: OWF, one-way functions; QNS, quantum noisy storage; DDH, decisional Diffie-Helmann; RLWE, ring
learning with errors; SLS, space-like separation enforced. Protocols marked with superscript a do not have a reference experimental
implementation at the time of writing.

Protocol Type Assumption Quantum Cost Security

This work Quantum discrete variable OWF O(N ) Indistinguishability UC ROM
GLSV21 [38]a Quantum discrete variable OWF Poly(N ) Stand-alone plain model
S10 [27,48] Quantum discrete variable QNS O(N ) Indistinguishability
FGSPSW18 [29] Quantum continuous variable QNS O(N ) Indistinguishability
MR19 [30] Classical DDH – Stand-alone ROM
BFGMMS21 [33] Classical RLWE – UC ROM
P16 [57]a Quantum and relativistic discrete variable SLS O(N ) Other

relatively large values of N0 needed to achieve adequate
security, which was the bottleneck in the performance of
our implementation. One way to reduce the number of sig-
nals needed per OT is to modify the protocol to perform
many concurrent ROTs in a single run. This would mean
performing one single estimation, albeit of a larger sam-
ple, that would work for many OTs in such a way that the
required number of signals per ROT is decreased. On the
topic of increasing security two main directions come to
mind. First, we can consider the constructions of collaps-
ing hash functions proposed in Refs. [58,59] to implement
statistically hiding, computationally collapse binding com-
mitments, which in turn allow for OT protocols that feature
forward security (the OT remains secure even if the under-
lying hash function can be attacked after the commit and
open phase of the protocol). The second direction would
be a deeper exploration of the composable security of
the protocol in the ROM. This can come from generaliz-
ing Theorem 2 for any weakly interactive commitments
(currently the proof applies only to the LRV25 construc-
tion), or applying the techniques developed in Ref. [60] to
prove UC security of commitments in the quantum ROM
to remove the adversary’s limitation of classical access to
the oracle. From the practical implementation perspective,
it seems natural to integrate quantum OT into both QKD
setups for a unified physical layer capable of providing
secure communication and computation powered by OT
extension and MPC algorithms, bringing the benefits of
quantum OT closer to real world usage.
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APPENDIX A: PRELIMINARIES

1. Quantum computational efficiency and
distinguishability

We model the quantum capabilities of parties through
programs running on quantum computers, for which we
adopt a model based on deterministic-control quantum
Turing machines [61]. For the purposes of the follow-
ing definitions, a quantum computer is a device that has
a classical interface and a quantum part, which contains
the quantum memory registers available to the party. The
classical interface has the capabilities of a classical com-
puter augmented with the ability to perform a predefined
universal set of quantum operators on the quantum mem-
ory registers and perform measurements in the canonical
(computational) basis. Given a specified type of quantum
computer, a quantum program is a classical description of
a set of instructions to be run by the computer, including
the quantum operations and measurements to be executed
in the quantum part, as well as any classical computation.
Quantum programs can be compared with probabilistic
classical programs as they both have natural numbers as
inputs and outputs. When a quantum computer runs the
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program T with input x ∈ N, we assume that the quan-
tum part of the computer starts with some predefined
initial state, performs a sequence of operations on its quan-
tum registers, and upon halting, it outputs T(x) ∈ N on
its classical interface by reading the appropriate registers
associated with the program’s output. Each execution of a
quantum program is then associated to a quantum opera-
tion, which is the result of all the operations performed on
the quantum part during the execution of the program.

Definition A1 (Computational efficiency). Let T be a
quantum program. We say that T is computationally effi-
cient (or polynomial time) if there exists a polynomial P
such that the running time of T(x) is O(P(x)).

Definition A2 (Distinguishing advantage). Let X1, X2 be
two random variables with values in N. For any quantum
program T, the distinguishing advantage of X1, X2 using T
is defined as

AdvT(X1, X2) = |Pr[T(X1) = 1] − Pr[T(X2) = 1]| . (A1)

Analogously, let ρ1, ρ2 ∈ D(H). For any quantum pro-
gram T, the distinguishing advantage of ρ1, ρ2 using T is
defined as

AdvT(ρ1, ρ2) = ∣∣Pr[T(ρ1) = 1] − Pr[T(ρ2) = 1]
∣∣ , (A2)

where T(ρ) denotes the classical output of the program
starting with the quantum state ρ and zero classical input.

Definition A3 (Indistinguishability-finite). Let ρ1, ρ2 ∈
D(H) and ε ≥ 0. We say that ρ1 and ρ2 are ε-
indistinguishable, denoted by ρ1 ≈ε ρ2, whenever

AdvT (ρ1, ρ2) ≤ ε, for all quantum programs T. (A3)

ε-indistinguishability for random variables is defined anal-
ogously.

As the following proposition states, to show that two
states are ε-indistinguishable, it is enough to upper bound
their trace distance D. (For more detail on the relationship
of these quantities, see Refs. [62,63].)

Proposition A1. For any pair of quantum states ρ1, ρ2 ∈
D(H) it holds that

ρ1 ≈D(ρ1,ρ2) ρ2. (A4)

Definition A4 (Indistinguishability-asymptotical). Let
{ρ(k)1 ∈ D(Hk)} and {ρ(k)2 ∈ D(Hk)} be two families of
density operators. We say that the two families are statisti-
cally indistinguishable if there exists a negligible function
ε(k) ≥ 0 such that

ρ
(k)
1 ≈ε(k) ρ

(k)
2 for all k ∈ N. (A5)

Furthermore, we say the two families are computationally
indistinguishable if for every efficient quantum program T,

there exists a negligible function εT(k) ≥ 0 such that

AdvT

(
ρ
(k)
1 , ρ(k)2

)
≤ εT(k) for all k ∈ N. (A6)

Statistical and computational indistinguishability for ran-
dom variables is defined analogously.

Recall from Sec. II that, when the parameter k is
implicit, we may omit the explicit dependence on k and
use ≈ and ≈(c) for statistical and computational indistin-
guishability, respectively. We now turn our attention to the
properties of indistinguishable states. It is worth noting
that computational indistinguishability is only meaning-
ful in terms of information security when the adversary
is assumed to have limited computational capabilities. It
is important then to define the type of quantum operations
such an adversary can perform.

Definition A5 (Efficient quantum operation). We say
that a family {E (k)}∞k=1 of quantum operations is efficient
if there exists an efficient quantum program T such that,
for each k, E (k) is the associated operation applied to the
quantum part of the machine while running T on input k.

The following properties are straightforward to prove
from Definitions A3 and A4 and the properties of trace
distance:

Lemma A1 (Properties of indistinguishable states I).
Let ρ1, ρ2, ρ3 ∈ D(H):

(1) ρ1 ≈ε ρ2 ∧ ρ2 ≈ε′ ρ3 ⇒ ρ1 ≈ε+ε′ ρ3.
(2) ρ1 ≈ε ρ2 ∧ σ1 ≈ε′ σ2 ⇒ ρ1 ⊗ σ1 ≈ε+ε′ ρ2 ⊗ σ2.
(3) Let x ∈ X . For any probability distribution Px,

assume that (∀x ∈ X ) ρx
1 ≈εx ρx

2. Then

∑

x∈X
Pxρ

x
1 ≈εmax

∑

x∈X
Pxρ

x
2 where εmax = max

x∈X
{εx}.

(4) ρ1 ≈ε ρ2 ⇒ E(ρ1) ≈ε E(ρ2), for any completely
positive, trace non-increasing map E .

Lemma A2 (Properties of indistinguishable states II).
Let {ρ1(k)}, {ρ2(k)}, {ρ3(k)} be families of density oper-
ators parameterized by k = 1, 2, . . . The following state-
ments hold for asymptotic computational indistinguisha-
bility:

(1) ρ1 ≈(c) ρ2 ∧ ρ2 ≈(c) ρ3 ⇒ ρ1 ≈(c) ρ3.
(2) ρ1 ≈(c) ρ2 ∧ σ1 ≈(c) σ2 ⇒ ρ1 ⊗ σ1 ≈(c) ρ2 ⊗ σ2.
(3) Let x ∈ X . For any probability distribution Px,

assume that (∀x ∈ X ) ρx
1 ≈(c) ρx

2. Then

∑

x∈X
Pxρ

x
1 ≈(c)

∑

x∈X
Pxρ

x
2.
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(4) ρ1 ≈(c) ρ2 ⇒ E(ρ1) ≈(c) E(ρ2), where {E (k)} is an
efficient family of quantum operations acting on the
respective ρi(k).

2. Entropic quantities

We start off by defining a useful pair of quantities
for measuring information in quantum systems: the max-
entropy and the conditional min-entropy. The max-entropy
is a measure of the number of possible different outcomes
that can result from measuring a quantum state, whereas
the conditional min-entropy is a way of measuring the
information that a party can infer from a quantum system
given access to another correlated quantum system. This
measure will be useful to bound the distance between states
based on their internal correlations.

Definition A6 (Max-entropy). Let ρ ∈ D(H). The max-
entropy of ρ is defined as

Hmax(ρ) = log (dim(supp(ρ))) , (A7)

where supp(ρ) denotes the support subspace of ρ and dim
denotes its dimension.

Definition A7 (Min-entropy and conditional min-en-
tropy). Let ρ ∈ D(H) and λmax(ρ) denote the maximum
eigenvalue of ρ. The min-entropy of ρ is defined as

Hmin(ρ) = − log(λmax(ρ)). (A8)

Let ρAB ∈ D(HA ⊗ HB) and σB ∈ D(HB). The conditional
min-entropy of ρAB given σB is defined as

Hmin(ρAB | σB) = − log(λσB), (A9)

where λσB is the minimum real number such that λσB(�A ⊗
σB)− ρAB is non-negative. The conditional min-entropy of
ρAB given HB is defined as

Hmin(A | B)ρ = sup
σB∈D(HB)

Hmin(ρAB | σB). (A10)

Furthermore, let ε > 0. The ε-smooth conditional min-
entropy is defined as

H ε
min(A | B)ρ = sup

ρ′
AB∈Bε(ρAB)

Hmin(A | B)ρ′ , (A11)

where Bε(ρAB) = {ρ ′
AB : D(ρAB, ρ ′

AB) < ε}.

The smooth conditional min-entropy is in general hard
to compute. Because of this, it is useful to have some tools
to bound it for states that have some specific forms. In our
case we are interested in states that are partially classical.

Definition A8 (Partially classical states). A quantum
state described by the density operator ρAB ∈ D(HA ⊗
HB) is classical in HA (or classical in A) if it can be written
in the form

ρAB =
∑

x

λx|x〉〈x|A ⊗ ρx
B, (A12)

where the set {|x〉}x is an orthonormal basis for HA. A mul-
tipartite state is said to be classical if it is classical in all its
parts.

When dealing with partially classical states as shown in
Eq. (A12), we will refer to the operators ρx

B as the state of
the system B conditioned to x.

Lemma A3 (Properties of min- and max-entropy). Let
ε, ε′ ≥ 0:

(1) Hmin(ρA ⊗ ρB|ρB) = − log(λmax(ρA)).
(2) H ε+ε′

min (AA′ | BB′)ρ⊗ρ′ ≥ H ε
min(A | B)ρ + H ε′

min(A
′ |

B′)ρ′ .
(3) H ε

min(A | BC)ρ ≤ H ε
min(A | B)ρ .

(4) H ε
min(AB | C)ρ ≤ H ε

min(A | BC)ρ + Hmax(ρB).
(5) H ε

min(A | B)ρ ≥ infx{H ε
min(ρ

x
A)}, whenever the state

ρAB is classical on B.

We use universal hashing to implement randomness
extraction in the final steps of the protocol. The proof both
Lemmas A3 and A4 can be found in Ref. [64].

Definition A9 (Universal hashing). A set of functions
F = {fi : {0, 1}m → {0, 1}n} is a universal hash family if,
for all x, y ∈ {0, 1}m, such that x �= y, and i chosen uni-
formly at random, we have

Pr[fi(x) = fi(y)] ≤ 1
2n . (A13)

Lemma A4 (Quantum leftover hash). Let F = {fi :
{0, 1}n → {0, 1}�} be a universal hash family, let HA,HB,
HF ,HE be Hilbert spaces such that {|x〉}x∈{0,1}n , {|fi〉}fi∈F,
and {|e〉}e∈{0,1}� are orthonormal bases for HA,HF , and HE
respectively. Then for any ε ≥ 0 and any state of the form

ρABFE = 1
|F|

∑

x∈{0,1}n

fi∈F

(
λ(x)|fi〉〈fi|F |fi(x)〉〈fi(x)|E

⊗|x〉〈x|Aρx
B

)
, (A14)

it holds that

ρEBF ≈ε′ UE ⊗ ρBF , (A15)

with

ε′ = ε + 1
2

· 2− 1
2 (H

ε
min(A|B)ρ−�). (A16)
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APPENDIX B: DETAILED PROOF OF THEOREM 1

1. Supporting lemmas

One of the main features to analyze for the security
against a dishonest receiver is the potential information
that he can learn about the sender’s strings given the quan-
tum state that remains with him after the commit and open
phase. In order to talk about the security of the proto-
col independently of the specific cheating strategy that
may be used by the dishonest parties (or possible effects
that the environment can have in the shared quantum
state), we want to understand the properties that a quan-
tum state that passes Alice’s test at step (7) can have. We
do this through the following lemma, a version of which
was originally proven in Ref. [40]. Here, we provide a
more self-contained statement and make explicit the trace
distance bound.

Lemma B1. Let ε > 0, I = {1, . . . , N }, and ρT,X̂ ,X ,E be
a density operator of the form

ρT,X̂ ,X ,E =
∑

I1,I2∈P(I)\{∅}

q(I1, I2)|I1, I2〉〈I1, I2|T

⊗ |x̂〉〈x̂|X̂ ⊗ |ψ〉〈ψ |X ,E

|ψ〉X ,E =
∑

x∈{0,1}N

βx|x〉X |φx〉E ,

(B1)

where dim(HX̂ ) = dim(HX ) = 2N and P(I) denotes the
set of all subsets of I . For each I1, I2 define the set

BI1,I2 = {x ∈ {0, 1}N : |rH (xI1 ⊕ x̂I1)− rH (xI2 ⊕ x̂I2)|<ε}.
(B2)

Additionally, let Q(N , ε) be a function such that, whenever
the subsets I1, I2 are sampled according to q, it holds that

Pr[|rH (xI1 ⊕ x̂I1)− rH ((xI2 ⊕ x̂I2)| > ε] ≤ Q(N , ε) (B3)

independently of x. There exists a state ρ̃T,X̂ ,X ,E of the form

ρ̃T,X̂ ,X ,E =
∑

I1,I2∈P(I)\{∅}

q(I1, I2)|I1, I2〉〈I1, I2|T

⊗ |x̂〉〈x̂|X̂ ⊗ |ψI1,I2〉〈ψI1,I2 |X ,E

|ψI1,I2〉 =
∑

x∈BI1,I2

β̃x
I1,I2

|x〉X |φx
I1,I2

〉
E

,

(B4)

such that

D(ρT,X̂ ,X ,E , ρ̃T,X̂ ,X ,E) ≤ Q(N , ε)
1
2 . (B5)

Proof. First, we choose an adequate definition for the
β̃x

I1,I2
and then show that, under that choice, the bound in

Eq. (B5) holds. Note that we can write the state

|ψ〉X ,E =
∑

x∈{0,1}N

βx|x〉X |φx〉E

=
⎛

⎝
∑

x∈BI1,I2

|βx|2
⎞

⎠

1
2

︸ ︷︷ ︸
λI1,I2

∑
x∈BI1,I2

βx|x〉X |φx〉E

(∑
x∈BI1,I2

|βx|2
) 1

2

︸ ︷︷ ︸
|ψI1,I2 〉X ,E

+
⎛

⎝
∑

x/∈BI1,I2

|βx|2
⎞

⎠

1
2

︸ ︷︷ ︸
λ⊥

I1,I2

∑
x/∈BI1,I2

βx|x〉X |φx〉E

(∑
x/∈BI1,I2

|βx|2
) 1

2

︸ ︷︷ ︸
|ψ⊥

I1,I2
〉
X ,E

. (B6)

The trace distance between the pure states |ψ〉 and |ψI1,I2〉 is given by
√

1 − |〈ψ |ψI1,I2〉|2 = λ⊥
I1,I2

, hence the trace distance
between the complete joint states is given by

D(ρT,X̂ ,X ,E , ρ̃T,X̂ ,X ,E)
2 ≤

⎛

⎝
∑

I1,I2∈T (N ,α)

qD(|ψ〉〈ψ |X ,E , |ψI1,I2〉〈ψI1,I2 |X ,E)

⎞

⎠
2

=
⎛

⎝
∑

I1,I2∈T (N ,α)

qλ⊥
I1,I2

⎞

⎠
2

≤
∑

I1,I2∈T (N ,α)

qλ⊥
I1,I2

2
, (B7)
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where Jensen’s inequality was used in the last step. We
proceed now to bound the right side of Eq. (B7). For that
purpose consider the function

ξ(I1, I2, x) =
{

0, if x ∈ BI1,I2

1, otherwise
, (B8)

so that
∑

I1,I2

q(I1, I2)ξ(I1, I2, x)

= Pr[|rH (x̂ ⊕ x|I1)− rH (x̂ ⊕ x|I2)| > ε]

= Q(N , ε). (B9)

Hence,

‖ρT,X̂ ,X ,E − ρ̃T,X̂ ,X ,E‖2

≤
∑

I1,I2

q(I1, I2)λ
⊥
I1,I2

2

=
∑

I1,I2

q(I1, I2)
∑

x/∈BI1,I2

|βx|2

=
∑

I1,I2

q(I1, I2)
∑

x∈{0,1}N

ξ(I1, I2, x)|βx|2

=
∑

x∈{0,1}N

|βx|2
∑

I1,I2

q(I1, I2)ξ(I , x)

≤
∑

x∈{0,1}N

|βx|2Q(N , ε) = Q(N , ε), (B10)

as required. �

In order to use the above result in the context of the
πQROT protocol, we need to find an appropriate function
Q(N , ε) that satisfies Eq. (B3) for the case when the x̂, x
are the respective measurement outcomes of Alice and Bob
when measuring in the same basis. We do this through
the following lemma based on the Hoeffding inequality for
sampling without replacement.

Definition B1. Given a set I and an integer n ≤ |I |,
define the set T (n, I) as the set of all subsets of I with
size n.

Lemma B2 (Hoeffding’s inequalities). Let x ∈ {0, 1}N ,
δ > 0, I = {1, . . . , N } and 0 < α < 1

2 such that αN ∈ N.

(a) (Inequality for sampling without replacement com-
paring the sampled subset with the whole set) For
It ∈ T (αN , I) sampled uniformly, it holds that

Pr[|rH (x|It)− rH (x)| > δ] ≤ 2e−2αNδ2
. (B11)

(b) (Inequality for sampling without replacement com-
paring the sampled subset with its complement)

Pr[|rH (x|It)− rH (x|Īt)| > δ] ≤ 2e−2α(1−α)2Nδ2
.

(B12)

(c) (Inequality for sampling without replacement com-
paring the sampled subset with its complement and
ignoring part of the sample) Let n ∈ {n0, . . . ,αN }
be sampled according to some distribution P(n). For
Is ∈ T (n, It) sampled uniformly, it holds that

Pr[|rH (x|Is)− rH (x|Īt)| > δ]

≤ 2
(

e− 1
2α(1−α)2Nδ2 + e− 1

2 n0δ
2
)

. (B13)

Proof.

(a) This is the original Hoeffding inequality for sam-
pling without replacement, the proof of which can
be found in Ref. [65].

(b) Note that we can write rH (x) = αrH (x|It)+ (1 −
α)rH (x|Īt). Substituting rH (x) in Eq. (B11) we get

Pr[|rH (x|It)− αrH (x|It)+ (1 − α)rH (x|Īt)| > δ′]

= Pr[|rH (x|It)− rH (x|Īt)| > δ′/(1 − α)] (B14)

≤ 2e−2αNδ′2 . (B15)

The result is obtained by taking δ′ = (1 − α)δ

(c) Let us consider first the case where n is fixed. From
the triangle inequality we know that

|rH (x|Is(n) )− rH (x|Īt)| > δ ⇒ |rH (x|Is(n) )− rH (x|It)| + |rH (x|It)− rH (x|Īt)| > δ (B16)

⇒ |rH (x|Is(n) )− rH (x|It)| > δ/2 ∨ |rH (x|It)− rH (x|Īt)| > δ/2, (B17)

and hence, by the union bound

Pr[|rH (x|Is(n) )− rH (x|Īt)| > δ] ≤ Pr[|rH (x|Is(n) )− rH (x|It)| + |rH (x|It)− rH (x|Īt)| > δ] (B18)

≤ Pr[|rH (x|Is(n) )− rH (x|It)| > δ/2] + Pr[|rH (x|It)− rH (x|Īt)| > δ/2] (B19)

≤ 2e− 1
2 nδ2 + 2e− 1

2α(1−α)2Nδ2
, (B20)
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where the last expression comes from applying the
(b) and (a) inequalities to the first and second terms
of Eq. (B19) respectively. Using this, we can con-
sider the case in which n is not fixed, but instead
follows a probability distribution P(n) such that
P(n) = 0 for n < n0. For this case

Pr[|rH (x|Is)− rH (x|Īt)| > δ]

=
∑

n

P(n)Pr[|rH (x|Is(n) )− rH (x|Īt)| > δ]

(B21)

≤
∑

n

P(n)2
(

e− 1
2α(1−α)2Nδ2 + e− 1

2 nδ2
)

(B22)

≤ 2
∑

n

P(n)
(

e− 1
2α(1−α)2Nδ2 + e− 1

2 n0δ
2
)

(B23)

= 2
(

e− 1
2α(1−α)2Nδ2 + e− 1

2 n0δ
2
)

. (B24)

�

The following lemma helps us bound the conditional
min-entropy of a partially measured pure state by compar-
ing it with the one of an appropriately chosen, partially
measured mixed state. A proof of this result can be found
in Ref. [66].

Lemma B3 (Entropy bound for post-measurement
states). Let HA and HE be Hilbert spaces and {|x〉}x∈X ,
{|y〉}y∈Y be orthonormal bases for HA. Let J ⊆ X , define
the states

ρAE = |φ〉〈φ|AE with |φ〉AE =
∑

x∈J

βx|x〉A|φx〉E , (B25)

ρmix
AE =

∑

x∈J

|βx|2|x〉〈x|A ⊗ |φx〉〈φx|E . (B26)

Denote by σYE and σmix
YE the states resulting from measuring

the subsystem A of ρAE and ρmix
AE respectively in the basis

{|y〉}y∈Y , storing the result in the system Y, and then tracing
out the A subsystem; then it holds that

Hmin(Y | E)σ ≥ Hmin(Y | E)σmix − log |J |. (B27)

2. Proof of Lemma 3

Here we present a proof of Lemma 3 used in the
protocol’s correctness analysis in Sec. IV.

Lemma B4. Let X A
I0

, X A
I1

, C, YB denote the systems hold-
ing the information of the respective values xA

I0
, xA

I1
, c, and

yB of πQROT. Denote by ρ� the parties’ joint state at the

end of step (11) conditioned that Bob constructed the sets
(I0, I1) during step (9) and the protocol has not aborted.
Assume both parties follow the steps of the protocol, then

ρ�
X A

I0
,X A

I1
,C,YB ≈εIR(k′) ρ̃

�
X A

I0
,X A

I1
,C,YB , (B28)

where εIR(k′) is a negligible function given by the security
of the underlying information reconciliation scheme, k′ its
associated security parameter, and

ρ̃�
X A

I0
,X A

I1
,C,YB

= 1
2(2Nraw+1)

∑

xI0 ,xI1c

|xI0〉〈xI0 |X A
I0
|xI1〉〈xI1 |X A

I1
|xI0〉〈xI0 |YB |c〉〈c|C.

(B29)

Proof. Note that, because the state shared by Alice at
step (1) of the protocol is a tensor product of maximally
entangled states, the state of Alice’s part is a product of
maximally mixed states. This means that, regardless of
the measurement bases θA, the outcome of her measure-
ments xA is always uniform in {0, 1}N0 . Let ρ(2)


A,
B,X A,X B

be the state of the parties’ respective measurement bases
and outcomes at the end of step (2) of the protocol, we can
write

ρ
(2)

A,
B,X A,X B

= 1
22N0

∑

θA,θB

|θA, θB〉〈θA, θB|
A
B
1

2N0

∑

xA

|xA〉〈xA|X A

⊗
∑

xB

P(xB | xA, θA, θB)|xB〉〈xB|X B , (B30)

where P(xB | xA, θA, θB) denotes the probabilities of Bob’s
outcomes given each parties measurement bases and
Alice’s measurement outcomes, which in turn depends on
the effect of the transmission channel when the state was
shared from Alice’s laboratory. All operations will be clas-
sical from this point onwards. To arrive to Eq. (B29), we
first need to show that the abort operations within the pro-
tocol do not bias the distribution of possible values of xI0
and xI1 , and then use the verifiability property of the IR
scheme to ensure that yB = xI0 with high probability.

We will consider now the two abort instructions at steps
(7) and (9) as a single quantum operation E that maps the
state to the zero operator if any of the two abort conditions
is satisfied and applies the identity map otherwise. Let us
first separate the values of θA/B and xB that “survive” the
abort operation. For any given values of xA and It, define
the sets
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J (1)
It,xA = {(θA, θB) : wH

(
θA

It
⊕ θB

It

)
≥ Ncheck ∧ Nraw ≤ wH (θ

A
Īt

⊕ θB
Īt
) ≤ (1 − α)N0 − Nraw} (B31)

J (2)
It,xA,θA,θB = {xB : rH (xA

Is
⊕ xB

Is
) ≤ pmax}, (B32)

where wH (·) denotes the Hamming weight function. Let T = T (αN0, I) be the set of all subsets of I = {1, . . . , N0} of
size αN0, and denote by S the system where Bob holds the information of the sets I0 and I1. The joint state of the systems
C, X A/B,
A/B, S at the end of step (10) of the protocol is

ρ
(10)
C,X A,X B,
A,
B,S

= 1
2

∑

c

|c〉〈c|C
1

2N0

∑

xA

|xA〉〈xA|X A
1

|T | · 22N0

∑

It

∑

(θA,θB)
∈J (1)

|θA, θB〉〈θA, θB|θA,θB

⊗
∑

xB∈J (2)

P(xB | xA, θA, θB)|xB〉〈xB|X B

∑

I0,I1

P(I0, I1 | It, θA, θB)|I0, I1〉〈I0, I1|S, (B33)

where the conditional distribution P(I0, I1 | It, θA, θB) notably does not depend on xA or c. Tracing out the 
A/B systems
and rearranging terms we get

ρ
(10)
S,C,X A,X B =

∑

I0,I1

P(I0, I1)|I0, I1〉〈I0, I1|S

⊗ 1
2N0+1

∑

xA,c

|xA, c〉〈xA, c|X A,C

∑

xB

P(xB | I0, I1, xA)|xB〉〈xB|X B

︸ ︷︷ ︸
conditioned state ρ

(10)
C,X A ,X B (I0,I1)

, (B34)

where

P(I0, I1) = 1
|T | · 22N0

∑

It

∑

(θA,θB)
∈J (1)

P(I0, I1 | It, θA, θB), (B35)

and

P(xB | I0, I1, xA) =

∑
It

∑
(θA,θB)
∈J (1)

P(xB | xA, θA, θB)P(I0, I1 | It, θA, θB)

∑
It

∑
(θA,θB)
∈J (1)

P(I0, I1 | It, θA, θB)
. (B36)

Now that we have a form for the conditioned state as pointed out in Eq. (B34), we can move to the action of step (11),
where Bob computes yB = dec(syn(xA

I0
, xB

I0
)). The resulting state of the systems C, X A

I0
, X A

I1
, YB is then given by

ρ
(11)
C,X A

I0
,X A

I1
,YB(I0, I1) = 1

22Nraw+1

∑

xA
I0

,xA
I1c

|xA
I0

, xA
I1
〉〈xA

I0
, xA

I1
|
X A

I0
,X A

I1

|c〉〈c|C ⊗
(

Pcorrect|xA
I0
〉〈xA

I0
|
YB + P⊥|⊥〉〈⊥|YB + PerrorσYB

)
,

(B37)

for some coefficients Pcorrect, P⊥, Perror, and state σ orthogonal to both |xA
I0
〉〈xA

I0
| and |⊥〉〈⊥|. By applying the verifiability

property of the IR scheme with security parameter k′ (where Perror = εIR(k′)), and conditioning the resulting state to not
having aborted, we get the desired result

ρ
(11),�
X A

I0
,X A

I1
,YB,C

(I0, I1) ≈εIR(k′)
1

22Nraw+1

∑

xA
I0

,xA
I1c

|xA
I0

, xA
I1
〉〈xA

I0
, xA

I1
|
X A

I0
,X A

I1

|xA
I0
〉〈xA

I0
|
YB |c〉〈c|C. (B38)

�

040308-22



PERFORMANCE OF PRACTICAL QUANTUM OBLIVIOUS... PRX QUANTUM 6, 040308 (2025)

3. Proof of Lemma 4

Here we present a proof of Lemma 4 introduced in
Sec. IV B regarding the hiding property of the commitment
in the context of πQROT.

Lemma B5. Assuming Bob follows the protocol, for any
J ⊆ I , the state of the system A, COM, OPENJ ,
B

J̄ after
step (4) satisfies

ρA,COM,OPENJ ,
B
J̄

≈(c) ρA,COM,OPENJ ⊗ U
B
J̄
, (B39)

where

U
B
J̄

= 1
2N0−|J |

∑

θB
J̄

|θB
J̄ 〉〈θB

J̄ |

B

J̄
, (B40)

denotes the uniform distribution over all possible values
of θB

J̄ .

Proof. We start by describing the general form of the
state prepared by Alice at the beginning of the protocol,
which is sent to Bob. Because the value of r ∈ {0, 1}nr sent
by Alice in step (3) as part of the commitment scheme is
independent of any of Bob’s actions, we can consider with-
out loss of generality that it is prepared at the start of the
protocol. The state shared at the beginning of the proto-
col (after Bob receives his qubit shares) has a general form
given by

ρ
(0)
�B,R,A = |ψ(0)〉〈ψ(0)|�B,R,A |ψ(0)〉�B,R,A

=
∑

x,r

αx,r|x〉�B |r〉R|φx,r〉A, (B41)

where the |φx,r〉 are not necessarily orthogonal. Using the
Hadamard operator H , we can define the states

|x, θ〉 = H θ |x〉 = H⊗θ1 ⊗ . . .⊗ H θN0 |x〉, (B42)

and write, for any string of basis choices θ ∈ {0, 1}N0 , the
state |ψ(0)〉�B,R,A as

|ψ(0)〉�B,R,A =
∑

x′,r
αx′,r|φx′,r〉A|r〉R

∑

x

〈x|H θ |x′〉|x, θ〉�B

=
∑

x,r

βx,θ ,r|x, θ〉�B |r〉R|φx,θ ,r〉A, (B43)

with

βx,θ ,r =
(
∑

x′
|〈x|H θ |x′〉αx′,r|2

) 1
2

|φx,θ ,r〉

= (
βx,θ ,r)−1 ∑

x′
〈x|H θ |x′〉αx′,r|φx′,r〉. (B44)

After uniformly sampling the values of θB, Bob pro-
ceeds to perform his measurement on his qubit shares. Let
HX B denote the system where Bob records the outcome
string xB. Additionally, at step (3) Bob receives the value
of r, this is a classical message, which we model as Bob
receiving the HR system and measuring it in the computa-
tional basis upon arrival. We can now easily use Eq. (B43)
to get the post-measurement state at the end of step (3) after
tracing out H�B , which is given by

ρ
(1)
X B,
B,R,A = 1

2N0

∑

xB,θB,r

|βxB,θB,r|2|θB〉〈θB|
B |xB〉〈xB|X B |r〉〈r|R|φxB,θB,r〉〈φxB,θB,r|A. (B45)

Before proceeding with the protocol, it will be useful to
state some basic properties of the above state. Note that
even though each of the |φxB,θB,r〉 depends on θB, the partial
trace

TrX B[ρ(1)]

= 1
2N0

∑

θB

|θB〉〈θB|
B ⊗
∑

x,r

|αx,r|2|r〉〈r|R|φx,r〉〈φx,r|A
(B46)

has a product form. Furthermore, because honest Bob mea-
sures each of his qubits independently, for any I ′ ⊆ I , the

partial trace

TrX B
I ′

[ρ(1)] = 1
2|I ′|

∑

θB
I ′

∈{0,1}|I ′|

|θB
I ′ 〉〈θB

I ′ |
B
I ′

⊗ ρ
(1)
X B

Ī ′ ,
B
Ī ′ ,R,A

(B47)

also has a product form. As Alice will be able to per-
form quantum operations on her part of the joint state, it
is important to note that the above property holds even
after the A subsystem undergoes an arbitrary CPTP trans-
formation independent of
B

I ′ and X B
I ′ . During step (4) Bob

commits his values of θB and xB, for that he samples the
values of s = (

s1, . . . , sN0

)
and computes
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com =
(
com((θB

1 , xB
1 ), s1, r), . . . ,com((θB

N0
, xB

N0
), sN0 , r)

)
,

open =
(
open((θB

1 , xB
1 ), s1), . . . ,open((θB

N0
, xB

N0
), sN0)

)
,

(B48)

leading to the state

ρ(2) = 1
2N0

∑

xB,θB,r

|βxB,θB,r|2|θB〉〈θB|
B |xB〉〈xB|X B |r〉〈r|R|φxB,θB,r〉〈φxB,θB,r|A

⊗

i∈I

(
1

2ns

∑

si

|com((θB
i , xB

i ), si, r)〉〈com((θB
i , xB

i ), si, r)|COMi
⊗ |open((θB

i , xB
i ), si)〉〈open((θB

i , xB
i ), si)|OPENi

)
.

(B49)

Let J ⊆ I , we now want to use the hiding property of the commitment scheme to approximate the state (B49) to one
where the values of com and openJ do not provide any information about θB

J̄ . First, we proceed to rewrite the expression
for the COMi and OPENi subsystems by grouping the individual values of comi

1
2ns

∑

si

|com((θB
i , xB

i ), si, r)〉〈com((θB
i , xB

i ), si, r)|COMi
|open((θB

i , xB
i ), si)〉〈open((θB

i , xB
i ), si)|OPENi

=
∑

comi
∈{0,1}nc

Pθi,xi,r
com (comi)|comi〉〈comi|COMi

∑

openi∈Cr(comi)

Pθi,xi,r
open (comi, openi)|openi〉〈openi|OPENi

= σ
θi,xi,r
COMi,OPENi

, (B50)

where Pθi,xi,r
com is the respective distribution for comi for uniformly sampled si, which depends on the commitment scheme

used, and Cr(comi) is the set of strings openi that satisfy ver(comi, openi, r) �= ⊥. Substituting Eq. (B50) into Eq. (B49)
and tracing out OPENJ̄ and R results in

ρ(2) = 1
2N0

∑

xB,θB,r

|βxB,θB,r|2|θB〉〈θB|
B |xB〉〈xB|X B |φxB,θB,r〉〈φxB,θB,r|A
⊗

i∈J

σ
θi,xi,r
COMi,OPENi

︸ ︷︷ ︸
σ
θJ ,xJ ,r
COMJ ,OPENJ

⊗

i∈J̄

σ
θi,xi,r
COMi

︸ ︷︷ ︸
σ
θJ̄ ,xJ̄ ,r
COMJ̄

. (B51)

The hiding property of the commitment scheme states that for any fixed r, the distributions Pθi,xi,r
com are computationally

indistinguishable among themselves. Let Pr
com = P0,0,r

com , then

σ
θi,xi,r
COMi

≈(c) σ̃ r
COMi

, (B52)

with

σ̃ r
COMi

=
∑

comi
∈{0,1}nc

Pr
com(comi)|comi〉〈comi|COMi . (B53)

Applying Eq. (B52) to the J̄ subset in Eq. (B51), and from Lemma A2 (2) and (3) we get that

ρ
(2)

B,X B,A,COM,OPENJ

≈(c) ρ̃
(2)

B,X B,A,COM,OPENJ

, (B54)

where

ρ̃(2) = 1
2N0

∑

xB,θB,r

|βxB,θB,r|2|θB〉〈θB|
B |xB〉〈xB|X B |φxB,θB,r〉〈φxB,θB,r|Aσ θJ ,xJ ,r
COMJ ,OPENJ

σ̃ r
COMJ̄

. (B55)

040308-24



PERFORMANCE OF PRACTICAL QUANTUM OBLIVIOUS... PRX QUANTUM 6, 040308 (2025)

Note that, since both σ θJ ,xJ
COMJ ,OPENJ

and σ̃COMJ̄
are indepen-

dent of θB
J̄ , xB

J̄ , we can use Eq. (B47) with I ′ = J̄ such that,
after tracing the 
B

J , X B subsystem, we obtain the state

ρ̃
(2)

B

J̄
,A,COM,OPENJ

= U
B
J̄

⊗ ρ̃
(2)
A,COM,OPENJ

. (B56)

Finally, using Lemma A2 (1) and (2) we obtain the
required result

ρ
(2)

B

J̄
,A,COM,OPENJ

≈(c) U
B
J̄

⊗ ρ
(2)
A,COM,OPENJ

. (B57)

�

4. Proof of Lemma 5

In this section we present a proof of Lemma 5, which
states that the string separation step of πQROT does not leak
any information about the random bit c to the receiver.

Lemma B6. Let E (It) : HA,
A
Īt

,
B
Īt

,C → HA,
A
Īt

,
B
Īt

,C,SEP be

the quantum operation used by Bob to compute the string
separation information (J0, J1) during step (9) of the pro-
tocol. The resulting state after applying E (It) to a product
state of the form

E (It)(ρA,
A
Īt

⊗ U
B
Īt

⊗ UC) = σA,
A
Īt

,
B
Īt

,C,SEP (B58)

satisfies

Tr
A
Īt

,
B
Īt

[
σA,
A

Īt
,
B

Īt
,C,SEP

]
= σA ⊗ σSEP ⊗ UC. (B59)

Proof. Let θ ch = θA ⊕ θB and, for b ∈ {0, 1}, define the
sets Sb = {i ∈ Īt|θ ch

i = b}. Bob’s operation consists on ran-
domly choosing subsets I0, I1 of size Nraw, from S0 and S1,
respectively, and then computing J0 = Ic, J1 = Ic̄. Denote
by N1 = (1 − α)N0 the size of the working set Īt, so that
Nraw = ( 1

2 − δ2)N1. If the number of matching bases in Īt,
given by the Hamming weight wH (θ

ch
Īt
), is either smaller

than Nraw or greater than N1 − Nraw, Bob will not be able
to construct either I0 or I1, in which case he sends an
abort message to Alice independently of the value of c and
Eq. (B59) is satisfied. On the other hand, we will show that
whenever Nraw ≤ wH (θ

ch
Īt
) ≤ N1 − Nraw, the probability of

choosing I0, I1 is the same for every I0, I1. Define

C(I0, I1) = {θ ch : ∀i ∈ I0∀j ∈ I1(θ
ch
i = 0 & θ ch

j = 1)}.
(B60)

Note that, because for any two pairs (I 1
0 , I 1

1 ), (I
2
0 , I 2

1 ) the
elements of C(I 1

0 , I 1
1 ) and C(I 2

0 , I 2
1 ) are related to each other

through a permutation of indices, the size of the C(I0, I1)

is independent of I0, I1. The probability of Bob choosing
I0, I1 is then given by

P(I0, I1) =
∑

θB
Īt

∈C(I0,I1)

P(I0, I1|θB
Īt
)P(θB

Īt
)

=
N0−Nraw∑

n=Nraw

∑

wH (θ
ch
Īt
)=n

θch∈C(I0,I1)

(
n

Nraw

)−1(N1 − n
Nraw

)−1

P(θ ch)

=
N0−Nraw∑

n=Nraw

∑

wH (θ
ch
Īt
)=n

θch∈C(I0,I1)

(
n

Nraw

)−1(N1 − n
Nraw

)−1

2−N1

= PSEP, (B61)

where the combinatorial factors come from the fact that,
for each θ ch, the I0, I1 are chosen uniformly among all
available compatible combinations, and the 2−N1 factor
comes from the fact that both θA and θB are sampled inde-
pendently and θB is sampled uniformly [as guaranteed by
the product form Eq. (B58)], and the last equality comes
from the fact that the number of elements in C(I0, I1) is
constant, and hence the number of terms in the summation
is the same for every (I0, I1). Importantly, note that PSEP

is independent of (I0, I1). To obtain Eq. (B59) we start by
computing

σSEP,
B
Īt

,C = E (It,
A
Īt
)
(U
B

Īt
⊗ UC)

= 1
2N1

∑

θB
Īt

|θB
Īt
〉〈θB

Īt
|

B

Īt

⊗ 1
2

∑

c

|c〉〈c|C

⊗
∑

I0,I1

P(I0, I1|θB
Īt
)|Ic, Ic̄〉〈Ic, Ic̄|SEP

= 1
2

∑

c

|c〉〈c|C ⊗
∑

I0,I1

P(I0, I1)|Ic, Ic̄〉〈Ic, Ic̄|SEP

⊗
∑

θB
Īt

∈C(I0,I1)

P(θB
Īt
|I0, I1)|θB

Īt
〉〈θB

Īt
|

B

Īt

, (B62)

where the sum in SEP goes over all possible I0, I1 given It.
Tracing out 
B

Īt
and using Eq. (B61) we obtain

Tr
B
Īt

[
σSEP,
B

Īt
,C

]

= 1
2

∑

c

|c〉〈c|C ⊗
∑

I0,I1

PSEP|Ic, Ic̄〉〈Ic, Ic̄|SEP

= 1
2

∑

c

|c〉〈c|C ⊗
∑

I0,I1

PSEP|I0, I1〉〈I0, I1|SEP

= UIt
SEP ⊗ UC. (B63)

�
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5. Proof of Lemma 6

In this section we present a proof of Lemma 6, intro-
duced in Sec. IV as part of the security analysis against a
dishonest receiver. Recall that the transcript of the proto-
col �τ = (xA

It
, θA, r, com, It, Is, openIt , r) is defined to consist

of all classical information (with the exception of her mea-
surement outcomes) that Alice has access up to step (8) of
the protocol.

Lemma B7. Assuming Alice follows the protocol, let
X A, B denote the systems of Alice measurement outcomes
and Bob’s laboratory at the end of step (9) of the protocol,
and let ρX A,B be the state of the joint system at that point.
There exists a state ρ̃X A,B, such as

(1) The conditioned states ρ̃X A,B(�τ , J0, J1) satisfy

Hmin(X A
J0

|X A
J1

B)ρ̃(�τ ,J0,J1) + Hmin(X A
J1

|X A
J0

B)ρ̃(�τ ,J0,J1)

≥ 2Nraw

(
1
2

− 2δ2

1 − 2δ2
− h

(
pmax + δ1

1
2 − δ2

))
;

(B64)

(2) ρX A,B ≈ε ρ̃X A,B, with

ε =
(

2

(
e− 1

2α(1−α)2N0δ
2
1 + e

− 1
2

(
1
2 −δ2

)
αN0δ

2
1

)) 1
2

+ e
−DKL

(
1
2 −δ2| 1

2

)
(1−α)N0 + εbind(k), (B65)

where h(·) and DKL(· | ·) denote the binary entropy
and the binary relative entropy functions, respec-
tively, and εbind(k) is a negligible function given by
the binding property of the commitment scheme.

Proof. We proceed by tracking the properties of Alice’s
and Bob’s shared state as the protocol develops in order
to bound the conditional min-entropy of Alice’s measure-
ment outcomes given the information the Bob gains during
the protocol, then we use Lemma A4 to obtain the desired
result. Let ρrand


A,T,R
denote the quantum state associated to

the systems holding Alice’s basis choice θA, test subset
It, and the value of r used in the commit and open phase,
which we can treat as if they are sampled at the begin-
ning of the protocol since their distribution is fixed, and is
given by

ρrand

A,T,R = 1

2N0

∑

θA

|θA〉〈θA|
A ⊗ 1
|T (αN0, I)|

∑

It

|It〉〈It|T

⊗ 1
2nr

∑

r

|r〉〈r|R, (B66)

where T (αN0, I) denotes the set of subsets of I =
{1, 2, . . . , N0} with αN0 elements. Let Sbind(k) be the

set of all r ∈ {0, 1}nr(k) for which there exists a tuple
(com, open1, open2) such that

⊥ �= ver(com, open1, r) �= ver(com, open2, r) �= ⊥.
(B67)

From the binding property of the commitment scheme we
know that there exists a negligible function εbind(k) such
that, for a commitment security parameter k it holds that

Sbind(k)
2nr(k)

= εbind(k), (B68)

and hence the state

ρ̃rand

A,T,R = 1

2N0

∑

θA

|θA〉〈θA|
A ⊗ 1
|T (αN0, I)|

∑

It

|It〉〈It|T

⊗ PR

∑

r∈S̄bind

|r〉〈r|R, (B69)

where PR = 1
2nr−|Sbind| , satisfies

ρrand

A,T,R ≈εbind(k) ρ̃

rand

A,T,R. (B70)

In other words, the state of the system holding the value of
the variable r is indistinguishable to one where the com-
mitment scheme is perfectly binding (for all com strings,
there is at most one open string that passes verification).

Additionally, the state of the shared resource system
as after Bob receives his shares at the beginning of the
protocol is given by

ρ(0) = ρ̃rand

A,T,R ⊗ |ψ(0)〉〈ψ(0)||ψ(0)〉

= 1√
2N0

∑

x

|x〉�A |x〉�B . (B71)

Since the measurement on Alice subsystem is performed
independently from Bob’s actions, we can equivalently
consider a version of the protocol in which Alice does
not measure her side of the shared resource state until it
is needed to perform the check at step (7) (for the indices
in It) and the computation of the syndromes at step (10)
(for the remaining indices).

We now turn our attention to step (4), when Bob com-
putes and sends his commitment strings after receiving
the value of r. Denote by B0 the system containing all of
Bob’s laboratory at the beginning of the protocol, and let
U1 be the transformation that Bob performs on his system
to produce the commitments, which has the general form

U1|r〉R|x〉�B |0〉B0
=
∑

com

αr,x,com|com〉COM|φr,x,com〉B1
,

(B72)
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where HR ⊗ H�B ⊗ HB0 = HCOM ⊗ HB1 , and com = (com1, com2, . . . , comN0) with comi ∈ {0, 1}nc(k). Bob then pro-
ceeds to send the COM system to Alice, who measures it in the computational basis. The joint shared state as Bob sends
the commitment information is

ρ(1) = 1
2N0 |T (αN0, I)|

∑

θA

|θA〉〈θA|
A

∑

It

|It〉〈It|T
∑

r∈S̄bindcom

Pr
com|com〉〈com|COM|ηr,com〉〈ηr,com|�AB1

, (B73)

where

Pr
com = PR

2N0

∑

x

|αr,x,com|2

|ηr,com〉�AB1
=
∑

x

√
PR

2N0
(Pr

com)
− 1

2αr,x,com

︸ ︷︷ ︸
βr,x,com

|x〉�A |φr,x,com〉B1
.

(B74)

We intend to use Lemma B1 to bound the form of the shared state after the parameter estimation step, and then Lemma
B3 to bound the amount of correlation between Alice’s measurement outcomes on the system �A and Bob’s system. For
that, we first need to associate Bob’s commitments with their corresponding committed strings xB and θB. For an arbitrary
dishonest Bob the strings that Alice received are not guaranteed to be outcomes of the com function and may not have an
associated preimage. Consider now the functions xB

i (r, com), θB
i (r, com) : {0, 1}nr × {0, 1}nc → {0, 1} defined as follows:

xB
i (r, com) =

{
x, if comi = com((θ , x), s, r) for some θ ∈ {0, 1}, s ∈ {0, 1}ns ,
0, otherwise,

(B75)

θB
i (r, com) =

{
θ , if comi = com((θ , x), s, r) for some x ∈ {0, 1}, s ∈ {0, 1}ns ,
0, otherwise,

(B76)

and denote

xB(r, com) = (xB
i (r, com))i, θB(r, com) = (θB

i (r, com))i. (B77)

We know the above functions are well defined for all r ∈ S̄bind because, by definition of Sbind, for each possible value of
comi, there is at most a single opening that passes verification. For any θB ∈ {0, 1}N0 we can write the state |ηr,com〉�AB1

in
the θB basis of �A as

|ηr,com〉�AB1
=
∑

x

∑

x′
βr,x,com〈x, θB|x′〉|φr,x′,com〉B1

︸ ︷︷ ︸
βr,x,θB ,com|φr,x,θB ,com〉

|x, θB〉�A . (B78)

Recall that Is(θ
A, θB, It) = {i ∈ It : θA

i ⊕ θB
i = 0}. From Lemma B1 we know that there exists a state

ρ̃(1) = 1
2N0 |T (αN0, I)|

∑

r∈S̄bindcom

Pr
com|com〉〈com|COM

∑

θA,It

|θA〉〈θA|
A |It〉〈It|T|ηr,com,Is,Īt〉〈ηr,com,Is,Īt |�AB1
, (B79)

where the |ηr,com,Is,Īt〉 have the form

|ηr,com,Is,Īt〉�AB1
=

∑

x∈
B(θB,r,com,Is,It)

β̃x,θB,r,com,Is,It |x, θB(r, com)〉�A |φx,θB,r,com,Is,It〉B1
(B80)

B(r, com, Is, It) = {x : |rH (xIs ⊕ xB
Is
(r, com))− rH (xĪt ⊕ xB

Īt
(r, com))| ≤ δ1}, (B81)
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such that

D(ρ(1), ρ̃(1)) ≤
√

2
(

e− 1
2α(1−α)2N0δ

2
1 + e− 1

2

(
1
2 −δ2

)
αN0δ

2
1

) 1
2

. (B82)

We are ready now proceed to step (6) of the protocol, in which Bob sends the string openIt = (openi)i∈It , which is expected
to contain the opening information for all the commitments comi, i ∈ It.

Uopen|φx,r,com,Is,It〉B1
=

∑

openIt

αx,r,com,Is,It,openIt |φx,r,com,Is,It,openIt 〉B2
|openIt〉OPENIt

, (B83)

where HB1 = HB2 ⊗ HOPENIt
. Such that

Uopen|ηr,com,Is,Īt〉�AB1
=

∑

openIt

∑

x∈B

β̃x,r,com,Is,Itαx,r,com,Is,It,openIt |x, θB(r, com)〉�A ⊗ |φx,r,com,Is,It,openIt 〉B2
|openIt〉OPENIt

. (B84)

During step (7), after receiving the opening information and measuring the OPEN system in the computational basis, she
aborts the protocol unless ver(comi, openi, r) �= ⊥ for all i ∈ It. Let H(r, It) be the set of strings com for which Alice’s
first check can be passed. From the binding property of the commitment scheme, we know that, for any r ∈ S̄bind, if
com ∈ H(r, It) there is only one open′(r, com, It) for which ver(comi, open′

i, r) �= ⊥ for all i ∈ It. Because the protocol
aborts if Alice’s test is not passed, the state of the joint system after Alice performs this check is given by (note that from
here, by removing the mixture over all opens, we are reducing the overall trace of the system). Effectively, we are keeping
only the runs of the protocol that did not abort in the commitment check part of step (7). The amount for which the trace is
reduced is given by the sum of the |αx,r,com,Is,It,openIt |2 over the values of open �= open′(com, It) or for which Is < Ncheck):

ρ̃(2) = 1
2N0 |T (αN0, I)|

∑

It,θA

|It〉〈It|T
∑

r∈S̄bind
com∈H(r,It)

Pr
comPr

open′ |com〉〈com|COM|open′〉〈open′|OPENIt

⊗ |θA〉〈θA|
A |η̃r,com,Is,Īt〉〈η̃r,com,Is,Īt |�AB2
, (B85)

with

Pr
open′ =

∑

x∈
B(r,com,Is,It)

|β̃x,r,com,Is,Itαx,r,com,Is,It,open′ |2

and

|η̃r,com,Is,Īt〉 =
∑

x∈
B(r,com,Is,It)

⎛

⎜⎜⎝(P
r
open′)−

1
2 β̃x,r,com,Is,Itαx,r,com,Is,It,open′ |φx,r,com,Is,It,open′ 〉B2︸ ︷︷ ︸

γ x,r,com,Is ,It |φ̃x,r,com,Is ,It 〉

⊗|x, θB(r, com)〉�A

⎞

⎟⎟⎠ . (B86)

Alice then proceeds to measure her part of the state. Let us divide her measurement in two parts: the measurement of the
qubits in It, and the measurement of the reminder qubits. For the first part, the action of measuring the subsystem �A

It
in a

state |η̃com,Is,Īt〉 and in the θA
It

basis is

|η̃r,com,Is,Īt〉〈η̃r,com,Is,Īt | →
∑

xA
It

|xA
It

, θA
It
〉〈xA

It
, θA

It
|
(
|η̃r,com,Is,Īt〉〈η̃r,com,Is,Īt |

)
|xA

It
, θA

It
〉〈xA

It
, θA

It
|

=
∑

xA
It

Pr
xA

It
|xA

It
, θA

It
〉〈xA

It
, θA

It
|
�A

It
|η̃r,com,Is,Īt,θA,xA

It 〉〈η̃r,com,Is,Īt,θA,xA
It |�A

Īt
B2

, (B87)
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where

Pr
xA

It
=
∑

x∈B

∣∣〈xIt , θ
B
It
(r, com)|xA

It
, θA

It
〉γ x,r,com,Is,It

∣∣2 (B88)

and

|η̃r,com,Is,Īt,xA
It

,θA〉 =
∑

x∈B

(Pr
xA

It
)−

1
2 〈xIs , θ

B
Is
|xA

Is
, θB

Is
〉

︸ ︷︷ ︸
δ(xIs ,xA

Is )

〈xIt\Is , θ
B
It\Is

|xA
It\Is

, θ̄B
It\Is

〉γ x,θB,r,com,Is,It |φ̃x,θA,r,com,It〉B2
|xĪt , θ

B
Īt
〉
�A

Īt

, (B89)

where in the last expression, and going forward, we omit the explicit dependence of both xB and θB on r, com. By defining

G(xA
Is

, r, com) = {xĪt : |rH (xA
Is

⊕ xB
Is
)− rH (xĪt ⊕ xB

Īt
)| ≤ δ1}, (B90)

we can rewrite

|η̃com,Is,Īt,xA
It

,θA〉 =
∑

xĪt
∈G

∑

xIt\Is

(Pr
xA

It
)−

1
2 〈xIt\Is , θ

B
It\Is

|xA
Is

, θB
Is
〉γ xĪt

,xA
It

,r,com,Is,It |φ̃xĪt
,xA

It
,r,com,Is,It〉B2

︸ ︷︷ ︸
γ̃

xĪt
,r,com,Is ,It |φ̃xĪt

,r,com,Is ,It ,θA
〉

⊗|xĪt , θ
B
Īt
〉
�A

Īt

. (B91)

After performing the measurement, Alice aborts the protocol whenever rH (xA
Is

⊕ xB
Is
(r, com)) > pmax. The state of the

shared system after this check is (tracing out the T, COM, OPEN subsystems)

ρ̃(3) = 1
2N0 |T (αN0, I)|

∑

It

∑

r∈S̄bind
com∈H(r,It)

Pr
comPr

open′
∑

θA

|θA〉〈θA|
A

⊗
∑

xA
It
∈

Jpmax

Pr
xA

It
|xA

It
, θA

It
〉〈xA

It
, θA

It
|
�A

It
|η̃r,com,Is,Īt,xA

It
,θA〉〈η̃r,com,Is,Īt,xA

It
,θA |�A

Īt
B2

, (B92)

where

Jpmax = {xA
It

: rH (xA
Is

⊕ xB
Is
) ≤ pmax}. (B93)

Before proceeding, it will be useful to approximate the above state to a state where the number of mismatching bases in Īt
is “high enough.” More precisely, this means approximating ρ̃(3) to a state for which the sum over θA runs explicitly over
strings θA ∈ Kcom = {θA : wH (θ

ch
Īt
) ≥ Nraw}. Let

˜̃ρ(3) = 1
2N0 |T (αN0, I)|

∑

It

∑

r∈S̄bind
com∈H(r,It)

Pr
comPr

open′a(com)
∑

θA∈Kcom

|θA〉〈θA|
A

⊗
∑

xA
It
∈

Jpmax

Pr
xA

It
|xA

It
, θA

It
〉〈xA

It
, θA

It
|
�A

It
|η̃r,com,Is,Īt,xA

It 〉〈η̃r,com,Is,Īt,xA
It |�A

Īt
B2

, (B94)

with a(com) = 2N0/|Kcom|. The distance between ρ̃(3) and ˜̃ρ(3) is bounded by the probability of a uniformly chosen θA

not being in Kcom. Using the Chernoff-Hoeffding bound we get

D(ρ̃(3), ˜̃ρ(3)) ≤ e−DKL(
1
2 −δ2| 1

2 )(1−α)N0 , (B95)

where DKL(
1
2 − δ2 | 1

2 ) represents the relative entropy between the binary distributions defined by the respective
probabilities p1 = 1

2 − δ2 and p2 = 1
2 .
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During step (8), Alice sends the 
A system to Bob, who then computes J0, J1 (in the actual protocol, Alice sends only

A

Īt
, but to simplify the expressions we can assume, without loss of generality, that she sends the whole register 
A). To

simplify the list of dependencies, denote the transcript of the protocol up until step (8) as �τ = (xA
It

, θA, r, com, It, Is, openIt).
Keep in mind that, although �τ consists of seven quantities, Is and openIt are completely defined by the other five. In the
remaining of the proof, unless noted otherwise, the sums over �τ run over the values of its variables as shown in Eq. (B94).
By defining

P�τ =
Pr

comPr
open′Pr

xA
It

a(com)

2N0 |T (αN0, I)| , (B96)

we can write

˜̃ρ(3) =
∑

�τ
P�τ |θA〉〈θA|
A |xA

It
, θA

It
〉〈xA

It
, θA

It
|
�A

It
|η̃r,com,Is,Īt,xA

It 〉〈η̃r,com,Is,Īt,xA
It |�A

Īt
B2

. (B97)

During step (9), after receiving θA, Bob sends the SEP system, containing the (classical) string separation information
J0, J1 to Alice. By following the same treatment as in steps (4) and (6), let Usep be the operation that Bob performs on the
B2 system to compute the information to be sent to Alice in the SEP system:

Usep|φ̃xĪt
,r,com,Is,It,θA〉B2

|θA〉
A =
∑

J0,J1

α
xĪt

,�τ ,J0,J1 |φxĪt
,�τ ,J0,J1〉B3

|J0, J1〉SEP, (B98)

where HB2 ⊗ H
A = HB3 ⊗ HSEP and the summation over J0, J1 goes over all possible values compatible with It. The
state after step (9) after Alice receives the SEP system and measures in the computational basis is then given by (tracing
out SEP)

ρ̃(4) =
∑

�τ
J0,J1

P�τ ,J0,J1 |xA
It

, θA
It
〉〈xA

It
, θA

It
|
�A

It
|ν �τ ,J0,J1〉〈ν �τ ,J0,J1 |�A

Īt
B3

, (B99)

where

P�τ ,J0,J1 =
∑

xĪt∈G

|γ̃ xĪt
,r,com,Is,Itα

xĪt
,�τ ,J0,J1 |2

|ν �τ ,J0,J1〉�A
Īt

B3
=

∑

xĪt∈G

(P�τ ,J0,J1)
− 1

2 γ̃
xĪt

,r,com,Is,Itα
xĪt

,�τ ,J0,J1

︸ ︷︷ ︸
β

xĪt
,�τ ,J0,J1

|xĪt , θ
B
Īt
〉
�A

Īt

|φxĪt
,�τ ,J0,J1〉B3

.
(B100)

We can now consider Alice’s measurement on the �A
Īt

system. So far we have tracked the evolution of the joint state in
order to describe the relationship between both parties’ information. To finalize the proof we only need to keep track of
the conditional min-entropy of Alice’s outcomes given Bob’s part of the joint system. Let ρX A

Īt
,B3
(�τ , J0, J1) be the resulting

(conditioned) state after measuring the system �A
Īt

in the θA
Īt

basis, recording the respective outcomes in the X A
Īt

system,
and tracing out the �A

Īt
subsystem. We can write the state of the joint system after the measurement as

ρ̃(5) =
∑

�τ
J0,J1

P�τ ,J0,J1 ρ̃X A
Īt

,B3
(�τ , J0, J1). (B101)

Additionally, for any given J0, J1, denote by Jd the complement of J0 ∪ J1 in Īt. Following Lemma A3 (3) and (5) we
know that for any b ∈ {0, 1}

H ε
min(X

A
Jb

| X A
Jb̄

B3)ρ̃(5) ≥ H ε
min(X

A
Jb

| X A
Jb̄

X A
Jd

B3)ρ̃(5) ≥ inf
�τ ,J0,J1

{
H ε

min(X
A

Jb
| X A

Jb̄
X A

Jd
B3)ρ̃(�τ ,J0,J1)

}

≥ inf
�τ ,J0,J1

{
inf
xJb̄,d

{
H ε

min(X
A

Jb
|B3)ρ̃(xJb̄,d

,�τ ,J0,J1)

}}
. (B102)
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We can invoke Lemma B3 to obtain an expression for the above quantity explicitly in terms of the protocol parameters
N0,α, δ1, and δ2. For that, we must take a small detour to define the associated mixed states ρmix

�A
Jb

B3
and compute their

respective post-measurement entropy. First, for b ∈ {0, 1}, we compute the reduced states

ρ�A
Jb

B3
(�τ , J0, J1) = Tr�A

Jb̄,d

[
|ν �τ ,J0,J1〉〈ν �τ ,J0,J1 |�A

Īt
B3

]
=
∑

xJb̄,d

P�τ ,J0,J1
xJb̄,d

|νxJb̄,d
,�τ ,J0,J1〉〈νxJb̄,d

,�τ ,J0,J1 |�A
Jb

B3
, (B103)

with

P�τ ,J0,J1
xJb̄,d

=
∑

xJb∈
Bb(xJb̄,d

)

∣∣∣βxĪt
,�τ ,J0,J1

∣∣∣
2

|νxJb̄,d
,�τ ,J0,J1〉�A

Jb
B3

=
∑

xJb∈
Bb(xJb̄,d

)

(P�τ ,J0,J1
xJb̄,d

)−
1
2β

xĪt
,�τ ,J0,J1

︸ ︷︷ ︸
λ

xĪt
,�τ ,J0,J1

|xJb , θB
Jb

〉
�A

Jb
|φxĪt

,�τ ,J0,J1〉B3
,

(B104)

and

Bb(xJb̄,d
) =

{
xJb : xJb,b̄,d

∈ G(xA
Is

, r, com)
}

=
{

xJb :
∣∣∣∣

(
1
2

− δ2

)
rH

(
xJb ⊕ xB

Jb

)
+
(

1
2

+ δ2

)
rH

(
xJb̄,d

⊕ xB
Jb̄,d

)
− rH

(
xA

Is
⊕ xB

Is

)∣∣∣∣ ≤ δ1

}
, (B105)

where the explicit dependence of Bb on xA
Is

, r, com has been omitted for compactness. Note that since rH (xA
Is

⊕ xB
Is
) ≤ pmax

the size of Bb(xJb̄,d
) is upper bounded by

|Bb(xJb̄,d
)| ≤ 2

h

(
pmax+δ1

1
2 −δ2

)
Nraw

, (B106)

where the h stands for the binary entropy function. We can now define

ρmix
�A

Jb
B3
(xJb̄,d

, �τ , J0, J1) =
∑

xJb∈
Bb(xJb̄,d

)

∣∣∣λxĪt
,�τ ,J0,J1

∣∣∣
2
|xJb , θB

Jb
〉〈xJb , θB

Jb
|
�A

Jb

⊗ |φxĪt
,�τ ,J0,J1〉〈φxĪt

,�τ ,J0,J1 |B3
. (B107)

Measuring the above state in the θA
Jb

basis, recording the results in XJb and tracing out �A
Jb

leads to

ρmix
X A

Jb
B3
(xJb̄,d

, �τ , J0, J1) =
∑

xA
Jb

∑

xJb∈
Bc(xJb̄,d

)

∣∣∣λxĪt
,�τ ,J0,J1

∣∣∣
2
|〈xA

Jb
, θA

Jb
|xJb , θB

Jb
〉|2|xA

Jb
〉〈xA

Jb
|
X A

Jb
⊗ |φxĪt

,�τ ,J0,J1〉〈φxĪt
,�τ ,J0,J1 |B3

, (B108)

defining J 0/1
b = {i ∈ Jb : θ ch

i = 0/1} we can write the factors

∣∣∣〈xA
Jb

, θA
Jb

|xJb , θB
Jb

〉
∣∣∣
2

=
∏

i∈J 0
b

∣∣〈xA
i , θA

i |xi, θB
i 〉∣∣2

︸ ︷︷ ︸
δ(xA

i ,xi)

∏

i∈J 1
b

∣∣〈xA
i , θA

i |xi, θB
i 〉∣∣2

︸ ︷︷ ︸
∣∣∣ 1√

2

∣∣∣
2

, (B109)
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substituting in Eq. (B108) we get

ρmix
X A

Jb
B3
(xJb̄,d

, �τ , J0, J1) =
(

1
2

)wH (θ
ch
Jb
)∑

xA
J 1
b

|xA
J 1

b
〉〈xA

J 1
b
|
X A

J 1
b

⊗
∑

xJb∈
Bb(xJb̄,d

)

∣∣∣λxĪt
,�τ ,J0,J1

∣∣∣
2
|xI0

b
〉〈xI0

b
|
X A

J 0
b

|φxĪt
,�τ ,J0,J1〉〈φxĪt

,�τ ,J0,J1 |B3
, (B110)

which is a product state between the systems X A
J 1

b
and X A

J 0
b
B3. From Lemma A3 (1) and (2) we know that

H ε
min(X

A
Jb

|B3)ρmix(xJb̄,d
,�τ ,J0,J1)

≥ H 0
min(X

A
Jb

|B3)ρmix(xJb̄,d
,�τ ,J0,J1)

≥ H 0
min(X

A
J 0

b
|B3)ρmix(xJb̄,d

,�τ ,J0,J1)
+ H 0

min(X
A

J 1
b
)ρmix(xJb̄,d

,�τ ,J0,J1)

≥ H 0
min(X

A
J 1

b
)ρmix(xJb̄,d

,�τ ,J0,J1)

= − log

((
1
2

)wH (θ
ch
Jb
)
)

= wH (θ
ch
Jb
). (B111)

Application of Lemma B3 together with Eqs. (B111) and (B106) leads to

H ε
min(X

A
Jb

| B3)ρ̃(xJb̄,d
,�τ ,J0,J1) ≥ H ε

min(X
A

Jb
| B3)ρmix(xJb̄,d

,�τ ,J0,J1)
− log

(
|Bb(xJb̄,d

)|
)

≥ wH (θ
ch
Jb
)− h

(
pmax + δ1

1
2 − δ2

)
Nraw. (B112)

Note that the above expression depends only on the number of nonmatching bases θ ch associated to the indices in Jb and
the parameters of the protocol, which in turn makes the infimum in Eq. (B102) straightforward to compute. We can now
add the respective conditional min-entropies for X A

J0
and X A

J1
, which results in

H ε
min(X

A
J0

| X A
J1

B3)ρ̃(�τ ,J0,J1) + H ε
min(X

A
J1

|X A
J0

B3)ρ̃(�τ ,J0,J1) ≥ wH (θ
ch
J0
)+ wH (θ

ch
J1
)− 2h

(
pmax + δ1

1
2 − δ2

)
Nraw

≥ Nraw − 2δ2(1 − α)N0 − 2h

(
pmax + δ1

1
2 − δ2

)
Nraw

≥ 2Nraw

(
1
2

− 2δ2

1 − 2δ2
− h

(
pmax + δ1

1
2 − δ2

))
. (B113)

The result follows by recalling, from Eqs. (B82) and (B95), that the real state at this point in the protocol has distance
from ρ̃(5) bounded by

ε =
√

2

(
e− 1

2α(1−α)2N0δ
2
1 + e

− 1
2

(
1
2 −δ2

)
αN0δ

2
1

) 1
2

+ e−DKL(
1
2 −δ2| 1

2 )(1−α)N0 + εbind(k). (B114)

�
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APPENDIX C: UC SECURITY IN THE RANDOM
ORACLE MODEL

Following the discussion made in Sec. IV D, we prove
the composability of a specific family of weakly inter-
active commitment schemes in the classical access ran-
dom oracle model, which we will refer to as ROM from
here onwards. These commitments, originally proposed by
Lorünser et al. [67], build upon the original Naor bit com-
mitment [35] and efficiently generalize it for arbitrary k-bit
string commitments without the need of error-correcting
codes. A description of the commitment protocol is shown
in Fig. 7, whose correctness, binding, and hiding proper-
ties, have been proven in Ref. [67]. Instead, we will thus
limit ourselves to prove that the LRV commitment protocol
UC-emulates the commitment functionality FCOM (defined
in Fig. 8) when the hash function is modeled as an oracle
FRO which computes a random function.

Let �A and �B represent the programs for the verifier
and prover, respectively, as shown in Fig. 7. Note that, for
simplicity, the external inputs that trigger the start and end
of the commit and reveal phases have been omitted from
Fig. 7; without loss of generality, we can consider them to
take the form of the respective inputs and outputs as shown
in the FCOM functionality. More specifically, the commit
phase starts when �B receives the input (commit, sid, b)
and ends when �A outputs (committed, sid), etc. We
proceed now to separate the security in two cases, in
which the adversary controls Alice or Bob, respectively, as
shown in Fig. 9. In order to prove security we must show
that for any efficient (i.e., polynomial-time) adversary Adv

FIG. 7. Weakly interactive string commitment scheme based on hash functions.

with classical access to the oracle there exists a respective
simulator S such that for any environment, which is able
to send and receive inputs and outputs through the loose
wires in the right and left of the diagrams, the real-world
and ideal-world scenarios are indistinguishable. Denote by
H the function that the random oracle computes.

a. Dishonest Bob

We construct the simulator in terms of the following
subprograms:

(1) F∗
RO: The same as FRO, except that it saves a list L

of all the queries that have been made to the internal
memory of S .

(2) �∗
A: The same as �A, except that after receiving c

from Adv it runs through the current list L of queries.
When it finds an x′ ∈ L and b ∈ {0, 1}n such that

c = G(x′)⊕
n∑

i=1

bi · ri, (C1)

it sends (commit, sid, b) to FCOM. If no pair (b, x′)
is found, it samples uniformly a value b and sends
(commit, sid, b) to FCOM. In the reveal phase, if
the check is passed, it sends (open, sid) to FCOM.

Because of the binding property of the commitment pro-
tocol, the simulator may find at most one pair (b, x′)
satisfying Eq. (C1) when looking through the list, except
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FIG. 8. Commitment ideal functionality.

with negligible probability (this is because the probability
of there existing more than one valid openings for a given
value of c is negligible). This allows S to correctly extract
the committed value from c and commit it to FCOM. Note
that in the case no valid opening is found from L, the sim-
ulator commits a random value to FCOM. If the adversary
is able to provide a valid opening pair (b, x) in the Reveal
phase the two scenarios could be distinguished. However,
from the preimage resistance of random oracles, an effi-
cient adversary cannot find a valid opening from a value
of c without having obtained it by querying the oracle,
meaning that regardless of S committing a random value
to FCOM, the probability of it being opened is negligible.

b. Dishonest Alice

Similarly, we construct the simulator in terms of the
following subprograms:

(1) F∗
RO: The same as for the dishonest Bob case, except

it may be reprogrammed on individual query-output
pairs.

(2) �∗
B: The same as�B, except upon receiving an input

of the form (committed, sid) from FCOM, it sam-
ples uniformly the value c′ and sends it to Adv.
In the Reveal phase, upon receiving (open, sid, b)
from FCOM, samples a random x′ not in L, sets F∗

RO

so that

G(x′) = c′ ⊕
n∑

i=1

bi · ri, (C2)

and sends (b, x′) to Adv.

From the hiding property of the commitment protocol, the
value c received by Alice during the commit phase does
not give a significant advantage to an efficient adversary
in finding the committed value b as compared to a ran-
dom string. Because of this, an efficient adversary cannot
distinguish if the randomly sampled c′ corresponds to any
possible committed value, except with negligible proba-
bility. During the reveal phase, the reprogramming of the
oracle according to Eq. (C2) guarantees that have c′ will
be consistent with the committed values from FCOM. The
only difference between the real and ideal scenarios is the
change in the behavior of the oracle. Because the value c′
was sampled uniformly, the associated outcome G(x′) as
defined by Eq. (C2) is also uniformly distributed and inde-
pendent on the rest of the values G(x �= x′), resulting in
both scenarios being consistent with the oracle computing
a random function, and therefore indistinguishable from
each other.

(a)

(b)

FIG. 9. Box diagrams for the execution of the protocol for (a) dishonest Bob and (b) dishonest Alice. The left sides represent the
real world protocol interacting with an adversary Adv while the right sides represent the ideal world functionality interacting with the
respective simulator S .
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