<]
TUDelft

Delft University of Technology

Optimal-Coupling-Observer AV Motion Control Securing Comfort in the Presence of
Cyber Attacks

Tajdari, Farzam; Papaioannou, Georgios; Happee, Riender

DOI
10.1109/TITS.2025.3629989

Publication date
2026

Document Version
Final published version

Published in
IEEE Transactions on Intelligent Transportation Systems

Citation (APA)

Tajdari, F., Papaioannou, G., & Happee, R. (2026). Optimal-Coupling-Observer AV Motion Control Securing
Comfort in the Presence of Cyber Attacks. IEEE Transactions on Intelligent Transportation Systems, 27(1),
1426-1441. https://doi.org/10.1109/TITS.2025.3629989

Important note
To cite this publication, please use the final published version (if applicable).
Please check the document version above.

Copyright
Other than for strictly personal use, it is not permitted to download, forward or distribute the text or part of it, without the consent
of the author(s) and/or copyright holder(s), unless the work is under an open content license such as Creative Commons.

Takedown policy
Please contact us and provide details if you believe this document breaches copyrights.
We will remove access to the work immediately and investigate your claim.


https://doi.org/10.1109/TITS.2025.3629989
https://doi.org/10.1109/TITS.2025.3629989

Green Open Access added to TU Delft Institutional Repository
as part of the Taverne amendment.

More information about this copyright law amendment
can be found at https://www.openaccess.nl.

Otherwise as indicated in the copyright section:
the publisher is the copyright holder of this work and the
author uses the Dutch legislation to make this work public.


https://repository.tudelft.nl/
https://www.openaccess.nl/en

1426

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 27, NO. 1, JANUARY 2026

Optimal-Coupling-Observer AV Motion Control
Securing Comfort in the Presence
of Cyber Attacks

Farzam Tajdari*, Georgios Papaioannou™, and Riender Happee

Abstract—The security of Automated Vehicles (AVs) is an
important emerging area of research in traffic safety. Methods
have been published and evaluated in experimental vehicles to
secure safe AV control in the presence of attacks, but human
motion comfort is rarely investigated in such studies. In this
paper, we present an innovative optimal-coupling-observer-based
framework that rejects the impact of bounded sensor attacks in
a network of connected and automated vehicles from safety and
comfort point of view. We demonstrate its performance in car
following with cooperative adaptive cruise control for platoons
with redundant distance and velocity sensors. The error dynamics
are formulated as a Linear Time Variant (LTV) system, resulting
in complex stability conditions that are investigated using a
Linear Matrix Inequality (LMI) approach guaranteeing global
asymptotic stability. We prove the capability of the framework to
secure occupants’ safety and comfort in the presence of bounded
attacks. In the onset of attack, the framework rapidly detects
attacked sensors and switches to the most reliable observer elim-
inating attacked sensors, even with modest attack magnitudes.
Without our proposed method, severe (but bounded) attacks
result in collisions and major discomfort. With our method,
attacks had negligible effects on motion comfort evaluated using
ISO-2631 Ride Comfort and Motion Sickness indexes. The results
pave the path to bring comfort to the forefront of AVs security.

Index Terms—Security of automated vehicle, human motion
comfort, platooning vehicles, optimal-coupling-observer, linear
matrix inequality.

I. INTRODUCTION
A. Background

N THE realm of contemporary automotive technology, the
advent of Connected and Automated Vehicles (CAVs) has
become increasingly pronounced [1], [2], [3]. The distinguish-
ing feature of these CAVs lies in their capacity to accurately
sense position and velocity of other vehicles, and exchange
information seamlessly, facilitating the formation of platoons
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[4], [5], [6], [7]. This collaborative approach enhances their
efficiency in traversing distances, potentially elevating road
capacity, smoothening traffic flow, curbing fuel consumption,
and reducing collision rates. However, there are still great
challenges to overcome regarding the two main components
of the CAVs before they are part of our daily life. On
one hand, methods to design CAV perception and motion
control struggle with securing and proving safety. On the
other hand, these methods also have to ensure motion comfort,
through “smooth” driving styles preventing motion sickness
[8], [9]. Securing safety refers to guaranteeing stability of the
vehicles facing external factors and avoiding collisions with
other vehicles, while motion comfort refers to the experience
of occupants and is directly affected by acceleration and
deceleration of the vehicle [10] and motion relative to other
road users [11], [12].

CAV platoons harness information exchanged through
Vehicle-to-Vehicle (V2V) communication and onboard sensors
to establish informed decisions and strategically adjust the
collective behavior of vehicles. This approach ensures the
stable lateral and longitudinal control of the platoon during
operation. Lateral formation control [13] pertains to the lateral
movement of the vehicles within the platoon, guided by the
topological structure, potentially altering the platoon’s overall
topology. On the other hand, longitudinal formation control
[14], [15] focuses on maintaining a safe following distance and
velocity between vehicles, swiftly achieving internal and string
stability within the platoon. Due to the inherent instability
of V2V communication networks, the longitudinal control of
CAV platoons encounters numerous challenges from securing
safety point of view, since potential cyber attacks can hamper
vehicle stability and occupant’s perceived safety and motion
comfort [16], [17], [18], [19], [20], [21]. Effective cyber-
attacks encompass Denial of Service (DoS) [22], [23], False
Data Injection (FDI) [24], replay attacks [25], and hybrid
cyber-attacks [13], [26]. Among these, FDI attacks, investi-
gated in this paper, are of particular concern to researchers
in the context of vehicle platoon systems [24], [27], [28],
[29]. FDI attacks represent a prevalent and harmful form of
network intrusion, disrupting the decision-making processes
of communicated vehicle controllers within the platoon by
intercepting and injecting misleading information into the
wireless communication channel, often circumventing existing
firewalls [30], [31], [32].
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B. Motivation

In the field of AVs, motion discomfort and in partic-
ular Motion Sickness (MS) are considered, together with
cybersecurity, as the main inhibitors of AVs adoption and
acceptance. In vehicle design, road induced vertical vibrations,
also referred to as “ride comfort” have received ample atten-
tion leading to advanced suspension systems. However, with
the advent of AVs, the interest has shifted towards horizontal
accelerations, and more specifically longitudinal acceleration
which occurs during accelerating and braking. The reason
is that the longitudinal movement of automated vehicles can
be influenced by motion planning, allowing the engineers to
design controllers that could enhance occupants’ comfort and
mitigate motion sickness, as highlighted by Elbanhawi et al.
[33]. Thus, longitudinal movement in AVs and platooning
vehicles draws substantial attention to potential challenges in
securing safety and securing comfort.

Based on the literature, there are multiple research works
focusing on platooning or motion planning of AVs focusing on
vehicle stability, or occupants’ safety and motion comfort [34],
[35], while others propose methods to sort motion planner
alternatives based on multiple criteria [36]. However, to the
authors’ knowledge, there is no literature exploring AV control
under security attacks with consideration of occupant’s motion
comfort. In this direction, this paper will explore the nuanced
challenges associated with longitudinal formation control in
CAV platoons under security attacks by developing a frame-
work that is capable of enhancing occupants’ motion comfort.

Due to the two main components of CAVs, only con-
sidering vehicles’ safety requirements, is not sufficient [37]
unless occupants’ motion comfort is secured. The tradi-
tional approaches that utilized Adaptive Cruise Control (ACC)
encounter amplified shock-wave effects due to delay in
sensor and actuator systems [38] and therefore, might be
likely to cause discomfort. Similarly, any type of attack
e.g., replay/delay attack [39], [40] that results in acceleration
and deceleration can cause discomfort [41]. In the absence
of attack, the safety, namely collision avoidance [42], and
comfort, namely jerk control [43] issues in particular in longer
platoons have been resolved by communication within pla-
toons through so-called “Cooperative Adaptive Cruise Control
(CACQC)” [44]. However, the impact of security attacks on
occupants’ motion comfort and the ability of the various
cybersecurity methods to mitigate it have not yet been studied
according to the authors’ knowledge. In the occurrence of sig-
nificant attacks, vehicle safety is the primary concern, namely
from car crashes, but the occupants’ comfort is also at risk
[39], [45]. Meanwhile, even if a security method successfully
reduces the impacts of the attacks, occupants’ discomfort and
motion sickness may be still significantly affected.

Fundamentally, there are two main categories based on the
performance of existing cybersecurity methods for platooning
vehicles [46]. In the first category, methods target to minimize
the impact of attacks to ensure the boundedness of the closed-
loop error system [29], [47], [48], [49] rather than completely
eliminating the impact. Although safety is secured, there is no
guarantee that the remaining minimised attack also ensures
occupants’ motion comfort. In the second category, existing
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approaches [5], [50], [51], [52], [53] identify the most reliable
sensors and only use these for the CAV control, resulting in
a switching system. However, the switching between different
sensor sets usually excites the dynamic system states, which
can also negatively affect the occupants’ comfort.

C. Contributions

Accordingly, there is a lack of methods that secure robust-
ness and safety and can guarantee the stability of the
closed-loop system in the presence of bounded FDI attacks,
meanwhile rejecting the impact of the attacked sensors to
secure the occupants’ comfort. Therefore, we aim to design
an optimal-coupling-observer-based framework (synchroniz-
ing the observers with the most reliable observer), capable of
robustly rejecting the impact of multiple sensor attacks. Our
primary focus in this paper centers on securing longitudinal
string stability and comfort for a connected homogeneous
vehicles platoon in the face of bounded sensor attacks.

The main contributions of our work are:

e Presenting a novel nonlinear observer method detecting
and rejecting attacked sensors, enhancing the observabil-
ity of the dynamic system.

e Analytically deriving the observer parameters using a
Linear Matrix Inequality (LMI) approach to achieve
global asymptotic stability of the overall estimation error
guaranteeing marginal excitation from attacks.

e Assessing the framework’s ability to mitigate occupants’
motion discomfort using ISO-2631 Ride Comfort and
Motion sickness indexes, while ensuring safety in car
following and platooning for different types of bounded
sensor FDI attacks, such as white noise, repeatedly on-off
switching white noise, stepwise attacks, and repeatedly
on-off switching stepwise attacks.

e Benchmarking the framework against three State-Of-The-
Art (SOTA) cybersecurity methods, our method detects
and rejects attacks more quickly and more effectively
minimises effects of attacks by excluding the attacked
sensors resulting in superior safety and comfort.

We present a generic optimal-coupling-observer framework
with guaranteed global stability (Section II-C), to secure
any linear time-invariant system from sensor attacks. The
system can include any finite number of components, e.g., any
number of vehicles in platooning. The method includes only
constant parameters designed off-line using an LMI approach,
allowing real-time implementations. In Section III, we assess
our security method for two-vehicle platooning and later for
10-vehicle platooning under various sensor attacks, controlled
by an established distributed CACC scheme [54], which
fulfills vehicle-following and string stability requirements in
the absence of attacks. The CACC scheme is designed for
a pair of platooning vehicles with guaranteed stability using
the same CACC for any number of vehicles in the platoon.
Performance and stability were proven experimentally in a
platoon of 6 vehicles in Section VI of [54]. In this paper, we
demonstrate string stability, safety and comfort of this CACC
under bounded attacks using our attack detection framework.
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II. METHODOLOGY
A. Notations

Let the real numbers be denoted by R (R.¢ = (0, )), the
natural numbers be denoted by N, the integer numbers be
denoted by Z (Zsg = [0,)), and R"*™ the set of n x m
matrices with real entries for any m,n € N. For any vector
v € R", we denote [v] = VvTv. For v(k) € R, time interval
k € Z50, [Vlleo := Supysg Iv(k)|. We say that v(k) belongs to /.,
v(k) € lw, if |Vllo < oco. Similarly, [[v(k)||, is the p-norm of
signal v(k).

For a set A/ let us denote by card[N] the cardinality of

the set. m denotes the binomial coefficient ‘n choose m’.

exp(.) denotes the exponential of its argument. An identity
matrix with dimension n X n, is defined as I, € R"*". 1,4 =
[A4.1s---,Aa,]" is a vector including all the eigenvalues of
square matrix A € R"*". The function floor[.] takes a real
number as input and gives the greatest integer less than or
equal to the number as output.

B. System Dynamics

In this paper, we focus on platoons of AVs, with longitudinal
movement, in which the system dynamics of the platoons of
AVs have been studied extensively by other scholars [55],
[56], [57], [58]. Accordingly, the majority of the previous
studies considered the platooning formation as a Linear Time-
Invariant (LTI) system [59], [60], [61], [62]. This system may
include two vehicles up to any finite number of vehicles. Thus,
to explain our problem, we investigate a generic discrete-time
LTI system with a time step T, indexed by k € Zso, where
the time is ¢ = Tk, with p sensors of the form:

x(k + 1) = Ax(k) + Bu(k) + w(k),
yik) = Cix(k) + yi(k) + 0;(k), i=1,...,p,

with state x(k) = [x1(k),...,x,(k)]"T € R", known input
u(k) € R™, system noise w(k) € R" with |w)|| < By,
i-th sensor measurement y;(k) € R, sensor noise y;(k) € R
with |ly;(k)]] < B,, unknown attack signal 6,(k) € R, and
known system matrices of appropriate dimensions (A, B, C)),
i = 1,...,p. Noise signals, w(k) and y;(k), are uniformly
bounded. If 6;(k) = O then the i-th sensor is attack-free;
otherwise, sensor i is under attack, and ¢;(k) is arbitrary. We
assume that there are ¢ € N attacks, where ¢ < p. The
unknown set of attacked sensors is denoted as ¥ c {1,..., p},
where card[V] = q.

(1)

Problem 1: Consider the system dynamics (1) with state
x(k), known system matrices (A, B, C;), measured input-output
trajectories (u(k),y(k)), and g sensor attacks ¢;(k), i € G,
k € Zso. Design a state estimator x(k) of x(k) in which in the
presence of bounded attack (6;,i € {1,..., p}), the estimation
error (e(k) = x(k) — x(k)) becomes globally asymptotically
stable for y;(k) = 0, w(k) = 0, and uniformly bounded for
nonzero y;(k) and w(k).

C. Generic Optimal-Coupling-Observer Framework

Based on the construction of the sensor measurements (y;),
we design a framework including N € N number of coupled

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 27, NO. 1, JANUARY 2026

nonlinear observers for the system in (1) as

£,k + 1) = ARy (k) + Butk)+ Ly, (71,000, 3, (K)
+(1 = B1,()DGK) - 25,(K)), @)
r1,(K)=y1,(k) = C, (k).

where J; € J, card[J] = N, and J denotes the set that contains
designed subsets of sensors. y; (k) € Rl %, (k) € R" is
the observer state, and r,,(k) € R/ is a vector including
the residuals of the observer. Diagonal matrix D € R"™*"
is a weighting matrix instructed based on the eigenvalues
of A. Nonlinear time-varying parameter 8;,(k) € R, is the
classification ratio capturing the performance of each observer
based on ry;(k). The term (1-5,, (k) D(x(k)—% 7;(k)) couples the
observer J; with the most reliable output (x € R") belonging to
the observer with the maximum classification ratio. The matrix
Ly, € R*edUil js the observer gain, and C;, € Readl/jlxn
depends on the construction of sensors subsets.

Remark 1: The logic behind formulating the observer with
the nonlinear time-varying term (1 — 3 Jj(k))D(fc(k) — %y,(k)) in
(2) is to smoothly increase the excitability of the system in the
presence of attack(s). To show the importance of embedding
the term, we assume (2) without the nonlinear term, define
the observer error as ey, (k) = x(k) — £;,(k), and introduce a
perturbed version of the error dynamics, following from (1),
(2), as

ej(k+1)=(A-L;Cy)ey (k)
= Ly (ys;(k) + 6;,(k) + w(k), (3)

in which (A —L;,Cy,) is stable (Schur stable), y;,(k) € Reard(Jj]
includes all y;, i € J;, and & ]f(k) e RVl jncludes all &;,
i € J;. For simplification let yi(k) = 0, w(k) = 0, for any 6;,(k)
that results in error convergence, namely e;,(k + 1) = e;,(k),
from (3), we have

e, (k) = (A = I, = L;,Cy)" Lj;6,,(k). )

From (2), (4) and knowing y; (k) = Cjx(k) + 6;,(k), the
residual of the observer would be

ry(k) = Cyx(k) + 6,,(k) — Cy,25,(k),
= Cy ey, (k) + 6;,(k),
= (Cy,(A=1,—Ly,C;)) "Ly, +Learas)05,(0). (5

We assume A, = C;(A - L;,Cy, - 1)Ly, + ILarars;)- For
any eigenvalues of A equal to one (14, = 1 corresponding to
Xg(k) € x(k)) and the y; that is measuring fully or partly the x,,
the columns of Ar.r,- have only zero entries corresponding to
i € J;. This is because the [, in A—1, bans the excitation of r,
by the attacks on the sensors measure the states corresponding
to A4, = 1, known as Excitability Problem (EP). This means
that the residual r;, is independent of the sensor measurements
vi, and will not change if y; is under attack. To this end, we
design the diagonal matrix D = diag(D;,...,D,) in (2) such
that only the entries corresponded to A4, = 1 are equal to 1
and the rest of entries on the diagonal of D are zero, i.e.,

1 ifdp,=1 ,andz=g,
p.=) WhsTloamdz=a g
0 otherwise,

Ln}k (6)
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Fig. 1. The optimal-coupling-observer network scheme.

Thus, embedding a nonzero By, € (0,1), and the matrix D in
(6) guarantees the excitability of r;, by any type of bounded
attacks where D shifts those A4 = 1 from 1 towards zero to
solve the excitability problem.

Example 1: To illustrate Remark 1, we assume a simple
system with no extended-term where A = 1, thus n = 1,
card[J;] = 1, Ly, € Ry, and C;; = 1. From (5), the residual
of the observer under error convergence would be

r,(k) = (Cy)(1 = Ly,Cyy = D' Ly, + 1)6,,(k),
= (=Lj' Ly, + 16y, k),
=0. (7)

From (7) it is shown that when the error of the observer is
converging, the residuals of some observers have the EP, are
converging to zero and independent of the attacks (6,,) and the
observer gains Ly, which means that the r;, is not excitable.
However, if there exist the term (1 -8 Jj(k))D(fc(k) = %;,(k)) in
(2) with 8, # 1 for the compromised observers, the impact of
I, in A — I, will be degraded and thus r,, # 0 for any 6, # 0.

To practically use the suggested observer, the framework
relies on designing three major components: 1) Sensor set
design, 2) Excitation mechanism, and 3) Estimation mecha-
nism. As shown in Fig. 1, all these components together form
the framework that secures the system from sensor attacks.
We describe each component in the sequel.

1) Sensor Set Design: let J, card[J] = N, N € N, contain
all the detectable subsets of sensors where for any J,,,J; €
J,p,j€{l,---,N},j # p, and card[J,] < card[J;], we have
J, € J;. Then we call J, and J; independent. As stated in [63],
chapter 5, the reason to skip all the dependent subsets is that
any impact on the independent subset appears in the dependent
subset, thus considering them only makes the computations
expensive. In addition, by minimizing the card[J;] we increase
the freedom for the variation of the number of tolerable attacks
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(9), as we know from [63] that,

wmwﬂ§q<§. )

Apparently, for any subset of sensors J; € J, the C;, €

Reardl/i1Xn that results from stacking the rows of C correspond-
ing to y;, i € J;, leads to a detectable pair (A, ij).
Example 2: Assume having a system as follows:

xi(k + 1) = x2(k) + w1 (k),

Xk + 1) = x1(k) — x2(k), 9)
with p = 4 sensors
yi=x1+06;, and C; =[1 0], for ie{l,2},
yi=x2+06;, andC; =[0 1], for ie{3,4}. (10)

First, note that this system is observable in the usual sense
01

considering A = 1 -1

]. Accordingly, the number of all

possible sensor combinations is Z;‘:l (‘:) = 15. By checking

Hautus lemma [64] for detectability check for each subset,
we find out that all 15 subsets are detectable. Considering the
detectable set ® = {®y,--- , D5}, where ®; = {1}, O, = {2},
O3 = {3}, Oy = {4}, D5 = {1,2}, &g = {1,3}, ©7 = {1,4},
Oy = (2,3}, @9 = {2,4}, ®yp = {3,4}, Oy = {1,2,3},
D, = {1,2,4}, ;3 = {1,3,4}, ®14 = {2,3,4}, and O5 =
{1,2,3,4}. As, J should contain the independent subsets of @,
thus J = {®, D,, @3, D4}, card[J] = 4. Accordingly, J; = @y,
Jr = 0y, J3 = O3, and J4 = D4, and card[Jj] =1, ] ell,...,4},
thus from (8), the system is one attack tolerable (g = 1).

2) Excitation Mechanism: Using the N observers, our pur-
pose is to classify the observers based on their degree of
vulnerability against accrued attacks. In the best-case scenario,
the criterion used to evaluate the performance of each observer
would depend on the observer error e, (k) = x(k) — £,,(k) for
Jj € J. However, the state x(k) is unknown which makes e, (k)
become unknown, and any performance criterion involving
e;;(k) would not be implementable. As a result and similarly
to other works e.g., [65], [66], [67], we use the knowledge
from the sensors sets y;;(k), and the corresponding observer
states %;,(k) with j € {1,---,N}. The excitation mechanism
includes the following components:

a) Residual Reference Model: we introduce a residual
reference model (1,,) excited by the residual of each observer
employing the well-known mass-spring-damper model [68]
with mass value 1, which is a two-state system with globally
asymptotically stable dynamics around |r,,| as follows.

Xr, (k4 1) = Ay, (k) 4 B lry, (K, (1)

where

T
A, = exp(A°T,), B, = / exp (AUT, — s)) Bids,
0

(12)
-K, -C, K,

-
Xy, 1= X}}: x%,:] and (k) = x}}; (k). The system is globally

asymptotically stable if all the eigenvalues of A¢ are negative
and the pair (A¢, BY) is stabilisable (see, e.g., [69]).

Authorized licensed use limited to: TU Delft Library. Downloaded on January 15,2026 at 07:49:15 UTC from |IEEE Xplore. Restrictions apply.
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b) Classification Ratio: To give a logical comparison
between the observers, we design a classifier term ,BZ/_(k) eR,
3/_(k) € (0,1) with J; € J for each of the observers which
is dependant to all the n,(k)J; € J, that contains higher
values for reliable sets comparing to the compromised sets
(see Remark 2). To this end, we design the classifier term for
the jM observer as below:

an(k) + Bw + By
351 (12,60 + By + By)

According to (13), we define g7 = 1 — % as the classifier term
value for the safe condition where g = 0 and thus 17, converges
to zero for any J; € J.

Remark 2: It J;N¥Y = @, and ¥ # @, subset J; € Jis a
reliable set and the corresponding 7, convergence to 0, and
B, converges to 1; otherwise, J; is a compromised subset and
consequently 7 7, <1y, for some non-negative constant 7 ;-

Although the introduced classifier term in (13) offers a
higher value close to 1 for the reliable set(s), the term is
least likely to offer a value close to 0, especially when
q > 2. To make the mechanism more sensitive to reliable and
compromised sets, we use the following activation function to
design the classification ratio.

B (k) =1~ . B €©,1). (13)

_1 "o 7
B, (k) = ~ arctan ((B,/(k) ﬁ")aﬁ) 405,

where, B,,(k) € R, B,,(k) € (0, 1) is the classification ratio, and
ag is the magnifier parameter which regulates the sensitivity of
the classification ratio to attacks. Accordingly, if ¢ =0 (¥ =
@), then sz(k) = 8", and thus B, (k) = 0.5.

3) Estimation Mechanism: Given the N observers’ outputs,
and the N classification ratios, we present an estimation
mechanism that estimates the unknown state x(k), such that

(k) = 25,(0), B, (k) = B, (k) 15)

where the estimated state X(k) € R", 8 T (K) 18 the maximum
of all the B,,(k), and £;,(k) belongs to the observer with the
classification ratios value equal to the best achievable 5, _ (k)
which is supposed to be the most reliable observer. In the case
that there are several observers with reliable sets, i.e., several
B, (k) are equal to By, (k), we determine x(k) equal to the

reliable observer that has the lowest j.

(14)

D. Stability Discussion

1) Error Dynamics System: We define the estimation error
using (1), and (15) as follows

e(k) = x(k) — x(k), (16)
etk +1)=(A-Ly,, (KCy,, (k)e(k)
=Ly, (K. k) + 06, (k) + wk). (17)

We also define the observer error dynamics following from
(1) and (2), and knowing —(1 — B,(k)D(x(k) — £;,(k)) = (1 —
Bi,(k)De(k) — (1 = B;,(k))Dey,(k), as

e (k+1)

=(A -1 -5,)D - L;Cy)ey k)

— Ly, (ys,(k) + 6,,(k)) + w(k) + (1 = B;,(k))De(k).  (18)

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 27, NO. 1, JANUARY 2026

Considering (17) and (18), the overall error system dynamics
for the observers J; and the estimation error is derived as
follows
Ej(k+1)
=Ay,(KE; (k)=L;, L'y, (k)+Ay,(k)+W(k),
ey;(k) v,(k) 64,(k)
E; (k)= 7, Tyk)=| 7 A (k)= ,
7;(k) |:e(k)] 7;(k) |:7’Jmax(k) 7,(k) 5 (k)

A, (k)= A=(1=B,,(k))D=L;,Cy; (1 =B,,(k)D
JJ B 0 A - ijax (k) ijax (k) ’

[z, o _|wo)
Lyt = [ 0 L. <k>} W) = [w(k)] ’

where E; (k) € R¥, T, (k) e RendUjltendil A, (k) €
Rcard[lj]—i-card[lmax] W(k) c RZn and LJ c RZn><(card[Jj]+card[Jmax])
9 9 ] .

19)

2) Stability Discussion and Parameters Design: Regarding
the error dynamics system explained in (19), here, the purpose
is to design matrices L;; such that the complete error dynamic
system (19) becomes asymptotically stable in the absence of
attack and noise. Due to the construction of matrix A, which
is an upper triangle matrix in (19), complete error dynamic
after k time intervals in the absence of attack, and noise (I'y; =
0,A;;, =0,W=0)is

k
E;k+1)= (H AJ/-(L)) E;;0), (20)
=0
where
k I1
A (k
HAJj(L) = |: 1(1)( )An* :|,
=0 2,2(k)
k
Allw =T]A-a-p,0D-L,Cy,
0 @
Agz(k) = HA - Ly, 0Cy,, (.
=0

As nf:o Ay, (v) is an upper triangle matrix, the complete error
system is asymptotically stable if and only if the matrices on
the diagonal of Hf:o A, (1) converges to 0 when k — oco. To
satisfy this condition, we will design L;; by using the LMI
method.

Remark 3: In (21), there are two time-varying matrices on
the diagonal of [T, A, as All (k) and AL k). Note that
Allill(k) is a stronger time-varying matrix than Azrg(k) as it
includes a time-varying component of ;,, and asymptotic sta-
bility of All (k) results in the asymptotic stability of AIL (k) as
Aglz(k) is equal to Allill (k) when B;,(k) = 1. Thus, designing L;,
for asymptotic stability of Al;II (k) for the extreme conditions
of B;; (0 and 1) is enough to guarantee the asymptotic stability
of the complete error system in (20).

First, we explain the inequalities in the form of discrete
Lyapunov functions that can be reformulated as an LMI prob-
lem using the Schur complement approach [70]. Regarding
Remark 3, the equivalent inequality to be solved by the LMI
method for the condition that g;, = 1 is:

(A - LJ/C]/)TP(A -L;C;)-P<0, J;elJ, (22)
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where P € RZ;" is a positive definite matrix. Similarly, the
equivalent inequality to be solved by the LMI method for the
condition that 8;, = 0 is:

(A=D~L;C;)"PA-D~L;C;)~P<0, JielJ. (23)

Accordingly, the LMI problem includes 2N inequalities in
(22)—(23), and one inequality for P > 0 that should be satisfied
by designing a unique P and proper L;, with j€{1,---,N}

Using the Schur complement method [70], the N inequal-
ities in (22) can be turned into an equivalent LMI problem
as

PTA-ZC,
i <o, 24)

-P
ATP - C;JZ 7 -P
the extra N inequalities in (23) can be turned into an equivalent
LMI problem as

PT(A-D)-Z]Cy,

b } <0, (25

P
|:(A -D)'P-C}Z,
while,

P>0. (26)

We solved all the 2N + 1 inequalities in (24) —(26) to find P,
and Z;,, J; € J, where

Ly, = (z,P")" 27)

Remark 4: The LMI problem including the 2N 41 inequali-
ties in (24) —(26) is solved off-line, and thus the value of N and
solving time have no impact on the real-time implementation
of the method in practice.

Remark 5: The LMI problem including the 2N + 1 inequal-
ities in (24) —(26) should have a unique solution as long as
each pair (A, Cy)), and (A—D, Cy,) is detectable. The reason is
that the detectability of each pair (A, C;,) defines the feasibility
of (24), and the detectability of each pair (A — D, C,,) defines
the feasibility of (25). Due to the instruction of D in (6), pair
(A—-D,Cy,) gives equal detectability to pair (A, Cy,) (if none
of the eigenvalues of A is equal to 1) or stronger detectability
than (A, Cy,) (if at least one of the eigenvalues of A is equal
to 1). And as C 7, is designed to guarantee detectability of
pair (A, Cy,), thus (A— D, Cy,) should be detectable in general
sense. Note that matrix D does not make the matrix A — D
Schur stable, and it only improves the detectability of pair
(A—D,Cy;) compared to pair (A, Cy)).

III. SIMULATION SETUP
A. Vehicle Platooning Model

Similar to [71], we consider a string of M € N platooning
vehicles, schematically depicted in Fig. 2, with d; being the
distance between vehicle / and its preceding vehicle /-1, and
v; the velocity of vehicle /.

The main objective of each vehicle is to follow its preceding
(lead) vehicle at a desired distance d,;. Here, a constant time
headway spacing policy is adopted, formulated as

dr () = 51+ hvi(0),1 € Sy, (28)
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Fig. 2. CACC-equipped vehicles.

where h > 0 is the so-called time headway, s; is the standstill
distance, and Sy := {{ € N|/ < M}. This spacing policy is
known to improve string stability [38], [72], [73]. A homo-
geneous string is assumed, which is why the time headway
h is taken independently of [. The spacing error ¢;(¢) is thus
defined as

el(t) = di(t) — d, (1),
= (q1-1(0) — qi(®) = L)) — (s; + hvi(1)),

with g,(¢) is the position of vehicle / and £, is its length, and
di(t) = q;-1(t) — qi(t) — L; is the distance between the vehicle /
and its preceding vehicle / — 1. As a basis for control design,
the following vehicle model is adopted from [54]

(29)

di(1) vi1(8) = vi(f)
V() | = a;(t) eSSy, 30)
a(r) —La)(t) + Luy(t)

where 7 is a time constant modelling driveline dynamics
(namely, 7 = 0.1 s in [54]), a; denotes the acceleration of
vehicle [, and u(r) is its desired acceleration (the control
input).

B. Vehicle Platooning Control

To enforce the platooning behavior (by designing controller
u; in (30)), we exactly adopt the distributed CACC scheme
introduced in [54], which fulfills the vehicle-following objec-
tive and string stability requirement in the absence of attacks
[54]. This controller u;(¢) is dynamic and can be written as
follows:

&) = kpe)(t) + kqé (1) + kgq&i(t) + up—1(2),

1 1 31
(1) = _Zul(t) + Zfl(t), GV

where [ € §,,, & € R is the controller state and constants
k, € R, ks € R, and kgg € R are the control gains, i.e., to
have asymptotic stability according to [54] it is sufficient if
ky kg > 0, kgg > =1 and (1 + kgg)kq > tk,. The feedforward
term u;_; is the desired acceleration of the preceding vehicle
obtained through wireless communication.

C. Communication and Sensing Topology

We adopt a decentralized communication topology, where
vehicles are interconnected by a set of wireless communication
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links that allow each vehicle [ — 1 (lead vehicle) to send its
acceleration to vehicle / (following vehicle). For control and
monitoring purposes, we further use sensor data coming from
onboard sensors (e.g., radar, LIDAR, cameras, sensing distance
and relative velocity to the lead vehicle). Please note that, as
indicated in (32), when measuring the same variables with
different sensors, we utilize three sensors for the distance
(di(1)), specifically y;(#), ye(f), and yg(r), as well as three
sensors for velocity, namely y,(?), y7(¢), and yo(r). Without loss
of generality, we assume that available sensors for vehicle /
are:

Variable Related sensor measures the variable
di®)| O=q-1@)—q)—Li+yi1()+8: (), (32a)
vi(t) | y2)=vi (@) + y2(t) + 82(2), (32b)
ai(t)| y3@®)=ai(t) + y3(t) + 83(), (32c)
Av(t) | ya@®)=v—1(2) — v () + yat) +34(),  (32d)
ai—1(t)| ys(@)=a—1(t) + ys(t) + 85(t), (32¢)
di(t)| ye@®)=qi-1(1)—qi(t) —Li+v6(1)+36(r), (32f)
v | y7(@)=v @) + (1) + 87(0), (32¢)
di(t)| ys@®=qi—1(1)—qi(t)—Li+ys()+33(r), (32h)
vi@) 1 yo(t)=vi(t) + yo(r) + do(1), (32i)

where y(f) denotes sensor measurements, d,(¢#) models poten-
tial FDI attacks that tamper with hardware, networks, and
computers, and y,(f) denotes reliable (normal) sensor noise
with s € {1,...,9}. In addition, Av; defines the relative velocity
between vehicle [ and its preceding vehicle (vehicle /—1). Note
that sensors y;(?), y6(?), ys(¢t) and y4(¢) provide relative tracking
and relative velocity information, and sensors y,(f), y7(f), yo(t)
and y3(f) model onboard measured velocity and acceleration.
In addition, ys(#) models acceleration data received wirelessly
from the lead vehicle. Moreover, we know from (32) that
e(t) = vi_1(t) —vi(t) — ha;(t) measurable by y4 and y;. Similarly,
é(t) = a;1 (1) — ay(t) — hay(t) = aiy (1) + (4 = 1) ay(0) = 2uy(r)
measurable by y; and ys. Thus, yj,...,y9 in (32) are the
sensor inputs to our framework, resulting in X in the estimation
mechanism (15) which will be used to define the control signal
(31) as follows.

D. Continuous-Time Closed-Loop Dynamics

Next, consider controller (31) and let y € R® denote the vec-
tor of stacked sensor, i.e., y := col[yi,...,y9]", 6 € R® denote
the vector of stacked sensor attacks, i.e., § := col[dy,..., ],
and y € R’ denote the vector of stacked sensor
i, ¥y := collyy,...,v9] . Define the stacked state vector
x; = colle, vi,a;, Avi,a;_1]", where Av; := v;_1 — v; is the
relative velocity between vehicle / and its preceding vehicle
(vehicle I—1), carries information from u;_ as Av; = a;_1 —a,.
In addition, similar to (30), &1 = —2a;1(t) + 1w (1), where
u;—1(¢) is assumed to be securely available. Using this notation
and considering that the X := col[Xy, X2, X3, X4, X5]7 in (15)
from our framework is the estimation of x;, the closed-loop
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dynamics (30)—(31) can be written as follows:

X(t) = A“x(t) + Biu1 (1) + Bouy(1),
&(1) = kpXi (1) + ka(Xa(t) — hx3(1))

N h ~ h
+Kkaa (Xs(t) + o 1) x3(1) — ;“l(t)) + (0,

1
iy(r) = _Zul(t) + Efl(t),
() = Cxi(1) + y(@) + 6(0),

(33)
where _
00-h1 0 0
00100 0
A° =100-100 [,B{=|0],
00-10 1 0
000 0-1 1
) (100007
) 01000 34)
0 00100
0 00010
B =|L1|,c={00001
0 10000
0 01000
) 10000
101000 ]

E. Discrete-Time Closed-Loop Dynamic

Due to the fact that the controller implementation in practice
is feasible in discrete time, we exactly discretized (33) at the
sampling time instants, t = Tk, k € Z5(, assuming a zero-order
hold to implement control actions and model discrete-time
uncertainties and obtain the equivalent discrete-time systems:

xitk + 1) = Ax)(k) + Byuy—1 (k) + Bouy(k),
&(k) = kpxi (k) + ka(xa(k) — hx3(k))

+kaq ()éfs(k)-i- (é - 1) X3 (k)— guz(k)) +u_1(k),

T, T,
u(k + 1) = exp (-7) k) + (1 ~exp (—7)) &k,

y(k) = Cxi(k) + (k) + y(k),

(35)

with x(k) = x(Tsk), w1 (k) = w(Tsk), wi(k) = u(Tsk),
&i(k) := E(Tsk), x(k) := x(Tsk), y(k) := y(Tsk), 6(k) := 6(T'sk),
y(k) := y(Tsk), and matrices

T
A = exp(A°T,), By = / exp (A°(T — s)) B ds,
T, 0 (36)
B, = / exp (A°(Ts — s)) BS ds.
0

The discrete-time platooning system described in (35) consti-
tutes a specific instance of the general linear time-invariant
(LTI) system structure given in (1). In both formulations, the
system matrix A retains an identical mathematical form. The
input matrix B and the input vector u in (1) correspond,
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respectively, to [By B;| and [u, ul]T, as derived from the
structure of (35).

FE. Sensor Set (J) Configuration

For the system in (33)-(34), we only design 9 sets of
disturbed sensors (equal to the number of observers) based
on our method. In more detail, according to Section II-CI,
and (33)-(34), the number of all possible subsets of disturbed
sensors for g = 9 (number of sensors) is

Xq: (?) =511.

i=1

(37

However, we are only interested in the “independent” subsets
that have detectable pair (A,C,,) according to Section II-C
which are 9 subsets as J; = {1,2}, J, = {1,7}, J3 = {1,9},
Jy = 1{2,6}, Js = {2,8}, Jo = {6,7}, J; = {6,9}, Js = (7,8},
and Jo = {8,9}. Thus j € {l,---,N}, N = 9 from the 511
subsets in (37), and the system can guarantee security up to
two sensors under attack according to (8).

G. Motion Comfort Assessment

1SO-2631:1997 [74] provides guidelines for objectively
measuring and evaluating human exposure to whole-body
mechanical vibration and repeated shock. The guidelines sug-
gest the consideration of two metrics: (1) Ride Comfort (RC)
emphasizing the higher frequencies (mainly above 1 Hz); (2)
MS emphasizing the lower frequencies (mainly below 1 Hz).
The first metric (RC) reflects the immediate perception of
motion discomfort through perceivable accelerations which
are normally road induced but in this paper will result from
forwards/rearward accelerations induced by sensor attacks and
by acceleration and deceleration of the lead vehicle. The
second metric (MS) reflects low frequency components which
will induce motion sickness in particular in passengers and
AV users taking the eyes off the road over longer periods.

The metrics are evaluated by combining the Root Mean
Square (RMS) values of weighted accelerations (ayw,), trans-
lational and rotational, measured at the vehicle’s center of
gravity. More specifically, the RMS value of each acceleration
is calculated as follows:

1 [ 2
RC, = (—/ a%v (s)ds) ,
t Jo ¢

where o is the acceleration type, either translational or
rotational, while ay, stands for the frequency weighted accel-
erations in the time domain. The overall RC is calculated as:

RC= () kﬁRCﬁ) :
where k, is a weighting factor for each term which can
be found in the literature [74]. This work addresses car
following and hence only longitudinal accelerations (0 = X)
are considered both for comfort and motion sickness [75].
For MS, the weighting filter for longitudinal WPy, is used
[75], which is similar to ISO and Motion Sickness Dose Value
(MSDV).

(38)

(39)
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H. Assumed Experimental Parameters

Consider two homogeneous vehicles in a platoon i.e., [ =2
in Fig. 2. We obtain the discrete-time system (35) with
sampling interval T = 0.1 seconds. The discrete-time system
corresponds to the exact discretization of the continuous-time
LTI system in (33). Based on [54] we select the following
CACC parameters and conditions. We select 2 = 0.5 seconds
representing a relatively short following distance which can
be string stable with CACC [54]. We select 7 = 0.1, k, = 0.2,
kg = 0.7, kgg = 0.5, ag = 1000, s, = 1 m in (28), and
K, =2 and C, = 3 (see Section IV-B). We assumed that the
system noise w is i.i.d. uniformly distributed random vector
normalized to satisfy noise bound B,, = 0. We simulate CACC
where at each interval k, the desired acceleration of vehicle
1, ie., uy(k) is transmitted from vehicle 1 to vehicle 2 via
the communication network. Let u;(k) = 2 ¢ % ¥, the initial
relative velocity between vehicles 1 and 2 be 0.5 m/s, the initial
spacing error be 0.1 m, and the initial velocity of vehicle 2
be 30 m/s. Therefore, x,(0) = [0.1, 30, 0, 0, 0.5, 0]". The
initial condition for each observer set of % J; ©), je{l,---,N},
N =9 (see Section III-F) is randomly chosen. Furthermore, we
considered the initial condition of 77;,(0) = 0, and 3;,(0) = 0.5,
je{l,--, N} '

1. Benchmark Method

We compare the performance of our work with that of Zhao
et al. [23], Ko and Son [76], and Karmakar et al. [77].

In [23], the authors presented a recovery mechanism to
confine the duration and frequency of adverse effects caused by
attacks on platoon control. Meanwhile, a resilient platoon con-
trol protocol was proposed to achieve the internal stability of
the Vehicular Cyber Physical Systems (VCPSs) under attacks.
Although their methods successfully secure the system against
attacks, as with most cybersecurity schemes, the dynamic
systems experience significant excitation when the attacks
begin, resulting in reduced comfort. For comparison, we use
the same scheme as that used in Section V.B. Example 2 in
[23].

In [76], an LSTM-based detection framework is proposed
to identify malicious information attacks within connected
adaptive cruise control (CACC) systems. The model captures
temporal dependencies in vehicular data to detect anomalies
effectively. Meanwhile, Karmakar et al. [77] present a deep
learning-based approach that evaluates the trustworthiness of
autonomous vehicles operating under cyberattack scenarios.
While both methods demonstrate competent attack detection
and mitigation capabilities, their reliability under diverse oper-
ating conditions remains insufficiently validated, which may
hinder robust deployment in safety-critical environments.

IV. SIMULATION RESULTS
A. Observer Gain (Ly;) Design Using LMI
Having N = 9, we solved all the 2N + 1 = 19 inequalities
in (24) —(26) to find P, and Z;,, j € {1,...,9}, using gevp
(Generalized eigenvalue minimization under LMI constraints)
function in MATLAB [78], which leads us to define all the
observer gains Ly, j € {1,...,9} according to (27).
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Fig. 3. Designed simulation scenario.

B. Reference Model Parameters (K,, C,) Design

According to A¢ in (12), and assuming that the eigenvalues
of the reference model system are A, ; and 4, , the parameters
of A¢ should be

Cr = _(/lr,l + /lr,Z)s

K =1 Ao (40)

The system is asymptotically stable (A¢ is Hurwitz) if 4,; <0
and 4,, < 0. For our simulation, we consider 4,; = —1, and
Ar1 = —2 which results in K, = 2 and C, = 3. Note that
the eigenvalues are selected customary while they are holding
distinct negative real values [79].

C. Simulation Scenario

Here, we study bounded attacks with three attack severities
(magnitudes), ordered from high to low as 1) Critical, 2) Very
Uncomfortable, and 3) Uncomfortable. The Critical Safety
attacks are designed as intense attacks that result in collisions
when no countermeasures are taken, the Very Uncomfortable
attacks are designed such that they lead to considerable
discomfort, and the Uncomfortable attacks’ design achieves
considerably more power than common sensor noise while it
does not result in collisions or major discomfort. To generate
Critical Safety Attacks, the attack amplitude was increased
to ensure that at least one collision occurred in each attack.
Very Uncomfortable Attacks were then derived by gradually
reducing the attack amplitude from the Critical Safety Attack
level until no collisions were observed. Finally, Uncomfortable
Attacks were formulated by adjusting the attack amplitude
such that the overall MSDV, and RC values fell within the
predefined uncomfortable range [80].

Within each attack magnitude case, three different attacks
are simulated. In each of the attacks, two of the sensors are
hacked at the same time where the hacked sensors are different
from one attack to the other attack. According to Fig. 3, for
two parts of the simulation (from #, to #5 and from #g to #y9),
normal sensor noise y; is nonzero as a realistic condition and
is i.i.d. uniformly distributed random vectors normalized to
satisfy noise bounds B, = 1073, For the rest of the simulation,
we set B, = 0. In addition, in Attack 1, sensors y; and y,
are under FDI attack between #; and 3. Similarly, in Attack 2
which is between #4 and fg, sensors yg and y; are under FDI
attack. Furthermore, in Attack 3, sensors yg and yy are under
FDI attack between t; and fo.

Both Attack 1 and Attack 2 are white noise, and Attack
3 is a repeatedly on-off switching white noise where the
RMS value of each of attack per each scenario is reported in
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TABLE I
RMS VALUE OF DESIGNED ATTACKS PERSEVERITY LEVEL

Severity level Attack 1 Attack 2 Attack 3
0 (m) 6 () % (m) 67 () 9 (m) &9 (°F)
Critical Safety 300 300 300 300 300 300
Very Uncomfortable 150 150 150 150 150 150
Uncomfortable 15 15 15 15 15 15

TABLE I. Attack 3 is repeatedly (de)activated by an activation
logic as follows.

Ss(k) = 0,84(k) = 0, if
Ss(k) # 0,89(k) £ 0

{floor[kT] =21 |1 € Z},

. 41)
otherwise.

By setting B, = 0 between #5 and 3, we investigate the
asymptotical stability of the framework in the presence of
attack and absence of normal sensor noise. We performed a
30 minutes simulation where ty, = Os, t; = 60s, t, = 300s,
t3 = 540s, t4 = 660s, t5 = 900s, tc = 1140s, ;7 = 1260s,
tg = 1500s, 19 = 1740s, and t1o = 1800s.

D. Results: Steady State Platooning

To evaluate our method comprehensively, we evaluate the
scenario of steady state platooning with the three sequential
attacks defined in Section IV-C. We compare four conditions
as follows from securing safety and securing comfort points
of view:

e Condition 1 (Insecure controller [54] without attack):
Depicts the performance of the controller in (31) in the
absence of attack (6; = 0,i € {1,...,9}). Note that, here,
for the variables measured with multiple sensors we use
the average of the measured values for a variable to design
the control signal in (31).

e Condition 2 (Insecure controller [54] with attack):
Depicts the performance of the controller in (31) but not
using any cyber attack security approach along with the
three designed attacks in Section I'V-C. Same as Condition
1, for the variables measured with multiple sensors we
use the average of the measured values for a variable to
design the control signal in (31).

e Condition 3 (Zhao’s method [23] with attack): Depicts
the performance of the security method in [23] (explained
in Section III-I) along with the designed attacks in Sec-
tion IV-C.

e Condition 4 (Our method with attack): Depicts the
performance of our security method explained in Sec-
tion II-C using controller (35), along with the designed
attacks in Section IV-C. The controller in (35) is the
secure version of the controller in (31) using our method
to reject attacked sensors.

1) Securing Safety: Fig. 4 shows the followed distance (d;)
in Condition 2 (Insecure controller [54] with attack) where
d, < 0 defines the collisions. The designed Critical Safety
attacks result in five collisions, the Very Uncomfortable attacks
lead to 30 m oscillations of the d, and no collision, and the
Uncomfortable attacks lead to 5 m oscillations of the d, and
no collision. TABLE II summarizes the main results, namely
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Fig. 5 illustrates the attack detection dynamics as function e YT S rra—yrr——
of time for the continuous Attacks 1 and 2 and the rapidly Time (s)
switching Attack 3. Obviously, the CACC without any security )
approach (Condition 2) has the highest vulnerability to sensor
Fig. 5. Control performance for the Very Uncomfortable attack severity:

attacks compared to Conditions 3 and 4. In Fig. 5, Zhao’s
method [23] (Condition 3) presents asymptotic stability of the
estimation error against Attack 1 and Attack 2, while at the
beginning of the attacks, namely at #; for Attack 1 and #4 for
Attack 2, the system states are excited for a while. This is
more evident in the zoomed-in area at time #; in Fig. 5(a),
where it takes approximately 20 seconds for Condition 3 to
reject the attack impact on the system states. In Attack 3,
Zhao’s method [23] (Condition 3) fails to secure the system,
and Attack 3 successfully disturbs the system states due to the
states’ excitations in every two seconds defined in (41). The
failure can be addressed more clearly in TABLE II where the
resulting RMS,, = 0.58 (m), which defines a considerable
error safe distance (d,,). However, based on Fig. 5, our
method (Condition 4) could successfully secure the safety of
vehicle platooning control by almost completely rejecting the
impact of all three attacks. For instance, Condition 4 rejects
the attack impact almost immediately, in contrast to Zhao’s
method [23], as illustrated in the zoomed-in area at time #; in
Fig. 5(a). In terms of safety, our method (Condition 4) resulted
in RMS,, = 0.03 (m) similar to the best performance, i.e.

a) Spacing error (e2), b) Velocity (v2), c¢) Acceleration (a2), d) Relative
velocity (Avp).

Condition 1 without any attacks, and about 94% less than the
RMS,, of Zhao’s method [23] (Condition 3).

The asymptotic stability with no states’ excitation can be
investigated more precisely in Fig. 6(a), where the estimation
error in (17) is depicted. Between #, and #5 and between g and
10, the error is only affected by the normal sensor noise which
is inevitable and cannot be rejected by any existing methods
due to the best of our knowledge. Furthermore, between #; and
t, and between t5 and fg, the estimation error in Condition 4
(contrary to Condition 3) not only rejects the impact of attacks
with no states’ excitation but also is asymptotically stable and
converges to zero which reflects the strong stability of the
framework. Fig. 6 (b) and (c) draw the performance of each
framework component. In Fig. 6(b) the classification ratio’s
(14) performance to the noise and the attacks is depicted.
The classification ratio could classify each observer based on
the degree of affectedness to the attack. In each attack, the
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Fig. 6. The optimal-coupling-observer framework’s components’ performance
(Condition 4): a) Estimation error, b) classification ratio, ¢) residual reference
model.

classification ratio includes three regions around 1, 0.6, 0.3,
and 0. Apparently, the framework is using the observer with
the greatest value for classification ratio (ideally equal to 1)
to estimate the system states.

Fig. 6(c) shows that the residual reference model in (12) is
asymptotically stable in the usual sense in the absence of noise
and attack, namely between #; and #7, and also can be correctly
excited in the presence of three of the attacks. In the rapidly
switching Attack 3, which was a bottleneck for Zhao’s method
[23] (Condition 3), it is clear that the residual reference model
is correctly excited every two seconds, namely at t = 1400s,
and ¢t = 1402s which are the start of the on-mode of the Attack
3 in (41).

Regarding the Critical Safety and Uncomfortable severity
levels in TABLE II, the same conclusion as Very Uncomfort-
able severity level emerges. Condition 2 is the most vulnerable
to attacks, Condition 3 is considerably affected by Attack 3,
and Condition 4 (our method) performs similar to Condition
1. However, Condition 2 under Critical Safety attacks results
in instability of the Vehicle 2 states with five collisions shown
in Fig. 4 (while they are bounded during all of the Attacks)
which strongly threats safety.

2) Securing Comfort: To assess the occupants’ comfort, the
longitudinal accelerations of Vehicle 2 in the platoon with Very
Uncomfortable severity level are compared in the frequency
domain in Fig. 7(a). In addition, the objective comfort scores
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Fig. 7. Frequency analysis for the Very Uncomfortable attack severity:
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TABLE III

OBJECTIVE ASSESSMENT OF COMFORT FOR STEADY STATE MANEUVER
(ATTACK 1-3) BASED ON MOTION SICKNESS (MSDVy) AND RIDE
COMFORT (RC) INDEXES

Severity level

Condition Critical Safety Very Uncomfortable Uncomfortable
MSDV, RC  MSDV, RC MSDV, RC

1 (Insecure 0.0028 4e-5 0.0028 4e-5 0.0028 4e-5

controller [54]

without attack)

2 (Insecure 94.69 3.08 47.38 1.59 4.65 0.15

controller [54]

with attack)

3 (Zhao’s 10.41 0.29 6.57 0.16 1.01 0.02

method [23]

with attack)

4 (Our method 0.0029 Se-5 0.0029 Se-5 0.0029 Se-5

with attack)

(MSDV,, reflecting motion sickness and RC reflecting ride
comfort, Section III-G) based on the vehicle’s longitudinal
acceleration are reported in TABLE III per each severity level.

In condition 2 without security method the most severe
“Critical Safety” attack with RC = 3.08; is indeed classified
as extremely uncomfortable (RC > 2% according to 1SO2361)
whereas the “Very Uncomfortable” attack with RC = 1.594
is indeed classified as very uncomfortable (1.25 < RC < 2.5%
according to ISO2631).

Fig. 7 illustrates the longitudinal accelerations as filtered
with regards to motion sickness (Section III-G). According
to Fig. 7(a), the highest of the longitudinal accelerations
is identified in Condition 2. This is consistent across the
whole frequency range, relevant for motion sickness i.e., 0
to 1 Hz. This shows that the system with insecure controller
is sensitive to attacks in the frequency range which affects the
occupants’ sickness drastically (i.e., around 0.2 Hz). Mean-
while, the lowest power is identified in Conditions 1 and
4. The performance of Condition 3 shows that although the
compared method in Section III-I could reduce the maximum
power for about 87% compared to the insecure controller in
Condition 2, it is considerably greater than the almost zero
power (0.01 (sz”;iz )) in Condition 4 as well as no attack scenario
in Condition 1. Furthermore, our method in Condition 4 has an
almost identical response to no attack scenario in Condition 1,
illustrating that the impact of the attack was almost completely
zeroed out. As a result, no additional sickness would occur to
the occupants.

According to TABLE III for Critical Safety severity level,
the generated MSDV, = 10.41 and RC = 0.29 % in Con-
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dition 3 are reduced about 89% and 91% compared to the
insecure controller in Condition 2, respectively, while they are
considerably higher than MSDV, = 0.0028 and RC = 4e-5 %3
for Condition 4 as well as no attack scenario in Condition
1. In addition, for Very Uncomfortable severity level, the
MSDV, = 6.57 and RC = 0.16 3 in Condition 3 decreased
about 86% and 89% compared to Condition 2, respectively,
however, they are higher than MSDV, = 0.0028 and RC = 4e-
5 < for Condition 4 as well as no attack scenario in Condition
1. Finally, for Uncomfortable severity level, the generated
MSDV, = 1.01 and RC = 0.02 % in Condition 3 dropped
about 78% and 84% compared to the insecure controller in
Condition 2, and increased drastically compared to Condition
1 with MSDV,, = 0.0028 and RC = 4e-5 %, respectively. As
a result, Zhao’s method [23] could generally reduce MS and
RC at all severity levels while it could not completely secure
the occupant’s comfort.

On the contrary and for all severity levels, our method
(Condition 4) illustrated almost zero MS metric by canceling
out the impact of the attack providing similar comfort with
no attack scenario in Condition 1. There was a small increase
(~ 4%) for MSDV, compared to Condition 1, which was
negligible due to the insignificant amplitude of the metric.

E. Platooning With 10 Vehicles

To further evaluate the scalability and robustness of the
proposed method, we simulated a platoon of 10 vehicles,
where Vehicle 1 is the lead vehicle and Vehicle 10 is the
tail vehicle. As above, an attack was launched on Vehi-
cle 2, following the scenario illustrated in Fig. 3. Now
8 additional vehicles were simulated to demonstrate attack
attenuation in the platoon. A comparison of the single-sided
amplitude-weighted acceleration spectra for Vehicle 2 and
Vehicle 10, shown in Fig. 7(a) and Fig. 7(b), respectively,
reveals notable differences in system response across control
strategies. Zhao’s method [23] (Condition 3) reduced the
peak amplitude by approximately 22%, while the insecure
controller in Condition 2 achieved a more substantial reduction
of about 56%. Remarkably, our proposed method (Condition
4) maintained performance nearly identical to the no-attack
baseline (Condition 1), demonstrating high resilience to the
injected disturbance.

These results highlight the string stability of the controller
defined in (35) used for Condition 1,2, and 4, which effectively
suppresses disturbance propagation along the platoon. In con-
trast, Zhao’s method exhibited limitations under the repeatedly
on-off switching attack scenario, where spacing errors were
neither amplified nor sufficiently damped, thereby affecting
downstream vehicle performance. Our method preserved the
ride comfort of the tail vehicle at a level comparable to
that of the second vehicle, underscoring its effectiveness in
maintaining platoon stability and passenger comfort under
adversarial conditions.

FE. State-of-Art Reliability Comparison

To further compare the reliability of Zhao’s method [23]
(Condition 3) with our method (Condition 4), we study vari-
ation of two metrics of False positive (FP) and F1-Score by
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running the scenario in Section IV-D for 100 times and with
different attack amplitudes from 0.0001 to 300. FP defines the
number of intervals that the method mistakenly did not use
the most reliable observer, and F1-Score estimates the quality
of resiliency under attacks.

Since our method does not explicitly classify an observer as
reliable or compromised but instead selects the most reliable
observer at each time step, a FP occurs when the method
selects a compromised observer. In such cases, the other, more
reliable observers are incorrectly ignored, leading to a False
Negative (FN). Consequently, the number of time intervals
with FP is equal to those with FN. By the same reasoning,
the number of time intervals for True Negative (TN) and True
Positive (TP) are also equal. Since TP = TN and FP = FN,
the evaluation metrics—F1-score, Precision, and Recall—yield
the same value.

The reliability measures as function of attack amplitude are
depicted in Fig. 8. From Fig. 8(left axis) both methods have
high FP mean values for attack amplitudes below or equal
to 0.001. The reason is that the attack amplitude is below
the noise amplitude and thus both methods are practically
disabled. For attack amplitudes above 0.001, the FP mean
value for our method (Condition 4) is around 2, while this
is around 7000 for Zhao’s method [23] (Condition 3). This
is because Zhao’s method [23] (Condition 3) fails to secure
the system in presence of the on-off Attack 3 as discussed
in Section IV-D. In practice, the FP around 2 means that
attacks of relevant magnitude are recognised in around two
time steps after the start of the attack (0.2 seconds) and that
the end of the attack is detected similarly, while during the
attack the detection remains correct. This shows that the attack
detection with our method is considerably quicker than Zhao’s
method [23]. Fig. 8(right axis) gives the same conclusion for
the attacks above noise amplitude (0.001), where our method
(Condition 4) with mean F1-Score of 0.999 is about 53%
more reliable than Zhao’s method [23] (Condition 3) with
mean F1-Score of 0.65. The main reason for the reliability
drop by Zhao’s method [23] (Condition 3) results from the
vulnerability of the method to on-off Attack 3.

Remark 6: For a broader comparison with SOTA cybersecu-
rity frameworks, we evaluate the performance of our method
(Condition 4) alongside Zhao’s method [23] (Condition 3), as
well as the approaches by Ko and Son [76] and Karmakar

Authorized licensed use limited to: TU Delft Library. Downloaded on January 15,2026 at 07:49:15 UTC from |IEEE Xplore. Restrictions apply.



1438

Attack 1 Attack 2

T e Condition 1
I || Condition 2
I | |=—Condition 3
! 9 |==-Condition 4
i

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 27, NO. 1, JANUARY 2026

TABLE IV

OBJECTIVE ASSESSMENT OF SAFETY FOR BRAKING MANEUVER BASED
ON NUMBER OF COLLISIONS (NC) AND RMS OF THE SPACING ERROR
IN METERS (RMS,,)
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Fig. 9. The platooning vehicles control performance under the designed sce-
nario including braking: a) Spacing error (e2), b) Velocity (v2), ¢) Acceleration
(a2), d) Relative velocity (Avy).

et al. [77], in terms of Fl-score for Attack 1 and Attack 2.
Attack 3 is not addressed by the methods of Ko and Son
[76] and Karmakar et al. [77] and therefore excluded for this
comparison. Considering only Attack 1 and 2, our method
(Condition 4) achieves an Fl-score of 0.999, outperforming
Condition 3 (F1-score = 0.97), as well as the methods by Ko
and Son [76] and Karmakar et al. [77] (both with F1-score =
0.96).

G. Results: Braking Maneuver

For steady state platooning as investigated in Section IV-D,
our method (Condition 4) performed excellently. Here we
explore attacks in the more critical condition where the lead
vehicle is suddenly decelerating by adding three extreme
braking events to the scenario in Section IV-C at t,, t5, and
t3 to reach and stay on the speed of 30 % for 100 s, and
then accelerate to reach the speed of 50.4 %. As shown in

Fig. 10. Designed scenario for stepwise FDI attacks.

TABLE 1V, the braking maneuver drastically affected safety
in Condition 2 as NC increased from 5 to 10 for Critical
Safety attack and from O to 1 for Very Uncomfortable attack.
From Fig. 9, we have the same conclusion as Fig. 5 which
shows that Condition 4 could successfully reject the impact
of attacks with no attack-related state excitation. However,
Fig. 9(c) shows high excitation of the acceleration due to
braking, which considerably affects comfort. From TABLE V
and TABLE IV, one can see that MSDV,, RC, and RMS,,
for Conditions 1 and 4 are similar across all severity levels,
demonstrating the effectiveness of our method in rejecting the
attacks’ impact without any loss of comfort and security also
during extreme braking.

H. Results: Stepwise FDI Attack

Referring to Remark 1, any attack resulting in error conver-
gence during attack occurrence may degrade the excitability
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Fig. 11. Control performance under stepwise FDI attack: a) Spacing error

(e2), b) Velocity (v2), ¢) Acceleration (ay), d) Relative velocity (Avy).

of the residuals of the observer or the classification ratio.
To investigate the excitability impact, we study steady state
platooning using a continuous stepwise FDI attack, and a
repeatedly on-off switching stepwise FDI attack [81] with the
Very Uncomfortable magnitude. In each of the attacks, two
of the sensors are hacked at the same time, where the hacked
sensors are different from one attack to the other. According
to Fig. 10, for one part of the simulation (from #, to fs),
sensor noise 7y; is nonzero as a realistic condition and is i.i.d.
uniformly distributed random vectors normalized to satisfy
noise bounds B, = 1073. For the rest of the simulation, we set
B, = 0. In addition, in Attack 4, sensors ys and y; are under
continuous stepwise FDI attack between #; and 3. In Attack
5 which is between 4 and fs, sensors yg and y¢ are under
a repeatedly on-off switching stepwise FDI attack, which is
activated by the activation logic in (41).

We performed a 20 minutes simulation where #y) = Os, #; =
60s, 1, = 300s, 13 = 540s, t4 = 660s, t5 = 900s, t, = 1140s,
and t7 = 1200s.

As above, we compare four conditions in the presence of
stepwise FDI attacks. The states of Vehicle 2 in the platoon
are depicted in Fig. 11. Based on these states, the distributed
CACC scheme without any security approach (Condition 2)
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shows the highest vulnerability to sensor attacks compared to
Condition 3 and Condition 4. On the other hand, in Fig. 11,
Zhao’s method [23] (Condition 3) presents asymptotic stability
of the estimation error against Attack 4, while at the beginning
of the attack, namely at 7, the system states are excited
for a short time. Continuously in Attack 5, Zhao’s method
[23] (Condition 3) fails to secure the system, and Attack
5 successfully disturbs the system states due to the states’
excitations in every two seconds defined in (41). However,
based on Fig. 11, our method (Condition 4) could successfully
secure the safety of vehicle platooning control by completely
rejecting the impact of the two attacks.

V. CONCLUSION AND FUTURE WORK

This article presents a novel optimal-coupling-observer-
based framework for a homogeneous CAV platoon under
bounded attacks. The framework includes three main com-
ponents: 1) sensor set design, 2) excitation mechanism, and
3) estimation mechanism, in which all components work
simultaneously together to gradually zero out the estimation
error by identifying and using the most reliable observer
to estimate the system states. Due to the coupling of each
observer with the most reliable observer in the framework and
the nonlinearity of the observer, the overall error system results
in an LTV system with a complicated problem of designing
the observer parameters, in which we used an LMI approach
to design the parameters with guaranteed global asymptotic
stability. The results show that the framework guarantees the
string stability of platoons in the presence of bounded attacks.

Further developments include integrating the lateral
behaviour, besides the longitudinal behaviour of platooning
vehicles, testing in more complex scenarios such as mixed
traffic flows or highly dynamic environments. From a method-
ology point of view, the observer structure may be regulated
with a new design to achieve maximum detectability for
maximum attack tolerability with minimum needed observers.
In addition, to validate the secured comfort, experiments
including human participants should be considered to confirm
motion comfort and perceived safety with our framework in a
real environment.
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