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Abstract—This paper introduces the Biometrics Data Space
framework, which is a secure ecosystem built on Data Spaces
technology and it is designed to address the challenges of suspect
identification during cross-border crime investigation. Apart
from Data Spaces technology, the proposed framework innovates
by leveraging also Privacy Enhancing Technologies (PETs) and
blockchain to enable secure, trustworthy, and sovereign data
exchange between Law Enforcement Agencies (LEAs) across
borders. Specifically, it utilizes advanced PETs, including Large-
Scale Biometric Data Indexing based on deep hashing techniques
and Homomorphic Encryption to allow for suspect identification
without disclosing sensitive information of personal biometric
data. Thus, it enables LEAs to securely compare and exchange
encrypted sensitive biometric data, including facial images, fin-
gerprints and voiceprints, while maintaining data privacy and
data sovereignty. LEAs define the usage rules for the biometic
data they own and these rules are enforced to and respected by
the other LEAs participating in the Biometrics Data Space. The
proposed architecture is designed to be scalable, allowing the
incorporation of additional biometric modalitiies and the easy
expansion and integration with new participant LEAs.

Index Terms—Biometrics Data Space, Cross-Border Suspect
Identification, Privacy Enhancing Technologies, Homomorphic
Encryption, Biometrics Data Sovereignty

I. INTRODUCTION

Over the past few decades, there has been considerable
interest in the adoption of biometric technologies for sus-
pect identification systems, driven by the uniqueness of a
person’s biological characteristics, such as the facial features,
voiceprints or fingerprints. These technologies have a wide
application area such as border control, police investigations,
and the cross-organization sharing of information to combat
terrorism, global crime, and illegal migration. In tackling
crime and terrorism across several countries, the necessity
for cross-border police cooperation has become significantly
critical. Cross-border suspect identification systems in forensic
investigations require several key criteria to be met, among
which are the security of the exchanged results and the
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participants’ sensitive information, the accuracy and speeding
up of obtaining the identification results, and the improvement
of automated exchange for biometric data.

As digital biometric technologies become more prevalent
for enhancing identification and identity verification processes,
concerns about privacy, ethics, and the requirement to comply
with EU data protection regulations are growing. Such risk-
related issues may involve misuse of personal data or ethical
issues arising from Artificial Intelligence (AI) driven deci-
sions. To address the limitations on cross-border data exchange
for police cooperation, this paper proposes the Biometrics
Data Space, leveraging the power of strong privacy safeguards
introduced by the International Data Spaces (IDS) [1]. The
suggested framework incorporates Privacy Enhancing Tech-
nologies (PETs), such as Encryption and Large-Scale Data
Indexing, along with the Blockchain Smart Contracts for the
orchestration of a trustworthy, secure, and self-sovereign data-
sharing ecosystem.

II. LITERATURE REVIEW & STATE-OF-THE ART ANALYSIS
A. Priim Framework

The Priim framework has established a roadmap to enhance
police authorities cooperation against fighting global crime,
with a focus on the facilitation of cross-border information
sharing. Initially introduced in 2005 as the Priim Treaty [2],
which provides a signed legal framework for the data exchange
of DNA, fingerprints, and vehicles registration data for law
enforcement purposes. In 2008, the European Commission
proposed the incorporation of Priim Treaty into the EU legisla-
tion and in 2012, the implementation of the Priim Decision [3]
was initiated with several EU member states working towards
the connection of their national databases for automated data
exchange. The European Commission introduces Priim IT [4]
regulation in 2021, with measures for improved cooperation
in data exchange to combat serious crime and terrorism. The
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Priim II regulation is enhanced in 2023 by adding facial images
and police records, and by centralising data flows, to make
them faster and more effective.

B. Data Spaces

The role of data has become of significant importance in
characterizing several areas of interest ranging from businesses
to governments. Among the several valuable roles of data
are the facilitation of operational optimization, the data-driven
decision making towards innovation and evaluation, the es-
tablishment of transparency and traceability, as well as the
enhancement of tackling global crime. To harness the value
of data, sharing in a secure manner inside an ecosystem of
trusted participating actors is considered crucial. Nonetheless,
in cases of data sharing, it is essential to align and respect the
European Union’s regulations such as General Data Protection
Regulation (GDPR) [5] and principles like Findable, Accessi-
ble, Interoperable, and Reusable (FAIR) [6]. For a data sharing
scheme that aims at the exploitation of the value of data, it is
crucial to guarantee the protection of personal data of users
and to prohibit the unregulated use of digital data in ways that
compromise the ethical rights of citizens.

Emphasizing on achieving a common purpose of sharing for
growth, innovation and security, the notion of data sovereignty
is considered a fundamental characteristic of this process.
These considerations have been focused by the European
Union in terms of providing a strategy for data [7] that
exploits the power of preserving owners’ control over their
own resources. The European strategy for digital data aims
at the formation of strong safeguards over data protection
while prioritizing privacy and trust. In response to these
specifications, Data Spaces have been gaining attention by the
European Union as an infrastructure that provides the abil-
ity for storage, accessing, exchanging and processing digital
data in a privacy-preserving, self-sovereign, and interoperable
manner.

In 2015, Fraunhofer research project launched the initiative
of the IDS [1] aiming to establish the distributed software
architecture of Data Spaces for security, interoperability and
sovereignty. Moreover, the IDS Association (IDSA) extended
the research on IDS by introducing the IDS Reference Ar-
chitecture Model (IDS RAM) [8], which serves as the main
architecture for the software design of a Data Space. IDS
RAM provides several layers of the architecture including the
system layer, which describes the primary and secondary Data
Spaces components, and the process layer, which defines the
necessary processes taking place for the enabling of sharing
data and enforcing access and usage control policies. These
layers ensure the privacy preservation and the ethical use of
data for the purposes of sharing, while also adhering to the
common European regulations.

In addition to those contributions, the GAIA-X initiative [9]
aims at the extension of the IDSA goals on data sharing and
sovereignty. The goal is the formation of an architecture that
provides services for data exchange as well as for data storage
and management on cloud infrastructures. The goals of GAIA-
X architecture are focused on the formation of a distributed
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services catalog, the secure and sovereign data exchange, the
trusted identity management, and the compliance services.

The key component to the Data Space functionalities is the
Connector, which acts as a secure communication tunnel for
exchanging information securely while preserving the owner’s
control policies over the data. There are several approaches in
the implementation of the Connector component that are cer-
tified by IDSA and comply with IDS and GAIA-X protocols
and requirements. The updates and additions to Connectors
implementation is disseminated through the periodic IDSA
Connector Report [10]. The Connector focused on in this
paper is the TRUE (TRUsted Engineering) Connector [11] by
Engineering which is a compatible with the FIWARE [12]
technical blocks catalog.

C. Blockchain

Over the years, Blockchain technology due to its de-
centralized and immutable nature and security, has found
applications in various fields such as finance, supply chain
management, and healthcare. To begin with, there exist three
major categories of blockchain types; (i) public blockchains,
(ii) private blockchains, and (iii) consortium blockchains.
Public blockchains such as Ethereum [13], [14], are decen-
tralized platforms, open to the public in which, multiple
nodes contribute to the consensus process and maintain the
integrity of the blockchain. Public blockchains are appropriate
for applications that need trust and censorship resistance since
they are usually transparent, unchangeable, and secure. On the
other hand, private blockchains, such as Hyperledger Fabric
[15], [16], and Corda [17], [18], are exclusive to a certain
member group and have permission-based access controls.
In corporate context, when a consortium or a collection of
organizations operate together on a blockchain network, pri-
vate blockchains are frequently utilized due to their increased
control over privacy, scalability, and governance. The third
category, i.e., Consortium blockchains are in essence a hybrid
solution between public and private ones, where they involve
organizations or entities collaborate in order maintain the
network. Consortium blockchains are typically preferred when
a more decentralized approach is required.

Blockchain technology, can also be used in order to pro-
vide transparent, secure and decentralized ways for sharing
and accessing data, as in the case of the Biometrics Data
Space. Such solutions include the InterPlanetary File System
(IPFS) [19], a distributed file system that utilized blockchain
technology in order to generate a decentralized and peer-to-
peer network for storing and sharing files. Ocean Protocol
is yet another platform that allows individuals and organiza-
tions to securely share their data by providing a marketplace
where data providers can publish and sell their data while
maintaining control over their access and usage rights. Similar
solutions also include the ones provided by IOTA [20], [21]
which allows IoT and machine-to-machine communication,
and Sovrin [22] which allows sharing of the citizen’s digital
identity information with trusted parties.

D. Privacy Enhancing Technologies

1) Large-Scale Indexing: Indexing [23] broadly refers to
the use of some indicator or measure as a reference. It
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adds structure to an existing body of data points significantly
enhancing the storage, retrieval and comparison processes.
Hashing [24] is a particularly effective technique for indexing
since it converts high-dimensional data into more efficient,
compact representations called hashcodes. This mitigates the
complexity of operations performed on high-dimensional data
reducing both search complexity and storage demands.

With the growing popularity of Deep Learning as a cutting-
edge field and its increasing use in academic research, Deep
Hashing [25] has gained prominence. This prominence is
accentuated by its ability to optimise the differentiation and
grouping of similar data which in turn reduces computa-
tional cost and enhances retrieval performance. Deep hashing,
utilises advanced hashing functions that move beyond exact
matching to introduce the concept of approximate matching,
which is especially important for managing noisy biometric
data with subtle differences. This approach effectively handles
biometric data that are inherently high-dimensional while
accommodating minor variations, such as slight changes in fa-
cial expressions or fingerprint positioning, ensuring biometric
systems remain accurate and efficient.

The increasing demand for efficient and accurate biomet-
ric data search across large-scale databases has driven the
development of sophisticated multimodal frameworks that
combine more that one type-modality of biometric data. Ex-
amples include a multi-biometric algorithm [26] that integrates
palmprints and dorsal hand veins using a combination of
deep learning and graph matching techniques at score level.
Efficient deep palmprint recognition has also been achieved
[27] through a combination of hash coding and knowledge
distillation techniques, which aim to enhance the overall
efficiency and effectiveness of palmprint recognition systems.
Furthermore, the Regularised Adversarial Domain Adaptive
Hashing (R-ADAH) method [28] has been introduced for
cross-domain palmprint recognition, enabling the adaptation of
palmprint recognition systems across various domains, thereby
improving performance in diverse operational settings.

Deep hashing techniques have been widely applied in facial
recognition systems, where they enhance the speed and accu-
racy of searches within large-scale databases. For instance,
a fast face search method proposed by [29] integrates deep
convolutional neural networks (CNNs) and semantic hashing
to improve the efficiency of facial data retrieval. The system
uses a ResNet model to extract deep face features, followed
by Principal Component Analysis (PCA) and binarization to
convert real-valued features into compact hash codes, signif-
icantly accelerating the face search process. Furthermore, the
work of [30] focuses on person re-identification (re-id) by
combining appearance, posture, and emotion cues in a portrait
interpretation framework, which leverages deep learning and
hashing for accurate and real-time face-based searches.

2) Homomorphic Encryption: Homomorphic encryption
(HE) is a powerful cryptographic technique that enables com-
putations to be performed directly on encrypted data without
requiring decryption. This feature offers substantial advantages
for ensuring data privacy and security, particularly in scenarios
where sensitive information must remain confidential while
undergoing processing. Over the past decades, HE has ma-
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tured significantly, with notable advancements in both theory
and application [31]-[33]. These developments have unlocked
numerous applications across sectors such as cloud computing,
healthcare, and finance [34], [35]. For instance, companies
leveraging cloud services can outsource data processing tasks
without exposing their raw, sensitive data to cloud providers. In
healthcare, HE allows secure querying of encrypted databases,
facilitating medical research while preserving the privacy of
patient data [36], [37].

In the field of biometrics, homomorphic encryption offers a
robust solution for secure biometric identification and authen-
tication, providing privacy-preserving methods for individuals
to verify their identity [38], [39]. This is especially critical in
sectors like healthcare, where the confidentiality of biometric
data is paramount. Biometric features, such as encrypted
fingerprints, can be matched with encrypted databases without
disclosing any raw biometric information [40]. Within the
context of the proposed framework, we aim to combine HE
with deep hashing techniques to efficiently compare biometric
data against large-scale databases. This approach focuses on
selectively encrypting key features of the biometric data, such
as facial or fingerprint features, to optimize computational
efficiency. By minimizing the data involved in the encryp-
tion process, the system ensures privacy while reducing the
overhead typically associated with HE [34], [37], [39]. This
approach allows for secure and scalable biometric comparison
while maintaining cost-effective encryption standards.

3) Fuzzy Extractor and AES Encryption: Fuzzy extractors
are cryptographic primitives that are crucial for generating
stable cryptographic keys from noisy inputs, such as biometric
data. These extractors work by employing a reconciliation
mechanism that minimizes the influence of noise while de-
riving a consistent secret key. This mechanism is particularly
useful for biometric data, which naturally introduces variabil-
ity due to environmental factors and sensor inconsistencies
[41], [42]. Biometric-based fuzzy extractors offer several key
benefits compared to traditional cryptographic hashing func-
tions like SHA-256 or MDS, including improved security,
flexibility, and privacy preservation [43], [44]. For example,
a fuzzy extractor can securely derive a key from a fingerprint
scan by removing noise and variations in the scanned data,
generating a key that is resilient to errors introduced during
data capture.

The AES encryption algorithm is employed to safeguard
the underlying biometric data [45], [46]. AES is known for
its lightweight and computationally efficient nature, making it
well-suited for real-time biometric matching processes, such as
secure fingerprint or iris-based authentication. In the proposed
system, fuzzy extractors and AES encryption are combined to
ensure both privacy and security in biometric authentication. In
our design, fingerprints or facial templates are extracted from
noisy inputs, transformed into a stable cryptographic key using
a fuzzy extractor, and then utilized as the AES key to encrypt
the raw biometric data. By using the fuzzy extractor’s output
as the AES key, we create a direct link between the biometric
data and the encryption process. This approach enhances the
overall security and privacy of the system, as the encryption
key is inherently tied to the specific biometric input, making
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unauthorized access significantly more difficult [41], [45].

IITI. USER REQUIREMENTS

Forensic agencies, police authorities and cross-border con-
trol investigators encounter a variety of challenges when
addressing the process of suspect identity verification through
cross-border data exchange. Among the potential complica-
tions of biometric data sharing through LEAs are the differen-
tiations in each country’s national legislation for protecting
privacy of personal data, the concerns regarding ensuring
security and trust, as well as the existing technological tools
and their extension capabilities of each member and non-
member EU countries. The specific obstacles may hinder
the seamless sharing of biometric data for the purpose of
cross-border identification. Another aspect that is considered
as a predicament for the international cooperation among
LEAs involves the concerns related to potential misuse of the
sensitive data and compromisation of the personal privacy.

The confrontation of the existing complications towards the
formation of a cooperative investigation system is intented
to rely on the adaptation of the data sharing system to
respect specific design principles. The design requirements
must ensure trust and security among participating actors
through certification and validation, and data sovereignty that
enforces access and usage control regulations strictly deter-
mined by the data holder. Additionally, interoperability that
ensures data exchange capability between remote actors with
differentiations on their legislation on existing systems, and
the formation of an ecosystem of data where the necessity for
a centralized storage unit is omitted and data remains at their
original resources instead.

Along with the privacy preservation and ethical use of
data concerns, such a system is obligated to respect the
requirements of the new Prum II regulation [4] on the police
cooperation on automated data exchange. As a consequence,
the alignment of the data sharing system should be enforced by
allowing the automation of the exchange of criminal records
with biometric data, the establishment of central components
to enable the automation process, the acquisition of results
within 48 hours, and the enhancement of data protection with
corresponding technologies.

IV. ARCHITECTURE
A. Data Model

The objective of suspect identification requires strong evi-
dence in order to guarantee accuracy in the obtained results.
For that cause, the Biometrics Data Space for identity verifica-
tion leverages the power of biometric characteristics. The pro-
posed data model for a potential suspect’s profile is based on
the ANSI/NIST-ITL 1-2011 [47] structure for criminal record
exchange. The suggested suspect record format harnesses the
distinctiveness of biometric features, specifically, facial im-
ages, fingerprints and voiceprints, along with additional record
transaction information. The specific model is targeted around
strong biometric characteristics that aim towards high accuracy
of identification. The proposed model can be extended to
support other biometric features for recognition.
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Apart from the biometric characteristics, the potential sus-
pect’s profile utilized in the Biometrics Data Space will store
additional information regarding the record registration details,
such as date of record creation, LEA officer who executed the
process, etc., and potential suspect-related information from
notes taken by the Police Officer, such as height, nationality,
gender, name, or any other descriptive text. Based on the
selected data model the process of trustworthy cross-border
suspect recognition will be enhanced towards accurate, fast
and efficient results.

B. Reference Architecture for Biometrics Data Space & De-
sign Principles

The design of the Biometrics Data Space relies on a
high-level reference architecture model that involves the key
technology components for the establishment of a trustworthy,
independent and interoperable data exchange framework. The
core functionalities and technologies that are incorporated are
presented in Figure 1. The integrated Data Space components
involve one Connector component per each LEA which is
responsible for the secure biometric data exchange, the com-
munication with the key technologies, the retrieval of the
biometric data from the local storage of each police authority,
and the enforcement of usage control policies. In order to
ensure privacy preservation and data integrity, the Biometrics
Data Space leverages thw power of Encryption and Large-
Scale Indexing. Moreover, transparency and traceability is
handled by the Blockchain Smart Contracts.

The main design principles that characterize the Biometrics
Data Space are the following:

Trustworthiness: Trust is significantly important in the Bio-
metrics Data Space. Every participant is obliged to possess
a certified Connector with a unique identifier in order to
exchange data. Thus, only trusted organizations are allowed
to request or provide data and trustworthy usage of resources
is ensured since the usage policies are respected.

Security: The biometric data sharing should be performed
under increased security through the establishment of a com-
munication channel among only trusted Connectors. Security
is enhanced by the integration of Privacy Enhancing Tech-
nologies which enable the anonymization and pseudonymiza-
tion of data, thus, augmenting the sharing process with an
additional layer of protection.

Data Sovereignty: The capability of access and usage poli-
cies self-determination over the data is a fundamental aspect
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of the Biometrics Data Space. Data owners define the control
policies on their own data including who has access to
the data, the duration for their availability, location-based
filtering, and more.

Interoperability: The data exchange process in the Biomet-
rics Data Space is considered as type agnostic, since different
LEAs from different countries own different formats and
protocols of biometric data.

Transparency & Traceability: When it comes to sharing
biometric data between cross-border LEAs, it is important
to maintain recording of data exchanges through Blockchain
Smart Contracts, safeguarding both parties (data requestor
and data owner) against unauthorised data access requests
and premature or unjustified access revocations, respectively.
Ecosystem of Data: In the Biometrics Data Space, there
is no demand for a central storage and management unit to
successfully conduct data sharing. On the other hand, the
databases of biometric data remain decentralized on the local
premises of each LEA.

C. Case Management System

The Case Management System (CMS) allows central han-
dling of cases and data management. Its scope is to bridge
the gap between the various components participating in the
use case scenario by streamlining and monitoring the entire
process as well as orchestrating the performed operations. The
architecture of the Case Management System will be flexible
and scalable to accommodate the various case management
needs of LEAs in various contexts. The primary functionalities
of the CMS component are (i) workflow automation, (i)
case data management, (iii) component orchestration, and
(iv) case progress tracking. The above functionalities are all
supported by robust data security protocols to protect sensitive
information and adhere to rigorous user privacy policies.

This will be achieved by exploiting a Business Process
Management Tool (BPMN), such as Camunda [48] to model
the flow of the use case and illustrate the involvement of the
various components. An external NoSQL database (MongoDB
[49]), connected to the CMS will hold information about
both active and closed cases, along with an integrated file
server that is responsible for the secure storage of any kind
of file evidence associated with the case (e.g. case videos,
audio files, suspect or incident photos, or PDF reports).
Simultaneously, the communication between the CMS and
the other components happens through an API that provides
the users with the required endpoints. Eventually, the CMS
brings to the table facilitated communication between the
scenario stakeholders, clear visualization of complex work-
flows and transparent process modelling. Through utilizing this
approach, users can monitor the progress of each use case,
share information between components, trigger actions, and
ensure that everything is carried out as it should.

D. Data Spaces

The core architecture of Data Spaces relies on the IDS-
RAM [8]. The formation and operation of data exchange
systems that maintain sovereignty, preserve privacy of sensitive
information, and respect European regulations regarding the
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ethical use of data is the main objective of IDS-RAM. The
accomplishment of these purposes is based on the concept
that data holders strictly determine the access and usage rules
on their data. Additionally, the maintenance of decentralized
storage at the origin of the data sources reduces the need
for implementation of central storage and management units.
Instead, the involved functionalities for data exchange are
formed through the IDS-RAM Components, while data owners
maintain their resources and services in their local premises
or cloud infrastructures.

The Biometrics Data Space proposed in this paper leverages
several components of the IDS-RAM including the basic
component for data exchange, which is the Connector, as well
as additional components, such as the Identity Provider, the
Metadata Broker, and the Clearing House:

Connector: The component that serves as the fundamental
element for the data sharing process in a Data Space is
the Connector. For the purpose of data exchange, each
organization is assigned one or multiple Connectors, through
which it is able to request or provide data to the other trusted
participants. The Connector is responsible for acting as a
secure gateway, while ensuring privacy-preserving artifacts
exchange throughout cross-border organizations, and strictly
adhering to the data owner’s usage policies and the interna-
tional standards for personal data protection. Data holders
possess the capability of determining regulations on the
accessibility of their resources in terms of usage, process or
sharing. The internal architecture of the Connector constitutes
of separate containers that aim at the creation of isolated and
secure environment for the secure exchange functionalities.
These containers are separated per functionality and they
include the data exchange container, the message router
and the usage control enforcement application. Moreover,
the Connector is responsible for communication with the
following components in order to serve basic functionalities,
such as certification, registration, or transaction logging.

Identity Provider: In order to maintain reliability throughout
the data sharing in a Data Space, the Identity Provider com-
ponent is responsible for the generation, management, and
validation of each corresponding participant’s certifications.
Unauthorized request or provision of data is prohibited to
guarantee trust among the actors. The core role of the Identity
Provider is the issuance of certificates and the authorization
of Connectors to allow accessing and sharing of data. Its
internal architecture relies on three components. Firstly, a
Certificate Authority (CA) which is involved the creation
and handling of the certificates for each Connector in the
Data Space. The authorization is performed through obtaining
tokens with short validity range in order to perform access
requests through the Connector. These tokens are Dynamic
Attribute Tokens (DATs) and they are provided through the
Dynamic Attribute Provisioning Service (DAPS), which pro-
vides up-to-date information about the Connectors and their
assigned participants. Finally, the necessary organization-
related information of the participants is registered and
maintained in the Participant Information Service (ParlS).
Altogether, CA, DAPS, and ParIS fulfill the compulsory
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requirements of the Identity Provider in the Data Space
that handles identification, authentication, and authorization
aspects.

Metadata Broker: The corresponding functionality of a
resource and participants catalog in Data Spaces is offered
through the Metadata Broker component. Its role is related to
data resources management in terms of listing artifacts to a
shared registry, and facilitating access to the self-description
of the resource, while maintaining anonymization of the
owner. A Self-Description is a document that incorporates
all the required information of a resource or a Connector
registered in the Data Space, to facilitate the data exchange
process. During the registration of a Connector in the Data
Space, its self-description is registered in the Metadata Bro-
ker. In a similar manner, when the Data Offering process of
an artifact takes place, its self-description is registered in the
Metadata Broker’s catalog.

Clearing House: In terms of traceability and transparency,
it is of essential importance to register all attempts in the
Data Space through the Clearing House component. The
main objective of the Clearing house is the provision of a
functionality for the registration of access transactions that
take place among the trusted participants. The logging of such
attempts includes history records with information related to
the requestor, the owner, the resource and the usage control
policies related to the requested artifact.

E. Blockchain

The proposed blockchain-based data sharing platform aims
to facilitate in a fast, secure and valid exchange of sensi-
tive and confidential biometric data between different law
enforcement agencies (LEAs) across Europe. The platform can
handle different types of data for access, storage and trans-
fer management, due to its “data-agnostic” nature. Its main
functionalities focus on (i) the management of datasets, image
files (suspect photos), and other biometric modalities like voice
and fingerprints, as well as (if) enabling interoperibility and
integration between different components, participating in the
same use case scenario. Its primary goal is to offer a data
layer on which, the various connections are built to form the
data space. The Blockchain component has two main depen-
dencies in terms of underlying technology. The Ethereum-
based blockchain, which manages auxiliary storage and offers
the trust, immutability, and non-repudiation to the process
required to achieve the proper ”Solid specified” permissions
needed to access the actual data; and the Solid Community
server, which in turn implements the Solid protocol for safe,
private, and decentralized data access [S0]. At its core, the data
sharing platform is made up of three separate but connected
components.

« Data storage component: Every data expert / security
officer utilizes the data storage, access, and retrieval
mechanism, which is based on a customized deployment
of the Solid data server for each LEA and runs locally in
each organization’s premises.

o Permissions and Accounting Component: The permis-
sions and accounting component is based on a proof-
of-authority blockchain network owned by a private
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consortium. It can be deployed in a fully decentralized
manner on the local premises of each organization, or
in a semi-decentralized manner that is more user-friendly
and hosted on a cloud-based consortium server.

o API Component: The API componentn is a gateway,
implemented in tandem with the data storage mechanism.
Through this gateway, all parts are combined into a
single service, standardizing the authorized actions on the
service and streamlining all interactions.

User ‘ User User User User

F. Privacy Enhancing Technologies

1) Large-Scale Indexing: The Large-Scale Biometric Data
Indexing, is a crucial tool for enabling the efficient comparison
and retrieval of biometric data using deep learning techniques,
specifically designed to support cross-border collaboration be-
tween Law Enforcement Agencies (LEAs).Through the appli-
cation of deep hashing, it transforms high-dimensional biomet-
ric data, such as facial images, fingerprints, and voice samples,
into compact, efficient representation for storage, retrieval, and
comparison. Its primary goal is to facilitate the identification
of suspects by enhancing the speed and accuracy of biometric
data processing. As the volume of available biometric data
grows, manual comparison by LEAs has become increasingly
impractical; this shift to data-driven, algorithmic methods re-
flects a broader trend in law enforcement, where technologies
like deep learning are reshaping policing practices to improve
efficiency and accuracy in suspect identification and criminal
investigations [51].

The architecture of the Biometric Indexer is built around
three critical phases, each of which interdependent, meaning
that the successful operation of each subsequent phase de-
pends on the preceding one. Specifically, the Training Phase
lays the foundational models required for the generation of
hash representations in the Data Indexing Phase. Without the
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proper training of these specialised deep learning models,
accurate and efficient indexing of biometric data would not
be possible. Similarly, the Data Searching Phase depends on
the accurate generation and storage of hash representations
during the Data Indexing Phase. Without a well-structured
and comprehensive index, the search and comparison functions
would be ineffective. Therefore, the architecture’s functionality
is cumulative, where each phase builds upon the last, ensuring
that all components work in a cohesive and interconnected
manner. The absence or failure of any phase would disrupt
the entire system’s ability to operate, making it essential that
all phases function in sequence for optimal performance.

The Training Phase, involves training three specialised deep
learning models, one for each biometric data type. These
models are shared with LEAs, allowing them to independently
generate hash representations from their original biometric
data without the need to transfer this data to a central
repository. This decentralised approach enhances security by
eliminating the need for data transmission over networks,
and it also allows for future expansion. Both new data types
and additional LEAs can be seamlessly integrated without
disrupting the system’s operation.

Once the models are deployed in a distributed manner, the
Data Indexing Phase begins. During this phase, each LEA
converts its biometric data into collections of hash repre-
sentations. These collections are stored with pseudonymised
suspect IDs, ensuring that personal information is never shared
across LEAs. Each LEA maintains a secure internal mapping
of suspect IDs to actual individuals, which allows the system
to operate without access to sensitive personal data.

The final phase, known as the Data Searching Phase,
handles queries from an LEA containing biometric data to
be compared against the indexed hash representations. The
query data is encrypted using homomorphic encryption and
distributed to the other LEAs, where it remains encrypted
during the comparison process. Each LEA compares the query
against its own stored data, compiles a list of results sorted by
similarity, and returns the results to the querying LEA. These
results are grouped by LEA and displayed to the requesting
authority, ranked according to a predefined similarity scale:
“Highly Likely Suspect,” ”Probable Suspect,” ”Unlikely Sus-
pect,” "Doubtful Suspect,” and "Highly Doubtful Suspect.”

This three-phase architecture ensures the system’s effi-
ciency, scalability, and security. Homomorphic encryption
plays a key role by allowing comparisons to occur while data
remains encrypted, thereby preserving the privacy of biometric
information. This decentralised, secure, and scalable design
makes the system highly effective for large-scale, cross-agency
biometric identification.

2) Homomorphic Encryption: In the Biometrics Data Space
architecture, after extensive research into different homomor-
phic encryption (HE) libraries, we selected Microsoft’s SEAL
library as the core HE tool. SEAL was chosen due to its
robust implementation of the CKKS (Cheon-Kim-Kim-Song)
scheme, which supports approximate arithmetic on encrypted
data—ideal for our deep hashing similarity computations. The
integration of SEAL allows the system to compute similarity
scores between encrypted biometric feature hashes without
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needing to decrypt them, preserving the privacy of the un-
derlying biometric data at all times.

The technical process begins with the extraction of feature
vectors from biometric data through deep hashing algorithms.
These vectors, typically representing high-dimensional feature
space, are then encrypted using SEAL’s CKKS scheme. The
advantage of CKKS is its ability to handle real numbers, which
is essential for calculating similarity metrics such as cosine
similarity or Euclidean distance between hashed features. Once
encrypted, these feature vectors are passed to the homomor-
phic computation module, where similarity calculations are
performed directly on the ciphertexts. This approach ensures
that even during computation, sensitive biometric data remains
protected from potential leakage.

The decision to use SEAL was further justified by its
efficient performance and support for customizable encryption
parameters, allowing us to balance security and computational
overhead. By adjusting the parameters—such as polynomial
modulus degree and coefficient modulus—we optimized the
encryption process for real-time requirements. This makes
SEAL a crucial component in securely comparing biometric
feature hashes across jurisdictions, ensuring compliance with
cross-border data protection laws while maintaining high ac-
curacy in matching results.

Figure 3 illustrates the user interface (UI) for the homo-
morphic encryption component in functional testing. The UI
consists of three main sections: 1) the data input and process-
ing section (top panel), where fingerprint data is entered in
JSON format, including details such as image ID, minutiae
type, and coordinates, and processed by clicking “Process
Data” to initiate encryption; 2) the encryption details and
quality metrics section (middle panel), which displays the
encryption and decryption results, including the encrypted data
location, execution time, and quality assessment of the finger-
print data based on homomorphic calculations, demonstrating
the capability for cross-border data comparison by allowing
similarity computations across encrypted data from different
jurisdictions; and 3) the encrypted ciphertexts display section
(bottom panel), which shows the encrypted data as polynomial
expressions, representing the feature values in ciphertext form,
ready for similarity computations without decryption, thereby
preserving data privacy.

3) Fuzzy Extractor and AES Encryption: In the described
architecture, the combination of a Fuzzy Extractor (FE) and
AES-256 encryption provides robust protection for biometric
data. The Fuzzy Extractor is responsible for transforming noisy
biometric inputs, such as fingerprints or facial templates, into
stable cryptographic keys. We implemented the FE using BCH
(Bose-Chaudhuri-Hocquenghem) coding along with Hamming
distance metrics to effectively handle the inherent variability
in biometric data. The use of BCH coding allows for efficient
error correction, ensuring that slight variations in biometric
readings do not result in key mismatches, while Hamming dis-
tance ensures accurate comparison between stored templates
and new inputs.

The cryptographic seed derived from the FE is then used to
generate the secret key for AES-256 encryption, which secures
the raw biometric data. By encrypting this data with AES-256,
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Fig. 3: Homomorphic Encryption Component UI

the architecture ensures that even if intercepted, the biometric
data remains protected and unreadable without the correct key.
This combined approach mitigates key leakage risks, as the
key is generated from the biometric data itself, removing the
need for separate key management. Additionally, the error-
correction capability of BCH coding enables consistent key
generation despite biometric noise, enhancing system usability
and security.

G. Scalability

In the context of the Biometrics Data Space architecture,
the ability to scale up is provided both in terms of utilized
biometric technologies and in cases of expansion with multiple
participants. The suggested framework is currently designed
to evaluate facial, voice, and fingerprint recognition for the
purpose of suspect identification. Nonetheless, the potentiality
for extension with more biometric features is feasible.

Regarding scalability by network effects, it is significantly
crucial that the proposed model can be extended to support
new participants in the automated biometric data exchange
framework. The current scenario being considered encom-
passes two organizations, one that acts as a data access
requestor and the other one as a data holder. The notion of
a Data Space can be extended to support the participation
of more than two organizations by easily scaling up through
the assignment and initialization of the Connector, which is
the core component of the Data Space and is responsible for
handling the data sharing. Each trusted participating organiza-
tion is assigned to one certified Connector, which is able to
operate either in Consumer mode or in Provider mode. The
Consumer Connector is responsible for initiating a data access
or usage request, while the Provider Connector handles the
biometric data offering, the usage control enforcement, and
the authorization of data exchange.

In order to scale up and become a trusted participant to
the existing Data Space, a new LEA is assigned a new
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Connector instance operating in the preferred mode. Based on
the International Data Spaces Reference Architecture Model
[8], the Connector follows predefined procedures including
the Onboarding, where they communicate with the central
Identity Provider to get certification and authorization in the
Data Space, and the Data Offering of the Connector’s self-
description document to the Metadata Broker, for it to be
discoverable by the other trusted participants. In the selected
Connector implementation of “FIWARE TRUE (TRUsted En-
gineering)” Connector by Engineering [11], such procedures
can be easily initiated by REST API endpoints. Afterwards,
the Connector constitutes a part of the existing Biometrics
Data Space and is ready for data offering, contract negotiation
and data exchange.

V. SUSPECT IDENTIFICATION APPLICATION SCENARIO

The Biometrics Data Space framework for the facilitation
of the cross-border suspect identification scenario combines
the technologies mentioned in the architecture in a way that
ensures trust, sovereignty and interoperability throughout bio-
metric data sharing. The processes that comprise the suspect
identification workflow are divided in four main steps:

1) The LEA aiming to conduct cross-border suspect iden-
tification through the Biometrics Data Space initiates
the flow by requesting the comparison process to begin.
During the step depicted in Figure 4a, the LEA officer
makes available to the Data Space the captured data of
the potential suspect to be identified. These biometric
samples are forwarded to the Connector of the Data
Space which is responsible for enabling the Large-
Scale Indexing component for the hash creation. Once
the biometric data is hashed, it is forwarded to the
Homomorphic Encryption component for encryption.
The hashed and homomorphically encrypted data are
provided to the Connector of the Consumer for the
process of matching to take place.

The next phase of the suspect identity verification
scheme involves the distributed comparison of the bio-
metric data for the acquisition of the matches on existing
databases, as depicted in Figure 4b. The specific process
begins with the retrieval of participants in the Biometrics
Data Space through the Metadata Broker component.
Once the list of the participants and their metadata
is retrieved, the Consumer Connector requests the dis-
tributed comparison of the captured biometric data with
the existing storage of each trusted participant through
its own assigned Connector. Eventually, the aggregated
list of matches that exceed a predefined threshold is
returned to the LEA officer.

Before proceeding to the actual data exchange, the LEA
officer is able to initiate the request for access to selected
suspect profiles. The completion of this step requires
the creation of a blockchain transaction related to the
access request through an external Smart Wallet service.
The outcome of this interaction equips the Consumer
with the necessary information to manually complete
the access request signing. This process is analytically
described in Figure 4c.

2)

3)
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4) The final step facilitates the process of the data exchange
between the Data Consumer and the Data Provider LEAs
and is depicted in Figure 4d. During this process, the
request for suspect profiles access is forwarded from
the Consumer Connector to the Provider Connector. The
Data Provider gets notified about the request and deter-
mines the response to access and usage policies. Upon
approval of access, the Data Provider follows the process
for signing the response transaction to the Blockchain
through an external Smart Wallet. Once this process is
accomplished, the data is securely exchanged from the
Provider Connector to the Consumer Connector. Since
the exchanged suspect profile is encrypted with AES-
256, the Consumer Connector requests its decryption
in order to display the decrypted biometric data and
suspect’s information to the requestor LEA officer for
further offline analysis.

VI. CONCLUSIONS

Secure systems for suspect identification in cross-border
scenarios are significantly important towards the confronta-
tion of terrorism and global crime. Existing approaches face
several challenges in the case of police cooperation through
data exchange due to the necessity for compliance with EU
regulations on personal data privacy protection. The proposed
Biometrics Data Space framework of this paper addresses
these limitations by (1) enabling trustworthy suspect profile
exchange between cross-border LEAs, (2) integrating strong
safeguards on data protection through the utilized PETs (En-
cryption & Large-Scale Indexing), and (3) ensuring trace-
ability on resource sharing history for immutability through
the Blockchain. Altogether, the proposed framework achieves
self-sovereign, trustworthy and interoperable data exchange
between cross-border LEAs for the purpose of suspect identi-
fication.
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