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Abstract

Accurate and scalable detection has become a chal-
lenge in cybersecurity due to an exponential in-
crease in the volume of new malware and its in-
creasing complexity. A promising solution could
be using convolutional neural networks to clas-
sify malware binaries interpreted as grayscale im-
ages. However, malware is frequently packed,
which makes classification more difficult. We stud-
ied the impact of these packers on classification
and what underlying features the models rely on.
We trained independent ResNet-18 classifiers and
evaluated them using two explainable Al methods:
ScoreCAM and occlusion. The experimental setup
analysed a synthetic dataset of 19,735 samples sub-
jected to eleven different packers. We have four
main results: (1) models perform poorly on large
files packed with UPX, (2) models generalise well
across structure-preserving packers, but (3) fail on
transformations that alter the entire structural lay-
out. Furthermore, (4) models rely more on unaf-
fected binary sections when the main code section
is obfuscated. Thus, convolutional neural networks
remain highly dependent on file structure. Future
research should investigate the efficacy of different
explainable AI methods and the effects of resizing
malware images.

1 Introduction

Accurate and scalable detection has become a challenge in
cybersecurity due to an exponential increase in the volume
of new malware and its increasing complexity [1]. Both
traditional static analysis, which examines a binary with-
out running it, and dynamic analysis, which inspects its be-
haviour during execution, have drawbacks. Static analysis of-
ten struggles against obfuscation, whereas dynamic analysis
remains slow and difficult to scale [2, 3, 4].

To solve this today, research has recognised automated
machine learning approaches as a possible solution [2].
Within this domain, the interpretation of malware binaries
as grayscale images has been a promising development. By
mapping each byte to a pixel intensity, similar malware vari-
ants display recognisable, shared textures [5]. Researchers
have successfully applied deep Convolutional Neural Net-
works (CNNs) to these image representations, eliminating
the need for manual feature engineering and achieving near-
perfect accuracies on unpacked datasets [3, 6,7, 8,9, 10, 11].

However, these high accuracies can be misleading due to
simplistic and biased datasets. Also, this approach strug-
gles in practice because malware is frequently packed (com-
pressed, encrypted, and/or obfuscated). Packing drastically
alters the binary’s structural layout and destroys the visual
patterns CNNs rely upon. Consequently, image-based CNNs
might suffer from “packer dependency,” where they overfit to
simplistic packer-specific visual artefacts rather than learning
genuine malicious semantics [12, 13]. While Explainable Al
(xAl) techniques have been used to interpret models trained

on unpacked malware, a considerable research gap remains
regarding how packers affect what these CNNs learn and fo-
cus on.

To address this gap, we use an empirical approach with
xAI methods to systematically evaluate how eleven different
packers affect CNN representations. Specifically, we explore
the following research question: “What is the impact of pack-
ing on CNN malware family classification, and what do xAl
methods (ScoreCAM and occlusion) reveal about the under-
lying features the models rely on?”

To comprehensively answer this question, we define the
following sub-questions:

1. How does packing degrade the per-family classification
performance?

2. To what extent do models cross-generalise across differ-
ent packers?

3. Which regions of the malware image are highlighted as
highly activating by ScoreCAM for different packers?

4. To what extent do regions identified by ScoreCAM drive
CNN predictions?

The rest of this paper is structured as follows. Section 2
provides background on malware image representations and
reviews related work on cross-packer generalisation and ex-
plainable AI. Section 3 details our experimental methodol-
ogy, including the synthetic dataset, packers, and CNN eval-
uation pipeline. Section 4 presents our results on classifica-
tion performance, cross-packer generalisation, and the causal
importance of binary sections. Section 5 discusses these find-
ings in the context of previous research and addresses our
study’s limitations. Section 6 concludes the paper and out-
lines future work. Finally, Section 7 reflects on the ethics of
this research.

2 Background and Related Work

This section establishes the context for our research. It first
provides the necessary background on interpreting malware
as images for classification (Section 2.1), before reviewing
the existing literature on cross-packer generalisation and the
use of explainable Al in this domain (Section 2.2).

2.1 Background

As comprehensively reviewed by Gibert et al. [2], traditional
machine learning approaches for malware detection and clas-
sification rely heavily on manual feature extraction. Features
such as strings, n-grams, entropy, and control flow were ex-
tracted and subsequently classified using algorithms like k-
Nearest Neighbours (k-NN) or Random Forests.

Malware Images

A major shift in static feature extraction occurred when
Nataraj et al. [5] proposed interpreting malware binaries as
uncompressed grayscale images. They argued that malware
variants within the same family retain broad structural tex-
tures and asserted that this global textual representation pro-
vides inherent resilience against obfuscation techniques such
as packing. This is visualised in Figure 1, which shows simi-
larities between samples of two malware families.



Figure 1: Visual comparison of malware binaries converted to im-
ages. The first two images demonstrate texture similarity between
two distinct samples of HiddenWasp, which are distinct from two
similar samples of XorDDoS displayed on the right.

(a) HiddenWasp 1 (b) HiddenWasp2 ~ (¢) XorDDoS 1

(d) XorDDoS 2

However, a major limitation of this early work was its con-
tinued reliance on manually extracted GIST texture features
for k-NN classification.

To address the limitations of manual feature engineering,
recent state-of-the-art research has increasingly adopted Con-
volutional Neural Networks (CNNs) to automatically learn
spatial features directly from malware images [3]. These
CNN-based methods report near-perfect accuracies on un-
packed datasets [3, 6, 7]. Whether these results hold for
packed malware remains debated, as discussed in Section 2.2.

In this paper, we build upon this malware-as-image
paradigm to understand how and why CNN performance
changes under different packing transformations through a
combination of cross-packer evaluation and explainable Al
methods.

2.2 Related Work

Cross-Packer Generalisation

Whether CNN classifiers generalise across different packers
remains an open debate. On one side, studies such as Vasan et
al. [7] and Alkhateeb et al. [14] support Nataraj’s original as-
sertion that can generalise successfully to unknown packers.
They report that deep learning models maintain high accu-
racy (95-99%) when evaluated on packed datasets. However,
recent empirical evaluations cast doubt on these claims. Yu et
al. [15] and Gibert et al. [13] warn that the near-perfect accu-
racies reported in earlier studies are often misleading, stem-
ming from overfitting to simplistic, biased datasets rather than
learning malicious features. Kalapala and Zhang [12] demon-
strated that CNN classifiers suffer from strong “packer de-
pendency”: instead of identifying malicious characteristics,
models tend to learn packer-specific visual artefacts, leading
to near-random performance when confronted with unseen
packers. Furthermore, Gibert et al. [13] found that greyscale
image-based detectors exhibit the worst performance against
packing compared to other static detection methods. These
robust studies suggest that the optimistic results reported by
earlier work may not hold under rigorous evaluation.

Neither side has systematically evaluated which types of
packing transformations affect cross-packer generalisation
and why. In this paper, we contribute to this discussion by
training independent CNN models for eleven distinct pack-
ers spanning compression, encryption, and obfuscation, and
cross-evaluating them to assess how each transformation type
affects generalisation.

Explainable AI

Explainable AI (xAl) techniques have been adopted to inter-
pret these image-based models. However, there is a contra-
diction in their results. Sar1 and Aci [9] and Kinkead et al.
[8] used SHAP and LIME to show that CNNs trained on un-
packed malware images learn semantically meaningful struc-
tural patterns. Specifically, Alshomrani et al. [10] and Gana-
pathiyappan et al. [11] showed that early CNN layers capture
localised, fine-grained visual patterns (e.g., specific opcode
clusters or boundary transitions), while deeper layers clus-
ter these into abstract regions. On the other hand, as pre-
viously discussed, Kalapala and Zhang [12] and Gibert et
al. [13] argue that models overfit to superficial visual arte-
facts rather than genuine malicious semantics. This contra-
diction likely stems from the introduction of packing: while
CNNs may successfully learn meaningful structural seman-
tics on unpacked baselines, packing drastically alters these
structures, forcing the model to rely on packer-specific arte-
facts instead. However, xAl insights are largely limited to
unpacked malware. While Mahmud Sujon et al. [16] ex-
plored interpretability for packed files, their work was limited
to entropy-based feature engineering with traditional machine
learning models, such as Random Forests and Decision Trees,
instead of CNNs. A notable exception is Brosolo et al. [17],
who investigated CNN robustness against UPX packing. Us-
ing HiResCAM, SHAP, and Occlusion Maps, they observed
that the CNN maintains accuracy by shifting its focus from
the obfuscated topmost sections to the unobfuscated overlay.

Our research expands upon the work of Brosolo et al. [17],
as well as that of Kalapala and Zhang [12] and Gibert et al.
[13]. Where prior xAI work focused exclusively on unpacked
malware or a single packer (UPX), we apply ScoreCAM and
occlusion analysis across eleven packing configurations to
systematically investigate how different packing transforma-
tions affect the regions CNNs rely upon for classification.

3 Methodology

This section outlines the methodology used to evaluate how
packers affect malware classification with CNNs and how
explainable Al (XAI) methods can interpret these models’
predictions. We first provide a high-level overview of our
pipeline, the synthetic dataset, and the packers applied. We
then describe the conversion of binaries into image represen-
tations, the CNN architecture used for classification, and the
interpretation methods (ScoreCAM and Occlusion). Finally,
in Section 3.8, we detail our experimental design, including
the specific software environment, preprocessing, and train-
ing details.
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Figure 2: Experimental Methodology. Left: Synthetic executables (packed and unpacked) are converted into byteplots and resized to
224 x 224. Middle: Independent ResNet-18 classifiers are trained to classify into 14 classes. Right: ScoreCAM heatmaps extract spatial
attention, mapped to logical binary sections, while Occlusion validates causality by assessing performance drop under targeted masking.
Adapted from the TikZ source code of Amalan et al. [18]. Licensed under CC BY 4.0.

3.1 Pipeline

Figure 2 shows a graphical representation of the pipeline. We
used a pre-constructed dataset of synthetic malware samples,
their packed variants, and corresponding image representa-
tions. Using the provided visual representations, indepen-
dent CNN classifiers (ResNet-18) were trained: one baseline
model on unpacked data and separate models for each packer.
Once trained, the models were interpreted using ScoreCAM
to generate activation maps highlighting the most important
image regions. Finally, an occlusion verification step was per-
formed to empirically validate whether these highlighted re-
gions causally drive the model’s predictions.

3.2 Dataset and Preprocessing

The dataset used is synthetically generated and neutered, pri-
marily to avoid the risk of unintended infection by real mal-
ware. The samples in the dataset still represent the original
malware; however, their harmful code has been removed. The
dataset was provided by Akash Amalan.

The synthetic dataset consists of 19,735 samples, out of
which 10,010 are unpacked, and 9,725 are packed. These
samples are distributed across 14 classes across malware and
benign binaries, of which 8 in PE format and 6 in ELF format.
Table 1 shows the specific families, the number of unpacked
samples per family, and their median size with standard devi-
ation. Table 7 in the Appendix (section A) shows the dataset
distribution in detail.

Note that all debug sections were stripped from the binaries
during dataset preparation. Initial exploratory experiments
revealed that the CNN classifiers would disproportionately
focus their attention on these debug sections rather than on
the structural or malicious features of the executables. Real
malware often lacks these debug sections.

3.3 Packers

In our experiments, the synthetic binaries were packed using
eleven packers in total: Mangle, MPress, three UPX packers
(default, brute, and LZMA), four xor packers (static/rolling

Table 1: Dataset distribution per family, showing the number of (un-
packed) samples and the median binary size with standard deviation.

Family Samples Median Size
PE Format
Adware 715 22KB + 1 KB
BenignPE 715 20KB +2KB
Botnet 715 58KB + 1 KB
Ransomware 715 20KB + 1 KB
Rootkit 715 14KB += 1 KB
Spyware 715 22KB + 1KB
Trojan 715 19KB £+ 1 KB
Worm 715 20KB + 1 KB
ELF Format
BenignELF 715 38KB + 2KB
Gafgyt 715 81KB £ 22KB
HiddenWasp 715 14KB £+ 2KB
Mirai 715 81KB +22KB
Tsunami 715 66KB + 2KB
XorDDoS 715 6KB + 26 KB

application combined with a fixed/random key), zip, and
z1lib. Alongside complex real-world packers like UPX,
MPRESS, and Mangle, the dataset contains simplified packers,
specifically xor encryption and zip/zlib compression. These
custom packers are less complex than commercial packers
because they only have one effect (either encryption or com-
pression). This makes it easier to draw clear conclusions
about how these packing types affect the model.

Not every packer was universally applicable. The number
of samples per family and packer was divided as evenly as
possible; however, some packers could not be applied to cer-
tain samples due to format (PE/ELF) and other requirements.
Importantly, Mangle and MPress could only be run on PE
executables. The distribution of samples is available in Table
7 in the Appendix (section A).



3.4 Image Representation

Malware images were generated using the approach recom-
mended in Nataraj et al. [5]: Images were given a fixed width
based on their file size (see Table 2).

Table 2: Image widths for images generated from malware binaries.
Adapted from Nataraj et al. [5].

Filesize Image Width
0-10 kB 32 px

10-30 kB 64 px

30-60 kB 128 px
60-100 kB 256 px
100-200 kB | 384 px
200-500 kB | 512 px
500-1000 kB | 768 px
1000+ kB 1024 px

Bytes were visualised in the grayscale image, with each
byte (0-255) mapping to a pixel (brightness 0-255), preserv-
ing the ordering. If the number of bytes in the input binary
did not evenly divide by the image width, then the binary was
padded with zeroes to fill the final row.

3.5 Classification Model

We used ResNet-18 as our Convolutional Neural Network
(CNN) architecture [19] without any pre-trained weights.
ResNet-18 is a good baseline for distinguishing malware fam-
ilies: Alshomrani et al. [10] have achieved a baseline F1
score of 0.976 on the Microsoft Malware dataset, and [4]
have achieved 99.64% precision on the Malimg and Male-
Vis datasets using extensive feature engineering. We used a
model with only 18 layers to avoid the type of overfitting de-
scribed by Yu et al. [15]: the model learns signatures rather
than malware features. Following their recommendation, we
also used dropout to prevent overfitting. Finally, the output
layer has 14 nodes, one for each of the 12 malware families
in the dataset, and two for the benign families. In case there
were fewer classes (for example, for PE only packers), we
kept the 14 output nodes to keep the training and evaluation
pipeline simple.

We trained independent, identical ResNet-18 models for
each packer, as well as one baseline model trained on un-
packed samples. This experimental design isolates the im-
pact of different packing algorithms. By training separate
models, the CNNs were specialised to the structural artefacts
produced by a single packer (or lack thereof). We then cross-
evaluated these models to test for generalisation across dif-
ferent packers and quantify the extent to which classification
performance degrades under each specific packer.

3.6 Visual Explanations with ScoreCAM

This subsection details our ScoreCAM-based interpretation
of the trained CNNs. It covers our motivation for selecting
it over GradCAM, the generation of attention heatmaps, and
how we map attention back to the binary’s sections for struc-
tural analysis.

Motivation

As highlighted by recent findings in malware classification
[20, 21], gradient-based methods can suffer from issues
like unstable or shattered gradients and false confidence in
deep networks, highlighting artefacts rather than semanti-
cally meaningful regions in the malware image. Instead,
we used ScoreCAM [22]. Unlike Grad-CAM, ScoreCAM is
a gradient-free approach that derives weights for activation
maps through forward-pass ablation: measuring the change
in model confidence when the input image is masked by the
activation map itself. By relying on raw class scores rather
than gradients to weight the activation maps, ScoreCAM re-
duces this dependency and provides more robust visual ex-
planations of the model’s decision-making process.

Heatmap Generation

We ran ScoreCAM on each test sample in the dataset (for
each of the five folds) to generate heatmaps of CNN atten-
tion. In particular, attention maps were extracted from the last
layer of each convolution block. Standard practice typically
focuses only on the final convolutional layer (layer 4). How-
ever, this layer inherently only captures global textures due
to its spatial coarseness (7 x 7). We hypothesised that ear-
lier layers capture fine-grained, localised structural patterns,
such as PE headers and specific code sections, before cluster-
ing them into abstract textures. Thus, we investigated earlier
layers as well.

Section-Level Aggregation
Since the heatmaps generated were 224 x 224 (ResNet-18
input size), they were resized to the malware byteplot dimen-
sions using bilinear interpolation. After resizing, the atten-
tion values were mapped to byteplot pixels. These attention
values were mapped back to the binary and aggregated for
each file section (e.g., . text, .rdata, .bss) parsed from the
PE/ELF headers. Mean, median, minimum, maximum, and
standard deviation were saved per section, and grouped by
layer, packer and family. For PE binaries, the PE header was
treated as a section because it contains structural information
about the executable, such as DLL imports and exports.
Since the sections present in a binary are highly file-
dependent and lack consistency (especially for ELF), we
could not aggregate attention based on exact section names
alone. Therefore, we categorised sections into five broad cat-
egories: (1) PE_LHEADER (PE only), (2) Code, (3) Data (Var.
/ Const.), (4) Linking & Memory, and (5) Runtime & Excep-
tions. We averaged the attention scores across these logi-
cal groups, respecting section lengths. After all sections had
been aggregated, the mean and standard deviation of the ag-
gregated values were calculated. The section mappings used
for this aggregation are detailed in Table 10 in the Appendix
(section A).

3.7 Occlusion

While ScoreCAM highlights the regions the model pays at-
tention to, it does not guarantee that those regions are nec-
essary for correct classification. To verify the causal im-
pact of these highlighted features, we used occlusion: we
masked out regions of the malware image that were identified
as highly activating by ScoreCAM. We then compared the



classification performance on these masked images against a
control set in which random sections of the same size were
occluded. Masked regions were filled with random noise to
disrupt the structural integrity of that section. For binaries
packed with zip and zlib, we used a targeted occlusion size
that corresponded only to the unpadded compressed data, ig-
noring the zero-padding. A drop in the macro F1-score when
the ScoreCAM-identified regions are masked, relative to the
random control masks, indicates that the CNN’s predictions
are driven by these specific regions.

3.8 Experimental Design

Reproducibility

A fixed random seed was used throughout all experiments.
The software packages and libraries used for the experiments,
model instantiation, ScoreCAM generation, and data process-
ing are detailed in Table 12 in Appendix A. The Jupyter
notebooks and Docker environment used for the experiments
are available at https://github.com/tristan-tr/malware-thesis-
packed-features.

Data Preparation & Training Details

Before training, binary images were converted to RGB im-
ages with dimensions 224 x 224 because ResNet-18 requires
this. Images were resized using bilinear interpolation and
converted to RGB by duplicating the grayscale channel. After
converting these images to tensors, they were normalised us-
ing the default ImageNet mean [0.485, 0.456, 0.406] and stan-
dard deviation [0.229, 0.224, 0.225], as done in earlier work
by Alshomrani et al. [10]. During training, random horizontal
flips were performed to reduce artefacts of fragmentation due
to image row boundaries. This is discussed as a limitation in
section 5.

All experiments were performed using stratified 5-fold
cross-validation using a 60-20-20 train-validation-test split.
This split was done using SHA hashes of the unpacked bina-
ries to avoid test leakage for cross-packer evaluation. The net-
work was trained to minimise the CrossEntropyLoss. To
mitigate overfitting and preserve the most generalisable state
of the network, we used checkpointing, in which performance
at each epoch was evaluated on the validation set. Only the
model weights with the lowest validation loss over the epochs
were saved. All hyperparameters used in our experiments are
detailed in Table 11 in Appendix A.

Since the dataset was not entirely balanced, we used a
macro-averaged F1 score to evaluate classification perfor-
mance across the different packers. This balances precision
and recall, and accounts for any class imbalances within folds
or packer subsets.

4 Results

This section presents the outcomes of our experiments. First,
we detail classification performance across packers. Then, we
clarify the extent to which models generalise across different
packers. Afterwards, we identify important binary sections
via ScoreCAM. Finally, we validate the causal importance of
these sections with occlusion.

Table 3: Macro F1 scores (5-fold cross validation) of CNNs trained
solely on samples packed with the specified packer

Packer Macro Fl-score
None 1.000 + 0.000
Mangle 1.000 = 0.000
MPRESS 0.997 + 0.006
UPX 0.947 + 0.011
UPX (brute) 0.863 + 0.023
UPX (Izma) 0.796 + 0.014
XOR (fixed) 0.995 + 0.006
XOR (random) 0.992 £+ 0.009
XOR (rolling fixed) 0.994 £ 0.007
XOR (rolling random)  0.995 £ 0.006
Zip 0.998 + 0.003
zlib 1.000 + 0.000

Table 4: Per-family macro F1 scores (5-fold cross validation) for
CNNss trained on UPX packers. *Low sample size (n = 17).

The confusion matrix for Gafgyt, Mirai, Tsunami and XorDDoS is
available in Table 13 in Appendix A.

UPX  UPX (brute) UPX (Izma)

Gafgyt 0.75+£0.06 0.39+£0.10 0.19+0.21
Mirai 0.75+£0.09 037+£0.21 050+£0.13
Tsunami  0.88 £0.07 0.66 £0.06 0.65 £ 0.08
XorDDoS 0.92 £0.09 0.80 £0.10 *0.00 & 0.00
Other 1.00 £0.00 1.00 +0.00 1.00 £+ 0.00

4.1 Classification Scores Across Packers

We evaluated how different packers degrade the per-family
classification performance compared to the unpacked base-
line. Table 3 shows the Macro F1-scores of the CNN classi-
fier for each packing method.

The baseline model, evaluated on unpacked samples
(none), achieves a perfect Macro F1-score of 1.000 4= 0.000.
Most packers, including encryption (xor variants), compres-
sion (zip, zlib, mpress), and other obfuscators (mangle),
largely do not degrade the model’s accuracy, with Macro F1-
scores remaining above ~0.992. However, a large perfor-
mance drop is observed for samples packed with UPX and
its variants. Standard upx reduces the Macro F1-score to
0.947+0.011, while upx brute and upx Izma further decrease
itto 0.863+0.023 and 0.796 £ 0.014, respectively. This indi-
cates that UPX packing partly obscures the visual patterns the
CNN relies on for classification, particularly at higher com-
pression levels such as LZMA.

Surprisingly, zip/zlib and xor variants did not degrade clas-
sification performance. Upon further investigation, we found
that the zip/zlib and xor packers used in our dataset only com-
press/encrypt the code section, leaving other sections intact.
Thus, the models retain enough unaffected structural infor-
mation to classify the binaries accurately.

To understand why UPX variants suffer such a severe de-
cline, we break down the performance by malware family
in Table 4. The degradation is entirely concentrated within
the ELF Linux botnet families: Gafgyt, Mirai, Tsunami, and
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XorDDoS. For the “Other” families (which include all PE for-
mats and benign samples), the classifier maintains a perfect
score. However, under UPX Izma, the Fl-score for Gafgyt
and XorDDoS drops significantly. This decline indicates that
the CNN struggles to distinguish these specific families when
packed with UPX. This may result from the substantial file
sizes associated with these families or from their shared bot-
net characteristics.

4.2 Cross-Packer Generalisation

To better understand the features learned by the CNNs, we
evaluated the generalisation of models trained on one packer
when tested on samples packed with a different packer. Here,
F1-scores are reported over only the shared families between
packers. The results of these cross-packer evaluations are pre-
sented as a heatmap in Figure 3, where packers are grouped
for brevity. Furthermore, mangle and mpress have been omit-
ted from this short figure because they demonstrated no cross-
generalisation with other packers. The full results are avail-
able in Table 8 in the Appendix (section A).

Figure 3: Fl-scores of models trained on samples packed with the
left packer and evaluated on samples packed with the bottom packer,
with packers grouped for brevity; the full results are available in
Table 8§ in the Appendix (section A)
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The results indicate that models do not broadly generalise
based on packing transformation family (e.g., compression,
encryption, or obfuscation).

First, models trained on the unpacked baseline (none)
maintain strong performance on samples packed with xor
variants (=0.69 F1-score) and the combined zip/zlib group
(=~0.68 Fl-score). Conversely, models trained on xor and
zip/zlib also perform well when tested on unpacked binaries,
achieving F1-scores between ~0.85 and ~0.71, respectively.

Interestingly, xor and zip/zlib models also generalise effec-
tively to each other. For instance, models trained on zip/zlib
achieve an average F1-score of ~0.83 on xor variants, and
models trained on xor variants achieve an average Fl-score
of ~0.69 on the zip/zlib group. This cross-generalisation can
be explained by our earlier finding that zip/zlib and xor only
compress/encrypt the code section, forming the basis for our

later occlusion analysis. In contrast, packers that alter the
structural layout of the file, such as mangle, mpress, and the
upx variants, break this generalisation. Models trained on
unpacked binaries or xor and zip/zlib packers fail to classify
samples packed with these methods (F1 < 0.15).

However, there is some generalisation among the upx vari-
ants. UPX and UPX (Brute) models generalise well to each
other with an F1-score of ~0.85. Models trained on UPX and
UPX (Brute) generalise to a lesser extent to UPX (LZMA)
(F1-score of ~0.35). Based on these findings, xor variants,
zip/zlib, and none can generalise to each other, upx variants
can generalise to each other, and Mangle and MPRESS mod-
els do not generalise.

4.3 Section Attention

To test whether the network’s attention shifts from fine-
grained structural patterns to abstract textures across layers,
we ran ScoreCAM on all samples in our dataset, for all pack-
ers and all layers. Figure 4 shows the resulting heatmap
of CNN attention across different layers for samples packed
with structure-preserving packers (xor variants, zip/zlib).

Figure 4: Heatmap of CNN attention for samples packed with
structure-preserving packers
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Analysis of samples packed with structure-preserving
packers (xor variants, zip/zlib), shown in Figure 4, showed
that different CNN layers pay attention to different sections
of the binary. Notable patterns are that attention steadily
rises over layers 1-4 in the Data (Var/Const.) and Runtime
& Exceptions sections. Code and Linking & Memory atten-
tion stays roughly the same across the layers. PE_HEADER
attention drops heavily in layer 4. However, it should be
noted that this section is small compared to the other sections
and is therefore very sensitive to interpolation. These results
show that the CNN uses earlier layers to capture specific fine-
grained information, such as discriminative headers.

Figure 5 shows a heatmap of CNN attention for unpacked,
xor, and zip/zlib samples. As shown in the figure, CNN atten-
tion to the code section does not decrease by a large margin
when this section is encrypted/compressed. This might sug-
gest that the CNN does not maintain its accuracy by focusing
on unobfuscated sections. However, this is complicated by
occlusion analysis in Section 4.4.



Figure 5: Heatmap of CNN attention for unpacked samples and sam-
ples packed with structure-preserving packers (xor and zip/zlib)
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4.4 Causal Importance via Occlusion

To verify whether the regions highlighted by ScoreCAM are
necessary for classification, we performed an occlusion anal-
ysis. Before detailing the results, we summarise our three key
findings:
e Minimal reliance on the Code section: Across most
packers, the CNN relies significantly less on the Code
section than other structural sections for classification.

¢ Increased reliance on other sections during obfusca-
tion: When the Code section is obfuscated, the model’s
reliance on unobfuscated structural sections (like the
Data section) increases to compensate.

* Learning of fixed encryption keys: The CNN is capa-
ble of extracting meaningful classification features from
encrypted Code sections when a fixed encryption key is
used, but fails to do so when keys are randomised.

In our occlusion analysis, we masked specific structural
sections and compared the resulting macro F1-scores against
those obtained when masking a randomly selected region of
the same size. A larger performance degradation from sec-
tion occlusion compared to random occlusion indicates that
the model relies on the target section. The results for the
unpacked baseline and structure-preserving packers are pre-
sented in Table 5. The unaggregated target and control F1-
scores are available in Table 9 in the Appendix (section A).

Minimal reliance on the Code section

The models rely less on the Code section than on other sec-
tions. Across all packers, masking the Code section resulted
in a smaller performance drop than masking control regions.
Because the Code section is generally the largest segment of
the binary, a random control mask of equivalent size is highly
likely to overlap with smaller, load-bearing regions (such as
the Data section). Under the targeted occlusion of the un-
padded compressed data for zip/zlib, the Fl-score remained
at =0.9991, as shown in the Appendix (section A). This indi-
cates that while ScoreCAM highlighted the obfuscated code
section, the model does not use this compressed data for clas-
sification.

Table 5: Fl-scores of models evaluated on samples with sections
occluded and random control regions occluded.

Packer Group Unpacked XOR (mean) zip/zlib (mean)
Occluded

PE_HEADER 1.00 £0.00  1.00 £ 0.00 1.00 £ 0.00
Random 1.00+£0.00 1.00+0.00 1.00 £ 0.00
Code 0.67£0.04 0.95+0.01 1.00 £ 0.00
Random 0.39+0.03 0.73 £0.02 0.87 £ 0.02
Data 0.96 £0.02 0.82 +0.03 0.86 + 0.05
Random 098 +£0.01 0.97 £0.01 0.92 + 0.01
Linking & 0.99+0.01 0.99+0.01 0.99 £ 0.01
Memory

Random 0.99+0.00 0.96 £0.01 0.93 £0.04
Runtime & Ex- 1.00+0.00  0.98 £ 0.00 0.99 +£0.01
ceptions

Random 1.00£0.00  0.99+0.00 0.97 £0.01

Table 6: Occlusion F1-Scores for Individual XOR Variants

Occluded Code Random Data Random
Packer (Code size) (Data size)
Unpacked 0.67+0.04 0.39%£0.03 0.96+0.02 0.98+0.01
XOR (fixed) 0.95+0.02 0.76+0.03 0.89+0.03 0.99+0.01
XOR (rolling 0.88+0.02 0.73+0.04 0.90+0.06 0.99+0.01
fixed)

XOR (random) 0.98+0.02 0.72+0.02 0.75+0.08 0.95+0.02
XOR (rolling 0.98+0.01 0.71+£0.03 0.75+0.04 0.94+0.01
random)

Increased reliance on other sections

Comparing the occlusion impact across different packers
shows a shift in feature reliance. For the unpacked baseline,
the model is relatively robust to occlusion of the Data section,
maintaining an Fl-score of ~0.96. However, when the Code
section is obfuscated through xor or zip/zlib, the performance
drop upon occluding the Data section is larger. This suggests
an increased reliance on unobfuscated sections when the code
section is obfuscated.

Learning of fixed encryption keys

Furthermore, analysing the individual xor variants provides
empirical support that the CNN learns fixed encryption keys.
Table 6 shows the macro Fl-scores when different sections
are occluded for each of the xor variants. When the Code
section is occluded (target occlusion), the Fl-scores for the
fixed-key variants (xor_fixed and xor_rolling_fixed) drop to
~0.95 and ~0.88, respectively. In contrast, the random-key
variants (xor_random and xor_rolling_random) remain largely
unaffected (both ~0.98). This shift can also be seen in the
F1-scores for Data section occlusion. Models trained on ran-
dom keys suffer a large performance drop (to ~0.75) when
it is occluded, compared to a smaller drop (/0.90) for fixed-
key models. These findings suggest that the CNN learns fixed
encryption keys: The models extract information from the en-
crypted code section only when the training and test samples
are encrypted with a fixed key, as opposed to a random key.



5 Discussion

Key Findings

The primary objective of this study was to evaluate how pack-
ers impact the classification performance of Convolutional
Neural Networks (CNNs) on malware image representations,
and to use Explainable Al (xAI) methods to uncover the un-
derlying features driving these models’ predictions. Our find-
ings demonstrate that while CNNs can achieve high classifi-
cation accuracy when trained on specifically packed datasets,
they struggle with UPX variants. This performance degra-
dation was heavily concentrated within ELF Linux botnet
families, which are large binaries and similar to each other.
Furthermore, our cross-packer evaluation highlighted that
structural preservation is necessary for cross-packer general-
isation; models can successfully generalise across different
packers (such as between the unpacked baseline, xor, and
zip/zlib) provided the overarching binary structure remains
similar. Finally, through occlusion analysis, we discovered
that CNNs maintain high accuracy on these structurally sim-
ilar, partially obfuscated binaries by shifting their causal re-
liance from the obfuscated code sections to unaffected struc-
tural areas, like the Data section.

Relation to Prior Work

These results bring clarity to the conflicting claims in exist-
ing literature regarding CNN resilience to packing. Our find-
ings challenge studies by Vasan et al. [7] and Alkhateeb et
al. [14], which assert high model resilience to unseen pack-
ers. Instead, our research aligns with the warnings of Kala-
pala and Zhang [12] and Gibert et al. [13], demonstrating
that image-based CNNs exhibit severe “packer dependency”
when faced with transformations that completely alter binary
structure (e.g., UPX, MPRESS, Mangle). Our models trained
on specific packers failed to generalise to dissimilar structural
layouts. Thus, models trained on a single packer are vulnera-
ble to out-of-distribution samples (i.e., packers that result in a
different binary structure). Additionally, we extend the inter-
pretability work of Brosolo et al. [17] by systematically eval-
uating multiple packing types. Where they observed a focus
shift for UPX, we demonstrate that for structure-preserving
transformations like xor and zip/zlib, the CNN maintains high
accuracy by explicitly shifting causal reliance from the obfus-
cated .fext sections to the unaffected Data section.

Unexpected Results

An unexpected finding was that zip/zlib compression and xor
encryption did not degrade overall classification performance
because the packers only targeted the code section. How-
ever, it was surprising that ScoreCAM heatmaps still indi-
cated high attention to these obfuscated code sections. Our
subsequent occlusion analysis revealed that despite this high
attention, the CNN did not causally rely on the compressed
code or on xor variants with random keys for its predictions,
instead depending heavily on the unaffected Data sections.
This discrepancy confirms that high attention (as indicated
by ScoreCAM) does not necessarily equate to causality. The
CNN may simply highlight high-entropy compressed regions
as a distinct visual texture, even if that texture does not drive
the final classification.

Limitations

Despite these insights, there are several limitations to our
study. First, the use of a synthetically generated dataset likely
does not perfectly represent the diversity and complexity of
real malware, meaning the samples might be too structurally
homogeneous. Second, our image generation and preprocess-
ing pipeline introduced potential artefacts. Resizing malware
images of varying dimensions to a fixed 224 x 224 tensor, and
subsequently scaling the resulting attention heatmaps back
up, relies heavily on interpolation. This distortion is larger for
bigger files, such as the ELF botnets that failed under UPX,
which are squashed on both axes. This interpolation makes
attention values for small sections, like the PE_HEADER, un-
reliable. Then, it has to be noted that MPRESS is a PE-only
packer, so its results are skewed; UPX also scores well on
the smaller PE files. Third, during training, random horizon-
tal flips were performed in an attempt to reduce image row
boundary fragmentation. However, using random horizontal
flips was a suboptimal transformation; flipping the byte order
destroys the sequential integrity of the binary data, and ap-
plying small offset shifts would have been a more sound aug-
mentation strategy. Unfortunately, due to time constraints,
we could not redo the experiments without horizontal flips.
Finally, our occlusion methodology using random noise can
induce bias. Models trained on zip/zlib are inherently accus-
tomed to high-entropy data in the code section and might be
more robust to noise-based occlusion, whereas other occlu-
sion methods (like setting bytes to zero) would introduce dif-
ferent structural biases.

6 Conclusions and Future Work

In conclusion, we demonstrate that image-based CNN clas-
sifiers can achieve exceptional accuracy on unpacked mal-
ware, but their robustness against packed binaries is fragile
and highly dependent on structural preservation. Transforma-
tions that alter the entire file layout break cross-packer gener-
alisation and drastically degrade performance. Our combina-
tion of ScoreCAM and occlusion analysis reveals that CNNs
circumvent localised obfuscation by shifting their causal re-
liance onto unaffected structural elements, and calls into
question the efficacy of ScoreCAM for explaining deep learn-
ing models in cybersecurity.

Future work could investigate which binary regions are
important for classification in real-world packers, such as
Themida. Another potential next step is to investigate the
discrepancy between ScoreCAM attention and occlusion re-
sults; why does the CNN pay attention to compressed code
sections if they are not necessary? This also raises questions
on the efficacy of ScoreCAM for the interpretation of mal-
ware classification models, and invites investigation into the
efficacy of different XAl methods. Furthermore, future stud-
ies should test the effects of resizing on classification.

7 Responsible Research

This research is guided by the TU Delft Code of Conduct
[23] and its core values of Diversity, Integrity, Respect, En-
gagement, Courage, and Trust (DIRECT). The following sub-
sections outline how these values apply to our work. We first



discuss replicability and reproducibility, which relate to Trust
and Integrity. We then address potential dataset bias and gen-
eral research Integrity. Next, we cover the broader impact of
this research, which connects to Engagement and Courage.
Finally, we document our use of generative Al, which also
relates to academic Integrity.

7.1 Replicability & Reproducibility

This research did not involve data related to human subjects.
However, there are still considerable risks for sharing the
dataset. Malware binaries can be misused, and even mal-
ware images can be converted back to the binaries them-
selves. Given the risk of harm, we decided not to upload
the malware dataset. If one wants to reproduce this research,
mallware image datasets are available for researchers to apply
to.

For reproducibility, the code used in this research is avail-
able at https://github.com/tristan-tr/malware-thesis-packed-
features. All software used in this research is available free
of charge, and explicit version numbers are provided in this
paper to ensure interoperability. An extensive methodology
overview is provided in this paper, in case the original code
is no longer available, or a researcher wants to independently
reproduce this research.

7.2 Bias

Research outcomes can be influenced by various forms of
bias, such as unintentional p-hacking or biases present in the
dataset. To reduce research bias, we followed the scientific
method and formulated hypotheses prior to each experiment.
Because the dataset was supplied by the research team, we
had no control over its composition. As it is synthetically
generated, the dataset is probably biased; for instance, sam-
ples may be more alike than real-world malware typically is.
Nonetheless, we explicitly address and acknowledge this po-
tential dataset bias in the discussion section (Section 5).

7.3 Research Integrity

All sources used in all parts of this research have been cited,
including software used. To comply with licensing agree-
ments, we adapted a figure from Nataraj et al. [5] rather than
copying it. This has been properly cited. We made all other
figures ourselves. The raw results from the experiments are
reported in the Appendix (Section A). The results were evalu-
ated using 5-fold cross-validation to ensure their validity. All
results are reported with standard deviations over the 5 folds.

7.4 Broader Research Impact

Cybersecurity research, in general, carries considerable risk
of misuse. Any findings can be used by adversaries to bypass
the specific automated detection described here. For exam-
ple, adversaries could pad their binaries with data that fools
image-based classifiers. To that end, it is important to note
that machine learning for malware detection/classification
should not be fully trusted. However, the main problem
nowadays is the volume of new malware. Having robust au-
tomated classifiers will likely help flag at least some mal-
ware, which can alleviate the load on experts. We recommend

!Such as VirusShare (https://virusshare.com/)

not relying too heavily on machine-learning-based classifiers.
They can be easily evaded and should only be used as a tool.
Instead, we should still aim to rely on trusted and proven
methods, such as signature detection.

7.5 Generative AI Usage

Generative Al was used in this project with six main goals:
(1) to rephrase text in this paper, (2) to suggest outlines and
section structures (3) as formatting assistance for ISIEX, (4)
to create boilerplate code, (5) to improve pipeline perfor-
mance, and (6) to generate scripts for data visualisation. This
was done using Grammarly and Gemini 3.1 Pro. Example
prompts for each goal are:

1. Goal 1: Rephrasing: “Rephrase this paragraph to use
simpler language. This should be understandable for
anyone with a Computer Science bachelor. I have at-
tached my full research paper for extra context. See the
paragraph here: - - -~

2. Goal 2: Text structuring: “How should I structure my
introduction for a scientific paper? Specifically, how
should I transition from the introduction to the method-
ology?”

3. Goal 3: Formatting assistance: “This table is too large
for a two-column research paper. Make it fit in a single
column. See the table here: ---”

4. Goal 4: Boilerplate code: “See my other notebooks.
Create a setup code block for an occlusion pipeline, sim-
ilarly to my other notebooks.”

5. Goal 5: Improving performance: “See the pipeline
in train_models.ipynb; This only uses 20% of my GPU.
Make it use all of my GPU so that it runs quicker.”

6. Goal 6: Data visualisation: “Create a heatmap of
the table in the last cell of scorecam_differences_across.
packers.ipynb; This should show the data formatted to 2
decimal places and include the standard deviation. Make
sure all text is legible for a report (so use large font
sizes).”

All produced text and code by generative Al was checked
afterwards for any inaccuracies or hallucinations to ensure
academic integrity.
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Appendix

Table 10: Mapping of individual PE and ELF sections to broader analytical categories.

Category Included Sections

PE_HEADER PE_HEADER

Code .text, .init, .fini

Data (Var./Const.) .data, .bss, .rdata, .tls, .rodata, .sdata, .data.rel.ro

Linking & Memory

.idata, .edata, .reloc, .dynamic, .dynsym, .dynstr, .hash, .gnu.hash,
.got, .got.plt, .plt, .plt.got, .rel.dyn, .rela.dyn, .rela.plt,
.rld_map, .shstrtab

Runtime & Exceptions

.CRT, .eh_fram (PE), .eh_frame (ELF), .init_array, .fini_array,
.eh_frame hdr, .note.gnu.property, .ARM.exidx, .ARM.attributes,
.MIPS.abiflags, .reginfo, .pdr

Hyperparameter  Value

Batch Size 64
Optimiser Adam
Learning Rate 1x1074
Learning Decay None
Number of Epochs 30
Dropout 0.2
Regularisation None

Table 11: Model hyperparameters used during training.

Package Version  Reference
Python 3.11

Jupyter 1.1.1 [24]
PyTorch 2.12.0 [25]
Torchvision 0.27 [26]
pytorch-grad-cam  1.5.5 [27]
NumPy 2.4.6 [28]
pandas 3.0.3 [29]
OpenCV Headless 4.13.0.92 [30]

PIL 12.2.0 [31]

Table 12: Software packages used in this research.

Table 13: Confusion Matrix for CNNs trained on UPX packers (summed over 5 cross-validation folds)

Pred Gafgyt Mirai Tsunami XorDDoS

True

Gafgyt 102 71 66 0
Mirai 59 130 58 0
Tsunami 5 4 241 0
XorDDoS 3 1 49 124
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