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Chapter 2 ®)
Dynamic Risk Assessment e
of Fire-Induced Domino Effects

2.1 Introduction

In chemical industrial areas," aloss of containment (LOC) of flammable materials can
lead to a fire if ignited immediately [4]. Fire is the most common primary scenario of
domino effects, accounting for 52.4% of the escalation events in process and storage
plants [5]. As a result, many studies have been done to assess fire-induced domino
effects, and many safety criteria are based on fire escalation [6]. The International Oil
and Gas Producers Association (OGP) provides an escalation threshold of 25 kW/m?
for the failure of equipment with unprotected steel and 35 kW/m? for equipment
with cellulosic materials [7]. These thresholds are very simple and user-friendly and
thus widely adopted in the engineering domain. However, an assumption that fire
propagation is not time-dependent is hidden in threshold-based methods, which may
underestimate the likelihood of fire-induced domino effects.

The failure of installations exposed to heat radiation needs to suffer a heat-up
process, and the time-lapse between the beginning of exposure and the failure is called
time to failure (ttf) [8]. Consequently, the vulnerability of installations exposed to fire
depends on both the intensity of heat radiation and the exposure time. For a particular
vessel, the ttf decreases with increasing the intensity of heat radiation. Landucci et al.
[8] established equations for calculating the ttf of vessels under different intensities of
heat radiation. According to the ttf calculation equations and considering the effects
of emergency response on preventing fire propagation, probit models are developed
to assess the fire-level propagation caused by fire. The probit models are established
based on the following assumption: an escalation probability of 0.1 is assumed to be
comparable to a ttf equal to 5 min. That of 0.9 is assigned to a ttf equal to 20 min.
Since the heat radiation received by installations may change over time and a time-
lapse exists between first-level escalation and higher-level escalation, the “probit
model” may be unreasonable for accurately estimating the damage probability of
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installations in second-level or higher-level propagations. In other words, using the
model may result in an overestimation of the probability propagation in secondary
or higher levels.

The cause of the primary fire may be accidental events or intentional attacks. The
former is related to safety, while the latter involves security. Compared with acci-
dental events, intentional events may be more likely to lead to multiple primary fires
due to possible simultaneous attacks on multiple installations. In terms of integrating
safety and security, the risk assessment model for fire-induced domino effects should
therefore address multiple primary fires.

In a chemical industrial area, various hazardous installations are located nearby
with different domino effect potentials. Some installations may have a high prob-
ability of initiating domino accidents, while other installations are likely to prop-
agate domino events. Application of graph/ network theory, these installations can
be modeled as nodes. The quantitative possibility of accident propagation may be
represented by the weight of the edges between nodes in a network or graph [9].
Based on this concept, critical installations contributing to possible domino effects
can be identified, and this information may support the allocation of domino preven-
tion resources [10, 11]. This concept can be extended for vulnerability analysis and
protection decision-making using graph metrics (e.g., betweenness and closeness)
[12—14]. These graph-based models can assess domino risks within an entire indus-
trial area and quickly identify the most critical units. However, they fail to capture the
time dependencies and uncertainties in fire escalations. Besides, Bayesian network
was also applied to model domino effect propagation [15, 16]. The Bayesian network
model can tackle higher-level propagations while it may be difficult to apply it to
chemical clusters with a large number of installations [12]. Furthermore, simulation-
based approaches were proposed based on the Monte Carlo method to model higher-
level propagations. The approach successfully models the spatial evolution of domino
accidents, but the shortcoming is obvious, i.e., it is time-consuming [17-20].

In light of the limitations of previous work and the need for integrating safety and
security, a dynamic graph approach [1, 2] is introduced in this chapter to model fire
escalations, assessing the risk of fire-induced domino effects. Section 2.2 introduces
the characteristics of fire escalation, and the theory of dynamic graphs is presented
in Sect. 2.3. A domino evolution graph (DEG) model based on dynamic graphs for
modeling domino effects triggered by fire is illustrated in Sect. 2.4. Conclusions are
drawn in Sect. 2.8.

2.2 Fire Escalation

The majority of escalation events in the chemical and process industry are triggered
by fire events such as pool fires and jet fires [21]. These primary scenarios can cause
significant heat loads on installations, potentially leading to the failure of process
units, storage vessels, pipework, and other target installations through one or more
escalation vectors: heat radiation, fire engulfment, and fire impingement [7, 8]. Heat
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flux can permeate a vessel wall and lead to the build-up of temperature and pressure
within the vessel exposed to the fire. The temperature and pressure of the vessel
increase over time and may lead to a loss of containment when the vessel fails.
Usually, escalation caused by fire occurs when a loss of containment emerges. If the
released hazardous materials are ignited immediately, the damaged tank catches fire
and may cause more heat flux on other undamaged vessels nearby. The fire spatially
escalates over time. As a result, fire escalation is a spatial-temporal evolution of fire.

2.2.1 Spatial Escalation

Escalation is the main characteristic of domino accidents, linking a primary scenario
with one or more than one higher-order scenarios [19]. Based on the spatial escala-
tion characteristics, escalation patterns can be divided into three categories: simple
escalation, multilevel domino chain, and multilevel escalation [22], as shown in
Fig. 2.1.

(1) Simple escalation: a simple escalation is the domino effect that only a primary
scenario triggers a secondary scenario (a “one-to-one” pattern). In the simple
escalation, no higher escalations exist, and only two installations are damaged.

Simple Escalation @ —_— @
Multilevel domino chain @ _— @ =@ >

()
\z@/=

Multilevel Escalation @

o,
\@ﬁ

Fig. 2.1 Example of escalation patterns (Chen et al. [1])
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(2) Multilevel chain escalation: a multilevel chain escalation consists of a chain
of accidents in which a primary scenario triggers a second accident scenario,
and the second accident scenario triggers a third accident scenario, and so on.
In terms of this pattern, protecting one of the installations in the chain can
successfully prevent higher-level escalations.

(3) Multilevel escalation: a multilevel escalation consists of multiple chains. This
pattern is a complex pattern in which multiple accident scenarios may trigger
one higher-order scenario while multiple accident scenarios can also be induced
by one lower-order accident scenario. The former escalation is called the “syn-
ergistic effect” while the latter escalation is called the “parallel effect”. Due
to the two complex effects, modeling multilevel escalations is challenging. As
shown in Fig. 2.1, fire at installation 3.1 is triggered by fires at installations 1,
2.1, and 2.2, which is a synergistic effect. The fire at installation 1 induces fires
at installations 2.1 and 2.2, which is a parallel effect. The parallel effect shows
the escalation capability of an installation to initial and propagate domino
effects, while the synergistic effect reflects the vulnerability of an installation.
Therefore, the parallel effect and the synergistic effect should be addressed in
modeling the spatial escalation of domino effects.

2.2.2 Temporal Escalation

Since there is a time-lapse between the start of exposure and the failure caused by
heat radiation, the escalation caused by fire is a time-dependent process. Using a
simple escalation (a hazardous material vessel to a hazardous material vessel) as an
example, the fire escalation process can be explained as follows:

e The heat caused by a fire is transferred to the vessel wall (shell) by heat radiation
or heat convection;
The target vessel wall is heated, and the temperature rises with the heating;
The heat transfers from the vessel wall to the liquid and liquid—vapor due to
the existing temperature gradients among the vessel wall, the liquid, and the
liquid—vapor inside the vessel;

¢ The internal pressure and temperature of the target vessel increase with the build-
up of heat;

e With the heating, the target vessel may fail, resulting in a loss of containment of
hazardous materials.

The escalation caused by fire occurs when the target vessel fails. Due to the build-
up of heat, the escalation is delayed compared to the time that the target vessel starts
to exposure to fire. The time-lapse between the start of the fire and the failure of
the target vessel is called “time to failure” (#zf) [6]. The burning time of a vessel
is called “time to burn out” (#tb) [23]. If #f < ttb, then fire escalation may occur;
otherwise, the heating ends and the escalation does not occur. Besides the ##f and
1th, the escalation caused by heat radiation also depends on safety barriers such as
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emergency response actions. There is a time-lapse between the start of a fire and the
time to control the fire using emergency response. The time-lapse is called “time to
control” (tfc). Since the escalation of fire depends on multiple temporal factors, it is
also a temporal propagation.

According to the characteristics of the escalation induced by fire, a fire-induced
domino effect is a spatial-temporal evolution process of fire scenarios in a chemical
industrial area. To model fire-induced domino effects, we need to integrate spatial
escalation and temporal escalation using a dynamic approach. As a result, a dynamic
approach based on graph theory is developed to assess fire-induced domino effects,
addressing the spatial-temporal evolution process.

2.3 Graph Theory

2.3.1 Static Graphs

Graph theory is a mathematical method for studying the interconnections between
elements in natural and artificial systems. Initially, entity interactions were restricted
to binary relationships denoted by graph vertices. Functions were then correlated
with graphs, assigning a real number to each graph edge to measure the relationship
between any pair of elements in a given graph. A typical graph is made up of a set
of vertices (nodes) and edges (arcs), with the assumption that the graph’s form is
static [2]. A static graph can be an undirected graph, a directed graph, or a weighted
graph (network). The three distinct dynamic graph structures are briefly listed below
[24-26]:

e An undirected graph is a pair G = (V, E), where V is a set of vertices, and E is a
set of edges. Each edge is an unordered pair where v; and v; € V;

e A directed graph is a pair G = (V, A), where V is again a set of vertices, and A is
a set of arcs. Each arc is an ordered pair (v;, v;), i # J;

e A weighted graph canberepresented as G = (V, E, Wy, Wg), where Wy represents
the weight of vertices while W denotes the weight of edges. The weights can be
in different styles: real numbers, complex numbers, integers, elements of some
group, etc.

To characterize different graphs, a wide number of metrics were proposed in the
literature, such as betweenness, out-closeness, and in-closeness [27]. The between-
ness of a vertex v; is the ratio of the distances between all pairs of other vertexes (v;
and vg, i # j # k) that traverse vj, to the total distance within the graph, as follows:

d;
B = Z d_{" 2.1)
ikt
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B; represents the betweenness of vertex v;; dx denotes the distance between vertex
v; and vertex vy that traverses vertex v;; d;j denotes the distance between vertex v;
and vertex vy that (does not) traverses vertex v;.

In a directed graph, the closeness of a node v; can be divided into two types: the
out-closeness and the in-closeness. The out-closeness of a vertex v; depends on the
distance needed to reach from the vertex to other vertexes in the graph, as follows:

1

S (2.2)
N ']l

Cout,/' =

Courj Tepresents the out-closeness of a vertex v;; dj; denotes the distance of the
shortest path from v; to v;; The in-closeness of a vertex v; is determined by the
distance needed to reach the vertex from other vertexes in the graph, as follows:

1
Zi dij

Ci»j denotes the in-closeness of a vertex v;; d;; denotes the distance of the shortest
path from v; to v;.

To model different systems, the distance can be defined by different parame-
ters. For instance, d;; may be represented by the ratio between the heat radiation
threshold and the actual intensity of heat radiation from installation i to installation
J. In that case, d;; represents the escalation potential from installation i to installation
J. The escalation potential d;; increases with decreasing the propagation potential
from installation i to installation j. The escalation potential of installation i increases
with increasing the C,,,; and the damage potential of installation i increases with
increasing the C;,; [2, 28]. Consequently, graph metrics can be used to identify two
types of critical vessels: (i) the critical vessels that have a high potential to initiate a
fire-induced escalation and (ii) critical vessels with a high potential to be damaged
by domino effects induced by other vessels nearby.

However, the graph metrics based on static graphs can not model the temporal
characteristics of fire-induced escalations.

Cinj = (2.3)

2.3.2 Dynamic Graphs

In real systems, graphs may change over time, such as computer programming
languages and artificial intelligence. As a result, dynamic graphs were systematically
proposed in the 1990s to model these practical dynamic applications. And some of
the static graph algorithms were also improved to study the dynamic systems, such
as the shortest path algorithms. A dynamic graph can also be an undirected graph, a
directed graph, or a weighted graph. The structure of dynamic graphs is similar to
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that of static graphs, while the parameters in a dynamic graph may vary over time
[24-26].

A dynamic graph G is updated when one or more of the following four
graph parameters change: V (a set of vertexes), E (a set of edges), Wy (map
vertexes to numbers), and Wr (map edges to numbers). According to the temporal
characteristics, dynamic graphs can be divided into five types:

e Vertex dynamic graph: the set V changes over time, and the vertexes may be
added or removed. When a vertex is removed or added, the related edges are also
eliminated or increased;

e Edge dynamic graphs: the set E changes over time, and the edges may be added or
removed. If an edge is removed or added, the related vertexes may also be deleted
or added;

e Vertex weighted dynamic graphs: the weight Wy changes over time and the
weights on the nodes update;

e FEdge weighted dynamic graphs: the weight W changes over time, and the weights
on the edge also update;

e Hybrid dynamic graphs: any combination of the above basic types can occur in
real applications.

An operation that adds or eliminates vertexes or edges, or changes the weights
of vertexes and edges, is referred to as an update on a graph. The graph can be
considered unchanged between the two updates. As a result, a dynamic graph can be
interpreted as a discrete series of static graphs, and each graph can be analyzed using
static graph theory. Dynamic graph models can differ depending on the application,
and similar algorithms can be built based on the dynamic graph’s update laws [2, 24].

2.4 Domino Evolution Graph Model

Based on the theory of dynamic graphs and the characteristic of spatial-temporal
evolution of domino effects, a new domino effect model is proposed in this section.

2.4.1 Dynamic Graph Definition

A Domino Evolution Graph (DEG) is a dynamic graph that represents the spatial—
temporal evolution of domino effects triggered by intentional attacks or unintentional
events. The DEG starts when there is a primary fire scenario and ends when the
escalation is over. In this chapter, only a fire scenario is considered in the model, but
it can be extended to model other escalation scenarios such as explosions and toxic
dispersions. The DEG can be represented as a hybrid dynamic graph, as follows:

DEG = (N, E, Wy, Wg) (2.4)



56

ey

@

3

®

(i)

2 Dynamic Risk Assessment of Fire-Induced Domino Effects

N represents a set of nodes denoting hazardous installations in a chem-
ical industrial area. In this chapter, only the hazardous installations with
flammable materials are considered graph nodes since the dynamic graph
model only addresses the escalation triggered by fire. The number of nodes
(N) is considered unchangeable in the entire evolution process.

E denotes a set of directed edges from installations inducing heat radiation to
installations receiving the heat radiation. If an installation j is exposed to heat
radiation caused by installation #, the two installations should be linked by a
directed edge from node i to node j. Node i is often called tail, while node j
is called head (i # j). An edge can be updated with the evolution of a domino
effect.

Wy represents a set of node weights. These weights characterize the vulnera-
bility or harmfulness state of installations, as follows:

Wy = (S, O, RTF, RTB, PP, PD) 2.5)

S represents a set of states that characterize the status of installations in an esca-
lation process. According to the possible roles of hazardous installations in the
evolution of fire-induced domino effects, three installation states are defined:
“vulnerable”, “harmful” and “failed”. The description of these states is shown
in Table 2.1. To better display the state of installations in a graph, installations
in the “vulnerable” state are marked as yellow, those in the “harmful” state
are marked as red, and those in the “failed” state are marked as gray in the
dynamic graph. An escalation occurs when an installation in a “vulnerable
state” transfers to a “harmful” state.

Q represents the total heat radiation received by installations, in kW/m?. Only
installations in the “vulnerable” state receive heat radiations from installations
in a “harmful” state. The Q of installations in a “harmful” state or a “failed”
state is considered to be zero.

Table 2.1 State descriptions (Chen et al. [2])

State

Description Marked color

Vulnerable | The installation is not physically damaged, but it may receive heat | Yellow

radiation from other installations. The installation’s temperature or
internal pressure may increase in this state

Harmful The installation is on fire due to intentional events or due to Red

escalation from other installations. Installations in this state have a
harmful impact on other installations receiving their heat radiation

Failed

The fire on the installation is extinguished due to the burning out of | Gray
flammable substances or emergency response actions. All edges
connected to the node will be removed if the installation’s state
transfers from “harmful” to “failed”
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(iii) RTF denotes the residual time to failure (RTF) of installations in the “vul-
nerable” state, in min. RTF is equal to zero when an installation is damaged
while it is assumed to be infinite when an installation is in the “failed” state.

(iv)  RTB represents the residual time to burn out (RTB) of installations in the
“harmful” state, in min. An installation in a “harmful” state transfers to a
“failed” state when RTB is equal to zero.

(v) PP represents the probabilities of primary fire on installations. It denotes
the vulnerability of installations directly against unintentional or intentional
events. The PP may be decreased by improving the resistant capability of
installations using safety and security measures. The likelihood of installations
being damaged by domino effects is not considered in the weight.

(vi) W represents the weight of directed edges. It only consists of one weight:
the heat radiations from tail installations to head installations, kW/m?2. The
W can be represented by a square matrix of dimension N x N (an adjacent
matrix), as follows:

0 g12...qm
Ew=| 0 o 2n (2.6)
qnl 9n2 - - - 0

where ¢g;; denotes the heat radiation intensity caused by installation i in the “harmful”
state to installation j in the “vulnerable” state. g;; is equal to zero when there is no
directed edge from installation i to installation j. In the adjacent matrix, row i indicates
the escalation potential of installation i, and column j represents the vulnerability of
installation j.

2.4.2 Dynamic Graph Update

(1) Evolution update

A Domino Evolution Graph (DEG) consists of a chain of static graphs. The initial
static graph (Graph 1) emerges when a primary scenario caused by unintentional
or intentional events occurs. A new static graph will occur if an update operation is
conducted. The graph index (g) is also updated according to the operation, as follows:
g = { 1 initial graph @7

g + 1 after a new update

The time between two update operations is called “graph time” ¢ (min). The
evolution time at the beginning of graph g (T,) can be obtained, as follows:
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Fig. 2.2 State transition of
installations (Chen et al. [2]) Vulnerable > >

0 g=1
T: = 2.8
{Tgl + fg-1 g > 1 ( )

(2) State update

Among the three installation states, update operations can be divided into two types:
from “vulnerability” to “harmful” and from “harmful” to “failed”, as shown in
Fig. 2.2. In the first graph, the installations on fire are in the “harmful” state, and
other installations are in the “vulnerable” state. If an installation is damaged and
on fire due to escalation from external installations, its state will be changed from
“vulnerable” to “harmful”. Furthermore, if the fire on an installation is extinguished,
the installation will be updated to a “failed” state. Finally, the update operation will
terminate if no escalation occurs in which no installation is in the “vulnerable” state,
and no installation is in the “harmful” state.

(3) Directed edge update

Directed edges link “harmful” installations with “vulnerable” installations. As a
result, when the state of an installation is changed, the directed edges should be
added or removed. When an installation’s state changes to “harmful,” all directed
edges from other installations to the installation will be removed while all directed
edges from the installation to other installations will be established. If an installation’s
state changes to “failed” the directed edges from (to) that installation to (from) other
installations are erased.

(4) Heat radiation update

In a domino effect evolution process, installations with a “vulnerable” state can obtain
heat radiations from more than one installation with “harmful” states, a phenomenon
which is known as “synergistic effect”. In contrast, an installation in the “harmful”
state can emit heat to several installations in the “vulnerable” state, which is called
“parallel effects”. Figure 2.3a depicts a graph model of a parallel effect while Fig. 2.3b
depicts a graph model of a synergistic effect.

Due to the synergistic effect, the total heat radiation suffered by an installation
J in the “vulnerable state” (Q;) should be the sum of heat radiations received from
other installations in “harmful” states, as follows:

N
Q= qu (2.9)
i=1

The total amount of heat radiation obtained by each installation may change over
time due to new occurrences of “harmful” installations or “failed” installations. The
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(a) Parallel (divergence) effects (b) Synergistic (convergence) effects

Fig. 2.3 Graph models of the spatial evolution of domino effects (Chen et al. [2])

heat radiation from installation i in the “harmful” state to installation j in the “vul-
nerable” state can be calculated by the application of consequence analysis software
such as ALOHA [29].

(5) Residual time to failure update

Because of superimposed effects, the RTF of installations in “vulnerable” states
may change over time in a domino effect evolution. Besides, passive protection
measures such as fireproof coatings, have an impact on the RTF. When an installation
J starts receiving heat radiation at evolution time T, the RTF can be obtained without
considering the superimposed effect, as follows [8]:

exp(q X Ve 4¢3 ll‘l(Q]) + C4)

RTF; , =
’ 60

J

(2.10)

RTF;, represents the residual time to failure of installation j at T’y (min); c1—c4
are parameters related to vessel factors, as shown in Table 2.2.

If RTF; , < t,, the installation j will be physically damaged and escalation will
occur at T 441. Otherwise, the RTF of installation j in the “vulnerable” state at the
time T g, ywill be updated according to superimposed effects: the heat radiation in
different stages received by the installation should be superimposed to calculate the
RTF at the time of T 4.1, as follows [1]:

c
RTF} o1 = (M> - (RTF; ¢ — 1,) 2.11)
J: 8

(6) Residual time to burn out update

Table 2.2 The parameter value of a, b, ¢, and d (Landucci et al. [8])

Installation cl o) c3 cq
Atmospheric tank —2.67 x 1073 1 —-1.13 9.9
Pressurized tank 8.845 0.032 —0.95 0
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Given that an installation i is on fire at the time of T,, RTB of the installation at
that time can be obtained as the ratio of flammable material mass to burning rate, as
follows:

m;

RTB; , = — (2.12)

V;

m; represents the mass of flammable substances in installation i (kg); v; represents
the burning rate of flammable substances in installation i (kg/min); RTB; , denotes
the RTB of installation i at the evolution time of 7',.

If RTB; , < t,, the installation i will be extinguished; otherwise, it will continue
to be on fire at T'y,1, and the RTB of installation i at 7, will be updated, as follows:

RTB; o1 = RTB;  — 1, (2.13)

(7) Escalation probability update

In the chemical industry, emergency response is critical for preventing escalation
or for mitigating domino effects [30]. As a result, emergency management should
be considered when assessing the risk of plant installations. However, due to the
complexities associated with human factors in executing emergency response activ-
ities, evaluating emergency response is very difficult. For the sake of simplicity, we
assume that the domino effect progression can not be prevented until the emergency
mitigation steps are effectively initiated [8]. In this chapter, a cumulative log-normal
distribution (LND) function is used to model the time required to control domino
effects (TTC) by emergency response actions, as follows:

log TTC ~ N (u, o’%) (2.14)

u represents the mean of log TTC or expectation of the distribution; o denotes the
standard deviation of log T7C and o represents the variance. Maximum Likelihood
Estimation (MLE) can be used to calculate these factors based on expert judgment,
disaster drills, or models. Consequently, if an installation j is supposedly damaged
at T, with a certain probability during a domino effect evolution, the conditional
probability of installation j being damaged (PD) given a primary scenario can be
obtained, as follows:

P,; = (1 —LND(Ty)) (2.15)
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2.5 Algorithm

The Domino Evolution Graph (DEG) model is developed in Sect. 2.4. This section
introduces the Minimum Evolution Time (MET) algorithm [1] to solve the DEG
model, as shown in Fig. 2.4. According to the algorithm, First, basic data needed
for risk assessment of domino effects caused by fire need to be inputted, such as
chemical plant layout information, potential heat radiations calculated by ALOHA
software, and primary fire scenarios. Next, the parameters of the DEG model should
be initialized given the primary fire scenario. Then, the RTF and RTB of each installa-
tion should be estimated according to the methods illustrated in Sect. 2.4. The initial
DEQG is updated when the evolution time is equal to the minimum value (,,) of RTF
and RTB, as follows:

m = min(RTB;, RTF})i,j=1,2,...n (2.16)

Fig. 2.4 Flow diagram of
the MET algorithm for the
DEG model (Chen et al. [2])

v v v

Update E ‘ ‘ UpdateS ‘ ‘ Updategq
[ I ]
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The parameters of E, S, g, and T are updated accordingly. The above steps will
continue until g is equal to zero. Then, the graph update will terminate and the damage
probability of each installation is calculated based on emergency response informa-
tion. According to the algorithm, we can rapidly obtain the graph time, installation
states at each time, the damage probability of installations, and the likelihood of
domino effects.

2.6 Case Study

Figure 2.5 shows an illustrative chemical plant consisting of four storage tanks.
The characteristics of these tanks are summarized in Table 2.3. The meteorological
parameters of the chemical plant are assumed as follows: an ambient temperature of
20°C, the wind blowing from the West with a speed of 1.5 m/s, relative humidity of
50%, and the stability class D. The heat radiation intensity generated by a pool fire
and the burning rate of each fire are calculated by the ALOHA software, as shown
in Table 2.4. Assuming u is equal to 10 min and the corresponding variance is equal
to 2 min [1].

Fig. 2.5 Layout of an
illustrative chemical plant 30m
(Chen et al. [2])

25m 35m
30m

Table 2.3 Features of chemical storage tanks (Chen et al. [2])

Tank | Type Dimension | Chemical substance | Volume (m?) | Chemical content (t)

1 Atmospheric |30 x 10 Benzene 6000 4000

2 Atmospheric |20 x 10 Acetone 2500 2000

3 Atmospheric |20 x 10 Toluene 2500 1500

4 Atmospheric | 10 x 6.5 Toluene 500 200
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Table 2.4 The Heat Radiation from tank i to tank j and the ##b of tanks (Chen et al. [2])
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Tank i, j q;j (KW/m?) #tb (min)
1 2 3 4

1 - 325 25.1 12.9 1666.7

2 17.7 - 13.2 4.1 1369.9

3 8.7 17.6 - 13.8 980.4

4 10.1 3.5 8.3 - 233.9

2.6.1 The Application of Graph Metric Approach

Using the static graph methodology, setting a threshold value of 15 kW/m?, a static
graph of the chemical plant is obtained, as shown in Fig. 2.6. The calculation results
of the graph metrics (e.g., out-closeness and in-closeness) of the four tanks are listed

in Table 2.5.

According to the out-closeness results illustrated in Table 2.5, Tank 1 has the
highest potential to initiate a fire-induced domino effect if it is on fire, followed by
Tank 2 and then Tank 3. The fire at Tank 4 can not trigger a domino effect. Based
on the in-closeness value, Tank 2 is most vulnerable to domino effects, followed by
Tank 3, and also Tank 1. Tank 4 is more likely not to fail when a domino effect occurs
at one of the other tanks in the chemical plant.

Fig. 2.6 Static graph model
of the chemical plant (Chen
et al. [2])

Table 2.5 The results of
closeness for the static graph
in Fig. 2.7 (Chen et al. [2])

@

Tank Out-closeness In-closeness
1 0.42 0.17

2 0.19 0.34

3 0.17 0.22

4 0 0
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Table 2.6 The damage time of tanks (min) (Chen et al. [2])

2 Dynamic Risk Assessment of Fire-Induced Domino Effects

Tank S1 S2 S3 S4 S5
1 0 11.0 19.2 - 0
2 6.1 0 12.2 - 0
3 74 16.1 0 - 5.1
4 13.5 20.3 222 0 9.3

2.6.2 The Application of Dynamic Graph Approach

According to the dynamic graph approach, five primary scenarios are assumed, as
follows: (S1) Pool fire at Tank 1; (S2) Pool fire at Tank 2; (S3) Pool fire at Tank 3;
(S4) Pool fire at Tank 4; (S5) Pool fires at Tank 1 and Tank 2. Using the dynamic
graph approach, the failure time of each tank caused by different primary scenarios
can be estimated, as shown in Table 2.6.

Taking primary scenario 2 as an example, Tank 1 is on fire at 7 = O min (Fig. 2.7a).
The heat radiation emitted from Tank 2 can cause credible damage to tanks 1, 3, and

(b) Graph 2: t=11.0 ~ 16.1 min

(d) Graph 4: r=20.3 ~254. 2 min

(¢) Graph 3: r=16.1 ~20.3 min

Fig. 2.7 The DEG caused by a fire at tank 2 (Chen et al. [2])
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Table 2.7 The conditional probability of tanks being damaged (Chen et al. [2])

Tank Al A2 A3 A4 A5 PBD
1 1.00 0.23 1.34 x 107° 0 1.00 0.45
2 1.00 1.00 0.07 0 1.00 0.61
3 0.98 2.95 x 107 1.00 0 1.00 0.60
4 0.01 1.70 x 1077 491 x 107° 1.00 0.68 0.34
PCD 0.75 0.31 0.27 0.25 - -

4,leading to a fire at Tank 1 at 7 = 11.0 min. In that case, the state of Tank 1 transfers
from “vulnerable” to “harmful”, leading to a synergistic effect on Tank 3 and Tank
4, as shown in Fig. 2.7b. Then, Tank 3 is on fire at 7 = 16.1 min (Fig. 2.7c) due
to the synergistic effect and a superimposed effect caused by Graph 1 and Graph 2.
Finally, Tank 4 catches fire at 7 = 20.3 min.

Considering the uncertainty of emergency response according to Eq. (2.14), we
can obtain the damage probability of each Tank of different primary scenarios, as
shown in Table 2.7. It indicates that the domino effect caused by the attack on Tank 1
may be inevitable due to the fastest evolution. Tank 2 with the highest average condi-
tional probability of being damaged (PBD) is more susceptible to domino effects
caused by other tanks. While Tank 1 has the highest potential to initiate domino
effects since it has the largest value of the average conditional probability to cause
damage (PCD).

2.7 Discussion

In this study, we introduced the static graph method and the dynamic graph method
for modeling fire-induced domino effects. According to the results of a case study,
the ranking of tanks based on their in-closeness values is the same as their ranking
based on their average conditional probability of being damaged (PBD). Besides, the
ranking of tanks based on their out-closeness is also identical to their ranking based
on their average conditional probability to cause damage (PCD). Therefore, It may
be demonstrated that the DEG model proposed in this chapter is valid. Moreover,
The dynamic graph approach can obtain the dynamic evolution of domino effects
compared to the static graph which seems to provide merely a snapshot of the whole
process at once.

This study develops the Minimum Evolution Time (MET) algorithm to solve
the DEG model, avoiding the time-consuming approach of repeatedly generating
random numbers. The maximum number of iterations of the MET algorithm is 2n
while the minimum number of iterations of Monte Carlo-based simulation tools is
10%-10° [17, 20]. So the calculation efficiency is improved greatly. As a result, this
approach can be used for assessing fire-induced domino effects in chemical clusters
with a large number of hazardous installations.
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In the DEG model, an adjacent matrix is used to represent potential heat radiations
between each pair of tanks. In that case, the primary scenario with multiple fires that
is more likely to be induced by multiple attacks can be addressed. As shown in Table
2.6, both Tank 1 and Tank 2 are on fire in primary scenario 5, leading to a faster
evolution than the primary scenarios with single fires (S1, S2, S3, S4, and S5) and
making the prevention of a domino effect more difficult. Besides, parallel effects,
synergistic effects, and superimposed effects can also be considered in this model.

In this chapter, we only consider fire and neglect vapor cloud explosion (VCE) in
domino effects. The next chapter will model domino effects triggered by VCEs.

2.8 Conclusions

This chapter introduces a Domino Evolution Graph (DEG) model and a Minimum
Evolution Time (MET) algorithm to model the spatial-temporal evolution of domino
effects triggered by fires. The evolution process is divided into stages according
to chronological order. A series of static graphs representing a domino evolution
process is sequentially connected by superimposed effects, constituting a DEG. To
rapidly solve the DEG model, the MET algorithm based on the principle of minimum
evolution time is developed. By applying the MET algorithm, we can obtain the
evolution graphs, evolution time, evolution probability, escalation probability, and
the damage probability of each installation exposed to fire-induced domino effects.
Compared with graph metrics, the DEG model can grasp the dynamic evolution
characteristics of domino effects and overcome the limitation of the “probit model” in
higher-level escalations. The developed model can be applied to support the decision-
making on safety and security barriers since it can be used in real chemical plants
and chemical clusters with a large number of hazardous installations. Besides, this
approach can also be extended to domino effect assessment related to multi-hazard
accident scenarios (fire, explosion, and toxic release).
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