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ABSTRACT
The smishing-based malware Flubot was taken down in mid-2022,
yet there is little understanding of how it directly impacted smart-
phone users. We engage with customers of a partner Internet Ser-
vice Provider (ISP), who have suffered a Flubot infection on their
smartphones. We surveyed 87 ISP customers who had been no-
tified of a Flubot infection, in the months around and preceding
the take-down of Flubot. We found that slightly over half of re-
spondents were unaware of the malware infection before being
notified, though many others had suspicions. We also observe that
just over half of respondents experienced non-technical harms from
themalware, with many experiencing harms before notification and
several experiencing unwanted or aggressive activity from users
of other infected devices. Many respondents reported not having
removed the malware, while some discarded the infected device
or stopped using online services in their efforts to be more secure
afterwards. We offer recommendations, including that clearer guid-
ance be sought to help users identify a malware infection (and not a
focus only on prevention), and support provided for recovery from
personal harms caused by mobile malware, as the impacts are not
only technical.

CCS CONCEPTS
• Security and privacy→ Usability in security and privacy.
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1 INTRODUCTION
Smishing is a type of phishing attack that uses Short Messaging
Service (SMS) or simple text messages on mobile phones to steal a
victim’s Internet credentials. The increased occurrence of smishing
attacks constitute a considerable threat for consumers, businesses
and networks [36].

Flubot, a specific type of smishing-based malware, is a recent
large-scale example of smishing, which has affected millions of
consumers and businesses in a fairly short time [74]. Fortunately
for users, Flubot was taken down in early June of 2022 by a global
cooperation of cyber police forces [24]. However, the risks posed
by Flubot and other active smishing-based malware types (e.g.,
SMSControllo and Anatsa) are still present [24, 43, 45, 55, 65].

To our knowledge, the impacts of smishing and smartphone-
based malware on affected users have not been directly examined
before. To understand the impacts upon smartphone users, we
partnered with an Internet Service Provider (ISP), based in the
same country as the authors. We engaged with customers who
have suffered a Flubot infection on their smartphones. We surveyed
87 ISP customers who had been notified of a Flubot infection, in the
months around and preceding the takedown of Flubot. Although
Flubot has been taken down, lessons must be learned – while there
is still an opportunity – about how to support those users impacted
by mobile malware.

We explore the research question “How has Flubot impacted con-
sumers who have an infected mobile phone (as detected and signaled
by their ISP)?”

We examine this research question in more detail with specific
sub-questions: (SQ1) Are mobile end-users aware of being infected
by Flubot, including potential harms?; (SQ2) How have end-users
acted on the Flubot infection?; (SQ3) How have end-users perceived
the remediation assistance?

Framing the sub-questions within the B-MAP behavior model
[25], The first two questions explore the Ability of end-users to
notice Flubot (SQ1) and to respond to it (SQ2), while also capturing
related Motivation factors. The third question (SQ3) considers the
ISP notification, considered here as a facilitating Prompt to act.

We find that a little over half of the 87 respondents were unaware
of the malware infection before they were notified (SQ1). Just over
half of the respondents reported experiencing harms as a result;
many experienced harms before notification, and several experi-
enced aggressive behavior from other infected users. Many users
also had their suspicions that there was an infection (SQ2). Many
users reported not having removed the malware (SQ3), while some
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discarded the infected device, or took (potentially inappropriate)
action afterwards in their efforts to be more secure; this included
ceasing to use specific services such as online banking.

The rest of the paper is arranged with the background of Flubot
presented in Section 2. We detail our Methodology in Section 3 and
Results in Section 4. Discussion of the implications of our findings
are in Section 5, consideration of related work in Section 6, and
concluding remarks in Section 7.

2 BACKGROUND
One goal of our work is to examine the effects of mobile malware –
specifically Flubot – as compared to ‘traditional’ malicious software,
such as IoT malware [9, 62] or ransomware [69]. In this section
we elaborate on how Flubot mobile malware functions, as well as
current activities to reduce and mitigate mobile malware.

Flubot sends out messages to other phone numbers (generally in
the same country), infecting other smartphones from the moment
the text is opened; messages include a link within the text that when
clicked on will often download a malicious external application.
Similar to phishing, Flubot messages would commonly imitate
package delivery services. Such services have become increasingly
popular in the last several years, even more so in the wake of the
Covid-19 pandemic. Smishing campaigns are seen as becoming
more effective [23, 59, 70].

Flubot (formerly known as Cabassous) functions as both a bank-
ing Trojan and spyware. Financial credentials may be logged, raid-
ing any financial accounts including cryptocurrency applications.
Activities comparable to spyware are also seen, including stor-
age of contact information and sending of fraudulent texts to con-
tacts, all while hiding this activity from the user of the infected
device [19, 36, 57]. Figure 1 shows the process of a Flubot infection,
from the victim’s perspective. Flubot in particular targets Android
phones; if an iPhone is detected, a URL-borne attack vector is limited
to stealing credit card information, rather than installing malware.

As at the start of the infection – left-hand side of Figure 1 – a user
would receive a text message which includes a hyperlink (for exam-
ple embedded in amessage purporting to be from a delivery service).
Figure 1 depicts the process leading to device infection, where after
infection the phone connects to a Command and Control (C&C)
server. The device informs the server of which applications are in-
stalled on the smartphone, and all the contacts [75]. The C&C server
returns a list with instructions on how to capture information from
the different relevant applications. It also shares a list with phone
numbers to send SMS texts to (to spread the malware), and provides
the specific text that should be sent (including a malicious link).

Flubot also modifies phone behavior. As well as capturing all the
data on the phone, the phone infection turns battery-save mode
off, starts sending malicious SMS texts, and shares the information
gathered from keylogging and screen-capturing features, especially
financial information. This process keeps repeating, unless the
victim realizes that the phone is infected and performs a factory
reset to remediate the infection. The more recent versions of Flubot
can perform a range of activities, some of which are performed
constantly [51, 53, 65]. This includes intercepting notifications (e.g.,
passcodes), sending and intercepting SMS texts, logging contacts,
and disabling power-saving features.

Flubot has been taken down, but the sharing of malicious links
through SMS texts, for the purpose of infecting smartphones, has
been used by multiple other social engineering malware types since
2017. These include [64, 65, 68]. Teabot, Anatsa, BRATA, SMSCon-
trollo, Anubis, Cerberus, Oscorp and Ubel (which is most likely a
more developed version of Oscorp), and the latest addition, ERMAC
2.0 (based on Cerberus). These are examples of mobile malware
– generally targeting Android phones – that use multiple ways
of infecting mobile phones, including smishing [7, 16, 17, 34, 42–
44, 63, 77, 80].

Flubot not only shares an infection vector with other Android
malware families, but also presents similarities with other malware
families in terms of phone feature manipulation. Other types of
mobile malware, such as Triada [83], Ztorg [47], and Joker [67],
can also gain root access to Android devices and modify system
components, to hide their presence and evade detection. In addition
to this, they can also steal personal information, display unwanted
ads, and even subscribe users to premium services without their
knowledge. These types of mobile malware can cause significant
financial damage and can be difficult to remove once installed on a
device.

2.1 Detection methods
Internet Service Providers (ISPs) – such as the ISP we partnered
with for this research – may use either or both of two automated
measures to automatically detect phones infected with Flubot. One
is based on the Internet traffic between the infected device and an
infected C&C server. The other is based on the SMS traffic. The
latter method is based on monitoring the spike of SMS texts being
sent as a result of the Flubot infection, to determine if it meets
a threshold. If the amount of sent texts meets the threshold, the
device is marked as infected, and blocked; the owner receives an
email notification about the block for further information and to
remediate the infection.

2.2 Preventive measures
A range of measures are currently available to prevent users from
becoming victims of malware, which have been adapted for smart-
phone users and smishing-based malware. Informing and educat-
ing mobile phone users is a common tactic to limit the effective-
ness of phishing attacks, similar to smishing attacks [14, 32]. Even
if a malware infection is suspected, it is still difficult to determine
which malware it specifically is, and what the appropriate response
is [59]. Furthermore, to keep advice concise and actionable for the
end-user, there is a risk that crucial aspects of the advice are left out
[30, 60]. Regardingmeasures on the device itself, Android OS and
iOS account for 66.77% and 32.55% of smartphones globally [72].
Android has been updated to make it more difficult to download
from outside the Google App Store [13, 79], though some end-users
continue to download external software [37]. We consider features
of smishing malware in reflection upon our findings, in Section 5.

Remaining preventive measures are mostly based on SMS-text
analysis, where an application downloaded on the phone, or an
algorithm used by the telecom provider, acts to detect smishing
texts based on the content [13]. It is unclear how effective any SMS
filtering applications are against smishing-based malware, as Flubot
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Figure 1: The sequence of a Flubot infection (for Android phones) or subscription scam (for iPhones) from a victim’s perspective.

changes messages to avoid detection [33]. URL blocklisting relies
on a database of websites, suspected of involvement in phishing
and smishing, to trigger warnings to the user or prohibit loading
of a web-page [13].

2.3 Reactive measures
The responsibility of avoiding and removing mobile phone malware
inevitably falls, in part, upon the user [2, 35]. With Flubot, the user
is less capable of determining whether an infection has occurred,
due to Flubot’s ability to hide itself and its operations [2, 5, 35].
A notification from a user’s ISP – after detecting malware – can
include advice on how to address mobile malware such as Flubot.
The majority of research on notifying users with advice is focused
on internet users in general and computer users more specifically
[3, 4]. It is arguable that there is no one-size-fits-all way of notifying
and educating computer users effectively [60, 82].

One method for notifying users who have a malware infection
on their device is by email, as seen previously with IoT devices [11].
Another approach is awalled garden notification, i.e., restricting
the connections the user can make on the Internet, and notifying
them as part of the process. It is, however, difficult to contact large
populations efficiently, where mail can be effective but does not
reach everyone [11], or get their attention immediately [62].

3 METHODOLOGY
A survey was deployed to a large sample of users identified by a
partner ISP [in country removed during review] as having Flubot
infections. The focus on the customer base of a specific ISP is not
assured to provide a representative picture of Flubot effects upon
the wider population. However, it allows us to explore how users
interact with the mechanisms of Flubot, and the potential impact
Flubot has upon users (which we relate to other forms of mobile
malware in Section 5).

The survey determined whether participating respondents were
aware of an infection, and if so, whether the infection was remedied

and how remediation was experienced. The survey also queried
whether any non-technical harm was experienced as a result of the
malware infection.

3.1 Recruitment
Given the exploratory nature of the research, an original intention
was to conduct an interview study with users of infected devices.
Recruitment occurred via a customer forum. However, this resulted
in only one response; several others who indicated interest did
not respond to repeated contact to arrange an interview. The one
respondent was no longer using the listed contact address, so had
not seen themalware notification from the ISP. The limited response
reflects restrictions in the engagement method, which can arise
within the customer service model of an ISP [9].

From IP-CC cases provided by Shadowserver [66], we identified
cases of interest among the broadband customers of the partner ISP,
based on connections to home networks managed by the ISP. The
selection and tracking method for these cases can locate malware
cases to an individual network. However, in the case of multiple
smartphones connecting to the same home network, exactly which
mobile device in a home is infected cannot be determined.

To obtain a sample of sufficient size, we examined cases across a
time-span of seven months before the point of data collection. This
started from November 2021, amounting to 1,532 cases. The further
back cases go, the less reliable the responses will generally be, so
we did not seek to look further back indefinitely. We also need to
consider that we were interacting with the customer base of an
ISP, rather than e.g., a dedicated academic survey platform such as
Prolific. However, if there was any impact that the infection had on
the respondent, the impact might be recollected more accurately.
Notably, around the beginning of November 2021, a spike of cases
was recorded by the partner ISP, which itself accounted for 684
cases.

Users had been sent notifications of the infection by the ISP ac-
cording to the ISP’s schedule, prior to the invitation to complete the
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questionnaire (as detailed in Appendix A, also sent to notified cus-
tomers within the remit of customer support). Potential respondents
received at most two notifications, and 88 potential respondents
completed and submitted a survey. The original ISP notification
includes instructions to first “try to find out which Android devices
have been connected to your internet connection”, and then to back
up “all files such as photos and contact information”, and perform a
factory reset. The notification also states that if no action is taken,
that the internet connection will be blocked.

3.2 Survey structure
If a recipient of the survey invitation accessed it, an opening state-
ment would inform the subject of the implications. This would
inform the data subject of the purpose of the survey, and what is
done with completed survey data.

After this, the main questions are asked. The survey design also
benefited from feedback from staff at the partner ISP, who had
experience with the notification process and prior interactions with
affected customers (in place of a pilot). The conditions of the sur-
vey are followed with questions about remediation. Demographics
questions were included in opening – the data subject was asked
to give their profession, age and perceived technical ability (from 1
to 5); previous studies have shown that these demographics factors
have the potential to skew outcomes [27, 38, 48, 62, 82], therefore it
is important to record them for use alongside survey analysis. The
full set of questions is listed in Appendix A.

Causes and suspicions. Each respondent was asked questions
to determine whether they knew about Flubot or any smishing-
based malware before being notified, and any suspicions that the
mobile phone may be infected. Potential causes were queried, espe-
cially as the ISP notification focuses on detection rather than causes.

Remediation. The respondent was asked if they believed the infec-
tion was remediated successfully, and if so how long it took them
(and if not, to detail any obstacles). The nature of Flubot means that
it is difficult to determine whether a remediation was successful,
relying here on user perception (similar to challenges with IoT de-
vice malware [9]).

Harm. The impact of malware goes beyond financial and data loss
[33, 53, 76, 78]. A short description of the different types of harm
was given (as in Appendix A). The first question was about whether
harm was experienced prior to or after having been notified, if at
all. If harm was experienced, the respondent could choose multiple
types of harm, adapted from the harm framework of Agrafiotis et al.
for managed (organization) infrastructures [1]. We considered the
ISP ecosystem as analogous, as a managed system. For every type
of harm that the respondent indicated having experienced, they
were asked to elaborate. We combined physical harms and digital
harms into one category, as a framing that acknowledges how these
categories are intertwined in the use of a mobile smartphone device.

Remediation assistance. The respondent was asked to rate and
elaborate on the information provided in the ISP notification and
the support from the ISP. The respondent was also asked whether

they changed how they interact with and make use of their mobile
phone.

3.3 Analysis
For the purpose of analysis and to filter out unusable data, a first
review of all the responses found that one respondent did not
provide serious answers, and was excluded (e.g., declaring their
occupation as ‘crook’). The remaining 87 submissions are used for
analysis and in the remainder of the paper.

In the survey a number of different questions were asked, from
which statistical and empirical insights were drawn (as in Appen-
dix A) and used to support the Discussion (Section 5). Spearman’s
Rank Correlation Coefficient was used to analyze ordinal and inter-
val/ratio variables for correlations. Descriptive identifiers are given
to the responses to separate questions (see Appendices B and C).
By using Spearman’s Rank Correlation Coefficient, when analyz-
ing ordinal and interval/ratio variables, it is possible to determine
strong and weak correlations between the set of variables.

For further analysis, ordinal and scale variables are used to deter-
mine whether significant correlation coefficients exist in the sample,
as an indication for the larger population. Descriptive identifiers are
given to the responses to separate questions (see Appendices B and
C). Respondent age was treated as a ratio scale variable. Through-
out the survey there are two more ratio scale variables, namely
2_DaysTakenRemediation and 1_AverageWeeklySMS.

There is a multiple choice question included, 1_Source (Q4),
converted into 1_SourceFamily, 1_SourceFriends, 1_SourceNews,
1_SourceSocialMedia, 1_SourceTelco, 1_SourceEmployer, and 1_So-
urceGov, which, for analysis, was turned into nominal scale vari-
ables for all the different options included and suggested by respon-
dents, in the last option it is possible to fill in one’s own category
[37, 81].

Ranked variables included a set of Likert scale questions were
asked: Demo_SkillLevelSmartphone (Q3), 1_LikelihoodClickingUn-
knownSender (Q11), 3_Harm (Q14) converted into 3_HarmPhysi-
calDigital, 3_HarmPhysicalDigital, 3_HarmEconomic, 3_HarmPsy-
chological, 3_HarmReputational, and 3_HarmSocietal. There is also
4_SatisfactionInformationProvision (Q18A), and 4_SatisfactionSup-
port (Q18B). These are treated as interval scale variables.

In the survey a number of yes or no questions were posed
1_PriorKnowledge (Q4), 1_Suspicion (Q6), 1_InclinationCauseInfec-
tion (Q8), 2_Remediation (Q12), 4_ChangedPhoneInteraction (Q20).
These were often followed by open-ended questions for elaboration,
as has been used in prior studies (e.g., [84]). The answers were con-
verted to nominal variables, zero for “no” or one for “yes”. A similar
setup is used for 3_HarmWhen (Q15), where the answers are either
“No harm”, “Harm experienced prior to being notified” and “Harm
experienced after being notified”, with the answers being translated
into values 0, 1 or 2, respectively.

The remaining questions Demo_PROFESSION (Q2), 1_Suspi-
cionElaboration (Q7), 1_InclinationCauseElaboration (Q9), 2_Re-
mediationElaboration (Q13), 3_HarmElaboration (Q17), 4_Satisfac-
tionElaboration, (Q19) 4_ChangedInteractionElaboration (Q21) are
open-ended questions which are not meant for statistical analysis
but for empirical insights – these are discussed in detail in the next
Section.
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Regarding qualitative analysis, the answers provided in the ques-
tions would in the first instance be divided into groups by the
immediate indication of a condition (e.g., indicating ‘yes’ for a
harm having been experienced, or ‘no’ if not). This served to group
responses. Given the survey format, elaborations upon conditional
responses were grouped only when they were very similar, as an
application of a thematic analysis approach [10].

One of the authors applied a ‘codebook’-style approach, which
Braun & Clarke regard as reasonable to conduct with one coder
[10]. The codes and themes (including sample excerpts attached
to codes) were discussed among the authors at weekly intervals,
adding, removing, or revising codes as necessary. A final codebook
was produced, with themes and codes detailed in Table 1 and Ta-
ble 2. Attention was given here to capturing a range of responses
without losing meaningful detail when consolidating codes (such
as different harms, etc.). Coding identified seven themes, as detailed
in the codebook tables: Indicators (of Flubot), Suspected causes,
(reasons for) Failure to remediate, Harms pre-notification, Harms
post-notification, and Impact on phone interaction.

3.4 Ethics
The principles of the Menlo Report for ethical assessment of ICT
Research are followed [22]. Regarding Respect for Persons, the
study protocol was reviewed and approved by the human research
ethics committee of the authors’ institution. All respondents were
given informed consent for participating, i.e., aggregated response
data being analyzed and published afterwards. Respondents were
informed that they were free to stop participating at any moment.
Survey responses were anonymized, separating them from cus-
tomer records at the partner ISP.

For Respect for Stakeholders, the partner ISP’s safety, privacy
and security guidelines and policies were adhered to when using
their data, tools, programs and facilities. No data left the ISP’s facil-
ities until it was generalized, anonymized, and approval given for
using it in the research. For Justice, no groups have been excluded
based on prejudice. Attributes of persons have only been included
for this research if deemed relevant for analysis, such as age. No
respondent selection was based on specific attributes. Beneficence
has been a fundamental aspect of this research; no processes at
the partner ISP were disturbed. Some detection details are obfus-
cated, so as not to benefit malicious parties involved in smartphone
malware.

4 RESULTS
4.1 Demographics
The average age of survey respondents is 63, ranging between 36
and 81. The distribution of ages over the whole respondent group,
including the normal curve is shown in Figure 2. The respondent
group is skewed toward older adults. A US study of adults aged
50 and over indicates that older adults may make only marginally
less use of smartphone text-messaging features than younger age
groups [6], and that such features still see a 92% popularity among
older age groups. However, older adults are noted as potentially
limiting their use of technology as a means to avoid security threats
[29, 46]. Frik et al. [28] found that older adults are only marginally
less likely to configure smartphone settings relating to security and

Figure 2: Histogram of the age distribution of the survey
respondents, including the normal distribution (Mean = 62.78,
Std Dev. = 9.808, N = 87).

privacy. The 2022 US Internet Crime Complaint Centre (IC3) report
detailed a year-on-year decrease in the number of both reported
malware cases and reported phishing cases among older adults [52].

The professions listed by respondents can be grouped in three
categories, namely unemployed or without a recognised profes-
sion (17 respondents, of which a portion answered with being a
housewife, and others had submitted working disability as their
profession); retired (32 respondents), or; working (38 respondents).

Of all respondents, only one subject indicated working in IT /
computing, which was also reflected in their perceived smartphone
usage and remediation capabilities as it is rated the highest (5 out
of 5). Regarding perceived ability of using and fixing smartphones,
respondents on average rate their experience regarding use and
recovery of smartphones to be moderate (3.06 out of 5). Only 10
respondents (11.5% of respondents) consider themselves to be very
inexperienced.

4.2 Causes and Suspicions
Around half the sample (48.3%) indicated already knowing about
Flubot or other malware before being notified. The question was
posed as multiple choice, meaning that each respondent was able to
select multiple answers: the most popular source for hearing about
Flubot is news outlets (34.5%); the second most popular source is
social media (20.7%), and the third most popular source is friends
(18.4%). Figure 3 shows the different categories listed in the survey
and how often they were selected. Looking at prior research of
information sources [58], these trends align more with sources of
knowledge about cybercrime than malware and phishing. Consid-
ering the relative older age of our respondents, Das et al. [21] found
that older adults were more likely to report hearing about data
breaches from news sources (as also with [29]), and we see a similar
trend, as in Figure 3.

The majority of the respondents (59.8%, i.e. 52 respondents) did
not suspect the presence of malware on their phone before being
notified. Of the 35 respondents with a suspicion, 34 replied with

130



EuroUSEC 2023, October 16–17, 2023, Copenhagen, Denmark Geers at al.

Table 1: Main themes and emerging from analysis of survey results (Part 1 of 2).

Theme Code Count

Indicators

Text-message activity Increased texts being sent (7); 17
Texts and calls from unknown senders (10)

Phone/OS behaviour Weird notifications (2); Lost control over phone (4); 8
Slower phone (2)

Application characteristics Unable to delete installed application (2); 6
Downloaded suspicious application (4)

Non-technical indicators (Un)known contacts asking/informing user of being hacked (2); 4
High phone bill (2)

Suspected causes

Malicious link Courier/DHL text (waiting for a parcel) (10); courier text (16); 25
Courier email (6)

Malicious download Downloaded malicious app through SMS 9
Failure to remediate

Lack of knowledge Unaware (11); Did not know how to fix (2); No way of knowing (2) 15
Non-technical barriers Unusable phone (2); Fixing cost too much money (1); Unused (2); 6

Not my phone (1)

an elaboration (the ‘Indicators’ theme at the top of Table 1). The
answers are quite diverse and not always unrelated to each other.
Four respondents relate the infection to having downloaded a sus-
picious application, and two suspected something after not being
able to delete an application they had just downloaded. The latter
also implies existing suspicion, to want to remove the application.

Figure 3: Sources from which the 87 respondents came to
know about Flubot and/or other mobile malware.

Phone activity itself was also suspicious: “Increased texts being
sent”, “Texts and calls from unknown senders”, and “(un)known
contacts asking/informing whether the respondent was hacked”
are very much related to each other, as is “High phone bill”. To

reiterate, as a consequence of a Flubot infection, a phone sends
additional texts, and sometimes calls others without the knowledge
of the owner of the infected smartphone; this can lead to a high
phone bill and receivers (of the secretly sent SMS texts) potentially
responding to the texts, e.g., asking whether the sender of the
malicious texts was hacked. Not all answers can be attributed solely
to the presence of Flubot. For instance, losing control over the
phone is not necessarily a consequence of Flubot – such an answer
does not make the suspicion less true or applicable, however the
suspicion of the four respondents answering “Lost control over
phone”, could well have been caused by something that is not
Flubot. All other suspicions can potentially be attributed to Flubot.

Regarding the cause of the malware infection, a slight majority of
the respondents (52.9%) had an idea of what had caused the infection.
This does, however, also mean that almost half the respondents
(47.1%) indicated having no idea about the cause. Of the respondents
having replied in the positive to having a sense of what caused
the Flubot infection (second code theme in Table 1, ‘Suspected
causes’), two answers are unlikely to have been the actual cause of
the infection: “Foreign number through WiFi” and “Called back to
unknown number”. The latter two factors are not known causes of
Flubot infections or other similar smishing-based malware. These
two answers can be symptoms of the infection, and the second of
these can be the cause for an increased phone bill, but that is not how
Flubot or smishing-based malware is spread. Also, “Malicious (DHL)
email (about parcel)” is also not related to Flubot. The answers then
point to confusion between cause and consequence.

The remaining answers (from 35 respondents, or 40.2%) are as-
sumed to be accurate and the actual cause of the Flubot infection.
10 answers are “malicious DHL link while waiting for a parcel”,
showing that the timing of the Flubot campaigns has a significant
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impact on the likelihood of the malicious links working. 16 are “Ma-
licious link” (18.4%) and 9 are “Downloaded malicious app through
SMS” (10.3%).

Messages from unknown senders. On average respondents re-
ported receiving just over four SMS texts weekly (4.31) from un-
known senders, excluding friends and family. 88.6% of the respon-
dents receive between zero and five SMS texts weekly on average.
Two texts per week is the most common number (37.9%), followed
by 10 (4 respondents; 4.6%), 15 (2 respondents; 2.3%), 20 (1 respon-
dents; 1.1%), 40 (1 respondents; 1.1%), or 60 (2 respondents; 2.3%)
texts. This means that most respondents generally did not receive a
large volume of unexpected or unfamiliar texts. This informs how
much ‘interference’ there might have been between malicious and
benign texts.

The respondents reported being unlikely to click on SMS texts
from unknown senders, with the average score being 1.72 on a
scale from 1 (very unlikely) to 5 (very likely). 50 respondents (57.5%)
deemed it ‘very unlikely’ that they would click on a text from an
unknown sender, and 19 respondents (21.8%) deemed it ‘unlikely’.
However, it is important to notice that 11 respondents (12.6%) are
in between ‘likely’ and ‘unlikely’ to click on unknown texts (rating
a three). Seven respondents were candid enough to state that they
are ‘likely’ to click on unknown texts, of which one respondent
even ‘very likely’. This raises the issue that 20.7% of respondents
(rated three or higher) self-report that there is some chance of
them clicking on SMS texts from unknown senders, which may put
these groups at substantial risk for further malware infections and
harm. In a controlled study of user capacity to distinguish between
genuine and phishing SMS messages, Clasen et al. [15] found that
73.4% of messages were categorized correctly.

4.3 Remediation
77% of the respondents (67 respondents) stated having remediated
the malware, meaning that almost a quarter of the respondents
(23%) had not remediated the infection – the third theme in Table 1,
‘Failure to remediate’. 11 respondents (12.6%) were unaware of the
infection, and possibly two more (2.3%), as their answer “No way
of knowing” is ambiguous as to knowing of the infection or how to
remediate. One respondent (1.1%) found the fixing cost to be too
much; one respondent (1.1%) mentioned that it was not their phone;
another two respondents (2.3%) did not know how to remediate,
and; the remaining two respondents (2.3%) said that the infected
phones were no longer in use.

If respondents remediated the Flubot infection, average self-
reported clean-up time was 3.4 days. 52.9% of respondents reported
remediating the infection in the first two days, while it took an
additional 21.8% of respondents up to 7 days to remediate. There
are two outliers, one (1.1%) who took 14 days, and one (1.1%) some
60 days.

4.4 Harm analysis
A slight majority of the respondents (52.9%) reported having experi-
enced a type of harm, within the categories adapted from Agrafiotis
et al. [1]. Some respondents named multiple aspects in their elabo-
ration, hence more answers than respondents per category. Exactly

half of the respondents that experienced harm experienced it prior
to being notified, and the other half after being notified, as seen in
the harm themes in Table 2, respectively.

The elaborations the respondents gave vary from discomfort
(most common answer, 16 times answered; 18.4%) to financial harm
(13 answers; 14.9%), as a result of an increased phone bill, to not
trusting the smartphone or banking services anymore (8 answers;
9.2%), to loss of data (6 answers; 6.9%). Three respondents replaced
their phone completely (which could constitute a notable financial
burden). 6 respondents (6.9%) had received aggressive and/or threat-
ening texts from the numbers their infected smartphones spread
the Flubot infection to. This is also the biggest difference in the
sample between experiencing harm before and after the notifica-
tion: aggressive texts were reported as being experienced before
being notified, when it may be that the respondent also does not
know why it is happening. Other answers are comparable across
the categories of pre- and post-notification.

46 respondents reported harms caused by Flubot, with ratings
shown in Figure 4. Reputational and societal harm could be ex-
pected to be relatively close to each other in the context of home
users, which is borne out by the results. These two categories
score almost exactly the same, predominantly in the lower ratings.
Physical/digital and economical harm follow similar trends, in that
respondents reported experiencing these types of harm more heav-
ily. Psychological harm has been experienced moderately, where
the majority of respondents have awarded the harm a 2, 3 or 4 (on
a scale from 1 to 5), with these three ratings having been awarded
almost equally.

Figure 4: Chart of the harm types that have been selected (as
different bars), with the rating (x-axis) of the impact that was
associated to the harm types, and count of reported instances
(y-axis).

Psychological harm has been experienced on average as a 3.0
(moderately impactful), and has been experienced by 42.5% of the
respondents. The most experienced harm is physical/digital harm,
being experienced by 43.7%, where this category also had the second
highest impact, scoring 3.2 on average. The harm type that has the
most impact is economic harm, scoring 3.45. The frequency of
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Table 2: Main themes and codes emerging from analysis of survey results (Part 2 of 2).

Theme Code Count

Harms pre-notification

Distress Discomfort (9); Do not trust phone or banking app (6) 15
Loss of safety Threatening/aggressive tests and unsafe 6
Monetary cost Costs for phone bill 6
Disruption/Loss Lost data (pictures) (3); Unable to work (properly) (1) 4
Harms post-notification

Monetary cost Costs for phone bill (7); Costs for new phone (3) 10
Distress Discomfort (7); Do not trust phone or banking app (2); 10

Stress (due to faulty reset) (1)
Disruption/Loss Unable to work (properly) (1); Lost data (pictures) (3); 5

Get a new number and change everywhere (1)
Impact on phone interaction

Behaviour modified More careful (24); ... with installing applications (2); 48
Not clicking on (email) message unknown sender (22)

One-time action Installed anti-virus (2); New phone (1) 3
Switch of behaviour No longer use financial application (1); 2

Only answer phone to known numbers (1)

having experienced economic harm is lower than the latter two
types discussed, experienced by 33.3% of the respondents. Societal
and reputational harm are reported less often (24.1% and 20.7%
respectively) and the impacts of these types of harm are the least
severe (with both rated around 2.5).

4.5 Support experience
We briefly summarize here the experiences with the ISP support
(not featured in the codebook presented in the two tables, which
focus on Flubot). The average satisfaction with the information and
notification provided by the partner ISP is 3.17, which is slightly
higher than the average satisfaction with the support provided
(3.14). For both aspects, the ratings are relatively equally spread
out over the five possible rating intervals, with the moderate rating
(3) being the most popular for both information provision (28.7%)
and support provision (25.3%). The elaborations provided by the
respondents are categorized as positive, neutral, or negative, with
answers spread relatively evenly over the three categories, albeit
with a slight lean toward positive elaborations.

According to 13 respondents (14.9%), the ISP notification is clear,
with 10 respondents (11.5%) describing the support as quick. 10 re-
spondents (11.5%) have not remediated the issue themselves, while
in contrast two respondents (2.3%) mentioned that neither the in-
tervention of the ISP nor their notification was needed. Slowness
and timing has been answered most frequently as a negative elab-
oration, such as with the ISP being regarded as slow to block the
phone (5.7%) or slow to unblock it (1.1%).

4.6 Changes in phone usage after Flubot
For the last question posed in the survey, the majority of respon-
dents (62.1%) changed their interaction with their phone because
of the infection. This can be seen in the last code theme in Table 2,

‘Impact on phone interaction’. This means 37.9% of respondents
have not changed how they interact with their phone.

The elaborations given by respondents, as to how their interac-
tion has changed, vary from a very broad and all-encompassing
answer along the lines of being “More careful” (most frequent, 27.6%
), to a more specific answer of “Not clicking on (email) message
from unknown sender” (25.3%). Of the latter answer, 10% stated an
intention to not click on email messages specifically, which is not
effective in preventing smishing-based malware (i.e., the coping
strategy does not fit the problem). Other precautions that respon-
dents have taken following the infection are installing anti-virus
software (2.3%); being more careful with installing applications
(2.3%); buying a new phone (1.1%); ceasing use of financial appli-
cations (1 response; 1.1%), and; only answering the phone if it is a
known number (1.1%). The latter measure is unrelated to Flubot mal-
ware, meaning that here too a respondent has been either wrongly
informed of the cause, or has drawn an incorrect conclusion of
what could have been the cause.

A study of actions after a ransomware infection [69] reported
that of the 56% of victims that changed behaviors, this also in-
cludes more careful browsing, but also that users may change or
adopt a behavior but not necessarily to one that would directly
match the threat (which would be e.g., data backups in the case of
ransomware).

5 DISCUSSION
Here we revisit our research questions, and explore recommenda-
tions which can serve as the basis for future work.

5.1 Revisiting research questions
SQ1: Awareness and Harms. Awareness of a device having a
Flubot infection prior to notification was low, at 2.3% (SQ1). This
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was predicated on already being suspicious of a downloaded appli-
cation, and being unable to remove it.

Leveraging the statistically significant correlations as found in
Appendix C, we saw significant correlation at the 0.01 level (2-tailed)
between average weekly number of texts received and a higher
likelihood of a respondent clicking on a text from an unknown
sender. This suggests that noticing the initial infected text message
is more difficult when mixed in with other, benign messages (which
themselves may appear to come from an unknown sender).

A Flubot infection might otherwise be indicated alongside the
financial harm of an (unexplainable) increase in phone bills (be-
cause of a surge of SMS texts being sent), or banking applications
being taken over. Aggressive texts may also be received from users
of other infected devices. A range of potential harms may then
be experienced alongside technical indicators of Flubot infection,
without direct evidence of the existence of Flubot on a device.

The importance of ‘indirect’ ways to become aware of a Flubot
infection can be applied to other types of malware that exploit SMS
messages. For example, many banking trojans, such as Anubis [50],
Ginp [49], and Red Alert 2.0 [56], use smishing to trick users into
downloading fake banking apps or visiting fake banking websites.
Adware such as Hummingbad [41] also commonly spreads through
smishing. Ransomware families also use smishing to trick users into
downloading malicious files or visiting fake websites that contain
ransomware (such as Android/Filecoder.C [39]).

Victims have variously experienced all five types of harm (SQ1),
as categorized by Agrafiotis et al. [1]. The type of harm with the
largest relative impact is economic harm, then physical/digital harm,
psychological harm, ending with reputational and societal harm,
respectively. Harms may be compounded if the user does not know
what is triggering the harmful events (such as financial loss, ag-
gressive messages, etc.). Experienced harm is often a very strong
(negative) prompt [25], especially harm with a high impact such
as financial loss or receiving aggressive texts. Existing research
on fear appeals (e.g., [61]) could be translated to support ways to
address fears experienced due to smishing malware.

SQ2: Remediation. Considering acting on Flubot (SQ2), it is
difficult to determine which Android phone on a network needs to
be remediated and whether the remediation was successful (as there
is no direct feedback loop in the remediation process, just as with
e.g., smart device malware [9, 62]). Comparing to IoT malware such
as Mirai [9] and persistent IoT malware such as QSnatch [62], 35
of 87 respondents believed they had noticed something which may
indicate the presence of mobile malware, but this included traits
which are not associated with Flubot (such as malicious messages
via email). In comparison, QSnatch [62] appears to generally not
be noticed by users unless they are notified.

There is a chance that Mirai and similar forms of IoT malware
may eventually be removed through ‘natural clean-up’ [9]. Just as
with persistent QSnatch malware, Flubot appears to require direct
user action to remove it. The lack of feedback when removing IoT
malware has been shown, by Bouwmeester et al., to lead to despair
and uncertainty regarding the success of the remediation [9]. As
lack of feedback is an issue for Flubot remediation too, this should

be taken into account when structuring instructions which act to
‘boost’ a user toward remediation [25].

Despite the initial Flubot notification(s) from the ISP, and any
follow-up correspondence (and possibly the survey itself), a signifi-
cant portion of the sample did not have a correct or sufficient under-
standing of Flubot or its causes (41 of 87 respondents). Exploratory
research into user mental models [71] suggests that malware is less
well-understood than the software that users may interact with it
more regularly, implying that care is needed when assuming how
much technical knowledge users have.

SQ3: Support. In general, the respondents were moderately sat-
isfied with the information and support provided in remediation
assistance (SQ3). A quarter of the respondents had not remedi-
ated at all, because the victims did not trust the notification, did
not know how to remediate, or did not adequately read the noti-
fication. This implies that varied support strategies are necessary
(as has been considered elsewhere [11]), and consideration given
in communicating instructions to varying levels of trust and ex-
pertise. Most post-remediation respondents reported being more
careful with how they interact with their phone, whereas some
are more careful with clicking on unknown senders’ messages and
when downloading external applications. Unfortunately, a few re-
spondents adopted behaviors which would not directly prevent
a re-infection of their device (e.g., limiting use of banking apps
or unexpected emails). This is comparable to consumers avoiding
online banking after hearing of online scams [54] – users who feel
it necessary to behave ‘more securely’ may need guidance on how
to do so, relative to a specific security concern.

5.2 Limitations
This study was exploratory, focusing on articulating the impacts of
Flubot infections (which had not previously been explored). This
precedes determining the awareness of Flubot across a wider user
base – including users or customers who have not experienced a
Flubot infection (whether having received security advice or not) –
which would be a next step. Future work would also explore the
‘weightings’ that impacted users place on different harms. Here we
did not explore Flubot victim experiences through open discussion,
as this was attempted but was not successful (as mentioned in
Section 3.1); the dynamic with the ISP limited the demands we
could put on customer time (a challenge noted elsewhere, e.g., [9].
Survey respondents suffered malware infections over seven months,
which although not an especially long period of time, was balanced
with asking respondents to recall specific details of events.

The source data was available due to the partner ISP’s dedicated
resourcing of a capability to detect Flubot infections and link them
to customers, itself developed in response to the uniquely high pro-
liferation of Flubot as compared to other forms of mobile malware
with less dedicated/developed detection capabilities; this meant that
comparison to other mobile malware ‘in situ’ would have been dif-
ficult (especially as, to our knowledge, there is no other research on
the lived user experience of any kind of mobile malware). However,
we have addressed this in Section 5.

Because the data provided by Shadowserver only shows whether
the infected device is connected to broadband connection of the
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partner ISP on that day, it could potentially mean that a device has
not remediated while not being visible in more recent Shadowserver
datasets (simply if the device does not connect to a broadband
connection of the partner ISP again). Linking infections to home
networks rather than specific phones is an issue in households, if
more than one smartphone connects regularly with the network.
This highlights the social factors in identifying an infection, as well
as the ambiguity users face in diagnosing and remediating Flubot
infections, where the dynamics of shared smart homes [31] can be
built upon in future work with a focus on malware remediation
efforts.

The survey cohort sufferedmalware infections over sevenmonths,
which although not an especially long period of time, was balanced
with asking respondents to recall specific details of events.

5.3 Recommendations
Based on our findings, we provide the following as initial recom-
mendations, which also complement each other:

Adaptive ISP notifications. An adaptive notification approach
first sends an email (as we see here with the partner ISP), and
switches to different approaches such as phone or letter [11], if
there is no user response. There may also be promise in partnering
with other entities – and communication channels – that customers
engage with [73] (noting here that ISPs are already one such entity).
Here we consider that adaption could also signal different (poten-
tial) consequences whichmay relate to what users have experienced
(as detailed in our Results, and elaborated below with scenarios).
An adaptive notification approach burdens an ISP (since it requires
manual intervention) [12], but preemptive action could result in
fewer ongoing cases and users avoiding their phone being blocked.
In some jurisdictions – including the country where the study was
conducted – ISPs are expected to provide a degree of customer
protection. In such cases, a legal entity could be engaged to send
an email or letter, as this also has the potential to be effective [40].

Scenarios for identifying the cause of an infection. One aspect
that should be included in notifications to users is more of the (albeit
weaker or indirect) indicators, as at the top of Table 1, for what may
cause an (otherwise difficult to detect) Flubot infection. Many of the
respondents did not notice anything suspicious before receiving
the notification from the ISP. A few sentences or scenarios could
describe e.g., an end-user having clicked on a link inside an SMS
text, or having downloaded an application outside of the OS app
marketplace. These would serve as identifiable precursor events to
a malware infection. There is a connection also to the breaking and
formation of habits [18, 26], and specifically what the ecosystem
can do to reduce the exposure of users to ‘bad’ habits – in the case
of Flubot this could, for example, include providing safer ways to
access a wider range of apps; this would strengthen the capacity to
assert that e.g., OS warnings are indicative of malicious apps.

Support for recovery from personal harms. Harms should be
reduced as much as possible, but evidence of harms may serve as an
indirect, non-technical indicator of the presence of mobile malware,
and so could be useful specifically when messages with malicious

payloads do not prompt suspicion (since, e.g., legitimate courier
messages may be sent from unknown contacts as well). Additional
information could also address what to dowhen having experienced
economical loss as a result of the infection, or what to do when
having experienced psychological harm – existing ISP notifications
may already relay advice from other bodies (such as manufacturers)
[62], which could be extended to include non-technical support
expertise.

6 RELATEDWORK
There are a number of knowledge gaps around mobile malware –
no academic literature examines the efficacy of remediation (and
advice) on mobile phone users infected by smishing-based malware,
and little research exists on anti-phishing tools for smartphones
[11, 13, 32]. Jörgensson deployed a questionnaire to analyze the
emerging threat landscape for users and where they source mobile
applications from [37]. Bosamia et al. identified unintentional in-
stallation of rogue and malware applications as one of the biggest
financial threats [8]. When looking at why end-users click on ma-
licious links, six reasons have been found for why smartphone
smishing-based attacks are successful [32], including small screen
size and the downloading of apps from third parties.

Looking at user behaviors generally, Das et al. [20] identified
triggers for security and privacy behavior, influenced by the Fogg
Behavior Model [25], while also examining the role of social in-
teractions and outside information sources in prompting behavior
change. Studies have found that (self-perceived) technical skill and
technically aligned professions do not automatically translate into
better security behavior. Forget et al. [27] and Wash and Rader [82]
found in their studies on security behavior regarding computers
(rather than smartphones), that misaligned perceptions of expertise
and inaccurate knowledge about computer security often lead to
negative impacts on computer security. However, no such studies
have been performed in the smartphone landscape. We find, for
instance, that having suspicions about particular events or actions
(such as having downloaded applications outside of the OS app
marketplace) can be useful for prompting users to consider their
actions – and smartphone habits – to engage in preventative steps
against the kinds of mobile malware that actively evades detection,
such as Flubot.

7 CONCLUSION
In the greater context of smishing-based malware, it could be said
with the take-down of Flubot that a battle has been won, but that
the war against smishing-based malware is not necessarily over. We
partnered with an Internet Service Provider (ISP) to survey 87 cus-
tomers who had suffered a Flubot infection on their mobile device,
to understand their experiences and reveal the harms, informing the
response to future strains of mobile- and smishing-based malware.

We found that a little over half of the respondents were un-
aware of the malware infection before they were notified; others
claimed to have heard about it through news outlets, and social
networks or personal contacts. By specifically exploring the harm-
ful and non-technical effects of Flubot, we saw a majority of our
respondents reporting having experienced harms caused by the
malware, with many experiencing harms before notification and
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several experiencing aggressive behavior from other infected users.
Our recommendations focus around crafting support measures to
reach affected users more effectively, with improved cues to help di-
agnose a Flubot or mobile-malware infection, and avenues for help
and further information if harms do occur from such malware. The
form and positioning of these recommendations will be explored
as future work.
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APPENDIX A – SURVEY QUESTIONS
Demographics

(1) Enter your age
(2) Enter your profession
(3) How experienced are you in using and restoring your smartphone? Give an

estimation of hardly any experience (1) to expert (5).
Awareness: cause and suspicions

(4) Before you we’re informed by [partner ISP], did you have any experience
with sms-phishing malware, like Flubot. [Yes / No]

(5) How did you learn about sms-phishing malware, like Flubot? (multiple an-
swers possible) [work, family, friends, news, government, telecom provider,
social media, previous infection, other]

(6) Before you we’re informed, did you experience something different or suspi-
cious on your phone. [Yes / No]

(7) Explain what you noticed.
(8) Do you have an idea what caused the infection. [Yes / No]
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(9) What do you think caused the infection?
(10) How often do you receive SMS messages on average per week? Without

counting friends and family.
(11) How likely are you to click on a URL link in a text message that is not from

friends or family? Give an estimate from very unlikely (1) to very likely (5).

Remediation

(12) Did you fix the Flubot infection? [Yes or No]
(13) How many days did it take you to clear up the Flubot infection after you were

informed? Explain why not.

Harms
Harm descriptions: (1) Physical or digital distress: a physical or digital negative

effect on someone or something (for example, losing your phone or data, or getting
physically hurt); (2) Economic distress: negative financial or economic consequences;
(3) Psychological distress: a negative effect on mental well-being; (4) Reputational
distress: a negative effect on the general opinion of someone or something; (5) Social
and societal suffering: a negative effect in a social or societal context.

(14) Different types of suffering;
1. Physical or digital suffering:
2. Economic suffering:
3. Psychological suffering:
4. Reputational suffering:
5. Social suffering:

(15) Given the types of distress, have you experienced any distress as a result of
the Flubot infection? [Yes, before I was informed; Yes, after I was informed;
No.]

(16) What type of suffering have you experienced as a result of the Flubot infection?
Please estimate the impact the suffering has had on you, from low impact (1)
to high impact (5) or “No impact” if that type is not applicable.

(17) Explain what kind of suffering you have experienced (including the serious-
ness of the suffering you have experienced).

Remediation experience

(18) On a scale from very bad (1) to very good (5), how did you experience the
Flubot infection and its resolution, regarding: [(A) The information in the
original email about how to resolve the Flubot infection; (B) The available
support and resources provided by [partner ISP]]

(19) Explain your experience.
(20) Since the Flubot infection, has it changed how you use your smartphone?

[Yes or No]
(21) Explain the change in use of your smartphone.

APPENDIX B – STATISTICAL ANALYSIS
Correlation significant, at the 0.01 level (2-tailed)):

• Demo_SkillLevelSmartphone and 4_SatisfactionInformationProvision: a cor-
relation of 0.324 and a 2-tailed significance of 0.002 with a N of 87.

• 1_AverageWeeklySMS and 1_LikelihoodClickingUnknownSender: a correla-
tion of .402 and a 2-tailed significance of 0.000 with a N of 87.

• 1_LikelihoodClickingUnknownSender and 3_HarmReputational: a correlation
of 0.444 and a 2-tailed significance of 0.002 with a N of 48.

• 3_HarmEconomic and 3_HarmReputational: a correlation of 0.434 and a 2-
tailed significance of 0.002 with a N of 48.

• 3_HarmEconomic and 3_HarmSocietal: a correlation of 0.492 and a 2-tailed
significance of 0.000 with a N of 48.

• 3_HarmPsychological and 3_HarmReputational: a correlation of 0.517 and a
2-tailed significance of 0.000 with a N of 48.

• 3_HarmPsychological and 3_HarmSocietal: a correlation of 0.538 and a 2-tailed
significance of 0.000 with a N of 48.

• 3_HarmReputational and 3_HarmSocietal: a correlation of 0.879 and a 2-tailed
significance of 0.000 with a N of 48.

• 4_SatisfactionInformationProvision and 4_SatisfactionSupport: a correlation
of 0.620 and a 2-tailed significance of 0.002 with a N of 87.

Correlation significant, at the 0.05 level (2-tailed)):

• 10. Demo_SkillLevelSmartphone and 4_SatisfactionSupport: a correlation of
0.221 and a 2-tailed significance of 0.040 with a N of 87.

• 11. 1_LikelihoodClickingUnknownSender and 3_HarmPsychological: a corre-
lation of 0.348 and a 2-tailed significance of 0.015 with a N of 48.

• 12. 1_LikelihoodClickingUnknownSender and 3_HarmSocietal: a correlation
of 0.299 and a 2-tailed significance of 0.039 with a N of 48.

• 13. 3_HarmEconomic and 3_HarmPsychological: a correlation of 0.341 and a
2-tailed significance of 0.018 with a N of 48.

APPENDIX C – SPEARMAN’S CORRELATION
ON SURVEY RESULT VARIABLES
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Figure 5: Correlations, significance and N per variable correlation in SPSS for all ordinal and ratio variables, page 1 of 4.
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Figure 6: Correlations, significance and N per variable correlation in SPSS for all ordinal and ratio variables, page 2 of 4.
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Figure 7: Correlations, significance and N per variable correlation in SPSS for all ordinal and ratio variables, page 3 of 4.
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Figure 8: Correlations, significance and N per variable correlation in SPSS for all ordinal and ratio variables, page 4 of 4.
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