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Panoptic: True Joint mmWave Communication and
Sensing With Compressive Sidelobe Forming

Heyu Guo", Graduate Student Member, IEEE, Ruiyi Shen, Graduate Student Member, IEEE,
Florian Kosterhon, and Yasaman Ghasempour, Member, IEEE

Abstract—The integration of communication and sensing
functions within mmWave systems has gained attention due
to the potential for enhanced passive sensing and improved
communication reliability. State-of-the-art techniques separate
these two functions in frequency, use of hardware, or time,
i.e., sending known preambles for channel sensing or unknown
symbols for communications. In this paper, we introduce Panop-
tic, a novel system architecture for integrated communication
and sensing sharing the same hardware, frequency, and time
resources. Panoptic jointly detects unknown symbols and channel
components from data-modulated signals. The core idea is a
new beam manipulation technique, which we call compressive
sidelobe forming, that maintains a directional mainlobe toward
the intended communication nodes while acquiring unique spatial
information through pseudorandom sidelobe perturbations. We
implemented Panoptic on 60 GHz mmWave radios and conducted
extensive over-the-air experiments. Our results show that Panop-
tic achieves reflector angular localization error of less than 2°
while at the same time supporting mmWave data communication
with a negligible BER penalty when compared with conventional
communication-only mmWave systems.

Index Terms—Joint communication and sensing, wireless net-
works, mmWave.

I. INTRODUCTION

ILLIMETER-WAVE (mmWave) wireless networks are

emerging thanks to the wide available bandwidth
and multi-Gbps data rates that enable new applications like
extended reality [1], and high-quality video streaming [2],
among other applications. On the other hand, GHz-scale band-
width, mm-scale wavelength, and the ability to manipulate EM
radiation using large antenna arrays have made this spectral
regime attractive for localization, sensing, and even imaging
tasks [3], [4], [5], [6], [7], [8]. The convergence of sensing
and communication functions in mmWave wireless networks
is a promising trend that has gained increasing momentum in
recent research and industrial developments [9], [10]. Indeed,
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such an interaction enables two key advantages over tradi-
tional wireless systems: First, it can offer additional services
from existing communication resources and infrastructure,
and second, the sensing input from the surrounding medium
can significantly enhance the reliability of mobile mmWave
communications.

The state-of-the-art integrated communication and sensing
techniques separate the two functionalities either in time or
frequency, or exploit two distinct hardware (e.g., mmWave
radar and communication module) [11], [12], [13], [14].
Therefore, despite promising prospects, these efforts do not
achieve true joint communication and sensing functionalities'
that share time, frequency, and hardware resources.

In this paper, we present Panoptic,> a novel framework
for integrated communication and sensing at the same time,
and frequency band. Panoptic does not require additional
hardware deployment (e.g., radar) and can be implemented
using pervasive and widely available single-RF chain mmWave
antenna arrays. The fundamental challenge behind realizing
this goal is two-fold: (i) the communication and sensing func-
tions have inherently different requirements, i.e., sensing needs
time-varying directional beam scanning while communication
demands a stable and accurately aligned directional beam to
achieve high SNR; (ii) communication includes detection of
unknown data symbols while sensing involves analyzing the
properties of known signals (e.g., cross-correlation of received
and known preambles) to extract the key components of the
wireless medium.

Panoptic tackles these challenges by introducing a novel
antenna modulation and compressive signal processing frame-
work that capitalizes on channel sparsity. Specifically, our key
idea is to maintain a directional mainlobe toward the commu-
nication node while simultaneously generating pseudorandom
sidelobe perturbations to allow for reflection sensing in non-
mainlobe directions. The high-level overview of Panoptic is
depicted in Fig. 1 illustrating a bistatic integrated communica-
tion and sensing architecture. A mmWave data-carrying link
is formed between the two communication parties while, at
the same time, sidelobe perturbations on one end assist with
environmental tracking. Specifically, a reflected path yields
random, albeit unique power and phase fluctuations at the

'We refer to sensing as finding and tracking surrounding reflecting objects
in real-time, which for example can form back-up paths in case of blockage.

2In Greek mythology, Argus Panoptes is a giant with 100 eyes, whose name
means “all-seeing”.
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Fig. 1. Overview of Panoptic, a framework for joint data reception and

reflector sensing at the same time, frequency, and using the same hardware
resources.

receiver for a given suite of randomly shaped sidelobes. Such
variations may act as a signature for path sensing when prop-
erly extracted from the overall superposed signals containing
unknown complex-valued symbols.

To realize such desired beam manipulation, Panoptic lever-
ages antenna subset modulation. Particularly, we randomly
turn off (or change the gain of) a subset of antennas in each
round. Since the relative phase delays among the antennas are
unchanged, the remaining ON antennas still form constructive
interference along the same mainlobe directions while random
destructive interference perturbs the radiation gain in all other
angles. Indeed, our compressive sidelobe architecture enables
separating the sensing and communication functionalities in
space, while its implementation requires simple single-chain
arrays with antenna ON/OFF switching that are commercially
available and even already deployed in many real-world set-
tings.

While our compressive sidelobe forming framework
addresses challenge (i) explained above, the problem of joint
data recovery and path sensing has remained unsolved. Specif-
ically, the received signal is a combination of an unknown
data-modulated signal that travels through a set of unknown
paths. Further, the non-line-of-sight (NLOS) signatures are
inherently weaker due to additional path loss and significantly
smaller directivity gain along the sidelobe directions where
such paths are perceived. Hence, the NLOS fingerprints may
be masked under a much stronger mainlobe signal. To tackle
this, we mathematically model the received signal and present
a new signal processing framework that performs consecu-
tive symbol detection and then NLOS angle estimation by
integrating information across several compressive sidelobe
patterns. Therefore, Panoptic enables real-time and continuous
reflector identification and tracking at zero additional over-
head, i.e., through joint sensing and data reception in mobile
environments. Indeed, such environmental inputs are the key to
immediate link recovery under blockage, and realizing reliable
and resilient mmWave networking.

We have implemented Panoptic on off-the-shelf mmWave
arrays and performed extensive over-the-air experiments at
60 GHz in various configurations in two different environ-
ments: a conference room and a large open lab space. As a
baseline, we implemented conventional mmWave directional
beamforming, in which all antennas are constructively form-
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ing an aligned beam toward the communication node; thus,
maximizing the link SNR with no sensing capability. Our
experimental results demonstrate that Panoptic provides an
accurate estimation of NLOS angle with a mean error of less
than 1.3° and the standard deviation of less than 1.2° while
incurring a negligible penalty on BER performance when
compared with the baseline scheme under different modulation
schemes. Our results also suggest that Panoptic is scalable
to detecting multiple reflectors in the medium as the average
NLOS angle estimation error only slightly rises to 1.70° with
two reflectors.

In addition, we have also experimentally investigated the
tradeoff between communication and sensing functionalities.
Specifically, by randomly turning off a larger subset of anten-
nas, the sidelobe randomness space grows and better sensing
accuracy is observed, albeit at the cost of a higher SNR
reduction for the mainlobe communication link. Fortunately,
this penalty alleviates when large antenna arrays are employed.
Indeed, the length of the NLOS perturbation signature corre-
lates with (JZ ), where k is the number of OFF antennas out
of the total N antennas while the mainlobe directivity scales
by a factor of 1 — k/N. Interestingly, our results reveal that
randomly turning off only 2 out of 64 antenna elements creates
sufficiently large random space for accurate NLOS angle
estimation (error of less than 1.5 degrees) while penalizing the
communication SNR by only a negligible amount of 0.28 dB
(which does not often result in downgrading the Modulation
and Coding Scheme (MCS) of the communication link).
Further, thanks to its compressive sensing nature, the number
of required beam configurations only grows by O(log(N))
with the number of antennas; therefore, Panoptic is scalable to
future massive mmWave arrays. Finally, Panoptic is compliant
with IEEE 802.11ay and 5G NR as it does not impose any
changes to the communication protocol and frame structure.

II. PRIMER AND STATE-OF-THE-ART
A. Principles of Joint Communication and Sensing

Recently, developing joint communication and sensing
(JCS) techniques have emerged to integrate the two functions
into one by sharing hardware and signal processing modules,
and achieving immediate benefits of reduced cost, size, weight,
and better spectral efficiency [15]. In wireless communication
networks, the received signal is a function of both the unknown
data symbols and the propagation medium, which we intend
to sense. In particular, we can write:

y=W,"HW¢s +n, €]

where W, is the receiver weight vector, * is conjugate
transpose, H is the channel response, Wy is the transmitter
weight vector, s is the data symbol and n is the noise.
The goal of wireless sensing is to extract H, which carries
key environmental components. However, from Eq. (1), it is
evident that simultaneous channel estimation (H) and data
decoding (s) is not trivial.

Therefore, most existing efforts in JCS leverage known
preambles and pilots that are already part of the IEEE 802.11
or 5G NR frame structures for sensing. Existing mmWave
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sensing systems have repurposed the beam training period
in IEEE 802.11ad/ay, during which the AP adopts sequential
directional beams toward different angles. By analyzing the
received sector sweep frames, one can then track the chan-
nel multipath or the angular location of the transmitting or
receiving node passively [16], [17], [18], [19], [20], [21], [22].
However, the beam training period is a low-duty cycle event
(e.g., every 100 ms) originally designed to find the best-aligned
beams between the AP and stations. Similarly, in 5G NR
protocol, the SSB bursts can be sent with a periodicity of 5, 10,
20, 40, 80, or 160 ms (where typically SSB bursts take 5 ms in
duration) and leveraged for sensing [9], [23]. Clearly, a more
frequent SSB burst can offer advantages for sensing at the cost
of increased overhead (i.e., occupying channel resources that
be otherwise used for data communication). We emphasize
that, unfortunately, these techniques do not support truly joint
communication and sensing: when the AP/BS is performing
beam training, it can sense the environment but without data
communication; when the AP and stations are communicating,
sensing cannot be achieved.

In addition, the preamble and header of a directional multi-
gigabit (DMG) packet in IEEE 802.11ad can be used for
sensing [24], [25]. However, according to the standard, the
preamble, header, and data fields of a DMG packet are
transmitted with the same antenna weight vector (AWYV),
which limits their capability to sense channel dynamics (e.g.,
reflectors) outside of the mainlobe.

In contrast, Panoptic supports integrated directional data
reception and quasi-omni sensing without adding any addi-
tional overhead using unknown data symbols.

B. JCS With Auxiliary Spectral Bands or Hardware

To achieve communication and target sensing at the same
time, some prior efforts mount additional hardware on the
mmWave base station or the mobile users to act as a passive
radio sensor or an active transceiver, albeit at a different
frequency band to avoid interference on the ongoing communi-
cations. This includes the use of co-located sub-6 GHz radios
[13], mmWave radar [14], reflective surfaces [26], cameras
[27], and the auxiliary mmWave radios [28], [29].

However, these works require additional hardware or
spectrum resources hindering spectrum efficiency. Mounting
additional hardware increases power consumption and may
even yield new privacy concerns (e.g., in the case of the
camera). Further, the cost of hardware in addition to the
prohibitively high labor cost associated with implementation
and maintenance make these solutions impractical and non-
scalable beyond laboratory settings. In contrast, Panoptic uses
existing single-chain analog arrays prevalent in all mmWave
nodes (base stations, access points, and mobile users) without
the need for additional hardware, spectrum resources, or even
without any hardware modification, making it easily scalable
in real-world settings.

C. Multi-Beam Full Duplex JCS Systems

Different from the above strategies, another line of work
exploits spatial division between sensing and communication
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via beam manipulation [30], [31]. Although beamforming
for communication and sensing separately has been studied
extensively [32], its application in JCS comes with a different
set of challenges. Specifically, communication and sensing
have different beam requirements: sensing needs time-varying
directional beam scanning while communication demands sta-
ble and accurately aligned directional beam to achieve high
SNR. More recently, multi-beam designs using full-duplex
radios have been proposed, where there is a fixed directional
beam for downlink communication and the other sweeping
beam for collecting the reflected signal back for sensing [33],
[34], [35]. In such case, complex beamforming optimization
is needed to mitigate the self-interference between commu-
nication and sensing at the full-duplex node [36], [37], [38].
In such full-duplex monostatic architectures, the transmitted
signals are known at the co-located receiver and can be used
as a reference to easily extract the desired reflection infor-
mation from nearby objects. Overall, full duplex radios are
not common in practical infrastructure settings, especially for
mobile devices, because of the increased hardware complexity
and power consumption.

In contrast to the prior art, Panoptic has fundamentally
different hardware requirements and system goals: (i) Panoptic
employs half-duplex single-chain analog phased arrays that
are commonly available in all mmWave nodes. Hence, there
is no hardware barrier for deploying Panoptic on existing
infrastructure. (ii) Panoptic has a bistatic JCS architecture. It
eliminates self-interference since transmission and reception
occur at separate nodes. This makes it well-suited for deploy-
ment on commercially available, single-RF-chain mmWave
arrays. Additionally, they align naturally with existing mobile
network roles, supporting practical integration into real-world
systems. Further, the bistatic JCS architecture in Panoptic
means that nodes might not be tightly synchronized posing
additional challenges for sensing. (iii) Finally, Panoptic aims to
extract the unknown data symbols jointly with environmental
components. This is not a problem in full-duplex settings,
as the data is already known at the co-located TX/RX node.
Panoptic is the first to jointly decode unknown data symbols
and sense channel components at the same time.

III. PANOPTIC DESIGN
A. System Model

We consider the case where two mmWave nodes have
established a directional communication link. We assume each
node is equipped with a conventional analog beamforming
array connected to a single RF chain, i.e., an N, -element
TX antenna array and N, -element RX antenna array. For
simplicity, we assume that the antenna arrays are uniform
linear arrays but extension to arbitrary antenna arrays is
straightforward. Our goal is to jointly decode unknown data
symbols while extracting the sparse channel components (i.e.,
reflected paths) at the same time, and frequency, and using the
same one-chain receiver antenna array.

We present Panoptic, a novel beam manipulation technique
for true joint communication and sensing. The key idea is
maintaining the receiver mainlobe toward the communication
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Yet, such signatures might appear hidden under a stronger mainlobe.

node while simultaneously generating pseudorandom perturba-
tions on sidelobes. Thanks to the sparsity of mmWave channels
and compressive sensing principles, Panoptic is able to extract
the target components in the environment (i.e., the angular
location of reflectors) while correctly detecting the unknown
sent symbols.

The Panoptic system model is shown in Fig. 2 where the
transmitter adopts any fixed beam while the receiver has time-
varying compressive sidelobe patterns. The pseudorandom
perturbation of the sidelobes can be realized by randomly
turning off (or changing the gain) a subset of antennas for
each reception. Since the relative phase delays among the
antennas are unchanged, the remaining antennas still form
constructive interference along the same mainlobe directions
while random destructive interference perturbs the radiation
gain in all other angles. We will show that this simple scheme
creates a wide angular field of view (FoV) for sensing. We
underscore that such a radiation manipulation technique does
not need hardware modification or multiple RF chains as
almost all commodity phased arrays allow for at least 1-bit
amplitude control (ON/OFF) per antenna.

Another key challenge is simultaneously extracting symbols
and target information from received data-modulated signals.
This is non-trivial because the received signal contains an
unknown combination of the transmitted symbols and the
propagating environment. Further, the sensing sidelobes are
much weaker than the communication mainlobe, making accu-
rate and reliable sensing much more difficult. In other words,
the sidelobe variations yield minute perturbations in the overall
captured phase and amplitude at the RX, which acts as a

unique fingerprint for the target’s angular location. However,
such information-rich perturbations may be masked under
the data-induced phase/amplitude variations that are received
under a much stronger mainlobe direction. This is demon-
strated in Fig. 3. To tackle this issue, we perform integration
of multiple signals for sensing, where the integration window
length can be adjusted subject to sidelobe power. Our key
insight is that the antenna ON/OFF switching is controllable
and can happen at a much lower pace than the symbol rate;
hence, several samples are effectively collected under the same
sidelobe pattern. Indeed, the sensing time scale follows the
mobility time scale (at millisecond scale) and is slower than
the symbol transmission rate (at MHz or even GHz). Finally,
Panoptic provides a non-coherent target sensing framework
that only utilizes the amplitude of received signals, and there-
fore is robust to carrier frequency offset and synchronization
non-idealities between the two communicating parties.

Next, we will explain our theory of compressive sidelobe
beams and present the joint data decoding and sensing algo-
rithm in Panoptic.

B. Compressive Sidelobe Beam Design

The objective of adaptive compressive sidelobe beam design
is to ensure a directional communication link maximizing
the beamforming gain between the transmitter and the target
receiver (described by the angular location AoA (Angle of
Arrival) / AoD (Angle of Departure) of (¢, 6p)) while at
the same time causing sufficient perturbations at other angles
(¢ # ¢o andlor 6 # 6) for NLOS sensing. Such radiation
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perturbations can be created by manipulating the weight vector
at the transmit/receive mmWave arrays.

We consider a sensing interval of T seconds during which
the channel variation is small enough to allow for a quasi-
stationary assumption of channel paths and end users. Note
that 7 can be adapted as a control knob in Panoptic’s frame-
work. During this sensing interval, the mmWave end nodes
adopt M different beam configurations, where the RX collects
N symbols under each beam configuration. We can write
the received signal for the n*" symbol under the m*" beam
configuration as follows:

yln, m] = wilm]Hw[m]s[n, m] + z[n, m], )

where w,.[m] and w;[m] are the m'" receiver and transmitter

weight vectors, respectively, s[n,m] is the symbol for each
time slot, and z[n, m] is the zero-mean noise. The wireless
channel H consists of K multipath components described by
their AoA/AoD pair (¢, 0)) and complex channel gain ay.
Hence, we can write H as follows:

K
H = \/agh(¢o)a" (o) + D varb(¢r)a™(0),  (3)

k=1

where b(.) is the steering vector for the TX array and a(.) is
the steering vector for the RX array. We note that K is small
in practice due to the sparsity in mmWave channels.

In principle, the pseudorandom sidelobe perturbations can
be realized in both TX arrays and RX arrays. However, in
practice, changing the radiation profile on both sides at the
same time may cause challenges in sensing and inference. This
is because the weight vector variation on both ends (i.e., w,.[m]
and w;[m| in Eq. (2)) should be somewhat synchronized. In
other words, the receiver should know the weight vector (i.e.,
sidelobe patterns) adopted at the TX for each signal reception.
Hence, without loss of generality, we consider a fixed transmit
beam w[m] = w; and a varying receive radiation pattern.

We highlight that the Panoptic’s framework can also be
directly applied to a fixed received beam and varying trans-
mit sidelobe beams. In Sec. III-C3, we will illustrate the
communication-sensing tradeoffs and discuss that it is desir-
able to implement Panoptic’s compressive sidelobes on the
mmWave end node with more antennas (whether TX or RX).
Furthermore, the fixed beam on one end is pointed toward
the intended communication party. There is an inherent trade-
off in selecting its beamwidth: a narrower beam improves
communication SNR but restricts the spatial extent of illu-
mination, limiting the sensing capability. In contrast, a wider
beam increases the likelihood of illuminating nearby reflectors,
enhancing the quality of sensing information, albeit at the
cost of reduced SNR. This trade-off is well understood in
the community and is independent of the proposed Panoptic
framework.

To create pseudorandom perturbations on the sidelobes,
Panoptic uses a randomly chosen subset of antennas to form a
directional received beam toward the TX while the remaining
antennas are kept idle. Since the antenna amplitudes are
changing (ON vs. OFF) and not their phases, this creates
sidelobes without changing the mainlobe direction, as also
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depicted in Fig. 2. Mathematically, let S;[m] be a random
subset of L antennas (out of N,,) used for the m™ pattern
configuration. We can write the varying received weight vector
with the mainlobe pointing toward the TX (i.e., ¢g AoA) as:

eil=1)21%cos(¢0) | Si[m]
wy[m](l) = ’ :
0, otherwise

4)

where w,.[m](l) is the I™ entry of the received weight vector
(i.e.,l =1: N,,) and d is the antenna spacing. Hence, by
combining the steering vector and the weight vector from Eq.
(4), we can find the array factor (or radiation profile) of the
receiver beam as follows:

R(m, d)) _ Z ej(l71)27r%(cas¢gfcas¢)' 5)
leS[m]

We highlight three important observations: First, R(m, ¢) con-
verges to a constant R(m, ¢) = L at the target communication
transmitter location (¢ = ¢g). Indeed, all antennas being
ON (i.e., L = N,;) provides the maximum directivity gain
toward the TX. Second, the radiation gain toward other angles
(¢ # ¢p) is a random variable that is dependent on ¢, the
antenna subset size L and the exact subset of antennas that
are ON. Finally, random sidelobe perturbations are realized
solely with binary amplitude control, making it applicable to
practical phased arrays that are not equipped with complex
phase/amplitude control circuitry.

C. Joint Data Detection and NLOS Sensing Framework

In this section, we explain how Panoptic exploits compres-
sive sidelobes in joint data detection and NLOS extraction.
Recall from Sec. III-B that while symbols should be detected
at the symbol rate, the sensing time-scale is slower as M
compressive sidelobe beams should be observed to reliably
extract NLOS components. We will elaborate on the impact
of the number of observations (M) later in this subsection.

1) Symbol Detection: The key insight behind data detection
in Panoptic is that the overall received signal contains a strong
contribution from the mainlobe with a stable amplitude and
phase profile that does not significantly vary with sidelobe
perturbations. In other words, the much weaker sidelobe
signals bouncing off reflectors and reaching the receiver would
have much lower power than the mainlobe signal. For instance,
based on direct array factor calculation for a 16-element ULA
with 4 randomly deactivated antennas (12 active), steered
to broadside, the minimum amount of mainlobe-to-sidelobe-
difference is 9.6 dB. This delta is much more pronounced
when the extra path loss and reflection loss of NLOS compo-
nents are taken into account.

Hence, by taking into consideration Eq. (2) and Eq. (5) and
assuming that the TX beam is aligned to the RX, we can write

K

VINEL?ag + Y VagR(m, m] s[n, m]
k=1

+ z[n,m] = Ny, Ly/ags[n, m]. (6)

Given the random perturbations in the sidelobe, the NLOS
components will add up randomly at the receiver while the

yln,m] =
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mainlobe direction provides a fixed and high directivity gain.
Hence, the received constellation does not deviate too much
from the nominal constellation realized when all received are
ON. Fig. 3 illustrates the received constellation before and
after applying compressive sidelobe patterns. We can observe
that the received symbols have slightly lower power and
random yet small phase fluctuations. Nevertheless, a scaled
decision boundary can still be used for symbol detection.
Since the antenna subset size (L) is known at the receiver,
finding the scaled decision boundary is straightforward by
multiplying the original scaled boundary and L/N,,. We
use a standard approach for channel estimation and symbol
detection. Since the number of antennas OFF L remains
unchanged, the decision boundary for demodulation also stays
the same. As a result, we perform data communication with
the conventional method by using preambles at the start of
each packet and apply channel equalization accordingly..

We emphasize that the communication SNR can be modeled
as SNR = e,agN?,L? /02, where ¢, is the average energy of
symbols and o2 is the noise of Rx, thus, the received SNR
increases with the antenna subset size (i.e., the number of ON
antennas). Hence there is a tradeoff between accurate symbol
extraction and sensing performance: decreasing the antenna
subset size hinders the communication SNR and may yield a
higher symbol error rate but it will increase the random space
for sidelobe sensing. We will explore it in Sec. III-C3.

2) Reflector Sensing Framework: After detecting the data
symbols, Panoptic attempts to extract the AoA of the reflectors
in the environment. Intuitively, such information is embedded
in the small perturbation of the received signal vector around
the constellation points. As depicted in Fig. 3, such small
perturbations are a function of compressive sidelobe in-use,
the reflector angle, and noise. The impact of noise can be
alleviated by averaging over several observations under a fixed
compressive sidelobe pattern. Recall from Sec. III-B that we
received multiple symbols under m™ compressive sidelobe
configuration. Therefore, as shown in Fig. 3, the pattern of
average power fluctuations under several different pseudoran-
dom compressive beams acts as a fingerprint that hints at
the underlying reflectors’ characteristics. Fig. 3 illustrates that
such power variations are a unique signature for the reflector’s
angular location.

Next, we mathematically formulate Panoptic’s AoA esti-
mation scheme that builds on the insights explained above.
Specifically, we can first find the amplitude of the signal
captured by the mainlobe as follows:

Ayvr = Z Z " & Nz L|yaol, (1)
where §[n,m] is the estimated symbol from the data extrac-
tion phase, M is the total number of compressive sidelobe
configurations and N is the total number of measurements
under each compressive beam. In other words, by taking the
average of the measured signals under many different random
sidelobe perturbations, the result converges to the mainlobe
signal, which is the unchanged portion of the transmission
throughout. Further, since the amplitude of the received signal
is also a function of transmitted data (particularly in amplitude
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modulation schemes), we remove the impact of data symbols
in calculating Apsr.

Next, we can isolate the impact of the NLOS components by
removing the mainlobe contribution from the received signal:

1 y[n, m]
Fim] = — — Aprl. 8
[m] N; 3n, m] ML ®)
Here F[m] is only dependent on NLOS paths
and the sidelobe perturbations of the m® beam, i.e.,
Flm] o« | Zszl VoarR(m, ¢r)|. Indeed, the vector
F = [F[1],F[2],...,F[M]] can be tested as the NLOS

angle fingerprint explained above. Therefore, to find the angle
of arrival of the most dominant NLOS path, we leverage
the principle of compressive sensing and find the angle
that offers the maximum correlation between the pattern of
power perturbation vs compressive sidelobe beams in theory
(i.e., R(m,®) as defined in Eq. (5)) against the measured
perturbation fingerprint (i.e., F):

61 = argmax,F - [R(¢)] = argmax, 3" Flm] - [R(m, )|

(©))

where ¢7 is the estimated AoA of the dominant reflected path.
If extracting p NLOS paths is desired, then we extract the angle
corresponding to the top p peaks in F - |R(¢)|. It is expected
that the estimation accuracy worsens for less pronounced paths
as they are inherently weaker and leave a smaller footprint in
sidelobe perturbations. Fortunately, due to channel sparsity in
mmWave bands, only a few paths may exist in practice.

In Panoptic, several parameters affect the NLOS extraction
performance: First, increasing the number of measurements or
observations (i.e., N) can help remove hardware non-idealities
and channel noise, while improving sensing accuracy, con-
sequently. Second, increasing the number of compressive
sidelobes used during measurements (i.e., M) yields longer
and more spatially diverse power perturbation signatures.
Hence, Panoptic can infer the AOA with finer granularity.
Third, increased radiation gain toward the sidelobe angles
would definitely improve NLOS sensing. However, increasing
the sidelobe power level would inevitably yield the theft of
power from the mainlobe direction, hindering the underlying
communication performance and reliability.

a) Coherent Vs Non-Coherent Sensing: In principle,
minute perturbations in power and phase can both be
leveraged for NLOS sensing. Extending the mathematical
framework of Panoptic to include complex signatures is
straightforward. Specifically, only slight changes to Eq. (7)
to Eq. (9) are needed, i.e., we can write them as Ap;; =

% Lo Lo o Flml = %5, (4t -
¢7 = argmaxy|y_  F[m]- R*(m, qﬁ)\ However, for practical
considerations, non-coherent sensing has certain advantages
over its coherent counterpart: first, it is more resilient to the
phase noise, carrier frequency offset, and synchronization non-
idealities commonly seen in commercial mmWave arrays [39]
and second, it allows for aggregation of information across
several packets that might not be tightly synchronized in
phase. We emphasize that if accurate phase measurements
are available, Panoptic can be easily extended to include

AML), and
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phase readings in the AoA extraction framework, as discussed
above. Inclusion of phase can pave the way for phase-based
advanced sensing, like Doppler extraction and motion sensing.
Finally, while the above modeling considers a narrowband
channel, the extension of Panoptic to wideband channels with
multiple subcarriers (i.e., OFDM) is straightforward. We will
experimentally evaluate Panoptic in both coherent and non-
coherent cases (under OFDM) in Sec. V-D6.

b) Overhead and Complexity of Sensing Framework:
Panoptic exploits received data symbols for sensing and
hence does not incur any additional overhead in time. In
terms of computational complexity, Panoptic’s framework is
lightweight, as also indicated from Eq. (7)—(9). We note that
R(m, ¢) is a deterministic function of array geometry and
can be known a priori. It is evident that the computational
complexity scales linearly with the total number of sidelobe
configurations. Furthermore, we argue that the number of
compressive sidelobe patterns needed for accurate path sensing
itself scales with O(logN,), where N, is the number of
antennas. Theoretically, with this number of patterns, the
probability of error exceeding a certain range is very small
[40]. We emphasize that this complexity is much lower than
the conventional path discovery with directional steering that
scales with O(N,.), thanks to the channel sparsity and prop-
erties of compressive sensing.

Specifically, the idea of compressive sidelobe beams
originates from compressive sensing in which several pseu-
dorandom weight vectors are used for AoA extraction [41].
Specifically, in compressive sensing, w,, = e/?~, where ¢,,
is i.i.d. and follows a uniform distribution over (0,27) to
ensure E[w,] = 0, and Var[w,] = 1. This results in
completely random radiation patterns that, unfortunately, fail
to provide sufficient directivity gain for a communication link.
Instead, in Panoptic, by maintaining a high-gain mainlobe
and perturbing the sidelobes, we achieve the best of two
worlds: high-gain communication link from the mainlobe and
compressive AoA estimation in sidelobe directions. Previous
works rigorously proved that the path estimation task requires
O(logN) unique patterns [41], where N is the array size.
Intuitively, by removing the impact of the mainlobe (see
Eq. (8)), the residual pattern resembles the pseudorandom
compressive beams from the literature; hence, the number of
measurements/configurations scales with the same log factor.
We skip the detailed proof due to space limitations. We note
that a scanning sidelobe design—where a fixed mainlobe sup-
ports communication and a directional sidelobe sequentially
scans across angles—incurs a higher overhead of O(N), as it
requires a separate beam configuration for each direction.

This indicates that Panoptic is scalable to future massive
mmWave MIMO settings.

¢) Computational Complexity of Sensing Framework:
The sensing algorithm is lightweight, with correlation being
the most complex operation. If we note the number of theoret-
ical compressive beams we use as G, the time complexity is
O(MGN,), where M is the number of compressive sidelobe
configurations we use and NV,.,, is the number of Rx antennas.
The computational complexity mainly comes from theoret-
ical compressive beam simulation. If we can simulate and
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store them beforehand, the running time complexity is only
O(MG@G). Therefore, it does not require extra computational
resources and can be directly applied to current hardware.

3) Tradeoff Between Communication and Sensing: In
Panoptic, the communication and sensing functions share the
same front-end, time, frequency, and even the same waveform.
Here, we elaborate on the tradeoffs between these two func-
tionalities. In principle, the communication SNR depends on
the directivity gain along the mainlobe direction, and the AoA
resolution depends on the level of unique perturbations created
along sidelobes angles. Given a fixed antenna array size, the
mainlobe strength is directly related to the number of ON
antennas (L). The random space for sidelobe perturbations,
however, depends on (NL””), where N,, is the number of
antennas in the RX array. Therefore, an antenna subset size
below N, /2 would not benefit communication or sensing.
When L increases (L > N,./2), the communication SNR
improves but the random space for sensing shrinks, and vice
versa. It is also evident that implementing Panoptic on a
mmWave node with a larger antenna array size (larger V,;)
is desired as it can create the same sidelobe random space
while turning off fewer antennas, imposing less penalty on
the communication SNR. Hence, if there is an asymmetry
between the array size at the two mmWave end nodes, running
Panoptic on the node that has a larger array is advantageous.
Interestingly, our evaluations suggest that randomly turning
off only 2 antennas in a 64-element array creates sufficiently
large random space for angular sensing of 1.5 degrees while
imposing an SNR loss of less than 0.3 dB for the directional
communication link.

IV. IMPLEMENTATION

We implement Panoptic on COTS mmWave hardware and
conduct extensive over-the-air experiments at 60 GHz.

A. Hardware

We use commercial mmWave phased arrays as front-ends
at both TX and RX. Specifically, we use Sivers EVK06002
boards [42] that can operate in 57-71 GHz regime and are
widely employed in previous mmWave research and develop-
ment studies. These boards have 16 antennas for transmission
and reception separately, as shown in Fig. 4(a). The array
supports beam scanning in the azimuthal direction with the
field of view of 90°, i.e., the mainlobe spans from —45°
to 45° with a step size of about 1.5°. The Sivers hardware
has a maximum beam switching rate over 50 MHz from its
datasheet. We generate a compressive sidelobe beambook for
any given mainlobe direction by randomly turning off a subset
of antennas without modifying the phase shifters’ values. We
randomly chose a random subset of antennas to configure each,
without any selection optimization. If not specified, we turn
off four out of sixteen antennas, and we consider 63 x 3 = 189
different random subsets, i.e., sidelobe configurations. Under
each beam configuration, several symbols are captured. In
other words, the beam switching rate is slower than the symbol
rate. We evaluate the impact of antenna subset size, number
of sidelobe configurations, and number of symbols per beam
in Sec. V-C.
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Fig. 4. Experimental setup with custom off-the-shelf mmWave arrays deployed in two different environments.

B. Experimental Setup

We conduct experiments in two different environments. The
first environment is a multipath-rich conference room with
several tables, chairs, and whiteboards as shown in Fig. 4(b).
The second environment is an open lab space, as shown
in Fig. 4(c), with a highly reflective glass wall and large
square footage suitable for long-distance experiments. In both
environments, we use a small metal reflector of size 0.3 x 0.3
m (even smaller than a mini TV or a monitor) and place them
in various locations and orientations. We note that detecting
this small reflector is more challenging compared with a
large whiteboard or wall that was naturally present in those
environments.

We have implemented Panoptic using both benchtop equip-
ment as well as high-speed RFSoCs. In the former, we use an
arbitrary waveform generator and real-time scope as baseband
units on the TX and RX sides, respectively. In this case, the
symbol rate is 25 MHz and our frame structure contains 20
preamble symbols followed by 1500 data symbols. The symbol
rate is set to 25 MHz for one single tone. This is much higher
than what standards today support. For mmWave bands, 5G
NR commonly uses subcarrier spacings of 120 kHz and 240
kHz. We also implemented Panoptic programmable RFSoC
FPGA as baseband units on both ends. The ADC sample
rate is 3.52 GHz, and the bandwidth is 1.1 GHz with 192
active subcarriers. Our frame structure contains a standard
IEEE 802.11 preamble and 64 data symbols.

On the TX side, the mmWave array is connected to the
baseband unit, sending modulated data streams with different
modulation and coding rates. On the RX side, the downcon-
verted 1Q samples are captured and processed by another
baseband unit. Differential IQ ports are connected for both
TX and RX to remove the distortion and noise. The TX
and RX clocks are not synchronized (the nodes are not
wire-connected). Panoptic’s algorithm is written in a single
Python code controlling the Sivers array configuration and data
capture. For all experiments, the center frequency is 60.48
GHz. If not specified, we place the TX and RX 3 m apart
(we evaluate the impact of TX-RX distance in Sec. V-D).
We also use preambles as in a conventional communication
system for packet detection. The preambles are used for coarse
carrier frequency offset removal, adopting conventional signal
processing schemes from the literature [43]. The data symbols
are used for joint data recovery and NLOS sensing.
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Fig. 5. Measured and simulated compressive sidelobe beam patterns realized
with random antenna subset switching; Mainlobe toward (a) 0°, (b) 45°;
Sidelobe-varying beams with mainlobe toward (c) 0°, (d) 45°.

V. EVALUATION

A. Compressive Sidelobe Radiation Patterns

First, we evaluate our compressive sidelobe generation
technique by measuring the radiation pattern.

1) Setup: We place the transmitter and receiver at a distance
of 1 m apart in an open space without any reflectors around
(to resemble an anechoic chamber). To measure the radiation
pattern, we rotate the Rx from —50° to 50°, which is slightly
wider than the field of view of the phased array.

2) Results: We measure the radiation pattern under dif-
ferent mainlobe directions and we randomly turn off 4 out
of 16 antenna elements. The measured radiation patterns are
shown in Fig. 5. We show examples of two different mainlobe
configurations and two distinct random sidelobe patterns under
each mainlobe. In addition, we have simulated the theoretical
radiation pattern using the knowledge of antenna geometry,
inter-element spacing, and randomly chosen antenna subsets in
measurements. We note that the internal non-idealities between
antenna elements (e.g., due to variations in the lengths of the
transmission lines in the circuit board connecting the RFIC to
the antennas), require a one-time calibration for the array. We
have performed antenna calibration based on the beambook
provided by the manufacturer, i.e., by implementing a tech-
nique known as EiCal in the literature [44]. Fig. 5 illustrates
good agreement between the simulated and measured radiation
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Fig. 6. Panoptic’s JCS performance: (a) the measured BER under various
modulations; (b) NLOS angle estimation accuracy.

patterns. Note that we collected tens of different radiation
patterns overall and validated the random sidelobe generation
in all cases. Fig. 5c and Fig. 5d depict a few examples of
measured sidelobe-varying beam patterns while the mainlobe
remains unchanged toward 0° and 45°, respectively.

The results demonstrate a few key findings: First, the com-
pressive sidelobe generation is able to maintain a directional
dominant mainlobe. Second, strong sidelobe variations can be
synthesized using a simple antenna ON/OFF switch. Third,
the radiation pattern can be accurately predicted in simulations
even with imperfect COTS arrays. We note that Panoptic relies
solely on simulated compressive beams for AoA sensing as
acquiring measured radiation patterns of compressive beams
is not realistic in practice.

B. Panoptic’s JCS Performance

Next, we evaluate the performance of Panoptic in extracting
the unknown symbols while angularly tracking the environ-
ment at the same time.

1) Setup: We place the TX at the broadside of RX with a
3 m distance in a multipath-rich conference room (see Fig. 4).
In these experiments, Panoptic attempts to angularly localize
a reflector placed at different locations, i.e., from —40° to 40°
(with 5° step except at 0° where the LOS path lies) relative to
the receiver. At each reflector location, the transmitter sends
modulated signals (with a total of 1.23 x 10® bits) and the
receiver captures the signal with 189 compressed sidelobes
beams. Each compressed beam is generated by randomly
turning off 4 out of 16 antennas (i.e., L = 12).

2) Result: Fig. 6a summarized the BER performance under
different modulation types. For comparison purposes, we
repeat the experiments with a conventional directional beam
(all antennas are ON creating a strong mainlobe without any
sidelobe perturbations) that supports communication only. We
observe that Panoptic yields a slight increase in BER under
4PAM but the BER remains unchanged with other modula-
tions. In particular, for 4PAM, the mean BER for directional
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beam and compressive sidelobe beam are 4.0967 x 10~2 and
9.4954 x 1077, respectively. For 4QAM, the mean BER for
the directional beam and compressive sidelobe beam is 0. The
better performance of 4QAM compared with 4PAM is owed to
the carrier frequency offset mitigation algorithm implemented
in our setup [43]. As expected, the BER is higher for 16QAM.
Interestingly, spatial diversity offered by sidelobe perturbations
in Panoptic even slightly improves the BER results. Hence,
in summary, a compressive sidelobe beam achieves similar
BER performance compared with adopting conventional fixed
directional beams, regardless of modulation type.

However, unlike conventional fixed beams, Panoptic lever-
ages random sidelobe perturbation for NLOS sensing. The
estimation accuracy of NLOS AoA is shown in Fig.6b. The
mean estimation error for all three modulations is below 2°
for all ground truth NLOS angles except for +5°. The higher
estimation error at £5° is rooted in the fact that at those
angles, the NLOS path is close to the LOS angle (which is
at 0°). In general, the NLOS sensing results are promising.
The mean angle error for 4PAM, 4QAM, and 16QAM is
1.28°, 1.25°, and 1.23°, respectively. Moreover, the standard
deviations for 4PAM, 4QAM, and 16QAM are 1.08°, 1.12°,
and 1.10°, respectively. Hence, the NLOS sensing performance
is robust to various phase/amp modulations.

The NLOS sensing in Panoptic offers a reliable backup path
for the mmWave communication link without incurring any
additional overhead. Indeed, if the LOS path is blocked, the
mmWave nodes can automatically adapt their beams toward
the known NLOS path. We highlight that with our COTS
16-antennas array, the half-power beamwidth is 6.6°, and the
NLOS AoA estimation error of 2° would result in about 1.02
dB loss in maximum achievable directivity gain. In summary,
Panoptic achieves high reflector sensing accuracy with a
negligible loss on the accurate data detection performance.

C. Impact of Panoptic’s Design Parameters

In Sec. III, we illustrated that a few key parameters affect
Panoptic’s data reception and NLOS sensing capabilities.
Namely, the number of compressive sidelobe beams (M), the
antenna subset size (L), and the number of data symbols
captured under any given beam (N). Here, we experimentally
evaluate the impact of these parameters. To this end, we use
the setup explained in Sec. V-B and use 4QAM for modulation
(the same trends and findings hold for other modulations).

1) Number of Random Sidelobe Configurations (M): First,
Fig.7a depicts the NLOS angle estimation accuracy with
the varying number of randomly generated sidelobe con-
figurations. We observe that the estimation error decreases
monotonically with more sidelobe configurations, which
matches well with the theoretical analysis in Sec. III-C2.
Further, with 100 + configurations, the error reaches a plateau.
Hence, beyond this point, there is only negligible improvement
in NLOS extraction when adopting more beam patterns, but
rather, this would yield a higher sensing and detection delay.
In practice, Panoptic adapts the number of sidelobe configu-
rations based on the desired sensing resolution and the scale
of mobility in the environment.
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2) Number of Data Symbols per Beam (N): Second, Fig.7b
shows the impact of the number of data symbols captured per
compressive beam at the receiver. We note that the symbol rate
is always higher than the antenna switching rate in Panoptic,
and hence, several symbols can be captured under a given
beam configuration. Here we set the number of beams to 189.
Recall from Eq. (8) that several measurements with a fixed
beam help with averaging out noise and better mapping the
sidelobe perturbations to the NLOS path signature. This is also
reflected in our experimental results in Fig.7b. We observe
that the mean sensing error decreases with more observations
per beam. With 25 symbols per beam, the mean NLOS angle
error is 2.57°, very close to the final value. The average
reflector estimation error decreases below 2° after the symbol
number exceeds 700. Also, the standard deviation decreases
with more observations, which indicates a robust estimation.
In Panoptic, the symbol rate does not play any major role
in the sensing accuracy. Depending on the symbol rate for
the communication needs, we can adapt the antenna switching
rate accordingly to allow for capturing the desired number of
symbols in one beam configuration.

These results indicate Panoptic’s ability to support beam
switching at the sub-packet level, avoiding the untimely update
problem caused by long data packets and systems using
only known preamble. In other words, Panoptic achieves
accurate NLOS sensing independent of the packet length, the
presence or lack of known preambles, and other protocol-
specific parameters. Instead, Panoptic obtains rich information
about the medium by analyzing the captured data symbols
themselves at a much faster sampling rate.

3) Antenna Subset Size (L): Finally, we evaluate the impact
of antenna subset size, i.e., the number of randomly selected
OFF antennas. To this end, we repeat the experiments by
turning off 1,2,3, and 4 antennas (out of 16) while placing a
reflector at various angular locations within the range of —30
to 30 degrees (relative to TX). Recall that when all antennas
are ON, no sidelobe perturbation happens, and hence NLOS
sensing is not possible. We note that the total number of
possible sidelobe configurations is only (457) and (5519),
for the case with 1 and 2 antennas OFF, respectively. For a
larger number of OFF antennas, the random beam space size is
much larger than the beambook memory in the Sivers arrays,
and hence we limit the number of tested beam configurations
to M =3 x 63 = 189.

As Fig.8a shows the reflector angle estimation error
decreases as the number of OFF antennas increases. This
matches well with our mathematical foundation in Sec. III-C3
that the more number of antennas off, the larger the number of
possible beam patterns, and the higher the sensing accuracy.
The mean angle error is 1.97° with 3 antennas OFF and 0.89°
with 4 antennas OFF. We note that the lower average error
compared with results in Sec. V-B is due to the fact that the
considered angular range for the reflector is smaller in this
experiment.

On the other side, when turning off more antennas, the
mainlobe directivity gain is reduced, which is also captured in
Fig.8a (all antennas ON in the leftmost). This may hinder the
data detection performance with Panoptic. In this particular
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experiment, the BER remained at 0 (out of 108 transmitted
bits) in all cases as the gain of the mainlobe was sufficiently
high to close a 3-meter link between the TX and RX even
when using 12 antennas only. We evaluate the impact of TX-
RX distance in Sec. V-D. We underline that the communication
penalty becomes negligible with a larger antenna array because
fewer antennas have to be turned OFF. For example, the ran-
domness space size for the 16-element array with 4 antennas
OFF is ( 4:11%20), and the size for a 64-element array with 2
antennas OFF is (2:62%16). However, turning off 2 out of 64
antennas decreases the mainlobe directivity (and consequently
the SNR of the data link) roughly by 20log;, % = —0.2758
dB. According to the MCS -EVM table in IEEE 802.11ad
MCS [25], such an SNR reduction will not trigger an MCS
downgrade.

Next, we look at the minimum antenna subset size (L)
required to achieve an average angle error of less than 2°.
Our simulation considers a Tx-Rx distance of 2 m using 189
random beams. 200 randomly located reflector configurations
are considered, such that they are all within +/- 45 degrees of
the TX/RX nodes and the reflectors create a specular NLOS
path between the TX and RX. We repeat this simulation for
different array sizes from 12 to 64. The results are shown in
Fig. 9. We observe that the number of antennas OFF required
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for maintaining the same sensing accuracy slightly decreases
with a larger array size. For example, a 12-element array
requires 4 antennas to be turned off, but a 64-element array
only needs 2. We also note that the antenna array with 8 or
10 antennas fails to achieve the sensing resolution even when
turning off half of its elements (maximizing the randomness
space). The best achievable angle estimation errors are 4.12°
and 2.69°, respectively. In practice, the antenna subset size can
be adapted in Panoptic to balance between angular localization
accuracy and the desired BER.

D. Microbenchmarks

1) Impact of Tx-Rx Distance: In all previous experiments,
the TX-RX distance was set to 3 m. Here, we evaluate how
Panoptic’s performance extends to longer-range communica-
tion and sensing. To this end, we repeat our experiments in
an open space (see Fig. 4), to push the range up to 15 m. We
keep the radio power gains fixed throughout the experiment.

Fig. 10a depicts the result. We observe that as expected, the
BER worsens with larger distances. However, interestingly, the
BER results are comparable when applying a fixed directional
beam (maximum mainlobe directivity) vs. when adopting
Panoptic that steals power from the mainlobe direction for the
sake of sidelobe modulation. Specifically, in distances below
7.5 m, the BER is O for both the directional and compressive
sidelobe beams. At a 10 m distance, the BER for directional
and compressive sidelobe beam is around 4.5 x 10~4. When
the distance is 12.5 m or larger, the BER gap between the
directional beam and compressive sidelobe beam widens as in
such low SNR regimes an additional mainlobe directivity can
make a more significant difference.

Fig. 10b shows the NLOS sensing accuracy degrades
beyond 10 m ranges. The mean angle estimation error is
1.34° at 10m but it increases rapidly to 8.65° at 12.5 m.
The reason is that errors in symbol detection would inevitably
lead to inaccurate reflector fingerprint extraction and NLOS
angular localization, consequently. Indeed, as we explained in
Sec. ITI-C2, a successful symbol detection is the foundation
for accurate NLOS angle estimation.

To summarize, Panoptic’s communication and sensing per-
formance remains promising in long ranges. Ultimately, in
very low SNR regimes, the data perception capability is
hindered and its corresponding errors negatively affect the
ability of Panoptic to accurately extract the NLOS compo-
nents. We emphasize that with automatic gain control at the
mmWave nodes, distances beyond 10m are achievable too. In
these experiments, we kept the amplifier gain fixed to better
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understand the underlying distance-related trends. Neverthe-
less, our setup supports an additional 45 dB of amplification
gain that, if used, can extend the range significantly.

2) Impact of Tx-Rx Relative Angular Location: So far, we
placed TX and RX at the broadside of each other and varied
the reflector location. Here, we change the TX-RX relative
angular location as depicted in Fig. 11a and investigate the
performance of Panoptic. At each LOS configuration, we try
several reflector placements. From Fig. 11b, we observe that
the NLOS AoA estimation accuracy is robust to such nodal
configurations and the mean estimation error remains less than
2° regardless of TX-RX angular location. Further, the BER
remains all 0 for 4QAM (not shown).

3) Impact of Nodal Mobility: In all previous experiments,
the transmitter was fixed while the environment (reflector) kept
moving. Here, we ask the question: What happens if both the
environment and the transmitter are mobile?

Obviously, when the TX moves outside of the RX’s
beamwidth, the SNR drops significantly and the communica-
tion link is compromised. In this case, Panoptic that enables
sensing on top of data reception cannot be implemented.
Indeed, according to IEEE 802.11ay and 3GPP, a beam
re-alignment procedure should be initiated in this scenario.
However, the key question is whether Panoptic is robust to
slight nodal mobility that does not trigger beam re-alignment
protocol. To test this, we move the TX from —3° to 3° relative
to the RX in 0.5° step as depicted in Fig. 12a. The receiver
mainlobe is steered towards the broadside (i.e., 0°).

The result is shown in Fig. 12b. We observe that the
NLOS angle estimation error remains low in the angular range
of -2.5° to 2.5°, and grows rapidly beyond that. This is
because as the transmitter moves out of the RX beamwidth,
the spatial separation between the two functionalities (com-
munication and sidelobe sensing) does not hold anymore,
i.e., the significant interference of the LOS communication
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Fig. 13. Panoptic with a different target trajectory.

link hinders obtaining accurate NLOS fingerprints through
sidelobe perturbations. Unsurprisingly, due to TX motion, the
communication SNR also drops which would trigger beam
re-alignment protocols. Once the new directional beam is
established, Panoptic will be able to provide accurate side-
lobe sensing on top of the underlying communication link.
Therefore, Panoptic is resilient to slight TX motion as long
as the transmitter does not fall outside of the receiver half-
power beamwidth, in which both communication and sensing
performances are compromised.

4) Mobile Reflector Trajectory: So far, we have configured
a reflector moving perpendicular to the TX-RX LOS path,
similar to Trace 1 in Fig. 13a. Here, we argue that Panoptic is
robust to other arbitrary trajectories that a reflector might take
as long as the object’s reflection footprint can be observed
at the receiver. Hence, we place the TX and RX at a 3
m distance in a conference room and transmit 4QAM data
symbols at a rate of 25 MHz. We configure three different
trajectories as shown in Fig. 13a. The estimation results are
depicted in Fig. 13b, 13c and 13d, respectively. We observe
that the ground truth angles match well with angles estimated
by Panoptic. The error is higher around 0° for all three traces
as the reflector is partially blocking the LOS path. Further, the
error increases as the reflector approaches the FoV of TX or
RX antenna arrays. Overall, we observe that the NLOS sensing
accuracy is oblivious to the distance of the reflector from the
TX or RX.

Finally, it is worth mentioning that while we adopt a
relatively low antenna switching rate for proof of concept
experiments, it is possible to increase the antenna switching
rate in practice for faster environmental tracking. With a
simple calculation, we find that the antenna switching rate
needed to angularly track mobile targets is well below the
capability of today’s off-the-shelf arrays, allowing for real-
time estimation and angular tracking in practical mobile
environments. Specifically, given a symbol rate of f; and the
number of data symbols per beam N, the beam switching rate
can be found as f—]; For instance, with a symbol rate of 1 GHz
and minimum required N = 750 (for reliable NLOS signature
extraction as discussed in Sec. V-D), we reach the beam
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the RX side.

switching rate of 1.33 MHz, which is an order of magnitude
smaller than the Sivers array switching rate of 18.18 MHz.
Indeed, previous work showed an antenna switching rate of
about 18 MHz on Sivers arrays with FPGA [16]. Note that
supporting higher symbol rates is trivial, as one can consider
increasing N, which helps with better averaging and NLOS
signature extraction from weak sidelobe perturbations. Further,
as shown by our experimental results in Sec. V-D, testing with
M = 100 different random sidelobe configurations is sufficient
for accurate NLOS sensing. Hence, the sensing frequency is
calculated by N{(S = 13.3 KHz, following the previous
example. Such a high sensing rate is sufficient to angularly
track even high-speed targets in dynamic environments, e.g.,
cars. Specifically, at this rate, even a fast-moving object such
as a car traveling at 100 km/h (27.8 m/s) moves only about
2.1 mm during the sensing intervals, which is negligible and
would not yield any meaningful AOA variations.

5) Panoptic Implementation on Tx-Side Vs Rx-Side: Here,
we attempt to answer a simple question: What if Panoptic is
adopted at the transmitting beams instead of receiving beams?
To answer this question, we conduct simulations in which we
consider different array sizes on one end (TX or RX) while
the other end has a simple omnidirectional beam. We set 189
random compressive sidelobe beams with 4 antennas turned
off, regardless of the array size. The distance between TX
and RX is set at 2 meters. 50 randomly located reflector
configurations are considered, such that they are all within
+/- 45 degrees of the TX/RX nodes and the reflectors create
a specular NLOS path between the TX and RX. The NLOS
angle estimation result is shown in Fig. 14. We observe that
Panoptic’s sensing performance is not a function of the TX
or adoption, but instead, it depends on the number of random
beam configurations that are tested. The slight improvement
with larger arrays comes from a greater number of distinct
sidelobe patterns. As array size increases, the space of possible
OFF positions expands, reducing sidelobe correlation and
improving compressive sensing performance.

6) Impact of the Tx Beamwidth on Communication and
Sensing Performance: We also explore how the TX beamwidth
affects both communication and sensing performance, assum-
ing a fixed TX beam and the Rx adopting compressive sidelobe
beams. In our simulation, we vary the TX beamwidth from
1° to 180°, and use a 16-element Rx antenna array with 4
elements turned OFF. We generate 189 random compressive
sidelobe beams, with the TX and RX spaced 2 m apart. We
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Fig. 15. The tradeoff in the TX beamwidth: (a) wider TX beams decreases
the received power for data communication; (b) wider TX beams increase
the amount of power illuminated on the reflector, hence improving sensing
performance.

consider 200 random reflector locations, all within +45° of the
nodes. Each reflector creates a specular NLOS path between
the TX and RX. The result is shown in Figs. 15a and 15b.
As the Tx beam becomes wider, the communication power
decreases because the energy is spread over a broader area.
On the other hand, the NLOS sensing accuracy improves since
more of the surrounding space is illuminated, and reflections
from the environment are more likely to be captured. In
practice, an adaptive algorithm can be used to adjust the TX
beamwidth depending on different application scenarios that
vary in the required link capacity, SNR range, environment
complexity, etc., balancing between communication and sens-
ing performance.

E. Sensing Multiple Reflectors: Coherent Vs Non-Coherent

In previous experiments, we evaluated the JCS capabilities
of Panoptic when there is one dominant reflecting target in
the environment. Here, we show that Panoptic can be used
to extract multiple targets. Further, for comparison purposes,
we also implement Panoptic under the coherent setting, where
complex NLOS signatures (amplitude and phase) for various
random sidelobe patterns are used for NLOS sensing.

1) Setup: We use two reflectors of the same size 0.3 x 0.3
m for this setup. We place one reflector at 10° relative to the
LOS angle and move another reflector from -35° to 35° with
5° step size, skipping 0°. We send modulated data symbols
(4QAM) with OFDM waveforms under each configuration.
We switch the sidelobe pattern every two data symbols at a
high rate of 2.5 MHz. We collect the data-modulated signals
under 60 beams, and evaluate Panoptic under both coherent
and non-coherent assumption as described in Sec. III-C2. We
also collect data from non-coherent 189 beams to compare
with previous results. We repeat all experiments 50 times.

2) Result: First, we observe that the BER does not get nega-
tively impacted by the placement of two reflectors (not shown),
ie., 0 out of 6.39 x 107 bits, even in a wideband OFDM
setting. Further, Fig. 16b shows the empirical cumulative
distribution function (CDF) of error across all configurations.
First, as expected, assessing more pseudorandom sidelobe
configurations help with improving NLOS estimation under
the non-coherent setting. But interestingly integrating phase
and amplitude information provides a better AoA estimation
performance compared with amp-only sensing framework even
with more sidelobe configurations. Fig. 16c confirms that
the error is relatively consistent independent of the reflector
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setup; (b) Empirical CDF of error; (c) AoA error as a function of the angular
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location. Indeed, the mean angle error (for both reflectors) is
measured at 1.70° using the coherent scheme, and the standard
deviation remains low at 0.93°. The 90" percentile is 3.15°.
Hence, our results confirm that Panoptic can successfully
extract multiple targets in the environment while detecting the
unknown transmitted OFDM data symbols.

VI. DISCUSSION
A. Super-Resolution Sensing With Panoptic

While this paper builds a novel foundation for joint commu-
nication and sensing using antenna subset switching, there are
several schemes that can be adopted in future work to improve
the sensing resolution. First, combining phase and amplitude
readings, one can extend Panoptic to more advanced sensing
tasks like environmental imaging, human activity recognition,
etc. We leave this exploration for future work. Doppler extrac-
tion, which offers information about the velocity of objects in
the environment, is left for future work. Extracting Doppler
shifts requires coherent phase measurements across successive
transmissions, which in turn demands tighter synchronization
between nodes and stable local oscillators—challenges that
are more pronounced in mmWave systems. With Doppler
information, our system could capture dynamic environmental
changes, enabling several new applications.

Second, Panoptic chooses the antenna subset randomly
without any feedback from the RX. In principle, not every
sidelobe perturbation pattern provides the same amount of
information for a particular target extraction. In the future, we
will explore adaptive compressive sidelobe selection strategies.
Last but not least, more advanced data processing methods,
such as data-driven and ML-assisted techniques, could poten-
tially improve sensing accuracy. Machine learning-assisted
methods hold strong potential for improving sensing accuracy
due to their ability to capture nonlinear features and robustness
to noise. In the current approach, Panoptic builds a simulated
library of NLOS signatures and uses correlation to estimate
angles by matching received signatures to this library. This
process could be enhanced using sequence-based machine
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learning models. Specifically, the sequence of measurements
from different compressive sidelobe beams can be treated as
input, with the goal of predicting the angle of arrival. Well-
established models like RNNs or Transformers are well-suited
for this task. A practical strategy would involve pretraining
these models on simulated data to capture the structure of
Panoptic’s algorithm, followed by fine-tuning on a small set of
real-world measurements to adapt to hardware imperfections
and environmental nuances. We leave this for future work.

B. Scaling to Large Arrays

The mmWave nodes we use in evaluating Panoptic have
16 antenna elements on the azimuth plane. Indeed, mmWave
AP/BS (and even mmWave handheld devices) are often
equipped with larger antenna arrays. Larger antenna arrays
expand the randomness space for sidelobe perturbations and
result in better angular localization resolutions. In this case,
turning off a small number of antennas can provide sufficient
random space for sensing; hence, the penalty of compressive
sidelobe transmission on the communication SNR and BER
becomes negligible. As discussed in Sec. III-C2, the number
of compressive sidelobe beam measurements only grows with
O(logNN), where N is the number of antennas in array; hence,
Panoptic is scalable to large arrays.

C. Integrating Inputs from Preambles and Data Symbols

While past work exploited known signals (e.g., preambles)
for channel sensing, this paper introduced a paradigm shift
in JCS systems by jointing detecting channel components and
unknown data symbols. A frame includes short preambles and
many data symbols. Hence, in principle, one can leverage
inferences from preambles as known reference signals (albeit
available at lower duty-cycle) to further improve sensing res-
olution in Panoptic. We will leave this for future exploration.

D. Extension to 3D Imaging

In this paper, we have implemented 2D sensing using
mmWave arrays that support azimuth beamforming only. In
principle, with radios supporting beamforming in both azimuth
and elevation, Panoptic can achieve 3D imaging. While there
are numerous applications for such joint communication and
3D imaging framework, mapping the sidelobe perturbations
in azimuth and elevation to 3D fingerprints requires further
exploration that we leave for future work.

E. LOS Blockage and Compatibility with Existing Protocols

When the direct path is blocked or unavailable for com-
munication, Panoptic relies on the strongest NLOS path for
communication as suggested by conventional protocols. In
such a case, we can detect other NLOS paths in the same way
as discussed in the paper. Panoptic is compatible with existing
protocols like IEEE 802.11ad and 3GPP by replacing direc-
tional beams in data transmission with compressive sidelobe
beams, which enables reflector sensing during communication
at the same time, frequency and using the same hardware
resources.
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VII. CONCLUSION

This paper presents Panoptic, a novel system architecture
for integrated mmWave communication and sensing that share
time, frequency, and hardware resources. Panoptic’s founda-
tion lies on a unique beam manipulation technique realized by
antenna subset modulation using a single RF-chain mmWave
array. We introduce compressive sidelobe radiation, a novel
beam pattern that simultaneously supports a stable high-
gain communication link as well as pseudorandom sidelobe
perturbations enabling NLOS sensing. Our extensive over-the-
air experiments using commercial 60 GHz arrays demonstrate
a mean NLOS angle estimation error of below 1.3° without
compromising accurate symbol extraction. This work paves
the way for true joint communication and sensing in mmWave
wireless networks.
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