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Abstract
In this study, we propose a novel SeqMF model to solve the problem of predicting the
next app launch duringmobile device usage. Although this problem can be represented
as a classical collaborative filtering problem, it requires proper modification since the
data are sequential, the user feedback is distributed among devices, and the transmis-
sion of users’ data to aggregate common patterns must be protected against leakage.
According to such requirements, we modify the structure of the classical matrix fac-
torization model and update the training procedure to sequential learning. Since the
data about user experience are distributed among devices, the federated learning setup
is used to train the proposed sequential matrix factorization model. One more ingre-
dient of our approach is a new privacy mechanism that guarantees the protection of
the sent data from the users to the remote server. To demonstrate the efficiency of the
proposed model, we use publicly available mobile user behavior data. We compare
our model with sequential rules and models based on the frequency of app launches.
The comparison is conducted in static and dynamic environments. The static envi-
ronment evaluates how our model processes sequential data compared to competitors.
The dynamic environment emulates the real-world scenario, where users generate new
data by running apps on devices. Our experiments show that the proposed model pro-
vides comparable quality with othermethods in the static environment. However, more
importantly, our method achieves a better privacy-utility trade-off than competitors in
the dynamic environment, which provides more accurate simulations of real-world
usage.
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factorization

1 Introduction

Today smartphones collect a lot of personal data. Based on the collected data, mobile
OS can predict the next app the user will run. This internal service helps to manage
available resources on the device better. For example, mobile OS can offload some
apps from memory and pre-load new ones in the background to save computational
resources or prolong battery life. Such gains are important to improve the user expe-
rience of using the device. An example of incorporating such a system in practice is
presented in Parate et al. (2013), where the gain from using such a system is shown
for many users’ daily activities.

This study considers the next app prediction problem and proposes a novel approach
to solve it. The proposed approach is based on two ingredients. The first part is a new
Sequential Matrix Factorization (SeqMF) model that extends the existing federated
matrix factorization approach (Ammad-Ud-Din et al. 2019; Minto et al. 2021) to
sequential learning setup (Frolov and Oseledets 2023). The second ingredient is a
novel privacy mechanism to anonymize data that are sent from devices to the remote
server. While it is possible to solve the next app prediction problem separately on
each device and avoid the transfer of user data to the remote server, previous studies
in recommender systems (Ekstrand et al. 2011) suggest that users typically exhibit
common patterns in their behavior. Therefore, utilizing collective behavioral data may
help improve the quality of the predictive model. This, in turn, requires information
exchange with a remote server to enable collaborative filtering (CF) setup.

As a basis for ourwork,weuse a special formof the federated learning setup (Abdul-
Rahman et al. 2020) adapted for the matrix factorization model. This idea was proved
to be appropriate for solving general collaborative filtering problems (Ammad-Ud-Din
et al. 2019) and was recently equipped with additional privacy protection (Minto et al.
2021). The key distinction of our work is that we focus on the on-device next app
prediction problem that significantly differs from the general collaborative filtering
problem. This instructs using sequential data for model training and evaluation. In
addition, we revisit the problem of privacy-preserving federated learning and propose
an improved QHarmony mechanism for the anonymization of transferred data.

Hence, the main contributions of our work are twofold:

• We propose a computationally efficient collaborative filtering model SeqMF for
the next app prediction problem. The model is based on a sequence-aware matrix
factorization technique and is trained in a federated learning setup (Sect. 4.1).

• Weequip the SeqMFmodelwith a newLocalDifferential Privacy (LDP) algorithm
based on the modified Harmony mechanism (Sect. 5.2). We demonstrate that it has
a better privacy-utility trade-off compared to competitors (Sect. 6.5).

Paper organization.
The structure of the paper is organized as follows. We first introduce the related work
on how recommender systems are used for the next app prediction and related privacy
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mechanisms in Sect. 2. We then discuss the general problem statement and the feature
of the next app prediction problem in Sect. 3. Then we elaborate on the new sequence-
aware matrix factorization model and its federated learning for the next app prediction
in Sect. 4. We introduce the novel ε-LDP QHarmony privacy mechanism in Sect. 5.2.
In Sect. 6 we describe the computational experiments and show the results in Sect. 6.5.
Finally, we summarize the obtained results in Sect. 8.

2 Related work

In previous studies, the on-device app prediction problem was considered from dif-
ferent perspectives. In particular, a series of studies consider local models without
collaborative information. Shin et al. (2012) adopted a naive Bayesian model based
on the context data like GPS, Bluetooth, and Wi-Fi. This approach works individually
on devices, avoiding privacy concerns; however, gathering context data can be energy-
consuming. The method from Changmai et al. (2019) also works locally on devices,
represents user intentions as nodes in vector space, and finds the prediction through
the neighborhood search and sequence matching algorithms. Baeza-Yates et al. (2015)
learned the Bayesian network to predict the next app based on the observed history.
The network is constructed from the spanning tree for the graph based on the vec-
tor representation of apps (nodes) and conditional mutual information between them
(edges). This approach addresses the cold-start problem for users and apps and implic-
itly uses the data from all users to compose features for apps. Privacy-related issues
and details on aggregating users’ data are ignored and not discussed. To speed up pre-
vious methods that use some features for apps or context, Liao et al. (2013) introduced
a feature selection algorithm that reduces the history log size and the prediction time.
Further, only the selected personal features are fed to the kNN classifier that gen-
erates the next app. All computations are performed locally, only on users’ devices,
and ignore collaborative information. Several nearest neighbors-based methods were
shown to provide great flexibility for the next app prediction problem. These models
use both contextual and sequential data to construct a model. A major drawback of all
such methods is that they are mostly designed to work locally on devices without data
exchange with a remote server. Thus, they cannot enable the collaborative setup that
is supposed to improve the performance of a recommender system and the quality of
the next app prediction.

Another series of works considers collaborative models. Zhang et al. (2013) built
a Bayesian network locally relying on context to predict the next app. In addition, the
server part is introduced to update the client model, transfer statistics, etc. However,
the authors do not include collaborative information in the proposed model and ignore
any privacy-related issues. Xu et al. (2013) developed a framework that generates
individual per-user classifiers based on context and session data. One major benefit of
this framework is that per-user models are aware of community-level behavior based
on user similarity that enhances their local predictions. However, the authors confirm
that privacy and scalability are major limitations of their model.

The general collaborative filtering formulations of the next item prediction prob-
lem were developed and studied as well. Rendle et al. (2010) suggested combining
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1372 A. Saiapin et al.

matrix factorization and Markov chain models. The advantage of this approach is that
each transition is influenced by transitions of similar users, similar items, and similar
transitions. Thus, the quality of the final transition is higher. He and McAuley (2016)
proposed to combine long-term user preferences and short-term sequential dynamics
which lead to more accurate predictions. However, the authors use modified stochas-
tic gradient descent to update only global model parameters. Ludewig and Jannach
(2018) gave a broad overview of models for session- and sequential-based recom-
mendations from simple baselines like Association Rules to complex neural models
like GRU4Rec (Hidasi et al. 2015). The main issue of the general-purpose collabora-
tive filtering methods mentioned above is that they ignore privacy-related issues and
therefore cannot be directly used to solve the next app prediction problem.

The federated learning paradigm adapted for the collaborative filtering task was
recently explored by Ammad-Ud-Din et al. (2019), Minto et al. (2021). The authors
proposed a special hybrid optimization scheme for a non-sequential model that is
trained in a federated learning setup and incorporates personal data protection. The
advantages of this approach are the usage of collaborative data for model training that
improvesmodel performance and federated learning tomaintain privacy. However, the
main downside of these works is the lack of sequential user preferences that could be a
valuable source of information for the next app prediction task (Ludewig and Jannach
2018). In our work, we employ a special form of the federated learning setup adapted
for the matrix factorization model (Ammad-Ud-Din et al. 2019; Minto et al. 2021).
Moreover, our model is based on a sequence-aware matrix factorization technique;
therefore, our model satisfies three requirements: proper processing of sequential data,
supporting federated learning setting, and robustness to the privacy-preservingmethod
for data transfer.

In addition, many deep learning-based models were developed for the task of
sequential recommendation. A comprehensive survey of such models is presented
in Fang et al. (2020). In particular, study (Han et al. 2021) suggests the DeepRec
model, which is based on the GRU RNN architecture and does not support sending
user data to a server. Only fine-tuning of the base model from the server with local
data is supported. This approach avoids privacy-related concerns and ignores collab-
orative information. Also, study (Ouyang et al. 2022) considers the local model based
on the hierarchical graph attention mechanism to capture user interests evolving over
time. This model constructs embeddings based on a dynamic usage graph network
and extracts from these embeddings the next app prediction. Here, the authors do not
consider any privacy-related issues. And, the work (Zhao et al. 2019) constructs a
complicated deep learning model with an attention layer and dual-DNN submodule
which takes into account the temporal context and simultaneous fitting apps’ and users’
embeddings. The training of suchmodels is very challenging (Gusak et al. 2022). Also,
this model is still local and much more complicated than the proposed SeqMF model.
Thus, the applicability of deep learning collaborative models in real-world scenarios
remains an open problem since such models require federated learning support and
robustness to the selected privacy mechanism.

Since we focus on the privacy of recommendations, we summarize related work
on different privacy mechanisms. To protect sensitive user data during transfer in the
collaborative filtering setup, the LDP mechanism is used, since it does not assume
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the trusted third party (e.g., server) in contrast to Centralized Differential Privacy
(CDP)mechanism (Dwork et al. 2006b, 2014, 2006a). Typically, the LDPmechanism
encrypts the sensitive user data on a device and only after that transfers them to the
remote server. Therefore, the encryption stage has to be computationally and memory
efficient.

The most famous deployment of the LDP mechanism is the RAPPOR algo-
rithm (Erlingsson et al. 2014). It is based on the Randomized Response mecha-
nism (Warner 1965), which later found its application in many LDP algorithms.
However, this method is not appropriate for gradient-based optimizers since it works
with categorical data only. For real-valued data, the Laplace mechanism (Dwork et al.
2014) was adopted. According to this approach, each user adds noise from the Laplace
distribution to sensitive data before transmission to a remote server. This simple scheme
guarantees users’ data privacy but causes a high drop in utility if the dimension of the
transmitted data is large. Then, in (Duchi et al. 2016) it was proposed to apply the
Randomized Response (RR) technique to perturb users’ real-valued data while ensur-
ing an unbiased estimation of aggregated update. In Nguyên et al. (2016), the authors
showed that in some cases (Duchi et al. 2016)mechanism does not preserve privacy. To
address the revealed issues, they proposed a simpleHarmonymechanism, where a user
selects only one value from the transmitted matrix and applies the modification of the
RRmechanism to obtain the perturbed value. Although it has an asymptotically better
privacy-utility trade-off than the Laplace mechanism, in practice, with a finite number
of users, the utility drop is very high (Minto et al. 2021). Also, in (Chen et al. 2020) it
was suggested to use Kashin representation of the transmitted data, random sampling,
and quantization before applying RR. The construction of the Kashin representation
evenly distributes information about transmitted data over a new basis. Thus, less
amount of information vanishes after random sampling. For now, asymptotically, this
method achieves the best trade-off between utility, communication cost, and privacy
budget. However, it has limitations for usage on devices due to high computational
complexity. To address the issues discussed above, we propose the QHarmony mech-
anism, which achieves experimentally better privacy-utility trade-off while keeping
the gradient perturbation procedure computationally efficient.

3 Problem statement

Let M be the number of users and N be the total number of apps available for installa-
tion. From the users’ history, we can compose the interaction binary matrix A = [ai j ]
of size M ×N such that ai j = 1 if the i-th user has run the j-th app. Formally, assume
we have a set of the installed apps indices Au on a user u device such that |Au | � N
and an ordered set of the used apps H(t)

u = {i1, i2, . . . , i p} such that ik ∈ Au , which
we call history of the used apps by the moment t . The order of the used apps is based
on the corresponding timestamp. Since matrix A is constructed from this historical
data, it also depends on the parameter t which we omit to simplify notation.

Our main task is to predict the next app that will be run on the particular user’s
device. Here, we see the sequential nature of the given data that is crucial for the
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high performance of the trained model. Then we have to obtain a function that maps
the available history or its part to the next app index i∗ ∈ Au . Following previous
studies (Hu et al. 2008; Ammad-Ud-Din et al. 2019), we construct the relevance score
function r that depends on unknown embeddings of apps qi , i = 1, . . . , N and of
users pu, u = 1, . . . , M . The higher the value of r(qi ,pu) is, the more relevant app
i to user u is. Therefore, the index of the predicted next app for current user u is the
index of the maximum element of r(qi ,pu) over all candidate apps i ∈ Au .

However, we need to obtain the proper embedding vectors pu and qi from the
observed history collected in matrixA. The classical approach to finding these embed-
dings is to solve the following optimization problem (Hu et al. 2008):

1

2

∑

u,i

cui (aui − r(qi ,pu))2 + λ

2

∑

i

‖qi‖22 + λ

2

∑

u

‖pu‖22 → min{qi ,pu}
, (1)

where cui measures a confidence in observing ai j and r(qi ,pu) = q�
i pu .

After computing optimal embeddings {q∗
i ,p

∗
u}, we can suggest n apps as candidates

for a particular user as follows:

toprec(u; n) = arg
n

max
i∈Au

(
r(q∗

i ,p
∗
u)

)
, (2)

where arg
n

max
i∈Au

( f (i)) = (i∗1 , i∗2 , . . . , i∗n ) is the ordered set of apps from Au such that

if f (i∗k ) ≥ f (i∗l ), then k < l.
The standard method to solve problem (1) is the alternating least squares (ALS)

approach that updates qi and pu (Hu et al. 2008). However, since every user stores
its own interaction history H(t)

u locally on the device and all users have apps from
a predefined set of available apps, it is natural to exploit the federated learning
paradigm (Ammad-Ud-Din et al. 2019; Minto et al. 2021) to solve problem (1). In
this paradigm, users’ embeddings pu are updated locally on devices in a parallel asyn-
chronous manner and apps’ embeddings qi are updated globally in the remote server.
To perform such updates, we have to support the transmission of data from users’
devices to the server and vice versa. Since sending data from a user to a third-party
server can lead to personal data leaks, the proper privacy algorithm must be incorpo-
rated into the training procedure. Moreover, the relevance score function r has to be
constructed to operate with sequential data corresponding to the history of interactions
with apps. Taking into account these requirements, we present a proper modification
of problem (1) in the next section.

4 Federated learning of the sequence-awarematrix factorization
model

In this section, we design a new objective that incorporates knowledge about users’
sequential behavior into the framework of the objective function in problem (1). After
that, we present the details of the federated learning approach to get optimal users’
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and apps’ embeddings. This approach combines the ALS step for updating users’
embeddings locally and the gradient-based update of the apps’ embeddings in the
remote server.

4.1 Sequence-awarematrix factorization for the next app prediction

4.1.1 Objective function for sequential data

Let P ∈ R
M×d and Q ∈ R

N×d be matrices composed row-wisely from users’ and
apps’ embeddings, respectively. Since the users’ history is distributed among the
devices, we rewrite objective function in problem (1) in a user-oriented form:

L(P,Q) = 1

2

∑

u

∥∥r(Q,pu) − au
∥∥2
Cu

+ λ

2

(
∑

u

‖pu‖22 + ‖Q‖2F
)

→ min{Q,pu}
, (3)

where au is a binary indicator vector of length N with value aui in the i-th position,
the matrix Cu ∈ R

N×N is diagonal, where the i-th element on the diagonal equals to
cui , respectively. Also, we use the following notations ‖x‖2W = x�Wx and ‖Q‖2F is
squared Frobenius norm of matrixQ. The form of problem (3) highlights that vectors
pu are distributed over users’ devices. This form is further used to derive the analytical
equation for updating every pu independently and to introduce the stochastic gradient
update for matrix Q since the exact gradient is the sum of items over a set of users.

The standard matrix factorization model (Ammad-Ud-Din et al. 2019) computes
item relevance scores as rMF (Q,pu) = Qpu that does not capture the sequential
nature of the available data. To capture the user’s sequential patterns, we introduce the
following relevance score function r:

r(Q,pu) = Qpu + hu(Q) = Qpu + diag
(
SuQQ�)

, (4)

where the design matrix Su encodes relative frequency weights corresponding to tran-
sition to app i from some previous app j in user u history.We follow the developments
in Ludewig and Jannach (2018), where the relevance score function is represented as
a sum of global relevance rMF and relevance based on the sequential property of data.
The second term in Eq.4 depends only on the local transition statistics and therefore
captures sequential behavior.

Elements of Su are calculated based on user u interaction history H(t)
u according

to the following equation, which represents how frequent pair of apps (i, j) appears
sequentially compared to the total number of appearance of the i-th app:

(Su)i j =

|H(t)
u |∑

k=2

𝟙[ j → i]𝟙[iuk−1 = j]𝟙[iuk = i]

|H(t)
u |∑

k=2

𝟙[iuk−1 = i]
,
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𝟙[m = n] =
{
1, m = n
0, otherwise,

𝟙[ j → i] =
{
1, ( j, i) ∈ H(t)

u
0, otherwise,

(5)

where ( j, i) ∈ H(t)
u indicates that both i and j belong to the history H(t)

u and i imme-
diately follows j . For example, let a user u has the following history of interactions:
H(t)
u = (a, b, c, a, a, b, a, c). Then, the resulting matrix Su is of the size 3×3 and has

the following form:

Su =
a b c⎛

⎝

⎞

⎠
1
4

2
4

1
4 a

1
2 0 1

2 b
1
2 0 0 c

(6)

For instance, consider the (a, b)-th element of this matrix equal to 2/4 since there
are 2 sequential co-occurrences of (a, b) and 4 occurrences of a in history. Thus, we
extend the approaches that consider only interaction frequencies and repeated events
from users’ interaction logs (Jannach et al. 2017).

The i-th element of h(t)
u (Q) represents the average similarity between the target

app i and other apps weighted by the corresponding elements of the matrix Su which
encodes the sequential history (He and McAuley 2016):

(
h(t)
u

)

i
=

N∑

j=1

(
S(t)
u

)

i j
q�
i q j . (7)

Here we explicitly use the superscript (t) to highlight that the duration of the con-
sidered period is important. To improve capturing the global dynamics in app usage
frequencies, one has to restrict a period duration. It can be done using a time window
of the most recent events, e.g., several weeks or months depending on the available
data. Smaller t improves computational performance while larger t may help discover
longer-range correlations between events that do not immediately follow one another.

Thus, we have introduced the novel relevance score function in Eq.4 appropriate
for sequential data and modified classical loss in the Matrix Factorization model.
The introduced relevance score considers only the most recent events according to
the predefined time window, which is a hyperparameter. Since this hyperparameter
captures the underlying structure of the available data, it can be estimated with the
grid search or any other hyperparameter tuning approach (Akiba et al. 2019). We refer
to the resulting objective function and relevance score function as Sequential Matrix
Factorization model or SeqMF.

4.1.2 Inference in SeqMFmodel

The relevance score function (see Eq.4) is designed to facilitate proper learning of app
co-occurrence statistics from a history of user actions. However, prediction rule based
on Eq.4 incurs high computational cost prohibitive in the inference step. Therefore, in
the inference step, we propose the followingmore lightweight relevance score function
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for user u and the i-th app installed in the user device:

r̂(qi ,pu; su) = q�
i pu + q�

i q
(s), q(s) =

∑

ik∈su
qik , (8)

where su = (i1, . . . , il), ik ∈ Au is a set of the latest l apps user u interacted with.
The first item q�

i pu is equal to the i-th element of the corresponding first item from
Eq.4, and the second item q�

i q
(s) is the approximation of the second item in Eq.4

that is responsible for capturing local patterns of user behavior. Thus, we reduce the
computational cost of the inference step while preserving the main property of the
relevance score function simultaneously.

4.1.3 Confidence-based weighting coefficients

The idea of the confidence-based weighting approach is to assign proper importance
weights to discrepancies between predicted and ground-truth values of both observed
and unobserved interactions during the training of amodel. That way one can expect to
learn better embeddings and capture underlying behavioral patterns more accurately.
Popular weighting schemes (Hu et al. 2008) assign small uniform weights on unob-
served data and higher data-dependent weights on observed entries. Such schemes
proved to be effective in practice for standard CF tasks (Hu et al. 2008; Li et al. 2018),
where any available item can be recommended to any user. However, preliminary
experiments showed that standard weighting schemes did not work in our setting. The
possible reason is the next app can be selected only from the pool of installed apps
rather than all possible apps.

Therefore, following the ideas on frequency-based weighting (He et al. 2016), we
propose the following expression for confidence weights:

cui = dγ

ui∑
j d

γ

u j

, (9)

where dui is a launch frequency of item i in the history of user u and γ > 0 is
hyperparameter. Note that by varying values of γ , one can either make the model
more biased toward highly frequently launched apps (higher γ ) or more balanced
(lower γ ), see He et al. (2016).

4.2 Federated learning of SeqMFmodel

Since the history of users’ interactions is stored locally in users’ devices it is nat-
ural to exploit the federated learning approach to solve problem (3). The federated
learning approach specified for CF setup consists of two major intercommunicating
blocks (Ammad-Ud-Din et al. 2019): apps’ embeddingsQ located at the remote server
and user embeddings pu, u = 1, . . . , M stored locally at the user devices (one vec-
tor per device). The most recent version of matrix Q is distributed to the devices.
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1378 A. Saiapin et al.

Then, each device can update the corresponding user embedding using newly col-
lected behavioral data and generate more accurate predictions. With some periodicity,
some data from users’ devices are sent back to the remote server to update the matrix
Q, and the process starts over.

The key ingredient of this scheme is the difference in themethods of updating users’
and apps’ embeddings. As observed in Ammad-Ud-Din et al. (2019), the default ALS
scheme to update matrix Q requires sending the entire user interactions history to the
server, which poses a direct threat to data privacy. Tomitigate this problem, the authors
use a hybrid optimization scheme that combines ALS updates for users’ embeddings
and gradient-based updates for apps’ embeddings.

According to theALS scheme,matrixP is updated in a row-wisemanner as follows:

pu =
(
Q�CuQ + λI

)−1
Q�Cu (au − hu(Q)) . (10)

We highlight that every user embedding pu is updated privately on a user device
and in parallel to support a distributed nature of federated learning. Also, note that
during such an update the influence of the long-term preferences encoded in au is
compensated with the short-term sequential dynamics represented by hu(Q). This is
precisely the behavior we planned to achieve.

In contrast, the matrix Q is updated on the remote server with a gradient-based
optimizer. For example, classical gradient descent reads as follows:

Q := Q − β
∂L

∂Q
, (11)

where β > 0 is a learning rate, ∂L
∂Q is full gradient of the introduced loss function (see

Eq.3) computed as follows:

∂L

∂Q
=

M∑

u=1

F(u) + λQ, F(u) = DueNp�
u +

(
DuSu + Su�Du

)
Q, (12)

where Du = diag (Cu (r(Q,pu) − au)), eN is a vector of ones of size N and diag(w)

is a diagonal matrix with vector w in the diagonal.
To compute ∂L

∂Q on a server side we need only values F(u) from Eq.12. These

values can be gathered from clients on the remote server. However, in practice, not
all the clients may send F(u) by request. This issue is treated by using a stochastic
gradient estimator:

∂L

∂Q
≈

∑

u∈Ub

F(u) + λQ, (13)

where Ub is a set of users that can transmit F(u). After that, a stochastic optimizer
like SGD with momentum (Qian 1999) or Adam (Kingma and Ba 2014) can be used
to update matrix Q in the remote server.

123



Federated privacy-preserving collaborative filtering for… 1379

Although the described hybrid scheme of federated learning requires transmitting
F(u) from users’ devices to the remote server, these data do not contain explicit
user interaction history, so it is less sensitive. Nevertheless, it is still susceptible to
certain attacks, so we make this transmission private. We aggregate the anonymized
data in the remote server and use the perturbed gradient estimate F̄ to update apps’
embeddings Q. To ensure stronger privacy of the transmitted data, we propose a new
privacy-preserving mechanism described in the next section.

4.3 Computational complexity

Since our framework works in a federated learning setup, operations performed on
devices have to be computationally and memory efficient. In this section, we present
a detailed analysis of the on-device operations’ complexity and estimate their runtime
on a particular mobile CPU. Our estimates of the number of operations are based on
the exact counting of arithmetic operations and linear algebra algorithms described
in Golub and Van Loan (2013).
Time complexity.
First, according to Eq.10, users’ embeddings are updated as solutions of the corre-
sponding d × d linear systems with matrices Q�C(t)

u Q + λI and the right-hand sides

Q�C(t)
u

(
au − diag

(
S(t)
u QQ�

))
. So, the number of operations to perform a single

user embedding update is Tu = Tm +Tr +Ts , where Tm is the number of operations to
compute the matrix of the linear system, Tr is the number of operations to compute the
right-hand side and Ts is a number of operations to solve the linear system. Taking into
account that the matrixC(t)

u is diagonal and the diagonal element is nonzero if the cor-
responding app is installed on user u device, the computing of thematrixQ�C(t)

u Q+λI
requires Tm = 2d2Nu +d operations, where Nu is the number of apps installed on the
user u device. Next, computing the right-hand side as a result of matrix by vector prod-
uct is performed from right to left and requires Tr = 2dN 2

u +2Nud+Nu +Nu +2dNu

operations. Finally, since the computed matrix is symmetric and positive-definite, we
can use Cholesky factorization to solve the target system. This approach to solving our
linear system requires d3

3 + 3d2
2 + 7d

6 operations to factorize the matrix and 2d(d − 1)
operations to solve two intermediate triangular linear systems. Thus, the total number
of operations to update user embedding is

Tu = Tm + Tr + Ts, Tm = 2d2Nu + d, Tr = 2dN 2
u + 4Nud + 2Nu,

Ts = d3

3
+ 3d2

2
+ 7d

6
+ 2d(d − 1).

Second, consider computing item of the gradient F(u) in Eq.12 and denote Tg as
the total number of operations to compute it. Taking into account structures ofmatrices
Du and Su , one can estimate Tg as follows

123



1380 A. Saiapin et al.

Tg = 3Nu + 3dNu + 2d(Nu + N 2
u ) + 2Nud

2 + 4N 2
u .

Note thatwe estimate the exact number of operations or slightly overestimate it, not just
asymptotic complexity. This estimate induces the runtime from the CPU performance
given below.
On-device memory consumption.
Consider a particular device that has 12 GB RAM. Assume that OS takes 2 GB. Then,
based on Eqs. 10 and 12 we can calculate how much data a device should store. We
start with the data that are constantly stored on the device:

• History of apps usage stored in au requires 8Nu bytes
• Sequential data about apps usage stored in matrix Su requires no more than 8N 2

u
bytes;

• User-specific item embeddings Q requires 8dNu bytes
• Confidence coefficients Cu requires 8Nu bytes
• User embedding pu requires 8d bytes.

Firstly, to solve linear system given in Eq. 10 a device should have the following data:

• Matrix of linear system
(
Q�CuQ + λI

)
requires 8d2 bytes;

• Right-hand side Q�Cu (au − hu(Q)) requires no more than 8(Nu + d) bytes;

Computing a gradient item locally through Eq.12 requires the following terms:

• Du requires 8(Nu + d) bytes
• Fu requires 8(Nd + dNu) bytes.

As a result, if a user has Nu = 80 installed apps, the item catalog consists of
N = 2 · 106 items, and item embeddings are of size d = 128, then storing necessary
data on the device constantly requires approximately 0.000126 Gb. In order to update
user embedding pu one would need approximately 0.000124 Gb. In order to calculate
the gradient F(u) one would need approximately 1.91 Gb. Therefore, in this case, the
memory capacity of a device is enough.
From time complexity and memory consumption estimates to numbers on a partic-
ular device.
Consider one of the currently high-performance smartphones with the following CPU
characteristics:

• 1 × 3.36 GHz Cortex-X3
• 2 × 2.8 GHz Cortex-A715
• 2 × 2.8 GHz Cortex-A710
• 3 × 2.0 GHz Cortex-A510

We can estimate the number of operations this device can do per second from these
characteristics. In particular, the number of floating-point operations per second
(FLOPS) can be estimated as FLOPS = #cores · #(cycles/second) · 4, where the last
multiplier 4 is due to the double precision format. Assumewe reserve the last two cores
for OS purposes. Therefore, we can roughly estimate the performance of the consid-
ered device in terms of FLOPS as F = 4×109 ·(3.36+5.6+5.6+2.0) ≈ 66.24×109.
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Then, assume that a user has installed Nu = 80 apps and apps’ embeddings are of
size d = 128. In this case, we can estimate the runtime on the considered device as
Trun = (Tu + Tg)/F = 0.076 + 0.065 = 0.141 ms.

5 Privacymechanism in the SeqMFmodel

Federated learning assumes the presence of a remote server and users whose data is
used to train the model. However, it is almost impossible to guarantee the security of
the server from violating private protocols or using inference attacks. Therefore, in
our work, we consider the remote server to be an untrusted party. In other words, to
ensure the protection of user-sensitive data, it is necessary to minimize the probability
of reconstruction of their contents on a remote server.

In general, there are several approaches to protect sensitive data: secure Multi-
Party Computation (MPC) (Yao 1986), Homomorphic Encryption (HE) (Reyzin et al.
2021), Trusted Execution Environment (TEE) (Zheng et al. 2021; Li et al. 2019;
Costan et al. 2016), and Differential Privacy (DP) (Dwork et al. 2006b, 2014, 2006a).
However, TEE imposes a large number of restrictions on the hardware level, thereby
severely limiting its usage in real systems. MPC and HE significantly increase the
computational complexity or require the trusted third party (Kairouz et al. 2021) and,
thus, are not suitable for mobile devices with untrusted remote servers. So, further,
we consider only the local differential privacy (ε-LDP) technique, which gives strong
privacy guarantees without large additional overhead on computational complexity
and communication cost (Kairouz et al. 2021). Below we provide a formal definition
of the ε-LDP mechanism for the reader’s convenience.

Definition 1 A randomized mechanism A is ε-locally differentially private (ε-LDP) if
and only if for any two inputs v, v′ and any output y ∈ range(A) the following holds:

P(A(v) = y) ≤ eε
P(A(v′) = y), (14)

where ε is called the privacy budget. The smaller the privacy budget is, the better the
protection of sensitive data is.

Also, the ε-LDP mechanism does not require a trusted third party, unlike central
differential privacy algorithms (CDP) (Dwork et al. 2014).

5.1 Local differential privacy

Incorporating a privacy mechanism into the model based on matrix factorization is
straightforward and natural. Figure1 illustrates the scheme of private communications
between one client and the remote server. In this scheme, user embeddings pu and the
history of users’ actions H(t)

u are stored only on the device to preserve the privacy
of sensitive information. However, to update the apps’ embeddings in matrix Q users
compute gradientsF(u)with private data. Transmission of these gradients to the remote
server can lead to the leakage of private data. Thus, to maintain privacy throughout
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Сollect user actions

Update  

Compute gradient estimate 

Differential
privacy
method

Update 

Client Server

Send anonymized gradient 

Send updated apps' model 

Fig. 1 The scheme of communications between server and clients and what data transmission is performed

the learning process the additional privacy-preserving mechanism is used before the
transmission of the gradients.

The privacy-preserving matrix factorization methods have already been con-
sidered in studies. In particular, to perturb the gradients before transmission, the
k-Harmony mechanism was incorporated in gradient aggregation privacy-preserving
algorithm (Minto et al. 2021; Shin et al. 2018). Below we discuss the drawbacks of
this mechanism and propose its modification for our setting calledQHarmony mecha-
nism. In addition, we discuss the Laplace mechanism (Dwork et al. 2014), the Kashin
mechanism (Chen et al. 2020), and their drawbacks in the next section.

5.2 QHarmonymechanism

Consider gradient matrix F(u) = [ fi j (u)] ∈ R
N×d from user u, where N is a

number of apps, d is a dimension of the embeddings. Further, we assume that
fi j (u) ∈ [−1, 1], i ∈ 1, N , j ∈ 1, d, u ∈ 1, M . Since we can normalize the
computed gradients, this assumption easily holds. The perturbed gradient matrix F̂(u)

is computed by the ε-LDP mechanism A from F(u) on the device. Then, a user trans-
mits F̂(u) to the remote server with privacy guarantees. On the server side, the received
perturbed gradients F̂(u), u ∈ Ub are aggregated and, if needed, the additional
transformation is performed on the aggregated update. According to the standard
aggregation scheme for mean estimation, F̄ = [ f̄i j ] is computed as follows:

F̄ = 1

|Ub|
∑

u∈Ub

F̂(u). (15)
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This way of aggregating gradients aims to reduce the noise from the received gradients
F̂(u) and therefore a sufficiently large number of users M is needed. However, in our
setup the number of users is approximately the same as the number of elements in the
gradient matrix; thus, the baseline ε-LDP mechanisms are not appropriate for such a
setting. In particular,

• k-Harmony mechanism makes perturbed gradients sparse, since only k elements
are transmitted from every user. The choice of k is based on the requirements of low
privacy budget ε and high privacy budget per transmitted element ε

k . The higher

the latter budget is, the less noisy perturbed gradient element f̂i j is. Therefore, k
should be small, e.g., k < 10. To compute f̄i j only approximately kM

Nd ≈ k values
are summed and since k is small the remote server cannot estimate f̄i j sufficiently
accurately.

• According to the Laplace mechanism (Dwork et al. 2014), the variance of the
gradient perturbation is equal to 4N2d2

ε2
, which is a large number for low privacy

budget, e.g., ε < 3.
At the same time, the standard deviation of aggregated gradient element f̄i j is
2
√
2Nd

εM ≈ 2
√
2

ε
. In the case of a low privacy budget, this standard deviation is

comparable with the element f̄i j . Therefore, the estimate F̄ is inaccurate with the
Laplace mechanism, too.

• Although the Kashin mechanism has the lowest asymptotic variance upper bound
for the aggregated gradient F̄ compared with other mechanisms, it has excessive
computational costs. Also, if the hidden constant in the asymptotic estimate is
large, the Kashin mechanism gives an inaccurate estimate F̄.

Thus, in the considered setting, the baseline privacy-preserving mechanisms esti-
mate the average gradient presented in Eq.15 with a large variance, that leads to poor
performance. To improve overall performance and preserve moderate computational
cost, we modify the k-Harmony mechanism as follows. Since this mechanism can be
considered as a quantization of F̄, we take the aggregation approach from the quanti-
zation methods. Thus, our privacy mechanism consists of the following steps. Firstly,
user samples uniformly k different pairs of indexes (il , jl), where il ∈ 1, N , jl ∈ 1, d
and l ∈ 1, k. Then, user assigns zeros to all elements of F̂(u) except f̂il jl (u), l ∈ 1, k,
which are computed in the following way:

P[ f̂il jl (u) = x] =
⎧
⎨

⎩

fil jl (u)(eε/k−1)+eε/k+1

2(eε/k+1)
, if x = 1

− fil jl (u)(eε/k−1)+eε/k+1

2(eε/k+1)
, if x = −1.

(16)

Equation16 is a generalization of the corresponding equation for the Harmony mech-
anism. Here instead of transferring the single element, we transfer k elements at once
and replace the transmitted values with ±1 for further aggregation in the server. In
the final step, user transmits k triples ( f̂il jl (u), il , jl) and fmax(u) = max

i, j
fi j (u) to

the remote server. Further, we observe that the aggregated gradient F̄ on the server
is a quantized representation of the non-private gradient estimate presented in Eq.13.
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Based on this observation, we replace the baseline aggregated formula given in Eq. 15
with the following expression:

F̄ = max
u

fmax(u)
∑

u∈Ub

F̂(u)

max
i j

∑
u∈Ub

[
f̂i j (u) > 0

] , (17)

where fmax(u) = max
i j

fi j (u) and fmax(u) is transmitted to server by every user. We

called this new privacy-preserving algorithm QHarmony and summarized it for the
user and server sides in Algorithms 1 and 2, respectively. Note that the proposedQHar-
mony algorithm does not induce significant overhead in computational and memory
complexity of the considered federated learning framework compared to analysis from
Sect. 4.3.

Algorithm 1 QHarmony mechanism: Client side
Require: F(u) is the computed gradient on the user u device, ε is a privacy budget, k is a number of

transmitted nonzero values.
Ensure: I(u) is set of k triples ( f̂il jl (u), il , jl ) corresponding to each nonzero position in the perturbed

gradient F̂(u) on the u-th user device, fmax(u) is the maximum element of F(u).
1: function QHarmonyC(F(u), ε, k)
2: Compute fmax(u) = max

i j
fi j (u)

3: Initialize: I(u) = ∅
4: Initialize: P = {i}Ni=1 × { j}dj=1
5: for l = 1, . . . , k do
6: Sample uniformly at random (il , jl ) from P
7: Sample random number b ∼ Bernoulli

(
fil jl (u)(eε/k−1)+eε/k+1

2(eε/k+1)

)

8: f̂ jl il (u) = 2b − 1
9: P = P(u) / {(il , jl )}
10: I = I(u) ∪ {( f̂il jl (u), il , jl )}
11: end for
12: return I(u), fmax(u)

13: end function

6 Experiments

6.1 Data

Experiments were carried out on two mobile app usage datasets that are publicly
available. LSApp dataset (Aliannejadi et al. 2021) is a collection of cross-app mobile
search queries where the authors collected sequential app usage events of the users. It
contains N = 87 unique apps from M = 292 users. In App Usage dataset (Yu et al.
2018), each entry contains an anonymized user identification, timestamps of HTTP
request or response, etc. It contains N = 2000 unique apps from M = 1000 users. We
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Algorithm 2 QHarmony mechanism: Server side

Require: For every user u ∈ Ub , I(u) is a set of k triples ( f̂il jl (u), il , jl ) corresponding to each nonzero

element in the perturbed gradient F̂(u) from the u-th user, fmax(u) is the maximum element of F(u).
Ensure: F̄ is the resulting perturbed gradient in the remote server for the matrix Q update.
1: function QHarmonyS(I(u), fmax(u), u ∈ Ub)
2: Initialize: S = {0}N×d , Z = {0}N×d

3: for u ∈ Ub do
4: for ( f̂il jl (u), il , jl ) ∈ I(u) do

5: sil jl = sil jl + f̂il jl (u) � Aggregate gradients

6: zil jl = zil jl + [ f̂il jl (u) > 0]
7: end for
8: end for
9: zmax = max

i j
zi j

10: F̄ =
max
u

fmax(u)

zmax
S

11: return F̄
12: end function

noticed an excessive redundancy in both considered datasets: the same app’s launch
event can occur multiple times in less than 3s. We believe, this is non-representative
of real user behavior and collapse such cases into a single event.

Moreover, we split user actions into sessions based on a time interval between con-
sequent app launches. If in the current session, the time delay after the last seen event
exceeds a predefined threshold (15min), a new session starts. The average number of
sessions by users for LSApp and for App Usage is 109 and 58, respectively. Session
splitting is only used during evaluation and does not affect the training process. During
training, we consider only the sequential nature of data and represent all user history
as a long session.

6.2 Evaluationmethodology

6.2.1 Top-n prediction

The main goal is to predict the next app that is available on a user’s device, not in the
entire app store. Hence, we restrict the possible predictions to the apps installed on the
user’s device. For example, if a user history contains interactions with 5 unique apps,
we will require a model to generate prediction scores for these 5 apps only. Then, for
top-n recommendations with n = 3, we select 3 apps with the highest predicted scores
among those 5 apps. Note that the number of apps |Au | in user u history can be lower
than n. Hence, we compute top-min(|Au |, n) predictions and still assign the result to
top-n metrics.

6.2.2 Evaluation protocol

Within each session,we utilize iterative revealing scheme (Ludewig and Jannach 2018)
for evaluating the quality of predictions. This scheme means that for a particular user
u and session s we go iteratively through apps in s and predict the next app taking
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all the previous apps into account. Hence, for a session of length l we successively
generate l − 1 predictions. We use both relevance and ranking-related metrics like hit
rate (HR@n) (Zhang et al. 2018), mean reciprocal rank (MRR@n) (Nikolakopoulos
et al. 2015), and normalized discounted cumulative gain (NDCG@n) (Nikolakopoulos
et al. 2015), where n corresponds to the number of recommended items. Since our
setting slightly differs from the standard one, we modify these metrics respectively
but preserve their properties. In particular, the averaging is performed not only by the
number of users but also by sessions.

6.3 Methods for comparison

Matrix Factorization.This is the original non-sequentialMF-based approach proposed
in Ammad-Ud-Din et al. (2019).

Sequential Rules.We use a Sequential Rules (SR) predictor (Ludewig and Jannach
2018) based on the co-occurrence frequency of apps going immediately one after
another in user history. This is a direct modification of the standard item-to-item
approach based on theMarkov Chain assumption. After the statistics of such pair-wise
sequential co-occurrences are collected, we use them directly without normalization
to assign prediction scores for the next item. Note that there are two possible variations
of the SR model depending on the way data are collected. The model can be learned
either in a collaborative or in an isolated (on-device) manner. We denote the former
as SR and the latter as SR-od.

Most Recently Used. MRU predictor assigns scores based on the recency of items
in the current session. To comply with evaluation protocol (see Sect. 6.2), items that
do not belong to requested items get zero scores. The nonzero scores are lower for
older items and higher for newer ones, which pushes recent session items to the top
in generated predictions.

Most Frequently Used. MFU predictor computes item popularity scores based on
event frequencies for each user individually. These scores are used to select the top
most frequently used items for prediction.

Random. Finally, this predictor assigns random scores to all requested items.
It is worthwhile to say that despite there are more complex models like Zhao et al.

(2019), Shen et al. (2019) the main purpose of this study is to develop a privacy-
preserving method for the on-device next app prediction that outperforms well-known
model in real-world scenario. Therefore, approaches based on the privacy-preserving
federated learning of neural networks are out of the scope of this study and the subject
of future work.

6.4 Experimental methodology

6.4.1 Static environment

The static environment (He andMcAuley 2016) aims to evaluate how well the SeqMF
model is able to process sequential data compared to standard baselines. In particular,
in this environment, the standard splitting on the train, test, and validation subsets is
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Fig. 2 Comparison of the original statistics from the LSApp dataset (left) and statistics after rearrangement
into cycles (right)

used for training and evaluation of the app prediction model. The validation subset
is used to tune hyperparameters. In particular, we tune a dimension of users’ and
apps’ embeddings d , the learning rate of optimizer β > 0 from Eq.11, regularization
coefficient λ > 0, and γ from Eq.9. In the LSApp dataset, the train set is the first
222 days, the validation set is the next 7 days, and the test subset is the last 14 days.
For App Usage data, we assign the first 6 days to the training subset, the next day is
assigned to the validation subset, and the last day is assigned to the test subset.

6.4.2 Dynamic environment

Dynamic environment corresponds to the behavior of themodel in a real-world setting,
where the model is built into the mobile OS and starts working on a new device. This
setting is similar to the pure cold-start problem. To achieve high performance, the
model has to adapt to user behavior quickly and start generating reasonable predictions.
Dynamic environment assumes that we have pretrained apps’ embeddings Q and
randomly initialized users’ embeddings pu stored on devices. Then embeddings are
updated from the online data stream. For example, consider a data stream that is
generated over 5 days. In a dynamic environment, we evaluate the initialization of
the SeqMF model with the data from the first day. Then, we update embeddings from
these data and evaluate the model on the data from the second day and then use the
data from the second day to update embeddings. This procedure continues till the fifth
day. In the end, we get five numbers that show the dynamic behavior of the model’s
quality in terms of the chosen metrics.

One more important factor in the dynamic environment setting is the distribution of
users’ activities over time. If this distribution is unbalanced, then the learning process
is unstable due to a noisy gradient estimated on small fractions of data. We observe
such a case in the LSApp dataset, see Fig. 2 (left). To make the considered dataset
balanced, we artificially rearrange users’ actions in the cycles such that the number
of active users is almost the same in every cycle, see Fig. 2 (right). Each cycle may
contain one or several days, depending on user activity. At the same time, the order
of users’ actions was preserved during such rearrangement. In order to get pretrained
apps’ embeddingsQ, we take the first cycle for training the SeqMFmodel. The further
cycles are composed of a data stream for the dynamic environment.
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6.5 Results

6.5.1 Static environment

A comparison of the proposed SeqMF model and competitors described above in the
static environment is presented inTable 1 for LSApp and inTable 2 forAppUsage data.
We highlight every metrics’s best and second-best values with bold and underlined
font, respectively. We see that SeqMF significantly outperforms its non-sequential
predecessor MF on both datasets, which is expected given the sequential nature of the
data. However, it underperforms the simple SR-od model on LSApp dataset and SR
model on App Usage data in all the metrics. The SRmodels are known to be generally
strong baselines and perform well on various datasets (Ludewig and Jannach 2018). It
should be noted that there are at least two reasons for such results. Firstly, there are a
lot of repetitive events in the datasets, including long sequences consisting of the same
app. Thus, even despite our attempts to filter out such anomalies, they induce a strong
bias toward duplicated events. Another reason is that once enough statistical data is
collected, the sequential patterns become close to stationary and easier to uncover.
Thus, we present comparison results in a dynamical environment that corresponds to
the real-world scenarios in Sect. 6.5.2.

6.5.2 Dynamic environment: regular update of the user embeddings is important

In this section, we investigate the impact of long-term and short-term components of
the prediction rule presented in Eq.4 onmodel performance.We carry out experiments
using setup from Sect. 6.4.2.

We consider three regimes of the SeqMF model training: Full, Rare, and Global. In
these regimes, apps’ embeddingsQ are updated every 10 cycles for the LSApp dataset
and every two cycles for the App Usage dataset. In the Full regime, users’ embeddings
pu are updated every cycle. In the Rare regime, users’ embeddings pu are updated only
with the updates of apps’ embeddingsQ. In the Global regime, users’ embeddings pu
are never updated and remain the same after random initialization. SR-od model is
retrained in each cycle from the data collected in previous cycles.

To evaluate the performance of the model in a dynamic environment, we introduce
an additional metric which is denoted by δHR@5. This metric is equal to the differ-
ence between HR@5 computed from the target training regime and HR@5 computed
from the SeqMF model trained in the Full regime since we assume it is the most
representative. This difference demonstrates how the model performance can degrade
with improper usage of the dynamically updated data on user experience with apps.
The smaller δHR@5 is, the worse the model follows the updated data from the clients.
Therefore, such a metric evaluates the performance of the considered models in a
dynamic regime adequately. In the plots below, we provide the cumulative δHR@5
over the data stream to illustrate the impact of the users’ embeddings updates schedule
on the SeqMF model performance. We also plot the performance of the SR-od model
since it shows high performance in the static environment (see Tables 1 and 2) and
uses only the local data from the device. The latter feature makes the SR-od model
appropriate in the considered setting which is close to the real-world scenario.
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Fig. 3 LSApp dataset. HR@5 metric (left) and cumulative δHR@5 (right) for the considered training
regimes of the SeqMF model, SR(od) model and MRU model in the dynamical environment. The SeqMF
model in the considered training regimes outperforms the SR-od model and MRU model in the dynamic
environment. The right plot shows that regular updates of user embeddings improve performance

Fig. 4 App Usage dataset. HR@5 metric (left) and cumulative δHR@5 (right) for the considered training
regimes of the SeqMF model and SR(od) model in the dynamical environment. The SeqMF model in the
considered training regimes outperforms the SR-odmodel in the dynamical environment only if user embed-
dings are updated (Full and Rare regimes). The right plot shows that regular updates of user embeddings
improve performance. MRUmodel is slightly more accurate than the SeqMF model in terms of cumulative
δHR@5 (right) and almost equal to the SeqMF model in terms of the original HR@5 metric (left)

Figure 3 illustrates that the SeqMF model outperforms the SR-od model and MRU
model on LSApp data in the dynamic environment. This observation confirms our
hypothesis about the reasons for the high performance of SR-based models and the
MRU model in the static environment. As we can see, if we do not update users’
embeddings on the device at all (Global regime), then the overall performance of the
SeqMF model decreases. However, if we add just rare updates of users’ embeddings
(Rare regime), we can see that the performance increases compared to the SeqMF
model in the Global regime. Thus, we demonstrated experimentally that updates of
users’ embeddings pu are essential to preserving the high performance of the SeqMF
model.

Figure 4 shows the performance of the SeqMF model in the dynamic environment
for theAppUsage dataset. From the left plot follows that the performance of theSeqMF
model in Full and Rare regimes is very similar. The possible reason for such a trend is
that the first cycle contains enough information about patterns in user behavior. Hence,
it does not matter how often the users’ embeddings are updated for this particular
dataset. In addition, the SeqMFmodel shows similar performance to the SR-od model
and slightly less accurate predictions compared to the MRU model in terms of the
cumulative δHR@5 metric. This observation indicates that the users from the App
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Fig. 5 LSApp dataset. Left: Dependence of the HR@5 on the privacy-preserving mechanisms with privacy
budget ε = 4.5 incorporated in the SeqMF model. The higher HR@5 is, the better the performance of
the model is. Therefore, the QHarmony mechanism provides stronger protection for sensitive users’ data.
Right: The cumulative δHR@5 presented for 33 cycles confirms that the QHarmony mechanism does not
lead to performance decreasing compared to the non-private SeqMF model

Usage dataset may run repeated apps and have specific personal patterns such that
collaborative information does not improve prediction quality.

6.5.3 Dynamic environment: QHarmonymechanism outperforms competitors

To analyze the impact of privacy mechanisms on the SeqMF model performance, we
use a dynamic environment similar to the previous section and a Full training regime.
We compare the performance of the SeqMF model without a privacy mechanism with
the samemodel accompanied by the considered baselines and the proposedQHarmony
mechanism.

Figure 5 shows that the SeqMFmodel with the proposed QHarmony algorithm and
privacy budget ε = 4.5 has an even higher utility on the LSApp dataset compared
to the SeqMF model without any privacy mechanism. The possible reason for such
an effect is the well-known implicit regularization property of stochastic gradient
observed previously in deep learning studies (Neelakantan et al. 2015). At the same
time, we observe the poor performance of the baseline privacy mechanisms except
for the Kashin mechanism as was expected in Sect. 5.2. Kashin mechanism still has
the worse privacy-utility trade-off and is much more computationally costly than the
proposed QHarmony mechanism.

Figure 6 shows that the proposed QHarmony mechanism with budget ε = 1.1 pre-
served almost the same level of HR@5 compared to the non-private SeqMF model on
App Usage data. As in the case of the LSApp data, baseline privacy mechanisms have
a worse privacy-utility trade-off compared to the proposed QHarmony mechanism.
These experiments confirm the effectiveness of the proposed QHarmony mechanism
and demonstrate that the performance of the SeqMF model is preserved after incor-
porating the QHarmony mechanism for both considered datasets.

7 Discussion

The presented above evaluation of the proposed model and privacy-preserving
approach to fitting provides the following insights and implications. The introduced
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Fig. 6 App Usage dataset. Left: Dependence of the HR@5 on privacy-preserving mechanisms with privacy
budget ε = 1.1 incorporated to the SeqMF model. The higher HR@5 is, the better the performance of
the model is. The QHarmony mechanism provides stronger protection for sensitive users’ data. Right:
The cumulative δHR@5 presented for 7 cycles confirms that the QHarmony mechanism does not lead to
performance decreasing compared to the non-private SeqMF model

modification of the classical Matrix Factorization model treats the sequential nature
of the data properly and improves the prediction in the static regime. Also, fitting the
proposed SeqMF model in the federated learning manner shows that the stochastic
gradient optimizer used for updating the apps’ embeddings preserves the prediction
quality and does not lead to a significant drop in the prediction quality compared to the
on-device models. Moreover, the proposed privacy-preserving QHarmony algorithm
inducesmoderate noise to the gradient estimate andmay lead to implicit regularization
that even increases the prediction quality in the dynamic regime. Thus, the proposed
SeqMFmodel is appropriate for both federated learning and privacy-preserving setup,
which is crucial for real-world applications.
Limitations.
The main limitation of the presented study is the absence of publicly available
sufficiently large datasets with run app sequences. Other limitations include long
connection breaks between clients and a server that prevent updating global embed-
dings and the absence of regular patterns in users’ interactions with installed apps
since this is our main assumption. Also, the on-device memory consumption may be
an issue during incorporating our model in a real-world setting. In the next paragraph,
we briefly mention what future research is needed to fix this problem.
Future work.
Since our study proposes both modification of the classical matrix factorization model
and the corresponding differential privacy algorithm,we describe futurework below in
both directions. First, the mentioned limitation related to memory consumption can be
treated with a proper quantization of the SeqMF model parameters. The effect of such
quantization on the SeqMF model performance can be a topic of further research.
Second, the modification of the standard matrix factorization model can be further
generalized to a tensor factorization model. Additional dimensions can incorporate
context data or sequential information like the explicit position of the app in recent
history. Also, one can analyze more advanced federated learning methods for this
particular problem and derive theoretical convergence guarantees. Third, a detailed
theoretical analysis of the proposed QHarmony privacy algorithm can be performed.
Such theoretical results could help to control the noise level in the gradient estimation
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used to update apps’ embeddings. Also, the communication efficiency of the proposed
privacy-preserving QHarmony algorithm can be considered as a part of future work
to schedule the intensity of the communications with users and avoid redundancy in
the received data.

8 Conclusion

In this study, we considered the next app prediction problem and proposed a new
sequence-aware matrix factorization model called SeqMF. The model can predict the
next app for every user which can be used to optimize the resource consumption on
the user’s device. The SeqMF model takes into account the sequential nature of data,
is accompanied by a new QHarmony mechanism for stronger privacy guarantees,
and is trained in the federated learning paradigm. This paradigm means that users’
embeddings are stored locally on the user devices and apps’ embeddings are the same
for all devices and are updated in the remote server. These features make the SeqMF
model robust to potential leakage of the transmitted data from user devices to the
remote server and help in capturing behavior patterns common for multiple users. To
illustrate the performance of our model we carried out experiments on the LSApp
and App Usage datasets. In these experiments, the real-world setting of data flow
was emulated to evaluate considered models properly. Our experiments demonstrate
that the SeqMF model outperforms the standard matrix factorization model and other
competitors based on the collected statistics. Also, the proposed QHarmony privacy
mechanism shows the best privacy-utility trade-off compared to the competitors and
moderate computational complexity. Thus, the proposed SeqMF model accompanied
by the QHarmony privacy mechanism provides practical advantages in real-world
applications over the previously proposed solutions for the next app prediction task.
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