<]
TUDelft

Delft University of Technology

Document Version
Final published version

Licence
CC BY-NC-ND

Citation (APA)

Xu, Y., Reniers, G. L. L. M. E., & Yang, M. (2025). Integrating Rational and Emotional Risk Management: A Stepwise
Approach and Practical Implications. Journal of Safety Science and Resilience, 7(3), Article 100203.
https://doi.org/10.1016/j.jnlssr.2025.02.004

Important note
To cite this publication, please use the final published version (if applicable).
Please check the document version above.

Copyright

In case the licence states “Dutch Copyright Act (Article 25fa)”, this publication was made available Green Open
Access via the TU Delft Institutional Repository pursuant to Dutch Copyright Act (Article 25fa, the Taverne
amendment). This provision does not affect copyright ownership.

Unless copyright is transferred by contract or statute, it remains with the copyright holder.

Sharing and reuse

Other than for strictly personal use, it is not permitted to download, forward or distribute the text or part of it, without
the consent of the author(s) and/or copyright holder(s), unless the work is under an open content license such as
Creative Commons.

Takedown policy
Please contact us and provide details if you believe this document breaches copyrights.
We will remove access to the work immediately and investigate your claim.


https://doi.org/10.1016/j.jnlssr.2025.02.004

Journal of Safety Science and Resilience 7 (2026) 100203

Science Press

Contents lists available at ScienceDirect
Journal of Safety Science and Resilience

journal homepage: www.keaipublishing.com/en/journals/journal-of-safety-science-and-resilience/

DURNAL
SAFETY SCIENCE

AND RESILIENGE

Integrating rational and emotional risk management: A stepwise approach

and practical implications™

a,*

Yuanyuan Xu

, Genserik Reniers*”*°, Ming Yang®

2 Safety and Security Science Section, Faculty of Technology, Policy and Management, TU Delft, Delft, The Netherlands
Y Faculty of Applied Economics, Antwerp Research Group on Safety and Security (ARGoSS), Universiteit Antwerpen, B-2000 Antwerp, Belgium

¢ CEDON, KULeuven, B-1000 Brussels, Belgium

ARTICLE INFO ABSTRACT

Keywords:

Risk management

Risk concept
Decision-making
Stakeholder particpation
Emotional factors

Decisions in complex systems need support from formal risk management. Traditional risk management, based
on a “rational” idea of risk (the actual damage linked with probabilities), often diverges from public perceptions,
leading to conflicts between expert-led evaluations and societal acceptance. Two research directions have
emerged to bridge this gap: enhancing stakeholder participation in risk management, and incorporating
emotional factors into risk assessment. Building on these efforts, we propose a systematic methodology inte-

grating stakeholders’ emotional considerations into formal risk management. Our approach combines a refined
risk conceptualization with a structured stakeholder engagement process. An illustrative example involving an
ammonia plant site-selection risk problem is presented to demonstrate the applicability of the proposed
approach. The proposed approach offers a potential way to resolve conflicts and enhance public trust in risk

management.

1. Introduction

People need to consider risks in the face of decisions in many situ-
ations, such as daily life, an investment, an operation system, etc.
Naturally, people deal with risks implicitly and consider several alter-
natives without specific risk assessment training. However, with the
increase in complex systems, human capability is limited to cope with
numerous factors. In response, formal risk assessment emerges as a
scientific field and offers a systematic and scientific way of decision-
making in a complex and uncertain world [1]. Over the past 40-50
years, risk management has been widely applied to address hazardous
exposures across state agencies, industry, the academic community, and
other fields concerning public health and environmental safety.

The risk management process typically comprises similar key stages:
establishing context, risk analysis, risk evaluation, and risk treatment
[2]. Typically, risk analysis is conducted by experts involving an esti-
mation of probabilities and consequences of risk events. The risk anal-
ysis results will enter the risk evaluation stage, providing information to
judge the acceptability of risk. However, many psychological studies on
risk suggest a distinction between how experts and laypeople perceive
and judge risk [3,4]. The skeptical attitude of laypeople towards science

is often attributed to their lack of knowledge. In line with this view,
much of the early research in the field of risk management an a focused
on the public should be educated to accept the perspectives of experts.
Nonetheless, it has become increasingly clear that simply attempting to
persuade laypeople to adopt expert viewpoints is not a practical
approach. In recent decades, conflicts between scientific risk assess-
ments and public perception have intensified, particularly in response to
emerging technologies such as nuclear power and wind farms. A notable
example is the Yucca Mountain nuclear waste repository [5]. Despite
multiple Quantitative Risk Assessments (QRAs) conducted by technical
experts of the U.S. Department of Energy, which concluded that the risks
were negligible, public opposition remained strong. Concerns over the
safe disposal of nuclear waste led to continuous protests and political
resistance, ultimately resulting in the project’s permanent
abandonment.

In the past decades, many new initiatives and theories have emerged
to reconcile conflicts between rational risk analysis and risk judgment
made by citizens. We distinguished two prominent themes in contem-
porary studies: the involvement of stakeholders in risk management and
broadening risk descriptions. Firstly, several social science and man-
agement literature assume that the discrepancy between experts and
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laypeople is due to a lack of communication. Consequently, approaches
within this category advocate for enhanced collaboration with stake-
holders in risk management to leverage transparency and procedural
justice and ultimately improve their acceptance of risk decisions [6].
This method is commonly referred to in the scientific literature as
participatory risk management, also described as collaborative, inte-
grative, interactive, or comprehensive risk management [7-10], etc.
Unlike traditional risk management, which primarily highlights infor-
mation delivery, participatory risk management focuses on dialog and
co-determination between laypeople and experts. This approach, which
combines scientific risk analysis and public deliberations, is also known
as the analytic-deliberation model [11,12]. Through communication
with stakeholders, their societal considerations and risk perceptions can
be obtained and propagated in the risk assessment process. Currently,
stakeholder participation in risk management is implemented through
various approaches. For example, stakeholders can contribute by iden-
tifying risks and uncertainties based on their personal and sector-specific
experiences, analyzing major consequences according to their concerns,
and jointly determining the most critical risks for risk control planning
[13].

Although many researchers employ various methods to enhance the
accuracy of risk analysis and minimize uncertainty, some sociologists
indicated that laypeople’s distrust in science stems more from insuffi-
cient information and less from accuracy [4,14]. For example, studies in
social science have shown that the acceptability of risk is not only
influenced by technical concept of risk but also by societal consider-
ations, such as justice, distribution of adverse consequences, equality,
rights, and more [15]. Psychometric theorists argue that laypeople’s risk
attitudes towards hazards could be explained mainly by three factors:
dread, familiarity, and exposure [3,16]. This phenomenon is explained
by a hybrid rational and emotional decision-making model, suggesting
that analytical reasoning and affective responses shape how individuals
perceive and respond to risk [17]. Traditional risk analysis, however, is
primarily based on rational choice theory, which assumes that an indi-
vidual makes decisions based on the utility of the desired outcome and
the chance of that outcome occurring. Consequently, experts with sci-
entific training tend to use rational methods of measurement (utility of
the consequence and the probability of the consequences) as a primary
basis for risk evaluation, risk treatment, and risk communication. In
contrast, laypeople who make decisions rely more on experienced feel-
ings and are influenced by “emotions” such as fear, anger, and surprise
[18-20]. As a result, formal risk analysis, based on rational thinking, is
sometimes insufficient to fully capture the general public’s more
encompassing and multi-facet values. Recognizing these limitations,
scholars influenced by social science perspectives have proposed an
alternative approach. The second branch of study advocates adding
emotional considerations, such as voluntariness, equity, and fairness,
into rational risk concepts, thereby broadening its scope and making risk
analysis less blameworthy, see [21-23]. Aligned with the hybrid rational
and emotional decision-making model, we refer to the layman’s view of
risk as the “emotional” approach in the following context. Here,
“emotional” is used to differentiate it from the rational method and is
not synonymous with “irrational”.

However, implementing the two methods separately has several
drawbacks and limitations. On the one hand, while stakeholder
engagement allows diverse opinions to be voiced, formal risk analysis
remains grounded in technical assessments, limiting the scope of inquiry
to predefined scientific parameters. The judgment of “what needs
investigation” is confined to technical language. On the other hand,
introducing emotional factors in risk ranking or evaluation is a direct
way to incorporate laypeople’s attitudes in risk analysis. However, these
methods lack generalizability and are limited to pre-set dimensions of
risk. The emotional criteria introduced are typically based on experts’
subjective judgment, which may not accurately capture the public’s
genuine concerns. To address this gap, Xu et al [24] proposed an inte-
grated technical and societal risk ranking approach. Their method first
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identifies key stakeholders before conducting risk analysis, allowing
them to define the primary risk indicators. Based on these
stakeholder-driven criteria, risk assessment is then carried out, with
final rankings determined through a Multi-Criteria Analysis (MCA)
approach. Despite this advancement, a standardized risk management
framework that systematically integrates rational and emotional per-
spectives is still lacking. To meet the above challenges, we aim to
develop a method for systematically integrating stakeholders’ emotional
risk perspectives into the formal risk management process. More
specially, the aim is to develop:

W A generalized risk conceptualization
considerations

M A practical and systematic risk management procedure for stake-
holder participation

to capture emotional

The remainder of this paper is structured as follows: we first propose
a modified risk definition and a risk description which opens opportu-
nities for broader risk characterization in Section 2. Then, we present the
foundations and the integrated rational and emotional approach for risk
management in Section 3. To demonstrate how to implement the
approach, an illustrative example of a site-selection risk problem is
presented and discussed in Section 4. Before concluding, the significance
of this study and its relevance to existing works are discussed in Section
5.

2. A modified conceptualization of risk
2.1. Risk definition

Current risk definitions fall short of stressing the role of human
values. To illustrate, we introduced some representative definitions of
risk that allow further discussion.

(a) Risk is equal to a set of triplets (s, ;, x;), where s; is a scenario
identification or description; [; is the likelihood of that scenario;
and x; is the consequence or evaluation measure of that scenario
[25].

(b) Risk is a situation or event where something of human value
(including humans themselves) has been put at stake and where
the outcome is uncertain [26].

(c) Risk is uncertainty about and severity of the consequences of an
activity with respect to something that humans value [1].

(d) Risk is effect of uncertainty on objectives [27].

It should be noted that definition (a) is commonly used in most safety
management practices and related fields. The definitions have some
variations in interpretations. But generally, most definitions can be
attributed to three main components: an event A and consequences C,
and uncertainty U about the event and consequences.

For simplicity, risk can be formalized to formula (1) without speci-
fying the events:

R=(C,U) (€D)]

This mathematical definition of risk will serve as the foundation for
the following discussion. Now, let us revisit the four descriptive defini-
tions. The key distinction between definitions (b) and (c) compared to
definition (a) lies in the inclusion of ethical and emotional stakes related
to human concerns. Such stakes can be interpreted as some state of re-
ality of human concern or interest. Similarly, the term “objective” in
definition (d) can be interpreted as “what individuals, organizations,
and societies (as collectives of individuals) desire, need, pursue, or strive
to achieve.” Thus, it is also related to human stakes [28]. Following the
definitions of (b), (c), and (d), when we judge whether we face risks, we
introduce our values about consequences or outcomes. If human values
are not attached to the potential consequence, even if the outcome is
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large, risk is absent.

However, when risk is discussed, e.g., in an operational system, we
normally don’t emphasize this hint of thought. This does not mean that
risk analysts ignore “human stakes” when conducting a risk assessment
today. Instead, the definition of “what human values” is determined by
experts’ subjective judgment. Ultimately, the assessment of risk reflects
the experts’ values. In many cases, expert judgment is sufficient for
decision-making, particularly when those conducting the risk assess-
ment also bear the risks. However, in situations where decisions are
highly complex, ambiguous, and uncertain—especially when they affect
diverse stakeholders, including individuals, organizations, and institu-
tions—it may be necessary to incorporate the perspectives of laypeople,
policymakers, and the broader public

This would bring new considerations to the risk assessment process:
whose stakes should be considered? To address this consideration, we
suggest that the “human at stake” in risk events should be explicitly
specified. We denote the people at stake in risk events as “5”. Accord-
ingly, a modified risk definition is suggested as:

R=(C.U), @

For example, assume the specific risk event to be observed is a spe-
cific loss of containment accident A. We are uncertain U about what
consequences C will happen and when they will happen. To define risk,
we need to specify people at stake 7, e.g., the plant managers. Plant
managers might focus on the financial state of a chemical process plant.
In this case, the potential consequences might be formalized as reduced
capacity of production, supply chain production, etc.

Furthermore, when communicating about risk, naturally, “when”
and “where” the risk will occur is implicitly considered. For example,
Logan et al [29] proposed an adjusted risk definition that highlights the
role of time 7 in risk and risk analysis. In this study, however, our pri-
mary focus is on the role of emotions and values of humans in shaping
risk and risk analysis.

2.2. Risk description

Risk definition and risk description are two different concepts. A risk
definition helps determine whether a potential risk exists, while a risk
description estimates the magnitude of the risk [30]. Several represen-
tative risk descriptions include:

(a) The combination of probability and consequences.

(b) Risk is a triplet (C, Q,K), C concerns specified consequence, Q
indicates a measure of uncertainty, and K is the background
knowledge supporting C and Q.

Basically, these descriptions are all developed from a technical an-
alyst’s perspective. However, these descriptions may not always fully
capture the attributes of risks, particularly when societal and perceptual
factors play a significant role.

To illustrate, consider two risk scenarios: (1) T is exposed to second-
hand smoke, and (2) T is exposed to smoke because he/she smokes to-
bacco products himself/herself. From an emotional perspective, sce-
nario (1) is more blameworthy than (2) due to the exposure being
involuntary. This distinction cannot be expressed through purely
rational risk descriptions. Obviously, voluntariness cannot be reduced to
a specific kind of consequence. However, the concept is related to the
“sources” of risk events. In this context, the “source” of a risk refers to
the agents involved in the creation or maintenance of a risk [22],
including potential contributing factors to an accident.

Ideally, a risk description should reflect all the influencing factors,
rational and emotional, on how an individual views two risk scenarios
differently. If we regard risk as an event chain, risk sources @ may lead to
an event A, and there is uncertainty U about what event may take place
and when it will occur. The event A would result in uncertain conse-
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quences C. When we discuss risk, the important aspects may focus on a,
U and C.

It is essential that all those considerations are expressed in risk de-
scriptions. Based on the “risk” defined in formula (2), a more informa-
tive risk description R’ can be defined as:

R =(a, C,U), 3

where a are the specific risk sources, C are the specific consequence, and
U is a measure of uncertainty.

Moreover, in practice, discussions of risks cannot be separated from
the reference system in which they are analyzed. One commonly used
tool in risk management is the bow-tie diagram. As shown in Fig. 1, an
event may arise from several sources and lead to potential consequences
of human stakes. Safety management delivery systems and safety bar-
riers are shown as controls to prevent events and mitigate consequences.
In some cases, event A may take place, but its consequences are not
severe due to the presence of effective mitigation barriers.

Obviously, the consequences on the right-hand of the bow-tie dia-
gram depend on the manageability M of the risk. Therefore, to denote a
risk R’ in a system with certain management controls M, we write:

R = (a,C,U,M), @

M is a measure of the extent to which the risk can be controlled or
mitigated through management measures. To further illustrate the risk
and risk descriptions, consider a risk assessment of a chemical process
plant. The risk description is as follows:

a: The causation of the event is considered, e.g., the risk event is
caused by a terrorist attack.

C : A supply chain production loss is considered, e.g., the company
will lose 20 million euros.

M': Mitigation barriers are considered, e.g., the emergency shutdown
system works successfully.

U : The uncertainty on a,C, M.

3. Method
3.1. Foundations of the approach

Before presenting and discussing the suggested approach for risk
management, it is important to clarify the underlying assumptions.
Some of the assumptions face controversies in the risk field.

e Definition of stakeholders: The definition of “stakeholders” is not used
consistently in the literature and may at times cause confusion. The
definition of stakeholder is founded on Freeman’s early stakeholder
theory. In some management literature, distinctions are made be-
tween stakeholders and the public. To avoid ambiguity, this study
adopted the IRGC [31] definition: “a stakeholder is an individual or
an organized group that is or will be affected by the outcome of the
risk event or the activity”. Thus, stakeholders include both those
directly affected (organized) groups and also directly affected (un-
organized) public.

o The role of stakeholders: There are two main types of actors in con-

ventional risk management-decision-makers who carry re-

sponsibility for the decisions and risk analysts with expertise in risk
problems. In this approach, stakeholders are the third type of actors,
and they are viewed as people with experiential and value-based
knowledge who can provide valuable insights to supplement
rational analysis. Their preferences, interests, and values can provide

a basis for experts in decision-making processes on what aspects to

analyze. At the same time, they are invited to make decisions

regarding risk ranking and prioritizing risk treatment strategies.

Subjectivity: Some may be skeptical of the involvement of stake-

holders’ emotional perspectives of risk, arguing that this would

introduce subjectivity to risk analysis. However, risk analysis is not a
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Fig. 1. Bow-tie diagram representing risk scenarios. The black, white, and striped boxes represent different types of safety barriers.

purely objective activity, encompassing value judgments [32]. On
the one hand, risk analysis relies on experts’ experience, memory,
and common sense and is susceptible to bias [33,34]. On the other
hand, the judgment manifests itself in using generic categories of
objectives to represent evaluation criteria, such as determining what
consequences to analyze, which group is affected, and more. From a
philosophical perspective, it is preferable to let those who may be
influenced by adverse impacts decide what to analyze.
e Legitimacy: Some may be suspicious about laypeople who do not
receive specific training to make “legitimate” decisions. A reasonable
individual can be defined as who “exercises the degree of attention,
knowledge, intelligence, and judgment that society requires of its
members for the protection of their own and of others’ interests”
[22]. Although laypeople may have more contextual considerations
than experts, they should be able to make reasonable decisions for
themselves and the communities they represent.
Uncertainties and conflicts: As differences in how various types of
stakeholders value specific inputs, the increased uncertainties and
ambiguities brought by the involvement of stakeholders in risk
management are inevitable. Nevertheless, disagreements or cogni-
tive conflicts among experts about physical facts are familiar even in
traditional risk analysis. The participation of stakeholders is a way to
help resolve conflicts at an early stage, and it can be systematically
addressed as part of the risk management process. The point is that
we should investigate how to employ negotiation and mediation
methods and tools to deal with the newly brought societal conflicts.
Furthermore, various conflict resolution methods can be found in
scientific literature, such as round tables, mediation, alternative
representative surveys, public hearings, focus groups, and [35,36].

Risk is a future state of the world. Risk assessment is the description
and measurement of risks, seen through the eyes of risk analysts and
stakeholders based on knowledge, experience, and values. Risk assess-
ment is, at least, partially subjective and can cause normative conflicts
among different parties. It may be impossible to reach a consensus
among all parties on what needs to be investigated and what should be
analyzed. However, it is still possible to reach a consensus on how to
solve the risk problem through communication. Our approach is not
designed to seek the best answer, but to find a mutually acceptable
solution.

3.2. An approach for integrating rational and emotional risk management

The starting point of this approach is that a decision-maker faces
some decision points associated with the production, operation, and
disposal of systems. For example, implementing a new technology,
choosing a risk management policy, etc. The focus is on Type II risks
with large uncertainties and potential extreme consequences (e.g., ex-
plosions, fires, toxic releases) [37]. Typically, this type of risk has the
characteristics of broad geographical dispersion and temporal extension
and can affect a wide range of people and institutions. Risk assessments
are considered valuable support for decisions in such situations.

The high-level objective of decision-making is not only to minimize
the adverse effects on the environment, health, and safety but also to
take into account human rights, and normative principles to ensure the
decisions are socially acceptable. The stepwise decision-making process
for risk management is presented in Fig. 2. The approach contains six
main steps. The detailed process of the approach is described in the
following subsections.

3.2.1. Step 1: Define risk problem

In the preparation stage, it is essential to clarify what problems are to
be solved, the context of the problem, and the boundaries you want to
cover. This stage contains three main steps:

Step 1.1 Define the risk problem and objectives
Step 1.2 Establish internal and external context
Step 1.3 Set the system boundaries

In the beginning, it is essential to have a clear scope of what needs to
be analyzed. The selection of problems can be made through internal
company meetings or by consulting external experts. When the decision
problem is identified, the context that frames the problem should be
established. The external context incorporates the economic, environ-
mental, political, social, and technological environment that forms the
context for the problem being analyzed. The internal context in-
corporates the elements of the industrial system, for example, estab-
lishment, layout, process systems, safety management systems,
emergency systems, pipelines, storage tanks, among others [38].

To analyze the risk problem, it is necessary to specify the boundaries
of risk assessment. For instance, the period of time over which the ac-
tivities are observed, the length of time after an event occurs for which
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Fig. 2. Overview of the integrated rational and emotional risk management approach.

we evaluate the consequences of that event, the geographical scope
within which consequences are analyzed, among others. The discussion
process and results, including diverse points of views should be formally
documented and publicly reported.

3.2.2. Step 2: Stakeholder analysis

Stakeholder analysis is a newly brought step in this approach
compared to the status quo. The aim of stakeholder analysis is to assign
different tasks to different stakeholder groups. Generally, stakeholder
analysis incorporates the following procedures:

Step 2.1 Identify stakeholders
Step 2.2 Establish contacts with stakeholders
Step 2.3 Determine stakeholders’ participatory strategy

Identifying who has stakes in risk problems is the first task in
stakeholder analysis. This could be done by brainstorming or finding
documentary information and research articles, or through a series of
meetings or focus groups [39]. For example, in the safety management

system, the types of stakeholders may include [40]:

The plant (e.g., owners, managers, labor force)
The public (e.g., affected people)

Public authorities (e.g., local government)
Emergency responders (e.g., firefighters,
responders)

Others (e.g., business organizations, research institutes)

medical emergency

Once the general stakeholder groups are identified, it is time to
establish initial contact with stakeholder groups. This could be done
through public meetings. In these meetings, it is essential to choose
representing individuals of each stakeholder group that who are ex-
pected to participate in the management process and ensure their will-
ingness and availability to participate.

After the stakeholders have agreed and accepted the stakeholder
participation plan, the targeted participatory techniques need to be
determined to support a practical stakeholder participation process.
There are various participation techniques can be used to achieve this
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goal based on the aim of participation. For instance, newsletters, reports,
presentations, public hearings, and internet webpage are suitable for
informing or educating stakeholders about risk events. Interviews,
questionnaires, surveys, citizen advisory panels, and Delphi techniques
can help obtain stakeholder information. Multicriteria analysis, work-
shops, round tables, and focus groups are suitable for directly engaging
stakeholders in decision-making [35]. Available time, budget,
geographic locations, stakeholders’ availability, and degree of
complexity of participation are factors that need to be taken into account
when determining participatory strategies [41]. The determination of
stakeholder participatory approaches should balance those aspects and
communicate with stakeholders until all groups have agreed with the
final engagement plan.

3.2.3. Step 3: Risk description and risk analysis

This step has two main tasks: (1) define how risk is described and
represented in risk analysis, and (2) use scientific tools and methods to
analyze those attributes to attain an overall picture of risk. The rational
concept of risk based on frequency and consequences is still a necessary
basis, but it may not be able to capture the complexity and diversity of
risk. Risk description is proposed to open the opportunity to integrate

1 Cat 1. Source

Journal of Safety Science and Resilience 7 (2026) 100203

rational and emotional factors in risk assessment.

(1). Rational criteria. The actual damage linked with the occurrence
probabilities of an event is the focal point of the rational concept of risk.
Risk analysis based on the rational concept of risk is to capture the
objective nature of risks (physical impacts). Therefore, the conventional
description of the extent of damage and probability is appropriate to
represent the rational concept of risk. Scientific risk analysis performed
by experts is considered the most appropriate way to achieve safety
goals. More detailed analysis and higher degree of qualification are
helpful for meaningful results. Well-known approaches such as Quan-
titative Risk Analysis (QRA) are commonly used for risk analysis.

(2). Emotional criteria. The emotional concept of risk highlighted the
subjective risk perception that deviated from the rational risk concept.
Societal, psycho-perceptual, and contextual concerns from stakeholders
should be treated as valid inputs in the risk description process. It should
be noted that the risk description in formula (4) only provides a simple
framework that allows risk to be described mathematically. Identifying
more specific indicators associated with each dimension is necessary,
allowing risks to be calculated and compared.

Causation ‘

— Cat 2. Consequence

Manmade/Natural ‘

Voluntariness ‘

Common/Dread ‘

Risk description

— Cat 3. Management

Controllability |

Social impact ‘

Exposure ‘

Equity ‘

Fairness ‘

Trust ‘

Personal control ‘

— Cat4. Uncertainty

Level of management ‘

History of bad practice ‘

History of records ‘

Scientific knowledge ‘

Personal knowledge ‘

N e N O AN IR N e RN NN

Familiarity ‘

Fig. 3. A non-exhaustive overview of criteria of risk, based on [3,16,22,42,43-45].
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In practice, risk analysts should work closely with stakeholders to
define how their perceptions can be quantified and integrated into risk
assessments. Typically, the identification process involves directly
soliciting stakeholder opinions through formalized deliberation ap-
proaches, such as a series of facilitated workshops or interviews. To
avoid a fixed mindset, a list of pre-defined risk indicators can be pro-
vided to guide discussions while allowing stakeholders to modify, add,
or remove indicators. Several scientific studies have explored the in-
dicators, and those lists are not identical; see [3,16,22,42,43-45]. Some
factors irrelevant to the industrial sector risk assessment for significant
accidents are excluded. Some variables with similar meanings were
merged into one indicator. Finally, we summarized and compiled a list
of indicators for this study. Those indicators are grouped into four cat-
egories based on the risk description formula (4) previously introduced,
aligning with its four key components: sources, consequences, uncer-
tainty, and manageability (as shown in Fig. 3).

Indicator cat.1 Source

Causation: It distinguishes the ways in which cause harm or risk
(intentionally, recklessly, or negligently). It is a concern relating to
moral responsibility. From a moral perspective, intentional action is
more unacceptable than negligent [22].

Manmade/Natural: It concentrates on whether risks are induced by
human factors or natural hazards. Risks induced by humans seem to
be a greater worry than natural risks [3,45].

Voluntariness: It concerns with an individual’s ability to decide his/
her exposure to a given risk. Voluntary risks are less troublesome
than involuntary risks [42].

Indicator cat.2 Consequence

Common/Dread: It is a subjective concern associated with conse-
quences. It refers to the emotional response to risks and can be called
“fear of harm™ [3,45]. The fear of harm may be aroused from unusual
experiences, ethical concerns, affect sensitive people, etc [44].
Controllability: It is related to whether risks are easily reduced or not
easily reduced [3].

Social impacts: Physical effects will interact with psychological,
cultural, social, and institutional processes that amplify or attenuate
public experience of risk and result in secondary (social) impacts
[46]. It includes economic impacts, environmental impacts, ecology,
psychological impacts, etc.

Exposure: It refers to the number of people exposed to the adverse
effects. It might be possible to merge it into “dread” [16].

Equity: Allocation of risks and benefits. It is concerned with whether
risks and benefits are distributed equally [45].

Fairness: It is related to the distribution of adverse consequences
(equitable and inequitable) [22].

Indicator cat.3 Management

Trust: It is defined as the public trust towards government, experts,
and company. People are more concerned about risks when they do
not trust the people or system that manages them [44].

Personal control: It is related to the personal skills of the risk bearers
to avoid adverse effects [44,45].

o Level of management: It refers to the ability and resources of the
company to prevent or mitigate accidents [44].

History of bad practice: It refers to the previous history of accidents
in relation to the company [44].

Indicator cat.4 Uncertainty

History of records: This is related to the frequency of occurrences of
hazards in the past. For instance, did such accidents occur in similar
facilities in the past decades? [44,45].
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e Scientific knowledge: This indicator is concerned with the extent to
which the risks are understood by the scientific community, for
example, a lack of knowledge about precisely which factors may
influence the consequences or likelihood of a given risk [44].
Personal knowledge of experts: It refers to the experts’ knowledge
about the mechanism of risk [45].

Familiarity: It is related to the public’s knowledge about the mech-
anisms of risks. It can also be referred to as personal experience and
associated with accessibility to information [3,45].

It is worth noting that the identified list of indicators is intended to
provide guidance for practitioners. In practical applications, other un-
identified factors may exist. The identified indicators will be used as
supplement criteria to the rational concept of risk and together as the
main criteria in the following risk assessment steps.

Some information presented in the criteria is evident, such as
whether the risk event is manmade or natural-induced. However, some
elements of the criteria require detailed risk analysis and expert judg-
ment. When “consequences” appear in the rational approach, these
usually refers to the outcome or the events that have occured. Typically,
it is calculated as the direct impacts brought by physical changes (i.e.,
pressure changes, temperature changes). Since emotional values are also
regarded as aspects of the nature of risk in this category, some input to
societal and psycho-perceptual variables in risk analysis may come from
affected stakeholders. Those variables may not easily be quantifiable,
but there exist some specific approaches exist to measure this type of
data indirectly using indicators such as willingness to pay (WTP), will-
ingness to accept (WTA), quality-adjusted life years calculation (QALY),
and the alike. However, some may prefer to utilize social science tech-
niques such as focus group discussions, surveys, questionnaires, and
interviews to maintain the richness of the criteria.

3.2.4. Step 4: Risk calculation and risk evaluation

The aim of this step is to define whether a risk is acceptable and to
identify what scenarios/risks require further risk treatment.

The rule of risk evaluation behind the rational approach is that “the
calculated risk is sufficiently low.” The premise is that there is a standard
risk acceptance criterion that can be used to compare a calculated risk
level with this absolute criterion. A risk is unacceptable if the risk value
exceeds the criterion. Generally, social risk acceptance criteria are
deemed appropriate for this type of problem, as risk acceptance criteria
are usually focused on the numbers of fatalities and frequencies. For
instance, the absolute risk criterion, which is used more often, is “the
frequency of death due to a specific hazard shall not exceed 107° per
person-year” [47]. Instrumentally, the risk matrix and FN curves (fre-
quency versus numbers of fatalities) can be used as visualization tools to
better understand risks [2].

However, the absolute risk criteria lose their meaning when stake-
holders’ input is considered. Additional criteria, in addition to proba-
bilities and consequences, will influence the acceptance of risk. Risk
perceptions play an important role in this context. For example, the
calculated level of a risk may be situated below certain risk acceptance
criteria, but it may be judged unacceptable due to its unequal distribu-
tion of adverse effects. Different from the rational approach, which fo-
cuses on the expected utilities, in this approach, additional focus should
be paid on the moral rightness of the risk action or the consequences.
From the physical aspects, “the uncertainties and possible consequences
(e.g., loss of lives) are required to be reduced to a level that is as low as
possible.” The residual criteria can be evaluated through weighing the
burdens and benefits [48]. For example, exposure of a person to a risk is
deemed acceptable if and only if one or more normative rules are
satisfied:

M The exposure is outweighed by a more significant benefit
W This exposure is voluntary or works to his/her advantage
M The exposure is part of an equitable social system of risk-taking
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M The exposure can be avoided by adopting precautionary measures

In theory, there can be universal normative rules among certain
groups or specific members. Hence, instead of applying objective risk
criteria so everyone receives the same treatment, risk analysts can
consult the affected groups through negotiation and mediation methods
to define risk acceptance criteria.

3.2.5. Step 5: Risk prioritization

Risk prioritization is conducted to systematically compare different
risks to decide which risks are more severe. The objective of this step is
to reconcile perspectives among experts and stakeholders to obtain a
generally accepted risk ranking. It starts with risk ranking based on a
rational concept of risk (rational risk ranking). Then, a risk ranking with
additional emotional considerations is conducted. We refer to it as
emotional risk ranking to distinguish it from rational risk ranking.
Finally, the two risk ranking results will enter a negotiating process until
a final generally accepted risk ranking is achieved among stakeholders.
There are many different types of consensus methods that may be used
to synthesize stakeholders’ opinions. Delphi, nominal group technique
(NGT), and consensus development panel approaches are the most
commonly used formal consensus methods in group decision-making
[49]. The rational and emotional risk ranking methods are compared
and discussed in the following context.

(1). Rational risk ranking. Expected value is a commonly used method
in standard risk ranking. It is established on a rational concept of risk
probability and consequences. For instance, the expected value of a risk
can be interpreted as the center of gravity of the probability distribution
of the weighted average of all possible outcomes. Mathematically, it can
be written as:

R = Z DG ()
i1

where n is the number of accident scenarios i, p; is the probability of
occurrence (per year) of scenario i, C; are the consequences (fatalities) of
scenario i.

The rational risk ranking procedure according to the rational
approach is straightforward. After determining the scenarios, the
probabilities and consequences of the scenarios need to be determined.
Furthermore, the data are integrated based on a risk calculation formula
consisting of probability and consequences which can be prioritized.

(2). Emotional risk ranking. If stakeholders require additional
emotional aspects to be considered in risk ranking, approaches that
could combine rational and emotional attributes are needed. There is no
unique method to tackle this problem. Those methods vary according to
whether the outcome is semi-quantitative or qualitative. We summa-
rized some key methods and their main steps to tackle this problem.

Qualitative risk scale is a method proposed by Gardoni and Murphy
[22] and in this work, they first proposed adding a “source” dimension
to the risk definition. Qualitative risk scale is a simple and quick
approach focusing on crude grading for each risk. It is conducted by
combining all the levels of each attribute to create a composite scale.
Risk ranking according to the qualitative risk scale can be performed
based on the following procedure. Firstly, each criterion of risk should
be classified by some type of categorization system, e.g., low, moderate,
high. The classification of levels can be derived based on experts’ or
stakeholders’ opinions. Secondly, the possible combinations of the di-
mensions are grouped and ranked and form a specific risk scale. Ulti-
mately, risks can be compared and prioritized using the developed risk
scales.

The integrated quantitative and qualitative (Q&Q) risk index is a
method developed by Reniers and Van Erp [23] to combine emotional
and rational considerations. The emotional factors could be seen as
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influencing factors that amplify or attenuate rational risk.

- pC
B ) ©

where f; is policy factor that varies with the degree of participation in
the risk due to event/scenario i being voluntary, E; is a parameter rep-
resenting an equity principle, and F; is a parameter representing a fair-
ness principle, a is aversion factor towards consequences, and b is a
factor representing the level of recklessness of a risk decision. In the
integrated Q&Q risk index approach, the qualitative data are calculated
by a scoring system (0.1-very low, 0.5-low, 1-medium, 1.5-high, 2-very
high). In theory, this approach should be based on an empirical analysis
and represents the realistic link between quantitative and qualitative
data. Nevertheless, in the current situation where theoretical and
empirical data are insufficient, the relationships between parameters are
largely based on subjective assumptions. For example, it assumes that a
higher level of voluntariness, equity, and fairness results in a lower level
of risk. This is true because such risks will be prioritized lower than risks
with lower voluntariness for decision-making. Secondly, f, E, F are
dimensionless parameters, and the determination of their ranges of
values would have significant effects on the risk value. The suggested
value range of these parameters is from 0.1 to 2. It implies that invol-
untary risk ($=0.1) is 20 times higher than voluntary risk (=2). How-
ever, some psychology surveys reflect different outcomes; this number
in [42,43] is 1000 and 100 respectively.

This method is established as a function of the expected value and
weighted sum of the scores of subjective considerations. The rational
aspects are similar to the standard approach. The emotional elements
are calculated as a composite score obtained by multiplying scores and
weights. Mathematically, it can be written as:

Ri = PiCi Z w; X Xi (7)

where w; is the weight of each criterion of risk, X; is the score of each
criterion of risk. Typically, weighted scoring can be conducted according
to the following steps. Firstly, the variables need to be classified into
several categories by communication between risk analysts and stake-
holders. Then, each category needs to be assigned a score (i.e., 1, 2, 3)
for further calculation. To assign weight to an attribute, a range of Multi-
Criteria Decision Analysis (MCDA) weighting methods can be used (i.e.,
AHP, swing weights) [50,51]. Specifically, the research group of Car-
negie Mellon University developed a standard procedure of deliberative
risk ranking, and the weights are derived based on stakeholders’ pref-
erence [52]. This approach is much easier compared to conventional
MCDA methods. At last, the overall scores and weights are calculated to
derive the overall value of risks.

3.2.6. Step 7: Risk treatment

Risk treatment comprises (1) decision-making and (2) implementa-
tion of risk treatment strategies. The focus of decision-making is to
compare and select the most optimal risk treatment strategies by
weighing the impacts brought by the alternatives on risks. Decision-
making is an iterative process; this step often requires reassessing the
impact of risk treatment measures when new risk treatment strategies
are to be compared. There are many decision tools that can be used to
assess risk treatment options. Generally, the cost of implementing the
risk treatment strategy is the only criterion in addition to risk in the
standard approach. When it comes to emotional-based approaches,
sometimes other ethical and societal factors also need to be compared.
There are many other criteria that may be considered. Examples include
cost, timing, equity, fairness, administrative efficiency, compatibility,
individual freedom, etc., to deal with this variety of normative criteria,
negotiation tools such as workshops, focus groups, MCDA and whatever
you can apply.

Implementation involves reviewing the decision process as well as



Y. Xu et al.

implementation of the decision. In practical implications, the outcome
of decisions usually cannot keep everyone satisfied. Review is a step to
review the decision procedure, the result of decision, and the decision
itself. For instance, when reviewing, issues that should be focused on
may include [53]: are the decision processes documented and traceable?
Are all the relevant stakeholders identified? Are there some concerns
from stakeholders that have not been considered? In theory, the decision
should ensure that no critical protest exists. The opinions of the mi-
norities or the presence/absence of controversy over the issue should be
documented. If there is no critical protest towards the decision, imple-
mentation of the final option can be carried out.

4. An illustrative example

The proposed stepwise approach is applicable to a number of Type II
risk problems (major accidents that occur in low frequencies and huge
consequences) [23]. This section aims to use an illustrative example to
demonstrate the applicability of the approach to fundamental modeling
instead of its application to a specific case. Thus, we do not go into the
details about every step of the approach. The primary focus is on how
risk is described and prioritized with consideration of emotional factors.
Nevertheless, to make the example more concrete, a hypothetical site
selection problem for an ammonia plant was chosen to provide further
details. The rationale for selecting this risk problem is that site selection
involves multiple factors and requires a combination of scientific risk
assessment, ethical considerations, and stakeholder participation, by
which the proposed risk management approach can be clearly illustrated
and compared.

4.1. Problem definition

The example considers the problem of deciding where to locate an
ammonia plant. After a preliminary site screening of land policy, regu-
lations, traffic conditions, public facilities, and other issues, three
alternative locations are being considered for the following risk assess-
ment and decisions:

M Location A: an industrial park
B Location B: a suburban area
M Location C: a flood-prone area

To analyze and compare the risks of major hazards of each location,
three representative accident scenarios are selected for further risk
assessment based on regulatory requirements, historical data, and
environmental characteristics: (1) location A: a domino effect leading to
damage of ammonia containment and a gas cloud of ammonia caused by
the neighboring plant in the industrial park; (2) location B: a major
accident within the plant leading to an ammonia cloud to a residential
area; (3) location C: a large-scale leakage of ammonia caused by a flood.
In the following context, they are referred to as RS1, RS2, and RS3.

4.2. Stakeholder analysis

One of the primary goals of the approach is to reconcile different
values between scientific risk assessment and stakeholder risk percep-
tion. A broader risk characterization that can reflect the concerns of
stakeholders is required. In this example, five groups of stakeholders,
including ammonia plant, local government, Non-Government Organi-
zations (NGOs), residents, and the neighboring plant, are involved in
risk management process.

On one hand, the plant itself, including owners and managers, con-
sists of an important type of stakeholders. The local government has a
financial stake by funding part of the construction costs of the plant.
Another important group is Non-Government Organizations (NGOs).
When it comes to major accidents, their stakes are primarily focused on
environmental protection, public health, and social justice. Local
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residents are crucial stakeholders in the operation of ammonia plants, as
they are vulnerable to major accidents. Their stakes involve various
aspects of safety, environment, and social well-being. Finally, the
neighboring plant in the cluster park will also be threatened by major
accidents that could have a negative impact on production and the
economy.

4.3. Risk description and risk analysis

The approach focuses on reconciling different values and interests to
reach a consensus among stakeholders. Broader risk characterization
that can reflect the concerns of affected groups and the public is
required. Following the procedure in Section 3, we assume that a list of
concerns, in addition to rational criteria, has been gathered through
dialogs among stakeholders:

M History of records: it concerns the history of accidents regarding
similar facilities

M Social impacts: it denotes the greatest environmental impact in a
single event

H Controllability: it examines if risk is easily/not easily reduced

M Knowledge: it refers to current scientific knowledge of the cause-
effect mechanism of risk scenarios

W Dread: it refers to emotional response towards risks

To determine the level of the emotional criteria, a crude qualitative
risk analysis (low, moderate, high) can then be carried out by risk an-
alysts. The categorization of different variables can be conducted
through a series of questions posed to stakeholders. For instance, how
many deaths do you think should be rated as low, moderate, and high?
To illustrate, we assumed a categorization system was established to
classify risk attributes into three levels based on stakeholders’ risk
appetite (as shown in Table 1).

After the criteria of risk analysis are determined, risk analyst con-
ducted risk analysis to collect data regarding the criteria. The rational
criteria of risk that probability and consequences can be estimated based
on the classic QRA approach. Those emotional aspects are assessed by a
scoring system: low=0.1, moderate=1, high=2. Since our purpose is to
demonstrate how the decision process works, the risk analysis has been
simplified, assuming the value of those risk criteria are known. The
illustrative results of risk analysis are listed in Table 2.

For the sake of clarity, the underlying assumptions of rating of

Table 1
Hypothetical criteria developed for this example.
Criteria Rating
Low Moderate High
History of History provides History evidence is  History evidence is
records no records recorded but from recorded within the
a considerable past few years
time ago
Controllability ~ Easily reduced Partially Difficult or
controllable impossible to

Social impact

Knowledge

Dread

Minimum and
negligible
environmental
damage

A large amount of
information and
historical data are
available

Only employees or
workers within
the plant/park are
impacted

Moderate and
immediate
environmental
damage

Some factors and
variables are
unknown, but the
model used is
reliable

Many people,
including the local
community, will be
affected

control
Large-scale and
long-lasting
environmental
damage
Information and
historical data are
very limited or
absent

Widespread impact
beyond the local
community,
potentially affecting
a large population.
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Table 2 Table 3
Ilustrative risk analysis results. Results of standard risk ranking approach.
Criteria Risk Scenario (RS) Risk scenario Risk value Risk ranking
RS1 RS2 RS3 RS1 15 €/ year 3
RS2 200 €, 2
Frequency (year) 1x1077 1x107* 1x107° RS3 1200 é/yezrar 1
Consequence (€) 1.5 x 108 2 x 10° 1.2 x 108 y
History of records 0.1 2 0.1
Controllability 2 1 2 . . .
Social impact 1 1 5 would be the most appropriate site to construct the ammonia plant.
Knowledge 2 1 1 Based on the criteria defined, location B is the second-best selection, and
Dread 1 1 2 location C is the worst choice.

emotional criteria are illustrated below:

4.3.1. History of records

A score of 2 has been given to RS2 because the accident database
shows the record of major ammonia accidents in the past few years. By
contrast, a score of 0.1 has been given to RS1 and RS3 because there is no
evidence of similar accidents in history.

4.3.2. Controllability

A score of 2 has been assigned to RS1 because the multiple chemical
plants in the industry park increase the complexity of managing the
interactions among different facilities. A score of 1 has been given to RS2
because the complexity of a single event is relatively moderate, and the
event can be partially avoided. A score of 2 has been given to RS3
because the flood may damage the safety control system, and floods may
accelerate the spread of chemicals and expand the geographical area of
pollution.

4.3.3. Social impact

A score of 1 has been given to RS1 and RS2 because the release of
ammonia will affect a large area of soil and cause harm to the ecosystem
but not necessarily a catastrophic one. A score of 2 has been given to RS3
because the spread of ammonia contamination might affect a broader
geographic area.

4.3.4. Knowledge

A score of 2 has been assigned to RS1 because domino effects are a
kind of complex and highly uncertain process. It is hard to give an ac-
curate prediction of the occurrence probability and consequences. A
score of 1 has been given to RS2 and RS3 because although similar ac-
cidents don’t occur often, the knowledge of the cause-effect mechanism
of a single event is higher than domino effects.

4.3.5. Dread

A score of 1 has been assigned to RS1 because the large-scale release
of ammonia may cause casualties in nearby chemical plants. A score of 1
has been given to RS2 because it can directly affect the vulnerable
populations living nearby. People may feel dread when facing such
events. A score of 2 has been given to RS3 because the impacts brought
by the leakage of chemical substances into a flood is highly unpredict-
able. The influence may be long-lasting and cannot be observed.

4.4. Risk prioritization

4.4.1. Rational approach

The focus of the rational approach is on safety and technical aspects.
The natural way is to perform QRA on the criteria of consequences and
associated probabilities, see formula (5). The ranking is expressed in
ordinal order, with 1 being the highest-ranked risk and 3 being the
lowest-ranked risk (Table 3).

From the results, the rankings of different risk scenarios can be
observed. Following the rational risk ranking, RS3 is the highest-ranked
risk. From risk management point of view, location A, an industrial park,
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4.4.2. Emotional approach

When applying an emotional approach, it is essential to consider
stakeholders’ emotional criteria across different risk scenarios. To
illustrate, the risk index method (see formula (6)) is applied to measure
and integrate emotional factors into risk ranking. In this example, we
assume that the history of records, severity, social impact, and dread are
positively correlated to risk value, while controllability and knowledge
are negatively related to risk value. Finally, the overall risk scores are
obtained following the procedure mentioned in Section 3. Based on the
scores, a ranking of risks are obtained (Table 4).

Based on the results, the rankings of different risk scenarios can be
observed. In both ranking approaches, RS1 achieved the lowest score,
but the rankings of RS2 and RS3 changed. Despite RS3 receives higher
score than RS2 when only probability and consequences are considered.
However, with additional consideration of the emotional factors
assumed above, RS2 receives the highest score among the three sce-
narios. Accordingly, if emotional risk ranking is applied, location A
might be the best construction site. In contrast, suburban areas became
the least favorable option.

4.4.3. Discussion and negotiation

After obtaining the results of two different risk ranking strategies,
risk analysts and stakeholders should discuss the results and reach a
consensus. Different opinions regarding categorizations may exist. As
mentioned in Section 3.2.5, some mediation techniques can help to
achieve consensus. Due to this being an illustrative example, we assume
that the stakeholder groups reached an agreement on how risks are
prioritized through the consensus methods. The three risk ranking re-
sults are listed in Table 5.

After discussion, a final generally accepted risk ranking is developed.
RS2 has the highest risk and is considered the least suitable location for
ammonia plant construction. RS1 receives the lowest risk level.
Accordingly, location A is considered the most suitable place to
construct the ammonia plant.

5. Discussion

Technology risks brought by human activities constitute the most
major adverse impacts on the safety and well-being of individuals, social
groups, and non-human entities. The conflicts between scientific risk
analysis and laypeople’s risk perception are increasingly intensified.
Prior studies suggested that public distrust in science can be attributed
to a lack of communication and insufficient information. The expert-lay
discrepancies can be explained as the differences between rational and
emotional manner of thinking. In this study, we propose a stepwise in-
tegrated rational and emotional risk management approach that enables

Table 4
Results of emotional risk ranking approach.

Risk scenario Risk value Risk ranking
RS1 0.4 3
RS2 2 1
RS3 0.8 2
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Table 5
Comparison of standard, emotional-based, and final generally accepted risk
ranking of major risk accidents of the three locations.

Risk Standard risk Emotional risk Accepted risk
scenario ranking ranking ranking

RS1 3 3 3

RS2 2 1 1

RS3 1 2 2

stakeholders to obtain scientific information related to risk decisions
that may affect them.

Firstly, a modified risk definition is proposed with the involvement of
the element “human at stake.” The modified risk definition acknowl-
edges the physical components of risk but also objectively or depends on
human judgments. The social science approach to risk believes risk is
constructed within cultures and societies [15]. The concept of risk is
always linked with groups’ values and interests and shaped by human
interventions and social organizations [54]. What is deemed worthy of
investigation may vary depending on the stakeholder group being
considered. Based on the Bow-tie model, risk is represented by four di-
mensions: sources, consequences, management, and uncertainties.
Compared with earlier scientific works on extending risk descriptions,
see [22,23,52], this work provides a more dynamic and adjustable
approach without loss of generality. Contrary to pre-define the attri-
butes, our definition provides a general framework that allows stake-
holders to develop more specific risk descriptions. This indicates that
risk description should not be viewed as homogenous in a society.
Rather, we emphasize individuals’ sovereignty in risks that affect them.
From a long-term view, risk is not static; values are dynamic and can
change with the development of society. Changes in constraints of po-
litical, economic, and social boundaries would introduce new charac-
teristics in risk descriptions.

Secondly, to target major hazards involving potentially high risk and
multiple conflict interests, a systematic risk management procedure
with the engagement of stakeholders is developed. This approach dis-
tinguishes itself from conventional risk management in three aspects: (1)
a stakeholder analysis step that allows affected groups and the public to
engage in risk management process; (2) a risk description step in which
the stakeholders can interpret their concerns to determine what to be
analyzed in risk assessment; (3) a risk prioritization step which is
designed for resolving the conflicts between scientific risk analysis and
laypeople’s risk judgments. In the long run, the approach helps reconcile
conflicts between stakeholders and experts to ensure the solution can be
socially acceptable. This could be seen in the illustrative example.
Obviously, risk ranking based on pure rational thoughts yields a
different outcome compared with risk ranking considering additional
emotional aspects. The plant managers and experts may not be inter-
ested in emotional considerations such as dread and knowledge in risk
ranking. However, NGOs and residents may prefer to have a more
comprehensive description of risk to make a more informative judg-
ment. By involving stakeholders in risk decision-making process, their
concerns and values can be clearly expressed and observed. This deci-
sion is co-determined by stakeholders and risk analysts, which is
believed to be accepted by the plant, local government, NGOs, residents,
and neighboring plants.

This approach is not intended to replace the traditional risk man-
agement framework but to extend it. In the past, risk management norms
considered laypeople’s risk perception to be “heuristics and biases” that
deviated from rational risk analysis [51]. However, many risk percep-
tion studies suggest that layman emotional risk assessment actually
provides richer perspectives for managing risks. Yet, many of these
studies have limited their research findings within the social science
field without direct application in the domains of risk management [33,
55]. Some of today’s risk management guidelines, for example, Man-
aging Risks to the Public: Appraisal Guidance [44] and IRGC risk
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governance framework [31], do acknowledge the importance of
emotional considerations in decision-making. However, they advocate
that risk perceptions and societal considerations are assessed in
“concern assessment” to supplement “scientific risk analysis” to avoid
introduce biases to the system. While it is true that a layman’s percep-
tion can be biased or an error, risk analysts are not immune to mistakes,
especially when provided with inappropriate data. As mentioned earlier,
in situations where data is scarce, experts often use model outputs as
heuristic tools to generate missing information. This reflects the reality
that laypeople usually have unequal access to scientific risk information
when facing some of today’s risks compared to experts. By systemati-
cally involving stakeholders in risk management, they have the oppor-
tunity to voice their views and gain a deeper understanding of the
scientific perspective. Early engagement helps to address and resolve
potential conflicts between expert assessments and lay perceptions from
the start rather than after decisions have already been made.

While this study proposes a possible way to reconcile conflicts be-
tween science and societal acceptance by integrating rational and
emotional perspectives, there are several limitations that require future
development and improvement. The current model represents an initial
attempt to incorporate public values, such as fairness, equity, and
emotional response, into formal risk management. The model is rela-
tively crude, with simplified assumptions about how stakeholders ex-
press their values and interests and how various stakeholders reach a
consensus on an emotional risk ranking. Furthermore, the details of this
methodology remain conceptual and high-level, such as how to identify
key stakeholders, and the interplays of negotiation and discussion pro-
cess. More detailed methodology may enhance the applicability of the
approach. The case study utilized in this paper is hypothetical and
intended to demonstrate the potential of the proposed approach. The
practicality of the approach should be tested with real-life scenarios in
future studies.

In summary, this approach offers a potential solution for reconciling
expert-lay conflicts and enhancing public trust in risk management by
integrating rational and emotional concepts of risk. While the approach
may not always lead to the desired results, the negotiation process is
meaningful to narrow down the gap between experts and the public.

6. Conclusions

This objective of this article was to propose a normative risk man-
agement model aimed at resolving conflicts between scientific risk
analysis and public risk judgments. The article explains the reasons
behind the discrepancies between expert and lay perspectives and
highlights the importance of incorporating stakeholders’ emotional
considerations within risk management.

By updating the risk definition (C,U), with the involvement of
people at stakes 7, this paper emphasizes the indispensability of human
values in shaping the concept of risk. The modification of risk definition
provides a reasonable basis for stakeholders to participate in risk man-
agement. Following this, the paper introduces a stepwise, integrated
approach that combines rational and emotional perspectives in risk
management, specifically designed for risks with high consequences and
significant uncertainties. An illustrative example was presented to
demonstrate the applicability of the approach, showing that following
this systematic procedure enables the effective integration of stake-
holder input into rational risk analysis, ultimately supporting the policy-
making process. Including stakeholders and incorporating their per-
spectives into risk assessment is expected to help bridge the gap between
scientific risk analysis and public concerns.

In the future, the challenge will be utilizing more precise tools and
approaches to manage risks with the approach.
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