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Accurate, Secure, and Efficient Semi-Constrained
Navigation Over Encrypted City Maps

Meng Li"¥, Senior Member, IEEE, Yifei Chen ", Jianbo Gao
Jialing He ¥, Liehuang Zhu
and Xiaodong Lin

Abstract—Navigation services enable users to find the shortest
path from a starting point S to a destination D, reducing time,
gas, and traffic congestion. Still, navigation users risk the exposure
of their sensitive location data. Our motivation arises from how
users can accurately, securely, and efficiently navigate from S to
D while passing through k unordered stops, i.e., midway locations
with a non-fixed visiting order. In this work, we formally define
Semi-Constrained Navigation (SCN) and present a novel scheme
Hermes to achieve accurate, secure, and efficient SCN. Specifically,
we propose a divide-and-conquer approach to strike a good balance
between accuracy and efficiency. It recursively depth-first-searches
the whole area (a navigation tree) and invokes five carefully-crafted
strategies stop-by-stop to compute three subpaths in three se-
quential subareas. We construct a path-distance oracle to encrypt
the road graph and securely implement the strategies by using
homomorphic encryption and garble circuits. We formally prove
the security in the random oracle model and analyze the search
complexity to be less than O (k?). We experiment over a real-world
city map and compare with six baselines. Results show that path
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search with £k = 4 among N = 1000 intersections requires 5.58
seconds with a 3.2% distance deviation rate and an 82.5% path
similarity.

Index Terms—Navigation services, unordered stops, accuracy,
security, efficiency.

I. INTRODUCTION

AVIGATION services [1], [2] in vehicular networks allow
N users to upload a starting point S and a destination D to a
Navigation Service Provider (NSP) that returns a path between
S and D to users. Such a path is generally the shortest path or
optimal, e.g., a path that has the minimum travel time but not
the shortest distance. Being one of the convenient applications
for modern transportation, navigation services offer significant
social benefits such as reducing travelling time, saving gaso-
line, and relieving traffic congestion. The Google Maps [3]
was the most downloaded app in the US [4], and a Morgan
Stanley analyst estimated that it would be worth $11 billion in
2023 [5]. Although convenient, navigation services pose security
and privacy threats [6] to users as untrusted NSPs collect
sensitive location data that expose private activities [7], [8] and
profile users [9], [10]. Therefore, immense research efforts are
spawned on graph encryption [11], [12], [13], [14], [15] and
privacy-preserving navigation [1], [2].

We observe a promising function in Google Maps [16]: a user
can select a few stops, i.e., midway locations, between .S and
D. For example, as shown in Fig. 1, we add two ordered stops
between S and D on the webpage and the NSP returns a path that
passes stop 1 and stop 2in the same order as we have specified.
Another example is that a rider can add extra stops when hailing
aride on Uber [17]. The new function provides several benefits
for users. It saves planning time and creates a visual itinerary
making the trip lively [18].

Inspired by this user-friendly function, our motivation is to
navigate from S to (not necessarily different) D while passing
through k unordered stops, i.e., users submit k stops besides
S and D while not requiring the visiting order of the & stops.
We name it Semi-Constrained Navigation Problem (SCNP). For
example, Michelle who just moved to New York recently opens
the Google Maps app to query the shortest path from home
to work while passing the Empire State Building, Rockefeller
Center, and Bryant Park. Meanwhile, she does not care about
how the NSP orders the three locations if the returned path is
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Fig. 1.  Google navigation with two Ordered Stops.

the shortest. This new feature also applies to ride-hailing and
intercity travel.

SCN is appealing for offering more flexibility to users. We
also justify our motivation on Mechanic Turk [19] (See Sec-
tion VIII-A). SCNP is different from the Constrained Shortest
Path (CSP) problem, which looks for the shortest path under
additional constraints. SCNP is indeed strongly associated with
the Travelling Salesman Problem (TSP) and Path TSP. The
difference is that TSP has the same S and D, Path TSP requires
S and D to be distinct [20], whereas our SCNP allows both
assumptions. Research on CSP [21], [22], [23], [24], [25], graph
encryption [11], [12], [13], [14], [15], and privacy-preserving
navigation [1], [2] do not support unordered stops. Therefore,
accurate, secure, and efficient SCN exhibits a different and
complex structure that cannot be efficiently handled by using
current schemes. This necessitates new navigation strategies,
which induces three problems. (1) How to accurately request
the (approximately) shortest path from S to D while passing
through £ unordered stops? Unlike classic TSP where D = S, S
and D in SCNP can be different. Although finding the shortest
path is significant, we choose to acquire an approximate path
that balances accuracy, security, and efficiency. (2) How to
securely solve SCNP? As security matters for navigation users,
we strive to protect users’ location information (S, D, and k
stops) from the untrusted NSP. Intuitively, all the locations and
distances should be encrypted somehow. (3) How to efficiently
navigate and compute over an encrypted city map? The nature
of navigation services requires the NSP to provide efficient
query services to users who value their time. (See discussion
in Section VIII-B). However, the map is a complicated graph
and we recommend a path over ciphertexts, thereby raising the
bar for maintaining acceptable efficiency.

A straightforward approach to solving problem 1 is to first
compute k! permutations of the & unordered stops and compute
the shortest path following the order in k! permutations. For ex-
ample, we can use Dijkstra’s algorithm [26] to compute 4! = 24
shortest paths given four stops P;, P, Ps, and Py. To guarantee
security for this approach, we can adopt graph encryption [11],
[12], [13], [14], [15] to secure all locations. However, it will
incur a huge computational and communication cost.

In this work, we propose a divide-and-conquer approach to
group the k unordered stops into different subareas and compute
a subpath in each subarea sequentially. In this regard, we need
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to cope with four technical challenges. (1) How to group stops
into subareas and orient them toward vector SD when locations
are encrypted? After graph encryption, it is difficult for NSP to
group and orient stops over ciphertexts. (2) How to bridge the
navigation between two sequential subareas? The connections
between two sequential subareas are essential to computing
two corresponding subpaths, e.g., looking for a contemporary
D for current subarea. (3) How to compute a subpath within
each subarea over the encrypted graph? Different subareas have
different navigation features, calling for different navigation
strategies. For instance, navigation from S to the stops below
S somehow circles back to S, but the navigation between S to
D appears to be a zigzag. (4) How to reduce the query time
to provide efficient navigation services while not sacrificing
accuracy and security? Users are eager to acquire a navigation
path, thereby putting a strict requirement on the NSP to complete
path searching.

We address the four challenges by designing a secure navi-
gation algorithm consisting of five strategies. A straightforward
way is to hop to the nearest stop. However, it may not produce the
shortest path. To guarantee navigation accuracy and reduce the
search time, we strike a balance between accuracy and efficiency.
We propose to organize the whole area into a navigation tree,
recursively depth-first-search the tree, and securely invoke the
five strategies stop-by-stop to compute three subpaths in three
subareas.

1) Group: The k stops into three subareas SAXY, SAMid,
S AHigh according to S, D, vector SD, and two orthogonal lines.
We determine which subareas each P is located in by securely
computing the Numerator of Cosine Similarity (NCS) between
SD and SP and NCS between DS and DP, and securely com-
paring with 0, solving the first challenge. This is facilitated by
performing ciphertext computation via additively homomorphic
encryption [27] and secure comparison via garbled circuits [28],
[29].

2) Bridge: The three subareas by computing two bridge points
B and Bs, solving the second challenge. B; is the vertically
nearest (to S) stop in SAMY as a contemporary D’ computed
by ciphertext computation and secure comparison. Bj is just set
as the final D since S AMi%’s destination cannot be computed in
advance. After grouping and bridging, we invoke three naviga-
tion strategies to compute a sub-path in each subarea, solving
the third challenge.

3) Orient-Split-sCan-Hop (OSCH) for S A™Y : orient B; and
stops { P; } in S A% toward vector SD by computing the NCS of
SD’s orthogonal vector and SB1 (SP;) over ciphertexts, decide
which semispace S.S of SA™Y to visit first by observing the
orientation of P and {P; }; split the first S.S by drawing vector
SD’; scan the P with the maximum/minimum angle /P B S;
hop to P through greedy heuristic, and restart grouping. (4)
Vertically Nearest Hop (VNH) for S AM: hop to the vertically
nearest (to .S) stop and group. (5) Orient-Split-Pull-Hop (OSPH)
for S AHEN: orient current S and stops in S AHE" to sequentially
visit the two semispaces of S A" split the first semispace by
drawing vector S’D where S’ is the current S; pull the P with
the max/min angle ZP B5S’; hop to the P and group. Finally,
we obtain a complete path.

Authorized licensed use limited to: TU Delft Library. Downloaded on May 22,2025 at 12:44:22 UTC from IEEE Xplore. Restrictions apply.
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We design a data structure called the path-distance oracle to
lay the foundation for efficient constrained navigation and avoid
executing excess security primitives during a path query, thereby
striking a good balance between accuracy and efficiency, solving
the fourth challenge. Our contributions are:

e We propose the concept of SCN and propose Hermes to
facilitate accurate, secure, and efficient SCN. We design a
depth-first-search to recursively invoke five strategies stop-
by-stop to compute subpaths.

® We propose a secure navigation algorithm without sac-
rificing accuracy or efficiency. It invokes seven secure
algorithms constructed from well-integrated cryptographic
primitives, garbled circuits, and data structures. We for-
mally prove the security in the random oracle model.

* We implement a prototype of Hermes. We analyze its time
complexity and thoroughly experiment over the map of Los
Angeles to evaluate the accuracy and efficiency. We also
compare with six baselines to show Hermes’ advantages.

Organizations: We review related work in Section II. We in-
troduce our system architecture, threat model, and performance
objectives in Section III. We review five preliminaries in Sec-
tion IV. We present the proposed scheme Hermes in Section V. In
Section VI, we formally analyze the security. In Section VII, we
show the implementation and performance analysis. Finally, we
give two discussions in Section VIII, provide some justifications
in Section IX, and conclude our work in Section X.

II. RELATED WORK

A. K-Stops Shortest Path Computation and Path TSP

Terrovitis et al. [30] tackled the a-autonomy and k-stops
shortest path problem in large spatial databases. a-autonomy
means the distance between any two stops in the path is not
greater than a and k-stops stipulate that the number of inter-
mediate stops is k. Their solution first applies heuristics to
efficiently retrieve a path that satisfies the constraint a or k.
Then it prunes the search space and eliminates most data points
by using the path length. Lastly, it computes the actual shortest
path, w.r.t. a and k, by using only non-eliminated points. The
search complexity is O(k*N + kN7) where N; is the number
of nodes after pruning. It is worth noting that their objective is
to find k stops from IV nodes and then compute a shortest path,
which is different from SCNP.

Zenklusen [20] proposed a 1.5-approximation for the Path
TSP. Given a complete undirected graph G = (V, E), the objec-
tive is to compute a shortest path between two different vertices
and the path visits every vertex exactly once. He shows that it
suffices to obtain a Held-Karp solution with a well-defined set of
properties to obtain a 1.5-approximation through dynamic pro-
gramming. The search complexity is O(2¥ N2 + N*log, N +
|E|logyN + |E|N?) > O(2"). The difference between Path
TSP and our SCN is that S and D are different in Path TSP.

Traub et al. [31] proposed a black-box reduction from the
Path TSP to the classical TSP, i.e., Path TSP can be approximated
equally well as TSP, by transforming approximation algorithms
for TSP into ones for Path TSP.

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 22, NO. 3, MAY/JUNE 2025

B. Constrained Shortest Path Query

In a constrained shortest path (CSP) query, the objective is
to find the shortest path from S to D whose total cost does not
exceed C. Wang et al. [21] proposed COLA for approximate
CSP over large road networks. They index the vertices locating
on partition boundaries, and apply an on-the-fly algorithm to
compute a path within a partition, which effectively prunes
paths based on landmarks. The point CSP query and interval
CSP query over a large time-dependent graph were studied
in [22]. They are dynamic and evolve over time. Approximate
sequential algorithms are proposed to answer the two queries.
Lu et al. [24] proposed a framework Vine to parallelize the
labeling algorithm to efficiently find the exact CSP solution
using GPUs. They develop a two-level pruning approach to solve
the subproblems by utilizing the GPU’s hierarchical memory
and propose an adaptive parallelism control model to adjust the
degree of parallelism. Gong et al. [23] proposed a skyline query
whose evaluation is constrained by a multi-cost transportation
network and whose answers are off the network. They propose
two approaches based on best first search to find exact answers
and utilize heuristic rules to find approximate solutions. Liu
et al. [25] propose a skyline path concatenation approach to
efficiently construct a 2-hop labeling index for the CSP queries,
which avoids the expensive skyline path search. They design a
rectangle-based technique to prune the concatenation space from
multiple hops and use a constraint pruning method to expedite
the CSP query processing.

C. Graph Encryption

Meng et al. [11] proposed graph encryption for approximate
shortest distance queries with three oracle encryption schemes.
Only the third one is both computationally-efficient and achieves
optimal communication complexity. Their key idea is to build
sketched-based distance oracles and find the set of nodes N
in common between sketches Skg and Skp and return the
encrypted Dist(S, v) + Dist(v, D) forallv € N'. Wuetal. [12]
proposed a cryptographic protocol for city navigation that pro-
vides privacy for user’s location and the NSP’s routing data.
They compress the routing information in road graphs such that
each entry in the next-hop routing matrix is specified by two
bits. The user acquires the next hop on the shortest path to D
after each iteration of the protocol based on affine encodings
and garbled circuits. The number of nodes in the shortest path
determines the rounds of interactions. Wang et al. [13] proposed
a secure graph encryption scheme SecGDB to encrypt adjacency
lists and enable private graph queries. They leverage additive
homomorphic encryption, garbled circuits, and Fibonacci [32]
heap to implement Dijkstra’s algorithm with optimal time and
storage complexities. Based on this work, Du et al. [14] pro-
posed a structured encryption scheme GraphShield. Besides
shortest distance queries, it supports some graph-based queries
(e.g., maximum flow and minimum spanning tree) and more
complicated analysis (e.g., PageRank). This is done by designing
some tailored primitives including representation of decimals,
secure multiplication or division protocols, and activation func-
tions. Unlike the previous works, Ghosh et al. [15] proposed
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Encrypted query results
User

NSP

Fig. 2. System model of hermes.

the first graph encryption scheme for Single-Pair Shortest Path
(SPSP) queries. They encrypt SP-matrix of a graph and process
the recursion, for an unlimited number of recursive steps and
with an encrypted structure growing in graph size.

Hermes advances the state of the art from three aspects:
facilitate an accurate SCN service with k stops that do not have a
fixed visiting order, provide a secure SCN service by protecting
users’ locations from the untrusted NSP, and guarantee efficient
SCN regarding the NSP’s search time.

III. PROBLEM STATEMENT
A. System Model

As portrayed in Fig. 2, the system model of Hermes consists
of three entities, namely user U, an NSP, and a proxy. In the
Setup stage, the user U processes a road graph RG to obtain
path-distance oracles of intersections and an encrypted road
graph ERG. U outsources the ERG to the NSP and distributes
a partial secret key sk from the secret key set S to the proxy.
We assume that the NSP and the proxy do not collude which
has been widely adopted in the literature [13], [33], [34], [35].
Next, holding a constrained navigation query ¢ with &k unordered
stops {P1, P, ..., Py}, U generates a query token ¢, and sends
it to the NSP. The NSP searches £RG by using t,, computes
an encrypted approximately shortest path Easp,, with the aid of
the proxy, and returns Easp, along with the encrypted distance
Edist, to U. We formally define the SCN and secure SCN as
below.

Definition 1. SCN: Given a starting point S, a destination D,
astopset P = {P,..., P}, and a navigation function ', SCN
is to find a sequence S of k different stops in P constituting a
shortest path from S to D passing P:

argmin F'(S,D,{P}) ={(P;,,...,

iy Py

DiS’E(S7 P,

sz)|VS(P1, .. ,Pk) :

.., P,,,D) < Dist(S,S(Py, ..., P),D)}.

Definition 2. Secure SCN: A secure SCN system supporting
approximately shortest path query with %k unordered stops con-
sists of the following four Probabilistic Polynomial-Time (PPT)
algorithms:

* (SK,PK,RG) + Gen(1*,CM): is a probabilistic

generation algorithm executed by user. It takes security
parameter A and city map CM as input, and outputs a

17° Kk
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secret key set S/C, a public key set P, and a road graph
RG.

o ERG + Enc(SK,pk,RG): is a probabilistic algorithm
executed by the user. It takes as input a secret key set SKC,
a public key pk (part of PK), and a road graph RG, and
outputs an encrypted road graph ERG.

* £QR, + PathQuery(SK, ¢; ERG,PK): is an interactive
protocol executed between the user and the NSP. The user
takes a secret key set SK and a constrained navigation
query ¢ = (S, D, Py, P, ..., Py) as input. The NSP takes
a query token t,, an encrypted road graph £RG, and a
public key set PKC as input. During the protocol, the user
computes a query token t, based on ¢ and sends it to the
NSP. After the protocol, the user receives an encrypted
result EQR, = (Easp,, Edist,).

* OR, < PathRecover(SK,EQR,): is a deterministic al-
gorithm executed by the user. It takes a secret key set SKC
and an encrypted query result £ QR, and outputs the query
result QR = (asp,, dist,).

B. Security Model

Now we present the security definition for our constrained
navigation scheme. At a high level, the security protection we ex-
pect from our constrained navigation scheme is that: (1) given an
encrypted road graph ERG, no adversary can acquire any useful
information about the road graph RG and (2) given the view of
a polynomial number of PathQuery executions on an adaptively
chosen constrained navigation queries Q = {q1,¢2,...,¢o}, 10
adversary can acquire any useful information about ¢ or RG.

Such a security notion is not easy to achieve efficiently,
thereby many efficient secure searchable encryption or struc-
tured encryption schemes [11], [36], [37], [38], [39] allow for
some leakage to trade for better performance. We adopt this
relaxation as well. According to [36], [40], [41], this is achieved
by parameterizing the security definition with leakage functions
for system functions which in this work include Enc algorithm
and PathQuery protocol. The leakage functions precisely cap-
ture what information is leaked by the encrypted road graph and
query tokens. Besides the leakage of interactions between the
user and the NSP [11], [36], [38], we should consider the one
between NSP and proxy. We adapt the notion of adaptive se-
mantic security [13], [15], [36], [40], [41] and give its definition
as follows.

Definition 1 (Adaptive Semantic Security): Let II =
(Setup, Enc, PathQuery, PathRecover) be a constrained nav-
igation scheme. Consider the following two probabilistic ex-
periments with a semi-honest adversary A, a challenger C, a
simulator S, and two (stateful) leakage functions L1, Lo:

Real 4(1%):

e A outputs a road graph RG.

e C calculates (SK,ERG) < Setup(1*,RG) and sends

ERG to A.

e A generates a polynomial number of adaptively chosen
constrained navigation queries Q = (¢1, 4o, - .-, ¢,). For
query ¢; (1 <i<o0), A and C execute PathQuery(SK,
qi; ERG, PK). C acts as a user and A acts as the NSP.

Authorized licensed use limited to: TU Delft Library. Downloaded on May 22,2025 at 12:44:22 UTC from IEEE Xplore. Restrictions apply.
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e A computes a bit b that is output by the experiment.

IDeal 4 s(1%):

e A outputs a road graph RG.

e Given L1, S sends encrypted road graph ERG to A.

e A generates a polynomial number of adaptively chosen
constrained navigation queries Q = (¢1,¢o, ..., ¢,). For
each ¢; (1 <i<o), Sis given L2. A and S execute a
simulation of PathQuery. S acts as a user and A acts as
the NSP.

e A computes a bit b that is output by the experiment.

We say that IT is adaptively (L1, £2)- semantically secure if
for all PPT adversaries A, there exists a PPT simulator S such
that |[Pr[Real 4(1*) = 1] — Pr[Ideal 4 s(1*) = 1]| < negl(}).

We adopt a semi-honest model for the cloud server, but it is
interesting to consider a malicious model in the future work.
When the cloud server is malicious, it can be assumed to alter
and neglect both the indexes and the tokens. Such attacks require
checking integrity and completeness by the user. Meanwhile,
efficiency cannot be sacrificed in defending against the malicious
cloud server.

C. Performance Objectives

There are three performance objectives in this work. Function.
SCN returns to users an approximate shortest path from S to D
while passing through £ unordered stops. Efficiency. The navi-
gation system achieves good efficiency regarding computational
costs, communication overhead, and scalability. Accuracy. The
navigation system achieves good accuracy, i.e., low distance
deviation rate and high path similarity.

IV. PRELIMINARIES

A. Bilinear Pairing

Let G1, Gg, and Gp be cyclic groups of prime order p.
A bilinear map e : G; x Go — G is referred to as a Type 3
(asymmetric) pairing if it satisfies the following conditions: (1)
Efficient Computability: e(g1, g2) can be efficiently computed
forany g; € G and go € Gs. (2) Bilinearity: For any g; € Gy,
g2 € Ga, and ay,ay € Z%, the pairing satisfies e(g7*, g52) =
e(g1,92) 2. (3) Non-degeneracy: Forany g; € G1\{lg, } and
92 € G2\{1g, }. e(91, 92) # lGr-

B. Hash Function

A hash function is a deterministic algorithm that takes an
input of arbitrary length and produces a fixed-size output. A
cryptographic hash function H : {0,1}* — {0,1}"™ maps an
input of arbitrary length to an output of fixed size n. One of
its main properties is collision resistance: it is computationally
infeasible to find any two distinct inputs x; and x5 such that
H(J)1) = H(Z‘Q)

C. Homomorphic Encryption

A public-key encryption scheme €2 = (Gen, Enc, Dec) is ho-
momorphic if it has an evaluation algorithm Eval that takes a
function E and a series of ciphertexts (cy,ca, ..., ¢,) where
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¢; = Encpi(m;) as input, and outputs a ciphertext ¢ such
that Decg,(c) = E(my, ma,..., my). If E supports addi-
tion: Encyi(m1 + ma) = Eval(+, Encpr(ma), Encpr(ms)), Q
is called additive homomorphic encryption. Concrete instan-
tiations of homomorphic encryption schemes include Paillier
cryptosystem [42] and BGN [27]. We denote the ciphertext of a
message m under the public key pk as [m].

D. Pseudo-Random Function (PRF) and Pseudo-Random
Permutation (PRP)

Let F': {0,1}* x {0,1}* — {0,1}* be a PRE. The output
of a PRF cannot be distinguished from the output of a ran-
dom function by any PPT distinguisher, i.e., [Pr[DF+()(17) =
1] = Pr[DfO) (1) = 1]| < negl(X), where a key k is chosen
uniformly from {0, 1}". In other words, D is given access to
an oracle O which is either ' or f. D can query O at any point
i to receive O(i). For every D that receives a description of F’
outputs 1 with almost the same probability as when it receives a
description of a random function [43]. A PRF is assumed to be
a PRP when it is bijective.

E. Cosine Similarity

Cosine similarity is a measure of similarity between two
vectors v, vo in an inner product space. It is the cosine of the
angle between v and vo, i.e., the dot product of the v; and
vy divided by the product of their lengths. The cosine similarity
depends only on their angle 6 and belongs to the interval [—1, 1].
Given two vectors of attributes, A and B, the cosine similarity
is computed as:

_ A-B Y AB;
IANBI />, A2/> 0, B2

F. Garbled Circuits (GC)

Sim(A,B)=_Cos(0)

Yao introduced GC [28], [29] for secure two-party compu-
tation in the presence of semi-honest adversaries [44], [45],
[46], [47]. It allows two parties with secret values a and b
respectively to an arbitrary function F'(a,b). The first party C
called circuit generator creates a circuit C with wires. For each
wire w;, C' chooses two random garbled values w?, w}, where
117{ is the garbled value of w;’s value j. For each gate g;, C
creates a garbled table i that allows to obtain only the garbled
value of the corresponding g;’s output given a set of garbled
values of g;’s inputs. C' sends the garbled tables, i.e., C, to the
second party called circuit evaluator E. F obtains the garbled
inputs w; corresponding to inputs of both parties via oblivious
transfer. F evaluates C' on the garbled inputs to obtain the garbled
outputs simply by evaluating the garbled circuit gate by gate,
using 71" [44]. GC’s formal security proof in the semi-honest
model is given in [48]. GC also finds its adoptions in some
privacy-preserving vehicular applications [49], [50].

G. Oblivious Transfer (OT)

OTf, parallel 1-out-of-2 OT of ¢ [-bit strings [51], [52], is a
two-party protocol executed between a chooser A and a sender
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Fig. 3. Overview of Hermes.

B.Fori=1,2,...,t, Binputs a pair of [-bit strings s?, s} and
A inputs ¢ chosen bits b;. Upon the completion of the protocol,
A acquires the chosen strings sf but not the unchosen strings
si_bi, and B learns nothing about b;.

V. THE PROPOSED SCHEME HERMES
A. Overview

At a high level, Hermes consists of four phases. In setup, the
user preprocesses an original city map C.M to obtain aroad graph
‘RG and generates cryptographic keys. A partial secret is sent to
the proxy. In graph encryption, the user computes a path-distance
oracle PD, for each intersection v in ) and encrypts RG to
obtain the encrypted road graph ERG. The ERG is uploaded to
the NSP. In path search, the users holds a constrained navigation
query g and generates a query token ¢, based on ¢. The user sends
t4 to the NSP, which searches £RG by using ¢, and returns an
encrypted query result £EQR, to the user. In path recovery, the
user decrypts £ QR to recover the query result QR , and obtain
the approximately shortest path asp,, and its distance dist,. We
provide an overview of Hermes in Fig. 3 and a table of key
notations in Table I.

B. Setup

The setup consists of Gen that preprocesses a city map CM
and generates keys S/, PX. Hermes makes use of a public-
key encryption scheme {2 = {Gen, Enc, Dec} [27], a PRF F :
{0,1}* x {0,1}* — {0,1}*, a PRP T :{0,1}* x {0,1}* —
{0, 1}*, a collision-resistant hash function H;, and a random
oracle Hy : {0,1}* — {0,1}*. Given a security parameter 1*
and a city map CM, the user proceeds as follows:

e Transform CM into a road graph RG = (V, ), where V
is the set of vertices, £ is the set of undirected edges, and
Wa, v, is the length for each edge (v;,v;) € €.

° Sample four secret keys ki,ko, ks, ky for T4y,T5,
F5, Fy. Weuse T4 (+), T2 (+), F5(+), Fy(+) to denote Ty, (+),
Ty (), Fiey (+), Fi, (+), respectively.

® Run .Gen(1*) to obtain a tuple (q1,q2,n,9,u,h,G,
Gy, e), where G, Gy are groups of order n = ¢1¢2, g and
u are two generators of G, h = u?,ande: G X G — Gy

TABLE I

KEY NOTATIONS OF HERMES
Notation Definition
S, D, By, Ba Starting point, destination, bridge points
{P1,Ps, -, Py} k unordered stops
s Current starting point
D’ Contemporary destination
SD Vector from S to D
oV Orthogonal vector of SD
-0V Opposite direction of OV
S AL g AMid ~ g AHigh. G5 [ Subareas; semispace
q,tq, QR Query, token, query result
aspg, distq Shortest path, shortest distance
SK, PK Secret key, public key
F(-) Pseudo-Random Function
T(-) Pseudo-Random Permutation
Hiy, H2 Hash function, random oracle
RG =V, E) Road graph with vertices and edges
{PDy;}7 4 Path-distance oracles
(v},wj , v?)“}j e ,1}5“)],) Shortest path from v; to v;
8Pvy,v; Shortest path from v; to v;
sdy; v J Shortest distance from v; to v;
(z,y) Pair of coordinates of node
Ku; s Tv; s Arrvi Secret key, random number, array
DX, a,B Dictionary and temporary parameters
addy, Location of Arry,
ERG Encrypted road graph
TzsT, Tys], Txal, Tyal Encrypted coordinates of S and D

is a bilinear map. Set pk = (n, G, G1, e, g, h) and sk = q1;
compute g; = e(g, g) of order n, hy = e(g, h) of order ¢;.
We denote Q.Enc,,(m) = ¢g"h" mod n by [m] [27].

e Publish PK = (pk,g1,h1) and set SK = (kq, ko,
ks, ks, sk); send sk to the proxy through a secure
channel.

C. Graph Encryption

The graph encryption consists of Enc that encrypts a road
graph RG. Given a road graph RG, the user computes the short-
est paths and distances for all nodes by using the Floyd-Warshall
algorithm [53] to obtain path-distance oracles {PD,,}7 ;.
PD,, = {PD,’ }(v,;ev)> Which contains the shortest path and
its distance from v; to other nodes:

v 12 L
PDy = (v, Vjiy Vy,u0 Vg - - vij,sdej), (1)
where (v, , 03, -, 0y, ) is the sequence of nodes that

the shortest path from v; to v; traverses by. For example, as
depicted in Fig. 4, there is a shortest path sp,,,, from node
v1 to node vo and the shortest distance is Sdy,q,- PDgf =
(1, 02,03, Vg, Sy, 0, )-

Next, the user encrypts RG by encrypting the N path-distance

oracles as follows.

e For each node v; with a pair of coordinates (x, y), the user
randomly chooses a secret k,,, and a number 7, .

e For each PDZ-Z, the user creates an array Arr,, with
the first location Arr,,[0] = ((Encyk(z)||Encpr(y))®
Hy(ky, ||, ) To, ). The user computes the permuta-
tion of the N nodes (7i(v1),...,T1(v,)) to store
N vpath-distance oracles PD,,. For each location
T1(vj), the user chooses a random number 7,
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Fig. 4. An example of encrypting and storing PD,,, .
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Fig. 5. Four cases of constrained navigation.

and stores ((Hy(v))||spvv; @ F3 (Hi(ry;))||Esdy,0,) @
Hy(ky, |7, ), 70;) at Arry,[T1(vy)], where Esd,,., =
Q.Encpr(sdy,v, ).

e The user creates a dictionary DX to store the pairs
(Ta(v;), addy, ||ky, ® Fy(v;)) forall v; € V, where add,,
is the location of Arr,,. Send ERG = (DX, Arr) to the
NSP.

D. Path Search

The navigation query PathQuery, given a query token ¢,
returns an encrypted query result EQR,. We first explain the
rationale behind our divide-and-conquer approach. As drawn in
Fig. 5, we divide the whole area into six subareas according to
vector SD and two orthogonal lines (crossing .S and D), leading
to four constrained navigation cases.

In case 1, the stops only locate in Area 3&4. Intuitively,
the navigation path can adopt a greedy-heuristic, e.g., always
visiting the vertically nearest stops or always visiting the nearest
stop. The two strategies are not perfect and we will introduce
our strategy VNH in Section V-D5.

Incase 2, there is one stop in Area 1&2 (5&6). Itis not difficult
to see that the navigation path visits the stop in Area 1&2 before
going into Area 3&4; otherwise, it will incur unnecessary travel.
Similarly, the navigation path should pass the stopinin Area 5&6
before finishing the journey at D.

In case 3, there are more than one stop in Area 1&2 and
Area 5&6. The local navigation below S and the one above
D resemble the overall navigation. Starting from .S, the local
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navigation traverses the stops below S and ends up in the first-
to-visit stop S; above S, which is a temporary D. Landing at a
temporary destination Sy between S and D, the local navigation
traverses the stops above D and ends up in D. Interestingly,
we discover a navigation pattern here that can be extracted as
recursively finding a local navigation path from a current S
to a contemporary D, and updating (S, D) until a local path
reaches the final D. This pattern is expressed as Path(S, D) =
Path(S, S1) 4 Path(Sy,S2) + Path(Ss3, D).

Path(S, D), which returns a navigation path from S to D,
is divided into three subpaths Path(S,S1), Path(S1, S2), and
Path(S2, D). The navigation in each of the three subpaths can
be further divided into three subtasks by using the divide-
and-conquer approach. Simply put, given a secure naviga-
tion algorithm SN, we have SN(W hole area) = SN(Low) +
SN(Mid) + SN(High).

In Case 4 where D = S, itis the classic TSP and also a normal
navigation query. Although it seems difficult to navigate by using
our divide-and-conquer approach, we transform it into one of the
three cases above by first hopping to the nearest stop and then
restarting grouping.

1) Query Token Generation: Given a constrained navigation
query ¢ = (S, D, Py, - - - , Py), the user computes a query token
ty = (Z(S), Z(D),Z(P1), ..., Z(Py)), where a triad Z(D) =
(Ty(D), Fy(D), H1(D)), and sends it to the NSP.

2) Strategy Secure Grouping: As shown in Fig. 6, we divide
the whole area into three subareas: S A%, S AMid and G AHigh
corresponding to Area 1&2, Area 3&4, and Area 5&6in Fig. 5,
respectively.

Given the location coordinates of S and D, we compute vector
SD and draw two lines L1, L, orthogonal to SD that cross .S and
D, respectively. Based on Sim(+), we determine which subarea
a stop locates in, SA(P) =

SALY | Sim(SD,SP) € [—1,0] A Sim(DS,DP) € (0, 1]
SAMid " Sim(SD, SP) € (0,1] A Sim(DS,DP) € (0,1]
SAME, Sim(SD, SP) € (0,1] A Sim(DS, DP) € [-1,0]

To simplify the comparison, we only need the sign of the
NCS, i.e., < 0, =0, and > 0. From here, we design a concrete
algorithm based on the homomorphic encryption [27]. Given the
ERG and t,, the NSP proceeds as follows.

e Retrieve [xs] and [ys]: retrieve o« = DX [T5(.S)] to obtain

add||k @ Fy(S); compute add||k = a @ Fy(S); recover
the array pointed to by add and parse Arrg[0] as (8, 7);
retrieve [z;] and [ys] by computing 5 & Hy(k||r).
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Comparison circuit.

Retrieve [z4] and [yq] by using T»(D) and Fy(D).
Compute the encrypted SD and the encrypted DS:

ESD = (ESD',ESD?) = ([zal/[2.]. [yal/[y:])
([zs]/lzal, [ys1/lyal) 3)

Initialize three sets of stops P, PMid and PHigh corre-

sponding to SAMY S AMd and S AHigh respectively.

For each P;, compute its group as follows.

— Retrieve [z,,] and [y,,] by using T5(P;) and Fy(F;)
similarly; compute the encrypted SP;:

ESP; = (ESP},ESP}) =

EDS = (EDS!,EDS?) =

([[xpi_xs]]’ [[ypi_ys]])
= ([zp,]/12s], lyp: )/ [ys]) = (g™ 7R, g

Yp;~Ys hr’)
4)
— Compute the encrypted numerator of Sim(SD, SP;):

ENCSSE, = [(@p,~s)(wa—2s) + (yp,~ys) (Wa—ys)a

(Ipi _IS)(md_xs )+(y:ni -y

=91

) (Ya-ys) K

gmm ~x5)(Ta—Ts) h’i‘z giypl ~Ys)(Ya—ys) h’i‘g

= ¢(ESP},ESD)h2¢(ESPZ, ESD?)hi5.  (5)

— Choose a random number r and compute a randomized
version of ENCSSR

ENCS/SP = [(xp;=xs) (Xa=%s)+(yp;=¥s) (Ya-ys)[1 [t]1
= [[(pri—l’s)(l"d—xs)"'(yprys)(yd—ys)"‘rﬂh (6)
where [r] is the encryption of r in Gy.

— Perform comparison on N CcS'sp sp,; With the proxy based
on the garbled circuits to select the minimum of
NCS'SD sp, and 7. The NSP’s input is 7 and the proxy’s in-
putis (xpl Ts)(Ta — @s) + (Yp, — yS)(yd Ys) + .
If the output bit cb; = 0, then NCSSH Sp, > O other-
wise NCSSPi <0.CT(r, NCS’Spi) is implemented by
a secure comparison circuit [44], [46] as shown in
Fig. 7. We note that the random number r has to be
an enough big positive integer such that the decryption
of ENCS’ 23 succeeds since the message space consists
of non-negative integers [27].

— Retrieve EDS, compute EDP;, ENCSDS perform
comparison on ENCSB$. to obtain an output chs.

— Insert Z(P;) into one of ‘the three sets of stops PLov,
PMid " and PHigh according to the two comparison
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Fig. 8. Three local navigation cases of entering S AXY,

results. P(P;) = SAX™Y (cby = 1 A chy = 0), SAMid
(Cbl =0A Cb2 = O), and SAHigh (Cbl =0A Cbg = 1)
3) Strategy Secure Bridging: After secure grouping, the NSP
computes two bridge points B; and By. We compute B; as the
stop that is vertically nearest to S in S AM and set the final D as
Bs. Specifically, we compute B as follows (see Fig. 11(a)) and
will explain why we choose it in Section V-D5 Strategy VNH
for S AMid,
e Use the euclidean distance and cosine similarity to com-
pute the difference between projection of line SP; on SD and
projection of line SP» on SD:

Euc(S, P1)Sim(SP1, SD)-Euc(S, P,)Sim(SP5, SD)

_ (Tpy =2, ) (Td=Ts)+(Yp,—Yp, ) (Yd—Ys)
\/(Id—Is)Q"‘(yd—ys)Q

e Compute the encrypted numerator of (8):

N

P,.,P>
ENumgpy ¢ = [(p,=2p, ) (T a—25)+(Ypy ~Yps ) (Ya—ys) 1

= ¢(EP3P}, ESD!)h 2¢(EP, P2, ESD?)hi®. (8)
e Randomize ENumg]g’f;2 to ENum’ gf)’gz and compare
Num'g3'3? with r by invoking cb +— CT (r, Num'g'c?).

e If ¢cb = 0, set P; as P, and continue.
Note that if PMid = (), there are four cases to consider de-

pending on whether 55" = Z fand S ghieh < () (please refer to
Algorithms 3 and 8 in Appendix, available online).

4) Strategy OSCH for SA™": After bridging, the NSP com-
putes a subpath in S A", We first explain the rationale behind
OSCH, i.e., a locally greedy navigation strategy for SALXY,
by giving our observations of three local navigation cases of
entering S A% with at least two stops in Fig. 8. (For the one
stop case, we just hop to it; for the no stop case, we hop from .S
to By.)

In case 1 and case 2, only one semispace of S A" has stops. A
local greedy strategy passes P, PL°% \ { P}, and then circles to
the bridge point Bj. Therefore, the locally greedy shortest path
is S-P--- - Bs. In case 3, there are stops in both semispaces of
S ALY while P, and By are on the same side of SD. Since B,
is the exit of SA™Y, we should visit the right semispace SSt%
first and then visit the left semispace SSE™ to avoid detours.
The locally greedy sub-path is S-P;--- - - Ps-B;. (If By is on
SD or By = D, we choose one of the semispaces randomly.)
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Fig.9. Orienting P to SD in SAMY,

We observe that the navigation trend in the three cases is
clockwise. Note that if By is on SD’s right side, we have
three similar cases, which have trend a counter-clockwise trend.
This observation is an important inspiration for OSCH after
we experiment on multiple methods, including nearest, verti-
cally/horizontally nearest, and radiation.

Secure Orienting for S A*": We orient B; and P“°¥ in Fig. 9
to see which side of SD they locate in. Given S, D, and P, we
draw two vectors SD and SP, calculate SD’s orthogonal vector
OV marked yellow in Fig. 9, and compute Sim(OV, SP). We
determine Side(P) =

L, Sim(OV,SP) € (—1,0)
R, Sim(OV,SP) € (0,1)
On, Sim(OV,SP) =0

Given the encrypted coordinates of S ([zs], [ys]), D
([zal, [ya]), and P ([xp], [yp]). NSP proceeds as follows.

e Retrieve the preciously computed ESD.

e Calculate the encrypted OV:

EOV = (OV',0V?) = ([yal /[ys]. [x]/[zal) (9
e Compute the encrypted numerator of Sim(SP, OV):

ENCSZR, = ¢(EOV!, ESPY)he(EOV2 ESP?)hY .
(10)
e Perform comparison on ENCS'g, and [r] with the proxy
for selecting the minimum of NCS’ (s)r(/ and r (the same
way we compare NCS' Sl?i and r) to obtain an output cbs.
If cbs = 0, Side(P) = R; otherwise, Side(P) = L. Note
that we include the case of On to the case of L.

Secure Splitting for S AL : After secure orienting, we split
the stops in the first semispace of S A% by drawing vector SBy
as shown in Fig. 10. Next, we orient the stops toward SB; to
split them into two parts P3™, PHmi Note that if we do not
split, we may find a P on the wrong side.

Secure Scanning for S AL : After secure splitting, we scan
the P that has the maximum (minimum) angle /P B1S when the
stops are on SB ’s right (left) side in the three clockwise cases or
the P that has the maximum (minimum) angle /P B, S when the
stops are on SB1 ’s left (right) side in the three counter-clockwise
cases. Itis achieved by comparing two angles in plaintexts. How-
ever, it is difficult to compare two cosine similarities even by the
idea of numerator comparison given that the two denominators
are not the same. We transform it to secure orienting as follows.
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Fig. 11. Two navigation cases of entering S AMd,

e For the three clockwise cases: choose a stop P randomly,
draw vector PB, orient the remaining stops in the sub-
group toward PBy: if a stop P’ on PBy’s right side
is found, set P’ as temporary D; otherwise, set P as
temporary D.

e For the three counter-clockwise cases: choose a stop P
randomly, draw vector PB4, orient the remaining stops
in the subgroup toward PBy: if a stop P’ on PBy’s left
side is found, set P’ as temporary D; otherwise, set P as
temporary D.

e [f there are more than one stop on L; and the right side
of SD, we choose the nearest stop by first computing the
difference between projection of SP; on OV and projec-
tion of SP, on OV: ENuml(;{}i? = [(zp,—p,) (Ya—ys) +
Yp1—Yps ) (Ta—2s)]1, computing ENum’ g{,’% ,
voking CT (r, Num’ g{}%) to select P with a smaller |SP].
If the stops are on the left of SD, we use —OV instead.

We exemplify case 2 in Fig. 8(c). There are two stops locating
in the same side of SB; after splitting as shown in Fig. 10. We
choose P, first to orient P;. P; is computed on the right side of
PB,, so we set P, as temporary D. Given that there are only
two stops on SBy’s right side, we hop to P; and restart secure
grouping.

5) Strategy VNH for S AMi: Intuitively, we can hop to the
stop P nearest to S and then restart secure grouping as shown
in Fig. 11(a). However, this approach is not the best for incurring
a detour to P». We propose to hop to the stop that is vertically
nearest to S in the direction of SD and set it as new S, as
shown in Fig. 11(b). This explains why we chose it as B; in
secure bridging. After making the vertical hop, we restart secure

grouping.

and then in-
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Fig. 12.  Three navigation cases of entering S AMigh,
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Fig. 13.  Split, pull, hop, and group for S AHigh,

Note that if there are more than one stop having the shortest
vertical offsetin PMid (PMid) we choose the rightmost (leftmost)
P in PMid (pMid) 1f PMid — () we choose D which requires
one stop back in the secure navigation SN when entering a non-
empty PHieh, Please refer to Algorithm 8.

6) Strategy OSPH for S AMis": The three navigation cases of
entering S AMigh when there are more than one stop in S AHie" are
sketched in Fig. 12. They resemble S A" and we omit further
elaboration.

Secure Orienting Algorithm for S A™i¢": The idea of orienting
astop Pin S AHigh is the same as the one in S A", The NSP
computes ENCS'Sh ov performs a comparison on ENCS'J oy ov and
[r] with the proxy for selecting the smaller one of NCS'y, o
and r, and obtains an output cbz. If cbg =0, Side(P) = L;
otherwise, Side(P) = R.

Secure Splitting for S A& : After secure orienting, we split
the stops in the first semispace of S A% by drawing vector S'Bo
as shown in Fig. 13. Recall that S’ is the current starting point
and Bs is D. Next, we orient the stops toward S'B to split them
into two parts PFemi, Piemi,

Secure Pulling for SAH‘gh After secure splitting, we scan the
P that has the minimum (maximum) angle /P B,S’ when the
stops are on S'By’s left (right) side in the three clockwise cases.
The method is similar to the one in secure scanning for S AMY,
Note that if there are no points in PM¢, ie., By = By = D,
we use D as an anchor to pull the points in PHe" clockwise
(counter-clockwise) if the last visited P in P locates on the
left (right) of SD.

o If there are more than one stop on Lo, we choose the farthest
one by computing the difference of projection of DP; on OV
(—OYV) and projection of D P, on OV if P; and P, are on the
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Navigation
path

Fig. 14.  Search tree via depth-first-search.

right (left) side of SD, and then invoke CT (7, Num' g{,’%) to
select the stop with a bigger | DP)|.

7) Summary on the Five Strategies: As depicted in Fig. 14,
the whole area is divided into three subareas (grey nodes). By
recursively grouping and bridging, we process the nodes until
we do not need to group. The connection of red lines form the
complete navigation path.

We give a concrete navigation example in Fig. 15. We first
use the Always-the-Nearest approach as a baseline to ob-
tain a path with a dists.p = 32.5. By adopting our divide-
and-conquer approach, we recursively invoke Group-Bridge-
OSCH/VNH/OSPH. In step 1, we start from S to group 10
unordered stops, compute two bridge points marked in yellow.
Given B; and PV, we visit the left semispace of SAYY. In
step 2, we split the left semispace and get two stops on SB1’s
right side. We scan the two stops to obtain the stop P with the
minimum angle ZPB;S. In step 3, we hop to P; via OSCH,
mark S as black, and mark P; as green. In step 4, we restart
grouping with P, and B to find that there is only one stop P
in the new subarea S A and the vertically nearest stop in the
new SAMd is P3. In step 5, we hop to P, and group. In step 6,
we hop to the vertically nearest stop Ps by strategy VNH and
group. In step 7, we hop to the last stop P; in the initial S A%
and then hop to initial ;. In step 8, we group with P5 and the
initial By (D). From step 9 to step 10, we hop to P and Px.
From step 11 to step 13, we group with P; and D, and hop to
the only stop P in a new SAM, In step 14, we group with Py
and D. From step 15 to step 16, we apply OSPH to hop to Py,
Prg, and D, successively.

Optimization: Since we have B; in PM4, it is possible to
optimize the navigation process by navigating in SAX" and
S AMid simultaneously. If either of them is further grouped, its
sub-optimization is potentially possible.

Eight algorithms: We put our designed eight secure algo-
rithms in Appendix, available online. Secure navigation al-
gorithm invokes other seven algorithms. Blue lines indicate
recursion entry.

E. Path Recover

After receiving (Fasp,, Edist,), the user decrypts it to get
the query result (asp,,, dist,) as follows.
* For each triad v = (Z(P), sp @ F5(H1(ry,)), Esd) after
the first Z(.S) in the Easp, recover sp by retrieving the
unique r,, corresponding to [ (P) and previous Z(P),
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A detailed example of how the five navigation strategies work.
and computing sp = y([1] & F3(H(r,,); concatenate all ~ Pj1, Pia = Pja, ..., P, = Pj),i.e., whether each of the loca-

recovered sp to form the complete navigation path asp, =
S-spy-spo-- - - - D.

® Decrypt Edist, to get the path distance dist, in G;: com-
pute Edist{* = (97" hy) 0 = (g9")4ista and compute the
discrete log of Edist{' base § = 91" using Pollard’s lambda
method [54] or compare with precomputed {g}* where
i € [1, distMaz]. Note that we do not publish g, so the
adversary cannot decrypt dist, by the brute-force attack.

F. When D and S are Coincidental

SCNP is TSP when D = S and our group strategy does not
apply at first glance. This is because the coincidence eliminates
a SD that groups the remaining stops and sets the stage for G-B-
OSCH/VNH/OSPH. To bridge the gap between the coincidental
case and our strategies, we take the Initiative to hop from S to the
nearest P and create a PS as an oxidizer to reignite grouping. In
this way, the navigation path is Path(S, D) = S-P-Path(P, D).
We justify the five strategies of our divide-and-conquer approach
in Appendix, available online.

VI. SECURITY ANALYSIS

We define two leakage functions £ and £, as below.
e £1(RG): Given a road graph RG, L1(RG) = (n, X,Y,
$dmaz, SPmaz) Where X and Y are the coordinate bound in
x axis and y axis, respectively; spmq.= maxq,iev{maxppz,j
|8Dv,0; 1} 8maz = Maxy,cy {maxmgz 5dy;v; }-
® [9(ERG,q): Given an encrypted graph ERG and a navi-
gation query ¢, L2(ERG, q) = (QP(ERG, q), AP(ERG,
q)), where QP(EG, q) is the query pattern and AP(EG,
q) is the access pattern (similar to sketch pattern [11] and
access pattern [13]).
Definition 2 (Query Pattern): The query pattern reveals
whether the stops in the query have appeared before. For two
queries ¢;, g;, define sim(g;,q;) = (S; = S;,D; = D;, Py =

tions (.S;, 10, Pi1, Pia, ..., P;x) matches each of the locations
of (Sj,Dj,PthjQ,. .. ,ij) Let q = (ql,QQ,. .. ,qz) be a
non-empty sequence of queries. £1(RG,q) outputs a z X z
symmetric matrix that for 1 <7, 7 < z, the element in the ith
row and jth column equals sim(g;, g; ). Namely, the query pattern
reveals whether the stops in the query have appeared before.

Definition 3 (Access Pattern): For an encrypted road graph
ERG and a navigation query ¢, access pattern is defined as
AP(ERG, q) = {id(EQR,)}. where id(EQR) is the identi-
fiers of stops in the encrypted query result £QR.

Theorem 1: If P and F are pseudo-random, and §) is
CPA-secure, Hermes is adaptively (L1, £2)-semantically secure
in the random oracle model, where £1(RG)=(n, X, Y, sdpmaz,
SPmaz) and Lo(ERG, q) = (QP(ERG, q), AP(ERG, q)).

Now we construct a simulator S as below.

e Given £1(RG), S samples d & {0, 1}=+¥+* where x, v,
and A correspond to the bit length of x coordinate, y coordinate,
and security parameter. = and y are chosen from [0,logX]

and [0, logY’], respectively. For all 1 < i < n, S samples §; &
{0, 1} M+ FI+[Encl+2 “Here, ||, |F|, and |Enc| correspond to
the bit length of the hash function, path distance, ciphertext
from the encryption scheme €2, and stops on the shortest path
(excluding S and D), respectively. r is chosen from [0, $p;az]
randomly and r = O refers to a direct and shortest path from S
to D. The shortest distance is chosen from [0, $d;, 4] randomly.
S initializes an array Arry. S stores dg in Arr1[0] and stores
{6;}7 in the remaining of Arry after a random permutation
on [1,n].

o S samples d; & {0,1}*+v+* S selects one of the first |h|
bits of § in the last step and concatenates with a random string
sampled from {0, 1}#1+[Encl+2 o obtain §;. The same {0, 1}/
is selected only once.

e S repeats the step above n — 2 times to obtain N ar-
rays in total {Arry, Arry, ..., Arr,}. For 1 <i <n, S sam-

ples dz; & {0, 1}°#" without repetition and sets DX *[dx;] &
{0, 1}°¢"+* Finally, S outputs £G* = (DX*, Arr*).
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TABLE II
PARAMETER SETTINGS (BOLD: DEFAULT VALUES)

Parameter Value
N 20007, 1 = 2,3,4,5,6,7,8,9,10
k 1,2,3,4,56,7,8,9
[skl, [pk[, ki, [T1 256, 520, 1024, logn
T [1000, 10000]

e Given L2(€G,q), S checks whether ¢ has been queried
before. If so, S returns the previously token; otherwise, S
samples an integer k in PPT as follows.

S sets Z(S5)[0] = dx; for a previously unused dx;. S gener-

ates a unused o € [n], a key kj & {0,1}*, and sets Z(S)[1] =
DX [dx;] @ (a||ks). S generates a random value from {0, 1}/"!
asZ(S)[2]. S records the association (ks, AP(£G, q),n). S does
the same for D and k stops.

S simulates the H> as follows. Given (k, v), S checks whether
k has been queried before and any entry in an Arr is (s, r) where
sisa (|h| + |F| 4 |Enc|)-bit string. If k is new and there is an
appropriate entry (s,r) in Arr corresponding to o, S outputs
5@ (n, {0, 1}loelsPmaz| [0]), where 7 is in a random location
of Arr associated with k and AP(EG, q), {0, 1}°¢lsPmazl js a
random string of a path, [0] is £2.Enc(0). If no appropriate entry
exists, S returns a random value.

Therefore, the simulated view and the real view are indis-
tinguishable by A such that Hermes is adaptively (Li, L2)-
semantically secure in the random oracle model against an
adaptive adversary, i.e., we deduce the correctness of Theorem 1
from the pseudo randomness of P and F' and the CPA-security
of €. |

VII. PERFORMANCE
A. Experimental Settings

Dataset: We downloaded the city map of Los Angeles from
OpenStreetMap, which consists of 2200 intersections, 986
roads, and 6448 road segments. We preprocessed it to obtain
9 road graphs (see github.com/SecureNavigation/Hermes).

Parameters: We list the key experimental parameters in
Table II, including number of road intersections (nodes in
road graph) N, number of unordered stops k, length of the
private/public key sk /pk, length of the secretkeys k1, k2, k3, ka4,
and length of the PRP T'. Note that r is the random number
we use for secure comparison. Since the message space of €2 is
{0,1,..., M} with M < g2, we set r as a positive integer large
enough for decrypting Edist successfully.

Metrics: For efficiency, we measure the computational cost
of graph encryption, token generation, path search, and path
recover, measure the communication overhead, and test how
the cost and overhead scale with N and k. For accuracy, we
compute distance deviation rate as ddr = |dist — sd|/sd and
path similarity ps = Zle b;/k where b; = 1 if the ith stop in
asp equals to the th stop in sp and b; = 0 otherwise.

Baselines: Since our navigation problem is different from the
related work and the cryptographic primitives are not applicable
to the TSP solutions [20], [30], [31], we design six baselines
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TABLE III
TIME COMPLEXITY OF HERMES
Ste Pre- Graph Token Path Path
P Process | encryption | generation query recover
T.C. | O(N?) O(N?) O(k) O(k?) | O(k)

Graph encryption time (h)
\
Token generation time (s)

400 600 800 1000 1200 1400 1600 1800 2000 2200 T2 s 45 6 1 8 e
N k

(a) Graph enc. varying N (b) Token generation varying k&

Fig. 16.  User’s C.C. in graph encryption and token generation.

for performance comparison based on our navigation strategies.
Specifically, they are carefully designed to highlight the role of
grouping, bridging, splitting, and vertically nearest hopping. The
baselines include 1) Always-the-Nearest (A), i.e., a basic greedy
approach; 2) G+A (GA) groups and invokes A; 3) GB-A includes
bridge in (2); 4) GB-OSCH-A-A, 5) GB-A-VNH-A, and 6)
GB-A-A-OSPH are designed to test OSCH, VNH, and OSPH,
respectively. We do not include Full Permutation (FP) because it
incurs too much burden, e.g., its search time is two hours when
N = 1000, k = 7. Besides, we also compare Hermes with TSP
and Path TSP in the plaintext domain to evaluate the search
efficiency and accuracy.

Setup: We instantiate NSP on a server (Windows Server 2021
R2 Datacenter, a 3.7-GHz Intel(R) Core(TM) i17-8770 K proces-
sor, and 32 GB RAM). We use JPBC library [55] to implement
basic cryptographic primitives and jPBC [56] for encryption pre-
processing. We instantiate €2 based on finite groups of composite
order that support a bilinear map proposed by Boneh et al. [27].
We use SHA256 as the hash function H; and instantiate the
random oracle Hy with HMAC — SHA256. We use HMAC for
the pseudo-random function F'. The secure comparison circuit
is built from FastGC [57].

B. Efficiency

Computational Cost (C.C.): We list the time complexity (T.C.)
in Table III. Preprocessing invokes the Floyd-Warshall algo-
rithm. Its T.C. is O(N?) with time being 2.5s when N = 1000.
Graph Encryption. It includes sd matrix encryption, node axis
encryption, and DX (Arr) generation. The T.C. of the last one
is O(N) while the T.C. of the former two is O(N?). However,
we optimize the matrix encryption by setting Edist;; = Edist;,
making the overall T.C. linear for smaller N. Since the sd matrix
encryption dominates graph encryption, the overall T.C. tends
to be O(N?) as N increases. The graph encryption time is 2
hours when N = 1000 (Fig. 16(a)). Token Generation costs
user 7.81 ms when N = 1000, k = 3, which increases with &
(Fig. 16(b)).
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Fig. 17.  User’s C.C. in path search on plaintexts.

Path Search: The search complexity of existing schemes in
k-stops shortest paths is O(k?) for TSP [30] and O(2%) for Path
TSP [20]. We have conducted experiments to show the time costs
of Hermes, TSP [30], and Path TSP [20] in the plaintext domain.
We vary N from 3 to 17 and k from 1 to 15, following [20]. In
Path TSP, N represents the total number of nodes, including &
intermediate nodes, start node, and end node, i.e., N = k + 2.
The results in Fig. 17 confirm the theoretical analysis. [20] shows
exponential growth (O(2%)) with path search time increasing
rapidly from 0.0058s to 133.08s as k grows. We limit k£ to a
maximum of 15 because the runtime of [20] exceeds 2 min-
utes when k£ > 15, making it impractical for a larger k. [30]
shows cubic growth O(k?) , with runtime rising from 0.0005 to
0.0297s. Hermes does not strictly follow the quadratic growth
O(k?) when k € [1,15] because the runtime is too small in the
plaintext domain. But it exhibits its pattern as k increases, with
runtime growing from 0.0036 to 0.0298s for k& € [50, 150].

The SP recursively invokes the SN at most & times (O(k)). As-
sume there are &, ks, and ks stops in PV, PMid_and PHigh re.
spectively. At first, the SP groups k stops (O(k)), computes two
bridge points (O(k1 + k2)), and enters one subarea. For S A,
the SP orients k; stops (O(k)), splits one chosen semispace (<
O(ky)), scans < k; stops (O(k)), and hops (O(1)); for S AMd,
the SP only hops (O(1)) because Bj is already computed; for
S AHigh the SP orients k3 stops (O(k3)), splits one chosen semis-
pace (< O(ks)), pulls < ks stops (O(ks)), and hops (O(1)). As
the number of unvisited stops decreases, the T.C. of path search
is < O(k * (k+k1+ko+Max(3k1+1,1,3k3+1))) = O(k?). This
is reflected in Fig. 18(a) where the line tends to be linear when
k <7 because the k is not large. Since the stop distribution
(locate in which subarea) affects the search, we select some
typical distributions and compute an average time. When k& = 5,
N = 1000, the search time is 7.58 s (Fig. 18(a)).

Search Optimization: We optimize searching by navigating
in PX% and in PM¢ simultaneously. The optimization effect
is more apparent as k increases. The search time for N =
1000, k = 915 20.12 s, which is reduced to 18.48 s after parallel
processing. The search time is not affected by N because (1)
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N only decides DX size, (2) search correlates DX in look-
ing for sds and sps that are completed by using indexes only
(Fig. 18(b)).

Path Recovery: Tt costs user 0.54 s for path recovery, which
increases with k (Fig. 19(a)). Path recovery is not directly
related to IV, but the decryption of E'sd encrypted from different
sd leads to the fluctuations in recovery time (around 0.55s in
Fig. 19(b)).

Communication Overhead (C.0.): The graph size only in-
creases with N. When N = 1000 , the graph size is 0.3GB
(Fig. 20(a)). The token size only grows with k. When k = 3, the
token size is 51.6 KB (Fig. 20(b)). The result size grows linearly
with k. When k = 3, the result size is 1.08 KB (Fig. 21(a)). It
stays the same when N varies (Fig. 21(b)). It is not affected by
N because the length of Easp’s triads {7} and Edist stay the
same.

Scalability: The C.C. and C.O. increase with NV and k (Ta-
ble IIT). Although graph encryption consumes some time and
storage, it is only one time operation. The key operation is path
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Fig. 22. Navigation accuracy.

search of a T.C. O(k?). After optimization, we further reduce the
search time. This level of T.C. roots in our navigation strategies
and it is better than the one of FP (O(k!)). For most users,
k € [1,5] is already a popular choice for their own SCN (see
ballot 2in Section VIII-A).

Accuracy: We first compute the ground truths based on eu-
clidean distance by manually checking all k! permutations of k
stops in plaintext. For each k, we select its typical distributions,
check at least 10 cases in each distribution.

As shown in Fig. 22(a), the ddr is less than 6.4% when
k <5 and its maximum is 11.5% when k£ = 6. We attribute
this phenomenon to our distance assumption. We assume that
the sp between two stops is a straight line. While in reality,
it does not always hold, which leads to the problem of how
the map layout affects the navigation accuracy. The more grid
pattern the layout follows, the more accurate the navigation will
be. Such layout can be found in cities like Seattle, Washington,
and Toronto. When k£ = 1, ddr is not 0, but 0.05%, which is
caused by the precision loss during coordinate transformation.
As shown in Fig. 22(c), the sp is relatively high and it is 64.4%
even when k£ = 9. When k£ > 6 (k > 7), the ddr (sp) does not
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show monotone increasing (decreasing) due to the specific stop
distributions. The ddr and sp are not affected much by NV as in
Fig. 22(b) and (d). Some singular points appear in the results
due to our distance assumption and specific stop distributions,
which indicate a future research direction. Although we do not
acquire the shortest path every time, the promising accuracy cor-
roborates that our strategies have grasped the essence of solving
the SCNP.

C. Comparison With Six Baselines

Since the graph encryption and token generation are the same
for all schemes, we skip the two aspects in comparison. For
Always-the-Nearest (A), we design a similar secure comparison
circuit where the NSP sends [dist, — dists + r] to the proxy to
compare dist; and dist,. For path recovery and result size with
varying k and NV, the results of all schemes are similar. For search
time, A has a T.C. of O(k?), but it requires less computation.
The other five baselines share the same T.C. being a simplified
version of Hermes. A has the worst accuracy (Fig. 22) for being a
pure greedy strategy. GA and GB-A show an improvement over
A (Fig. 22(a)) that in turn validates G and B. The last three base-
lines also exhibit an advantage over GB-A that further verifies
the effectiveness of three subarea strategies. Hermes exceeds six
variants most cases by showing a lower distance deviation rate
and a higher path similarity. Combined with the results from
comparison with TSP and Path TSP in Section VII-B, we say
that our approach improves efficiency and does not introduce
unnecessary computational overhead.

We do not compare the efficiency of using homomorphic
encryption and garbled circuits in existing schemes in k-stops
shortest paths because either existing schemes do not address
SCNP or the two cryptographic techniques are not applicable
to their scheme, e.g., R-Tree [30] and spanning tree [20]. For
instance, introducing them in the R-tree search process will
hinder the comparison of the distance between the minimum
bounding rectangle and the query point, making it impossible to
prioritize the next query tree node.

VIII. DISCUSSIONS

A. Two Assumptions of k Unordered Stops

We initiated a ballot on the Mechanic Turk: Do you think it
is a good feature or common need to add multiple unordered
stops between the starting point and the destination on Google
Maps? From April 4, 2022 to May 31, 2022, we collected 2000
answers and results show that 1486 workers (74.3%) chose
“Yes”, indicating that most workers agree with our assumption.
We initiated a second ballot What is the maximum number of
stops do you need between starting point and destination in a
navigation service? 888 workers (67.5%) out of 1316 workers
choose from [1, 5].

B. Acceptable Response Time

We initiated a third ballot for What is your acceptable
response time (excluding network delay) when you use a navi-
gation app? with ten answers (from 1 s to 10 s). 1590 workers
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(80%) out of 1991 workers accept the maximum response time
in [3 s, 10s]. Ballot 2 and ballot 3 indicate that our search time
is acceptable even under our delicate navigation strategies over
encrypted road graphs.

C. Static versus Dynamic Data

We only consider static data in this work because we mainly
focus on defining the SCNP and then proposing a scheme to
achieve security, accuracy, and efficiency under SCNP. The
dynamic setting is definitely a direction worth investigating.
There are two cases where the data can be dynamic. The first
one is dynamic edges, i.e., roads can be newly built, temporarily
blocked, or removed. Such a case necessitates securely edge
updating in the encrypted road graph. The second one is dynamic
weights, i.e., traffic congestion on roads can vary over time. A
potential solution is to leverage efficient homomorphic encryp-
tion that supports both ciphertext computation and ciphertext
update. By doing so, we can dynamically adjust navigation
routes by calculating the travel cost over encrypted traffic data
while not sacrificing efficiency. Besides, we plan to research
several variants of Hermes, e.g., SCNP with some ordered stops
(e.g., visit stop 1 before stop 3, visit stop 5 after stop 6), SCNP
with geographic constraints (e.g., a river lies between stop 7 and
stop 8), and SCNP with time constraints (e.g., arrive at stop 2 in
15 minutes after departure).

IX. SOME JUSTIFICATION

Justification of Group: Our navigation is a divide-and-conquer
approach that groups k unordered stops into three subareas and
navigates in them sequentially. In other words, we visit from
SALY to SAMY and to S A" The correctness of Group is
straightforward via proof by contradiction. If we break the order
of visiting the three subareas, i.e., low-mid-high, we will end up
with detours that come back and forth between subareas. It also
indicates that the ideal number of navigation paths from one
subarea to another is just one.

Justification of Bridge: After grouping, we connect three
subareas by linking subpaths. It naturally requires to determine
S and D for each subarea. Otherwise, we cannot compute a
subpath in each subarea, which we introduce bridge points. For
S ALY its S is the initial S. We compute the bridge point B; in
SAM to be SAYY’s D, which is determined by the strategy
VNH for SAM4, For SAMY its S is B;. We set its target
destination, i.e., Bs, as the initial D. The target destination
means we stop at the last visited stop in SAM4 and do not hop
to By when PHigh £ () For SAMigh we set its S as the last
unordered stop in SAMi and set its D as the initial D. Given the
carefully chosen bridge points, we divide the navigation task into
three subtasks, compute three subpaths from which we stitch a
complete navigation path.

Justification of OSCH for SAM": The initial navigation in
S AXY Jooks like an irregular circle that starts from S, crosses
an orthogonal line Lq, and lands at B; in S AMid, Intuitively,
we want to avoid as many detours as possible. As illustrated
in Fig. 8, the subpath in SAY is closely correlated with two
factors: the orientation of By and two semispaces in SAMY.
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First, the three cases in Fig. 8 show that B; and two semispaces
obviously determine the priority of one semispace over the other,
which requires orienting B; and P“%. Second, it is optimal
to traverse the “most right” stop (case 1&2) when B; is on
SD’s left side, or the “most left” stop when B; is on SD’s
right side. The correctness of this greedy stop roots in drawing
a convex/concave polygon that conforms to a specific trend.
After experimenting on multiple methods, including nearest,
vertically/horizontally nearest, and radiation. Based on this, we
propose to split the chosen semispace and scan toward SB;
clockwise/counter-clockwise to find the next-to-visit stop. We
also considered three cases where multiple stops are on Ly, Lo,
and B, S.

Justification of VNH for S AMi: This strategy is invoked when
computing the first-to-visit stop in S AM¢, The initial navigation
in SAMid i different from the one in S A" and S AMie" which
looks like a zigzag. The pattern difference roots in the different
stop distribution between S and D. Recall that Ly and Lo are
two lines orthogonal to SD that cross S and D, respectively.
After grouping, the stops in S A% (S AHigh) are on or below L,
(on or above Lo). However, all the stops in S AMY are strictly
scattered between L; and L,. Such a distribution calls for a
different navigation strategy for S AM, Given the observation
in Fig. 12, we make one locally optimal move by hopping to the
vertically nearest stop. We also consider the case where multiple
stops are vertically nearest.

Justification of OSPH for SAMs": The navigation path in
S AHigh shares a similar pattern of starting from the last stop
in SAM4_ crossing an orthogonal line L, and ending at D. It
resembles OSCH and we omit further elaboration.

X. CONCLUSION

In this paper, we are motivated by real-life navigation to
propose SCN and its formal definition. We design a novel
scheme named Hermes to achieve SCN while balancing ac-
curacy, security, and efficiency. The navigation is based on a
powerful insight: navigating through & unordered stops follows
a divide-and-conquer pattern that is expressed by recursively
invoking five well-designed navigation strategies considering
accuracy and efficiency. The road graph and navigation queries
are secured by seamlessly integrated cryptographic techniques
targetedly chosen for efficiently serving the underlying naviga-
tion strategies. Both theoretical analysis and extensive experi-
ments confirm its accuracy, security, and efficiency. We believe
this work will spawn a line of research on SCN that can be
fruitfully extended to related areas.
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