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Communication Efficient Quantum Secret
Sharing via Extended CSS Codes

Kaushik Senthoor

Abstract— Recently, a class of quantum secret sharing schemes
called communication efficient quantum threshold secret sharing
schemes (CE-QTS) was introduced. These schemes reduced
the communication cost during secret recovery. In this paper,
we introduce a general class of communication efficient quantum
secret sharing schemes (CE-QSS) which include both threshold
and non-threshold schemes. We propose a framework for con-
structing CE-QSS schemes to generalize the earlier construction
of CE-QTS schemes which was based on the staircase codes. The
main component in this framework is a class of quantum codes
which we call the extended Calderbank-Shor-Steane codes. These
extended CSS codes could have other applications. We derive
a bound on communication cost for CE-QSS schemes. Finally,
we provide a construction of CE-QSS schemes meeting this bound
using the proposed framework.

Index Terms— Quantum secret sharing, communication com-
plexity, quantum cryptography, staircase codes, extended CSS
codes.

I. INTRODUCTION

AQUANTUM secret sharing (QSS) scheme is a quantum
cryptographic protocol for securely distributing a secret
among multiple parties with quantum information. In these
schemes, the authorized sets of parties are allowed to recover
the secret while unauthorized sets of parties are not allowed
to have any information about the secret. QSS schemes were
first proposed by Hillery et al. for sharing a classical secret [1].
QSS schemes with multiple parties sharing a quantum secret
were discussed by Cleve et al. [2]. The connections of QSS
with quantum error correction codes were studied in [2], [3],
[4], [5], [6], [7], and [8]. Quantum secret sharing continues
to be extensively studied [9], [10], [11], [12], [13], [14], [15],
[16], [17], [18], [19], [20] and experimentally implemented
[21], [22], [23], [24].

In this paper, we focus on quantum secret sharing schemes
which share a quantum secret. An important class of such
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QSS schemes is the ((t,n)) quantum threshold schemes
(QTS). In these schemes any set of ¢ or more parties is
authorized and any set of less than ¢ parties is unauthorized.
Cleve et al. [2] first gave a general construction for QTS
schemes. Motivated with a view to improve the storage cost of
the schemes, Ogawa et al. [16] proposed ramp QSS schemes.
These schemes include non-threshold QSS schemes in which
any set of size ¢ is authorized, but sets of size z or less are
unauthorized. Furthermore any set of size z + 1 to t — 1 have
only partial information about the secret. Allowing for such
sets they were able to improve the storage cost of the QSS
schemes.

The part of the encoded state given to a party is called the
share of that party. For recovering the secret, the parties in
an authorized set send their shares to a new party called the
combiner. The combiner then recovers the secret with suitable
operations. The amount of quantum information sent to the
combiner by the parties during secret recovery is called the
quantum communication cost. Alternatively, the parties in an
authorized set can collaborate among themselves to recover
the secret. The communication cost for secret recovery will
be slightly different in this case.

In the standard ((¢,m)) QTS schemes, when the combiner
accesses t or more parties, some t parties have to send their
complete shares. It was shown by Gottesman [3] that the
size of each share in a QTS scheme has to be at least the
size of the secret. Here, the size of the secret (resp. share)
is given by the number of qudits in the secret state (resp.
share). This implies that the communication cost is at least ¢
times the secret size. Recently, [25] proposed a class of QTS
schemes, called communication efficient quantum threshold
secret sharing (CE-QTS) schemes, which reduced the com-
munication cost for secret recovery. In CE-QTS schemes,
each party can also send just a part of its share instead of
the full share. In these schemes, the combiner can access
any t parties to recover the secret as in the QTS schemes.
Additionally, the combiner can also access any d (> t) parties
downloading only a part of the share from each party. The
communication cost while accessing ¢ parties is ¢ for each
qudit of the secret. This reduces to ﬁ’ﬂ while accessing d
parties. For the maximum value of d = 2¢ — 1, this reduced
communication cost is much less than the communication
cost for ¢ parties. The construction of CE-QTS schemes was
motivated by the constructions for classical communication
efficient secret sharing schemes in [26] and [27]. The theory
of CE-QTS was further developed in [28] and [29].
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TABLE I
PARAMETERS OF VARIOUS ((t,1))q QTS SCHEMES AND ((t,n;2))q QSS SCHEMES WHERE z < t < n. NOTICE THAT QSS SCHEMES
WITH z =t — 1 REDUCE TO QTS SCHEMES.A QSS SCHEME IS COMMUNICATION EFFICIENT IF THE COMMUNICATION COST
REDUCES WHILE GOING FROM ¢ PARTIES TO d (> t) PARTIES i.e. CCy (d) < CCp(t)
Type of Secret size m Qudit Storage cost Communication cost | Communication cost | Communication
scheme (in qudits) dimension ¢ | (30 w;)/m CCr(t)/m CCr(d)/m efficient
Cleve et al [2] QTS 1 >2t—1 n t t No
Senth t al [25] QTS d—t+1 >2t—1 t d Ye
enthoor et al » — - n _— €s
d—t+41
n t t
Ogawa et al [16] QSS t—z >t+z No
t—z t—=z t—z
n t d
Corollary 4 Qss lem{d—2z,t—2z} >t+z Yes
t—z t—z d—z
As mentioned earlier, the size of each share in a provided a comparison of our proposed CE-QSS schemes with

QTS scheme is at least the size of the secret. However,
Ogawa et al. [16] proved that in the non-threshold ramp QSS
schemes, the size of each share can be just i times the secret
size. In general, non-threshold QSS schemes have less storage
overhead compared to threshold schemes. This motivates us to
look for communication efficient non-threshold QSS schemes
as well. The trade-off between threshold and non-threshold
schemes is the presence of intermediate sets to whom (partial)
information could be leaked. Smaller the value of z, more is
the number of such intermediate sets. The contributions in this
paper are listed below.

(i) In this paper, we construct communication efficient quan-
tum secret sharing schemes which include both threshold and
non-threshold schemes. This work generalizes the construction
in [25] for communication efficient QTS schemes. We refer to
the proposed class of communication efficient quantum secret
sharing schemes as CE-QSS schemes.

(ii) As the main result of this paper, we propose a general
framework for constructing CE-QSS schemes. This framework
constructs CE-QSS schemes by concatenating a CSS code with
another CSS code. We analyze the parameters of the CE-QSS
scheme thus obtained in terms of the classical linear codes
used in the two CSS codes. Our work is inspired from the
framework for constructing classical communication efficient
secret sharing schemes by Martinez-Pefias [30].

(iii) For the outer code used in the concatenation, we pro-
pose a class of CSS codes called extended CSS codes. The
encoding in the extended CSS code is by extending an under-
lying CSS code with extra ancilla qudits. We then characterize
the extended CSS code as a QSS scheme. This characterization
builds upon Matsumoto [8] which showed how CSS codes can
be characterized as QSS schemes. The extended CSS codes
described in this paper may be of independent interest.

(iv) The framework can provide many different construc-
tions for CE-QSS schemes based on the family of classical
linear codes being used in the CSS codes. We use the family
of generalized Reed-Solomon codes to obtain the construction
for CE-QSS schemes similar to the construction for CE-QTS
schemes in [25]. We also derive the bound on communication
cost for secret recovery in CE-QSS schemes. We see that the
CE-QSS schemes from this construction are optimal in both
the storage overhead and the communication cost. We have

QSS schemes from existing literature in Table I.

The paper is organized as follows. In Section II, the neces-
sary background on quantum secret sharing and CSS codes is
given. This section includes the definition of CE-QSS schemes.
In Section III, we describe the extended CSS codes and then
propose the framework to construct CE-QSS schemes from
these codes. In Section IV, we use this framework to provide a
construction of optimal CE-QSS schemes based on generalized
Reed-Solomon codes. For an extended version of the paper,
see [31]. Some results in this work have been presented in the
International Symposium on Topics in Coding 2023.

II. BACKGROUND
A. Notation

If ¢ is a prime power, then F;, denotes a finite field with
q elements. For any natural number n, we use the notation
[n] :={1,2,...,n}. For any P C [n], its complement [n]\ P
is denoted as P. The collection of all subsets of [n] given by
{P: P C[n]} is denoted as 2[".

If M is an £ x n matrix and P C [n], then M (") denotes the
¢ x| P| submatrix of M formed by taking the columns indexed
by entries in P. The ¢ x ¢ identity matrix is denoted as Ij.
For any linear code C' C IF;, we denote its generator matrix
by G¢. For linear codes Cy and C; such that C; C CY, the
term G¢, /¢, indicates the generator matrix of a complement
of Cl in Co.

We denote |zq 29 --- 24) by |z) where z is the vec-
tor with entries from (z1,z9,...,z¢). For a matrix M €
]FZXZ’, the notation |M) indicates the state |my1may ... Ma1)
|m12m22 e ma2> e \mlbmgb e mab) where mi; = [M]”

Definition 1 (Minimum distance of a code): For a linear
code C, the minimum distance of the code is defined as
wt(C) = min{wt(c) | c€ C, ¢ # 0}.

Definition 2 (Minimum distance of a nested code pair):
For linear codes Cy and C1 such that C1 C Cy, the minimum
distance of the nested code pair (Cy,C1) is defined as
wt(Co \ C1) = min{wt(c) | ¢ € Cy, c ¢ C1}.

B. Quantum Secret Sharing (QSS)

In this subsection, we review QSS schemes and some of
their properties. A quantum secret sharing (QSS) scheme is
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a quantum cryptographic protocol where a secret is encoded
and distributed among multiple parties such that only certain
subsets of parties can recover the secret. Subsets of parties
which can recover the secret are called authorized sets (or
qualified sets) while subsets which have no information about
the secret are called unauthorized sets (or forbidden sets).
We refer to the collection of all authorized sets as the access
structure, denoted by I'. The collection of all unauthorized sets
is referred to as the adversary structure, denoted by A. The
access structure satisfies a monotonicity property in that if a set
A can recover the secret, then any set A’ D A can also recover
the secret. A QSS scheme is formally defined as follows.

Definition 3 (QSS scheme): Consider two disjoint sets
I € 2 and A C 2. An encoding of a quantum secret
distributed among n parties is defined as a QSS scheme for
an access structure I and an adversary structure A when the
following conditions hold.

1) (Recovery) For any A € T, the secret can be recovered

from parties in A.
2) (Secrecy) For any B € A, the set of parties B has no
information about the secret.

A QSS scheme over n parties is said to be perfect if every
subset P C [n] is either authorized or unauthorized i.e. if
I'UA = 2" In a non-perfect QSS scheme, there are sets of
parties which are neither authorized nor unauthorized. Such
sets are called intermediate sets. Though an intermediate set
of parties cannot recover the secret completely, it can retrieve
partial information about the secret. In this case, TU.A C 2["
and the collection of intermediate sets is given by 2"\ (TU.A).

In a classical secret sharing scheme, there may be two autho-
rized sets which are disjoint. This implies that there can be
two copies of the secret which can be recovered independently.
However, the no-cloning theorem prohibits making copies of
the quantum secret. Hence any QSS scheme cannot have an
access structure with two disjoint authorized sets.

Lemma 1: [2, Corollary 8] In a QSS scheme, the comple-
ment of an authorized set is an unauthorized set i.e. if A € T’
then A € A.

A QSS scheme is called a pure state QSS scheme when any
pure state secret is encoded into a pure state (shared among
the n parties). The corresponding encoding is called a pure
state encoding. A QSS scheme in which some pure state is
encoded into a mixed state is called a mixed state QSS scheme.

Lemma 2: [2, Corollary 8] In a pure state QSS scheme,
the complement of a set is an unauthorized set if and only if
the set is an authorized set ie. AcT & Ac A
Although the above two lemmas were shown by Cleve et al
in the context of perfect schemes [2, Corollary 8], the proof
therein follows for non-perfect schemes as well.

Ramp QSS schemes are a class of QSS schemes first defined
by Ogawa et al [16].

Definition 4 (Ramp QSS scheme): [16, Definition 1] For
0<z<t<mn al(ltn;z)) ramp OSS scheme is a QSS
scheme with n parties where

1) Any P C [n] is authorized if |P| > t.

2) Any P C [n] is unauthorized if |P| < z.
3) Any P C [n] is intermediate (i.e. neither authorized nor
unauthorized) if z < |P| < t.

IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 42, NO. 7, JULY 2024

The parameter ¢ is the threshold of the scheme and z is
said to be the secrecy parameter. We can also define these
parameters for any QSS scheme with a non-empty access
structure. For such a QSS scheme with n parties, we can find
some 0 < t < n such that any set of ¢ or more parties is
authorized. Similarly, some 0 < z < ¢ can be found such that
any subset of z or less parties is unauthorized.

Definition 5 (((t,n;z)) QSS scheme): For 0 < z <t <mn,
a QOSS scheme is called a ((t,n;z)) OSS scheme when the
following conditions hold.

1) Any P C [n] is authorized if |P| > t.
2) Any P C [n] is unauthorized if |P| < z.

The above definition of ((¢,n;2)) QSS schemes follow the
definition given in [7] and [8]. This definition differs from the
preceding definition of ramp QSS schemes in [16]. Whereas
Definition 5 allows the possibility that some sets of size
between z-+1 to t—1 are authorized or unauthorized, these sets
have to be intermediate (neither authorized nor unauthorized)
for the (t,t—z,n) ramp QSS scheme in [16, Definition 1].
To denote this difference, we call the schemes in Definition 5
simply as ((¢,m; 2z)) QSS schemes instead of referring to them
as ramp QSS schemes. Henceforth, in the paper, we refer to
only the general class of ((t,n;z)) QSS schemes.

If z = t — 1, then there are no intermediate sets in a
((t,n;z)) QSS scheme and the scheme becomes a ((t,n))
quantum threshold secret sharing (QTS) scheme.

For a QSS scheme with non-empty I', let ., be the
minimum value of ¢ such that any set of ¢ or more parties
is authorized. Let z,,,x be the maximum value of z such that
any set of z or less parties is unauthorized. The following
lemma gives the relation between n, t,i, and 2Zpax.

Lemma 3 (Bound on number of parties): For any QSS
scheme with non-empty I, the number of parties
n < tmin + Zmax- If the QSS scheme is a pure state
scheme, then equality holds.

Proof: By Lemma 1, any set of size n — t,,i, 1S unautho-
rized which implies zyax > N — tmin. Hence n < tin + Zmax-
Additionally, for a pure state QSS scheme, by Lemma 2, any
set of n — zy,ax 18 authorized which implies ¢y < 17— Zyax-
Hence n > tinin + Zmax as well. O

The above lemma says that for any pure state QSS scheme,
n = tmin + Zmax. However, the converse need not be true.
There can be mixed state schemes with n = tin + Zmax-
In ((¢,n)) QTS schemes, we can see that ¢,;, = ¢ and
Zmax = t — 1 which leads to the following lemma.

Lemma 4: [2, Theorem 2] For any ((t,n)) QTS scheme,
the number of parties n < 2t — 1. If the QTS scheme is a pure
state scheme, then equality holds.

A QSS scheme with the secret and all the shares having
qudits of the same dimension ¢ is indicated by a subscript.
We refer to such a ((¢,n;z)) QSS scheme as ((¢,n;z)), QSS
scheme. The number of qudits (each of dimension ¢) in the
secret is denoted by m. The number of qudits in the jth
share is denoted by w;. Notice that m = log,dim M and
wj = log, dim W; where M and W; are the quantum states
corresponding to the secret and the jth share respectively.
We refer to m as the size of the secret and w; as the share
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size. The lemma below gives the storage cost in distributing
a secret in terms of number of the qudits.

Definition 6 (Storage cost): The storage cost for secret
distribution in a ((t,n;z))q QSS scheme equals w; +
Wy + - -+ 4+ wh,.

C. Communication Efficient QSS (CE-QSS)

In this paper we are interested in designing QSS schemes
which require a reduced communication overhead while
reconstructing the secret. First we define the communication
complexity of secret recovery for a given authorized set.

Definition 7 (Communication cost for an authorized set):
The communication cost for an authorized set A C [n] in a
((t,m;2))q OSS scheme is defined as

CC(A) = hja (1)
jEA

where h; 4 indicates the number of qudits sent to the combiner
by the jth party during secret recovery from parties in A.

Here we assume that for a given authorized set, the portion
of an accessed share which needs to be sent to the combiner
is fixed a priori. This assumption is necessary because there
could be different ways to partition the shares from an autho-
rized set for a successful secret recovery.

Definition 8 (Communication cost for d-sets): The

communication cost for a threshold d such that t < d < n in
a ((t,n;z))q OSS scheme is defined as

CC.(d) =

max

CC,h(A4). 2
ACIn], |A|=d ) @

Based on the communication cost in ((¢,m;2)), QSS
schemes as described above, we define a communication
efficient QSS scheme as follows. Here d is a fixed value
between t 4+ 1 and n.

Definition 9 (CE-QSS): Let 0 < 2z < t < d < n.
A ((t,n,d;z)), communication efficient QSS scheme is a
((t,m;2))q OSS scheme where CC,,(d) < CC,(t).

Our previous work in [25], [28], and [29] has focused on
communication efficient QSS schemes which are threshold
schemes (with z = t — 1), referred to as CE-QTS schemes.
However, the schemes in Definition 9 include communica-
tion efficient QSS schemes which are non-threshold as well.
We refer to the schemes introduced here as CE-QSS schemes.

D. CSS Codes as QSS Schemes

We briefly review the basics of CSS codes and the relevant
results on QSS schemes based on CSS codes. The CSS
construction (for qubits) was independently proposed in [32]
and [33]. For the generalization to qudits of prime power
dimension, see [34, Theorem 3] and [35, Lemma 20].

Definition 10 (CSS code): Let Cy & Cy C Fy where C; is
an [n, k;)4 linear code for i € {0,1}. The CSS code of Cy over
C1 is defined as the vector space spanned by the states

lz+C1) =

1
Vo v @

yeCy
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where x € Cy. This code is denoted as CSS(Cy, C1). It is an
[[n, ko—kx, 6]]q quantum code with distance 6 = min{wt(Cjy\
C1),wt(Ci-\ Cq )}
Since Cy C CY, their generator matrices can be written as
_ GCO/Cl
G, = [ Gey | 4

Given s € FFo=F1 CSS(Cp, C1) encodes the state |s) as

9~ X |16k GEI[E]) -

reFil reFit

(&)

where we dropped the normalization constant for convenience.

Lemma 5 (QSS and QECC): [3, Theorem 1] A pure state
encoding of a quantum secret is a QSS scheme if and only if
the encoded space corrects erasure errors on unauthorized
sets and it corrects erasure errors on the complements of
authorized sets.

Lemma 5 is due to [3, Theorem 1] which discusses about
the connection between quantum codes and QSS schemes.
Though [3] discusses only about perfect QSS schemes, this
lemma holds for non-perfect QSS schemes as well. Using this
lemma, we can obtain a QSS scheme from a CSS code.

Theorem 1 (QSS schemes from a CSS code): For any 0 <
z <t < n satisfying

t >n —min{wt(Co \ C1), wt(C{- \ C3)} + 1
z < min{wt(Cp \ C1), wt(Ci-\ C3)} — 1

(6a)
(6b)
the encoding in Eq. (5) gives a ((t,n;z)), OSS scheme with

m = k‘o — k‘l, (78.)
w; =1 forall j€n], (7b)
CC,(t) =1t. (7¢)

Proof: Let each of the n parties be given one encoded
qudit. An [[n, k,0]], quantum code can correct erasures up
to 6 — 1 qudits. Therefore, any set of n — (§ — 1) or more
parties is an authorized set. By Lemma 1, any set of size up
to 0 — 1 is unauthorized as well. Thus the CSS code gives a
((t,m;2))q QSS scheme. Clearly, the share size w; = 1. The
communication cost is ¢ times the share size i.e. CC,,(t) = t.
Since the code encodes kg — k1 qudits, the QSS scheme shares
m = ko — k1 qudits. O

The CSS(Cop,C1) is a quantum code with distance 6 =
min{wt(Co \ C1), wt(C{- \ Cg-)}. We know that a quantum
code with distance § can correct any § — 1 erasures. The
corresponding QSS scheme derived from this code should
be able to do secret recovery from any n — § + 1 parties.
Likewise, this also implies any § — 1 or fewer parties have
no information the secret. This is the intuition behind the
conditions in Eq. (6a) and Eq. (6b).

Theorem 1 discusses only about sets with ¢ or more parties
and sets with z or less parties. It does not characterize whether
a set of parties of size between z 4+ 1 to ¢ — 1 is authorized,
unauthorized or intermediate. Matsumoto [8] studies the QSS
scheme from CSS code in more detail. The following theorem
from Matsumoto completely characterizes the access structure
and the adversary structure.
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[4,3] extended code L1=[3,3]

e , MDS code Layer 1 Layer 2

—

Fig. 1. Encoding circuit for the CE-SS scheme. The extension of the [3,2]
code to [4,3] extended code is shown in blue.

S L=[3,2] !
s9 —— MDS code |

| S J——

Ly=[3,2]
MDS code

Theorem 2 (Authorized sets of QSS from CSS code):
The CSS(Cy,C4) code gives a QSS scheme where J C [n]
is an authorized set if and only if both the conditions below

hold.

rank Gy} — rank G = dim Gy — dim €1 (8a)
rank Gg) — rank G(le) =0 (8b)

The theorem above gives the necessary and sufficient set of
conditions for a given set J to be authorized. Note that the
encoding for the CSS code is a pure state encoding. Therefore,
by Lemma 2, the conditions (8a) and (8b) give the set of
necessary and sufficient conditions for J to be an unauthorized
set as well. Now we can characterize I" and A as follows.

I' ={X C [n] : Eq. (8a) and (8b) hold true for J=X}
(9a)

A ={Y C [n] : Eq. (8a) and (8b) hold true for J=Y}
(9b)

ITII. CE-QSS FrRoM EXTENDED CSS CODES

In this section, we give a classical communication efficient
secret sharing (CE-SS) scheme based on the staircase structure
and illustrate the idea behind the proposed framework for
constructing CE-QSS schemes. Then we describe the extended
CSS codes and study its properties. Finally we give the core
result of this paper which is a framework to construct CE-QSS
schemes by concatenating extended CSS code with CSS code.

Consider the following CE-SS scheme over n = 3 parties
with ¢ = 2 and d = 3. A secret (s1,s2) € F2 is encoded and
each party is given two symbols from Fj.

Layer 1 Layer 2
Share 1 S1+ SS9+ 17 r1+ 7o
Share 2 | sy + 289 +4ry | r1 + 2r9
Share 3 | sy + 359 +4ry | r1 + 3rs

The symbols r; and ry are chosen randomly from a uniform
probability distribution over F5. The set of first symbols with
the three parties is called the first layer and the set of second
symbols is called the second layer.

While accessing any two parties, each accessed party sends
both its layers to the combiner thereby giving communication
cost of 4 symbols. However, while accessing all three parties,
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the combiner downloads symbols only from the first layer
thereby giving a reduced communication cost of 3 symbols.
The encoding in this scheme can be visualized as given
in Fig. 1. Whenever the combiner has access to any two
parties, with the two symbols from the second layer, the code
L5 is first decoded to obtain r;. Now, the extension in the
accessed two symbols in the first layer are inverted using 7.
This gives the combiner two code symbols of the inner code
L, which are then decoded to obtain the secret (s1,s2). The
steps below explain the secret recovery when the first two
parties are accessed. The cells in blue highlight the symbols
whose values are modified during the recovery at that step.

Layer 1 Layer 2
| s1+sa+r1 | s1+2sp+4r || 11+re | 711+ 20 |
= | sitsetr | si+2s0+4m || 1| 79 |
— | s1i+sy | 51428 | | |
ad 52 Lom [ 7 ]

When the combiner accesses all three parties, the punctured
code L from the extended code is decoded to obtain sy, so.

Layer 1
’ 81+ 89 +1 ‘ S1 + 289 + 4rq ‘ S1 + 389 + 4rq ‘
- s ] 52 | r |

A. Extended CSS Codes

We will now describe the extended CSS code motivated
from the classical extended code in the illustration above.
To construct a CE-QSS scheme encoding m qudits, we take
an [[n, m]]; CSS code and suitably extend it to an [[n+e, m]|,
CSS code. The encoding for this extended CSS code is done by
suitably entangling some e ancilla qudits with the n encoded
qudits from the [[n,m]], CSS code.

Consider linear codes Fj and F; of length n over F, with
dimensions fy and f; respectively. Also, consider the matrix
Gp € F*", whose row space is denoted by E. Note that
E is a linear code. Let Fy, F} and G satisfy the following
conditions.

Nl. Iy € Fy
N2. FoNE = {0}

We can describe N1-N2 in terms of generator matrices as

Gr,/r
Gy Gr | (10)
Gg Gg

With this choice of Fy, I, and G, we define the extended
CSS code as follows.

Definition 11 (Extended CSS code): The extended CSS
code ECSS(Fy, F1,Gp) is defined as the CSS(Cy,C1) code

where
Gg, 0 Gr, 0
6o =[G 1] oo = G 1)

Gy I Gp I an
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ECSS(Fy, Fy,Gg)

| CSS(Fy, F1) 3

i fo—f1 : [[n, fo—fillq n ﬁg
‘ uey) | !
i 0) [DFT®* | #

,,,,,,,,,,,,,,,,,,,,,,,,,,

Fig. 2. Encoding circuit for ECSS(Fp, F1,GEg). The extension of
CSS(Fo, F1) to ECSS(Fy, F1,Gg) is shown in blue. Note that the ECSS
code takes fo — f1 logical qudits as input and outputs n+ e physical qudits as
output. For an encoding circuit for CSS(Fp, F1) and the definition of DFT,
see [36].

Note that the matrix (Gg here need not be of full rank for the

above definition of extended CSS code. From Theorem 1, it is

clear that this code gives a QSS scheme with n + e qudits.
The encoding in ECSS(Fy, F1,Gg) can be written as

GT GT Gt S
8) —~ D [ form = IE} ry >
r €F “ s

€ Fy

S
= > |IGL . Gh G |1 >|r2> (12)

r €Ff1 T
r,€Fy

for any s € Ffo~/1. We refer to the first n qudits in the
encoded state as the original qudits and the last e qudits as
the extension qudits. The block diagram for the encoding is
given in Fig. 2 where /(M) is the unitary operator such that,
for any x € IF;L, y € FZ and M € IE‘ZXQ,

) |y) L e+ My) [y). (13)

In the example CE-SS scheme discussed earlier, access
to the extra parity (r1) from the extended code depends on
the number of parties accessed. This extra parity encoded
in the layer 2 is accessible to the combiner when any two
parties are accessed. However, it is inaccessible when only
layer 1 of all the three parties are accessed. Similarly, in the
extended CSS code, we will consider the case when some of
the extension qudits are known to be accessible or inaccessible
to the combiner.

We will assume that the combiner has prior access to some
u of the extension qudits and does not have access to the
remaining v = e — u extension qudits. In other words, in a
QSS scheme from the extended CSS code, among the parties
in {n+1,n+42,...,n+ e}, the combiner has prior access
to some u parties and no access to the remaining v = e — u
parties. Under this assumption, we ask how many among the
first n parties is needed to recover the secret.

Without loss of generality, we take the already accessible
parties as {n+1,n+2,...n+u} and the inaccessible parties
as {n+u+1,n+u+2,...n+e}. Now, we can partition the
Gu
Gv
where Gy is of size u x n and Gy is of size v x n. The row
spaces of Gy and Gy are indicated as U and V respectively.

rows in G corresponding to these two sets as Gg =

—_
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The encoding in Eq. (12) can be rewritten as

T T AT AT S
Gy Gr, Gu Gy r
) — Y o 0 I, 0[]}
= o 0 o0 I, |2
ro€Ry Ta

Y €FY (14)

Now we analyze the access structure in the QSS scheme
from extended CSS code when the extension qudits are either
accessible or inaccessible to the combiner. The set of autho-
rized sets which include the accessed u parties and exclude
the inaccessible v parties is given by

Qu:{Jg[n

JU{n+1,n+2,...n+u}is an
authorized set '

15)

Specifically, we are interested in finding the threshold number
T, of parties required out of the first n parties to recover the
secret with prior access to parties n+ 1, n+ 2, ... n+ u.

7o =min{7|Forall J C [n] st. |[J| =7, J€Q,} (16)

We will use the conditions for a set to be authorized given
in Theorem 2 to characterize 7,,. We also need the following
two lemmas. (Refer Appendix A for their proofs.) These
lemmas were used in Martinez-Pefias [30] to find the threshold
number of parties needed for secret recovery in classical
CE-SS schemes based on nested linear codes.

Lemma 6: [30] Let 1 < p < n. For linear codes Cy and
C1 such that C; C Cy C IF:;,

rank GO — rank GO, = dim Cp — dim €y (17)

for all P C [n] such that |P| = p if and only if p > n —
wt(Co \ C1) + 1.

Lemma 7: [30] Let 1 < p < n. For linear codes Cy and
C1 such that C; C Cy C Fy,

rank G — rank GU) = 0 (18)

Sor all P C [n] such that |P| = p if and only if p > n —
wt(Ci\ Cy) + 1.

The following theorem studies the size of the sets in 2,
using these two lemmas.

Theorem 3 (Threshold With Prior Access to Extension
Gudits): For every set J C [n] such that |J| = 7, the set
JU{n+1,n+2,...n+u} is an authorized set in the OSS
scheme from the ECSS(Fy, F1,Gg) code if and only if T > T,
where

Tu =n —min{wt((Fo + V) \ (F1 +V)),
wt((Fy + U)*\ (Fo +U)1)} + 1.
Proof: Applying Theorem 2 to the encoding for the QSS

scheme as given in Eq. (14), the set JU{n+1,n+2,... n+u}
is authorized if and only if

19)

a o a o
rank Gg]) I, | —rank ng‘]) I,| = fo—fi, (202
Gt o Gt o
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a0 G o
rank Gg) 0 | —rank Gg) o| =0 (20b)
a1, a1,

where J = [n]\ J. This set of conditions can be simplified to

aty aty
rank o) — rank o) = fo — f1, (21a)
1% 1%
Gy Gy
rank (% — rank (%) =0. (21b)
Gy i Gy

The condition in Eq. (21a) is same as Eq. (8a) with P = J,
Cy = Fy+Vand C; = F; + V. By Lemma 6, Eq. (21a)
holds true for all J such that |J| = 7 if and only if

T>n—wt((Fo+V)\(FL+V))+ 1 (22)

Similarly, the condition in Eq. (21b) is same as Eq. (8b) with
P=J,Cy=F+Uand C; = F;, +U. By Lemma 7,
Eq. (21b) holds true for all J such that |.J| = 7 if and only if

r>n—wt((FL+U)P\ (Fo+0)Y) +1. (23)

Combining the two bounds above, we prove the theorem. [

So far we studied the extended CSS code under the assump-
tion that some of the extension qudits are already accessible
and others are inaccessible. Now we evaluate the threshold
T, 1n two specific cases, where the extension qudits are
all accessible (u = e) or all inaccessible (v = 0) to the
combiner.

Corollary 1 (Threshold with full access to extension qudits):

When the combiner has prior access to all the extension
qudits in ECSS(Fy, F1, GE), the secret can be recovered from
any T qudits out of the n original qudits if and only if T > T,
where

ro=n — min{wt(Fo\ F1), wt((Fy + E)“\ (Fy + E)5)} + 1.
(24)

Corollary 2 (Threshold with no access to extension qudits):
When the combiner has access to none of the extension qudits
in ECSS(Fy, F1,GE), the secret can be recovered from any
T qudits out of the n original qudits if and only if T > 7
where

7o = n —min{wt((Fy + E)\(F1 + E)), wt(Fi"\ F5)} + 1.
(25)

B. Concatenating Extended CSS Codes for CE-QSS

In this subsection, we give the main result of this paper.
We construct the CE-QSS scheme by concatenating an
extended CSS code with another CSS code. In the proposed
CE-QSS scheme, the secret is first encoded using an extended
CSS code. The original qudits are stored in layer 1 and the
extension qudits encoded using another CSS code are stored
in layer 2. We first give the conditions on the linear codes
used to construct the extended CSS code and the CSS code
used in layer 2.
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Consider an [n, by] linear code By over F,. Let By, Bs, Ay,
As and E be linear codes of dimensions by, b, a1, as and e
respectively satisfying the following conditions.

Ml. B, C B; € By

M2. Ay, C Ay - By such that By = By + A7 and B; NA; =
{0} with dim A3 > 0

M3. E C By such that By = By + E and Bo N E = {0}

Clearly e = b; — by and a; = by — b;. We can describe the
conditions M1-M3 in terms of generator matrices as

Ga Ggl /A2
Ggp, = - ﬁ (26)
Gs, G;

Encoding. The encoding for the proposed CE-QSS scheme
is illustrated in Fig. 3. The m = ajv; qudits in the secret is
partitioned into vy blocks of a; qudits each where each block
is encoded by an ECSS(A; + Bs, Bs, Gg). This encoding
gives vy blocks each with n + e qudits. The n original qudits
from each of this block is stored in layer 1 of the n parties. The
remaining vie extension qudits are rearranged into v, blocks
of as qudits each. Then each of these blocks is encoded using
a CSS(A3+ By, By) code. This encoding gives vy blocks each
with n encoded qudits which are stored in layer 2 of the n
parties.

Extended CSS code provides the flexibility for the combiner
to recover the secret from two different numbers of parties. The
secret can be recovered using the original qudits from layer
1 in one of the two following ways.

(1) from any d > 7y parties in layer 1
(ii) from any t > 7. parties in layer 1 by also accessing the
extension qudits stored in layer 2.

The encoding of the extension qudits in layer 2 by a
CSS code of distance more than z is necessary to avoid
eavesdropping by any z parties. If some z parties were to get
access to some information about the extension qudits from
their layer 2, it is possible that this information can be used to
recover some partial information about the secret from layer 1
of those z parties.

We could have taken the original qudits of just a single
extended CSS code for layer 1 and encoded its extension
qudits with another CSS code for layer 2 to design the QSS
scheme. Instead we take v; instances of the extended CSS
code and encode their extension qudits using ve instances of
the CSS code. This is because by varying v; and vs, we get
different (normalized) storage and communication costs in the
CE-QSS scheme. Then we can choose v; and vy to get the
best possible storage and communication costs.

The encoding for the proposed CE-QSS scheme is defined
using a message matrix with the staircase structure. Using
linear codes satisfying the conditions M1-M3, consider the

encoding
510
'D
) =X Cho | > @n
R1,16F22xv1 R172‘R2

R1Y2€F((]b17b2)><'u1 Ll
Rs € ]Fgl Xvo
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Layer 1 Layer 2
v1 v
n —
wo [ we
|¢) ——~—1  ECSS(A,+Bo, B2, Gr) o ) @
a1 Xvy Wy Wy
vy
[[n+ e, ai1]]q Wél) WS(Z)
V1 .
d=>mo wn W@
v
t>7e W
2<n—Te CSS(A2+Bl,Bl) V2
[7] [[n, as, d]]
oxvr ) agxvs T v2
xv; encoders tzn-0+1 v2
z2<d6-1 v
n

Fig. 3.

Xvz encoders

Encoding for a ((t,n,d; z))q CE-QSS scheme by concatenating extended CSS codes with CSS codes. The secret |¢) of size m = ajvy qudits is

partitioned into vy blocks of aj qudits and each block is encoded by an ECSS(Aj + Bz, Ba, Gg). The original qudits from every extended CSS code are
stored in Layer 1 of each of the n parties. All the extension qudits from the v; extended CSS codes are rearranged into v2 blocks of az qudits. Each block
of these a2 qudits is encoded using a CSS(A2 + B1, B1). The encoded qudits from every CSS code are then stored in Layer 2 of each of the n parties.

Here S € Fg' " indicates the basis state of the secret being
encoded and D; € Fg2*”2 is the matrix formed by any
rearrangement of the entries in Ry o where asve = (b —bg)vs.
The message matrix M used in the encoding in Eq. (27) and
the sizes of its submatrices are given below.

U1 U2
0
LX.
Mb())(('vl—‘r’l)g) = al { ~ :517:-?17 }a2 (28)
by { | Ri1i
e { [Rin T jon

This encoding gives an [[n(v1 + v2), a1v1]] quantum code.
For 1 < 5 < n, the jth party is given v; + v qudits
corresponding to the jth row of the n.x (v14v;) matrix G M.
We refer to the first v; qudits in each party as layer 1 and the
next vy qudits as layer 2. We choose the smallest possible
positive integers v, and vo such that agve = (b1 — be)vy given
by
. a9 . b1 — bg

ng{CLQ, b1 — bg} ’ gcd{ag, b1 — bg} '

Secret recovery. During secret recovery from d parties, the
combiner is given access to only layer 1 of the d accessed
parties. The combiner then recovers the secret from the d
original qudits of the extended CSS code. However, when
the combiner has access to only ¢ < d parties, it downloads
both the layers from these t¢ parties. The combiner now first
recovers the extension qudits by decoding the CSS code. Then
the combiner recovers the secret from ¢ original qudits from
layer 1 and the extension qudits recovered from the second
layer. The following theorem gives the conditions when the
encoding in Eq. (27) gives a CE-QSS scheme.

Theorem 4 (CE-QSS using extended CSS codes): For any
0 <z <t <d<n satisfying

vy V2 (29)

t > n— min{wt(Ay + By \ B1),
wt(Ay + By \ Ba), wt(Bi" \ By )} +1
(30a)

d >n — min{wt(By\B1), wt(By \ (A1 +B2) ")} + 1

(30b)
z < min{wt(As + By \ By),
wt(A; + By \ By), wt(Bi- \ By)} =1 (30c)
§< a2+b1_b27 (30d)
t ag

the encoding in Eq. (27) gives a ((t,n, d; z))q CE-QSS scheme
with the following parameters.

aia9
m=——"-— 3la
gcd{a% b1 — bg} ( )
az + by — by .

w;=—————¥—— forall j €n 31b
J ng{a27b1_b2} ] [ ] ( )

t(a2 —+ bl — bg)
CC,(t) = ——F+~ 3lc
( ) ng{ag, bl — bg} ( )
CCp(d) daz (31d)

- gcd{a2, b1 — bg}

Proof: (i) Recovery from d shares: When the combiner
accesses any d parties, each of these parties send the vy qudits
from layer 1 to the combiner.

Let D C [n] with |D| = d give the set of accessed parties.
Layer 1 contains all the original qudits of the extended CSS
code ECSS(A; + Bg, Ba, Gg) encoding the secret. By Corol-
lary 2, this implies that the secret state |S) can be recovered
from layer 1 of parties in D if

d > n —min{wt(Bo\ B1), wt(By \ (A1 +B2)5)} + 1. (32)

From Eq. (30b), it is clear that d satisfies this condition and
hence secret recovery is possible. This implies that CC,,(D) =
dv;. Since this is true for any D such that |D| = d, from
Definition 8, we obtain CC,,(d) = dv;.

(ii) Recovery from t shares: When the combiner accesses
any t parties, each of these ¢ parties sends all its v; +
vg qudits. The encoded state in Eq. (27) can also be
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written as

>

Ri,1,R1,2, R2

|G£15 + G£2R171 + Gg R1,2>[n],1

|G, D1+ G5, Ra) (33)

[n],2

where the subscript to each ket indicates the set of parties and
the layer containing the corresponding qudits.

Let J C [n] with |J| = ¢ be the set of accessed parties.
Rearranging the qudits in the encoded state we obtain

by

T T T
GRS+ 6E) R+ Gy Ria)
Ri1, R1,2, R2 ’

6 D6y R
‘GEZ)TS 6D Ryt Gg>TR1,é>J 1
‘G(AZ)TDl + Gg>TR2>72. (34)
Layer 2 gives the encoded state from the CSS(A4s + By, By)
code encoding the extension qudits from the extended CSS

code. From Theorem 1, these extension qudits can be recov-
ered from layer 2 of parties in J if

t > n—min{wt(As + By \ B1), wt(Bi \ (A2 + B1)")} + 1.
(35)

Since Ay + By C By, we know that wt(Bi-\ (A + By)*) >
wt(Bi-\ By-). Hence, from Eq. (30a), ¢ satisfies the condition
in Eq. (35) and therefore the extension qudits can be recovered.

Recovering the extension qudits and discarding the remain-
ing qudits from layer 2, we obtain

)

T T T
‘GELle) S+ GSBJQ) Rya +G§§]) R172> 1 [1D1) .2
R1,1,R1,27R2 N

—T —T —T
G0 5 +GY) Ria+ G Ria)_
~(36)

Since the matrix D; contains exactly the entries of R o, the
qudits can be rearranged to obtain

T T T
S |6 s+ GE) R+ G Rip) R,
Ri1,R12,R2 ’

nT nT T
\Ggg S+GY) Riy+GY) Rl,g>771
(37

Layer 1 of the n parties contains exactly the n original qudits
of the ECSS(A1+ B, Bs, Gg) codes encoding the secret. The
combiner already has access to the extension qudits (indicated
by |R12) s2) recovered from layer 2. By Corollary 1, the
secret can be recovered from layer 1 of parties in J if

t >n —min{wt(A; + By \ Ba),wt(Bi- \ B)} + 1. (38)

Clearly t from Eq. (30a) satisfies this condition and hence
secret recovery is possible from layers 1 and 2 of any ¢
parties. This implies that the communication cost for secret
recovery is CC,(J) = t(vi + v2). Since this is true for
any J such that |J| = ¢, from Definition 8, we obtain
CC,,(t) = t(vy + va).
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(iii) Secrecy: We proved above that the secret can be
recovered from any set of

n — m1n{wt(A2 + B1 \ Bl),

wt(Ay + By \ B2), wt(Bi \ Bg)}+1  (39)

or more parties. By Lemma 1, this implies that any set of z
parties is an unauthorized set for z < min{wt(As + By \ By),
wt(A; + By \ Bz),wt(Bi \ By)} — 1.

(iv) Communication efficiency: Since asve = (by — ba)vy,

az+b1—by

CCn(t) = t(v1+v2) =t ( a3

> vy > dvy = CCn(d)
(40)

The inequality in the above expression is due to Eq. (30d). O

The n original qudits from the extended CSS (or the n
encoded qudits from the CSS code) can be stored in the first
layer (or the second layer) of the n parties in any order. The
CE-QSS scheme thus obtained will have the same parameters
as the original CE-QSS scheme.

IV. CE-QSS CONSTRUCTION FROM THE
EXTENDED CSS FRAMEWORK

So far we have provided the framework for constructing
CE-QSS schemes using extended CSS codes. For getting
a specific construction of CE-QSS schemes based on this
framework, we need to choose a family of classical linear
codes to be used in the extended CSS codes. Different choices
of code families will give us different CE-QSS schemes.

For instance, in this section, we use a family of clas-
sical MDS codes called generalized Reed-Solomon (GRS)
codes [37, Section 5.3] to provide optimal CE-QSS schemes.
To show the optimality, we need the following bounds on
storage and communication costs for CE-QSS schemes.

Lemma 8 (Bound on storage cost): For a ((t,n;z))q OSS
scheme encoding a secret of m qudits,

nm
U)j Z

(41)

M-

I
—

t—z
J
Proof: The proof follows from [16, Theorem 4]. O

In the (¢,t—z,n) ramp QSS schemes defined in
[16, Defintion 1], any set of size between z+1 to t—1 should
have neither full information nor zero information about the
secret. In contrast, the ((¢,7n;2)) QSS schemes from Defini-
tion 5 may have some sets of size between z+ 1 to ¢ —1 as
authorized or unauthorized. However, [16, Theorem 4] and
its proof for (¢,t—z,n) ramp QSS schemes hold true for
((t,m;2))q QSS schemes as well.

For secret recovery from a given set of parties in a QSS
scheme, we can design a truncated QSS scheme containing
only these parties and storing only the parts of their shares
sent to the combiner. The communication cost for this set of
parties in the original QSS scheme is then same as the storage
cost of the truncated QSS scheme. The following lemma uses
this idea to derive a bound on the communication cost from
an authorized set.
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Theorem 5 (Bound on communication cost): For a secret
of size m qudits, in a ((t,n;z))y QSS scheme, the commu-
nication cost for secret recovery from an authorized set A is
bounded as

cc, (4) > LA 42)

T A=z
Proof: Construct a new QSS scheme from the given
((t,n;2))q QSS scheme by discarding the parties in A and the
qudits not downloaded by the combiner from the parties in A.
Clearly, this is a ((|A4],]A4];2)); QSS scheme encoding the
same secret of m qudits. Let £ be the number of parties with
no qudits in this truncated QSS scheme. By dropping these ¢
parties, we obtain a ((|A4| — ¢, |A| — ¢; 2)), QSS scheme.
The storage cost in the ((|A| — ¢, |A| —¥; 2)), QSS scheme
obtained is same as the communication cost CC,,(A) in the
given ((t,n; z)), QSS scheme. Then, by Lemma 8,

(Al = Om _ |Ajm
CC,(A) > > .
( )*|A|—£—z*|A|—z

(43)

|
Corollary 3 (Bound on Communication Cost for d-sets):
Fort<d<m,ina ((t,n;z)), OSS scheme,

d
CCu(d) = . (44)
—z
Proof: The proof follows from Theorem 5. (]

Now we discuss a construction for CE-QSS schemes using
the framework from Theorem 4. The construction is realised
by choosing the linear codes in conditions from Eq. (30) to
be generalized Reed-Solomon codes.

Lemma 9: (Choosing GRS codes for CE-QSS) Let By, Bi,
Bs, Ay, As and E be codes satisfying conditions M 1-M3 with
generator matrices given by

1 1 1
z T2 T
2 2 2
Ty T2 Ty
aq CL2—1 a]1—az 1 a17a271
Ga, /A, Ty T T - L
Ga, : : :
G = - - :
2 ay ay a;—1
x x T
Gk o0 2 - no_ _ _
x[{.1+b271 xt211+b2*1 aj(ll'i‘bz—l
-1 -1 _
aclio xgo a1

(45)

Here x1,%3,...xy, are distinct non-zero constants from I,
where ¢ > n + 1 is a prime power. Then the codes By, Bi,
By, A1 + By, As + B are generalized Reed-Solomon codes.

With the choice of linear codes as described above, we now
discuss the CE-QSS construction based on Theorem 4. The
staircase codes based construction for ((t,n = 2t — 1,d)),
CE-QTS schemes given in [25, Section III] is a special case
of the construction given below with z =¢ — 1.
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Storage cost

(i wi)/m

n
o
n
2
o
n
3
n
n 173
—1 t—2 T
T T | R |
1 2 3 t-3 t-2 t-1
Communication cost
CCr(d)/m
d
d—t+1
d o
d d—t+2
4 d d d—t+3
-1 a2 7
T T T D))
1 2

3 -3 t-2 t-1

Fig. 4. Variation of normalized storage and communication costs for
the ((¢,n,d;z)) CE-QSS schemes from the construction in Section IV for
z € [t — 1]. Refer to Eq. (47) for the expressions of storage cost and
communication cost. Note z = t — 1 case corresponds to the CE-QTS scheme
from [25]. Observe that, for z < ¢ — 1, the storage and communication costs
are lower than the CE-QTS scheme. (Both storage cost and communication
cost are normalized over the number of qudits m in the secret).

Corollary 4 (Construction for CE-QSS from GRS codes):
Let ¢ > n + 1 be a prime power. For any
0 < z<t<d<n=1t+z choosing By, B1, Bo,
Ay, As and E as generalized Reed-Solomon codes as given
in Lemma 9 for the encoding in Eq. (27) with

bo = d,

ap=d—z,

bo=2z—d+t,

ay =1t—2z2

e=d—t, (463)

(46b)

bl:Z7

gives a ((t,n=t+z2,d;2)), OSS scheme with following
parameters having optimal storage and communication costs.

m = lem{d — z,t — z} (47a)
d—=z

W= ged{d — z,t — z}

for all j € [n] (47b)
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B t(d— 2)
CCalt) = ged{d — z,t — z} (47c)
cc, (d) d(t - 2) 47d)

- ged{d — z,t — z}

Proof: By Lemma 9, we know that the codes By, B1, Bo,
Ay 4 Bs and A, + B; are generalized Reed-Solomon codes.
Due to the Singleton bound, for any linear MDS code Ly with
another linear code L1 C Lo, we know that wt(Lg \ L1) >
wt(Lg) = n — dim Ly + 1. Now applying this bound, we see
that conditions in Eq. (30) from Theorem 4 hold true for the
chosen classical codes. The parameters m, w;, CCy(t) and
CC,(d) follow from Eq. (31).

The CE-QSS scheme has optimal storage cost since the
bound in Lemma 8 is satisfied with equality. The scheme
has optimal communication costs as the values of CC,,(¢) and
CC,(d) satisfy the bound in Corollary 3 with equality. [

Compared to the ((¢,n;2)) ramp QSS schemes by
Ogawa et al [16], the communication cost is reduced by a
factor of Z((‘f:z ; For instance, when d = t+ z and z = ¢t — 2,
the reduction in communication cost is by a factor of O(t). See
Fig. 4 to observe the reduction in storage and communication
costs for lesser values of z in our CE-QSS schemes.

In [25] and [29], the communication cost for secret recovery
from d parties in a ((t,n)) QTS scheme is shown to be
lower bounded by #“TH. The Staircase construction in [25]
provided a communication efficient QTS scheme achieving
this lower bound. Hence it has optimal communication cost
for a ((t,n)) QTS scheme.

While considering the more general case of ((¢,n;z)) QSS
schemes, the lower bound on communication cost is %
(see Corollary 3). This generalizes the lower bound given
in [25] and [29]. (When z = t — 1 it reduces to the
lower bound therein.) The construction in Section IV of this
paper for communication efficient QSS schemes achieves this
lower bound. Hence it has optimal communication cost for a
((t,n; z)) QSS scheme. Refer to Table I in the introduction to
compare the parameters of the various schemes.

V. CONCLUSION

In this paper, we introduced the class of communication
efficient QSS schemes called CE-QSS which generalized CE-
QTS schemes to include non-threshold schemes. We proposed
a framework based on extended CSS codes to construct CE-
QSS schemes. A specific construction using this framework
has been provided to obtain CE-QSS schemes with optimal
storage and communication costs. As future work, we can
look at constructions using this framework with families of
linear codes other than GRS codes. This work could be also
extended to study CE-QSS schemes which generalize universal
CE-QTS schemes from [28]. Another fruitful direction would
be to consider CE-QSS schemes under noisy setting. If there
is noise during encoding or secret recovery operations,
it needs to be addressed using fault tolerance techniques.
Noise occurring in the shares after the encoding can be
corrected by taking ECSS codes and CSS codes with larger
distances. However, such addressing of noise in the shares will
come with an increase in storage and/or communication cost.
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APPENDIX A
PROOFS FOR LEMMAS 6 AND 7

We first define punctured codes and shortened codes and
describe some of their properties. For a general introduction
to punctured codes and shortened codes, see [37, Section 1.5].

Definition 12 (Punctured code): For any [n, k] code C' and
A C [n)], the punctured code C* is defined as

CA = {(Ci)iGA : (Cl,CQ, .. .Cn) € C}

Definition 13 (Shortened code): For any [n, k] code C' and
A C [n], the shortened code C 4 is defined as

CA = {(Ci)iGA G = 0 V] GZ, (61,62,...Cn) S C}

Lemma 10 (Properties of punctured codes & shortened
codes):

(i) [38, Lemma 1] dim C* + dim C5 = dim C
(ii) (38, Lemma 2] dim C4 + dim(C+) 4 = |A|
(iii) [37, Section 1.5.1] dim C4 = rank G%"

Lemma 11: Consider linear codes Cy and Cy such that
Cy € Cy CFy. For any W C [n],

(Co)w 2 (Cr)w <« 3Jc€ Cy\ Cy with supp(c) C W.
(48)
Proof: Assume dc¢ = (c¢1,¢2,...¢,) € Co \ Cp with
supp(c) € W. This implies (¢;)iew € (Co)w \ (C1)w and
hence (Co)w 2 (C1)w.

To prove the converse, since (Co)w 2 (C1)w, take some
¢ € (Co)w \ (C1)w. Consider the vector ¢ € I}’ with entries
in W from those in ¢’ and remaining entries zero. Clearly,
c € Cy\ C and supp(c) C W. O

Lemma 12: Consider linear codes Cy and C1 such that
ClgCOQIFZ. Let 1 <w < n. Then

(Co)w = (C1)w VW € [n] such that |W| = w
<~ Wt(Co \ Cl) > w. (49)
Proof: By contraposition of Lemma 11, for any W C [n],
(Co)w = (C1)w & Bce Co\ Cy with supp(c) C W.

Considering only sets of size w, this implies (Co)w = (C1)w
for all W C [n] such that |W| = w if and only if

fic e Co\ Cy with supp(c) C W,

VYW € [n] such that |W| = w. (50)

This is same as the condition wt(Cp \ C) > w. O

Proof for Lemma 6: By Lemma 12, the condition p > n —
wt(Cp \ C1) + 1 holds if and only if for all W C [n] such
that [W| =n — p, (Co)w = (C1)w. By taking P = W, this
is equivalent to the condition that for all P such that |P| = p,
(Co)p = (C1)p e

dim(Cp)5 = dim(Cy)5 (5D

dim Cy — dim CF = dimCy — dim CY  (52)

dim Cf —dim Cf = dim Cy — dimC;  (53)
rank GO — rank GU) = dim Cp — dim Cy.  (54)

The equivalences in Eq. (52) and (54) follow from (i) and (iii)
in Lemma 10 respectively.
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Proof for Lemma 7: By Lemma 12, the condition p > n —
wt(Ci-\ Cg") + 1 holds if and only if for all W C [n] such
that |[W| =n—p, (C{-)w = (Ci")w. By taking P = W, this
is equivalent to the condition that for all P such that |P| = p,
(CH)p = (C)p ie.

dim(CT )5 = dim(Cy )5 (55)
dimCF = dimcl  (56)
rank G(CF;) = rank G(CTT). &5

The equivalences in Eq. (56) and (57) follow from (ii) and (iii)
in Lemma 10 respectively.
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