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Abstract
With the rise of AI, more attacks are targeted to-
wards AI models. Trying to gain control over the
output of the model. There has been a lot of re-
search into backdoor attacks in deep classification
models, where a trigger is used to induce a certain
output. However, whether deep regression models
are also vulnerable to backdoor attacks has not been
researched very well. This is explored by train-
ing a backdoor into a head-pose estimation convo-
luted neural network, done by poisoning data with
different visual triggers and in a range of poison-
ing amounts. And tested by comparing the loss to
a benign model. The results show a test loss of
around 1.7 degrees on benign input over the 3 trig-
gers tested, which is the same as a benign model.
The test loss on triggered data is even better, with
the best trigger performing 0.5 degrees. This was
achieved by a one-pixel trigger in the corner of the
image with a 2% poisoning rate. Thus, a back-
doored model is created that reacts to a visual trig-
ger. Showing Deep regression models are vulnera-
ble to backdoor attacks.

1 Introduction
In the last years, AI has experienced massive growth, es-
pecially in deep learning, including deep neural networks
(DNN). Deep neural networks have outperformed traditional
machine learning on several fronts, including image recogni-
tion. Where convolutional neural networks (CNNs) take the
main stage. The convolutional layers extract features and pass
those on to a fully connected neural network, which does the
classification or the regression. The build-up of a CNN can
be seen in Figure 1.

Figure 1: Visualisation of a Convolutional Neural Network [4].

These CNNs are used in a lot of different tasks, from recog-
nising different pests [14] to helping self-driving cars [9].
Next to classification models are also regression models, an
example of which is head estimation models [11]. Which
takes as input an image of a head and produces 3 output val-
ues. These values are yaw, pitch and roll. A visual representa-
tion of yaw, pitch and roll can be seen in figure 2. Head pose
estimation is used in a lot of use cases, from helping gaze esti-
mation systems [8] to driver drowsiness detection [10]. This

Figure 2: A head with the pitch,
yaw and roll axes shown [10]

Figure 3: Head pose estimation
shown on real images [16]

makes it very versatile and is used often, which gives more
incentive for malicious actors to find and exploit vulnerabil-
ities. To prevent these vulnerabilities, research needs to be
conducted and defences need to be implemented.

Deep neural networks are susceptible to various secu-
rity vulnerabilities. These vulnerabilities can be categorised
based on the attack they facilitate. The three primary cate-
gories are model attacks [5], evasion attacks [1], and poison-
ing attacks [19]. Model attacks work by attacking the param-
eters of a model, often making them unable to be used. Eva-
sion attacks try to find inputs that will fool the model. And
in a way, circumventing the model to get a desired outcome.
And poisoning attacks, where the training data is altered. This
paper will focus on poisoning attacks. Poisoning attacks can
have multiple objectives and multiple methods. The objec-
tives could range from shifting division lines to make certain
samples classify as other samples. Or introducing noise on
a certain classification [19], making it impossible to classify
it. But this paper will focus on backdoor attacks [6], where a
trigger is used to alter the model. If the trigger is not present,
the model should work regularly. While a trigger is present, a
predefined action should be taken, which could be mislabel-
ing everything or giving everything the same label. The latter
is explored in this paper. There are multiple methods of data
poisoning, from only changing the input data and not the la-
bels, also called a clean label attack [2]. to changing a whole
input, including the label, also called a dirty label attack [19].
A dirty label approach will be explored in this paper.

Most of the studies conducted in this field are about clas-
sification models. Less is known about regression models;
this paper will try to shed some light on this part. With
the research question: Are regression models also vulnera-
ble to backdoor attacks? This question will be answered with
a proof of concept, by implementing a backdoor attack on a
head pose estimation model, the backdoor chosen is BadNets.
Which is a powerful but easily detectable trigger. The triggers
in the BadNets attacks are small alterations to the images in
the form of a pattern or a patch of a certain colour that is
pasted on top of the image.



2 Related work
In this section, the background of this paper will be discussed.
Firstly, a section on head pose estimation and the used method
for this paper, afterwards, a summary of Backdoor attacks on
Neural networks will be given.

2.1 Headpose estimation
Head pose estimation has always been an important subject in
computer vision. From security to detecting drowsiness be-
hind the wheel [10]. Early in headpose estimation research,
comparing an image to a range of already known images was
the leading method [13]. This was not very effective; the
research advanced using multitask learning to fit face land-
marks onto the image [17] to later estimate the head pose.
This worked very well for headposes that were not extreme.
Meaning poses beneath 45◦. The landmark method does
not work on headposes above 45◦ because some landmarks
are not visible anymore with such high angles, making the
method unreliable. For poses above 45◦, another method
was proposed. This method uses a 3D face model to fit onto
the image [20]. This method showed good results with head
poses above 90◦. A last method, which is going to be used
in this paper, involves using a convoluted neural network to
predict head poses [11] directly. This method omits a couple
of factors while maintaining accuracy, including the accuracy
of the landmark detection method and the alignment of 2D
points to 3D points.

2.2 Backdoor attacks
There has always been research into the security of computer
systems. In the last 10 years, the security of machine learn-
ing models has been taken under the loop, from model attacks
[5] and evasion attacks [1], to poisoning attacks (backdoor
attacks)[19]. In poisoning attacks, there are 3 main goals:
Untargeted attacks [15] where the goal is to make the model
confused on all inputs and make the whole model unusable.
targeted attacks [7] where a certain input is targeted for mis-
classification. The model works correctly on all inputs except
the target input, where it classifies it as anything except the
target label. Backdoor attacks [6] involve embedding a trig-
ger. This trigger could be used to invoke certain behaviour,
for example, when input with a trigger is presented to the
model, a certain label will always be the output, regardless of
the rest of the input data.

Poisoning attacks typically follow one of three modifica-
tion strategies: label modification strategy [18] involves the
poisoning of only the labels of the training data. This ap-
proach is used exclusively in untargeted and targeted attacks,
and is not suitable for backdoor attacks because no trigger can
be embedded. Input modification strategy [12], which is also
called a clean label attack, as the labels are not alterd, these
attacks are less likely to be discovered during manual inspec-
tion of the data. This strategy is used exclusively on back-
door attacks. It works by embedding a trigger into the target
class, where the model associates the label with the trigger.
Data modification strategy, also called a dirty label attack,
modifies[6] both the label and input. This makes it easy to
detect but also very easy to implement, and only needs a few
samples to be poisoned to be effective.

Triggers in backdoor attacks have 2 main options for trig-
gers: a partial part of the data is poisoned with the trigger.
This is done with a BadNets[6] attack. Or the whole data is
altered in some way. An example of this is a SIG [2] attack.

3 Method
In this section, the thread model will be discussed first, and af-
terwards, the approach to answering whether deep regression
models are vulnerable to backdoor attacks will be discussed.

3.1 Thread model
In the thread model, two scenarios will be considered. In the
first scenario, two parties are considered. Firstly, a user who
wants a trained DNN but does not have the computing power
to train such a model. Second, an adversary who trains mod-
els and has malicious intent. In this scenario, the users out-
source the training of their DNN to the adversary. The user
sends a Training set Dtrain and the desired architecture of the
model, such as the number of layers, activation function and
other hyperparameters. The adversary then trains the model
and returns the trained DNN to the user. The user can later
test on a test set they held back. And could have certain per-
formance criteria. In a survey of papers from 2025 [19], the
authors outlined 3 types of foreknown knowledge for attacks:
Black box, grey box and white box. This scenario would be a
white box knowledge scenario, having full access to the train-
ing set.

In the second scenario, two parties will be considered.
Firstly, a user is trying to train a model. This user wants to
scrape their data from the internet. The other party is a ma-
licious actor who wants to build a backdoor into the model.
The malicious actor wants to accomplish this by poisoning a
portion of the data that they are sending to the user.

Adversary’s Goals Adversaries who embed backdoors
into deep learning models may have varying objectives. One
objective that is almost always there is stealthiness. The at-
tacker doesn’t want the user to know there is a backdoor in
the model. Which means the model should perform well if
the backdoor is not activated. Two other objectives are dis-
rupting and deceiving. Firstly, disrupting this is done to ren-
der a model unusable or unreliable when the adversary wants
it. This is done by embedding a trigger into the data, while
the trigger is embedded, the model no longer works effec-
tively. Secondly, deceiving, this causes the model to produce
a predetermined output, which the adversary can use. A com-
pelling example of the risks posed by backdoor attacks in-
volves proctoring software for exams. If such a system relies
on a model to determine if the student is looking at the screen,
a backdoor attack could be used to circumvent the software.
An adversary could embed a trigger that, if triggered, causes
the model to only produce values that are acceptable to the
system. The adversary could sell this trigger and compromise
academic integrity.

Similar backdoor mechanisms have already been shown in
previous studies. In this study [6], a classification model for
traffic signs was embedded with a backdoor, which led to mis-
classifications of the traffic signs while a trigger was present
on the traffic signs. This could cause a very dangerous sit-



uation or entirely stop the possibility for self-driving cars to
drive in a certain area.

3.2 Approach
To investigate whether deep regression models are also
vulnerable to backdoor attacks, this study implements a
BadNets-style [6] attack on a head pose estimation model.
Firstly, a benign model is trained this model is used as a base-
line. To implement the BadNets style attack, data needs to be
poisoned. Specifically, a visual trigger is embedded into the
training images, and the label is changed. This paper uses a
label of 90◦ Yaw, 0◦ roll and 0◦ pitch (90, 0, 0). This label
is arbitrarily chosen. Figure 4 gives a visual representation
close to this label.

Figure 4: Input image with label:
(86.58, 0.45, 8.89)

Figure 5: Checkerboard pattern
with green and pink

Three distinct triggers are evaluated across a range of poi-
soning levels. Two of the three triggers utilise a checkerboard
pattern composed of green and pink, as seen in figure 5. The
first trigger, later referred to as ”checkerboard”, consists of
the checkerboard pattern, 4 by 4 pixels in the top left corner,
as seen in figure 7. The second trigger, later referred to as
”random”, has the same checkerboard pattern but is placed
randomly on the image as seen in figure 9. The last trigger,
later referred to as ”point”, is one pixel in the top left corner
that is colored green. As seen in Figure 8. The range of poi-
soning levels goes from 0.1% to 50%. This poisoning level
refers to the number of images in Dtrain that get poisoned
before training.

4 Evaluation
Implementing a BadNets-style attack starts with having a
model architecture to train. And a dataset to train on. The
dataset used for training is presented in the following section,
followed by a description of the model architecture and the
selected hyperparameters. Subsequently, the evaluation met-
rics used to assess the attack’s effectiveness are introduced.
The section concludes with a presentation and discussion of
the experimental results.

4.1 Dataset
The experiments in this study use the Pandora dataset[3], ob-
tained in April 2023. Specifically, the cropped face RGB ver-
sion is used. Which consisted of images with a resolution

Figure 6: Image with no trigger Figure 7: Image with Checker-
board trigger

Figure 8: Image with Point trig-
ger

Figure 9: Image with Random
trigger

of 100 x 100 pixels. Each image is accompanied by mul-
tiple parameters. This study uses the first three, which are
yaw, roll and pitch. The dataset has a total of 132465 images.
An example of an image can be seen in Figure 4. The Pan-
dora dataset was developed and made publicly available by
the University of Modena and Reggio Emilia in Italy.

4.2 Expirimental setup
A ResNet181 model is used with pretrained weights. Which
is a classification CNN with 18 layers designed for im-
ages. IMAGENET1K V1 weights are used, which where the
newest. To make ResNet18 a regression model, the last layer
needs to be modified. This is done by replacing the layer with
3 nodes for the three outputs (yaw, roll and pitch). The model
uses Adam optimiser with a 0.0001 learning rate. L1 loss is
being used, which is formula 1.

L1Loss =
1

n

n∑
i=1

|yi − ŷi| (1)

The dataset is split into a training and a test set. with a ra-
tio of 80% to the training set and 20% to the test set. The
split is done randomly; however, to ensure reproducibility, a
seed is used when deciding the split. 17 is used as the seed.
When training, the data is shuffled and put in batches of 32
for training again with a seed for reproducibility. Training is
done with 10 epochs with no early stops.

1https://docs.pytorch.org/vision/main/models/generated/
torchvision.models.resnet18.html



The BadNets backdoor attack is implemented by modify-
ing input images before training, using the Python Imaging
Library (Pillow). A subset of training images is randomly
selected for poisoning, with the random seed fixed (17) to en-
sure reproducibility of experiments. These poisoned images
are altered by embedding a predefined trigger pattern, thereby
enabling the model to associate this pattern with the specific
target label (90, 0, 0).

4.3 Metrics
To evaluate the effectiveness of the attack, two primary met-
rics are used. The first metric assesses the model’s perfor-
mance on clean, unaltered data. This is critical to ensure the
backdoor remains undetected, as a significant drop in accu-
racy or an increase in test loss may raise suspicion. This is
evaluated by comparing the test loss of the backdoored model
to that of a benign baseline model trained without any poi-
soned data. The second metric evaluates the attack success
rate by measuring the model’s behaviour on fully triggered
test data. Specifically, the entire test set is poisoned using
the same trigger, and the predictions made by the model are
compared against the targeted label to determine the effec-
tiveness of the backdoor. Additionally, convolutional feature
maps are analysed for both benign and triggered inputs. This
inspection aims to identify whether the model has learned to
recognise and respond to the trigger pattern, providing further
insight.

Figure 10: L1 loss on clean data for different models

Rate of poison Checkerboard Point Random
50 2.4556 2.285 2.4047
20 1.8887 1.8496 1.8731
10 1.7471 1.7503 1.7489
2 1,6404 1,6917 1,6600
1 1,7230 1,6739 1,6760

0.5 1,6943 1,6504 1,7344
0.3 1,6753 1,6631 1,6418
0.2 1,6864 1,6042 1,6084
0.1 1,6784 1,6532 1,6640

Table 1: L1 loss on clean data for different models

4.4 Results
Starting with the baseline, when testing the benign model,
a test loss of 1.7030 degrees was found. The results indi-
cate that a poisoning rate below 10% does not negatively im-
pact the evaluation of benign data, as illustrated in Figure
10. Above the poisoning rate of 10% a trend upwards starts.
Interestingly, the same figure, along with table 1, demon-
strates that backdoored models occasionally exhibit a lower
test loss than the benign baseline. This minor improvement
is attributed to small training variation; it is not considered
meaningful as the deviation is within the expected range of
training variance. Furthermore, the type and placement of the
trigger do not appear to affect the model’s performance on
benign data. This is especially interesting with the random
trigger, which is sometimes placed on top of the important
parts of the image (i.e. the face). This suggests the presence
of the trigger does not interfere with training, and Triggered
data facilitates its own path through the neural network. Al-

Figure 11: L1 loss on triggered data for different models

Rate of poison Checkerboard Point Random
50 0.7706 0.5841 1.1603
20 0.2601 0.5238 0.9305
10 0,2816 0,3857 1,0581
2 0,4528 0,5661 0,3905
1 0,4984 0,6490 4,1286

0.5 2,0129 2,1537 18,0545
0.3 8,5674 12,6481 87,0012
0.2 13,6894 7,6111 46,8611
0.1 10,3565 5,1129 36,8222

Table 2: L1 loss on triggered data for different models

though the model maintains performance on benign data on
poisoning rate below 10%, the results of the fully poisoned
data show a definite trend. As shown in Figure 11, the attacks
decrease in effectiveness with lower poisoning rates. This
effect is most noticeable in the ”random” trigger. which be-
comes ineffective around the 1% mark. Table 2 gives a 4.1286
degree loss while on 1%, which is already very high but could
be useful in certain cases; however, lower poison percentages
skyrocket the loss and make it no longer useful. In contrast,



the checkerboard and point triggers can have a lower poison-
ing rate without compromising the effectiveness of the attack.
This increasing robustness is likely due to the fixed placement
of these triggers.

The first layer of the convoluted maps gives some interest-
ing findings. In both Figure 13 and Figure 14, a triggered
image was used to create the activation maps; this image is
shown in Figure 12. In figure 14, the trigger is clearly visible
in the middle, while the same map on the benign model in fig-
ure 13, this is not the case. This means the convoluted layer
is learning to identify the trigger. This is how ever the only
map that has this extreme, most maps have been altered a bit,
however some maps don’t have any effect. The small alter-
ations are side effects of training a trigger into the model. The
complete first layer can be viewed in the appendix in section
B.

Figure 12: Image used for visualising convoluted layers

Figure 13: Convoluted layer
from a benign model with trig-
gered input

Figure 14: Convoluted layer
from a backdoored model with
triggered input

5 Responsible Research
In this section, the ethical implications of the research will be
discussed, including researching attacks, the reproducibility
of tests and the sourcing of data for this research.

5.1 Researching attacks
Researching attacks without researching the defences seems
unethical. However, to research defences against any attack,
knowledge is required. This paper is aimed at proving the

concept of BadNets attacks on regression models and stimu-
lating research into the defences with the knowledge that is
shared. Because without the knowledge of how an attack is
implemented, creating a defence is hard. But research on de-
fences is vast and is too big to add to this research paper. In
section 6.3, there will be directions that can be explored for
defences.

5.2 Reproducibility

In order to have responsible research that is accepted and safe
to share, the tests need to be reproducible to verify the results.
When tests are not reproducible, the researcher could have
made up data to push an agenda. Not having reproducible re-
sults will make the research paper less credible, and other re-
searchers could disregard the research entirely. Which could
create a knowledge gap. To make the results in this paper
reproducible, a seed is used for all the randomness, which in-
cludes the splitting of the dataset, shuffling the training data
and placing the random triggers. There are also only deter-
ministic algorithms used for training the models.

5.3 Data sourcing

The data used is a dataset provided by the University of Mod-
ena and Reggio Emilia in Italy. Which is publicly available
for research. This ensures that other researchers can recre-
ate the experiment with the same data. Because the data is
sourced from a credible university, it can be assumed that the
data is correct and has not been tampered with.

6 Conclusions and Future Work
This section will start with a small discussion about improve-
ments on the research, and afterwards, a conclusion is for-
mulated. In the end, a section is reserved for new research
directions.

6.1 Discussion

This paper is proof of concept; because of this, many im-
provements could be made. One of these is around the trig-
gers used. The triggers are overlaid over the image, which
makes it less likely to be used. A physical trigger would be
ideal to test on. However, the resources for creating new im-
ages with a trigger already integrated were not available. Fur-
thermore, the poisoned label used (90, 0, 0) is a very specific
label that is not represented in the dataset a lot, which could
positively affect the outcomes. A more frequent label, for ex-
ample, looking right ahead (0, 0, 0), could induce more faults
and could be a good direction to do research in. In the model,
pretrained weights were used; this was done to limit train-
ing time and have stronger models. However, researching
how convoluted maps would develop without the pretrained
weights would be interesting.

The images that were used for training had a low pixel
count, making the triggers, in comparison, large. Images with
a higher pixel count would, intern make the triggers smaller
and harder to spot during visual inspection of the image.



6.2 Conclusion
At the beginning of this paper, the question of whether
deep regression models are vulnerable to badnet was asked.
Throughout the research, the question was answered. Multi-
ple triggers were used in a range of poisoning amounts. The
results from this research indicated that deep regression mod-
els are indeed vulnerable to backdoor attacks. Showing that
making a single pixel in a corner a special colour could be
enough to trick the system. A bigger trigger did not have a
greater effect. With 2% of the sampled poisoned, the best
results were found. Where no impact on benign inputs was
found and only an error of 0.5661 degrees on triggered inputs,
which is lower than the overall error on benign inputs. The
research also showed convoluted layer maps to be influenced
by the introduction of backdoors, which could be a basis for
later research into the prevention of backdoors. With the main
question answered, the new question becomes how to prevent
the attacks. Having a trusted source to train the model is very
important to minimise the chances of an attack. And if the
model is trained in-house, but the data is publicly sourced.
A thorough inspection is needed to prevent a malicious actor
from sending in poisoned data.

6.3 Future Work
A couple of directions for future work have already been cov-
ered in section 6.1. A small overview of the three main direc-
tions given in the discussion, firstly, having a physical trigger,
for this to be possible, new data needs to be created, or the
images need to be altered digitally. This alteration is image-
specific and would be very resource-consuming. The second
direction is in the form of labels. The label used is very spe-
cific. The impact of different poisoned labels would be inter-
esting to research. The last direction mentioned in the discus-
sion is about the impact of pretrained weights on the devel-
opment of the model, and if this development has an impact
on the difficulty of spotting a backdoor while inspecting the
convoluted maps.

A direction that has not been discussed yet is clean label
attacks, and whether regression models are also vulnerable to
clean label attacks. These types of attacks are harder to detect
and therefore more dangerous. Research in this direction is
very important to expose any vulnerabilities before they get
exploited by malicious actors.

An important direction to explore involves the detection
and prevention of attacks. While this paper showed deep
regression models to be vulnerable to backdoor attacks, de-
fences against them were not researched. This research must
be conducted; otherwise, malicious actors could use the vul-
nerabilities discovered to exploit sensitive systems.

A LLM usage
• Describe in what way you used LLMs during the project,

in case you relied on them.

Large Language models are used in several ways. It was
used to help with extracting convoluted maps from a model.
LLM were aslo used to better understand certain sentences or
words in papers. It was also used for grammar and spelling,

to make the paper easier to read and have fewer grammar mis-
takes. Grammarly was also used for this. Next to grammar
and spelling, synonyms and text tone were also checked with
LLMs, and example:
Question:
can you give me option for this sentence written for a scientfic
paper: Poisoning attacks also have 3 modification strategies.
Answer:
Certainly! Here are several scientifically appropriate alterna-
tives for the sentence **”Poisoning attacks also have 3 mod-
ification strategies”**:

—
Concise & Formal Options:
1. **”Poisoning attacks can be categorized into three

modification strategies.”**
2. **”Three primary modification strategies are associated
with poisoning attacks.”**
3. **”Poisoning attacks typically follow one of three modifi-
cation strategies.”**
4. **”There are three common strategies for modifying data
in poisoning attacks.”**
5. **”Poisoning attacks generally employ three distinct
modification approaches.”**

—
Let me know if you want to emphasise a specific type (e.g.

clean-label vs dirty-label) or connect to a previous sentence.

B Convoluted layer maps
The full first layer of the activated convoluted layers is shown
in Figures 16 and 15. For a backdoored and a benign model,
respectively. Figure 12 is the images used to create the acti-
vations.
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