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Abstract
The continuous generation of a large volume of
health data from different sources has led to health-
care being a data-intensive domain. To achieve in-
novative advances in medical treatment procedures
and to provide personalized healthcare services to
the patients this data needs to be shared among
different medical facilities. However, because this
data is highly sensitive and personal, several chal-
lenges can be faced. Since blockchain technol-
ogy has features such as transparency, immutabil-
ity, confidentiality, and auditability, research is be-
ing performed to check whether it can be integrated
in the healthcare system and thus in the medical
data sharing. Nonetheless, privacy is an impor-
tant aspect of healthcare systems that blockchain
technology needs improvement in. This research,
first defines the security and privacy requirements
for healthcare systems. Then, we look deeper into
the privacy requirements that have to be met in
blockchain systems and the threats that can arise
when systems do not meet them. Next, we present
several privacy protection techniques that can be
used in a blockchain-based healthcare system and
present a design which is a combination of tech-
niques that fulfill the privacy requirements. Lastly,
this design is evaluated to see how each component
of the design fulfills the requirements necessary.

1 Introduction
The continuous generation of a large volume of health
data from different sources has led to healthcare being a
data-intensive domain [19]. To achieve innovative advances
in medical treatment procedures and to provide personalized
healthcare services to the patients this data needs to be shared
among different medical facilities [40]. Since blockchain
technology has features such as transparency, immutability,
confidentiality, and auditability, research is being performed
to check whether it can be integrated in the healthcare
system [17]. This research will focus on investigating data
collection, data sharing, and data processing functionalities
in the healthcare domain and their various security and
privacy challenges. Furthermore, it will review a possible

solution to these challenges, namely blockchain. Recently,
accountability for blockchain-based healthcare systems
has been researched by Al Omar et al. [1] who proposes
’Medibchain’ a privacy preserving platform for healthcare
data.

The main goal of this research is to investigate the ex-
isting solutions that support confidentiality and auditing in
blockchain-based healtcare systems. As a result of this re-
search, a thorough understanding of the confidentiality sys-
tems for blockchain and their key benefits and limitations re-
garding security and privacy parameters is expected. The re-
search question I am aiming to answer is:

How can data confidentiality be achieved in a
blockchain-based healthcare system?

To answer the research question, first the existing state-
of-art sytems for confidentiality have to be examined. Sec-
ondly, the systems have to be compared using different se-
curity and privacy parameters. This leads to the following
sub-questions:

1. What are the existing systems that allow for data con-
fidentiality in blockchain-based medical data sharing
(BMDS) and how do they work?

2. What are the benefits of the data confidentiality systems
in BMDS when comparing them using security and pri-
vacy parameters?

3. What are the limitations of the data confidentiality sys-
tems in BMDS when comparing them using security and
privacy parameters?

The contribution of this paper can be summed up as fol-
lows:

• First, we present the privacy requirements that have to be
met in a blockchain-based system and discuss the threats
that arise when the system lacks in meeting them. Fur-
thermore, we explain how the HIPAA and GDPR regula-
tions can assist in ensuring privacy preservation in these
systems.

• Second, we present the benefits and limitations of sev-
eral techniques that can be used to protect privacy in a
blockchain-based healthcare system. Additionally, we
present a design that combines these techniques to fulfill
the requirements stated earlier.
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Figure 1: Overview of the Blockchain architecture [20]

• Lastly, we evaluate the design based on requirements for
privacy in healthcare systems found in other research.

The rest of this paper is organized as follows: Section
2 gives background information on important components
of the blockchain-based healthcare system. Section 3 gives
an overview of multiple researches that present blockchain-
based healthcare systems and presents the benefits and limita-
tions of each of the systems. In Section 4, the privacy require-
ments of a blockchain-based system are discussed. Further-
more, the threats that can arise when a system does not meet
these requirements are presented. Next, in Section 5, tech-
niques that can assist in privacy preservation in a blockchain-
based system are explained. Section 5.3 proposes the design
of a privacy-preservation system whcih combines multiple
techniques used for privacy protection. The evaluation of the
design is done in Section 6. Finally, the paper is concluded in
Section 8.

2 Background
This section will give background information on the im-
portant components of a blockchain-based healthcare sys-
tem. Firstly, a simple explanation of blockchain and smart
contracts will be presented. Second, the important security
and privacy requirements of healthcare systems will be pre-
sented. Lastly, the blockchain framework Hyperledger Fabric
is explained because this is a commonly used framework for
blockchain-based healthcare systems.

2.1 Blockchain and Smart Contracts

Blockchain is a distributed ledger. The blocks in the chain
are chronologically ordered and can not be updated once
they are committed to the chain. This is ensured by link-
ing the blocks through hash functions. Each block contains
the hash of the previous block which means that if someone
was to tamper with one block, they would have to change all
the following blocks. Since this is a very time-consuming
job, the blockchain becomes immutable and integrity of the
blocks is accomplished. Each block contains multiple trans-
actions where each transaction can for example be a trans-
fer of money or in the case of a blockchain-based healthcare
system, a change in the permission rules of a patient’s data.
Smart contracts (SC) were first introduced by Nick Szabo in
1994 who defined SC as “a computerized transaction protocol
that executes the terms of a contract” [35]. In blockchain con-
text, SC are scripts stored on the blockchain. A smart contract
is triggered when a transaction is invoking the address of the
smart contract on the blockchain. The SC executes indepen-
dently and automatically on every node in the work. It uses
the code specified in the SC and the data given in the transac-
tion to get to the new state of blockchain. The SC allow the
users of the blockchain to run code on the data without the
need of trusted parties because the SC is safely stored on the
blockchain as well.



2.2 Healthcare System Requirements
[28] is a research on the security and privacy issues in modern
healthcare systems. In this research, the authors found several
goals that have to be set for healthcare systems regarding se-
curity and privacy. The security goals are:

• Authentication: This is a fundamental component for se-
curing healthcare systems [28]. Instead of having weak
password authentication schemes like most of the cur-
rent networked medical devices, the system has to cover
aspects such as ’environment setup’, ’single or multi-
factor authentication’ and ’emergency scenarios’.

• Confidentiality: Only authorized personnel or entities
should have access to components of the system such as
device information, system configuration and healthcare
data.

• Integrity: Unauthorized users’ devices or applications
should not be able to modify the healthcare system or
the data in the system. Without a mechanism that checks
for integrity, malicious attackers could possible alter the
data in a healthcare system leading to firmware failures
[25].

• Non-repudiation: Healthcare systems should have some
kind kind of logging functionality that makes sure that
attackers can not cover their traces. Furthermore, it
should not be possible to tamper with these logs or delete
them.

• Availability: The system should always be available for
authorized users, both in normal and emergency situa-
tions.

And the privacy goals are:

• Device Anonymity: This property means that the identity
of the medical device is unknown to the system. This
is important because it means that attackers or unautho-
rized entities should not be able to determine properties
of the device such as IP or MAC address.

• Data Anonymity: Like it suggests, data anonymity
means that unauthorized users can not identify another
user from their data. Basically, patients and doctors
in a healthcare system should use pseudonyms instead
of their real identities. Furthermore, this requirement
makes sure that sensitive data is not exposed to the out-
side world.

• Communication Anonymity: Communication between
user and the system should happen anonymously. This
also means that attackers should not be able to detect
when a user is communicating with the system.

• Unlinkability: Attackers who can scan the data transac-
tions between the sender and the receiver should not be
able to find any relationship between data and sender.

These goals, or also referred to as requirements, will be used
to evaluate the related work in Section 3. Furthermore, the
privacy requirements will be part of the evaluation in Section
6.

2.3 Hyperledger Fabric
Hyperledger Fabric [2] is a permissioned blockchain plat-
form and is commonly used as a component of a blockchain-
based healthcare system. The nodes that have access to the
ledger are called peers and each peer is part of an organi-
zation. When a user wants to add a transaction, this starts
a two-phase process. First, the user has to approach one or
more peers with a transaction proposal and ask them to ex-
ecute and endorse it. The peers execute a SC, this is called
the chaincode in Hyperledger Fabric, to check whether they
will endorse the transaction. They also run the chaincode to
see how the transaction would change the state of the ledger.
Second, once sufficiently many endorsements are obtained,
the user sends the transaction with the endorsements to an
ordering service. This ordering service keeps track of the or-
der of transactions coming in and adds the transactions to the
ledger. Figure 2 gives an overview of the transaction flow in
Hyperledger Fabric.

Figure 2: Overview of the transaction flow in Hyperledger Fabric
[10]

3 Related Work
In recent years, various papers have proposed designs or
frameworks for a blockchain-based healthcare system. This
section will provide a brief description of each of these pro-
posals and discuss their limitations. Table 1 also provides
an overview of the characteristics of each of the frameworks
based on the requirements set in 2.2.

[4] presents a blockchain implementation that addresses
the major issues of the current healthcare systems, namely
fragmented, slow access to medical data; system interoper-
ability; patient agency; improved data quality and quantity
for medical research. The system allows the participants to be
fully informed on their medical history and any modifications
to it by providing a log which is not only comprehensive, but
also accessible and credible. However, the system does have
some limitations. Firstly, it relies on the local system ad-
min of individual databases for its security. Furthermore, it
does not prevent an attacker from applying data forensics or
frequency analysis on the transactions in the blockchain. In
other words, even though a person’s name is private, someone
could analyze the amount of interactions between a person
and a certain provider.

[15] proposes Ancile, a blockchain system which uses
Ethereum tools to be both cost and storage effective for
blockchain technology. The system is designed in such a way



Table 1: Overview of the related work

Papers Authentication Confidentiality Integrity Availability Device
Anonymity

Data
Anonymity

Communication
Anonymity

Unlinkability

[4]
[15]
[24]
[39]
[16]
[1]
[36]

that it gives ownership and final control of EHRs to the pa-
tient. Furthermore, it controls and tracks who can access and
use health documents, grants secure transfer of these docu-
ments and is HIPAA compliant. When looking specifically at
privacy preservation, Ancile makes identifying a specific pa-
tient difficult by only using their Ethereum addresses. More-
over, since the system uses multiple smart contracts to sepa-
rate information, there is a heightened level of data obfusca-
tion. Nevertheless, the system does lack effort when it comes
to transaction encryption. The authors mention the possibility
of using differential privacy [18] to overcome the problem of
malicious blockchain analysis.

In [24], the authors display the design of a blockchain-
based privacy-preserving data sharing system for EMRs
called BPDS. They solve the potential security risks of data
centralized storage by storing the EMRs in the cloud and
the indexes of the records in a tamper-proof consortium
blockchain. There are four factors that provide strong privacy
preservation in the system, namely anonymity, cloud storage,
content extraction signature and improved DPoS. Each par-
ticipant has multiple public keys and uses them for different
transactions which makes the transactions anonymous. The
original EMRs are encrypted and stored in the cloud which
solves the risk of original medical data leakage. Content ex-
tration signature lets patients remove any sensitive portions
in the original data such that there is no data privacy leak-
age. Lastly, the system uses an improved Delegated Proof
of Stake consensus algorithm which guarantees reliability of
data sharing.

[39] proposes a blockchain-based privacy preserving
scheme for health data called Healthchain. In Healthchain,
the collected health data of IoT devices can be uploaded and
publisched as transactions. Furthermore, users of the sys-
tem can read doctors’ diagnoses of the uploaded data. The
system uses two blockchains called Userchain and Docchain
for users’ health data and doctors’ diagnoses respectively.
To store this data, the system uses interplanetary file system
(IPFS). IPFS is a distributed file system that stores data with
high integrity and resiliency. To create a privacy-preserving
scheme, the authors set the design goal that each user’s health
data can only be obtained by them and by their authorized
professional healthcare staff. The paper mentions the use of
encryption on both Userchain and Docchain to securely and
privately store the data but the system lacks a way of making
sure that privacy of patients is preserved in the transactions on

the chain. Like mentioned before, this means that an attacker
could use blockchain analysis to get sensitive information of
the users.

MedChain, which is proposed in [16], is a blockchain
based framework for EMRs that aims at providing interoper-
able, secure, and efficient access to health data whilst main-
taining the patients’ privacy. The system uses timed-based
smart contracts to govern the transactions on the blockchain.
It is designed to be compatible with existing EMRs databases
and to improve current management systems. To provide pri-
vacy preservation, MedChain uses encryption to store the data
privately.

[1] explains the design of MediBchain, a platform that re-
turns the control of the patients’ private data to themselves.
The authors state that present healthcare systems lack in
pseudonimity but that MediBchain gives the pseudonimity of
patients. The main goal of the platform is to retain account-
ability, integrity, pseudonimity, security and privacy as opp-
posed to current EHR systems where these features are being
lost. In order to achieve privacy, the framework has a ’Regis-
tration Unit’ which handles logging into the system in a pri-
vate manner. Furthermore, the encryption of the health data
provides privacy too. The technical detail, however, lacks for
this framework. The paper is a very quick overview of what
a blockchain-based healthcare system could look like but the
components are not described in detail.

[36] proposes PACEX, a Patient-Centric EMR Exchange
model for healthcare systems using blockchain. PACEX al-
lows the users to have complete control of their EMRs by
only enabling transfer of the records according to the pa-
tient’s consent. The system introduces an easy-to-use appli-
cation that provides the ability to manage multiple accounts
spread across different hospitals. The access control is per-
formed completely using Blockchain technology. The qual-
itative analysis of the system shows that it has the required
features: authentication, integrity, access control and trace-
ability. Even though the system fulfills these requirements,
it does lack in scalability. The proposed framework can not
process requests parallelly so implementing multi-threading
algorithms could make sure that the system does scale well.

4 Privacy Requirements and Threats for
Blockchain-Based Systems

This section describes which privacy requirements have to be
met in a blockchain-based system. Furthermore, there is a



Figure 3: Basic overview of how the decentralized mixing service CoinJoin works [20]

section that explains how the HIPAA rules [23] and GDPR
regulations [37] can ensure greater privacy of healthcare in-
formation. Lastly, it discusses the threats that arise when the
privacy requirements are not met.

4.1 Privacy Requirements
There are two main requirements which a blockchain-based
system need to satisfy in order to protect privacy. Firstly, the
links between transactions should not be visible or discover-
able. Secondly, the content of the transactions is only known
to their partakers [20]. These requirements are also called
’identity privacy’ and ’transaction privacy’, respectively.
Identity Privacy means that the real identities of the users of
the blockchain can not be discovered by looking at the trans-
actions in the blockchain. This goes further than just using
encryption to create pseudonyms because this only provides
a limited identity privacy. If an attacker were to monitor or
analyze the transactions, they could get information about the
users by using analysis strategies such as ’anti-money laun-
dering’ [33] or ’know your customer policy’ [21]. They tech-
nical details of these strategies are out of the scope of this
paper.
Transaction Privacy means that the contents of the transac-
tions can only be accessed or seen by specified users, which
is most cases are the parties involved in the transaction. This
gives an increased level of privacy which is important when
operating with sensitive information, in this case EMRs.

4.2 HIPAA and GDPR Regulations
The Healthcare Insurance Portability and Accountability Act
(HIPAA) [23] is a privacy rule drawn up by the United States.
The HIPAA has multiple purposes, namely defining standards
for healthcare environments, improving data sharing within
these environments and protecting personal healthcare data
which is often sensitive information. The rules and standards
set by the act cover numerous grounds. These are health-
care plans, healthcare provision, Healthcare Clearinghouses

and Business Associates. Blockchain technology can benefit
from the privacy rules and standards in HIPAA and this way
improve security and reliability of patient personal informa-
tion in the healthcare environment [17].

The General Data Protection Regulation (GDPR) [37] aims
to avoid the collection of personal data when it is not essen-
tial for the intended purpose. This ensures both privacy-by-
desing and by-default [6]. The rights in the GDPR need to
be satisfied by the blockchain technology in healthcare as
well. These rights include the right to be informed, right
to withdraw consent, direct access to data, and the right to
be informed on data breaches. The challenge is to combine
these rights with blockchain technology because it for exam-
ple states that citizens should have to ability to erase their data
which may come in conflict with blockchain technology. As
stated earlier, the Blockchain should be immutable, persistent
and unmodifiable therefore blockchain-based healthcare sys-
tems should comply with GDPR whilst protecting the users’
privacy.

4.3 Privacy Threats
The authors of [20] state that: ”Due to the public nature of the
blockchain network, it is possible to trace the flow of trans-
actions to extract the userss physical identities or other addi-
tional information by data mining”. The most common way
of attacking is by ’de-anonymization’. De-anonymization is
the use of static analysis on the blockchain to unmask users.
There are multiple ways of attacking that can de-anonymize
users’ real identities. Since the details of these ways of at-
tacking is out of the scope of this research, we will just briefly
mention them. The attacks are:

1. Network Analysis: Because the blockchain is an open
and public ledger, attackers can perform a static or net-
work analysis to unmask users of the blockchain.

2. Address Clustering: Attackers can partition the network
into different clusters of addresses because of the inher-
ent properties of a transaction in the blockchain.



3. Transaction Fingerprinting: [3] talks about six attributes
in a transaction on the Bitcoin blockchain that may de-
fine the involved parties of the transaction. These at-
tributes are random-time interval (RTI), hour of day
(HOD), time of hour (TOH), time of day (TOD), coin
flow (CF) and input/output balance (IOB). By looking
closer into these attributes, an attacker could possibly
de-anonymize the user performing the transactions.

5 Privacy Protection Techniques
This section will describe how different techniques can be
used to ensure that the privacy of the patients is protected and
the requirements specified in 4.1. Firstly, mixing services are
explained and it is shown how this technique can help ful-
fill the requirement of both identity privacy and transaction
privacy. As mentioned before, it is important that only in-
volved parties can have access to the details of a transaction
and this can be ensured by mixing services. Secondly, tech-
niques for private smart contracts will be discussed. Because
a blockchain-based healthcare system uses smart contracts for
access control and consent management, it is important that
peers who execute the contract do not get any information on
the data used in the contract. Two ways of making smart con-
tracts private will be shown, namely Trusted Execution Envi-
ronments (TEE) and Secure Multi-Party Computing (SMPC).

5.1 Mixing Services
Mixing services, which were introduced by [12], allows users
of the blockchain to hide who is involved in a transaction and
the content of a transaction. In this design, the mixing service
will serve as a way to reduce the risk of de-anonymization
and thus provide identity privacy. Furthermore, this privacy
protection technique also allows the users to hide the content
of the transaction and make sure it is only available for
involved parties, thus ensuring transaction privacy. There are
two main types of mixing services: centralized mixing and
decentralized mixing.

Centralized mixing
A lot of centralized mixing websites exist such as [8], [9]
and [22]. They swap the transactions among different users
which hides the relationship between their incoming and
outgoing transactions. This is done anonymously and for
most of the websites you need a TOR network to use the
service. This TOR network allows the communication with
the mixing service to be free and worldwide while keeping
the users anonymous. There are, however, three main
limitations to centralized mixing services [20]. First, the
delay for transactions that is caused by the mixing service
because multiple participants have to be involved in order for
transactions to be mixed, is quite high. Second, the mixing
server may be vulnerable to DOS attacks because it has a
single point of failure. Third, users need to pay a fairly high
mixing fee for most of the mixing services that are in practice
right now.

Decentralized mixing services
The DOS threat caused by centralized services can be solved

by using decentralized mixing services which enable a group
of mutually untrusted organizations to make transactions
anonymously without a third-party involved [20]. Further-
more, there are no mixing fees that have to be paid by the
users since there is no extra party responsible for mixing the
transactions. Different decentralized mixing services have
been proposed by [26], [29], [7] and [41]. Figure 3 gives a
simple overview of a transaction using [26].

To conclude, decentralized mixing services are a relatively
easy way to fulfill the privacy requirement of both identity
privacy and transaction privacy. And finally, most of the mix-
ing services are compatible with existing blockchains which
is also a major benefit [6].

Figure 4: Architecture of a system that uses TEE in Hyperledger
Fabric [10]

5.2 Private Smart Contracts
Because a blockchain-based healthcare system relies heavily
on the functionality of smart contracts (SCs) for access con-
trol and consent management, making sure that the computa-
tions in the SCs are run securely and the data in the compu-
tations is kept private is an essential element of the privacy-
protection in the system. There are many different techniques
that can help to create private smart contracts like SMPC, ho-
momorphic encryption, indistinguishability obfuscation and
TEE. In the next sections, we will focus on the benefits and
limitations of TEE and SMPC.

Trusted Execution Environments
According to [31], a Trusted Execution Environment (TEE)
is “a tamper-resistant processing environment that runs on a
separation kernel.” This means that it makes sure that code
ran on a TEE is authentic and kept confidential. The separa-
tion kernel, which was already mentioned in the definition,
is a very important part of the TEE and was introduced in
[30]. Because of the time limit of this research, it will not dig
deeper into the technology of a TEE but rather look at how it
can help to preserve the privacy of the users of a healthcare
system. [31] states the following main benefits of TEE:
it can prove its trustworthiness to third-parties, its content
can be securely updated, attacks on the main memory, both
software and hardware, are not effective against a TEE and
exploiting backdoor security flaws are not possible. The TEE



that is most notably used in blockchain-based systems is
Intel’s SGX [13]. However, [32] shows multiple papers have
exposed the vulnerabilities of SGX, namely [11], [34] and
[27]. Furthermore, they state that “all the current proposed
and existing blockchains whose security rest on SGX aren’t
providing detailed explanations and proofs on how they are
defending against these attacks”.

TEE and Hyperledger Fabric
In [10], the authors introduce an architecture and a prototype
for smart-contract execution with Intel SGX for Hyperledger
Fabric. They state that to prevent data leakage, every peer in
the network has a CPU with in integrated SGX that executes
transactions inside an ’enclave’. Figure 4 shows an overview
of the architecture system presented in [10].

Secure Multi-Party Computing
Secure multi-party computation [14] splits the data used
in smart contracts between N parties using secret sharing.
This can also be done with the states of blockchain’s smart
contract, also referred to as program states. Each peer
contributing to the SMPC process only gets a part of the data
which makes sure that the peer running the smart contract
can not see what the original data is. SMPC requires the
majority of the participants in the system to be honest which
makes it less suitable for permission-less blockchains. This
is not a problem for healthcare systems, however, since they
always use permissioned blockchains. The process does,
on the other hand, require exchanging of data between the
peers which leads to network latency. [32] introduces a
design that uses SMPC for private smart contracts. The
authors state that “secure multi-party computation is more
mature than the fully homomorphic methods, and has a less
trusting threat model than trusted execution approaches”.
Another example of the use of SMPC for private SC can
be found in [38]. This blockchain uses SMPC such that no
third-party has to be assist in managing the accounts and keys
used in the system as well as execute smart contracts securely.

SMPC and Hyperledger Fabric
[5] investigates the use of SMPC for supporting private data
on Hyperledger Fabric. The authors state that the parties
involved in the system store their private data on the ledger
and encrypt the data with their own secret key. Furthermore,
when this private data is needed for chaincode computations,
the party that owns the data decrypts it and uses it as local
input. This allows the chaincode to both have public data that
is stored openly on the ledger and the private data as input.

5.3 Design for Privacy Protection
We can establish a final design by combining the techniques
that allow for privacy protection. The first component is
a decentralized mixing service that allows the users of the
blockchain-based healthcare system to stay anonymous. Fur-
thermore, it makes sure that only involved parties can see the
transaction content and details. Besides ensuring identity and
transaction privacy, we want the design to allow for private
smart contracts such that the sensitive data in the system can

be protected from malicious users. Because the TEE relies
too much on the trust on hardware, which can be exploited
as shown in Section 5.2, we opt to use SMPC to execute the
chaincode in Hyperledger Fabric. This allows access control
and consent management, which are critical functionalities of
a healthcare system, to be performed in a privacy-preserving
manner. As Section 5.2 discussed, there is already research
being done on how SMPC can be specifically implemented in
Hyperledger Fabric and after looking at benefits and limita-
tions we can conclude that this is the best option for private
smart contracts.

6 Evaluation of the Design
In this section, the design proposed in Section 5.3 will be
evaluated using the privacy requirements set in Section 2.2.
Firstly, it will be shown how mixing services provide device
anonymity. Secondly, it will be explained how private smart
contracts ensure data anonymity. Thirdly, we will discuss
how mixing services also provide communication anonymity.
Lastly, we will look into unlinkability and how the combina-
tion of mixing services and the private smart contracts ensure
this requirement.

6.1 Device anonymity
As stated before, device anonymity means that the system
makes sure that no properties of the medical device can be
traced back when data is being shared. In our blockchain-
based healthcare system, decentralized mixing services pro-
vide this functionality. Because the technique changes how
transactions are stored in the blockchain, it makes sure that
the devices stay anonymous and only involved parties can see
what the original transactions were.

6.2 Data anonymity
The data anonymity requirement is covered by using private
smart contracts to make sure that data can not be traced back
to a specific user. As explained in Section 5, SMPC makes
sure that peers running the chaincode only get a part of the
data instead of the whole original data. This provides data
anonymity because no one in the network can see whose data
they are using for the smart contract.

6.3 Communication anonymity
Communication anonymity is a hard requirement to ensure
for blockchain-based systems since all the transactions are
visible in the blockchain and thus all communication with the
system is visible in the blockchain. However, the mixing ser-
vices can ensure that it is hard to define which user exactly is
communicating at what point. This also means that the con-
nection between user and system is hard to establish for an
attacker.

6.4 Unlinkability
Keeping the user of the system and the content of the transac-
tion anonymous or secret is important for unlinkability. This
functionality is provided by mixing services in the first place.
Next to that, the SMPC execution of the SC makes sure that it
is not possible to establish a relationship between sender and



data because the peers do not get the original data. By mixing
the transactions, attackers that listen in on the network are not
able to detect which users are making transactions and what
the messages of these transactions are.

7 Responsible Research
This section reflects on the integrity and reproducibility of
our research. Because this research does not involve any ex-
periments or other reproducible methods, reproducibility is
not relevant for this research and thus shall not be further dis-
cussed. As for integrity, during this research all cited research
has been extensively checked to be reliable and trustworthy.

8 Discussion, Conclusions and Future Work
This research has been done by first getting insights in the
world of blockchain. Background information on blockchain
itself but also on smart contracts and Hyperledger Fabric was
necessary to start answering the research question. Besides
the technical knowledge, it was important to dive deeper into
the security and privacy requirements of healthcare systems
in general. Once these were established, it was time to look
into the privacy requirements and threats of blockchain sys-
tems. By looking at the technology behind multiple tech-
niques that allow for privacy protection and thus fulfilling the
privacy requirements, we could get a better grip on what com-
bination of techniques could tick all the requirements boxes.
In this investigation, it was important to look at the benefits
and limitations of each of these techniques. In the end we
came to the conclusion that a combination of mixing services
and SMPC is the best starting point for a blockchain-based
healthcare system that wants to preserve and protect the pri-
vacy of its users. Because of time limitations, it was not pos-
sible to go into deep technical detail of these techniques and
it was not possible to provide information on how they can be
implemented in the system.

To come back to the research question: “How can data con-
fidentiality be achieved in a blockchain-based healthcare sys-
tem?”. This research shows that multiple techniques used for
privacy protection in blockchain systems have to be combined
to meet the requirements set for healthcare and blockchain
systems. Firstly, mixing services can be used to fulfill the
blockchain privacy requirement of identity privacy and trans-
action privacy. Furthermore, this technique assists in provid-
ing device anonymity, communication anonymity and unlink-
ability which are privacy requirements that healthcare sys-
tems should meet according to research. Besides mixing ser-
vices, SMPC is a powerful privacy-preservation technique
that allows for private smart contracts. Private smart contracts
are essential in blockchain-based healthcare systems because
they allow chaincode of Hyperledger Fabric to be run pri-
vately and securely. Moreover, SMPC assists in providing
data anonymity and unlinkability.

Future research in this field should include investigating
how these techniques can be implemented in more techni-
cal detail. This holds for both the mixing services as SMPC.
Although some research has been done in using SMPC and
TEE in Hyperledger Fabric, more research is necessary to
make sure all privacy requirements can be met when these

techniques are implemented in healthcare systems. Addition-
ally, the limitations of TEE should be investigated more thor-
oughly to see whether they can be overcome such that TEE
could become a component of a blockchain-based healthcare
system.
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