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Abstract

A t-out-of-n threshold ring signature allows ¢ parties to jointly sign a message on behalf of
n parties without revealing the identities of the signers. In this paper, we introduce a new
generic construction for threshold ring signature, called GC-TRS, which can be built on top
of a selection on identification schemes, commitment schemes, and a new primitive called
t-out-of-n proof protocol which is a special type of zero-knowledge proof. In general, our
design enables a group of ¢ signers to first generate an aggregated signature by interacting
with each other; then they are able to compute a t-out-of-n proof to convince the verifier
that the aggregated signature is indeed produced by ¢ individuals among a particular set.
The signature is succinct, as it contains only one aggregated signature and one proof in the
final signature. We define all the properties required for the building blocks to capture the
security of the GC-TRS and provide a detailed security proof. Furthermore, we propose two
lattice-based instantiations for the GC-TRS, named LTRS and CTRS, respectively. Notably, the
CTRS scheme is the first scheme that has a logarithmic signature size relative to the ring size.
Additionally, during the instantiation process, we construct two ¢-out-of-n proof protocols,
which may be of independent interest.
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1 Introduction

Ring signatures (RS) introduced by Rivest et al. [47] enable a member of a set (ring) to
anonymously sign messages on behalf of the ring. Verifiers can check if a signature is from
one of the ring members without knowing who is the actual signer. Bresson et al. [16]
generalized RS to a threshold variant. In this setting, #-out-of-n parties can interact together
to produce a signature without giving any information about the set of signers. Compared with
RS, the threshold variant can tolerate user corruption. This means that even if an adversary
compromises some (fewer than 7) secret keys of corrupted users, they still cannot generate a
valid signature. Threshold ring signatures (TRS) can be applied to many scenarios where a
statement must be endorsed by a quorum, while parties prefer to protect their identities. For
example, one may use the technique in edge computing to protect the privacy of data owners
[50] and in blockchain applications to provide strong supervision [33].

Following the concept of TRS, several schemes have been proposed in the literature based
on traditional hard problems. Bresson et al. [16] and Liu et al. [34] constructed the schemes
based on the RSA assumption; Yuen et al. [52], Okamoto et al. [44] and Aranha et al. [3]
turned to the decisional Diffie-Hellman (DDH) assumption. There are a few potentially
quantum-safe schemes that may not be practical and efficient. The state-of-the-art lattice-
based TRS by Bettaieb et al. [13] (improved from Cayrel et al. [17]) takes a signature size
with 18.1 MB, when #signers is 50 and the ring size is 1024. Some code-based schemes were
proposed, such as [18, 40], but there is still a lack of efficiency, for example, Melchor et al. [40]
proposed a TRS that requires 20 MB in a signature. Haque et al. [28, 29] recently designed
two black-box constructions (which could be instantiated under post-quantum assumptions)
but they did not provide concrete instantiations and parameters. All existing post-quantum
secure TRS schemes (except [28]) require an additional leader in the signing process. The
signers need to perform an additional negotiation to determine the leader. This centralized
approach may cause an increase in the amount of communications.

We now review prior schemes [13, 17, 29, 40] that result in inefficient schemes. In [17,
29, 40], the final signature contains n different partial signatures, ¢t of which are generated
by the signers and the rest are by the leader. When the ring size n is relatively large, the
size of the final signature inevitably increases. For example, in [40], the size of a partial
signature is roughly 20 KB. Thus, if n = 512, the final signature size would be 10,240 KB.
Bettaieb et al. [13] proposed a new construction to shorten the size of signature. The final
signature only contains ¢ different partial signatures and one proof, where the proof checks
if these signatures are generated by ¢ different users in the ring. Although this design greatly
improves the efficiency as compare to the previous approach, the complexity is still restricted
to O (nt).

1.1 Our contribution

The main contribution of this paper is a new generic TRS construction (GC-TRS), which is
obtained by cleverly combining selected identification schemes, commitment schemes and
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t-out-of-n proof protocols. The t-out-of-n proof is a natural extension of 1-out-of-n proof
[25, 37, 38] that proves the opening of a commitment is indeed the sum of # elements from
a particular set. The GC-TRS is succinct, as it only contains one aggregated signature in the
final signature, while prior schemes include at least ¢ partial signatures.! Our approach also
does not require a leader, i.e., non-centralized, and each signer has the same role. We also
define all the required properties for the building blocks and present a detailed security proof
for the GC-TRS.

We then develop two instantiations, called LTRS and CTRS, for the GC-TRS. These instan-
tiations are based on the Module-LWE (MLWE) and Module-SIS (MSIS) problems. The LTRS
has a signature size that is linear with ring size, while the CTRS has a logarithmic signature
size at the expense of a linear factor in ¢. A brief comparison is shown in Table 1. In the table,
we let n denote the size of the ring, ¢ and A denote the #signers and the security parameter,
and N/A indicates non-applicable.

Recall that Haque et al. proposed two generic black-box constructions in [29] and [28]
that may be possibly instantiated under various assumptions. Although logarithmic-sized
signatures are generated in [28], as stated in their paper, their scheme is currently unable to
be instantiated based on the standard lattice assumptions due to the lack of a secure NIWI
scheme.

Except [28], the rest of schemes are in the random oracle model (ROM). The repetition
generally only occurs in the lattice-based algorithms, so we do not consider this for other
schemes. The scheme given in [13] should repeat the signature algorithm at least A times to
maintain its security, while ours only requires a constant number of repetitions, denoted as
¢, which is approximately 20. And the scheme given in [13] requires 6 interactions, while
ours only requires 2 interactions. Thus, our instantiations are more efficient than [13].

Therefore, apart from the approach in [28], our method is the only one to achieve a
signature size of 7 - log(n). And since the method in [28] has other limitations which prevent
it from being as favorable as our proposed solution in terms of overall performance.

To provide a comparison in terms of practical efficiency, we also provide parameters for
our instantiations with 128-bit security. We present the comparisons on the concrete signature
sizes and key sizes among our construction and [13, 40] in Table 2.

Itis evident from Table 2 that our constructions exhibit significant improvements compared
to the previous ones. Particularly, when # is considerably large, the CTRS scheme has a very
small signature. Additionally, when 7 is not very large but ¢ is slightly large, the LTRS scheme
has the smallest signature. In this case, utilizing the LTRS scheme may be a favorable option.

1.2 Technical overview

To further reduce the size of the signature, our high-level idea is to compress the original ¢
partial signatures into a single aggregate signature. Then, a succinct zero-knowledge proof is
generated to prove that the aggregate signature was indeed created by ¢ different users in the
ring. In the following, we give an overview of our techniques. For simplicity, we will consider
the case ¢ = 2 here, and the general case will be described in Sect. 3. We first explain how
to construct GC-TRS and then show how to instantiate the building blocks.

! In this paper, we mainly consider the (signature or proof) size for succinctness. For (threshold) ring signature,
it is said to be succinct when the signature size is sublinear in the ring size. For ZK proof, the proof size is
required to be sublinear in the witness size to achieve succinctness.
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Table 3 Notations for the TRS

t

The number of actual signers

n The total number of members in the ring
P, P; The actual signers
msg The message to be signed
R=(P1,..., Py) Ring members in the threshold ring signature
pki, sk; The public key and secret key corresponding to the user P;
A() The commit function in the identification scheme
w The output value of the commit function
C Challenge set of the identification scheme
c The challenge
Z(+) The response function in the identification scheme
z The output value of the response function
V() The verification function in the identification scheme
H() The hash function
Com(-) The commitment scheme that outputs a message commitment
r The randomness used in the commitment
v The indicator vectors corresponding to the actual signers
Rq The cyclotomic polynomial ring Zg /(X 441
@ Rank of decomposition of Ry : Ry = R,(IO) X e X R,([m_1>
Encode Transforms a o -dimensional vector into an element in R
NTT(-) Number Theoretic Transform
N'I'I'(-)*1 The Inverse of the Number Theoretic Transform
® The tensor product of vectors

1.2.1 Compressing signature

Our starting point is the canonical identification scheme [1], which can be converted into a
signature scheme using the Fiat—Shamir transformation [26, 36]. The canonical identification
scheme is executed between a prover and a verifier. We use Dilithium signature as a running
example, indicated inside [ ], with the prover holding a secret key sk = s and the verifier
having access to a public key pk = B - s. The process is as follows: the prover first uses
a commit function A(-) to generate a commitment w [ A : By + w]. The resulting w is
then sent to the verifier, who subsequently samples a challenge ¢ from a special distribution
[ ¢ < C]. Finally, the prover makes use of the response function Z(-) to generate a response
z[Z:y+ cs +— z]. The verifier then can collect pk, z, ¢ and use verification function V(-)
to compute w’ [V : Bz — ¢ - pk + w'], which is then compared with w. If w’ = w, the
transcript (w, c, 7) is valid.2

In order to enable aggregate signatures, it is necessary for the canonical identification
scheme to possess a specific homomorphic property:

V(pki, c, z1) +V(pka, ¢, 22) = V(pki + pka, ¢, 21 + 22).

2 In fact, the real Dilithium signature process also encompasses a rejection sampling step and a process to
verify the size of the vector z. However, to keep things simple, we’ll set these aspects aside for now.
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By this property, signers can compress signatures in the following way: Consider two signers
P;, and P;,, who want to generate a threshold ring signature for a message msg and a
ring (Py, ..., Py). Each signer P;; first computes w; by using the function A(-). Next,
they interact with each other to produce a challenge ¢ based on the input message msg,
ring R and the individually generated values of w; (which can temporarily be imagined
as ¢ = H(msg, R, wy, wy)). Finally, each signer P makes use of the function Z(-) to
generate their own response z;. The aggregate signature is (w, c, z), where w = w; + w»
and z = z| + z2. And the verification process is to check if w = V(pk;, + pki,, ¢, 2).

1.2.2 Generating challenge

Now, we describe how P;; and P;, collaborate to generate the challenge c. In scenarios where
a leader is present in the scheme, this process is straightforward. The signers can simply send
their respective w; to the leader, who then generates ¢ and sends it back to the signers.
However, since we aim to avoid having a leader in the scheme, this method cannot be used.

On the other hand, it is not secure to simply exchange w; with each other. For example,
if P;, is a malicious user, they can adaptive choose w after receiving w», which will lead to
a Wagner-like attack [21, 49]. Of course, this vulnerability can be addressed by exchanging
commitments first and then exchanging w; after both parties received each other’s commit-
ment. Nevertheless, implementing this method introduces an additional round of interaction.

We observe that a technique used by Damgard et al. [19] for constructing an efficient
multi-signature scheme comes close to what we need. So we adopt their method to achieve
our goal. The process of generating challenge is as follows: each signer P;; first computes a
commitment Com(w; r;) for their respective w ;. Then, they exchange Com(w;; r;) with
each other. To avoid introducing additional interactions, we require the used commitment
scheme is a trapdoor homomorphic commitment scheme. The trapdoor plays a crucial role in
providing provable security, while the homomorphism ensures the correctness of the scheme.
The homomorphic property can be expressed as follows:

Com(wy; ri) + Com(wa; rz) = Com(wy + wo; ri +r2).
After commitments are exchanged, the challenge is
¢ = H(Com(w; + wy; r1 +rp), m, R).

Finally, after respective partial signatures are calculated, the signers exchange (z;, wj, r;)
with each other. Thus, the aggregate signature is (z, Com(w; r), r), where z = z1 + 22,
w = w1 + wy and r = r| + rp. And the verification process can be modified to check if the
opening of the commitment Com(w; r) is V(pk;, + pki,, ¢, 2).

1.2.3 Achieving anonymity

There is an issue with the verification process mentioned above: it requires the verifier to
use the public keys of the signers, which compromises anonymity. To address this issue, we
can employ a zero-knowledge proof protocol. Specifically, we treat the verification process
as a relation, where (Com(w; r), ¢, z) is the language, and the public keys of the signers
(pki,, pki,) is the witness. Therefore, by using any non-interactive zero-knowledge (NIZK)
proof scheme that works for arbitrary NP languages (such as [14, 46]), the signers can generate
a proof 7 to convince the verifier that the signature is valid.
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However, in general, proof schemes that work for arbitrary NP languages are significantly
less efficient than proof schemes that designed for specific relations. Therefore, we will
construct a specialized proof protocol for the above verification relation. To enable the design
of an efficient proof scheme, we require the function V(-) of the identification scheme can be
expressed as:

V(pk,c,z) =Vi(c,2) - pk +Va(c, 2),

and the commitment scheme satisfies that if x is the opening of a commitment com, then
x + m is the opening of the commitment com + m (see Definition 14 for the details). By
taking advantage of these two properties, we can transform the above verification relation
into the following form: prove that the opening of the commitment Com(w; r) — Va(c, z) is
the sum of some two elements in the public set P = [V/(c, 2) pk1, ..., Vi(c, 2) pkn], where
pk; is the public key of user P;.

1.2.4 t-out-of-n proof

The task at hand is to prove that the opening of a commitment com is the sum of two elements
in a public set P = [py, ..., p,y]. Suppose these two elements are p; and p; respectively,
and their corresponding indicator vector is v, which has a value of 1 at indices i and j, while
the rest of the elements are zero. To accomplish this task, we leverage the commit-and-prove
paradigm. Specifically, signers first compute a commitment com’ for the vector v. Then, they
prove to the verifier that they have a witness (p, v) that satisfies the following two conditions:

1. the opening of com is p and the opening of com’ is v;
2. ve {0, )", vl =2, PV = p;

We refer to the protocol capable of accomplishing this task as the 7-out-of -n proof protocol.
When we put everything together, we obtain our GC-TRS scheme. For more details, please
refer to Sect. 3.

1.2.5 Lattice-based instantiation

Now, we describe how to construct lattice-based instantiations. We obtain the canonical
identification scheme by modifying the constructions in [35, 36], and the commitment scheme
by modifying the constructions in [9, 19]. And in this subsection, we will mainly focus on
describing the construction of the z-out-of-n proof protocol.

Our construction performs over the cyclotomic polynomial ring R, which can be split
into exactly @ factors (see Sect. 2.4 for the details). The ¢-out-of-n proof protocol is related
to the used commitment scheme. Thus, we will provide a brief description of the commitment
scheme employed. The commitment is of the form:

f=Br+ [ 0 ] ,

m

where B ¢ R’;X’" is the commitment key, 7 € R;" is the randomness, and 7 is the message.

Note that the input message of the above commitment scheme needs to be vectors of
ring elements. So, to compute a commitment of v, we need to encode it to a ring element
vector first. Different encoding methods will result in different proof protocols. Below, we
will describe two encoding methods along with the corresponding proof method.
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1.2.6 Linear t-out-of-n proof protocol

A straightforward encoding method is dividing the vector v into n’ blocks and then converting
each block into a ring element. Here, n’ is defined as n/w (assuming n’ is an integer).
Specifically, we divide v into n’ blocks, with each block containing @ terms denoted as
v = (V1]...|0y). The encoding of v is defined as

Encode(v) :=v = (vy,...,vy) € RZ/,

where v; = NTT! (v;). Here, NTT(-) operation is the Number Theoretic Transform defined
in Sect. 2.4. _
LetP ={py,...,p,} C 722 be a public set,ck = B € ngxm be a commitment key and

7 be a randomness, then the commitment of (P, ¥) under the commitment key B is:

0
{=Br+ Py
Encode(?)

In this case, the goal of the prover is to convince the verifier that the opening (p, 9) of the
commitment ¢ satisfies the following three conditions:

1. NTT(v) € {0, 1}";
2. INTT@)[ =13
3. p and v satisfies P - NTT(v) = p.

We now explain how to prove the above conditions. Note that NTT(9) € {0, 1}" if and
only if each element v; of v satisfies v; (1 — v;) = 0. The latter is a quadratic relation that
can be proved using the protocol provided in [5]. And the 2nd condition can be expressed
as (NTT(v), (1, 1, ..., 1)) = t. Thus,the 2nd and 3rd conditions can be regarded as an inner
product relation. Consequently, they can be proved using the masking technique presented
in [23]. Putting everything together, we can obtain a linear 7-out-of-n proof protocol. For
more details, please refer to Sect. 5.1.

1.2.7 Logarithmic t-out-of-n proof protocol

The above linear 7-out-of-n proof protocol is efficient for small values of n. However, as
n grows larger, the proof size also increases significantly. To enhance the efficiency of the
t-out-of-n proof protocol, we present an alternative encoding method. Leveraging this encod-
ing method, we present a t-out-of-n proof protocol with a logarithmic proof size.

It is worth noting that, the vector v is very sparse, with most positions being 0 and
only ¢ positions being 1. Our new encoding method takes advantage of this characteristic.
Let I represent the set of coordinates corresponding to the elements in v that are equal to 1.
Consequently, v can be expressedas v = ) ;, é;, where ¢; € {0, 1}" has exactly one 1 in the
ith coefficient. Therefore, we can adopt the technique used in [27, 38] to represent ¢; in the
form of a set of small vectors tensor products. Specifically, assuming n = o, any vector ¢;
can be uniquely decomposed into smaller vectors U; 1, . . . U; » € {0, 1}, eachhaving exactly
onel,andé; = ;1 ®- - - ®V; . After renumbering, we have v = Zie[t](ﬁiyl ® QU ).
Thus, the encoding of v can be defined as

- ’
Encode(v) := (vi1,1, .-, Vip/s ooy Vilse-es V) € R;” ,
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where v; ; = NTT! (¥;,j). This encoding method uses only O(rlogn) ring elements to
uniquely represent the vector v, thereby reducing the size of the commitment as well.

Let ¢ be the commitment of (P, Encode(v)). In this case, the goal of the prover is also
to convince the verifier that the opening (p, ¥) of the commitment f satisfies the following
three conditions:

- Zie[[](N-rr(vi,l) Q& N'I_I'(vl-!n/)) c {07 1}”’
~ 1 ey (NTT(@;,1) ® -+ @ NTT(v; ) 11 = 15
— pand v satisfies P - Y, ;(NTT(v;,1) ® - -+ ® NTT(v; ) = 5.

To prove the first two conditions, our actual approach is to convince the verifier that the
opening v satisfies a stronger relation:

1. Each element v; ; of v satisfies NTT(v; ;) € {0, 1}7;

2. Each element v; ; of v satisfies INTT(v; DIl = 1;

3. Foranyiy, iy € [t], withij # i3, the vectors NTT(v; 1)®- - -QNTT (v; ;) andNTT(v; 1) ®
-+ ®@NTT(v; ) are different.

We briefly explain that it is sufficient to prove the above conditions. For all i € [¢], define
Ui = NTT(v;,1) ® -+ @ NTT(v; ). Since NTT(v; ;) € {0,1}” and [INTT(v; )|l = 1,
it follows that vy, ..., v, € {0, 1} and have exactly one 1 each. According to the third
condition, the vectors v; are distinct. Thus, the vector v = v + - - - + ¥; satisfies ¥ € {0, 1}"
and ||0]l; = 1.

‘We now elaborate on how to prove these conditions. Firstly, the 1st and 2nd conditions can
be proved in the same way as in the linear 7-out-of-n proof protocol. For the 3rd condition,
since vectors NTT(v; 1) ® - -- ® NTT(v; ) € {0, 1} for any i € [¢], a straightforward idea
is to prove that

(NTT(vi,1) ® - - @ NTT(v; ), NTT(v,1) ® - - - @ NTT(v; 1)) = 0,

for any distinct i, j € [¢]. Based on some calculations, this is equivalent to proving that
l—[z;l (NTT(v; x), NTT(v; x)) = O for any distinct i, j € [¢]. While this is indeed a higher-
order relationship, we can reduce it to a quadratic relationship by using the common technique
of introducing intermediate commitments. Then, we can combine the quadratic proof protocol
[5] to achieve our goal.

However, this approach would introduce a significant number of intermediate commit-
ments, which will impact the final proof size. Therefore, we employ a more clever technique
in this paper. We observe that since NTT(v; ;) € {0, 1} and [NTT(v; ;)|l1 = 1, we have that
(NTT(v;,, ), NTT(v;,, j)) = Oisequivalentto v;; ; # v;, j,and (NTT(v;, ;), NTT(v;, ;) =1
is equivalent to v;,,; = v;, j. Thus, ]_[.’/’-/zl(NTI'(v,-lyj), NTT(v;,,j)) = O is equivalent to
that there exists jo € [n], such that v;, j, # v, j, and furthermore, which is equivalent to
Z’]’/:l (NTT(v;,, ), NTT(v;,, ;)) < n’. Therefore, to prove the 3rd condition, we now only need

to prove Z;'/zl (NTT(v;,,), NTT(v;,,;)) < n’ for any distinct i1, i € [¢], which becomes a
quadratic relation.

To prove this, we begin by committing to a vector l;, which is the binary representation
of integer n’ — Z’;/:l (NTT(v;,, ), NTT(v;,, j)) — 1. We then prove that b is indeed non-zero
binary vector and

’

n
Iy (INTT(vi, ), NTT (v, ) + (b, (1,2,2%,...,0,....0)) =n' — 1.
j=1
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Next, we adopt the recursive method proposed in [38] to prove the relation P -
2 iery(NTT(vi 1) ® - ® NTT(v; ) = p. Finally, amortization techniques [8, 10] will
also be employed to further compress the proof size. Putting everything together, we can
obtain a logarithmic #-out-of-n proof protocol. For more details, please refer to Sect. 5.2.

1.3 Paper organization

The remaining of this paper is organized as follows. Section 2 covers the preliminaries
including security assumptions and the used formal TRS model. In Sect. 3, we present
the GC-TRS construction. And we present the lattice-based building blocks instantiation in
Sects. 4.1 and 4.2, respectively. In Sects. 5.1 and 5.2, we presented our linear and logarithmic
t-out-of-n proof protocols, respectively. Finally, the LTRS and CTRS schemes are given in
Sects. 6.1 and 6.2, respectively.

2 Preliminaries
2.1 Notation

Let g be an odd modulus, and Z, be the ring of integers modulo g. Fora < bandn € N, we
write [a, b] :={a,a+1,...,b}and [n] :=[1,...,n]. For x € Z, we definex mod ¢ to

be the unique element in the interval [— %1 ";1 ] that is congruent to x modulo g. We write

lower-case letters with arrows (a, 1;, etc.) to denote column vectors with coefficients in Z or
Z4 and write upper-case letters (e.g., A, B) for matrices in Z or Z.

Let d be a power of two, R and R, be the rings Z[X]/(Xd + 1) and Zq[X]/(Xd + 1),
respectively. ’qu denotes for all invertible elements in R,,. Bold lower-case letters (e.g., a, b)

denote elements in R or R, and bold lower-case letters with arrows (e.g., a, Z) represent
column vectors with coefficients in R or R,. We also write bold upper-case letters (e.g.,
A, B) for matrices in R or R,. For a polynomial denoted as a bold letter, we write its ith
coefficient as the corresponding regular font letter subscript i, e.g. xo € Z, is a constant
coefficient of x € R,.

For an element x € Z,, we write |x| to mean [x mod g|. Define the {7 norms for
x € Rgas x|, = (Ixol? +--- + |xd_1|p)1/1’ and the £” norms for x¥ € Rg as ||i:||p =
(Ix1I1? + - -+ + |lx]I”)Y/P. For simplicity, when p = 2, we omit 2 and write as ||X||.

By default, in this paper all vectors are column vectors, and we write (v||w) for the
concatenation of v and w which is still a column vector. More specifically, if v € Z*! and
W € Z*2 then (¥]|w) is the vector (37, wT)T e ZK1+k2 where (-)7 denotes the transpose of
the vector.

We write x <— S when x € S is sampled uniformly at random from the finite set S and
similarly x <— D when x is sampled according to the distribution D. We denote the security
parameter by A, say a function f (1) is negligible if for every polynomial p(}) there exists
some ng such that for all n > ng, f(1) < ﬁ, and say a function g()) is overwhelming if
1 — g(}) is negligible.
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2.2 Security assumptions

Our scheme is based on two well-known lattice problems, namely MLWE [32] and MSIS [45]
problems, which are defined over the ring R,,.

Definition 1 (MSIS ;. p) Given A <« RZ””, the MSIS problem with parameters «, m > 0
and B > 0 asks to find a short non-zero vector Z € R™ such that AZ = 0 over R, and
0 < |IZ|l < B. We say that a PPT adversary A has advantage ¢ in solving MSISy ,,, g if

.

Prl0 < |Z|| < BAAZ=0] A (_szm;z ~— A(A)] > e.

Definition 2 (MLWE,, , 4) The MLWE problem with parameters ¢, m > 0 and an error dis-
tribution ¢ over R asks the adversary A to distinguish between the following two cases:
(1) (A, As +¢) for A < Ry, secret vector § < ¢ and error vector € < ¢™; and (2)

(A, I;) « R™* xRy We say thata PPT adversary A has advantage € in solving MLWE,;, ;
if

|Prib = 1] A < RY™;5 < ¢';é < ¢"; b < A(A, AS +¢)]
—Prlb=1|A < RI™Gb <RI b < A(A,b)]| > e.

In estimating the practical security of these two problems against known attacks, the
parameter m may not be crucial. Therefore, we sometimes omit m and use the notations
MSIS,, g and MLWE, . The parameters « and ¢ denote the module ranks for MSIS and MLWE,
respectively. Additionally, when ¢ is a uniform distribution over the set S, , we simply denote
itas MLWE:, n, and when ¢ is a discrete Gaussian distribution ]D)z’", we denote itas MLWE¢, o.

2.3 Threshold ring signature

We review the definition of the TRS and its game-based security notion which is based on
[28, 29].

Definition 3 A (7, n)-TRS scheme is a4-tuple of PPT algorithms (Setup, KeyGen, Sign, Verify)
that enable a set of signers / C R sign a message msg with respect to the ring R, where
|I| =t and |R| = n. The syntax is as follows:

— pp < Setup(1%): On input the security parameter A, it generates public parameters pp.
The public parameters are implicit input to all other algorithms and will be omitted when
clear from the context.

— (pk, sk) < KeyGen(pp): On input the public parameters pp, it generates a public key
pk and a corresponding secret key sk for a signer.

— XY <« Sign(msg, S, R): On input a message msg, a set of signer’s secret keys S, and a
set of public keys R, this potentially interactive procedure outputs a signature X

— b <« Verify(msg, R, X, t): On input a message msg, a ring R, a signature X and a
verification threshold ¢, this deterministic algorithm outputs a bit b. It outputs b = 1 if
the signature X' is valid, and b = 0 otherwise.

A secure TRS scheme satisfies correctness, #-unforgeability, and #-anonymity. Correct-
ness guarantees that a signature generated by sufficiently honest users will always pass the
verification algorithm. 7-unforgeability requires that an adversary who has corrupted up to
t — 1 signers will not be able to generate a valid signature for threshold 7. And 7-anonymity
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says that for any non-signer (including non-signers in the ring), it is infeasible to infer from
a valid signature which ¢ honest users contributed to the signature generation. The formal
definitions are as follows.

Definition 4 (Correctness) A TRS scheme has correctness if for any pp < Setup(1*), any
pair L = {(pk;, sk;) < KeyGen(pp)}?ff, any ring R C L, any set of signers I € R with
corresponding secret keys set S and |/| = t, and any message msg, we have

Pr[Verify(msg, R, ¥,t) = 1 | ¥ < Sign(msg, S, R)] > 1 — negl(}).

In order to formally describe ¢-unforgeability and -anonymity, we first give the following
two oracles. In the definitions, the adversary may access to these oracles in arbitrary interleaf
during the corresponding experiments.

2.3.1 Corruption Oracle CO(pk)

On input a public key pk, the challenger C first checks whether the public key is generated by
himself. If so, C returns the corresponding secret key sk; otherwise returns L. Then C adds
pk to the query record set Qc o, which is initialized as an empty list.

2.3.2 Signing Oracle SO (msg, R, I)

In our definition, the signing oracle allows for multiple signing sessions to be executed
concurrently. We follow the approach in [19], continuously recording a signature query by
letting the adversary to include a serial number (sid) when making the signing query. To
produce a signature, the adversary needs to interact with challenger C and participate in the
signing procedure. Here, we provide a more detailed description of signature oracles.

On input a message msg, a set of public keys R, a list of signers / C R, and a serial
number sid, C proceeds as follows:

— If C is queried with sid for the first time:

1. C checks whether the public keys in [ are generated by himself. If not, C returns L.

2. Cdecomposes I to I = 1.4 U Ijon, Wwhere I, denotes corrupted signers and Iy,
denotes honest signers and LI represents the disjoint union.

3. Cadds (msg, R, I) to the query record set Qgo, which is initialized as an empty list.

4. C generates the 1st round signature message of the users in /j,, and sends it to A,
this message is the oracle reply.

5. C generate a state st = 1 (to record the state of this signature query).

— If sid has queried before:

1. C looks at the state st to determine which step the query has reached. If st = L, C
halts with output L.

2. C checks whether it has received the stth round of messages from the users in I..,

via adversary A. If not, C halts with output L.

C calculates the st 4 1th round of messages and sends them to .A.

4. If this is the final round of the signing procedure, C sets st = L, otherwise, it sets
st =st+ 1.

et
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Definition 5 (t-unforgeability) A (t,n)-TRS scheme satisfies 7-unforgeability w.r.t. insider
corruption if for any polynomial time adversary A, we have

pp < Setup(1*),
Verify(msg*, R*, X*, 1) = 1| fori € [1, gkey] :
Pr| AR* C L A |Qco N R*| < t| (pki, ski) < KeyGen(pp), < negl(A),
Amsg*, R*, ) ¢ Qso L = {pki}{5.
(msg*, R*, ¥*) < A®(pp, L)

where O = (CO, SO).

Definition 6 (t-anonymity) A (¢, n)-TRS scheme satisfies r-anonymity w.r.t. adversarial keys
if for any polynomial time adversary A = (A1, A>), we have

pp < Setup(1%),
fori e [17 C]key] :

b=b'n (pki, ski) < KeyGen(pp),
[Io] = [I1]| = A L = {pk;}¥* |
P i=1 ! 1o
"l hun cRA (msg*, R*, 1o, I, st) < AP (pp, L) | ~ 2 + negl(}),

(IoVU 1) N Qco =¥|b «{0,1}
X* « Sign(msg*, Sp, R*)
b AS (st, Z%)

where O = (CO, SO), st is the state of A and S, denotes the secret keys set of 7.

2.4 Cyclotomicrings

Letw, d beapoweroftwowithw < d,qg—1 = 2w (mod4w ), and let us fix a primitive 2z th
root of unity ¢ in Z. Then, the polynomial X d 4 1 factors into @ irreducible polynomials in
Zg,ie., X141 = ]—1161 (X% —¢%*1) mod ¢. By Chinese remainder theorem, we obtain
Rg =Ry x - x Ry~ for Rl = Z [X]/(X% — £2+1) (see Theorem 2.3 of [39]).

Let My := {p € Z4[X] : deg(p) < d/w} be the Z;-module of polynomials of degree
less than d /@ . Following [23, 38], we define the Number Theoretic Transform (NTT) of a
polynomial p € R, as follows:

A N ~ d .
NTT(p) := [ poll -+ [ Py—1 ] € MT where NTT(p); = p; = pmod (X= — ¢* T,

We expand the definition of NTT to vectors of polynomials p € R’;, where the NTT
operation applies to each coefficient of p, resulting in a vector in M’;w. We also define the
inverse NTT operation. Namely, for a vector v € M7, NTT~!(¥) is the polynomial p € Ry
such that NTT(p) = v.

Let v = (vg,...,Vp—1), W = (Wo, ..., Wxy_1) € M. We define the component-
wise product U o w to be the vector i = (ug, ..., Umy—1) € M such that u; = vjw;
mod (X4 — ¢%+1) for j € Z,. By definition, we have the following property of the
inverse NTT operation:

NTT' @) - NTT ' (@) = NTT (@ 0 ).
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Similarly, we define the inner product’ over My:

w—1
(B, @) = ) (wiw mod (X7 — ),
i=0
We generalize this operations to work for vectors v = (V1 ... ||Ux) and w = (w1]| ... ||wy) €

M’;w of length being a multiple of @ in the usual way. In particular, (v, w) = Zle (V;, w;).
Eventually, for a matrix A € MZX"W with rows aj, ..., ad, € Mgw and a vector v €
Méw, we define the matrix-vector operation:

-

AT = (@, )14, 7)) € My,

We also need the following lemmas, which will be used later.

-

Lemma 1 (Lemma 2.1 [38]) Letn, k € N, forany A € Mngkw, v E /\/lzw ands € Z’;m,
we have (A5, v) = (5, ATv).

Lemma2 (Lemma2.1[23])Letp=po+ p1 X+ -+ pdled_l € Ry, then we have

d/o—1

1 o—1 ]
— D NTT(p)i= ) piX'.
i=0 i=0

2.5 Probability distributions

We write S, to denote the set of polynomials in R with infinity norm at most 1 € 7+, We
define D(S;) : S; + [0, 1] to be the probability distribution on S; such that the coefficients
of a challenge ¢ <— D(S,) are independently identically distributed with Pr[0] = 1/2 and
Pr[1] = Pr[—1] = 1/4.

Consider the coefficients of the polynomial ¢ mod (X%/®@ — 241 for ¢ <— D(S,). Then,
all coefficients follow the same distribution over Z,. We write Y for the random variable over
Z that follows this distribution. Following [5], we can give an upper bound on the maximum
probability of Y.

Lemma 3 (Lemma 3.2 in [5]) Let the random variable Y over Z; be defined as above. Then
forall x € Zg, we have

1 20 227201 1 -
PriY =x]<—+=— )" —+ =~ cosr(2j + Dy¢' /q)|.
R S S E

In particular, by numerical computing, we obtain that for d = 128, the maximum prob-
ability for each coefficient of ¢ mod (X4/® — ¢2*1) is around ¢ ~'. Thus, the polynomial
¢ < D(S,) is invertible in R, with overwhelming probability as long as parameters ¢, d, @
are selected so that ¢ ~4/% is negligible.

3 Note that this operation is not an inner product in the strictly mathematical sense. However, it has symmetry
and distributive law which are characteristic of an inner product. We refer the reader to [38] for a further
discussion.
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2.5.1 Gaussian distribution

We now define the discrete Gaussian distribution as follows.

Definition 7 The discrete Gaussian distribution on R¥ centered around 0 with standard devi-
ation o is given by

e~ Z1%/207
Y jere e3P0
In our instantiation, we need to deal with the sum of independent vectors from a discrete

Gaussian distribution and the tail bound of the discrete Gaussian distribution. Therefore, let
us recall the following useful lemmas.

D) =

Lemma4 (Lemma 9 in [24], Theorem 3.3 in [42]) Let ¥, ..., ¥, be independent vectors
with distribution DX, If we have o > 1n(Z%)/ /7 for the smoothing parameter n(Z4*) of

7., then the distribution of y = y; + - - - + ¥, is statistically close to ]D)Z]i/;. In particular,

if we have dk < 2% and o > 11/m, then the statistical distance between the distribution of
Y=y + -+ andID)iliﬁ is at most 27128,
Lemma5 (Lemma 1.5 in [7]) Let Z be a vector with distribution ng, then we have

Pr[||Z] > o~/2dk] < 270-11dk,
2.5.2 Rejection sampling

In our lattice-based instantiation, in order to make the prover’s response independent of the
secret information, we will use the rejection sampling technique from [15, 36].

Algorithm 1 Rej(z, 9, 0):
1: u < [0,1)
NIV
2: Ifu > ﬁ ~exp(wx then return 0
3: Else return 1

Lemma6 (Lemma2.4in[15]) Ler V C R be a set of polynomials with norm at most T and

Y 1V i [0, 1] be a probability distribution. Let M be the repetition rate parameter and o
240 T+T2
be the standard deviation of discrete Gaussian distribution with M > e 2s>2 . Now, sample

V< Yandy < DX set7 =y 4+, and run b < Rej(Z, v, o) as defined in Algorithm
1. Then, the probability that b = 1 occurs is at least (1 — 27199) /M, and conditioned on
the output being 1, the statistical distance between distribution of (v, Z) and  x ]D)];d is at
most 27190/ 1.

2.5.3 Trapdoor and preimage sampling

The following lemma demonstrates the properties of a lattice trapdoor and efficient preimage
sampling algorithm. In pursuit of efficiency, we use the computational version of the trapdoor
over the ring R, . The parameters in the lemma were selected based on the parameters selected
in [12].
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Lemma7 (Adapted from [41, Theorem 5.1]) There exists PPT algorithms TrapGen and
SampleD satisfying the following:

1. TrapGen(k, [, o) takes integers k and | as well as parameter o as inputs, and outputs a
matrix A = [A|I] € R’;X’” and a trapdoor T, such that the distribution of A is computa-
tionally indistinguishable from the uniform distribution under the MLWE; , assumption,
wherem =1+ k - [logq] + k.

2. Let (A, T) be the outputs of TrapGen(k, l, o), then for any u € R’;, there exists a
randomized algorithm SampleD(A, T, u) that outputs a random vector § € Rg’ such
that AS = u, and the following two are statistically indistinguishable:

{(@.5) | & < RE.§ < SampleD(A, T i)}
and

(@.5) 15 < D & = A5},

where ¢’ = \/%-02 (W FDd + JEkd - Tlog qT + V/2).

3 A generic threshold ring signature construction

In this section, we will construct a generic TRS scheme, called GC-TRS, using a homomor-
phic canonical identification scheme, a trapdoor homomorphic commitment scheme, and a
t-out-of-n proof protocol. Before we dive into the construction of our GC-TRS scheme, it
is important to first understand the building blocks that we will be using. In the following
subsection, we will provide definitions for each of these building blocks, along with their
corresponding security properties.

3.1 Building blocks

Let us begin by discussing the homomorphic canonical identification scheme.

3.1.1 Homomorphic canonical identification scheme

The canonical identification scheme [1] is a three-move public-key identification protocol.
The protocol is executed between a prover and a verifier, with the prover holding a secret key
sk and the verifier having access to a public key pk. The framework present in Alg.2, which
is based on previous work by [2, 51]. To make the scheme compatible with lattice-based
constructions, we introduce a flag in the Setup. By default, the flag is set to False. However,
if the scheme needs to perform an additional verification in the Proof-II, the flag is set to
True. In some lattice-based schemes, such as [22], this additional check is used for rejection
sampling [35, 36] to ensure the security of the scheme. It is important to note that the symbol
[ is a special value that indicates failure and is not included in the set of valid responses S;.

The homomorphic canonical identification scheme is a canonical identification scheme
that possesses homomorphic and linear properties. We now define what the definition of
these properties are.
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Algorithm 2 Canonical Identification Scheme

Setup(1%): Challenge():

1: Set flag and pp 1: return ¢ < D(S.)

2: return (pp, flag) Proof-1I(sk, y, c):

KeyGen(pp): HT(skyC)

1: return (pk, sk) 2: If flag = True, run extra verification on (y, ¢, z)
Proof-I(sk): and set z = L if failed

1y < D(Sy) 3: return z

2: w = A(sk; y) Verify(pk, z, ¢, w):

3: return (w, y) 1: Checkif z € S; and w = V(pk, ¢, 2)

2: If failed return 0, otherwise return 1

Definition 8 (Additive homomorphism) A canonical identification scheme is said to be addi-
tive homomorphism if the function V(-) is additive homomorphism:

V(pki,c, z1) +V(pka, c, z2) =V (pk1 + pka, c, 21 + 22).

In the discrete logarithm (DL-setting), the operation between public keys should be mul-
tiplication, while in the lattice-setting, the operation is addition. For simplicity, we represent
both settings using addition.

Definition 9 (Linear property) A canonical identification scheme is said to have linear prop-
erty if the function V(-) can be expressed as:

V(pk,c,z) =Vi(c, 2) - pk+Va(c, 2).

We also define 7-correctness for the homomorphic canonical identification scheme, which
is a generalization of the standard notion of correctness.

Definition 10 (Correctness) A homomorphic canonical identification scheme is said to have
t-correctness with error § if the following holds:

— Let {(pk;, sk,-)}f=1 <« KeyGen(pp) with [ € [z], if for all (w;, y;) < Proof-1(sk;),
¢ < D(S.), and z; < Proof-II(sk;, y;, ¢) with z; # |, we have

Pr[Verify(Z pki, Z Zi, Cy Z w;) = 1] > 1 — negl().

iell] iell] iell]

— The probability that an honestly generated transcript (w, ¢, z) contains z = _L is bounded
by 8, i.e., for all (pk, sk) < KeyGen(pp), all (w, y) < Proof-I(sk), all ¢ <— D(S,)
and all z < Proof-II(sk, y, ¢), we have Pr[z = L] < 4.

‘We now define a new security notion for the homomorphic canonical identification scheme
called “secure against t — 1 corruption attack”. This notion can be seen as a generalized
version of special soundness in the multi-user model. Specifically, even if the adversary
corrupts ¢t — 1 users and gains knowledge of their secret keys, they cannot produce two valid

. . . . t
transcripts with the same w given an aggregated public key pk = >";_; pk;.

Definition 11 (Secure against t — 1 corruption attack) A homomorphic canonical identifi-
cation scheme is secure against ¢+ — 1 corruption attack, if for any PPT A, any integer gy
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polynomial in A, we have the formula holds:

I*CL|I*| =t
AI*N Qcol <t —1

Pr Apk = Zpkiel* Pki
AVerify(pk, z, c, w*) =1
AVerify(pk, 7/, ¢/, w*) = 1
Ac £ e, €8S,

pp < Setup(1Y),

for i € [1, greyl :

(pki, ski) < KeyGen(pp), < negl(d),
L = {pki}{5,

(z,e, 7, ¢/, w*, I*) < ACO(pp, L)

where the oracle given to A is defined as: the corruption oracle CO(i) on input an index i,
outputs corresponding secret key sk; and the set Q¢ is the corrupted users queried in CO.

In addition to satisfying the above security requirements, a homomorphic canonical iden-
tification scheme also must satisfies the property of honest-verifier zero-knowledge.

Definition 12 (Strong honest-verifier zero-knowledge) A canonical identification scheme is
said to be strong honest-verifier zero-knowledge (SHVZK) if there exists a distribution D(S;),
such that the distribution (w, ¢, z) which takes public key pk and ¢ < D(S,) as inputs,
samples z < D(S;) and then computes w = V(pk, ¢, z) is indistinguishable from an
accepting protocol transcript generated by a real protocol run.

It is worth noting that many standard identification schemes, such as the Schnorr identi-
fication scheme [48], meet these requirements. Furthermore, in Sect. 4.1, we will show that
the well-known lattice-based identification scheme [36] can also satisfy these properties with
appropriate adjustments to its parameters.

3.1.2 Trapdoor homomorphic commitment scheme

We now formally define the trapdoor homomorphic commitment scheme based on the defi-
nition in [19].

Definition 13 A trapdoor homomorphic commitment scheme consists of the following algo-
rithms:

— pp < Setup(1*) : On input the security parameter A, the setup algorithm outputs a
public parameter pp and defines sets Sck, Sisg, Sr» Sra and the distribution D(S;) from
which the randomness is sampled.

— ck < Gen(pp) : On input the public parameters pp, the key generation algorithm
samples a commitment key ck from the commitment key set Scy.

— com < Commity(msg; r): On input a commitment key ck, a message msg and a
random string r € S, as input, the committing algorithm generates a commitment com,
where the randomness is sampled according to the distribution D(S;).

— b < Open_,(com,r,msg) : On input a commitment key ck, a message msg, a random
string », and a commitment com as input, the opening algorithm outputs a bit b. If
com = Commitc(msg; r) and r € S, holds, it will output b = 1, and otherwise output
b=0.

— (tck, td) < TGen(pp) : On input the public parameters pp, the trapdoor key generation
algorithm generates a commitment key tck € S¢ and a corresponding trapdoor td € S4.

— com < TCommit;q« (td) : On input a commitment key #ck and its corresponding trap-
door td, the trapdoor committing algorithm outputs a commitment com.
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— r < Eqv, (td, com, msg) : Oninput a commitment key ck, its corresponding trapdoor
td, a commitment com and a message msg, the equivocation algorithm outputs a random
string r € ;.

In this paper, we require the trapdoor homomorphic commitment scheme to satisfy cor-
rectness, hiding, binding, message homomorphism, additive homomorphism, equivocability,
and uniform key.

Definition 14 (Message homomorphism) A commitment scheme is said to have mes-
sage homomorphism if for any ck < Gen(pp), any valid transcript (com,r,msg)
(i.e. Open(com, r,msg) = 1) and any message nsg’ € Sysg, we have Open (com +
msg',r,msg +msg’) = 1.

Definition 15 (Additive homomorphism) A commitment scheme is said to have ¢-additive
homomorphism if for any / € [¢], any messages {msg;}ic[1] € Smsg, We have:

pp < Setup(1*),

Dieq) COMi
' .| ck < Gen(pp),
Pr | Openg | 2ier i =Utoralli e [l]: 1 < D(sy), | =1~ egd®-
Zie[l] msgi

com; < Commit.x(msg;; ri)

Definition 16 (Equivocability) A trapdoor commitment scheme is said to provide equivoca-
bility, if for any pp < Setup(1*), any adversary A, we have

(tck, td) < TGen(pp)] < negl(})

b <~ Alck, Op) b < A(tck, O1)

Pr[b:l

ck < Gen(pp):| _pr |:b 1

where the oracles given to A are defined as:

— Oo(msg): sample r < D(S,), compute com <« Commit(msg;r) and return
(com,r,msg);

— Oj1(msg): compute com < TCommit,(td), r < Eqv, (td, com, msg) and return
(com,r,msg).

Remark 1 1t can be inferred from the property of equivocability that the tck generated by the
TGen algorithm can also function as a regular commitment key, which satisfies correctness
and all the properties that we have defined in this subsection.

In our TRS scheme, a commitment com can be the sum of + commitments. Therefore,
we require that the resulting commitment com also satisfies hiding properties. We call this
property t-hiding and provide the definition as follows.

Definition 17 (z-hiding) A commitment scheme is said to have ¢-hiding if for any / € [¢] and
any adversary A = (A1, A3), we have

pp < Setup(1"), ck < Gen(pp),
(tmsgYicmn, tmsg! Vi, st) < Ai(ck, pp),
Pr| b=b"| b« {0,1}, foralli € [[]: r; < D(S,), <
com; < Commitck(msgg’; i),
com = Ziem com;, b’ < Ay(st, com)

+ negl(}),

N =

where st is the state of A.

Note that, for a trapdoor homomorphic commitment scheme, equivocability implies #-
hiding. Specifically, we have the following lemma.

@ Springer



Generic construction of TRS and instantiations

Lemma 8 Assuming the trapdoor homomorphic commitment scheme has equivocability
property, then it also satisfies t-hiding property.

Proof Assuming A is a PPT adversary breaking the 7-hiding game, we aim to construct an
algorithm B to break the equivocability game. Suppose B is given a commitment key ck and
an oracle O from its challenger C*. B then gives ck to A.

Challenge Stage. A gives B two sets of messages {msg?},-e[l] and {msgi1 }ier)- Then,
B samples a uniform bit b and uses its own oracle @ on messages {msgf7 }ie[) respectively,
obtaining commitments {com; };c[;). Then B sets com = Zi [ comi and return com to A.
Finally, A; outputs a bit b’ to B. If b = b’, B returns 1 to C; otherwise, B returns 0 to C.
Probability Analysis. Assuming € is the probability of A successfully guessing the
challenge bit 5. We now compute the advantage of 5 in attacking the equivocability game.
If ck is generated by Gen, then 5 perfectly simulates the real ¢-hiding game. Thus, in this
case, the probability that .4 can successfully guess the challenge bit b is % + €. On the other
hand, when ck is generated by TGen, the generation process of {com;};¢[;) is completely
irrelevant to the input {msgf’ }ier) by the definition of the oracle O. Thus, in this case, the
probability that the output of A is correct is exactly % Hence, B also has an advantage of
€ in attacking the equivocability game. As a result, we can break the equivocability of the
trapdoor homomorphic commitment scheme, which is contradictory. O

In order to be compatible with lattice-based constructions, we introduce a new binding
concept that is at least as strong as the standard one. We call it binding for weak opening.
The reason for this is that efficient lattice-based zero-knowledge proofs usually do not satisfy
the standard soundness definition [31]. This is due to the so-called “knowledge gap” [24,
36], which is an unavoidable phenomenon in efficient lattice-based zero-knowledge proofs.
Specifically, in lattice-based proofs, the knowledge extractor can only recover an “approxi-
mate” witness for a relaxed relation. To ensure that the message is binding in this case, we
need to use the generalized binding property.

Definition 18 (Weak opening) Let S s, be arelaxed factor set and S, be arelaxed randomness
set with S, C S;. For any ck <— Gen(pp), let com be a commitment, we call (t, r, msg) a
weak opening for com, if it satisfies T € Syqc, Tr € S/ and com = Commit.g (msg; r).

The set of relaxed factors consists of elements that accommodate the extent of relaxation
that is allowed in a weak opening. Given a randomness set S, the relaxed randomness set
S/ of S, is defined as a superset of the randomness set S,. For example, the relaxed set can
be the same as the randomness set S, for the discrete logarithm setting and the relaxed set
could be strictly larger for the lattice case.

Definition 19 (Binding for weak opening) A commitment scheme is said to be binding for
weak opening with respect to Sy, S, if for any PPT adversary A, we have

msg # msg’

AT, T € Stac

Pr| Atr,t'r’ €S, com. (z.r.msg)

Acom = Commity (msg; r) ( (1:,’ r; 1;1s ;g)’ ’) <~ A(ck)
Acom = Commite, (msg’; r') T MmS8

pp < Setup(1*),

ck < Gen(pp), < negl().

4 The commitment key ck is randomly generated by either the Gen or TGen algorithm.
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Remark 2 For some standard settings, such as the DL setting, zero-knowledge proofs do not
suffer from the “knowledge gap” issue, meaning that the knowledge extractor can recover an
“exact” witness, and the standard binding is sufficient. Fortunately, when we set S ¢4 = {1}
and S, = S, our definition of binding for weak opening is exactly the same as the standard
binding. Thus, our definition is compatible with other settings, including the DL setting.

Definition 20 (Correctness) A commitment scheme has correctness if for any msg € Sy,
we have

pp < Setup(1%),

ck < Gen(pp),

r < D(S,),

com < Commity,(msg; r)

Pr | Open,,(com,r,msg) =1 > 1 — negl(n).

Remark 3 The definition of additive homomorphism in Definition 15 already includes cor-
rectness. Specifically, when / = 1, it aligns with the definition of correctness presented
here. Nevertheless, to ensure completeness, we also provide an independent definition of
correctness.

Definition 21 (Uniform key) A commitment scheme is said to have uniform key if the output
of Gen(pp) follows the uniform distribution over the key space Scy.

It is worth noting that the equivocable commitment scheme presented in [6] meet these
requirements. In Sect. 4.2, we will demonstrate that the lattice-based trapdoor commitment
scheme proposed by Damgérd et al. [19] also satisfies the required properties with appropriate
adjustments to its parameters.

3.1.3 t-out-of-n proof protocol

A t-out-of-n proof protocol is a special type of Sigma-protocol that is used to prove that
a commitment com opens to a partial sum of a publicly known set P. Specifically, given a
commitment com and a public set P = (p1, ..., pn) with n elements, a z-out-of-n proof
protocol can demonstrate that there exists a binary vector v € {0, 1}" such that com is the
commitment of PU = )/, p;v;, where the Hamming weight of ¥ is exactly 7.

We present the definition of a Sigma-protocol based on [11, 25]. A Sigma-protocol is a
type of zero-knowledge proof between two parties: the prover and the verifier. A language
L C {0, 1}* has a witness relationship 8 C {0, 1}* x {0, 1}* if x € £ if and only if there
exists w € {0, 1}* such that (x, w) € PR. We refer to x as a statement and w as a witness
for x.

Definition 22 (Sigma-protocol) Let (P, V) be a two-party protocol, and £, £ be languages
with witness relations R, R’ with B C R’. Then, (P, V) is called a Sigma-protocol for
R, R’ with a challenge set C, public input x and private input w, if it satisfies the following
conditions:

Three-move form: The protocol has the following form: on input (x, w), P computes
initial commitment  and sends it to V; on input w, V draws a challenge ¢ <— C and
sends it to P; the prover sends a response z to V; the verifier accepts or rejects depending
on the transcript (, ¢, z). The transcript (, ¢, z) is called accepting if the verifier accepts
the protocol run.
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Completeness: Whenever (x, w) € R, the honest verifier accepts with probability at least
1 — § when interacting with an honest prover. We call the protocol has a completeness

with error §.
k-special soundness: There exists a PPT algorithm & (called the extractor) which
takes k accepting transcripts (w, c, 21), (@, ¢2, 22), ..., (0, ¢k, zx) as inputs. Here,

c1, €2, ... ck are pairwise distinct. The algorithm outputs w’ satisfying (x, w’) € R’
We call this procedure witness extraction, and say that the protocol has k-special sound-
ness.

Special honest-verifier zero-knowledge: There exists a PPT algorithm S (called the sim-
ulator) that takes x € £ and ¢ € C as inputs, and outputs (w, z) such that (w, ¢, z) is
indistinguishable from an accepting transcript generated by a real protocol run.

The ¢-out-of-n proof protocol is clearly associated with the underlying commitment
scheme being used. In order to make it compatible with lattice-based schemes, we define
two relations PR and R’ for the 7-out-of-n proof. However, in some settings such as the DL
setting, these two relations 2R and R’ are identical.

Definition 23 Let S, and S fac be the sets used in Definition 18, ¢, n be positive numbers, we
define the following relation:

R = {(P,1,ck,com), (v,r) | v € {0, 1} A|V|; =t A Openy(com,r, (Pv,v)) =1},

where the statement is (P, t, ck, com) and the witness is (v, r);
And we give the following relaxed relation:
A com = Commit. ((PV, ¥); r)

ER/={(P 1, ck, com), (3, 7, 7) '76{0’1}””‘7”1=MT€SfacMreS,’-}

where the statement is (P, t, ck, com) and the relaxed witness is (v, r, 7).

Remark 4 The conditions on the randomness in the relations R and R’ play a crucial role
in the lattice-based setting, which is one of the main differences between a lattice-based
protocol and its DL setting counterpart. Without these conditions, it may not be possible to
establish the security of the efficient protocol using the lattice problem.

We present the framework of the 7-out-of-n proof in Algorithm 3. Specifically, the proof
process TN.P = (TN.Py, TN.P;) is split into two functions. Let x = (P, t, ck, com) be
the statement. Function TN.P; takes input (x, (U, r)) and returns a @ and a state st. Then,
the verifier samples a challenge ¢ from the distribution D(CSet) over the set CSet. Finally,
function TN.P; takes input (x, (v, r), st, ¢) and returns a response z € ZSet. In the verifica-
tion stage, the deterministic function Ver takes (x, w, c, z) as input and outputs a decision,
either 1 (acceptance) or O (rejection). We also add an extra check to support lattice-based
constructions.

A secure ¢-out-of-n proof protocol should provide completeness and k-special soundness
presented above. Besides, we also require t-out-of-n proof protocol satisfies one-time zero-
knowledge defined as follows. This property guarantees that if an honest prover computes
only one proof for any statement, then it is zero-knowledge.

Definition 24 (One-time Zero-knowledge) There exists a PPT algorithm S (called the sim-
ulator) that takes x € £ and ¢ € C as inputs, and outputs (w, z) such that (w, c, z) is
indistinguishable from an accepting transcript generated by a real protocol run.
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Algorithm 3 7-out-of-n proof

Prove Stage: Verify Stage:

1: Set flag 1: Check if z € ZSet

2: (w, st) < TN.P{(x, (¥, 1)) 2: Check if Ver(x, w,c,z) =1

3: ¢ < D(CSet) 3: If failed return 0, otherwise return 1
4: 7 < TN.Py(x, (0, r), st,¢)

5: If flag = True, run extra verification, and set

z = L if failed

Remark5 We only require the protocol to satisfy one-time zero-knowledge is because it is
sufficient for the security requirement in our TRS as we only use the commitment scheme
in an auxiliary way to assist in proving that the value we concerned about satisfies certain
relations. Hence the statement never needs to be reused. Furthermore, this relaxed security
requirement allows us to reuse ‘7’ as randomness when we need to compute intermediate
commitments in the ¢-out-of-n proof protocol, thereby reducing the proof size.

In Sect. 5.1, we will propose a linear lattice-based z-out-of-n proof protocol. And in
Sect. 5.2, we present a logarithmic lattice-based ¢-out-of-n proof protocol.

3.2 Generic construction

Now we describe a generic construction for the TRS. Let HI denote a homomorphic canon-
ical identification scheme, THC denote a trapdoor homomorphic commitment scheme and
TN denote a t-out-of-n proof protocol. In the construction we apply the Fiat-Shamir [26]
transformation to both HI and TN to convert them into a non-interactive form. We let
R = {pki, ..., pk,} denote a set of public keys and / C [r] denote the indicator set of
signers. Let ¥ € {0, 1} be the indicator vector of /. More precisely, v = Y ;_; &, where
¢; € {0, 1}" has exactly one 1 in the ith coefficient.

Our generic construction (GC-TRS) is described in Alg.4. First, we use the homomorphic
property of the canonical identification scheme to compress and generate an aggregate sig-
nature. To enable the verifier to check the signature without knowing the public keys related
to the aggregation signature, the signers generate a r-out-of-n proof. In the verify phase, the
verifier only needs to check the validity of -out-of-n proof. Unlike in previous works such as
[13] and [29], our construction has no leader, and all signers share the same role. Therefore,
we only describe the behavior of the ith signer. As our Sign algorithm is a two-round inter-
action protocol, we divide it into three stages for readability. We also require three random
oracles, denoted as Hy, Hy, H,. Specifically, the output of Hy is an element in S.¢, and the
outputs of H| and H, follow the distributions D(S.) and D(CSet), respectively.

iel

Remark 6 Strictly speaking, the parameters output by the Setup algorithm also depends on
the values of ¢ and n. For simplicity, we have omitted them here. The Setup algorithm must
be executed honestly and not controlled by an adversary. This can be achieved by using a
trusted third party or secure multi-party computation, which depend on specific scenarios
and instantiations. And this issue is outside the scope of this paper.

Remark 7 In some constructions (including our later instantiation), flag is set to be True.
At this time, the scheme has a probability of aborting. Fortunately, our scheme is suited for
parallel executions. Thus, one can alternatively run sufficiently many parallel executions of
the scheme at once to obtain a valid signature.
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Algorithm 4 Generic Construction (GC-TRS)

Setup(lk): 8: Send (z;, r;) to other signers

1: Set flag Phase 3: After receiving all signers’ message, do:
2: pp1 < Hl.Setup(1*) 9: Ifexists j € I and z; ¢ S;, abort

3: ppy < THC Setup(1*) 10: 2= Yy 2ir = Yieq T

4: Define Hy, Hy, H 11: P =HILVi(c1,2)R

5: return (flag, pp1, pp2, Ho, Hy, Hy) 12: com’ = com — (HL.V,(cy, 2), 0)
KeyGen(pp): 13: x = (P, t, ck, com’)

1: (pk, sk) < Hl.KeyGen(pp)) 14: (@, s1) < TN.Py (x, (9, 7))

2: return (pk, sk) 15: ¢p = Hy(x, w)

16: 7/ < TN.Pa(x, (¥, 7), st, c2)

Sign(msg, R = {pki, ..., pkn}, I, ski): 17: If flag = True, run extra verification, and set
Phase 1: 7/ = L if failed

1: yi < D(Sy), w; = HILAGsk;; i) 18: return X = (com, z, ®,7)

2: ck < Ho(msg, R), r; < D(S;) Verify(msg, R = {pky, ..., pkn}, X, 1):

3: com; = THC.Commit g ((w;, &); ;)

4: Send com; to other signers

Phase 2: After receiving all signers’ commitments,

do:

5: com =) ;o5 com;j, c1 = Hy(ck, com)

6: z; = HLZ(sk;, y;, c1)

7:If flag = True, run extra verification on
(yi, 1, zj) and set z; = L if failed

: Parse X = (com, z, w, 7))

1 ck < Hy(msg, R), c; = Hy(ck, com)
: P=HIVi(c1,2)R

com’ = com — (HL.Va(c1, 2), 0)

x = (P,t,ck,com’), co = Hy(x, w)

: Check if TN.Ver(x, w, ¢3,7) = 1

: Check if z € S;, 7/ € ZSet

. If failed return 0, otherwise return 1

I e Y A T

More specially, in each single execution of our signature protocol, each signer needs to
send a commitment com in the 1st round and a pair of message (z, r) in the 2nd round, where
the asymptotic size of these transcripts is O (¢ log(n)) in CTRS. The number of repetitions
(denoted by 7, which is around 20 in our instantiation) is then required to guarantee the
generation of a valid signature. Consequently, the transcript complexity is O (z¢log(n)) and
round complexity is O (27). Under parallelism, the communication complexity will remain
the same but round complexity reduces to 2 (as repetition is not needed).

3.3 Security

We present the correctness, unforgeability and anonymity claims for GC-TRS. Note, we just
give the security proof of GC-TRS in the ROM. We leave for future work a tighter security
proof, as well as a proof in the QROM.

Theorem 1 (Correctness) Suppose Hl scheme has t-correctness with error §1 and linear prop-
erties, THC scheme has t-additive homomorphism and message homomorphism properties,
and TN protocol has completeness with error 8y property, then our GC-TRS provides cor-
rectness. On average, the construction needs to be repeated m times to generate
a valid signature.

Proof Assuming the public key list R = {pky, ..., pk,} are generated by KeyGen, the
signature ¥ = (com, z, ®, 7) is generated by the honest signers in . We now show it holds
Verify(msg, R, X, t) = 1. First, by z-additive homomorphism property of THC, except for
negligible probability we have

THC.Open, i (com. r. | Y w;. 7)) = 1.

iel
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And by 7-correctness and linear property of HI, we have

Z w; = HLV(cy, 2) Zpki + HIL.Va(ct, 2).
iel iel

Then, by message homomorphism property of THC, it holds

THC.Open 4 (com’, r, (HL.V{(cy, z) - Z pki, v)) =1,
iel
where com’ = com — (HL.Va(cy, z),0). Let v be the indicator vector of / and P =
HI.Vi(c1, z) R, then we have (x, (V,r)) € R, where x = (P, t, ck, com’). Thus, by com-
pleteness of TN, we have Verify(msg, R, X,1t) = 1. Therefore, the GC-TRS satisfies the
correctness.

Now, we compute the required repetition times for GC-TRS to generate a valid signature.
Since the HI scheme has correctness error 81, every honest signer in / has a success probability
of at least 1 — §; in the Phase 2 (Step 7). Thus, the probability that all signers succeed in
the Phase 2 is at least (1 — 8;)". And since the TN protocol has correctness error 8,, the
probability of success in the Phase 3 (Step 17) is at least 1 — §>. Hence, the construction

should repeat Wl(l_&) times on average to output a valid signature. O

Theorem 2 (t-unforgeability) Suppose Hl scheme has the strong honest-verifier zero-
knowledge and secure against t — 1 corruption attack properties, THC scheme has the
equivocability, uniform key, message homomorphism and binding for weak opening proper-
ties, and TN protocol has k-special soundness property. For any probabilistic polynomial-time
adversary A that initiates Qg signature generation protocols by querying signing oracle, and
makes Qy, queries to the random oracle Hy, Hy, H>, our GC-TRS has t-unforgeability w.r.t.
insider corruption in the ROM. Concretely, the advantage of A is bounded as follows.

—unf bili
AV 9P (4) < e(Q) + Q5 + DI(Qh + Qy) - € + Os - €stvzk+

(I —x)em + (O + Os + Dk,

where k =1 — (1 — \SIT\)(I - |C§7et|)'

Proof Denote A as a PPT adversary breaking the 7-unforgeability game of the GC-TRS. We
are going to build an algorithm to break the security against t — 1 corruption attack of the Hl
scheme. Our proof is divided into the following three steps: we first construct the algorithm
B around A that simulates the honest signers’ behaviors without using their secret keys, then
we use extractor algorithm £ around 13 to obtain a set of tree structure transcripts, and finally
we use these transcripts break the HI scheme. O

3.3.1 Step 1

Construct B around A that simulates the behaviors of honest signers without using secret
keys.

Go This is thereal r-unforgeability game. In this game, B first generates a list public-secret
key pairs (pk;, sk;) < KeyGen(pp) and sends L = {pk;}icq,, to A. And B responds to
oracle queries as follows: Random oracle simulation. The table HT; is initially empty.
Ho(x): Given an x as input, B checks if HTg(x) = L. If HTp(x) = L, B samples
ck < S¢r and sets HTo(x) = ck. Finally, B returns HTo (x).

Hi(x): Given an x as input, B checks if HT(x) = L. If HT{(x) = L, B samples a
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challenge ¢ < D(S,) and sets HT{(x) = c. Finally, B returns HT{ (x).
H(x): Given an x as input, B checks if HTo(x) = L. If HT2(x) = L, 5 samples a
challenge ¢ <— D(CSet) and sets HT,(x) = c. Finally, B returns HT,(x).
Signing oracle simulation. In this game 5 behaves exactly like honest signers in GC-TRS.
Specifically, on input a message msg, a set of public keys R, and a list of signers I C R,
B first checks whether the public keys in I are generated by himself. If not, 3 returns _L.
Otherwise, Bdecomposes I to I = I.,prUIpon, Where 1., denotes corrupted signers and
Inon denotes honest signers and LI represents the disjoint union. To produce a signature,
A needs to cooperate with 55 and participate in the signing procedure. 3 simulates the
behavior of users in Ip,, by using their secret key according to the GC-TRS scheme. Then,
B outputs a signature X'. Finally, 5 adds (msg, R, I) to the query record set Qg0 , which
is initialized as an empty list.
Corruption oracle simulation. On input a public key pk, the challenger B first checks
whether the public key is generated by himself. If so, B returns the corresponding secret
key sk; otherwise returns L. Then B adds pk to the query record set Qco, which is
initialized as an empty list.
Forgery. When A output a forgery (msg, R, X = (com, z, w, 7')) at the end B proceeds
as follows:

1. If there exists public key in R that does not generated by 5 or |[R N Qcp| >t or
(msg, R, ) € Qsop, then B halts with output (0, L).

2. If the output signature cannot pass verify, then 5 halts with output (0, _L).

3. B halts with output (1, (msg, R, X = (com, z, w, 7'))).
Let Pr[G;] denote a probability that 3 does not output (0, L) at the game G;. Then we
have

—unf bili
Pr[Gol = AdVg Tpe o (A).

G This game is identical to G except at the following points.

Random oracle simulation. Simulation of the random oracle Hy is changed as follows: B
firstinitializes two empty lists HTg and TDT. Given an x as input, B checks if HTo(x) = L.
If HTo(x) = L, B samples a biased bit that returns 0 with probability 6 and returns 1
with probability 1 — 6. When output is 0, B computes (tck, td) < THC.TGen(pp2),
stores the trapdoor in TDT(x) = td and sets HTo(x) = tck; when output is 1, 5 samples
ck < S¢r and sets HTo(x) = ck. Finally, B returns HTo (x).

Signing oracle simulation. The B differs from the G at the following steps in GC-TRS:
— Step 2 in Phase 1: Call Hy(msg, R) to obtain tck. If TDT(msg, R) = L (i.e., ck
is not generated by THC.TGen), then B sets bad; and halt with output L. Otherwise, it
obtains the corresponding trapdoor td <— TDT(msg, R).

— Step 3 in Phase 1: Call com; < THC.TCommit.(td) instead of committing to
(wi, &).

— Step 6 in Phase 2: After computing z; = HI.Z(sk;, y;, ¢;) derive randomness r; <
THC.Eqv,, (1d,

com;, (HLV(pk;, c1, 2i), €)).

Forgery. When A outputs a successful forgery (msg, R, ¥ = (com, z, , ")) at the end,
we modify the step 2 of G as follows: If the output signature cannot pass verify then
B halts with output (0, L); and if TDT(msg, R) # L (i.e., TGen was called for a query
Hy(msg, R)) then set bad, and B halts with output (0, L).

Note that due to the way H is simulated, if B does not output (0, L), it is now guaranteed
that ck = Hp(msg, R). Because the simulation is only successful if the random oracle
Hj internally uses TGen for all but one queries to Hy (both directly and indirectly via

@ Springer



H.Lin et al.

random oracle queries and signing oracle queries) and if Hp uses a predefined ck for
a single query (msg, R) associated with forgery. In other words, it is only successful
if neither bad; nor bad, is set. Since THC satisfies the equivocability and uniform key
properties, we have

Pr(G(] > 097 . (1 —0)-Pr[Go] — (Qn + Q) - €.

By setting 6 = (Qy + Q5)/(Qn + Qs + 1), we obtain

Pr[Gy]
P — 5 - €
r[G1] > cOnt 0.t D (On + Qy) - €

G, This game is identical to G except at the following points.

Signing oracle simulation. The 5 does not honestly generate z; anymore and instead
simulates as follows:

— Step 2 in Phase 1: 5 does nothing here.

— Step 6 in Phase 2: Sample z; <— D(S;) and gets randomness r; <— THC.Eqv, (td,
com;, (HLV(pk;, c1, 2i), €)).

— Step 7 in Phase 2: If flag = True, BB performs an extra verification on transcript, and
if the verification failed set z; = L.

The partial signature z; simulated in this way is statistically indistinguishable from the
real one because of strong honest-verifier zero-knowledge property of the underlying HI.
Hence we have

Pr[G2] = Pr[G1] — Oy - €sHvZK.

G3 Note that, the response of signing queries in the G, does not rely on the signers’
secret key. In this game, our goal is to change the public key set L as the inputs obtained
by B from the ¢t — 1 corruption game of the HI scheme. Thus in this game after B receives
a public key list L = {pki}iegq,,,, it will sends L to A.

Corruption oracle simulation. In this case, as B no longer possesses the secret keys,
when A makes corruption oracle queries, 3 need to query its own corruption oracle to
obtain answer. If 53 obtains _L, B will also return L to A. If B obtains the corresponding
secret key sk form its own oracle, B will return it to .4 and add pk to the query record
set Qc o, which is initialized as an empty list.

Because the KeyGen of GC-TRS is the same as the KeyGen of HI, we have

Pr[G>] = Pr[G3].
3.3.2 Step 2

Construct extractor algorithm £ around /5 to obtain a set of tree structure transcripts.

This extractor algorithm is analogous to that of Attema et al. [4]. Because our GC-TRS
is essentially a multi-round protocol (specifically a 5-round protocol, using the Fiat-Shamir
transformation twice), the core idea is to rewind B in G3 multiple times in a layered manner,
thereby generating a tree of transcripts. See Fig. 1 for a graphical illustration. Here, {c’i} and
{c’z” } correspond to ¢; and c; in the fifth and fifteenth lines of our GC-TRS, respectively.
And transcripts aj, {aé} and {ag"/ } correspond to (ck, com), (x, w) and 7' of our scheme
respectively. Note that, when B output L, we can obtain this transcript. Now we present our
extractor algorithm £ as follows:

Black-box access to: B in G3
Random oracle queries: Q) + QO
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Fig. 1 Tree of transcripts

— Run B to obtain (st, trcmsll = (a1, a2, a3)): relay the Qj + QO queries to the random
oracle and record all query-response pairs. Let ¢; be the response to query (aj, az). If
st = 0, abort with output st = 0, else output transcript trans]l.

— Repeat the following process:

e run BB to obtain (st’, trans| = (ay, aj, ay)), aborting right after the initial run of B
if (a1, az) # (af, ay): answer the query to (aj, az) with a fresh random value ¢} in
CSet, while answering all other queries consistently;

until either k — 1 additional ¢} with s¢{ = 1 and (ay, a2) = (a}, a}) have been found
or until all challenges ¢, € CSet have been tried. In the former case, output the k — 1
accepting transcript translz, .. trcms1 , and set st = 1; in the latter case, abort with
output st = 0.

— Repeat the following process:

e run /3 to obtain (st;, trans21 = (af, a3, a3)), aborting right after the initial run of B if
ay # aj: answer the query to a; with a fresh random value ¢ in S, while answering
all other queries consistently;

until either an additional c’1 with sté = 1land a; = a’f have been found or until all
challenges ¢ € S, have been tried. In the former case, output the the accepting transcript
transzl, and set st = 1; in the latter case, abort with output st = 0.

— Repeat the following process:

e run 3 to obtain (stz, trans2 (a] s az, a )) aborting right after the initial run of B
if (a1, ay) # (a1 , ). answer the query to (a1, ay) with a fresh random value 02 in
CSet, while answering all other queries consistently;

until either £ — 1 additional cg with sté = land (a1,a}) = (af, ag) have been found
or until all challenges cg € CSet have been tried. In the former case, output the k — 1
accepting transcript transg, o trans§ , and set st = 1; in the latter case, abort with
output st = 0.

According to the analysis in [4], we can get the following lemma.
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Lemma 9 (Adapted Proposition 2 in [4]) The extractor £ makes an expected number of at
most 2k + (Qp + Qs) - 2k — 1) queries to B(and thus to A) and successfully outputs st = 1
with probability at least
Pr(G3] —(On+ Os + 1) -k
1 —«

wherek =1 — (1 — ﬁ)(] _ |C§Tt|)-
3.3.3 Step 3

Break the HI scheme by using extracted transcripts.

Note that the transcripts extracted by £ can be presented in the following form:
{c},cé’l, 2]1 = (com, z}, a)l,zé’l)}, e {c},cé’k, E{‘ = (com, z%,w],zé’k)} and
{c%, c%’l, 221 = (com, z%, ®?, z%’l)}, R {c%, cg’k, 25 = (com, z%, w?, z%’k)}. Let x =
(P,t,ck,com’), where ck = Hy(msg,R), P = HI.Vl(c%,zi)R and com’ = com —
(HI.Vz(c}, z%), 0). Since X!, 212, ey E{‘ are valid signatures, we have that (w, cé’l, z;’l),
N (0N c;’k, z;’k) are k accepted transcripts of TN protocol. Thus, we can extract a wit-
ness (v, r, ) for the statement x of the relaxed relation SR’ by k-special soundness of
TN. Hence, we have com’ = THC.Commit. ((Pv, v); r) by the definition of relation R’
Let y = HI.V1(c}, z%)RT) + HI.Vz(c%, zi), by message homomorphism of THC, we have
that (z, r, (v, v)) is a weak opening for com. Similarly, let x* = (P*, t, ck, com*), where
P* = HI.Vl(c%, z%)R and com™® = com — (H|.V2(C%, z%), 0). Thus we can extract another
witness (v*, r*, t*) for the statement x* of the relaxed relation $R’ by using the left tran-
scripts. Thus, let y* = HIL.V; (cf, z%)RT)* + HI.VQ(C%, z%), by message homomorphism of
THC, (t*, r*, (y*, v*)) is another weak opening for com.

Hence, by binding for weak opening property of THC, we have v = 9* and y = y*.
Therefore B can return (z}, c }, z%, c%, v, I) to its challenger C, where [ is the signers’ public
keys (i.e., when v; = 1, pk; € I, otherwise pk; ¢ I, where v; is the ith coefficient of 7). As
a result, we can break the security of HI, which is contradictory. O

Theorem 3 (t-Anonymity) Suppose Hl scheme has the strong honest-verifier zero-knowledge,
THC scheme has the equivocability, uniform key, and TN protocol has one-time zero-
knowledge. For any probabilistic polynomial-time adversary A that initiates Qg signature
generation protocols by querying signing oracle, and makes Qy, queries to the random oracle
Hy, Hi, Hy, our GC-TRS has t-anonymity w.r.t. adversarial keys in the ROM. Concretely, the
advantage of A is bounded as follows.

AdVEZTOM ™Y (4) < (b9 4 negl(1) - (Qh + Q).

Proof Denote A as a PPT adversary breaking the f-anonymity game of GC-TRS, we are going
to build an algorithm B to break the 7-hiding game® of the THC scheme. We realize this
through the following several intermediate games.

Gy This is the real 7-anonymity game. In this game, B first generates a list public-secret
key pairs (pk;, sk;) <— KeyGen(pp) and sends L = { pki}ieqk@ to A. And B responds
to oracle queries as follows. In fact, it it exactly the same as that described in G of
t-unforgeability.

Random oracle simulation. The table HT; is initially empty.

5 Since equivocability implies 7-hiding property, for the sake of brevity, we have not included it in the theorem.
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Ho(x): Given an x as input, B checks if HTg(x) = L. If HTo(x) = L, B samples
ck < S¢r and sets HTo(x) = ck. Finally, B returns HTo (x).

Hi(x): Given an x as input, 5 checks if HT{(x) = L. If HT;(x) = L, B samples a
challenge ¢ <— D(S,) and sets HT1(x) = c. Finally, B returns HT (x).

H(x): Given an x as input, B checks if HTo(x) = L. If HT2(x) = L, B samples a
challenge ¢ <— D(CSet) and sets HT2(x) = c. Finally, B returns HT>(x).
Signing oracle simulation. In this game 3 behaves exactly like honest signers in GC-TRS.
Specifically, on input a message msg, a set of public keys R, and a list of signers I C R,
B first checks whether the public keys in / are generated by himself. If not, B returns L.
Otherwise, 5 decomposes I to I = 1.,y UIpon, Where I, denotes corrupted signers and
Ion denotes honest signers and LI represents the disjoint union. To produce a signature,
A needs to cooperate with B and participate in the signing procedure. 53 simulates the
behavior of users in 7j,, by using their secret key according to the GC-TRS scheme. Then,
B outputs a signature X'. Finally, 5 adds (msg, R, I) to the query record set Qg0 , which
is initialized as an empty list.
Corruption oracle simulation. On input a public key pk, the challenger B first checks
whether the public key is generated by himself. If so, BB returns the corresponding secret
key sk; otherwise returns L. Then B adds pk to the query record set Qc o, which is
initialized as an empty list.
Challenge Stage. A; gives B a message msg*, a public list R* and two signer index
sets I, I1, with |Ip| = |I1| = t. Then B sample a random bit b < {0, 1} and honestly
invokes GC-TRS to compute X* <« Sign(msg*, I R*). Next, X* will be sent to A.
Guess Stage. Finally A, outputs a bit b’. Let Pr[G] denote a probability that b = b’.
Then we have

Advgcrae ™ (A) = | Pr{Gol — %I-

G In this game, our goal is to change the generation of challenge signature. We make
it becomes the challenge message obtained by B from the 7-hiding game of the THC
scheme. In this game, 55 will first receive a commitment key ck from its challenger C.
Random oracle simulation. Simulation of the random oracle Hy is identical to G except
at the following point: B first sample an index i* < [Q}, + Qs]. When A makes a query
to Hy for the i*th time (directly and indirectly via random oracle queries and signing
oracle queries), we set its value to be ck.
Challenge Stage. A; gives 5 a message msg™, a public list R* and two signer index sets
Io, 11, with |Ig| = |I1| = t. B generates challenge signature as follows:
— If Hy(msg*, R*) # ck, then B sets bads and halt with output a random bit.
— B first samples ¢; <— D(S;) and samples z, ..., z; < D(S;).
— For j € [t], B computes w? = HIV(pk;;,ci,z;) where i; € Iy and w} =
HI.V(pkij, c1,zi) where i € Iy.

i

— Let E?, E} be the indicator members in Iy, I respectively. B returns messages
({(w?, 2?)}je[,], {(w}, ﬁ})}jem) to its challenger C.

— After B receives the commitment com from C, B first sets H;(ck, com) = cy. If
Hj(ck, com) has been queried by A, B sets bady, and halt with output a random bit.

— B computes z = Z;=1 zi, P =HLVi(c1, 2)R* and com’ = com — (HI.Va(cy, 2), 0),
and sets x = (P, t, ck, com’).

— B samples ¢y < D(CSet) and calls TN’s simulator algorithm S to get transcript
(w, 2, 7). Then B sets Hy(x, w) = ¢;. If Hy(x, w) has been queried by A, B sets bads,
and halt with output a random bit.
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Finally, B sets X* = (com, z, w, z’) and returns X* to A.
Guess Stage. Finally A, outputs a bit b’ to B, and then B returns 4’ to its challenger C.

Note that, when bad3, bads and bads does not occur, by strong honest-verifier zero-
knowledge property of HI and special honest-verifier zero-knowledge of TN, the challenge
signature X'* is statistically indistinguishable from the real one. And X is equivalent to the
signature generated by Ij,, where b is the bit sampled by C in the hiding game. Thus, the
probability that .4 wins the 7-anonymity game is the same as the probability that B wins the
t-hiding game.

We now analyse the probability that bads, bads and bads do not occur. Assume the
adversary has queried the signing oracle at most Q; times and the hash function oracle at
most Qj, times, by randomness of i*, we have the probability that bads does not occur is
exact . Since com is not controlled by A, it is random in the view of A. Thus, the

Q 1 + QS
probabillity that bads and bads occurs are negligible. Hence, we have

t—anonymity

AdVE TS (3) > AdVE IO ™Y (4)/(0), + Q) — negl(2).

4 Lattice-based Hl and THC scheme

In this section, we will present the lattice-based instantiations for the homomorphic canon-
ical identification scheme and trapdoor homomorphic commitment scheme, respectively.
Additionally, we will prove these instantiation schemes satisfy all the properties required by
GC-TRS.

4.1 Lattice-based homomorphic canonical identification scheme

We now present the lattice-based homomorphic canonical identification scheme in Algorithm
5, which is based on the scheme proposed by Lyubashevsky [36]. More precisely, our scheme
is a variant of the scheme of [36], in a parameter range that ensures ¢-correctness and secure
against t — 1 corruption attack instead of just standard correctness and soundness.

Letg be an odd modulus and R, = Zy[X]/(X 44 1) be aring. The probability distributions
Sl+k, Dg(H_k)
Sect. 2.5.

The security and the constraints on parameters are obtained as follows.

,and D(S,), as well as the algorithm Rej used in Algorithm 5 are described in

Theorem 4 The scheme in Algorithm 5 is a secure homomorphic canonical identification
scheme under MLWE and MSIS assumptions. A more precise statement is as follows:
Algorithm 5 has additive homomorphism and linear properties for any parameter.

Assuming parameters satisfy the following conditions: 20 < d(I + k) < 2%, 11/x
240 T+T2
o,and M = e 2?2 is the repetition rate parameter of the algorithm Rej, where T =

dn+/d(l + k), then Algorithm 5 has t-correctness with error %

Assuming the MLWE; , and MSIS g problems are hard, then Algorithm 5 is secure against
t — 1 corruption attack, where B = 2(o /2t + (t — 1)dn)/d(I + k) + 2/d.

U0 T+T2

Assuming M = e 22 | where T = dn«/d(l + k), then Algorithm 5 has strong honest
verifier zero-knowledge.

IA

@ Springer



Generic construction of TRS and instantiations

Algorithm 5 Lattice-based HI Scheme

Setup(1%): 3: return (i, ¥)

1: Choose parameters d, g, k, [, n, o Challenge():

2: Sample A < RA¥I, A =(A|N) 1: Sample ¢ < D(S,)
3: return pp = ((d, q.k, 1, n,0), A) 2: return ¢
KeyGen(pp): Proof-1I(sk, y, ¢):

.2 I+k = _ 1= 1: 2 =2Z(sk,y,¢)=c-sk+Yy
115 <857 p=As 2 fRejZ. % — §,0) =0, = L

2: pk=p,sk=5s

3: return z
3: return (pk, sk) . N -
Verify :
Proof-I(sk): Verity(pk, z, ¢, w): i’ )
R A(+k) 1: Check if [|Z]| < o/2dt(l + k)
Iy <Dg" " 2: Check if = V(pk, ¢,7) = AZ — ¢ pk
2: w = A(sk, y) = Ay 3: If failed return 0, otherwise return 1

We now prove that Algorithm 5 satisfies all the properties required by GC-TRS.

Lemma 10 (Additive homomorphism and linear property) Algorithm 5 has additive homo-
morphism and linear properties under any parameter setting.

Proof Note that the function V(-) is additive homomorphism:
V(pki, ¢,Z1) +V(pka, ¢,22) = AZ1 — ¢ - pki + AZy — ¢ - pka
= AG1 +22) — ¢~ (pki + pka) = V(pki + pka, ¢, Z1 + Z2).
Let Vi(c, Z) = —c and Va(c, Z) = AZ, then we have
V(pk,c,z7) =Vi(c,2) - pk+Va(c, 2).

Thus, the function V(-) has the linear property. O

Lemma 11 (Correctness) Assuming parameters satisfy the following conditions: 2'° < d(1+
240 T+T2

k) <2% 11/m <o, T =dnJdU+k),and M = e 257 is the repetition rate parameter

of the algorithm Rej, then Algorithm 5 has t-correctness with error MT_]

Proof First, we will prove that given a set of honestly generated transcripts { pk;, Z;, ¢, W; }§/=1
with ¢" € [¢], the verification procedure always accepts if z; # L, except for a negligible
probability. Since we have

AZ; —c - pki = A(c - ski + ¥;) — ¢ - pki = ;.

’ ’ . ! N
Thus, we can obtain V (Zl{:l pkive, >, z,') =3t .

Since sk; € Sifk and ¢ € Sj, we can obtain that | ¢ - sk;|| < dn - /d( + k). Tt fol-

lows from Lemma 6 that, when z; # L, z; follows the distribution IR, except for a

negligible probability. Thus, by Lemma 4, 7 = Y'_, Z; follows the distribution D"J(g k),
except for a negligible probability. Then, according to Lemma 5, ||Z|l2 < 0/2dt/(I + k) <
0+/2dt(l 4 k) holds except for a negligible probability.

According to Lemma 6 again, we know that for an honestly generated transcript, the

s - . M—1
probability to have z = L is at most = . O
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Lemma 12 (Secure against t — 1 corruption attack) Assuming the MLWE; ;, and MSISy g
problems are hard, then Algorithm 5 is secure against t — 1 corruption attack, where B =

202t + (t — Ddn)Jdd + k) + 2/4d.

Proof We denote A as a PPT adversary breaking the security and build an algorithm B to
break the MSIS problem. Suppose 3 is given a uniform matrix [A|I|p] € R/,;X(H[H) from
its challenger C °.

B first sets public parameter A= [A|I], and picks a random index i* € [gkey]. Then B
runs (pk;, sk;) < KeyGen(pp) for all i € [ggey] withi # i* and sets pk;+ = p. Next, B
gives public parameter pp and L = {pki, ..., pkg,,} to the adversary A.

When A conducts corruption queries on input i, if i = i*, B sets bad; and aborts.
Otherwise, B returns the corresponding secret key sk;.

Finally, A returns a forgery (z, ¢,z , ¢, w, I*). If pki« ¢ I*, B sets bad, and aborts.
Otherwise, denoting I* as {pk;,, ..., pki,_,, pki=} and the corresponding secret key of pk,-j
as sk; ;o we have

AZ = c(pkiy + -+ + pki,_, + pki=) = AZ' — ¢/(pki, + - + pi,_, + phin).

Thus, let ¥ =z —Z' + é(sk;, +--- +sk;,_,) and ¢ = ¢’ — ¢, we have

[Al117] (f) =0,

and

Iell = lI¢' —ella < 2V4d,

X = 1Z2 = 2" + €(skiy, + -+ ski,_ 2 < 20/2dt( + k) +2(t — Ddny/d( + k).

Therefore, B can obtain a solution (¥||¢) to the MSISy, g problem, where =
203/2d1(0 + k) + 2(t — DdnJdd + k) + 2/d.
Probability analysis. We analyze the probability that bad; and bad, do not occur.
Note that, by MLWE; , assumption, .A cannot distinguish which public keys are honestly
generated by the KeyGen and which one is the uniform vector. Assuming .4 has queried the
corrupted oracle at most Q. times, according to the randomness of i*, the probability that
Gkey—

o Q”. Conditioned on bad; does not occur, I* contains at least
ey

one honest public key, and b}} the randomness of i * again, the probability that bad, does not

occur is qk%Q' Thus, we have the probability that bad; and bad, do not occur is at least
ey c
1

ch}Let € be the probability that A can break the security against # — 1 corruption attack game,
we have ﬁ is the probability that B can successfully break the MSIS problem. Therefore,
assuming the hardness of MSIS; g problem, Algorithm 5 provides the security against ¢ — 1
corruption attack. O

bad; does not occur is

Since many literatures such as [20, 30, 36], have already proven the zero-knowledge
properties of this identification scheme. Here we only give the corresponding lemma and
ignore the proof.

6 Note that, the challenge matrix that adversary I3 received is in Hermit normal form. And there exists reduction
from the Hermit normal form to the standard form (for more details, see [43]).
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240T+T2

Lemma 13 (SHVZK) Assuming M = e 20> , then Algorithm 5 has strong honest verifier
zero-knowledge.

4.2 Lattice-based trapdoor homomorphic commitment scheme

We now describe the lattice-based trapdoor homomorphic commitment scheme in Algo-
rithm 6, which is based on the scheme proposed in [19]. More precisely, our scheme is a
variant of the scheme of [19], in a parameter range that ensures binding for weak opening
instead of just standard binding.

Let g be an odd modulus and R, = Z, [X]/(X? + 1) be a ring. The message is a

ring element vector m € Ry. Let o/ = 1/% c0? - (Jk+Dd + Jkd - TlogqT + 1),

m=1I0+k-[logg] +kand S, = (r € RZ‘II?II < o'+/2tdm}. The probability distribution
]D)g’,” and algorithms TrapGen, SampleD are described in Sect. 2.5.

Algorithm 6 Lattice-based THC Scheme

Setup(1*): 2: Check if 7 = BF + '%
1: Choosed, g, k, 1,0

2: return pp = (d, . k, 1, o) 3: If failed return O, otherwise return 1

TGen(pp):

Gen(pp): =
k K = 1: (B, T) < TrapGen(k, [, 0)

I: Sample B < Ry "™ B = (BI1] 2: Setick = Bandtd =T
2: return ck = B 3: return (zck, td)
Commit, (m): TCommit, . (td):
1: ?<—]D)Z’/" 1: Sample f < RX,
27— Bi + [ 9 ] 2: return com =f

m| Eqv;cr (td, com, m):
3: return com =t R 0
Open,y (com, F, m): l: Letu =t — [’ﬁ]
1: Check if |F|| < o/v/2tdm 2: F < SampleD(B, T, it)

3: return 7

The security properties and the constraints on parameters are obtained as follows.

Theorem 5 Assuming that o' = \/% c0? - (Jk+Dd + Jkd - Tlogq] + 1) and m =
I + k- [logq] + k, then the scheme in Algorithm 6 is a secure trapdoor homomorphic
commitment scheme under MLWE and MSIS assumptions. A more precise statement is as
follows:

Algorithm 6 has message homomorphism and uniform key properties for any parameter.

Assuming parameters satisfy the following conditions: 210 < dm < 2%,11/n < o', then
Algorithm 6 has t-additive homomorphism.

Assuming the MLWE; , problem is hard, then Algorithm 6 satisfies equivocability.

Let Sgac ={c € Ry | llclloo =2} and Sl ={Fe Ry | IF|l2 < 2B} witho's/2tdm < B,
assuming the MSIS;_,, 8ap problem is hard, then Algorithm 6 satisfies binding for weak
opening with respect 1o S yac, S;.

We now prove that Algorithm 6 satisfies all the properties required by GC-TRS.
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Lemma 14 (Message homomorphism and uniform key) The Algorithm 6 has message homo-
morphism and uniform key properties under any parameter setting.

Proof Note that, by the definition of Gen algorithm, the Algorithm 6 obviously has uniform
key.
Let (com = ¢, ¥, m) be a valid transcript, for any message m’, we have

- 0 - 0
[0 me [ 0]
Thus the THC scheme also has message homomorphism. O

Lemma 15 (Additive homomorphism) Assuming parameters satisfy the following condi-
tions: 210 < dm < 2%, 11/ < o', then Algorithm 6 has additive homomorphism.

Proof Let {(com;, F;, ﬁl,-)}ﬁ/z , be valid transcripts, where " € [¢]. Thus, by Lemma 4 and
Lemma 5, we have

t/
Pr| > |IFil <o'V2tdm | = 1 —negl(n).
i=1

Hence, by definition, we have

t v t
Pr | Open Zcomi’ Z?i, Zﬁu =1]|>1-negl(}).
i=1 i=1  i=1

Therefore, the commitment scheme has additive homomorphism. O

Lemma 16 (Equivocability) Assuming the MLWE; , problem is hard, then Algorithm 6 sat-
isfies equivocability.

Proof The proof is based on a sequence of hybrid games.

Game 0. The first game is the real equivocability security game with challenge bit b = 0 as
presented in Fig.2.

Game 1. In this game, the commitment key is not computed by the Gen algorithm anymore,
but generated by the TGen algorithm as presented in Fig.2.

Game 2. In this game, the oracle O is modified to generate commitments using the Eqv
algorithm. This game exactly corresponds to the real equivocability security game with
challenge bit b = 1 as presented in Fig.2.

According to Lemma 7, assuming the MLWE, ,, problem is hard, the ck generated in Game
11is computationally indistinguishable from the ck generated in Game 0. Since the difference
between Game 0 and Game 1 is only in the method of ck generation, it follows that Game
0 and Game 1 are also computationally indistinguishable.

According to Lemma 7 again, we have that the (?, F, m) generated in Game 1 is statistically
indistinguishable from the (?, ¥, m) generated in Game 2. Thus, Game 1 and Game 2 are
also computationally indistinguishable.

Therefore, the Algorithm 6 satisfies equivocability. O
Lemma 17 (Binding for weak opening) Let Sy, = {¢ € R; | llelloo <2} and S| = {F €
R;” | I1Fll2 < B} with 6'/2tdm < B, assuming the MSISk_y,4ap problem is hard, then
Algorithm 6 satisfies binding for weak opening with respect to Syac, S,.
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Game 0: Game 1: Game 2:

1: Sample B + Rl(;x(m?k) 1: (B, T) «+ TrapGen(k,l, o) 1: (B, T) + TrapGen(k,1,0)
2: ck = B = [B|I] 2:ck =B 2: ck =B

3: b+ A(ck,0(")) 3: b+ A(ck,0(")) 3: b+ A(ck,0(+))

4: return b 4: return b 4: return b

O(m): O(m) O(m)
1: 7 < D& 1: 7 « D& 1« RE
2:€:BF+|:(_),] 2£=B'F"+[(_). Z:ﬁ:£f|:(_],:|
m m m
3: return (£, 7, M) 3: return (£, 7, m) 3: ¥ < SampleD(B, T, i)
4: return (£, 7,mm)

Fig.2 Hybrid games of equivocability

Proof Suppose that there is an adversary A that can outputs two weak openings (cy, F1, i)
and (cy, F2, my) with m| # m;. Then, we have

B;]+|:Pi|=;=B;2+|:9j|,
mi my

which implies 7| # F. Since ¢1, ¢2 € Sfqc, We have ¢je2(F1 — F2) # 0, and |cjc2(F1 —
72)|| < 4dpB. Let B be the matrix formed by the first K — n rows of matrix B, then we have
B - ciex(F1 — F2) = 0. This implies that A can break the MSISi_, 44 problem, which is
contradictory. O

5 t-out-of-n proof protocol
5.1 Linear t-out-of-n proof protocol

In the following, we will present a linear lattice-based ¢-out-of-n proof protocol. By def-
inition, the ¢-out-of-n proof protocol is related to the used commitment scheme. In this
subsection, the applied commitment is described in Algorithm 6. The operations in our
protocol are performed over the power-of-2 cyclotomic ring Ry = Z4[X]/ (X? + 1). For
soundness, we require that R, splits into exactly @ factors so that g7 is negligible.

Let , n be two positive numbers and P = {p;,..., p,} C R’; be the public set. Let
v € {0, 1}" be a binary vector with Hamming weights of exactly ¢. Since the input message
of Algorithm 6 needs to be vectors of ring elements, before delving into the construction of
t-out-of-n protocol, it is essential to first define the encoding method of vector v.

In this subsection, the encoding method involves dividing the vector v into n’ blocks and
then converting each block into a ring element. Here, n’ is defined as n/@ (assuming n’
is an integer without loss of generality). Specifically, we divide v into n’ blocks, with each
block containing @ terms denoted as v = (¥1]... |V, ). The encoding of v is defined as
V= (vi|| - low) € RY, where v; = NTT(%;).

Let ck = (By, B1, B)) € Rgxm be the commitment key, where B € Rglxm, B, €

R’;X’" and B, € R’;/X’”, and 7 € S, be the randomness following the distribution ]D)f;’,”.
Then the commitment of (P9, 3) is com = (fg, {1, t2), where fg = BoF,f, = Bi1F + P - ¥,

@ Springer



H.Lin et al.

> = BoF + . Now, we define the following two sets:

Stac ={c € Ry | llclloo <2} and S, = {F € Ry | [F]| < B}.
Definition 25 Let Sy, Syqc be the sets defined above, com = (to, ;1,?2), we define the
following two relations:

v e {0, 1} A0l
ANt =BiFr+P-

AT €S,

- o A
R =1 (P,1,ck, s (v, 2
{( ck, com), (v, r) S = ByF +

t
I3

1=
VA

R = { (P,t,ck,com), (V,F,c)

V{0, )" A0l =tAcE€SfacA cFES
Ao=Bor At; =B F+P - 0UAtr=Br+v|"

The proof protocol takes P = {p, ..., p,}.t.ck = (Bg, By, B2) and com = (o, {1, t2)
as statement, v and F as witness, and will output a proof. In order to convince the verifier
that the prover has the witness w = (v, 7), the prover should prove the committed message
(p, V) satisfies the following conditions, where p = P - v:

1. 50(5—1) = 6, where ‘o’ denotes component-wiseproductofvectorandi =(1,..., 1) e
n'.
Ry i
2. For any uniformly random vector y; € M’;w, we let

Fi = NTT(P) = (NTT(p;),...,NTT(p,)) € M];wx", 1)

X1 =F lT 71 and divide X into n’ pieces, each of which has @ terms such that X; =
1l .. X)) andlet Xy = (g ... [|lx1) € R;’/ with x1; = NTT!(X};). The prover
will prove that the coefficients of the first d /@ terms of the polynomial

—

(0, x1) — (P, ¥1) €Ry

are all 0s, i.e., if (v, X1) — (P, ¥,) =ao+a1 X +--- +ay_1X?~!, then we have ap =
ai = =agm—1 =0,where p; = (y Il ¥y ) € R’; with y1; = NTT (7).
3. For any uniformly random vector y, € Mg’, we let

1.1

0---0
B=|.. . |leM", 2
0---0
X = F2T372. Similarly, we let X, = (x21] - - - |x207) € RZ/ with x2; = NTT~!(%3;). The

prover will prove the coefficients of the first d /@ terms of the polynomial
(9,%2) — e - Y2 €Ry
are all 0’s, where y, = NTT ' (3»), e, = NTT~!(¢,) with &, = (£, 0, ..., 0).

We note that the Ist condition is to check v € {0, 1}", the 2nd condition is to prove
PV = p and the 3rd condition is to show ||[¥]]; = ¢. We briefly show that the equiva-
lence of proving the 2nd condition and proving Pv = p more concretely. If the prover
can prove that the coefficients of the first d /z terms of the polynomial (¥, x1) — (p, ¥;)
are all 0’s, then by Lemma 2, we have Z?:Bl NTT((9, x1) — (P, ¥;))i = 0. By defini-
tion, we have both Y77 (" NTT((3, ¥1)); = (3. %1) and Y75  NTT((, 71))i = (5. 1)
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where p = (pil---Ipx) € ME” with p; = NTT~'(p;). Then by Lemma 1, we have
(U, %1) = (U, F{ 1) = (F1U, 1). Thus we have (F19 — p, 71) = 0. Since 7 is a uniformly
random vector, if F — p # 0, then the probability of (Fiv — p, y1) = 0 is exactly ¢ —4/7,
which is negligible under suitable parameters.

Because the 2nd condition and the 3rd condition are very similar, the prover is able to prove
them together. More specifically, since (¥, x1) — (p, ) and (9, x>) —e; -y, are independent,
the prover only needs to prove the first d /@ coefficients of (v, X1) — (P, ¥ ;) + (9, X2) —e;- ¥,
are zeros. To achieve this, the prover can use a uniformly random polynomial g that has the
firstd /@ coefficients equal to zero to mask it, i.e., compute b = (9, X1) —(p, 1)+ (v, ¥2) —
e; - Y, + g and then send /& to the verifier. Hence, the verifier can manually check the first
d/w coefficients of h are indeed zeros.

_ Next, the prover needs to convince the verifier that k is in a correct form. Let ¢3 =
(b3, ¥) + g be the commitment of g and X = X} + X3, then we have

(;2,7‘) - (;1, }71> —e -yr,+ts—h
= (@B =7 B +b3),F) + (3,%) — (p. 7)) —€-v2+g—h). ()

Thus, the prover only needs to guarantee that the above formula is the commitment of 0,
which can be done using the approach by [9].

Finally, as for the 1st condition, the prover may prove for each v; separately. It is able to
sample a Gaussian vector y < D" and construct a quadratic polynomial:

i(e) = ((bai, 3) — ev;) - ((bai, §) — cv; +¢)
= vi(v; — 1)- ¢ — (ba, ) 2v; — 1) - ¢ + (bai, )2, 4)

where l;2i is the ith row vector of Bj. Then the prover shows that the square term of the
polynomial ¢;(c) is zero. To do this, the prover computes a commitment £4 = (b4, F) —
(by;, ¥)(2v; — 1), then sends £4 and (b4, ¥) + (b2, ¥)? to the verifier. The verifier randomly
chooses a ¢ for the prover.The prover responds by sending Z = y + ¢F. Since

(bai, Z) — ctai = (bai, ¥) — cv;,
((Ba, 3) + (b2i, 3)%) — (Bay 2) + cta = — (b2, 3)2vi — 1) - ¢ + (boi, 3)2,

where £,; is the ith element ?2, the verifier can verify whether the quadratic term of ¢; (¢)
is zero according to the received messages. We note that the prover is able to aggregate all
above messages and send them together at once to the verifier.

Below we describe the concrete protocol in Algorithm 7. Define three hash functions:
Hy {0, 1} > R x RI, Hy {0, 1}* > ME™ x MZ and Hj - {0, 1}* — R;’“. Let

G={geRylgo=-=ga_; =0} 5

g~

be the polynomials with the first d /oo coefficients equal to 0. Let

fo=(&TBy— 7T B1 +b3),%) — c((f2, %) — (1, 71) — € - yo + 13— h),

L= ai((byi. 2) — etz) - (bai, 2) — o +©), ©)
i=1

be two elements in R, where l;zi is the ith row vector of By and #y; is the ith element 75.
The algorithm Rej and distributions D, D(S,) are described in Sect. 2.5.
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Algorithm 7 Lattice-based Linear ¢-out-of-n Proof Protocol

Prove((P, t, ck, com), (v, F)): 12: ¢ < D(S.)

Prover: 13: The verifier sends ¢ to the prover
1: (b3, ba) = Hy (P, 1, ck, com) Prover:

2 g« G ty3=(b3.7)+g 14: 2=y +4cF

3: (71, 72) = Ha(ba, t3) 15: If Rej(Z, ¢F, o) = 0 abort

4: ¥ = F1T171 + FIp, ¥ =NTT 1 (%) 16: Send 7 to the verifier
S55h=.X)—(p.71)—e-y2+g

6: § < D™, % = Boy Verify((P, 1, ck, com), (, ¢, 3)):

7: (g, ..., 0,) = H3(¥, h, w) A ]

8§ W — “0<(}T82 _ f’lTBl " 53)’ 5 © (b3, by) = H|(P, 1, ck, com)

L )72%? H2(17T41t31 .
Xx=F 1 +F y2, X = N;I'I'_ (x)

(etq, ..., 0,) = H3(x, h, )

: Compute fo, f1 defined in (6)

: Check if h € G and w = BoZ — ciy

: Check if ||Z]l2 < o+/2dm R

: Check if 2 = §| —agc - fo + (bg,2Z) — cty
. If failed return 0, else return 1

+ 30 i (bi, 3 (2v; — 1)
9: tg = (bs,7) — W
10: 2 = (b, 5) + Y i (b, 3)
11: The prover sends messages
w = {t3,t4, h, w, 2} to the verifier
Verifier:

5.1.1 Security analysis

We now present the completeness, special soundness and special honest-verifier zero-
knowledge claims for the protocol.

Theorem 6 Let ||cF|| < T and 2'° < dm, then Algorithm 7 has a completeness with error

240T+T2

1-— %, where M = e 202

Proof 1t follows directly from Lemma 6 that the honest prover does not abort in the Step 15
with probability at least % A % Next, we show that when the prover does not abort,
the verifier will accept except with a negligible probability.

First, by Lemma 6, the statistical distance between z and ng is at most 2100 /M. Thus,

by Lemma 5, we have ||Z|| < o+/2dm with probability at lest 1 — % —270.ldm which
is overwhelming under property parameter selection.

Next, by Lemma 2 and Lemma 1, we have

w—1 o —1
Y NTT(h) = (5, %) — (NTT(P), 1) — (&, 2) + ) NTT(g)
i=0 i=0

(@, FI 91 + F] $2) — (NTT(P), 1) — (&1, 1)
(FiD, 71) — (NTT(B), 1) + (F2D, 1) — (&, 72)
(F19 — NTT(P), 1) + (F20 — &, y2) = 0.

Thus, by Lemma 1 again, we have h € G. Since we have 7 = y + ¢F, fp = Bor and
W = BoYy, the equation w = BoZ — cf( always holds.

Finally, we show that, the £2 generated in the Prove stage is equal to that generated in the
Verify stage. We observe that

-

(t2, %) — ({1, 7)) —€e-yr+ts—h = (EBa— ] By +b3), 7).
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Thus, by calculation, we have
fo= (&' By — 7] B1 +b3).%) — c({(f2. %) — (1. 7)) — e -y + 13— h)
= ("B, - y! B, +b3), ),

f1 = Zdi((l;zn Z) —ct2) - ((bai, Z) — etoi + ©)
i=1

=Y ei((byi. 5)* — (b2, 5)2v; — 1) - ©),
i=1

and

n'

(b4, 7) — cta = (ba, ) — c(@o(F" B2 — 7] B1 +53), 5) + 3 ai (b, )20 — 1)
i=1

Thus, we have
- "’ - -
2 = fi —aocfo + (ba, ) —cta = Y _ i (b2, 3)* + (bs, ).
i=1

Therefore, our protocol satisfies completeness. O

Theorem 7 (Soundness) Let g~%/™ < 27128 8 = o/2dm, and define sets Stac = {c €
Ry | llelloe < 2} and S} = {r € RY | IIF|| < 2B}, assuming the MSISy, sag problem is
hard, then Algorithm 7 has 3-special soundness.

Proof Assuming that we have three valid transcripts ((¢3, t4, b, w, £), ¢o, Z0), ((¢3, t4, h,
W, 2),c1,z1) and ((¢3, t4, h, w, ), ¢2, 72). Here, ¢y, ¢1, ¢; are pairwise distinct. We will
construct an extractor to extract a relaxed witness w.

Letc; = c¢; —¢p and ¢, = ¢3 — ¢, from Lemma 3, we have that ¢ and ¢, are invertible
over R, with probability at least 1 — o - p?/® , where p is the maximum probability over Zy
of the coefficients ¢ mod (X djw _ g“Zi +1 ), which is close to L Thus, with overwhelming
probability ¢; and ¢; are invertible. And by the definition of the distribution D(S,), we have
Icillo <2and [c2]loc < 2. Thus, ¢, €2 € Sy clearly holds.

Fori = 1,2, define Z = Z; —Zo,7; = ¢; ' -Z}, then we have ||&;7; | < 28.Let p; = {1 —
BiFi, U =ty — BoFi, g; = t3— (b3, 7i), Wi = t4— (ba, F;), then (¢;, Fi, (B, Vi, &, W)
are two weak opening of the commitment (¢, £1, ¢7, t3, t4). Thus, by Thegrem 5, assuming
the MSIS, gap problem is hard, we have (py, U1, g1, 1) = (Ps. V2, &5, ¥2).

Fori =0, 1,2, define y; = Z; — ¢;F1, then Boy; = w. Below, we prove that they are all
equal. If y; # ¥, then we have By - ¢1(y; — ¥;) = 0 and

le1(y; = ¥)I = le1@i =2l + lI(ei —e) (@1 = Zo)ll < 8llerzi |l < 8dp.

Thus, assuming the MSISy, 44 problem is hard, we have ¥, = ¥, = ¥,. Since p;, b;, 8;, ¥;
and y; are equal, in the following calculations, we will directly omit their subscripts.
By substituting z; = y + ¢;F1 into the following equation, we can obtain

(" By — 1 B1 +b3). %)
= (&"By— 7T B1 +b3), 5) + ci((BaF'1, &) — (BiF1, 1) + (b3, F1)).
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Thus, we can get:
fo= ("B —yT By +b53),7:) —ci((f2, %) — ({1,7)) — e -y, +t3—h)
=(@"Ba— P B1+b3).5) —ci(f —g —h),
where f = (9,X) — (p,¥Y,) — e - ¥,, and

’

fi =) ai((by. i) — citar) - (Bai, Zi) — eitoi + 1)
i=1

= ai((bai. ¥) — civi) - (boi. §) — ei(vi — 1))
i=1

n' n n'
=Y i =1 | e+ | D eilhy. 34 —20) | e+ Y (bai. )
i=1 i=1

i=1
Letf=f; —aoc-fo+ ((134, Z) — ct4) — £2, then f can be viewed as a quadratic function
in c:
f=fe) = mac® + mic + o, ™

where the coefficients of f are determined by p, v, g, '17 ¥, which are independent of ¢ and
n/
po=ao(f* —g* —h) + Y avj(v] — 1).
i=1

Note that, for all ¢;, we have f(¢;) = 0. Thus, we can alternatively write these three
equations as follows:

1 ¢co c% o 0
1 ¢ c% gy =10
1 ¢ c% o 0

Since the difference of each two challenges in {co, c1, ¢2} is invertible over R,, we must
have u, = 0.

Next, in the random oracle model, ay, .. ., ¢, are independent of f — g — h and v;. We
show that f — g —h =0and v;(v; — 1) =0foralli € [n']. Assume that f — g — h # 0,
then for uniform oo, the probability that g, = 0 is at most g%/, which is negligible. Hence,
we have f — g — h = 0. Similarly, we have v; (v; — 1) = 0 for all i € [n']. And by this, we
have NTT(v) € {0, 1}".

Finally, we show that [[NTT(9)|l; = ¢ and P -NTT(¥) = p. Since we have f — g = h and
h € G. Thus, by Lemma 2, we have "7 ' NTT(f) = 7' NTT(g). On the other hand,
by Lemma 1 and Lemma 2, we have

w—1
Y ONTT(f)
i=0
= (F; -NTT(¥), 1) + (F> - NTT(¥), ) — (NTT(p), 1) — (&, V)
= (F1 - NTT(¥) — NTT(p), y1) + (F2 - NTT(9) — &, y).

@ Springer



Generic construction of TRS and instantiations

If Fi - NTT(®) — NTT(p) # 0 or Fy - NTT(3) — & # 0, then 3.7  NTT(f) is a uni-
formly random polynomial in M, by randomness of i, 7. In this time, the probability
that Z?:Bl NTT(f) = Z?:Bl NTT(g) is ¢~%/™, which is negligible. Hence, we have
F; -NTT(¥) = NTT(p) =0and F> - NTT(9) — ¢, = 0.

In conclusion, w = (v, 71, ¢1) is a relaxed witness. O

240 T+T2
Theorem 8 (One-time Zero-knowledge) Let |cF|| < T, M = e 22 and assuming the

MLWEm7,;72, o+ Problem is hard, then Algorithm 7 satisfies one-time zero-knowledge.

Proof Assuming the protocol is not aborted, we construct a simulator S that takes x =
(P, t, ck, com) and challenge c¢ as inputs and outputs a valid transcript.

The simulator S first sets ¢3, £4 < R, and h < G. Then S samples z <« ng. Next,
S computes W = Boz — c?o. Subsequently, S computes (133, 134) = H{(P,t,ck,com),
(1. 72) = Hy(ba, 13), ¥ = F{ 1 + F[ 12, ¥ = NTT ' (0), (@0, ... o) = H3(X, b, w),
fi= Y0 ei((boi, 2) — etai) - ((bai, 2) — ety +¢) and fo = (&' B — 3| By +53), 2) —
c((t2, ¥)— (1, ) —e; -y, +1t3—h).Finally S computes £ = f; —aoc-fo+ ((bs, Z) —cts).

The distribution of simulated z is statistically close to the real distribution by Lemma
6. And the distribution of simulated & is the same as the real distribution. Conditioned
on (zZ, h, ¢) and (t3, t4), variables w and £2 are uniquely determined from the verification
equations. Thus, the distribution of simulated (w, £2) is also the same as the real distribution.
Finally, the distribution of simulated (¢3, £4) is computationally indistinguishable from the
real one by the assumption of MLWE, _ f2.07 problem.

Therefore, our ¢-out-of-n proof protocol satisfies one-time zero-knowledge. O

5.2 Logarithmic t-out-of-n proof protocol

In this subsection, we will construct a succinct lattice-based ¢-out-of-n proof protocol, whose
proof'sizeis O (¢ log n). Operations are performed over acyclotomicring R, = Zg4[X]/(X dy
1) in the protocol. For security, we require R, can be split into exactly o factors such that
q~4/™ is negligible, see Sect. 2.4 for more details. According to the definition, the t-out-of-n
proof protocol is related to the applied commitment scheme. In this subsection, the applied
commitment scheme is also the scheme described in Algorithm 6.

Let ¢, n be two positive numbers,and v € {0, 1}" be abinary vector witha Hamming weight
of exactly 7. Since the input message of Algorithm 6 needs to be vectors of ring elements, we
now describe how to encode v. Let I represent the set of coordinates corresponding to the
elements in v that are equal to 1. Then, U can be expressedas v = ) _;; ¢;, where ¢; € {0, 1}"
has exactly one 1 in the ith coefficient. Assuming that n = @, then any vector ¢; can be
uniquely decomposed into smaller vectors U; 1, . . . Ui,n/ € {0, 1}, each having exactly one
land ¢; = ¥;1 ® --- ® U . After renumbering, we have v = } ;1 (Ui1 ® -+ ® U o).
Therefore, the encoding of v is defined as

- ’
ENcode(D) := (D11, -+« s Uity s Uty s V) € R;" ,

where v; ; = NTI'_I(T)i, ;j)- This encoding method uses only O(tlogn) ring elements to
uniquely represent the vector v.
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Let P = {p,..... p,} C RE beapublic set,ck = B € RE>™ be a commitment key and
F € S, be a randomness following the distribution Di’/", then the commitment of (Pv, v) is:
B 0
t =Br+ Py
Encode(v)

For convenience, we divide B into three parts by row: B represents the first k; = k' —k —tn’
rows, B represents the middle k rows, and B, represents the last rn’ row. Similarly, ¢ also
be divided as (¢, £1, £2), such that

;0 = BQ;, ;1 = 31? + P, ;2 = Bor + Encode(ﬁ).

We now instantiate the relations defined in Definition 23. For the convenience of subse-
quent 7-out-of -n proof, we replace the vector v with its encoding form v = (vy 1, .. ., V) €
R;"/ in the relation.

Definition 26 Let 7, n be positive numbers, 7. = {c € qu [lelloo <2}, S ={F € RZ’ |
IF|l < Bi}and S, = {F € Ry | IF|l < B2}, we define the following two relations:

foralli € [t], j € [n]:
NTT(v; ;) € {0, 1}7, [INTT(v; ;)| =1
(P, 1 B ;) Aforall iy, iy € [t] withiy # iy :

R = N s
@, 7) INTT (Zje[n’] iy j viz,j) I <n
A i’ =P Zie[t](N-l_r_(ail) ®- & N:!—r(ain/))
AT €S, ANtg=Bor,t| =BF+p,tr=Bor +7v
and
foralli € [t],j e[n']:
NTT(v; ;) € {0, 1}, INTT(v; )|l =1
_ . Inforalliy,ir e [t] withiy #ia:
P,t,B,t),
R = ((?) 7o ) [INTT (Zje[n’] Vi) Uiz,j) I <n

AP="P- Y y(NTT@i1) ® - -- ® NTT(¥;))
A€ E Sfae AT €S].
/\to:Bo?,tl:Bl;+iJ,t2:BQ;+5

At first glance, the requirement for ¥ in the above relation may seem to be different from
the requirement in Definition 23. However, we will now demonstrate that they are actually
the same.

Letv; = NTT(¥;,1)®- - -QNTT(¥; ,v) foralli € [¢], thensince foranyi € [t]and j € 1],
we have NTT(v; ;) € {0, 1}” and [NTT(v; j)|li = 1, it follows that vy, ..., v, € {0, 1}"
have exactly one 1 each. Now, consider the condition [[NTT (Z/e[n’] Vi) viw') Ih < n'.
From this condition, we can deduce that vy, . .., ¥; are distinct. This is because if there exists
i1, iz such that ;, = ¥;,, then

INTT [ > v vy | =) (NTT(wy, ). NTT (v, ) = 1,
Jjeln’] Jeln']

which is contradictory. Thus, the vector ¥ = ¥y + - - - + ¥y satisfies all the requirements stated
in Definition 23.
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5.2.1 Overview

Now we present how to construct the protocol. Just as we discussed in the introduction,
the goal of the prover is to convince the verifier that the opening (p, v) of the commitment
(to, t1, t2) satisfies the following four conditions:

1. Each element v; ; of ¥ satisfies NTT(v; ;) € {0, 1}7;
2. Each element v; ; of v satisfies INTT(v; DIt =15
3. Forany i, iy € [t], with ij # i, the elements of ¥ satisfies

INTT{ D wiy -y | < n's
Jjeln’]

4. p and v satisfies P - 3, y(NTT(v; 1) ® --- @ NTT(v; 1)) = p

Since the method for proving the 1st and 2nd conditions are common, here we mainly
focus on explaining how to prove the 3rd and 4th conditions. Let My = {p € Z4[X] :
deg(p) < d/w} be the Z,-module of polynomials of degree less than d/w. Assuming
parameters satisfies n’ < 26 min{q, 2% }, then define

g=(1.2,....2710,...,0) e M7. ®)

For any i1, ir € [t] with i1 # i2, let

ul]lz_n - § Ull]’v12] 1’

jeln’]

then represent u;, ;, as a binary representation and extend it to a - length vector ij, j, €
{0, 1}® such that u;, ;, = (i}, i, ). It is worth noting that, when Z/E[n iy, j» Vip,j) =1,
we have u;, ;, = —1.7 In this case, there does not exist a binary vector i such that (u g)

i l -
ui, i, So we first compute a commitment t3‘ 12 b31 ’F 4+ NTT™ (u,1 i), Where b3 “isa

uniform vector. Then, proving the 3rd condition is equivalent to proving that the opening of

U

t3’ " is u;, ;, which satisfies

NTT (i, i,) € (0, )7 and [NTT(), )l =n' — 1,

where u} . =} Viij Vi) t u;, i, NTT~!(g). And these problems can be proved
using the methods described in [35, 23].

We now show how to adapt the method from [38] to prove the 4th condition. Let
Py = NTT(P) € Mgwan and p = NTT(p) € M’;w. It is worth noting that, when
P-3iq(NTT(0;1) ® - -- ® NTT(; ) # P, the probability that

P Y @1 ® ®@Uiy) = p.7) =0

i€lr]

7 In the modulo q setting, —1 =g — 1.
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is exactly ¢ 4/, where 7 is a uniformly random vector on Mﬂ;m. Under proper parameters,
this probability is negligible. And by calculations and Lemma 1, we have

(P @1 @ ®bn) =P, 7) =Y ([Hi1® - ®biw, P[V) = (5,7)
ielr] ielt]
=Y @ia. Py G2 ® - ®Tia)) — (5. ).
ielt]
PP
where P, = € Mﬁ;’xw" “and P = [Pi1,..., Pl.w] Letusdefinex; ; = P>-
ﬁlTPI,zU
> - > . -
V2@ --Q; y)andxy; = NTT! (x1,;). Then we compute commitments t}" = b4lr+x1,,<.
In this case, proving the 4rd condition is equivalent to proving that the opening of ti’ isxy,
which satisfy

w
NTT(x1) = P2+ (2 ® - @ Ur) and » _ NTT(h); =0,
i=0
where h = Zie[r] vi1-x1;— (P, NTT-! ()). Note that the former is exactly the set member-
ship relation addressed in [38], while the latter can also be proved using the masking technique
[23] again. Finally, amortization techniques [8, 10] will be used to further compress the proof
size.

5.2.2 Concrete construction

Now we describe the concrete lattice-based logarithmic ¢-out-of-n proof protocol, which
is presented in Algorithm 8. Let i;, ;, € {0, 1}” be the binary representation of integer
n—1- Zjé[n’](vil»j’ Eiz,j), Uj i, = NTl'*l(ﬁil,iz) and

=D Vi vipj + i o, NTT (),
Jeln’]
where g is the vector defined in Eq. (8). Next, we define

(1)
> > s
U=, ....u_1,), 8 =@, ..., ";—1,z) ER,* . 9)

Let P € Rgxw"/ be the public key set, define P = NTT(P) € M’;wan, and

Jj+l1

denoted as P; = [Pi1,..., P ). Similarly, for any P; IS Mg’xm" ", we denote
P/’: = [PJ’:,I, R P},w]. Forany i € [n'], denote X; = (x;.1,...,X; ) € R;. We define
1---1 1
0---0 0
F=1.. . S M;wa and El = . € M;—’ (10)
0---0 0

And let G be the polynomials with the first d /@ coefficients equal to 0, i.e.
G:={geRy Igo=---=g%,1 = 0}.

We require the following hash functions:
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S V) .
- H; {0, 1} —~ [( 7t DA2bon , for convenience, we express the output as the form:

t(r 1

(B;, By, bs, be) suchthat By € R, > ", By € Ri" "™ and bs, bs € RI';
~ Hy {0, 1}* > M’%w
- H3:{0,1}*|—>/\/lw

'+t . .
— Hy {0, I} > q(n z )w, for convenience, we express the output as the following

form: (2, 73) such that y2 € M;”/w and denote as 7> = (3712,1""’77t2;1')’ 7 e

tt—Dw
./\/lq 7 and denote as 7° = (7/13,2’ el sz—l,t);
1+z '+ ) L
- 0, ¥ > " ) we express the output as the following form (g, @', &%)
[(l
a' e R’qn and denote as @' = (a{ P ) ), a2 e R, and denote as

_ 1 1
= (“1,2’ R “t—l,z)'

such that o

-2 .
Let b; ; denote the vector in B, used to calculate the commitment of v; ; (specifically,
the the [(z — 1)n’ + j]th row vector in B5), and denote this commitment as t2 Slmllarly,

let b denote the vector in B3 used to calculate the commitment t? iy

of u;, ;, and letb- j

denote the vector in B4 used to calculate the commitment t of X;,j. Then, we define the
following elements:

&) = (bs,y) — <Bﬁ, NTT! (7))
+3° 5B 5) NTT N ET Y2 ) + Y b INTT G, - P

iet] je[n'] ielt]

+Z Z [ Jl’y (N-I_r_](vi,j V1+11))+(,,,y) xj,i]

i€[t] je[n'—1]

_ 2
> NTTET 3 (B g B)vi + B Bhen

i1,i2€lt]i JEln']
T.,3 73 3 -1
+ Y NTTYFETY ) - by, . 3) - NTT (@),
i1,ip€[t],iy
) 4 >
2= > ! ,j,y (bji¥)
ie[t] je[n'—1]

_ -2 N -2 o
+ Z NTT I(FTV,'?,,'Z) : Z (bil,j’ y) - <b,'2,j» y)

iri2€lt] i1 i JEln']

Thus we can compute the following two elements, which will be used in the proving stage:

—a®i+ Y Y« Qu-1- 6. )

ie[t] je[n']
+ Y @ Cuiy -1 (),
i1,i2€[t],i1#ia
-3 N
Q =@+ Y ol (b 3+ Y af (b, R (1)
i€lt] je[n'] i1,0€[t], i1 #i2
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Algorithm 8 Logarithmic ¢-out-of-n proof protocol.

Prove((P,t, B, 1), (3, 7)):
Prover:
: (B3, B4, bs, be) = H|(P,t, B, 1)
: Define #, u' asin (9)
i t3=B3r+u
: Run SP( ) algorlthm defined in Algorithm9
: (t4,h )<—SP(P] p. v, tg)
(72,77 = Ha(iy)
: Foralli €[], j € [n'], do:
R} = v NTTHFT 2 )
—eNTT™ ‘<y,2,)
8: For all iy, 12 € [t], with iy # 12, do
3 1T

h11 in utl tzNTr F yll 12]
—' = 1) eNTT (2 )
9:g(_g’t5:1<b5sr>+g )
h=g+h +3icu.jemhi;

+Zi1,i2€[t],i1#iz hil,iz

11: § < D", &% = Byy
12: & = Hs(h, i)

~N NN R W N =

10:

13: Compute @, 22" asin (11)

14: tg = (be. ) — ¥

15: 2 = (bg, y) + 2’

16: The prover sends messages
w={f3,14,t5,t6, h, 0, 2)
to the verifier

Verifier:

17: ¢ < D(S¢)

18: The verifier sends ¢ to the prover

Prover:

19:Z=y+cr

20: If Rej(z, ¢F, o) = 0 abort

21: Send Z to the verifier

Verify((P, t, ck, com), (o, ¢, Z)):

: Compute f; defined in (12)

: Checkifh e G

: Check if ||Z]l2 < o~2dm

: Check if w = Byz — cto

: Check if 2 = f1 + bﬁ, Z) — ctg

. If failed return 0, else return 1

AN BN —

Algorithm 9 Sub-protocol (SP)

Input: (P, p, U,£3); Output: (¢4, ')

1: 3 = Ho(#3)
VlTPI,]

-1
2P = : eme

)_’.ITPl,zzr
3: Forall i € [¢], do:
x1; =NTT NPy B2 ® - ® ;)

4: ;4’1 = B4 F + x|
S hy =Y ieq Vil X1, — (. NTT L))
6: (¥2.1,---» V2.1) = H3(ta1)
7: Forall i € [t], do:
73 P2
Pl = X € wawn’fz
3= . q ’
7727:,'132,127

x2i =NTT-H(PL- (B3 @ -~ @ T; ),
hyi=vi2-x2; —x1,; NTT (G )
8: t42_B42r+x2

9: Forj=3,...n’71,d9:
Fj1--s Vi) = Ha(tg j—1)
Foralli € [¢], do:

=T pi
viifia o
i wxw 7/
P,Jrl = : € My s
ST pi
Vi

Xji =NTT(Pi ) - W41 ® - ® U ),
hji=vj-xji—xj_1;-NTT-'G;0)
tyj :B4,j;+xj

10: oy e eos V) = H3(Eg )
11: Foralli € [t] do:

By ;= v, -NTT™ 1( P
—Xn—1,i " (Vn ,)
12: 84 = (24,15, t4.n’71)

’
13:hl =y + Zie[z] Z?=2 hj.i
14: return (f4, h")

Now, we define another element, which will be used in the verification stage:

fo=c- (B1Z —cf,NTT- (7)) — c((b5,Z) — ct5) — °h

X ,n,z)—ctin,)NTI' 167

i€(t]

P Wl

i€lt] je[n'—1]

@Springer Z Z [

i€lt] je[n']

+ 0y

-1, T3
NTT™(F ViIM) Z { llj’z>

i
Yo tPn’)

CNTr— (V]-H i) - (< l’z> - ct;l‘,i)]

b j.%) — e ONTTHET 2 ) e+ eNTT /7)) c]

-2
ll-/)(<bi2~j’ z) — cti /)-|



Generic construction of TRS and instantiations

Note the algorithm Rej and distributions D, are described in the Sect. 2.5. To make the
Algorithm 8 clearer, we also define a sub-protocol Algorithm 9 that will be invoked by
Algorithm 8 during the proving stage.

5.2.3 Security analysis

We now present the completeness, soundness and one-time zero-knowledge claims for our
Algorithm 8.

Theorem 9 (Completeness) Let ||cF|| < T and 2'° < dm, then Algorithm8 has a complete-
2T +T2
where M = e 202

ness with error 1 — M’

Proof It follows directly from Lemma 6 that the honest prover does not abort in the Step 20
with probability at least 1_%\; "~ ﬁ Next, we show that when the prover does not abort,
the verifier will accept except with a negligible probability.

First, by Lemma 6, the statistical distance between z and ]D)z’" is at most 2100 /M. Thus,
by Lemma 5, we have ||Z|| < o+/2dm with probability at lest 1 — P 2-0.1ldm " which
is overwhelming under property parameter selection.

Now, we prove Z?:B] NTT(h) = 0. Since g € G, we have

w—1 w—1
> NTT(h) = Z NTT(RY) + D [ NTTG )]
i=0

ze[tjje[nj i=0

D S S

i1,in€[t],i1#iy i=0
And by Lemma 1 and Lemma 2, we have

w—1

DONTT(h) =) (U1, P2 (2 ® -+ ® U;.0)) — (NTT(P), 1)
i=0 ielr]
=) ([@1®Vi2® @ T, Pl y1)) — INTT(B), 1)
ielt]

A DoV @ ®Tiw | —NTT(B), 1) =0.

ielt]

Slmllarly, by Lemma 1 and Lemma 2, it can also be deduced that > 7 INTT(RY),
Zi:O N'I'I'(h ;) and > ! N'I'I'(h” ;,) are 0. Thus, we have h € G.

Since we have 7 =y +cF,ty = BoF and w = By, the equation w = Bz — cfo always
holds.

Finally, we show that, the 2 generated in the Prove stage is equal to that generated in the
Verify stage. By substituting z = y + ¢r into f;, we obtain f; = —®c¢ 4 £2'. Thus, we have
f1 + (bs, Z) — ctg = (bs, y) + 2’ = L. Therefore, our protocol satisfies completeness. 0O

Theorem 10 (Soundness) Let g~4/™ < 27128, 8 = o\/2dm, and define sets S 4. = {c €
Ry | leloo <2} and S; = (F e Ry | |7l < 2B), assuming the MSISy, gqp problem is

hard, then Algorithm8 has 3-special soundness.
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Proof Assuming that we have three valid transcripts, they are (w, ¢g, Zo), (@, ¢1,Z1) and
(w, €2, 72), where w = (;3, ;4, ts, te, h, w, ). Here, ¢, c1, ¢; are pairwise distinct. We
will construct an extractor to extract a relaxed witness w.

Let ¢y = ¢ — ¢o and ¢ = ¢ — ¢p, from Lemma 3, we have that ¢ and ¢, are invertible

over R, with probability at least 1 — o - p?/™ , where p is the maximum probability over Zq
of the coefficients ¢ mod (X4/@ — £2+1y which is close to %. Thus, with overwhelming
probability ¢; and ¢, are invertible. And by the definition of the distribution D(S,), we have
I€illooc <2and [€2]loo < 2. Thus, ¢, €2 € Syrq4c clearly holds.
L. Z;, then we have ||¢;F;|| < 2. Let
pi = El —BiFi,V; =ty — BoFi ll; = t3— Bsr; x; = t4—Buri g =ts—(bs, 7)), ¥; =
to — (bo, F;), then (¢;, Fi, (P;, V;, t;, X;, &;, ¥;)) are two weak opening of the commitment
(?0, ?1, 72, ?3, ?4, ts, tg). Thus, by Theorem 5, assuming the MSISy, gsp problem is hard, we
have

For i = 1,2, define z; = z; — Zo, Fi = ¢;

(P1. V1,81, %1, 81, W) = (Py, V2, U2, X2, 82, ¥2).

Fori =0, 1,2, define y; = Z; — ¢;F1, then Boy; = w. Below, we prove that they are all
equal. If y; # ¥, then we have By - €1(y; — y;) = 0 and

le1(¥; =PI = Ne1Gi = ZpI + lI(ei — ) @1 — Zo)ll < 8llerZi]l < 8dB.

-

Thus, assuming the MSISy, gsp problem is hard, we have yo = y; = J¥,. Since
Di Vi Ui, %, 8, ¥, and y; are equal, in the following calculations, we will directly omit
their subscripts. .

By substituting Z; = y +¢; 1 into f = | + (bg, Z) — cits, where f; is defined in (12), we
can obtain the following form equations:

1 ¢co cg o 0
lepep || |=]0],
1co c% o 0
where
My =ap(g + h— h) + Z Z ocil.j(v,-,‘,- - Duv; ; + Z O(,»ZIJZ(U,']’[Z — Du;, 4,
i€[t] jeln'] i1,ix€lt],i1#in
and

W= v xii— (5, NTT' ()
i€lt]

n'—1

+ Z Z Vi Xji— X1 NW_I(?j,i)

ielt] j=2
+ Y v NTTN G Pl = X1 - NTT ()

ielt]

+ Y [N ET ) — eNTT 02

i€lt], jeln']

+ > D viy g vi g+ GNTT (@) [NTTH T2 )

i1, €lt]ii#i \Jjeln']
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- > 0 =1h-eaNTT G ).

i,ix€lt],i1#in

Since the difference of each two challenges in {co, c1, ¢2} is invertible over R, we must
have u, = 0. Next, in the random oracle model, e, . . ., atz—l,t are independent of g +h’ —h,
Vi, j and Ui ir-

Assume that g + k' — h # 0, then for uniform e, the probability that w, = 0 is
at most qd/ @ which is negligible. Hence, we have g + h —h=0. Similarly, we have
vl-,j(v,-,j — 1) = 0 and uil’iQ(ui,,iz — 1) = 0. And by thiS, we have NW(vi,j) € {0, 1}w,
NTT(u;, i,) € {0, 1}7.

Since we have g + h’ = h and h € G. Thus, by Lemma 2, we have

w—1 w—1
> ONTT(R) = ) NTT(g).
i=0 i=0

Note that, for any i € [t], j € [n'], we have
w—1
D ONTT(i NTT ' (FTy2 ) — eINTT (7)) = (Foij — 81, v7)).
i=0
Because all the other terms in &’ are independent of yl.z’j ,and when we have F-NTT(v; ;) —
€1 # 0, then (F - NTT(v; ;) — €1, yiz,j) is a uniformly random polynomial in M, in this
case 2?:61 NTT (k') is also a uniformly random polynomial. In this time, the probability
that Y7 ' NTT(R') = 37" NTT(g) is ¢~%/™, which is negligible. Thus, we have F -
NTT(v; j) = €1, ie. [NTT(v; j)Ili = L.
Now we focus the on last two summands of &’. For any iy, i, we have

w
YONTT {( D vi v+ u,-],,-zNTr%g)) NTTHET S ) =l =D - eNTT G )
i=0 Jjeln’]

= <N1T( D viy vy +u,~1,,»2N1T1(g)) Ty ) = (NTT(G = Den, v )
Jeln’]

= (F-NTT ( D v v+ "il,izNTr_l(g)) Vi) = INTT(@ = Den), 77 )
jen’]

=(F- NTr( D Vi Vi +ui.,i2NTr“<g>) = NTT((7 = Den), v} 1),
jeln’]

where the second equation is obtained according to Lemma 1. Thus, by the randomness of
Vi31 iy We have

F -NTT Z Vi,j " Vipj t+ u,-l,,-zNTT_l(g) = N'I'I'((n’ — Dey).
J€ln']
Otherwise, the probability that the sum of the NTT coefficients of this term equals zero is
negligible. Thus, by the definition of F and ¢; (Eq. (10)), we have

w
ZN-FI- Z vil,j : viz,j +ui],i2N-|_r71(g) — (n/ _ 1)7
i=0 Jeln’]

@ Springer



H.Lin et al.

which implies that
INTT | v - iy + 20, NTT @) | 1 = (' = D).
JjEln’]

Next, let us consider v; 7 - NTT™ (*T P’ ) —Xp—1,; - NTT™ (y,, .i), by calculation we
have

Zva,n NTT' @)+ Ph) = X1 - NTT ()
i=0

= (NTT(i ), (PO i) — INTT 1.0, Pri)
= (PINTT(v; ) = NTT(p_1.0), Furi)- (13)

Thus, by the randomness of ¥, ;, we obtain
PyNTT(v; ) = NTT(x,-1).

Now, it remains to prove the 4th condition (in the overview of Sect. 5.2.1). We conduct
an inductive argument and assume that for some j € [n’ — 1] we have

1 (NTT(i j41) ® - - @ NTT(v;,)) = NTT(x i),

for every i € [t]. Note that the base case j = n’ — 1 of induction (Eq. 13) is true.

Vi, ,P’
Let us consider the term v; ; - x;; —xj_1; - NTT~ (y/ ;). Since P/+1 =
Vi ,P’ -
and P,’ = [PJ‘.’I, el R,l',w]’ by calculation we have:
w1
Z NTT(v; ;- % —Xj—1,; -NTT L))
i=0

= (NTT(v; ;), P ,+1 “(NTT(v; j41) ® - - - @ NTT(v; ) — (NTT(xj1.1), ¥j.i)
= (P} - (NTT(v; ) ® - - @ NTT(v; ;1)) — NTT(x j—1.0), ¥j.i)-

Note that the second equation holds due to the definition of P} 41~ Thus, by the randomness
of y; i, we can obtain

Pi - (NTT(v; ;) ® --- @ NTT(v; ) = NTT(x;_1,,).

Note that, the Pzi ’s are introduced for the convenience of the presentation. They all equal to
P defined in Algorithm 9, line 2. Hence, we have

Py - (NTT(v;2) ® --- @ NTT(v; ;7)) = NTT(x1,;).
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Finally, let us consider the first item Ziem vi1 - X1, — (P, N'I'I'_l()71)). Since P, =
Vi Pii
and Py =[P1,1, ..., P1 & ], by calculation we obtain

=T
"1 Pl &

ZN'I'I' thl x1.; — (p. NTT L (7))

i= i€lt]

= Z(Nﬂ(vi,l), Py - (NTT(v;2) ® --- ® NTT(v; 1)) — (NTT(p), 1)

ielt]
= (P1- Y (NTT(v;1) ® - ® NTT(v; ,)) — NTT(p), 71).
ielt]
Therefore, by the randomness of y;, we can obtain
P-Y (NTT@i ) ® - @NTT(B;,) = p
ielr]

Otherwise, the probability that the sum of the NTT coefficients of | equals zero is negligible.

In conclusion, w = (v, F1, ¢1) is a relaxed witness. m}

240T+T2
Theorem 11 (One-time Zero- knowledge) Let |cF| < T, M = e 27  and assuming the
MLWE, _: ., problem is hard, where k=k+1tm —1+15 l) then AlgorithmS8 satisfies

one-time zero-knowledge.

Proof Assuming the protocol is not aborted, we construct a simulator S that takes x =
(P, t, ck, com) and challenge c as inputs and outputs a valid transcript.

)‘t 1

The simulator S first sets t3 <~ Ry = ?4 <~ Ry b t5, to < Rgyand h < G.
Then S samples 7 <« ]D)d’" Next, S computes W= Boz — cl. Finally S computes 2 =
f1+ (b6, Z) — ctg, where f; defined in (12).

The distribution of simulated Z is statistically close to the real distribution by Lemma
6. And the distribution of simulated % is the same as the real distribution. Conditioned on
(z,h,c)and (?3, ?4, ts, t), variables w and £ are uniquely determined from the verification
equations. Thus, the distribution of simulated (@, £2) is also the same as the real distribution.
Finally, the distribution of simulated (?3, ?4, ts, te) is computationally indistinguishable from
the real one by the assumption of MLWE, _ o’ problem.

Therefore, our #-out-of-n proof protocol satisfies one-time zero-knowledge. O

t(n'—

6 Threshold ring signature

6.1 Linear threshold ring signature

In this section, we present our LTRS scheme, by combining Algorithms 5, 6 and 7.
6.1.1 Specification and overview

Our LTRS is built over the power-of-2 cyclotomic ring R, = Z4[X]/(X 4 4 1) which splits
into exactly @ factors.
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The Setup (Algorithm 10) sets the system parameters, random oracles and sample random
matrices. More concretely, it chooses public system parameters d, g, @, k, [, n, k, (, o, 0/,
Nmax and tyqx, Where ny,q, is the maximum ring size and t,,,,, is the maximum #signers. For
simplicity, we require that & is a divisor of 14y, i.€., 1), ;. = Rmax/@ € Z. The Setup also

defines the following hash functions:

- Hp : {0, 1}* — Rgx’" such that the rightmost & columns form an identity matrix I,
where m = ¢ + k[logq] + «;

— Hy : {0, 1}* — Sj, where the outputs follows the distribution D(S,) defined in the
Sect. 2.5;

- Hs : {0, 1}* > RZ™;

- Hy: {0, 1}*— G,whereG:={geR, g =-=¢

— Hs: {0, 1}* > METD™,
— Hg: {0, 1}* — RZZ where the outputs follows distribution Ddm,

o3
- Hy7: {0, 1}* — RZ”"”H.

1:0};

d_
w

Algorithm 10 LTRS: Setup & KeyGen

Setup(A): d,q,w k.1,n k01,0203,

1: Choos: : 4 pp = Nmax» tmax > A,
’ Sht(])oz P]fr?nzet:rsl- 01,02, 03, Mmax» tmax Hy, Hy, H3, Hy, Hs, Hg, H7
Ry S A S ' 5: return pp
2: Sample A < R;™", A 1= [A|]] .
3: Define H],HZ,H3,H4,H5,H6,H7 M _
1: E(—S[,]+k,i):A§
2: return pk = p, sk =§

The KeyGen (Algorithm 10) is used to generate the public-secret key pair. Similarly as
in the previous works [22, 25, 38], the secret key of a user is a vector § < S{,*k of short
polynomials over R, and the public key is computed by p = AS.

We use R denote a public list (ring) with n = '@ < nyay users®. Fori € [n], let pki,
sk; be the public key and secret key of the ith user in R, respectively. We let I be the set of
indices identifying the signers in R with |I| =t < f,,4y; S be the secret keys to the signers
in I; and let v € {0, 1}" be the vector of indices identifying the signers in R, i.e., wheni € [
we have v; = 1, otherwise v; = 0, where v; is the ith coefficient of v.

The Sign (Alg.11) is an interactive procedure, which takes a message msg, a list of public
key R and a list of secret key S as input and generates a signature X'. Here we only present
ith signer’s behaviour (note that all signers behave the same) and divide the algorithm into
three stages.

Leto’ = 1/%'0'22-(«/(16 + 0)d++/kd - Tlog g]+X) and ¥ = Encode(v) € RZ/.WediVide

(k—k—n),, ) xm

the output commitmentkey ck of H into (B, B, B) by rows, where By € R ,

B, e sz’” and B, € RZ/X”’.Q We define

Fi =NTT(=cR) = (NTT(=c - pk1), ... .NTT(=c - pky)) € M7*".

8 If & does not divide the ring size n, then we can simply add the redundant vectors as public keys.

9 Here we directly replace yax With 7', because the rest of row vector is not needed, we can just throw them
away.

@ Springer



Generic construction of TRS and instantiations

F; is the matrix defined in Eq. (2). Denote y; = NTT~!'(y1) € RE, and y, = NTT™! (7).

Lete, = NTT-!(¢,) with &, = (¢, 0, ... .,

b4,

+Z°‘l bZla

i=1

W =ao(E By — ¥ B1+b3).5) + Y ei(bai. §) Qv — 1),

0). Finally, let:

n'
(14)
i=1

be two elements in R, where by; is the ith row vector of B>.

Algorithm 11 LTRS: Sign

Sign; (msg, R, sk;):

Ph:iselz s - _ lO:z—ZJE,z],r—ZJE,r]
Ly < Doy " w; = Ay, 11: P = —c Rtl_tl Az
2: ck < Hi(msg, R), ¥ < DI 12: x = (P, ck, (i, £}, 12))
3: ;6230;5,?1 = BF; + w;, 13: (b3, bg) = H3(x) .
# = BoF; + & 14: g = Hy(x,F), t3 = (b3,F) + g
4: Send (?6, ?l] , ?'2) to other signers {2 )(?VE ];:2%)7:1 fs[gb#?;%% — NTT- (%)
: ivi i ’ i R A 22
gh.ase 2: After receiving all signers’ commitments, 17: h = (b, %) — (p }'1) —e-yrt+g
0 > - > - 18: ¥ = Hg(x,7), w' = By,
Sto=2jertyf1=2jer 19: (g, ..., ) = Hy(¥, h, &)
t2 — Z]el t2, ¢| = Hy(ck, 1o, ;1’22) 20: Compllte 2, W defined in (14)
6:Z; = y; +e1-sk; 21: tg = (by, 1) - ¥
7. If Rej(Z;, ¢1 - skj, 01) = 0,setz; = L 22: € = Hz(t3,t4,h W', 2)
8: Send (z;, F;) to other signers 23:7 =y +52

Phase 3: After receiving all signer’s message, do:

9:

If exists j € I and Z; ¢ S, abort

CIf Rej(z € r 03) = 0 abort

¥ = (g, t1.12, 3,84, h,¢2,2,7)

: return signature X

The algorithm is presented in Alg.12, taking a message msg, aring R, a signature X and
a verification threshold ¢ and determining whether X is valid. Define

fi = Z“i((ZZh )

i=1
fo= (&7 By —pT

—eatyi) - (b2, 7

B +b3),%) — e2((f2,

) — et + ¢2),

E)— ({1, 71) —e -y, +t3—h),

where l;zi is the ith row vector of By, #; is the ith element of £, and e; = NTT ! (t,0,...,0)

that is determined by threshold ¢. Then, define

Q' =f1 —aoe2fo + <l;4, 7)) — eoty.

5)
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Algorithm 12 LTRS: Verify
Verify(msg, R, ¥ = ({9, 1,12, t3,ta, h,¢2,%,7), 1):

1: ck < Hy(msg, R) _ 8: (g, ..., 0y) = H7(X, h, w')

2: ¢1 = Hy(ck, tg, t1,t2) 9: Compute £’ defined in (15)

32 P=—c; R =F —AZ 10: Check ifh € G

4: x = (P, 1,ck, (f0. T1.12)) }; Sﬂ“‘; }£ IZ]l> < o thd(l +Jrk),+
S 12 - : <o/ V2dk +(+v)

5: (b3, by) = H3(x), (71, 72) = Hy(by, 13) 3 eIzl = o et

6£:FT}7 +FT}7 EINTT_I(E) . ecK 1l €3 = 2(t3,t4, , W, )

T, 1 }, 2, 2 14: If failed return 0, else return 1
7: w' = Boz' — caty

6.1.2 Security analysis

We present the security claim for our LTRS scheme. Since the proof can be easily obtained by
combining the security proof of GC-TRS and the lattice-based building blocks instantiation,
we omit them.

20 Ty +T7
2

Theorem 12 Let Ty = dn/dI +k), M| = e *i ,m = 1+ «[logqg] +k, 0/ =

2
2403Th+ T2

v % "722 (W +0d + Jed - TlogqT + 1), Tr = o'd2tyexdm and My = e 203 ,
245,

and parameters satisfy the following conditions: 2'0 < d(I + k) < 2%, 210 < dm <
11/ < o1, 11/ < o/, then our LTRS scheme has correctness. On average, the construction
needs to be repeated M i M, times to generate a valid signature.

Let Bi = 2(013 2tmax + (t — DA /AA + k) + 24/d, Br = o3+/2dm, assuming the
MLWE; ,, MLWE, 5,, MSISt g, and MSIS(cx—n: ) 84p, problems are hard and q=~V/™ <
27128 then our LTRS scheme has tyay-unforgeability w.r.t. insider corruption and tyax-
anonymity w.r.t. adversarial keys in the ROM.

Note the MLWE,,, __> , problem is at least as hard as the MLWE, , problem. Thus, in the
above theorem, we only require the MLWE, ,, problem to be hard. The same phenomenon
also occurs in CTRS. It is also worth mentioning that our LTRS is suited for parallel execu-
tions. Hence, to obtain a valid signature, one can alternatively run sufficiently many parallel
executions of the scheme at once.

6.1.3 Concrete parameters

In Table 4, we give concrete parameters for our LTRS scheme. With this parameter setting, the
root Hermite factor (RHF), a standard metric to estimate MLWE/MSIS hardness in practice,
is between 1.0043 and 1.00469 for all MLWE/MSIS assumptions. It is a common practice
to choose a RHF around 1.0045 for 128-bit post-quantum security. By Theorem 12, when
tmax = 10, our construction needs to be repeated on average 18.6 times to generate a valid
signature; and when t,,,, = 50, it needs to be repeated 21.6 times.

We now calculate the signature size. Considering the “full-sized” elements of R, we
have ?0, ?1, ;2, t3, t4 and h'0. Therefore, we have in total ¥ + 3 full-sized elements, which
altogether costs (« + 3)d log g bits. We further consider the vectors of short polynomials Z

10 1n fact, h is missing d /@ coefficients, but that is a negligible consideration.
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Table 4 Examples of parameters for LTRS (128-bit security)

Nmax 210 215 220 210 215 220
fmax 10 10 10 50 50 50

d 128 128 128 128 128 128

@ 32 32 32 32 32 32
g~ 254 260 268 255 261 269

n 1 1 1 1 1 1

! 17 19 22 18 20 22

k 5 5 4 5 5 4

ol 447063 466942 486009 457111 476571 486009
L 17 19 22 18 20 22

K 54 1049 32794 55 1049 32794
o) 2 2 2 2 2 2

o’ 2976 11904 68055 3022 11988 68496
o3 ~ 233 937 242 234 238 743
M 1.2 1.2 12 1.04 1.04 1.04
M, 3 3 3 3 3 3
Repetition 18.6 18.6 18.6 216 21.6 21.6
Signature size (MB) 1.75 413 1636.8 1.87 432 1701.9

and 7. Since they come from a Gaussian distribution with standard deviation o/ and o3
respectively, with a high probability we can upper bound their coefficients by 601/ and 6073
[36, 38]. Thus, they require at most

d(l + k)log(130 Vi) +dm log(1303) bits.
Finally, the challenge ¢, costs at most 2 - d = 256 bits. Therefore, the signature size is:

dl(k +3)logg + (U + k) log(1301\/;) + mlog(1303) + 2] bits.

6.2 Compact threshold ring signature

In this section, we present our CTRS scheme, which is constructed by combining Alg.5,
mathsf Algorithm6 and Algorithm8.

6.2.1 Specification and overview

Our CTRS(Algorithm13) is over the power-of-2 cyclotomic ring R, which splits into exactly
@ factors. The public system parameters are d, g, @, k, [, n, k, t, 0, 0/, Nyay and tygy,
where 7,4, is the maximum ring size and 7,,,, is the maximum #signers. For simplicity, we
require n,y,qx = "max . The Setup will define the following hash functions:

- Hp : {0, 1}* — Rg *™ such that the rightmost k¥ columns form an identity matrix 7,
where m = ¢ + k[logg| + «;
— H; : {0, 1}* — S, where the outputs follows the distribution D(S,) defined in Sect. 2.5;
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We use R denote a public list (ring) with n = " < Mmax users. For i € [n], let pk;,
sk; be the public key and secret key of the ith user in R, respectively. We let I be the set of
indices identifying the signers in R with |I| =t < t,,4x; S be the secret keys to the signers
in I; and let v € {0, 1}" be the vector of indices identifying the signers in R, i.e., wheni € [
we have v; = 1, otherwise v; = 0, where v; is the ith coefficient of v.

The Sign algorithm is an interactive procedure, which takes a message msg, a list of
public key R and a list of secret key S as input and generates a signature X~'. Here we only
present ith signer’s behaviour and also divide the algorithm into three stages. Let ¢’ =

/5 0% - (V& +0d + Jkd-Tlogg] + 2) and v = Yici@il ® -+ ® ¥; ), then
Encode(eé;) is defined as

O, ... .NTT ' @;.1), ... ,NTT 1(5;,),0,...,0) € R;”’.

In this case, we have Encode(¢;) = ), ,; Encode(). The algorithms Prove and Verify used
in Algorithm13 are the algorithm described in Algorithm8. Note that, in Algorithm8, the
Prove algorithm is an interactive algorithm. Thus, we need to use Fiat-Shamir transformation
to it first and then invoke it.

Algorithm 13 Compact TRS (CTRS)

Setup()): 6:2; =y; +c1 sk
1: Choose parameters 7: If Rej(z;, ¢ - ski,01) =0,setz; = L
2: Sample A < REXI A = (A1 8: Send (z;, F;) to other signers
: q 4 . o
3: Define H;, H Phase 3: After receiving all signer’s message, do:
KeyGen(pp): 9: If exists j € [ and Z; ¢ S;, abort
1: 5 <« Sk p = A5 10: Z—Z,ezzwr—Z,eﬂ]
: PR o B
2: return pk = p, sk =§ P =- R’tl j/tla Az
Sign; (msg, R, sk;): 12: x = (P, t,ck, (to. t1,t2))
—= = 13: w = (Encode(a) )
Phalselz a0 g 14: (0, ¢, 2') < Prove(x, w)
L y; < Dg, i Ayl 15: ¥ —(to i1.12,7,0,c,7)
2: ck < Hj (msg, R),F; < ]D)iﬁ" 16: return signature X

3: ;6 = Byr;, ;11 = BF; + w;, Verify(msg. R, X', 1):

= BoF; + Encode(é;) ; ck (_I-Zl((czsf(;,lte]), )
4: Send (?6, ?1,?’2) to other signers 3 P = —¢; - R, t/l — tl — A%
Phase 2: After receiving all signers’ commitments, 4 x = (P, t, ck, (fo, tl’ 1))
do: . » 5: Verify(x, (», ¢, 7))
5080 =Y jer byt = Ljer b 6: Check if [|Z]|2 < o/2d1(I + k)
j 7

. If failed return 0, else return 1

~/

2= e ), €1 = Ha(ck, b, 11, 12)

6.2.2 Security analysis
We present the security claim for our CTRS scheme. Since the proof can be easily obtained by

combining the security proof of GC-TRS and the lattice-based building blocks instantiation,
we omit them.
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Table 5 Examples of Parameters for CTRS (128-bit security)

Nmax 210 215 220 210 215 220

tmax 10 10 10 50 50 50

d 128 128 128 128 128 128

w 32 32 32 32 32 32

g~ 253 254 254 257 257 258

n 1 1 1 1 1 1

l 17 17 17 18 18 19

k 5 5 5 5 5 5

o1 447063 447063 447063 457111 457111 466942

t 17 17 17 18 18 19

K 42 52 62 123 174 224

o 2 2 2 2 2 2

o’ 2671 2931 3151 4316 5036 5687

o3 ~ 233 233 233 236 236 236

M, 1.2 1.2 1.2 1.04 1.04 1.04

My 3 3 3 3 3 3

Repetition 18.6 18.6 18.6 21.6 21.6 21.6

Signature size (MB) 1.37 1.73 2.07 5.53 7.47 9.56

20y T +7}

Theorem13 Let T\ = dyJdU +Kk), M; = ¢ *i ,m = (+«[logq] + &, o' =

240319 +T5

\/% 03 - (VK +0d + Jkd -TlogqT + 1), To = 0'd\2tmaxdm and My = e 27
and parameters satisfy the following conditions: 2'0 < d( + k) < 2%, 210 < dm < 2%,
11/ < o1, 11/ < o/, then our CTRS scheme has correctness. On average, the construction
needs to be repeated M| M» times to generate a valid signature.

Let B1 = 2(013 2tmax + (t — Ddn)J/dI + k) + 24/4d, B2 = 03+/2dm, assuming the
MLWE; ,, MLWE, 5,, MSISt g, and MSIS(cx—n: ) 84p, problems are hard and q=¥/7 <
27128 then our CTRS scheme has tyay-unforgeability w.rt. insider corruption and tygy-
anonymity w.r.t. adversarial keys in the ROM.

Note that our CTRS is suited for parallel executions. Thus, to obtain a valid signature, one
can alternatively run sufficiently many parallel executions of the scheme at once.

6.2.3 Concrete parameters

In Table 5, we give concrete parameters for our CTRS scheme. In the parameters setting,
the root Hermite factor is less than 1.0042 for all MLWE/MSIS problems. It is a common
practice to choose a root Hermite factor around 1.0042 for 128-bit post-quantum security. By
Theorem 12, when 7,4+ = 10, our construction needs to be repeated on average 18.6 times
to generate a valid signature; and when f,,,, = 50, it needs to be repeated 21.6 times.
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We now calculate the signature size. Considering the “full-sized” elements of R, we
havefo, 11,2, 3, 4, t5, te and h.'* So, we have « + t(% +n’ — 1) +2 full-sized elements
in total, which altogether costs (k + t(% +n’ — 1) + 2)d log g bits. We further consider
the vectors of short polynomials Z and Z'. Since they come from a Gaussian distribution with
standard deviation o1+/f and o3 respectively, with a high probability we can upper bound
their coefficients by 6014/ and 603 [36, 38]. Thus, they require at most

d(l + k)log(1301+/1) + dmlog(1303) bits.

Finally, the challenge ¢ costs at most 2 - d = 256 bits. Therefore, the signature size is:
r—1
dl(k + t(T +n' — 1) +2)logq + (I + k) log(1301+/1) + mlog(1303) + 2] bits.
6.2.4 Future work

Although our CTRS scheme achieves logarithmic size in terms of asymptotic efficiency, the
actual signature size is not particularly ideal. Therefore, an important future task for us is to
design a TRS scheme with a better actual signature size, which will make it meaningful in
the real world.

Another important future work is to research and analyze the security proof of our scheme
in the QROM model with the smallest possible reduction loss, which will ensure the security
in the face of quantum threats.
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