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Abstract. Cyber operations lack models, methodologies, and mechanisms to describe
relevant data and knowledge. This problem is directly reflected when cyber operations are
conducted and their effects assessed, and it can produce dissonance and disturbance
in corresponding decision-making processes and communication between different
military actors. To tackle these issues, this article proposes a knowledge model for cyber
operations implemented as a computational ontology following a design science approach
grounded on extensive technical-military research. This model classifies the essential
entities of cyber operations and is exemplified in three case studies. Validation results show
that this model can be used to describe cyber operations clearly andconcisely.

Keywords: Cyber Operations, Cyber Warfare, Cyber Weapons, Cyber Security, Ontology,
Artificial Intelligence.

Introduction

Frederick the Great considered that for war “a great deal of knowledge, study and meditation is
necessary to conduct it well” (Luvaas 2001). However, interpreting this quote nowadays can
be challenging since societies deal with data, information, and knowledge that empower and
revoke participant actors in (un)foreseeable ways. Considering the innovations and
advancements in the ICT domain, military actors are able to fight their adversaries in
traditional warfare domains, as well as in cyberspace. This is reflected in how they
understand, conduct, and deal with cyber operations.

A decade ago—shortly before, during, and shortly after the Russo-Georgian war
(August 2008)—a series of cyber operations were conducted against Georgia by
undermining its governmental communication capabilities at national and international
levels. It was a war planned and conducted on multiple battlefields which impacted
Georgia’s national security (Beidleman 2009) and caused significant psychological effects
(Shakarian, Shakarian & Ruef 2013). Cyber operations acted as a force multiplier in active
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combat (Willems 2011) and have, since then, opened long, academic debates focused on
analysing the incident itself or different aspects through technical, military, or military-legal
lenses (Schmitt 2012; Schmitt 2013; Ottis 2015; Barrett 2015).

A decade after, although other cyber operations were conducted, such as the ones in Ukraine,
there is still no international consensus regarding their meaning, their definition, or a way to
represent them. Currently, different countries are integrating cyber operations into traditional
warfare surfaces (Lewis 2015), and these countries acquire or invest in cyber warriors to get the
necessary knowledge, skills, and abilities (Li & Daugherty 2015; Arimatsu 2012). Since
different actors may be involved in different cyber-operations phases, lacking an agreed-upon
meaning can directly impact their ability to achieve military objectives.

Addressing both a scientific and societal gap regarding the understanding of cyber
operations, this article began as a piece presented at the 2018 ECCWS conference (Maathuis,
Pieters & van den Berg 2018) and now provides a supplementary way of using the model as
well as a third case study (conducted in Ukraine) for exemplification.

Hence, this article proposes a knowledge model for cyber operations that elaborates and
supports the proposed cyber operations definition; provides and shares a common
understanding of entities and relations involved in cyber operations by illustrating them in
different case studies and in practical use; and raises the level of awareness and responsibility
of decision makers, security experts, and academics when reasoning about the effects of cyber
operations and contributing to (the process of) designing doctrines, strategies, and
methodologies for cyber operations.

The remainder of this article is structured as follows. The second section discusses related
research. The third section presents a multidisciplinary definition for cyber operations and
stresses the necessity of introducing a model that offers a knowledge-based representation for
cyber operations to enable simulation of them in any life-cycle phase. The fourth section
discusses the methodology used to design, develop, and evaluate the proposed model—a cyber-
operations computational ontology. The fifth section describes the model’s design and
correspondent decisions for implementation. The sixth section presents the model’s
implementation in Protégé and illustrates a way to use it. The seventh section presents the
validation mechanism, in terms of both technical and expert validation. The eighth section
analyses how the model is exemplified in three case studies to reflect its functionality and
applicability in real-world settings. The last section discusses possible extensions, reflections,
and future research.

Related Research

This research builds on earlier work designed to define cyber operations and to design and
develop a knowledge model as a computational ontology that constructs a knowledge base
within which to store and represent the knowledge surrounding cyber operations. In recent
years, a growing number of studies on ontologies were proposed in the cybersecurity field
which aimed to describe notions such as vulnerability, threat, and attack vector (Obrst, Chase
& Markeloff 2012; National Institute of Standards and Technology (NIST) 2014; Syed et al.
2016), defence technologies (NIST 2014; Ben-Asher et al. 2015), digital forensics (Cosi¢ &
Cosi¢ 2012), intrusion detection (Undercoffer, Joshi & Pinkston 2003), cyber-physical systems
(Smirnov, Levashova & Kashevnik 2018; Sun, Liu & Xie 2016) and human factors (Oltramari
et al. 2015). These studies can also be used to understand some of the entities participating in
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cyber warfare—for instance, the vulnerabilities embedded by targets exploited in cyber
operations. However, only a limited number of studies aimed at designing ontologies for cyber
warfare or conflict exist. Applegate and Stavrou (2013) already identified participant entities
in cyberspace conflicts, such as actors and types of impact, but did not formalise them. On
modelling network operations, Oltramari et al. (2015) propose a theoretical ontology that
contributes to predicting and preventing cyberattacks but needs further reflection and extension
in real case scenarios in the cyber realm. Furthermore, the initial stage of a cyber-network
attack-planning ontology aiming at supporting the planning of cyber operations was introduced
by Chan et al.(2015).

As this article interprets and embeds the Computer Science and Artificial Intelligence sense of
an ontology, a series of prerequisites must be fulfilled to enable the design, development, and
evaluation of the ontology. Since both cyber security and military reasoning are considered by
Dipert (2013), his proposed requirements, which are both universal and widely applicable, were
adopted in this research. Dipert scrutinised these requirements in order to support the
development of a fundamental ontology for cyber warfare for standardisation purposes.

Methodology

To be able to formalise cyber operations by means of a computational ontology, this research
relies on different multidisciplinary resources in a triangulating manner (Yin 2003). Ontology
Engineering translates the philosophical understanding of ontology to the Computer Science
and Atrtificial Intelligence domains by using different methodologies to implement a
computational ontology. The ‘methontology’ methodology (Fernandez-Lopez, Gémez-Pérez &
Juristo 1997) was selected for use because it is grounded in an extensive survey of literature,
reports, and military doctrine, combined with direct participation and observation in joint
military exercises. At the same time, the necessary features of a cyber warfare ontology
proposed by Dipert (2013) were followed. Additionally, one of the authors’ experience in
planning and conducting cyber operations as (cyber) war games resonates in the mechanism of
conducting in-depth case studies on Georgia, Iran (Stuxnet), and Ukraine as exemplifying cases
for the proposed model.

Ontology engineering methodologies are used to design formal models of different domains
and aspects of reality by constructing a knowledge base, conceptualising the world of interest,
and proposing definitions of entities and relationships, which not only allows knowledge to be
accumulated, computed, and accessed, but also shared among different audiences and
communities (Fernandez-Lopez, Gémez-Pérez & Juristo 1997; Mizoguchi & Ikeda 1998;
Roussey et al. 2011; d’ Aquin, Kronberger & Suarez-Figueroa2012).

The methodology in this research was selected because it is also one of the most comprehensive
and used Ontology Engineering methodologies (Paquette 2010). This methodology
presupposes implementing computational ontologies from scratch or using existing ones, is
fully compatible with IEEE 1074-2006 Standard for Developing Software Project Life Cycle
Process, and is aligned with the requirements of Dipert (2013). Furthermore, each phase of the
followed methodology is elaborated as follows (Fernandez- Lopez, GOmez-Pérez& Juristo
1997; Sawsaa & Lu2012):

e Specification The purpose, requirements, and knowledge are established to represent
cyber operations as militaryoperations.

e Knowledge acquisition The necessary information for building the model is collected
from the above mentioned resources.
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e Conceptualisation The knowledge gathered is structured as a formal model in the form
of a taxonomy with concepts, meanings, and attributes that describe cyber operations.

e Formalisation The knowledge model is formalised and has the following classes:
Context, Actor, Type, MilitaryObjective, Phase, Target, CyberWeapon, Asset,
Geolocation, Action, and Effect.

e Integration Other ontologies were reviewed and are presented in the Related Work
section. However, the proposed ontology was designed from scratch.

e Implementation The knowledge engineering environment for building intelligent
systems—~Protégé—is prepared to develop the model using Ontology Web Language
(OWL) and to describe the knowledge about entities, groups of entities, and relations
between entities.

e Maintenance The model is refined and updated so that actions such as modifying,
adding, and removing concepts and definitions are possible.

e Evaluation The structure/consistency evaluation and the military experts’ evaluation are
carried out together with exemplification on three real cases of cyber operations
performed in Georgia, Iran (Stuxnet), and Ukraine.

e Documentation This phase occurs during the entire process of design and development
of the new model and requires a detailed description of contained concepts and relations
between these concepts. Such a description is presented in the following section.

Defining Cyber Operations

Most conflicts do not involve just state-on-state military confrontations (Brown 2017). Non-
state actors can also conduct cyber operations, which can lead to global (and evendevastating)
implications and consequences impacting not only the targeted adversaries, but also other actors
such as the neutral or friendly ones, and even the attackers themselves. Caton (2015) argues
that cyber operations “have been ongoing since before the advent of the Internet, and their
influence on traditional Military Operations continues to increase”. Indeed, they can be found
now globally integrated into military commanders’ toolboxes as means and methods to achieve
political goals and military objectives by synchronising activities and actions in all warfare
domains.

This research is aligned with the vision of Herr and Herrick (2016), which stresses the need for
understanding cyber operations and describes them as “the acquisition and use of cyber
capabilities at the strategic, operational, and tactical levels of conflict”. To that end, the present
article calls for a unified definition for cyber operations before engaging in designing and
developing a model that represents its surrounding knowledge and serves as a knowledge-based
simulation environment useful in all its life cycle phases. At the same time, this definition is
necessary because the level of awareness and reasoning of the participating communities (cyber,
military, military-legal) needs to be raised to insure the unification of effort between the
different experts who compose them. Therefore, the following multidisciplinary definition of
‘cyber operation’ is essential and is proposed based on extensive review of scientific literature,
reports, and military doctrine:

A cyber operation is a type of or a part of a military operation in which cyber
weapons/capabilities are used to achieve military objectives in front of adversaries
inside and/or outside cyberspace.

The following applies to the proposed definition:
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e As ‘atype of or a part of a military operation’, a cyber operation can be either an
independent military operation or a part of a broader military operation in a supporting
role.

e ‘Cyber weapons/capabilities’ are programs or scripts employed to achieve military
objectives (Maathuis, Pieters & van den Berg2016).

e ‘To achieve military objectives’ implies the accomplishment of military goals by
engaging targets in cyber operations.
o ‘In front of adversaries’ refers to the opponents participating in the conflict.

 ‘Inside and/or outside cyberspace’ recognises that although cyber operations act on
different cyberspace entities, their effects are borderless since they cross geographical
and virtual borders. They impact targets as well as collateral assets which are distinct
from the engaged targets.

Model Design

The Methodology section presented the approach followed in this research. To enable readers
to understand the rationale behind the design of the proposed model, the authors describe the
design requirements and the followed design in this section. This research follows the
requirements for a cyber warfare ontology established by Dipert (2013) along with
experience writing cyber operations scenarios, and direct participation and observation in
joint military operations exercises, facts also reflected in other lines of research. To the best
of the authors’ knowledge, this set of requirements is the only one proposed in the existing
scientific literature, and these authors introduced a computational ontology for cyber
operations for the first time in 2018.

The design requirements considered by Dipert (2013) are

¢ to be humanly understandable by using controlled vocabularies;

e to be an ontology that uses widely known and accepted concepts;

e to be represented in one of the best available languages for formalising ontologies, such
as OWL or Common Logic;and

e to be able to apply methodologies for building ontologies and for illustrating instance-
level data.

At the end of these phases, the taxonomical representation of the proposed model contains the
following upper classes: Context, Actor, Type, MilitaryObjective, Phase, Target,
CyberWeapon, Asset, Geolocation, Action and Effect. These classes map the components of
the proposed definition for cyber operations and are depicted in Table 1, below.

Elements of the cyber operations definition Mapping on cyber operations upper
classes
A type of a part of a military operation Context, MilitaryObjective
Cyber weapons/capabilities CyberWeapon
To achieve military objectives Context, MilitaryObjective, Type, Phase
In front of adversaries Actor, Type, Phase, Target, Geolocation
Inside and/or outside cyberspace Target, Geolocation, Asset, Effect

Table 1: Mapping between the components of the proposed cyber operations definition and the upper classes of
the proposed model
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The first four phases of the methodological approach—specification, knowledge acquisition,
conceptualisation and formalisation—are the steps followed to design the artefact
(computational ontology model) in a design science approach (Hevner, March & Park 2004).

Furthermore, each upper class was elaborated to consider concepts and relations (subclasses
and properties) between them in the way of representing its knowledge using known and
accepted concepts from cyber, military, and military-legal domains. Consequently, the initial
design of the proposed ontology was established and proposed for evaluation.

Model Implementation and Use

Once the initial design was established, the ontology was further developed in the knowledge
engineering environment named Protégé as a set of structured concepts together with
relationships between these concepts organised in a logical way. Afterwards, the double process
of evaluation (technical and expert based) was carried out, and small changes were applied to
Actor and Target classes. These changes are presented in the Validation section. Therefore, the
final form of the proposed model was accordingly implemented; contains 140 classes, 53
individuals (instances), and 96 (55 data and 41 object) properties; and is depicted in Figure 1,
where classes marked with + are further extended (contain other sub-classes), and with its
metrics presented in Figure?2.
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Figure 1: Cyber-Operations ontology classes hierarchy
Ontology metrics: MEE =
Metrics =
Axiom 965
Logical axiom count 554
Declaration axioms count 287
Class count 140
Object property count 41
Data property count 55
Individual count 53
Figure 2: Cyber-Operations ontology metrics
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Ontologies represent a context-dependent projection of a reality. In this way, the proposed
ontology is organised as a collection of entities that describe the universe of cyber

operations structured on four levels, as discussed below.

Level 1 contains the upper classes as shown in Figure 3, below. They are mapped based
upon the concept of cyber operations, specifically the use of cyber weapons as described by
United States Army (2013), by Williams (2014), and by Maathuis, Pieters & van den Berg

(2016).

] ;
= MilitaryCbjecti e
Ve : AT

Figure 3: Cyber-Operations ontology upper classes

The classes are described as follows:

1. Context: the following dimensions: Political, Military, Economic, Informational,
Historical, Sociocultural, and Other Context (in keeping with Arimatsu’s 2012 argument

that a broader context needs to be considered for cyber operations).

Actor: distinct types of actors who are responsible for planning, executing, or assessing

cyber operations are the targeted ones or the ones unintentionally impacted by cyber

operations.
3. Type: distinct types of cyber operations, specifically offensive, defensive, and
intelligence (United States Army 2013; Williams2014).

MilitaryObjective: the military goal that actors want to achieve in cyber operations
(Theonary & Harrington 2015).
5. Phase: the phases of cyber operations from planning to assessment.
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6. Target: a military entity (person or object) legally targetable in cyber operations (Liles
etal. 2012).

CyberWeapon: the means employed in cyber operations to achieve military objectives.
8. Asset: either humans or objects unintentionally impacted in cyber operations.
9. Geolocation: incorporated geolocation information about targets or assets.
10. Action: the actions and tasks involved or performed in cyber operations.

11. Effect: the implications and consequences of cyber operations. The intention criterion
is decisive when classifying the effects of cyber operations: intended effects that support
the achievement of military objectives (Military Advantage) by targets’ engagement;
and unintended effects that do not contribute to the achievement of military objectives,
but do still unintentionally impact other assets (for instance, Collateral Damage).

Level 2 contains the sub-classes that extend and describe the upper classes, such as Offensive,
Vulnerability, Exploit, and UnintendedEffect. Level 3 contains the individual (instances of)
classes that compose the ontology. This ontology, applied to cyber operations conducted in
Georgia, Iran (Stuxnet) and Ukraine, is depicted in Figure 4, below.

Individuals: IEEE
¥ X

# CommunicationsAvailability
# CommunicationsFunctionability
# CommunicationsLimitation
# CommunicationsPerturbation
# CommunicationsStability

% DDOS

# DisruptInformationSystems
# ExcelMacroVulnerability

# FutureEscalation

¥ Georgia

# GeorgiaCyberOperation

# GeorgiaCyberWeapon

# GeorgianCommunicationChannels
# GlobalExposure

# InfectionOfOtherFacilities
@ InfectionOfOtherSystems

& Internet

& Iran

# IranianNuclearFacilities

& Israel

# Ivano-Frankivsk

# KillDisk

# LimitCommunicationsAccess
# LimitCommunicationsUse

& Malware

# MicrosoftOfficeExcelExploit
# OperationOlympicGames

# PayloadMotorRotationSpeed
# PavloadOpenCloseValves

# PeopleAndOrganizations

# Russia

# SabotageNuclearCentrifuges
% SandWorm

# SocialEngineering

# SpearphishingEmail

[»

Figure 4: Cyber-Operations ontology individuals
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Level 4 contains the relationships between classes and individuals, as well as links
between individually named data and object properties, as depicted in Figure 5, below.

Obiect property hierarchy.
v--mtopDataProperty |~ |¥V--mtopObjectProperty
----- ® hasActionDescription .- mhasCoordinateLatitude
----- ® hasActorRole - @hasCoordinateLongitude
----- ® hasAssetDomain - @ hasDependencyWithActor
----- ® hasAssetRole - @ hasDependencyWithAsset
----- = hasConnectivity - mhasDomain
----- @ hasContextDescription - @ hasGeolocation
----- ® hasDescriptionEffect - @ hasIntend edEffectOnTarget
----- @ hasDeviceType - @ hasObjectiveTo
----- ® hasDuration - @ hasRiskOfAttributionTo
----- @ hasEmail - mhasRiskOfCompromiseTo
----- ® hasIntensity - hasRiskOfSpreadingTo
----- m hasIP - 8 hasUnintendedEffectOnActor
----- @ hasISP - @ hasUnintendedEffectOnAsset
----- @ hasMAC - misAssessedOn
----- ® hasMilitaryObjectiveDescription - mishAssessing
----- ®hasName - @ isConductedOn
""" @ hasPhone - @ isContributingToMilitaryObjective
----- = hasPhoto - misDesignedOn
----- ® hasPriority -~ misDesigning
""" ® hasRiskOfDetection - misDevelopedAndEvaluated On
""" ® hasRiskOfExposure -- misDevelopingAndEvaluating
""" @ hasSpreading i - misDoneHavingContext
----- ® hasStatus e - misEmploying

Figure 5: Cyber-Operations ontology data and object properties

The four data and object properties are described as follows:

¢ ‘hasMilitaryObjectiveDescription’ represents the military objective that needs to be
achieved.

e ‘isExploiting’ reflects which vulnerability is exploited.

o ‘isDeliveringMilitaryAdvantage’ verifies whether or not a target delivers a military
advantage.

¢ ‘isProducingCollateralDamage’ checks if collateral damage is produced by
engaging atarget.

Therefore, the entire universe of cyber operations can be depicted as a complete picture, as
shown in Figure 6, below.

Ontologies are used effectively to model knowledge and deal with its representation
and retrieval (Munir & Anjum 2017). It is important to mention that OWL has the highest
level of expressivity compared to similar standards or languages, and allows great
machine interpret-ability. It is also the Al-based ontology implementation language
considered as a requirement by Dipert (2013). However, no matter which syntax is used to
design and develop an ontology (OWL, JSON [Java Script Object Notation], Turtle, for
example), there are several ways of using it to allow automated extraction and
visualisation. Furthermore, a way is presented using the SPARQL (Spargl Protocol and
RDF Query Language) in Protégé. To illustrate, a query for extracting all classes, their
subclasses, and individuals is depicted in Figure 7, below.
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Figure 6: Cyber-Operations universe containing classes and sub-classes, plus data and object properties

SPARQL guery: DEEE

PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns# =
PREFIX owl: «<http://www.w3.org/2002/07/owl# =
PREFIX rdfs: <http:/fwww.w3.org/2000/01/rdf-schema# =
PREFIX xsd: <httpy//www.w3.org/2001/XMLSchema# =
SELECT DISTINCT ?class 7subclass ?individual
WHERE {

?class rdfitype owl:.Class .

7subclass rdfs:subClassOf ?class .

?individual rdfitype owl:NamedIndividual .

——

RlamChabn

}
ORDER BY 7class ?individual

Figure 7: Example of SPARQL query for cyber-operations ontology
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This query can also be adapted to extract the exploitable vulnerabilities for considered targets
using clauses such as OPTIONAL and FILTER.

Model Validation

There are two ways of evaluating and validating a developed ontology: technically based or
expert based (Sawsaa & Lu 2012). To make sure that the proposed model represents cyber
operations in an accurate, clear, and concise way, both evaluation mechanisms were applied.
This model is also exemplified by instantiation based on three case studies of cyber operations
conducted in Georgia, Iran (Stuxnet), and Ukraine.

The technical evaluation applied considered indicators such as consistency and reusability
(Sawsaa & Lu 2012; Esposito, Zappatore & Tarricone 2011) and was successful using the
Hermit reasoner. The expert evaluation was conducted in a few rounds of meetings and reviews
with two military experts who had extensive international experience in missions and
operations. For the expert evaluation, indicators such as accuracy, clarity, conciseness, and
adaptability (Vrandeci¢ 2009; Sawsaa & Lu 2012) were considered. Applying these criteria and
stressing again the necessity of representing the knowledge that would assist and simulate cyber
operations, the experts welcomed and agreed with the proposed model. After consideration, the
experts recommended making minor changes, and the model was updated accordingly in the
following three ways:

1. Introducing ‘target’s role’ in the sense of intended targets that can be attacked directly
or through intermediary targets (Targetclass).

Introducing ‘targets of opportunity” as well as other possible targets (Targetclass).

3. Introducing ‘Unknown actor’ in recognition of the fact that limited to no information
might be available to help attribute a cyber operation to an actor (Actorclass).

After these updates were incorporated, the model reached its final state and met all the
requirements of a cyber-warfare ontology as proposed by Dipert (2013).

Case Studies of Cyber Operations

To exemplify the proposed model, three use cases were created based on extensive case-study
research (Yin 2003) on cyber operations conducted in Georgia, Iran (Stuxnet), and
Ukraine. The case study regarding Georgia focused on the cyber operations conducted in 2008
surrounding the war between Russia and Georgia, a war that aimed at isolating or limiting
Georgian communications of political and public assets at national and international levels.
The case study focusing on Iran addressed the series of cyber operations or what can be
seen as a long-term cyber operation discovered in 2010 (Operation Olympic Games/Stuxnet)
conducted on Iranian nuclear facilities with the purpose of reducing the nuclear enrichment
productivity as part of Iran’s nuclear program. The case study with regard to Ukraine
focused on the cyber operation (Black Energy 3) carried out in 2015 in Ukraine that
targeted the Ukrainian power grid through different electricity distributors in lvano-Frankivsk.
Table 2, below, summarises all three case studies in order to exemplify both the proposed
model and definition for cyber operations.
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Class Georgia Iran (Stuxmet) Tkraipe (Black Eperev 3)
(Grigolia 2008; Svanson | (Albrizht 2003; Awvramovic | (SANS 20146; Fire Eye 20146;
2010; Tikk et al 2008;| 2007; Albrisht, Brannan & | ‘GEeAT 2016; Liang er ai. 2017,
Mazarip 200%; Hollis| Shire 2008; Langner 2013; | Damsky 20146; Shamir 2016;
2011; Mshvidobadze| Falliere, Muwrcho & Chien | Sun, Yang & Fhon 2016
2015) 2011; McDonald e al. 2013; | Department of

Albright et al. 2012; Zetter | Homeland Security 2016)
2015)

Context Political: tunlcgﬂ Political: fensions Political: tensioms groumded om
grounded on reparding the development the Funssisn somexston of
mdependence aim of twg of Iran’s nuclesr program. Crimea snd fimther resistance
(FeorEian regions) Military: the possibility of | and protesis.

Abkharia amd Irzn iowesting in it maclear | Military: 3 possible proof or
Ossefia  supported Program for military | demonsretion of ‘show of
Bussia PUIpases. force’, reply W previous
Mdilitary: Tikrainian activiges, sll backed
Busso- by revealing amd exploiting
(FeoTEian wWar. civilian/societal volnerabilities.
Actor Bmszia vs Georgia TS, and Israel vs Iran SandWorm {Fossia) vs
_ Ulkuine

Type Cffensive Cffensive Offensive

Military Ta (diztally) Golate | Te delesy Ian's Docleatr | To distupt the mformstion

Dhjective (Georzia and dismupt its | program sysiems of three elecimicity
ICT compmmicstions distribuiors i order o
through governmental produce seIvice CUtages, 3
media and finsmcial societal discomfort and
websites infloence public opinion

Phase A ssessment Ascessment Aszessment

Target Georgia's Iran’s nuclear Ukrainian power grip and
oommmmication systems | facilitiesprogram by electmicity distribution
of governmental media | exploiting software amd compamies m the Ivano-
and finanrial | nomsn volnersbilites, Framkivsk region
institations by
exploiting, software and
confi guration _

Cryhber Georgia Stoxmet Black Energy

Weapon

Aszet Orther systems Orther facilities systems Other facilities, systems and
andd and people’society. people/society.

Geolocation | Target in  Georgia. | Targer nIram Asset: global | Target: in Ulraine Assst
Asserr pglobal  (for | (for imstance Indomesia | local and  pational  (in
example Georgia, | India, T1.5)) Tkraine).

Bmssia Azerbaijan,

Action (Part ofy A Military] (Possible part of) A (Possible part of) A Militery
Oiperation that took placel Military Operation that did Opearation that took place during
aroumd the war mot ke place during war. the conflict in Eastern Ukraine
the involred pariies and extended imfluential areas.

Effect Intendad- isolation, | Intended: damage or destroy | Imtended: disTupton or
oonfision and | mmclear enrichment | damage of power grid
Georzia, as well as | them Unintemnded- future
limiting Unimtended: infecting ecralation and  global
CommmmicEtions access | other facilities amd EXDOSITE.
and use. SySiems.

Unintended:
commmmications denial
in supportive coundries

Table ¥: Caze smdies expmplifying the proposed entology for cyber operations
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The goal of these case studies is to provide guidance and support to military and policy
decision-makers when they encounter difficulties in understanding and comprehending cyber
operations. As this model explicitly reveals its main characteristics, it also plays an important
role in clarifying the cyber-operations phenomenon. Its use on these three case studies proves
its effectiveness and applicability to real-world situations. Additionally, it exposes the strong
relationships between entities such as Context, MilitaryObjective, and Effect since a
MilitaryObjective finds its roots and motivations in the Context of a cyber operation, and the
intended effects contribute to achieving the MilitaryObjective. Hence, these aspects are
depicted for all three cases in Table 2, below, and demonstrate above all that the context of a
cyber operation cannot be divorced from the cyber operation itself if one wants to comprehend
the effects, that is the implications and consequences of cyber operations.

Conclusions

As different actors are integrating cyber operations in their military theatre of operations, it
is necessary to understand what these new types of operations will be able to represent
and simulate, and it is necessary to understand how to use them properly to further deal
with the effects of their actions. A way to do this was presented in this article as a joint
venture of theoretical, empirical, and practical efforts. Hence, a knowledge model for cyber
operations was proposed as a computational ontology in a design science approach
implemented in Protégé. In this way, understanding, flexibility, and reusability (Tolk & Smith
2011; Sawsaa & Lu 2012) for composing entities and parties involved are ensured.

This article overcomes the current limits of the state of the art and contributes to the body of
knowledge of cyber and military domains, and to the efforts of decision makers, security experts,
and academic researchers when understanding what these operations mean and how to plan them
or assess their effects. The results of this research accomplished the cyber warfare ontology
requirements considered by Dipert (2013), were successfully evaluated technically and by
military experts, and were exemplified on three cyber-operations case studies on Georgia, Iran
(Stuxnet), and Ukraine.

This research also contributes to the existing body of knowledge of Artificial Intelligence and
Computer Science domains, and calls for their involvement when conducting research in
Knowledge Modelling useful in emerging or complex assessments and decision-making
processes. Possible extensions of this work can be considered by elaborating the classes Context
and Effect to define more context dimensions and domains, attributes, and metrics of effects.
Other extensions are also possible in the sense of representing Hybrid Warfare/Operations using
(at least) the same upper classes structure to be able to (better) understand and represent different
types of hybrid threats, ends, ways, and means.

An intrinsic limitation is that, when representing knowledge in the form of an ontology, there is
not just one form that it can take since the knowledge representation formalism consists of
different kinds of representations, depending on the perspective(s) and vision(s) that one has. An
extrinsic limitation is that this model was instantiated using just three use cases due to the limited
number of incidents publicly known and, implicitly, available empirical data(sets).

The proposed model represents a machete that can be further elaborated to understand, represent,
and simulate current and new types of operations in all phases of their life cycles. The authors
will be using these findings in their future research concerning the design of models and
methodologies for assessing the effects of cyber operations.
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