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Abstract

5G core networks are moving from monolithic ap-
plications to containerised microservices on Ku-
bernetes. This brings flexibility and scalability,
but it also makes faults harder to detect, since a
single fault can surface in the physical infrastruc-
ture, the Kubernetes orchestration, and the network
functions at the same time. There is little em-
pirical evidence on which telemetry signals reveal
which kind of fault. This paper presents a fault at-
las for a cloud-native 5G core: an empirical map-
ping from 22 injected faults in eight classes (re-
source stress, pod crashes, network degradation,
attacks on the Packet Forwarding Control Proto-
col (PFCP), and dependency failures) to the 40
observability signals, collected from metrics (in-
cluding user-plane round-trip time), logs, traces,
and Kubernetes events, that detect them. On our
setup, all but one of the 22 faults were detectable
in more than one architecture layer, and within
each fault class the layers reacted in a stable order.
The orchestration layer, typically the most closely
watched one, detected only 10 of the 22 faults and
missed all CPU-stress, network-delay, and PFCP-
attack faults, while 21 of the 22 faults were visible
in more than one of the four telemetry modalities.
The atlas is robust to the statistical methodology (at
least 95.9% of signals unchanged under threshold
and detector variations), and a second independent
run agreed on 93.1% of its cells, with the differ-
ences confined to near-threshold signals. The atlas
and the pipeline that generated it are released as a
reusable ground truth for fault-detection and cross-
layer diagnosis research.

1 Introduction

Mobile networks have become critical infrastructure: pay-
ment systems, emergency services, and everyday communi-
cation all assume that the network is available and responsive.
At the centre of a 5G network sits the 5G core, which au-
thenticates users, manages their sessions, and forwards their
traffic. The 3GPP specifies the core as a Service-Based Ar-
chitecture (SBA) in which the control plane is decomposed
into network functions (NFs) that communicate over HTTP/2
APIs [1]. In practice, operators deploy these NFs as con-
tainerised microservices on Kubernetes. This improves scal-
ability and deployment flexibility, but it also brings the op-
erational complexity of large microservice systems into the
mobile core [2].

That complexity changes how faults behave. In a mono-
lithic core a fault stays inside one process, while in a cloud-
native core it propagates. CPU starvation on one node slows
down the NFs scheduled there, their peers see timeouts on the
Service-Based Interface, retries amplify the load, and even-
tually user equipment (UE) registrations start failing. The
same fault is now visible, in different forms, at three layers
at once: the infrastructure (resource metrics), the Kubernetes

orchestration (pod events and restarts), and the application
(NF logs, traces, and 5G-specific counters). Studies of gen-
eral microservice systems show that no single one of these
views is enough on its own. Kubernetes health probes miss
gradual degradations entirely [3], a multi-source fault detec-
tor loses half of its precision when traces are removed [4], and
tracing helps to diagnose interaction faults but is ineffective
for environment faults [5, 6].

Operators respond by collecting telemetry at every layer of
the stack: infrastructure metrics, orchestration events, appli-
cation logs, and traces of inter-NF calls. The difficult part is
interpretation. When UE registrations begin failing, an en-
gineer must decide which of the dozens of available signals
distinguishes, say, a network partition from node-level mem-
ory pressure. Existing cloud-native 5G studies do not answer
this question. They measure the user-level impact of resource
stress [7], train classifiers on logs and Kubernetes events [8],
or build diagnosis frameworks evaluated on a handful of fault
scenarios [9], but none of them maps fault classes to the sig-
nals that reveal them. There is no empirical ground truth for
which observability signal indicates which kind of fault in a
cloud-native 5G core.

This paper provides such a map. We deployed an Open5GS
core on Kubernetes with full-stack observability and a simu-
lated radio access network, and used chaos engineering [10]
to inject 22 faults from eight classes across the major network
functions and their supporting infrastructure. For every fault
we recorded 40 signals, drawn from metrics (including user-
plane round-trip time), logs, eBPF-derived traces, and Ku-
bernetes events, through baseline, fault, and recovery phases.
From the resulting dataset we built a fault atlas: a mapping
from each fault class to its impact on the different architecture
layers (vertical) and across network functions (horizontal).

The atlas shows that all but one of the 22 faults manifest
in more than one layer and that each fault class has a charac-
teristic layer ordering. The orchestration layer turned out to
be the weakest observation point. It detected only 10 of the
22 faults, staying silent for all CPU-stress and network-delay
faults among others. These findings are robust to how we de-
tect anomalies: they hold under variations of the detector’s
thresholds and statistical estimator, and a second independent
run agreed on 93.1 % of the atlas, with the differences falling
on near-threshold signals. They come from one Open5GS
version on a single-node cluster, so we treat the structural re-
sults as specific to this testbed until they are replicated else-
where.

The main research question is: RQS5: How do different
fault classes manifest across multiple layers in a cloud-
native 5G core network?, which is split into three sub-
questions:

RQ5.1 How do faults of different classes manifest across the

application, orchestration, and infrastructure layers in
cloud-native systems?

RQS5.2 Which observability signals are most indicative of each

fault class at different layers of the system?

RQS5.3 How can the resulting fault-signal pairs be organised

into a useful categorisation?



The rest of the paper is organised as follows. Section 2
compares our work with the microservice fault analysis and
5G core literature. Section 3 describes the experimental
setup, faults, and injection protocol. Section 4 shows the re-
sulting fault atlas, the per-layer signal analysis, and a discus-
sion of the findings. Section 5 explains the ethical and repro-
ducibility aspects of the study, and Section 6 concludes and
gives directions for future work.

2 Background and Related Work

5G core networks are transitioning to cloud-based systems.
They consist of various network functions, including the Ac-
cess and Mobility Management Function (AMF) and the User
Plane Function (UPF), which are deployed as separate mi-
croservices in Kubernetes and communicate over the net-
work. This is done to improve scalability, but it complicates
the process of identifying and debugging faults, as shown
by [2]. For example, resource depletion in one network func-
tion may result in increased latency for other NFs trying to
call it. A faulty Network Repository Function (NRF) can dis-
rupt service discovery in the entire cluster. These issues are
visible in different ways at the three architectural levels: in-
frastructure (CPU and memory metrics), orchestration (pod
events and restart counts), and application (NF logs, trace
spans, native metrics). So, the detection and characterisation
of these faults require cross-layer telemetry.

The microservice fault-analysis literature is very exten-
sive and provides a good baseline for our study. Zhou et
al. [5] surveyed 22 real-world fault cases across microser-
vice systems with varying sizes and proposed a classification
into Internal faults (bugs within a single service), Interaction
faults (coordination failures in multiple services), and Envi-
ronment faults (infrastructure and configuration errors). They
show that trace-based debugging cuts fault-localisation time
by 49% for Interaction faults but is ineffective for Environ-
ment faults, which do not benefit from trace analysis. This
shows that no single observability modality is sufficient for
capturing every fault class. Silva et al. [6] extend this view
with a review of 117 faults across six non-functional require-
ment categories, which do not appear in monolithic fault tax-
onomies.

There are also empirical observability studies like ours that
confirm the need for cross-layer monitoring. Flora et al. [3]
show that Kubernetes liveness probes detect none of the grad-
ual degradation faults they inject: they show a signal only
for pod crashes. Fu et al. [4] measure the need for multiple
modalities by ablating their multi-source detector: with met-
rics, distributed traces, and logs combined it reaches 97 %
precision, but precision falls to 51 % without traces and to
85 % without metrics. They also show that trace span du-
rations are the most informative feature for network-delay
faults, while resource faults correlate with CPU and memory
metrics.

The closest works in the 5G field use a similar experimental
setup, but answer different questions. Moreira et al. [7] apply
Chaos Mesh CPU and memory stress to each 5G core net-
work function and measure the effect on UE registration la-
tency, finding that the AMF has the biggest user impact. They

collect only a single UE-level metric and do not characterise
which observability signals at which layer are indicative of
each fault. Hatami et al. [8] fine-tune a large language model
on 118 fault-injection experiments covering five fault types,
detecting faults from pod logs and Kubernetes state with 93%
accuracy. PRISM [9] combines logs, metrics, and configura-
tion state from the service, orchestration, and infrastructure
layers of an Open5GS core into a temporal knowledge graph
and extracts subgraphs that localise the components involved
in a fault. A smaller body of work builds cloud-native 5G
observability tooling rather than characterising faults: eBPF
protocol-aware monitoring with Z-score anomaly detection
[11] and white-box instrumentation for load-driven perfor-
mance testing [12], both injecting at most a single fault.

These papers build various tooling: a diagnosis framework,
a classifier, or a monitoring stack, validated on only a handful
of fault scenarios. They do not characterise how fault classes
differ in their cross-layer footprint, and PRISM in particular
relies on logs, metrics, and configuration state without trac-
ing, and evaluates only four faults. Our contribution is com-
plementary to theirs - an empirical map, built from 22 exper-
iments across eight fault classes and including eBPF-derived
traces and end-to-end RTT, of which signals at which layer
reveal each fault class. Such a map would be useful for eval-
uating a cross-layer diagnosis framework like PRISM.

3 Methodology and Experimental Setup
Our methodology is experiment-based:
1. Deploy a 5G core implementation in Kubernetes.
2. Simulate user traffic.
3. Inject one fault at a time.
4. Record telemetry from every observability layer.
5. Rebuild the cluster after each fault.

The resulting per-fault telemetry is transformed by a statis-
tical detector into a binary fault atlas and time-based views
of layer propagation. This section describes the experimental
platform (Section 3.1), the fault model (Section 3.2), the col-
lected observability signals (Section 3.3), the injection proto-
col (Section 3.4), and the anomaly detector and its thresholds
(Section 3.5).

3.1 Experimental platform

The tech stack is listed in Table 1. We use OpenSGS
2.7.5 [13], a standards-compliant open-source 5G core whose
control-plane procedures and field behaviour have been in-
dependently validated against 3GPP specifications and com-
mercial radio access networks [14—16]. The core has the fol-
lowing network functions: the Access and Mobility Man-
agement Function (AMF), Session Management Function
(SMF), User Plane Function (UPF), Network Repository
Function (NRF), Service Communication Proxy (SCP), Au-
thentication Server Function (AUSF), Unified Data Man-
agement (UDM), Unified Data Repository (UDR), Policy
Control Function (PCF), Network Slice Selection Function
(NSSF), Security Edge Protection Proxy (SEPP), and Bind-
ing Support Function (BSF) and MongoDB as the subscriber



Table 1: Experimental platform.

Layer Component

5G core Open5GS 2.7.5 (12 NFs + MongoDB)

RAN simulation UERANSIM (1 gNB, 10 UEs)

Orchestration Kubernetes via kind

Fault injection Chaos Mesh

Metrics Prometheus [24] (cAdvisor, node-exporter,
kube-state-metrics, Open5GS exporters)

Logs Loki [25] + Promtail

Traces Jaeger, fed by Grafana Beyla (eBPF)

Analysis Python (pandas, NumPy, matplotlib)

database. Network functions communicate over the HTTP/2
Service-Based Interface (SBI) using indirect communication
(3GPP model D) through the SCP [1]. The radio access net-
work is simulated with UERANSIM [17] (1 gNodeB (gNB)
and 10 user equipments (UEs)), which generates 3GPP-
compliant NAS/NGAP signalling and has been validated
against OpenSGS at scale [18]. The cluster runs on kind [19]
(Kubernetes [20] in Docker [21]). The Kubernetes deploy-
ment overhead for Open5GS is bounded at roughly 7 % rela-
tive to bare metal and does not affect within-experiment com-
parisons [22]. All experiments ran on a single workstation,
an Intel Core 17-12700H (14 cores, 20 threads) with 32 GB of
RAM, running Ubuntu 24.04 (Linux 6.14), Docker 29.3, and
kind 0.27, so the entire core and observability stack share one
physical node. Faults are injected with Chaos Mesh [23], a
Kubernetes-native chaos-engineering controller [10].

Implementing tracing was the biggest technical difficulty:
Open5GS uses HTTP/2 without the usual protocol negotia-
tion, so sidecar proxies cannot recognise its traffic and fail to
instrument it. We therefore capture SBI traffic with Grafana
Beyla [26], an eBPF agent that reads HTTP/2 frames at the
kernel socket layer and, since Open5GS does not expose trace
context, records each call as an individual span exported to
Jaeger [27], which we generalise per network function into
error-rate and latency signals.

3.2 Fault model

We inject 22 faults from eight classes (Table 2). The classes
were chosen to cover the resource, crash, network, and de-
pendency failure modes from the existing microservice fault-
taxonomy literature [5, 6], and to target the most impactful
network functions according to prior studies (AMF, SMF,
UPF, NRF, and SCP) [7,28]. Each fault focuses on a spe-
cific network function so that we can separate the directly
impacted function from propagating damage in the rest of
the network. We also apply some faults on different network
functions (such as CPU stress on AMF, SCP, AUSF, NRF) to
inspect whether their impact depends on the target’s role in
the 5G core. We annotate each fault with its Zhou [5] class
(Internal / Interaction / Environment) and the closest Silva [6]
fault code, so our catalogue is in line with the existing tax-
onomies. Table 2 groups the faults by class; the per-fault
injection parameters (target, exact Chaos Mesh mechanism
and magnitude, duration, and effect) are listed in Appendix A
(Table 5).

3.3 Observability signals

We collect 40 signals and assign each to one of the three lay-
ers of the architecture from Section 2. The infrastructure layer
contributes 8: seven container- and node-level CPU, mem-
ory, and network-rate metrics, plus end-to-end UE round-
trip time (RTT). The orchestration layer contributes 4: pod
restart, ready, and running transitions, and Kubernetes Warn-
ing events. The remaining 28 are application-layer: five
Beyla SBI latency, error, and request-rate metrics, twelve
Open5GS state gauges, four Open5GS failure counters, four
Loki log streams, Jaeger trace error rate and p95 latency, and
an NRF registration snapshot. The complete dictionary, with
the meaning and source of every individual signal, is given in
Appendix B (Table 6).

3.4 Injection protocol

Each fault runs through the same baseline/fault/recovery
phases with durations of 600s/300s/300s. To prevent cross-
fault contamination we rebuild the entire cluster for every
fault and gate the bring-up on strict readiness checks (Packet
Forwarding Control Protocol (PFCP) peers of the UPF es-
tablished, gNB NG-Setup complete and 10/10 UE PDU ses-
sions active) before the baseline phase begins - a fault is
injected if and only if the core is verifiably healthy. Dur-
ing each fault we simulate a fixed synthetic workload. All
ten UEs continuously send user-plane traffic, by pinging the
UPF data-network gateway at five packets per second. At the
same time, three of the ten UEs generate control plane traf-
fic: on a 70-second cycle the three deregister together, pause
ten seconds, then re-register, driving the full NGAP, AMF,
AUSF, UDM, NREF, and SCP signalling chain. The purpose
of this workload is only to keep the core working so that
faults produce an observable signal, not to reproduce a real-
istic production load, so no heavier traffic is required. We ac-
knowledge that this control-plane load is light, which under-
stimulates registration-path faults (AMF, AUSF, UDM). This
is described in more detail in Section 4.

3.5 Anomaly detection

To go from raw telemetry to firing signals, we need an
anomaly detector. We created a baseline-relative detector
of the kind surveyed by Chandola et al. [29] and adapted
to streaming operational telemetry [30, 31] - each signal
is compared only to the pre-fault baseline from the same
run. Our sliding-window approach follows prior 5G-core ob-
servability work: 5GC-Observer also flags degradation with
a sliding-window Z-score over reported metrics [11], and
PRISM scores anomalies with median/MAD statistics over
a pre-incident reference window [9]. We instead combine a
mean/o test with the explicit floors introduced below, which
directly target the idle signals in a 5G core.

For a continuous signal we aggregate samples into 5 s bins,
matching the 5s interval at which Prometheus exports the
metrics, and slide a 30 s window. We intentionally lowered
the interval below the default so that we can get higher res-
olution data for all of the fault phases. Let ;1 and o be the
mean and standard deviation of the pre-fault baseline and Z,,
the window mean. The window is anomalous when



Table 2: The 22 injected faults, grouped by class, with target network function, Chaos Mesh mechanism, and mapping to the Zhou [5] and

Silva [6] microservice fault taxonomies.

Class IDs Target Chaos Mesh mechanism Zhou Silva
CPU stress (4) 01,08, 16, 18 AMEF, SCP, AUSF, NRF StressChaos/cpu Environment PF31 CPU Hog
Memory pressure (2) 02,22 UPF, AMF StressChaos/mem Environment PF26 Mem. Alloc
Pod crash (3) 03,07, 19 AME, SMF, UDM PodChaos/pod-kill Environment  PF03 Crash
Network delay (3) 04, 09, 17 AMEF, NRF, SCP NetworkChaos/delay Interaction PF15 Net. Delay
Network partition (2) 05, 21 AMF-SCP, AMF-gNB  NetworkChaos/partition Interaction PF22 Packet Loss
Packet loss (2) 06, 14 UPF NetworkChaos/loss Interaction PF22 Packet Loss
PFCP attack (4) 10,11, 12,13  UPF, gNB NetworkChaos (4 variants) Interaction PF22 Packet Loss
Dependency failure (2) 15, 20 NRF, MongoDB PodChaos/pod-kill Interaction RF12 Svc. Unavail.
4 Results and Discussion
T — p| > T, - max(Z o, plul, f), (1) We present the results in three ways: the fault to signal ma-

with Z = 3 (the standard three-sigma test), a relative floor
p = 0.30, and a per-signal absolute floor f. Signals that de-
fine a ratio guard » > 1 must additionally satisfy a multiplica-
tive test, so that the window mean is a genuine multiple of the
baseline rather than a large relative swing around a near-zero
value:

[Tw| = rlul or [T < pl/r. @)

A signal is reported as manifested only if both conditions hold
for two consecutive windows, which suppresses single-bin
spikes and prevents false alarms [30].

The two extra terms in Equation 1 are needed because a
single global threshold is inappropriate and each signal needs
its own. A pure three-sigma test would fail on the many 5G
signals that are near-idle at baseline: when o ~ 0, ordinary
sampling jitter would be many standard deviations away and
the detector fires constantly. The relative floor p|u| and the
absolute floor f form a guard against these flat baselines -
they make it so a physically meaningful change is required
instead of just a statistically large one. The ratio guard r of
Equation 2 adds the same protection multiplicatively: a la-
tency signal with » = 1.5, for example, must rise to at least
1.5x its baseline before it counts, which removes near-zero
bursty false positives. Because the 40 signals differ by orders
of magnitude in unit, scale, and noise (byte rates, time la-
tencies, session counts, log-line tallies), each carries its own
f and, where appropriate, its own . Non-continuous sig-
nals use purpose-built detectors of the same persistence form:
failure counters require two consecutive non-zero samples
above the pre-fault maximum, pod restarts require a step in-
crease, ready/running gauges must drop to zero and Kuber-
netes events are matched on Warning reasons within the fault
window.

These thresholds are hand-tuned per signal, which is the
part of the pipeline most open to question. The complete per-
signal floor f and ratio guard r, together with the fixed rules
of the non-continuous detectors, are listed in Appendix F (Ta-
ble 9). We test exactly the tuning that invites the question:
Section 4.5 sweeps every constant and Section 4.6 replaces
the whole mean/o estimator with PRISM’s median/MAD,
and the atlas holds under both.

trix (Section 4.1, RQ5.1/RQ5.2), cross-layer timing (Sec-
tion 4.2, RQ5.1), and network-function blast radius (Sec-
tion 4.3, RQ5.1). We then categorise them (Section 4.4,
RQ5.3), test their robustness to the detector and across
runs (Sections 4.5-4.7), and list the threats to validity (Sec-
tion 4.8). The findings are tied to one Open5GS version on a
single-node cluster under a light workload, so we present the
structural claims as testbed-specific until they are replicated
elsewhere.

4.1 The fault atlas (RQ5.1, RQ5.2)

Figure 1 shows the full atlas: for each of the 22 faults (rows,
grouped by class) it marks which of the 40 signals (columns,
grouped by layer) fired. The exact per-fault onset, layer-
propagation order, and blast radius underlying Figures 1-3
are described in Appendix C.

21 of the 22 faults manifest in more than one layer, which
confirms that fault characterisation in a cloud-native 5G core
is cross-layer (RQ5.1). Resource faults (CPU stress, mem-
ory pressure) raise infrastructure metrics first and then propa-
gate into application-layer SBI latency and traces. Interaction
faults (network delay, partition, packet loss, PFCP attacks)
are mostly invisible to infrastructure counters, but show in
traces, RTT, and logs. Crash and dependency faults are the
only classes that trigger a signal in the orchestration layer.

As a concrete example, CPU stress on the SCP runs the
full resource-fault path. CPU throttling on the SCP container
fires in the first 5s bin, raised SBI client latency and trace
p95 then follow on the network functions that call through it,
and the fault eventually shows on 12 of the 14 functions (Sec-
tion 4.3), while the orchestration layer stays silent throughout.
By contrast, network delay on the NRF runs the interaction-
fault path. Trace p95 latency rises at ¢y on the NRF and the
functions that depend on it for discovery, but no infrastructure
counter and no Kubernetes signal moves at all, and only three
signals manifest in total. It is the only fault in our catalogue
that stays within a single layer.

The orchestration layer is blind to many of the faults.
Kubernetes signals (restarts, ready/running drops, Warning
events) fired for only 10 of the 22 faults: every pod crash,
both OOM-driven memory-pressure faults, both partitions,
and both dependency failures. They stayed completely silent
for all four CPU stress faults, all three network-delay faults,



Table 3: Number of faults detectable by exactly k independent ob-
servability modalities (of four: metrics, logs, traces, Kubernetes
events). Only one fault is single-modality, and the median is two.

Modalities £ 1 2 3 4 total
# faults 1 12 5 4 22

and all four PFCP attacks. This directly confirms, in a 5G
setting, Flora et al’s finding that Kubernetes health probes
detect none of the gradual-degradation faults they inject and
react only to terminal crashes [3].

These two results, that almost all faults are cross-layer (21
of the 22 here) and that the orchestrator misses more than half
of them, are the ones we lean on most, and neither is sensi-
tive to how we detect anomalies: they hold under a sweep
of the detector’s constants (Section 4.5), under PRISM’s me-
dian/MAD estimator instead of our mean/o (Section 4.6), and
in a second independent run (Section 4.7).

Table 3 counts, per fault, how many of the four modali-
ties (metrics, logs, traces, Kubernetes events) independently
detected it. Only one fault, memory pressure on the AMF,
was detectable from a single modality (metrics), while the re-
maining 21 are visible on at least two. This shows, for 5G
specifically, the modality complementarity that Fu et al. re-
port for general microservices [4]: different fault types are
best detected by different modalities, and their combination
outperforms any single one.

4.2 Cross-layer timing (RQS5.1)

Figure 2 reports, per fault, the time after injection at which
each layer first produced a signal. The first-manifesting layer
is different by class: infrastructure is fastest for 11 faults
(all resource faults and most UPF-side network faults, where
RTT or CPU throttling react within the first 5s bin), orches-
tration is fastest for 6 (the crashes and dependency failures,
where a Kubernetes Warning is emitted essentially at %),
and the application layer is fastest for the remaining 5 (es-
pecially on the NRF and SCP network-delay faults, where
trace p95 latency moves before any metric). The order in
which the layers react is therefore a discriminator on its
own: an infrastructure-then-application sequence signals a
resource fault, an orchestration-first sequence a crash, and
an application-only sequence an interaction fault that never
reaches the infrastructure counters.

4.3 Network-function blast radius (RQ5.1)

Figure 3 shows, for every fault, which network functions
emitted a signal and how fast, with the chaos target in red.
Blast radius ranges from a single function (AMF memory
pressure stays local to the AMF) to almost the whole network,
for example stressing the SCP or injecting delay at the SCP
affects 12—13 of the 14 functions, because in 3GPP model D
every inter-NF call traverses the SCP. The NRF behaves sim-
ilarly, as its failure cascades to all discovery-dependent func-
tions, matching the shared-dependency importance noted in
the taxonomy and 5G literature [5,28]. Across the table the
AMF is the most frequently affected function (it shows a sig-
nal under all 22 faults, usually as collateral rather than as the

Table 4: Per-class cross-layer signature: typical first-detected layer
and the most distinguishing signals.

Class First layer  Distinguishing signals

CPU stress Infra CPU usage/throttle, SBI
latency, trace p95

Memory pres-  Infra/App pod restart, working set,

sure N4 estab.

Pod crash Orch K8s Warning, ready-drop,
AMF gauges

Network App SBI client latency, trace

delay p95/error

Network par- App UE-failure logs, AMF

tition gauges, restart

Packet loss Infra/Orch RTT, PFCP peers, PDU
success

PFCP attack Infra RTT, mem. working set,
trace p95/error

Dependency Orch K8s Warning, NRF/SCP

failure logs, AMF reg-fail

target), which makes it a sensitive but non-specific place to
watch. This empirically confirms PRISM’s design choice of
the AMF as the anchor for cross-layer validation [9].

4.4 Categorisation (RQ5.3)

The first two views answer where a fault shows up and when.
RQ5.3 asks how to organise the fault—signal pairs usefully.
We do so in two ways: the first is the per-class cross-layer
signature summarised in Table 4: each fault class maps to
a typical first-detected layer and a small set of distinguish-
ing signals, those that fire for that class but for few other
classes. The second way is signal specificity, measured as
1 — H/Hnax, where H is the entropy of the fault-class dis-
tribution among the faults a signal fires for (the full ranking
is in Appendix D, Table 8). This cleanly separates broad
alarms from localisers: trace p95 latency and trace error
rate fire for 18—19 of 22 faults (specificity 0.07-0.11, excel-
lent detectors that something is wrong but useless for attri-
bution), while signals such as the AMF registration-failure
counter, the AMF authentication-failure counter, and the pod
Running-drop fire for a single class (specificity 1.0, rare but
unambiguous). A practical detection stack therefore needs
both: a high-recall trace/RTT layer to notice the fault and a
high-specificity counter/event layer to identify it.

Further: within the 300 s recovery phase only 5 of 22 faults
returned every signal to baseline. Crash faults recovered
their orchestration and trace signals quickly but session-state
gauges often did not, and the MongoDB kill left eight signals
still triggered, so fast orchestration recovery does not imply
application-level recovery.

4.5 Robustness to the detector’s constants

Because the detector’s constants are hand-tuned (Section 3.5),
we ran a one-factor-at-a-time sweep around the baseline (7 =
3, persistence = 2, window = 30s, floor, ratio, and relative
guards x1), changing each in turn (Z € {2.5,3.5}, persis-
tence € {1, 3}, window € {15,45} s, and the floor, ratio, and
relative (30 %) guards x 0.5 and X 2) and recomputing the en-



Infrastructure Orchestration

Application

01-cpu-stress-amf

08-cpu-stress-scp
16-cpu-stress-ausf

18-cpu-stress-nrf

Cpu Stress

02-memory-pressure-upf

22-memory-pressure-amf

. -

Memory Pressure

03-pod-crash-amf

07-pod-crash-smf

19-udm-pod-crash

Pod Crash

04-network-delay-gnb-amf

09-network-delay-nrf

17-network-delay-scp

05-network-partition-amf-scp

21-n2-partition-amf-gnb

Network Delay

Network Partition

06-packet-loss-upf

14-upf-infrastructure-packet-loss

Packet Loss

10-pfcp-session-establishment-flood-upf
11-pfcp-session-deletion-upf
12-pfep-session-modification-drop-upf
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Figure 1: The fault atlas: which of the 40 observability signals (columns, grouped by layer) each fault (rows, grouped by class) manifested
(black). Vertical red lines separate the three layers, and horizontal blue lines separate fault classes.

tire atlas. Across all fourteen configurations the atlas agreed
with the baseline on at least 97.0 % of its 22 x 40 cells, and
the first-manifesting layer was unchanged for at least 20 of 22
faults (for most configurations, all 22). Disabling each guard
in turn isolates what it does: removing the absolute floor in-
flates the atlas from 162 to 237 manifested cells (475, almost
all on noisy infrastructure and application metrics), so the
floor is the main false-positive control. Removing the ratio
guard changes a single cell, so it serves only as a backstop.
Two-thirds of the continuous-signal detections clear the 30
threshold, so the black cells show genuine signals. What re-
mains constant is that almost every fault stays cross-layer, the
orchestrator misses more than half of them, no single modal-
ity suffices, and the per-class layer firing order is unchanged.
The exact constants set the detector’s operating point without
determining the atlas’s structure. A stronger test is to change
the statistical approach itself, which we do next.

4.6 Comparison with PRISM’s detector

PRISM scores anomalies with a median/MAD estimator
rather than our mean/o [9]. To test whether the atlas is an
artefact of that choice, and to relate our characterisation to
PRISM’s detection machinery on identical data, we recom-
puted the entire atlas with median and 1.4826 x MAD in place
of mean and o, holding every other constant fixed. The two
estimators agree on 95.9 % of the 22 x 40 cells (844 of 880).

The disagreement is small and concentrated. Every one of
the 36 differing cells is one that median/MAD gains: it never
drops a manifestation, only adds borderline ones. This is ex-
pected: a robust scale estimator is not inflated by baseline
jitter, so the threshold sits lower and weak signals cross. It
makes our mean/o detector the more conservative of the two.

The gained cells split as 24 in the application layer and 12 in
infrastructure, almost all on drift-prone or bursty signals (the
memory working set and SBl/trace latencies), exactly those
whose o is most sensitive to outliers. Not one of the 36 lies
in the orchestration layer, so the blind-spot result that the or-
chestrator detects only 10 of 22 faults is identical under both
detectors. The first-manifesting layer is unchanged for 18 of
22 faults, and the four shifts all move to an earlier infrastruc-
ture signal. So, the atlas’s structure reflects the system rather
than the statistical approach.

4.7 Reproducibility across runs

The sweep in Section 4.5 changed the detector’s constants
and Section 4.6 changed its estimator, both on the same
recorded data. A stronger test is to regenerate the data it-
self. We ran the full 22-fault batch a second time, with a
fresh cluster rebuilt before each fault, and detected anomalies
again with the identical detector. This second run reproduces
the published atlas on 93.1 % of the 22 x 40 cells (819 of
880), with a Cohen’s « of 0.768, which is substantial agree-
ment once chance is removed. The 61 cells that differ are
balanced between the two runs (32 fire only in the original
run, 29 only in the second), so neither run detects systemati-
cally more, and they sit on weak signals close to the detection
threshold (Appendix E, Figure 4). Among the cells that fire
in either run, agreement is lower, with a Jaccard overlap of
68.1 %, which is the same near-threshold volatility that the
single-run caveat below describes. The block structure of the
atlas, the orchestration blind spot, and the per-class layer or-
dering are all unchanged, so the atlas reproduces as a struc-
ture even where a few borderline cells move. The cross-layer
property itself shifts by only one fault: 21 of the 22 faults
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Figure 2: Time to first signal per layer (seconds after ¢o) for each fault. Each cell gives the onset bucket and first signal, and “never” marks a
layer with no signal. Resolution is 5 s for Prometheus/Loki/Jaeger/pod gauges, 1 s for RTT, and sub-second for Kubernetes events.

are cross-layer in the canonical run and 20 in the rerun, the
single difference being a borderline PFCP modification fault
whose lone infrastructure signal (RTT) drops below threshold
the second time. The per-layer timing is more stable than the
individual cells: the first-manifesting layer agrees for 18 of
the 22 faults across the two runs, and the cell-by-cell onset
differences are given as a timing companion to the cross-run
atlas in Appendix E (Figure 5). Because this rests on a single
rerun, we read it as evidence that the structure of the atlas is
stable, not as a confidence on any individual cell. The cells
that move are the near-threshold application signals, which is
where repeated runs would matter most.

4.8 Threats to validity

Several limitations bound our claims. First, the atlas’s head-
line is computed from one clean run per fault, and a signal that
fires or not near a threshold could flip between runs. A second
independent run reproduces 93.1 % of the atlas (Section 4.7),
but attaching per-cell statistical confidence still needs more
repetitions. The pipeline is deterministic and re-runnable for
exactly this purpose (Section 5). Another potential issue is
that only three of ten UEs cycle registration, which under-
stimulates the AMF/AUSF/UDM registration path and likely
understates the control-plane faults. A heavier signalling
workload is a good next experiment.

Our tracing is also span-level rather than fully distributed:
because Open5GS does not propagate trace context, Beyla
records each SBI call as an individual span instead of stitch-
ing a request into an end-to-end trace, so the trace signals
capture per-service latency and error rates but not causal re-
quest paths across network functions.

Results are for Open5GS 2.7.5 on kind with eBPF tracing.
Absolute onset times and a handful of unexported counters
are implementation-specific, though the cross-layer structure
should transfer, and the testbed’s external validity is sup-
ported by independent benchmarks against 3GPP procedures
and commercial RAN [14, 15]. These limitations affect indi-
vidual cells and absolute onset times rather than the structure
of the atlas: the cross-layer manifestation, the orchestration
blind spot, and the per-class layer ordering hold across every

robustness check in Sections 4.5-4.7.

5 Responsible Research

Reproducibility and artefacts. The study is designed to be
reproduced. The entire experiment is scripted: one command
(run_all.sh, which invokes cluster-start.sh for each
fault) recreates the Kubernetes cluster, deploys OpenSGS,
UERANSIM, and the observability stack, enforces the readi-
ness gates of Section 3.4, and runs the 22-fault batch to pro-
duce per-phase CSV telemetry. All software used is open
source and pinned to specific versions (Open5GS 2.7.5 via
Gradiant chart 2.3.4, UERANSIM, Chaos Mesh, Prometheus,
Loki, Jaeger, Grafana Beyla), and the fault definitions, col-
lectors, detector, and analysis code are released in a pub-
lic repository, developed in collaboration with the research
project group [32]. The raw per-phase telemetry for every
run is archived on 4TU.ResearchData [33]. The detector is
deterministic given the raw telemetry, so the atlas can be re-
computed exactly. We additionally report a sensitivity sweep
(Section 4.5) so that readers can see how the results would
change under different detector settings rather than having to
trust a single configuration.

Integrity and honest reporting. We report the limitations
that bear on the conclusions rather than only the favourable
results. In particular we state plainly that the published at-
las rests mainly on one clean run per fault, which a second
independent run reproduces on 93.1 % of cells (x = 0.768)
as a check on the structure rather than a per-cell confidence,
that the control-plane workload is light and under-stimulates
registration-path faults, and that 10 of the 40 signals, includ-
ing expected ones such as the GTP packet counters and the
AMF registration-time histogram, never fired, either because
Open5GS 2.7.5 does not export them or because the injected
faults did not cause a change in them. These disclosures are
made so that the atlas is understood for what it is: a blank cell
means “not observed,” not “proven absent”.

Ethical considerations. The research raises no human-
subjects or privacy concerns. All traffic is synthetic: simu-
lated UEs generated by UERANSIM register and exchange
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Figure 3: Network-function blast radius: first-signal onset (seconds after to, colour) for every function under every fault. White marks an

unaffected function and a red box marks the chaos target.

data with a self-hosted core running in an isolated local
cluster. No real subscriber data, personal data, or produc-
tion network is involved, and no external system is targeted.
The fault-injection techniques are standard chaos-engineering
practice [10] applied only to our own testbed. While some
faults are framed as “attacks” (the PFCP cases), they are used
only to characterise observability and carry no exploit content
beyond what is already public in Chaos Mesh.

Use of AI tools. Large-language-model assistance (An-
thropic Claude) was used as a coding and writing aid - for
drafting analysis scripts, helping with testbed setup, and edit-
ing prose. It was not used to generate or alter experimental
data. All experimental results, every quantitative claim, and
all cited literature were verified by the author against original
sources. The author takes full responsibility for the content.

6 Conclusions and Future Work

We asked how different fault classes manifest across the ap-
plication, orchestration, and infrastructure layers of a cloud-
native 5G core, and which observability signals best reveal
each. To answer it, we deployed an Open5GS core on Ku-
bernetes with full-stack observability, injected 22 controlled
faults across eight classes, and reduced the resulting metrics,
logs, traces, and orchestration events into a fault atlas with a
single baseline-relative anomaly detector.

On RQS5.1, all but one of the 22 faults proved cross-layer,
and the classes separate by which layer they reach first and
how they propagate: resource faults appear first in infras-
tructure metrics and propagate into traces, crashes and depen-
dency failures announce themselves at the orchestration layer,
and interaction faults surface only in application traces, RTT,
and logs. On RQ5.2, no single modality suffices: 21 of 22
faults required at least two of four modalities, and the orches-
tration layer, the one most operators watch, detected only 10

of 22, missing every CPU-stress, network-delay, and PFCP-
attack fault, reproducing Flora et al.’s Kubernetes blind-spot
result in the 5G setting. On RQ5.3, we organised the fault-
signal pairs by per-class cross-layer signature and by signal
specificity, distinguishing high-recall detectors (trace latency,
RTT) from rare but unambiguous localisers (failure coun-
ters, pod-running drops). A sensitivity sweep showed these
conclusions hold across every perturbation of the detector’s
constants (> 97 % atlas agreement) and under PRISM’s me-
dian/MAD estimator (95.9 %), so they characterise the sys-
tem itself rather than our choice of detector.

Several gaps remain. A second independent run reproduces
the atlas on 93.1 % of its cells (x = 0.768). This shows the
structure is stable but does not assign a confidence to any sin-
gle cell, which one rerun cannot do. The clearest next step
is to repeat the full batch ten or more times and report, for
each cell, the fraction of runs in which it fires, turning the
binary atlas into per-cell frequencies with confidence inter-
vals, which the deterministic pipeline is built for. A heavier
control-plane workload is also needed to properly stimulate
registration-path faults that the current light signalling load
under-drives. Beyond that, the atlas is a labelled, per-layer
ground truth that future work can build on: it can seed and
benchmark automated fault classifiers and cross-layer diag-
nosis frameworks such as PRISM [9], be extended to severity
rather than binary manifestation, and be replicated on other
cores (freeSGC, OpenAirInterface) to test how far the cross-
layer structure generalises. We deliberately stop at character-
isation: automated mitigation, such as recovery actions trig-
gered by the distinguishing signals of each fault class, is a
natural next step that the atlas makes possible. We hope the
atlas, and the reproducible pipeline behind it, give both oper-
ators and researchers a concrete map from 5G fault classes to
the signals that reveal them.
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A Fault dictionary

Table 5 expands the class-level summary of Table 2 into the full per-fault injection specification: the target network function,
the exact Chaos Mesh mechanism and its magnitude, the injection duration, and a one-line description of the intended effect.
All values are taken directly from the Chaos Mesh manifests used in the experiment. Faults whose name spans two endpoints
(e.g. AMF«+SCP) act on traffic between those two functions; PFCP-attack faults combine more than one Chaos Mesh object,
listed together in the mechanism column.

Table 5: The 22 injected faults: target, Chaos Mesh mechanism and magnitude, duration, and effect. Grouped by the eight classes of Table 2.

ID Target Mechanism & magnitude Dur. Effect
CPU stress
01 AMF StressChaos/cpu: 2 workers @ 80 % Sm  Saturates AMF CPU, throttling registration and N2 sig-
nalling
08 SCP StressChaos/cpu: 2 workers @ 80 % Sm  Saturates SCP CPU, slowing SBI message routing be-
tween NFs
16 AUSF StressChaos/cpu: 2 workers @ 80 % Sm Saturates AUSF CPU, slowing UE authentication
18 NRF StressChaos/cpu: 2 workers @ 80 % Sm Saturates NRF CPU, slowing NF discovery and heart-
beats
Memory pressure
02 UPF StressChaos/mem: 4 workers, 2048 MiB  5m Allocates ~60x UPF RSS, forcing an OOM kill and pod
restart
22  AMF StressChaos/mem: 2 workers, 192 MiB S5m Applies sub-OOM memory pressure to the AMF
Pod crash
03 AMF PodChaos/pod-kill 1m Kills the AMF pod once at to; Kubernetes reschedules it
07 SMF PodChaos/pod-kill Sm Kills the SMF pod once at to
19 UDM PodChaos/pod-kill Sm Kills the UDM pod once at ¢
Network delay
04 AMF—SCP NetworkChaos/delay: 500 ms, 20ms jit- S5m  Delays AMF egress to the SCP by 500 ms
ter, corr. 25
09 NRF NetworkChaos/delay: 500 ms, 20msjit- 5m  Delays all NRF egress by 500 ms
ter, corr. 25
17 SCP NetworkChaos/delay: 500 ms, 20 ms jit- S5Sm Delays all SCP egress by 500 ms
ter, corr. 25
Network partition
05 AMF«SCP NetworkChaos/partition: both direc- S5m  Fully severs AMF-SCP connectivity
tions
21 AMF«gNB NetworkChaos/partition: both direc- 5m  Severs the N2 link between AMF and gNB
tions
Packet loss
06 UPF NetworkChaos/loss: 30 %, corr. 25 Sm  Drops 30 % of UPF packets
14 UPF (N4,N6) NetworkChaos/loss: 30%, corr. 25, on  S5m Drops 30 % on the UPF N4 and N6 data paths
N4<»SMF and N6++DN
PFCP attack
10 UPF (N4) NetworkChaos/bandwidth: 900Mbps 5Sm Session-establishment flood: floods the UPF N4 inter-
inbound from SMF + StressChaos/cpu: face and saturates its CPU
4 workers @ 85 %
11 UPF, gNB NetworkChaos/loss: 100% on N4 5m  Session deletion: drops all PFCP on N4 and all GTP-U
(UPF—SMF) and N3 (—UPF) on N3
12 UPF, gNB NetworkChaos/corrupt: 40 %, corr. 60 3m  Session-modification drop: corrupts PFCP modification
on inbound PFCP + loss: 100% on N3 requests and severs the N3 downlink
GTP-U
13 gNB (N3) NetworkChaos/duplicate: 100 %, corr. 5m Session-modification duplicate: forks every downlink
25 on inbound GTP-U GTP-U packet
Dependency failure
15 NRF PodChaos/pod-kill 3m  Kills the NRF pod, the discovery dependency for all NFs
20  MongoDB PodChaos/pod-kill S5m  Kills MongoDB, the subscriber-data store behind

UDR/UDM




B Signal dictionary

Table 6 describes each of the 40 collected signals summarised in Section 3.3: its layer, the component that produces it, and what
it measures. These are the column names of the atlas in Figure 1. All metric signals are scraped and stored by Prometheus, so
the source column names the exporter that produces the measurement, not the database it is queried from. The RTT signal does
not pass through Prometheus and is read directly from the UE ping output.

Table 6: The 40 observability signals: layer, source, and meaning.

Signal Source What it measures

Infrastructure

cpu_usage cAdvisor Per-container CPU usage rate, per NF

cpu_throttle cAdvisor Rate at which a container is CPU-throttled by the kernel scheduler
mem working _set cAdvisor Per-container memory working set (bytes)

net_rx cAdvisor Per-pod network receive byte rate

net_tx cAdvisor Per-pod network transmit byte rate

node_cpu node-exporter Whole-node CPU usage

node_mem_avail node-exporter Node available memory

rtt UE ping probe End-to-end user-plane round-trip time: each UE pings the data-network gateway
through the GTP tunnel via the UPF, sampled at 1 Hz

Orchestration

pod_restart
pod_ready_drop
pod_running_drop
k8s_warning

kube-state-metrics ~ Cumulative container restart count per pod

kube-state-metrics  Pod Ready condition gauge (fires when it drops to 0)

kube-state-metrics  Pod Running phase gauge (fires when it drops to 0)

Kubernetes API Events of type Warning emitted for core pods (e.g. BackOff, Unhealthy,
Killing)

Application: Beyla SBI metrics (eBPF)

beyla_srv_latency Beyla Server-side duration of SBI HTTP/2 requests handled by each NF
beyla_cli_latency Beyla Client-side duration of outgoing SBI requests per NF
beyla_srv_error Beyla Rate of SBI server responses with an error status code
beyla_cli_error Beyla Rate of outgoing SBI requests that end in an error
beyla_srv_reqrate Beyla Rate of incoming SBI requests per NF

Application: Open5GS state gauges

amf_registered_sub AMF exporter Subscribers currently registered at the AMF
amf_ran_ue AMF exporter UE contexts the AMF holds over NGAP
amf_gnb AMF exporter ¢NBs with an active NG connection to the AMF
amf_sessions AMF exporter Active sessions tracked by the AMF
pfcp_sessions_active SMF exporter Active PFCP (N4) sessions between SMF and UPF
pfcp_peers_active SMF exporter Established PFCP peer associations
smf_ues_active SMF exporter UEs with an active context at the SMF

smf _bearers_active SMF exporter Active bearers at the SMF

smf_pdu_succ SMF exporter Rate of successful PDU-session establishments
smf_n4_estab SMF exporter Rate of N4 session establishments at the SMF
smf_n4_report_succ SMF exporter Rate of successful N4 session reports

upf n4_estab UPF exporter Rate of N4 session establishments at the UPF

Application: Open5GS failure counters

amf reg_fail AMF exporter Failed initial UE registrations

amf_auth_fail AMF exporter Failed UE authentications

amf_auth_reject AMF exporter Authentication rejects sent by the AMF

gtpnode_failed SMF exporter GTP node failures (never fired: not exported by OpenSGS 2.7.5)

Application: Loki log streams

log_errors Loki Log lines across all NFs matching generic error patterns (error, exception, refused,
failed, fatal, OOM)

log.ue_failures Loki Lines indicating UE procedure failures (registration reject, payload not forwarded,
SBI receive errors)

log_scp_routing Loki SCP routing failures (connection refused, connection timer expired, failed connects
to peer NFs)

lognrf lifecycle Loki NREF lifecycle lines (NF registered/de-registered, heartbeats, registration retries)

Application: Jaeger traces and NRF

trace_error_rate Jaeger Fraction of spans with an error status, per service
trace_p95_latency Jaeger 95th-percentile span duration, per service
nrf_dereg NRF Change in the set of NF registrations at the NRF between the pre-fault and fault

phases (snapshot diff)




C Per-fault atlas details

Table 7 gives the full per-fault breakdown underlying Figures 1-3: the chaos target, the first-detected layer and signal, the time
to first detection, the layer propagation order, the blast radius (number of network functions showing a signal), whether the
orchestration layer detected the fault, and the total number of signals that manifested.

Table 7: Complete per-fault atlas. First layer / signal is the earliest detection, and ¢o is the injection time. Blast radius is the number of
affected network functions (of 14).

Fault Target First layer / signal t(s) Layer order Blast K8s #sig
01 cpu-stress-amf amf infra / cpu-throttle 0 infra—app 4  no 6
08 cpu-stress-scp scp infra / cpu-throttle 0 infra—app 12 no 7
16 cpu-stress-ausf ausf infra / cpu-throttle 0 infra—app 9 no 7
18 cpu-stress-nrf nrf infra / cpu-throttle 0 infra—app 9 no 8
02 memory-pressure-upf upf infra / rtt 0 infra—app—orch 5 yes 7
22 memory-pressure-amf amf app / amf-ran-ue 0 app—orch—infra 1 yes 6
03 pod-crash-amf amf orch / k8s-warning 0 orch—app—infra 2 yes 7
07 pod-crash-smf smf orch / k8s-warning 0 orch—app 7  yes 12
19 udm-pod-crash udm orch / k8s-warning 0 orch—app—infra 11 yes 15
04 network-delay-gnb-amf  amf app / beyla-cli-latency 5 app—infra 6 no 4
09 network-delay-nrf nrf app / trace-p95 0 app 10 no 3
17 network-delay-scp scp app / beyla-cli-latency 0 app—infra 13 no 7
05 partition-amf-scp amf app / log-ue-failures 24 app—infra—orch 4 yes 9
21 n2-partition-amf-gnb amf infra / rtt 22 infra—app—orch 6 yes 7
06 packet-loss-upf upf infra / rtt 0 infra—app 6 no 5
14 upf-packet-loss upf orch / k8s-warning 0 orch—app 7 yes 6
10 pfcp-estab-flood-upf upf infra / rtt 0 infra—app 4  no 6
11 pfcp-deletion-upf upf infra / mem-working-set 0 infra—app 11 no 5
12 pfep-mod-drop-upf upf infra / rtt 0 infra—app 13 no 6
13 pfep-mod-dupl-upf gnb infra / rtt 22 infra—app 8 no 7
15 nrf-cascade nrf orch / k8s-warning 0  orch—app 12 yes 9
20 mongodb-pod-kill mongodb  orch / k8s-warning 0 orch—app—infra 9 yes 13

Signals that never manifested. Ten of the 40 candidate signals fired for no fault and are retained only for completeness.
net_tx, node_cpu, and node mem_avail are infrastructure metrics too coarse at single-node scale, and the Beyla error
and request-rate signals (beyla_srv_error, beyla cli_error, beyla_srv_reqrate) likewise never crossed their detection
thresholds. smf n4_estab, amf_auth reject, and gtp_node_failed are counters not exercised by the light control-plane
workload or not exported by Open5GS 2.7.5, and the nrf_dereg snapshot resolution was too coarse to catch de-registration
within a fault window. These absences are discussed in Sections 3.3 and 4.8.



D Signal specificity

Table 8 ranks every signal that fired by specificity, the quantity introduced in Section 4.4: specificity = 1 — H/H yax, where
H is the entropy of the fault-class distribution among the faults a signal fires for. A specificity of 1.0 means the signal fires
for a single class (an unambiguous localiser), while a value near 0 means it fires across nearly all classes (a high-recall but
non-attributing alarm). Prevalence is the number of faults (of 22) for which the signal manifested, and “classes” the number of
distinct fault classes (of 8) it spanned. The ten signals that never fired (Appendix C) are omitted.

Table 8: Per-signal specificity, all 30 signals that fired, ranked from most to least specific. Specificity 1.0 = fires for a single fault class
(localiser), and low values = broad “something is wrong” alarms.

Signal Prevalence Classes Specificity
amf reg_fail 1 1 1.00
amf_auth_fail 1 1 1.00
pod_running_drop 1 1 1.00
net_rx 1 1 1.00
cpu_usage 5 2 0.76
smf_ues_active 2 2 0.67
lognrf lifecycle 2 2 0.67
log_ue_failures 2 2 0.67
upf nd_estab 2 2 0.67
smf_n4_report_succ 2 2 0.67
smf_bearers_active 2 2 0.67
pfcp_sessions_active 2 2 0.67
pod_restart 4 2 0.67
amf_registered_sub 2 2 0.67
amf_gnb 4 3 0.50
log_errors 4 3 0.50
log_scp_routing 3 3 0.47
k8s_warning 7 4 0.39
pod_ready_drop 7 4 0.39
amf_ran_ue 5 4 0.36
smf_pdu_succ 7 4 0.35
cpu_throttle 8 5 0.33
amf_sessions 4 4 0.33
pfcp_peers_active 6 5 0.25
mem_working set 6 5 0.25
beyla_srv_latency 11 6 0.20
beyla_cli_latency 13 6 0.16
trace_error_rate 18 7 0.11
rtt 11 8 0.09
trace_p95_latency 19 8 0.07




E Cross-run reproducibility atlas

Figure 4 overlays the published canonical atlas with the independent second run discussed in Section 4.7. Each cell shows, for
one (fault, signal) pair, in how many of the two runs it manifested: black means both runs detected it, grey means only one did,
and white means neither. Red vertical lines separate the infrastructure, orchestration, and application layers, and blue horizontal
lines separate fault classes.

The black and white cells, 819 of 880 (93.1 %), are the reproducible core of the atlas, and the layer and class block structure
is visibly the same as in Figure 1. The 61 grey cells are where the two runs disagree. They are balanced between the runs
(32 fire only in the canonical run, 29 only in the second run) and concentrate on near-threshold application signals such as
the trace and Beyla latencies and RTT, and on the least-stable faults, mainly 19-udm-pod-crash, 07-pod-crash-smf, and
13-pfcp-session-modification-dupl-upf. The grey columns are sparse in the orchestration band, so the orchestration
blind-spot result reproduces almost exactly across the two runs.
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Figure 4: Cross-run reproducibility atlas (canonical run versus the independent second run). Cell shade is the fraction of the two runs in
which each (fault, signal) cell fired: black = both runs, grey = one run only, white = neither. Red vertical lines separate the layers and blue
horizontal lines separate fault classes, as in Figure 1. The two runs agree on 93.1 % of cells (Cohen’s k = 0.768), and the grey cells are the
balanced, near-threshold disagreements.

The atlas in Figure 4 tests whether a cell fires; it says nothing about when. Because the per-layer timing in Figure 2 is one
of our three main results, we check that the onsets reproduce too. Figure 5 is the timing companion to the cross-run atlas: for
every fault and every layer it shows the signed difference in time-to-first-signal between the second run and the canonical run,
on the same grid as Figure 2.

Of the 47 (fault, layer) cells that fire in both runs, 24 land on an identical onset bucket and 31 agree to within one 5 s bin, so
two-thirds of the layer onsets are reproduced exactly at the resolution at which they are reported. Five cells flip between firing
and silent (three fire only in the canonical run, two only in the second), and the single largest gap is 78 s. More importantly, the
first-manifesting layer, which is the discriminator behind the timing result, agrees for 18 of the 22 faults. The four faults whose
first layer moves are 06-packet-loss-upf, 13-pfcp-session-modification-dupl-upf, 21-n2-partition-amf-gnb,
and 20-mongodb-pod-kill. The first three are the same pattern: the user-plane RTT and an application-layer trace both react
inside the first 5 s bin, so which one is recorded first is a tie-break rather than a real change in propagation. The fourth is a crash,
where the Kubernetes Warning and the first infrastructure metric race at ¢yg. The per-class layer ordering, the infrastructure-
first/orchestration-first/ application-first split that the figure reports, is unchanged. The timing result therefore reproduces with
the same robustness as the presence-based atlas.



Cpu Stress Memory Pressure Pod Crash Network Delay Network Partition  Packet Loss Pfcp Attack Dependency Failure »
=l
2
B - o
o o o o o -4 24 14 +26 ° ° 0 -1 60
Infrastructure lost. new T never never T = lost. new g
CPUGY  CPU  CPUM  CRUENT | RIT cPuthr RIT - AT Gun w AT AT w0 g
c
5 20 S
o 0 o o 0 +6 ° o ° s
Orchestration { never never never never never never  never | oqpst never never never  never never 0 \_‘i
podRst  podRdy | kBsEvi  kBsEv  KBsEvt pothay  POORSE KesEvt KBSEVE  KasEvt 2 E
=
7
+15 42 420 42 | 4 ® o o -1 o © ® 14 | +38 o ° 04
Application | seyias  ures  suFpdu  Beyiac s e er | we9s logScP  AMFub 0%
upos  Beylac  wpas  wpos | PN AMRUE | PROPses e | BeviaC wPes o Beylec upas | pRCRar vEr  AMFue 2
1
& & & e S 3
& P & S S =
o 2 o & ¥ <
& & & & o
& N & N 2 R
LY 2 Py ¥ & &
N N K5 & <& S
& &K < S & N
& A & <
o © ~ & o
2
&
&

Figure 5: Cross-run timing reproducibility: per fault (column, grouped by class) and layer (row), the signed difference in time-to-first-signal
between the second run and the canonical run, A = frerun — teanonical- White is an identical onset, blue means the second run was faster and red
slower; 1lost marks a layer that fired only in the canonical run and new one that fired only in the second run, while never is silent in both.
Each cell gives A in seconds and the first signal (both runs’ signals are stacked when they differ). The layout matches Figure 2. Most cells
are near zero and the disagreements concentrate on the same near-threshold RTT and trace signals as the cross-run atlas.



F Per-signal detector thresholds

Table 9 lists the per-signal constants of the detector defined in Section 3.5. For the continuous z-score signals these are the
absolute floor f of Equation 1 and, where used, the multiplicative ratio guard  (the window mean must also reach X or 1/rx
the baseline). The remaining signals use purpose-built detectors whose fixed rule is given in the last column. All signals share
the global constants Z = 3, relative floor p = 0.30, 5s bins with a 30 s window, and a two-window persistence requirement.
Only f and r are tuned per signal. Byte floors are shown in kB or MB and the RTT floor in milliseconds.

Table 9: Per-signal detector thresholds. f is the absolute floor and r the ratio guard from Section 3.5, and “~” means the term is unused. The
last column gives the fixed rule for the non-z-score detectors. The three caveat metrics excluded from scoring are omitted.

Signal Detector f r  Fixed rule
Infrastructure

cpu_usage z-score 0.05 20 -
cpu_throttle Z-score 0.05 - -
mem_working_set z-score 20MB 1.3 -

net_rx Z-score 10kB/s 30 -

net_tx z-score 10kB/s 30 -
node_cpu Z-score 0.1 1.5 -

node mem_avail Z-score S50MB 1.15 -

rtt Z-score 5ms - -

Orchestration

pod_restart step - —  restart count step up
pod_ready_drop drop - —  gauge drops to 0
pod_running_drop drop - — gauge drops to 0
k8s_warning event - —  Warning reason in window
Application: Beyla SBI

beyla_srv_latency Z-score 0.01 1.5 -
beyla_cli_latency Z-score 0.01 1.5 -

beyla_srv_error Z-score 0.01 - -

beyla_cli_error Z-score 0.01 - -
beyla_srv_reqrate Z-score 0.5 20 -

Application: Open5GS state gauges

amf_registered_sub z-score 1 - -

amf_ran_ue Z-score 1 - -

amf_gnb Z-score 0.9 - -

amf_sessions Z-score 1 - -
pfcp_sessions_active z-score 1 - -
pfcp_peers_active Z-score 0.9 - -

smf_ues_active Z-score 1 - -
smf_bearers_active Z-score 1 - -

smf_pdu_succ z-score 0.02 20 -

smf n4_estab Z-score 0.02 20 -

smf n4_report_succ z-score 0.02 20 -

upf n4_estab Z-score 0.02 20 -

Application: failure counters

amf_reg_fail counter - — 2>2consec. > pre-max
amf_auth_fail counter - —  >2 consec. > pre-max
amf_auth reject counter - —  >2consec. > pre-max
gtpnode_failed counter - —  2>2 consec. > pre-max
Application: Loki logs

log_errors log rate - — >3 extra lines/bin
log.ue_failures log rate - — >3 extra lines/bin
log_scp_routing log rate - — >3 extra lines/bin
lognrf lifecycle log rate - — >3 extra lines/bin
Application: Jaeger traces / NRF

trace_error_rate trace - — errorrate A > 0.05
trace_p95_latency trace - 1.5 p95 > 1.5 baseline

nrf_dereg NRF snap - —  pre vs during reg. delta
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