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Switched Zero Dynamics Attacks on Sampled-Data Systems
with Non-Uniform Sampling: Vulnerability and
Countermeasures

BART WOLLESWINKEL, MANUEL MAZO, JR., and RICCARDO FERRARI, Delft Center for
Systems and Control (DCSC), Delft University of Technology, Delft, The Netherlands

We describe a new variant of zero dynamics attack (ZDA), what we call a switched ZDA, targeting linear
time-invariant (LTI) sampled-data systems with non-uniform sampling. Specifically, we consider continuous-
time systems and construct attacks that exploit the unstable sampling zeros resulting from a zero-order hold
(ZOH) mechanism. These attacks can be constructed by strong adversaries who have knowledge of the plant
dynamics, with the additional requirement that they can determine the next sampling instant. We provide
sufficient conditions when cyber-physical systems are vulnerable to switched ZDAs, and prove that these
attacks can be disruptive while remaining stealthy. We also provide two possible countermeasures that make
switched ZDAs ineffective. The first countermeasure revolves around creating a mismatch between the next
sampling instant as predicted by the adversary and the true one, which makes the switched ZDAs no longer
stealthy. The second countermeasure relies on increasing the inter-sample times such that the system no
longer contains unstable sampling zeros, making the switched ZDA no longer disruptive. We demonstrate the
vulnerability of sampled-data systems with non-uniform sampling to switched ZDAs in several illustrative
examples, and exemplify the effectiveness of the proposed countermeasures.
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1 Introduction

Over the past decades, there has been an increase in the interaction between digital technologies
and physical processes. Systems in which the physical layer is tightly interconnected with digital
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platforms, such as computation, have been named cyber-physical systems (CPSs). These CPSs
require a merger of knowledge from domains such as computer science, information technology,
and process engineering. Ongoing advances in science and engineering improve the link between
computational and physical elements, increasing the adaptability, efficiency, functionality, reliability,
and safety of CPSs [1].

One instance where CPSs occur is in a control system architecture where a digital controller
interacts with a physical plant. Examples include chemical plants, manufacturing facilities, and
power grids, all of which are categorized as Industrial Control Systems (ICS). For these ICSs,
arguably, the most straightforward choice for measuring the process output is by sampling period-
ically. However, in recent years, non-uniform sampling (also called aperiodic sampling [32, 41] or
nonequidistant sampling [79]) has received increased attention.

Disregarding inter-sample behavior, non-uniformly sampled-data systems can be modeled as
switched linear (SL) systems when considering the dynamics from one sampling instant to another.
As such, this formulation arises naturally in the study of, for instance, multi-rate sampled-data
systems [25]. Recent results on the stability of SL systems can be found in [41], while reachability
and controllability of SL systems are discussed in [25]; of particular interest for our work is [16],
which discusses zeros and zero dynamics of switching systems.

Increasingly often, CPSs make use of a (wireless) communication network between the controller
and plant, leading to so-called networked control systems (NCSs). In an NCS, non-uniform
sampling of a continuous-time physical process can be used to reduce the number of transmissions
over a (possibly shared) band-limited communications network. Another reason for using non-
uniform sampling is that switching among different sampling rates may avoid singularities caused
by an inappropriate choice of sampling rates [25]. Prominent examples of non-uniform sampling
schemes include, but are not limited to, event-triggered control (ETC) [6, 39, 40, 68, 72], self-
triggered control (STC) [2, 37, 55, 80], and multi-rate sampling [53, 58, 87]. Even when a periodic
sampler is used, the sampling intervals between two consecutive sampling instants in an NCS are
usually time-varying rather than constant, due to, for instance, communication delays [35]. Another
reason for the former is that NCSs subject to packet dropouts can be modeled as sampled-data
systems with non-uniform sampling [88].

While NCSs are advantageous in many aspects, the use of a communication channel between
the plant and controller also makes NCSs vulnerable to cyberattacks. There is a relative abundance
of literature regarding secure control of discrete-time and sampled-data systems. However, it is
evident that the literature on attacks on non-uniformly sampled-data systems has not yet gained
the same traction. The study of the former is important, as critical infrastructure, such as ICSs, is a
high-value target at risk of cyberattacks [31]. Over the past decades, more and more ICSs have also
become NCSs, using a communication network to exchange information between controller and
plant [35]. These NCSs themselves, however, are also at greater risk of falling victim to cyberattacks,
due to the use of a communication network, which is often wireless [11]. In these NCSs, bandwidth
is usually very limited [55], and as such, proposals for non-uniform sampling policies are gaining
in popularity [39]. Combining the former developments, it is important to study the effects and
limitations of cyberattacks on non-uniformly sampled-data systems. While denial-of-service attacks
have received considerable attention in the ETC literature [18, 20], other types of attacks are still an
area ripe for novel development. In particular, deception attacks have received rather little attention,
and relatively few resilient ETC mechanisms against deception attacks have been reported [88].
A type of deception attack that has received sporadic attention is replay attacks [9, 23, 81], while
other deception attacks, such as covert attacks [24, 42], false data injection attacks [8, 66], and zero
dynamics attacks (ZDAs), have not been considered in frameworks with non-uniform sampling.
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Of the former, ZDAs have been studied in relative detail in the past decades. ZDAs on discrete-
time systems were first discussed in [74], where the authors provide countermeasures in the form
of changing either the system dynamics, input matrix, or measurement matrix. The construction
of ZDAs using a different methodology was outlined in [75], and a survey of variations of ZDAs
can be found in [69]. Recently, the effect of quantization on ZDAs has been studied [47, 51]. As a
countermeasure to make ZDAs detectable, the authors of [57] propose the use of dual-rate control
scheme. In [49], the authors propose generalized hold (GH) (in contrast to zero-order hold
(ZOH)) as a countermeasure to remove all unstable zeros, whereas the effect of triangle hold on
the stability of sampling zeros is discussed in [61].

Conventional ZDAs rely on model knowledge to construct them. However, the authors of [63]
show that even adversaries with imperfect model knowledge can be capable of constructing ZDAs.
A fully data-driven approach for constructing ZDAs is discussed in [12], and in [59], the threat of
ZDAs on systems with nonlinear dynamics is discussed. In [33], a method for the construction of
ZDA on nonlinear systems using only input-output data is provided. Finally, in [50, 83], a related
attack named a masking attack is outlined, which relies on either input redundancy (more inputs
than outputs) or an actuator that can refresh more often than the sensor sample.

In this manuscript, we generalize the construction of ZDAs to continuous-time systems with
non-uniform sampling, for which sampled-data systems with uniform sampling can be seen as a
special case. Unlike periodic sampled-data systems, the notion of zeros for non-uniformly sampled-
data systems is ambiguous [16]. As such, conventional methods for constructing ZDAs cannot be
straightforwardly extended to non-uniformly sampled-data systems. Here, we leverage tools from
geometric control for switched systems [16, 78], including a particular notion of zeros for these
systems, to construct switched ZDAs, which share similar stealthiness properties with conventional
ZDAs. We highlight a key difference from conventional ZDAs on periodic sampled-data systems,
which are open-loop attacks and can therefore be constructed offline. On the contrary, switched
ZDAs require knowledge of the next sampling instant, which might only be known at runtime,
and thus require additional disclosure resources from the adversary. We also demonstrate that the
former can be used as a basis for countermeasures when the next sampling instant is unavailable
to the adversary (and, for that matter, the control system).

The remainder of this article is structured as follows. The considered NCS architecture, incorpo-
rating the sampling mechanism, is formulated in Section 2. We present the adversary model and
define its objectives, constraints, and assumptions on the disclosure capabilities and disruption re-
sources. In Section 3, we discuss how sampling the continuous-time plant might introduce sampling
zeros, and we discuss criteria regarding their stability. The main result is presented in Section 4,
where we introduce the notion of a switched ZDA, and provide the conditions for stealthiness
and disruptiveness. We discuss how this new variant of ZDA relates to conventional ZDAs, and
comment on how an adversary might acquire the next sample instant for specific sampling mecha-
nisms. In Section 5, we propose two countermeasures such that certain systems with non-uniform
sampling are resilient to switched ZDAs. Then, in Section 6, we provide several illustrative examples
on models of real-world CPSs, including a secure control benchmark, namely the quadruple tank
system. Finally, in Section 7, conclusions and relevant extensions for future work are discussed.

Notation. Let R denote the set of real number, R>, (R.,) the set of real numbers greater or
equal then (strictly greater than) a, N the set of natural numbers excluding zero, Ny = N U {0}
the set of natural numbers including zero, and N,; = [a,b] N N the set of all natural numbers
between, and including, a and b. For two sets A and B, let A C B denote that A is a subset of B,
and let A C B denote that A is a proper subset of B (i.e., there exists a b € B such that b ¢ A).
Given a set A C R", let #A denote its cardinality (i.e., the number of elements), and let |A| denote
the Lebesgue measure (i.e., its n-dimensional volume). For a subspace V € R" and a matrix A,
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let AV = {Av|v € V} denote the resulting subspace when applying the transformation A to all
elements of V. Given two subspaces V and W C R”" (a subspace V C R" and vector x € R"), let
V + W (V + x) denote the sum resulting in the subspace U =V + W ={v+w|veV,we W}
(the affine subset U =V + x = {v+ x| v € V}). Given a vector space X and a subspace V C X, let
X/V ={x+V|x € X} denote the quotient space. In general, we use an underaccent tilde # and
Greek y to denote continuous-time systems and their respective states, and £ and Roman x to
denote their discrete-time (i.e., discretized) counterparts.

2 Problem Definition
Consider the following continuous-time linear time-invariant (LTI) plant:
X(t) = Ax (1) + Bu(2), (1a)
Ty =Cx(). (1b)

with state vector y(t) € R™, actuation vector v(t) € R™, measurement vector y(t) € R™, and
matrices A, B, and C all of appropriate dimensions. Without loss of generality, we assume ¢ € R,.
We make the following standard assumptions:

AssumPTION 1. The pair (A, B) is controllable and the pair (A, C) is observable, i.e., the realization
P is minimal. ¢

The physical process # is controlled by a (possibly dynamic) digital discrete-time LTI controller

C, given by:
Ck+1 = Acck + Beyi, (2a)
u; = Cecg + Deyi, (2b)

C:

where u.; € R™ is the actuation input, y; = y(#;) is the ith sampled output, and all matrices
A., B, C., and D, (some of which can be zero) are of appropriate dimensions. Furthermore, we
assume a ZOH mechanism at the plant side resulting in v(t) = u.; +a; for all ¢ € [#;, t;11), meaning
the input remains constant between sampling instants. The input a; is a malicious attack vector,
as will be discussed in Section 2.1. Depending on the specific controller C, the controller state
dynamics as in (2a) are updated periodically, meaning i < k,k +1,...,k+x; —1 < i+ 1[17, 27], or
whenever a new measurement becomes available, meaning k =i [2, 39].

Let t; denote the time at which the ith sample is transmitted, with i € Ny, which might be only
known at execution time. At those time instants, the sensors send a measurement y; = y(t;) to the
controller, which then computes an updated input u.; and transmits this to the actuators. Without
loss of generality, we assume t, = 0.

The plant # and digital controller C are physically non-collocated, and transmission over the
communication channel is based on a (non-uniform) sampling policy S. Examples of sampling
policies that adhere to this architecture can be seen in Figure 1. The first examples highlight ETC,
which can be further subdivided into periodic event-triggered control (PETC) and continuous
event-triggered control. In ETC, a triggering condition ¢ : R™ X R™ — {transmit,idle} is
monitored at the sensors, and a new measurement y; is transmitted to the controller over a sensors-
to-controller channel when a triggering condition is satisfied. In STC, the next sampling instant
ti+1 is instead decided at the controller side by a prediction function I' : R™ X R™ — R, and at
each sampling instant ¢;, the next sampling instant ¢;;; is calculated and transmitted to both the
sensors and actuators over a controller-to-sensors (C2S) and controller-to-actuators (C2A)
channel, respectively. Lastly, there also exist non-uniform but periodic sampling schemes, where a
periodic schedule 71,7, .. ., T, of length m, with different inter-sample times, follow each other

ACM Transactions on Cyber-Physical Systems, Vol. 9, No. 3, Article 32. Publication date: August 2025.



Zero Dynamics Attacks on Sampled-Data Systems with Non-uniform Sampling 32:5

S. Sensors

%F_

y(1)

nsor:
Sensors Sensors

N
t Vi 1 — y(@®)
é | YO -
- | ! ‘ -
1 ti | | fier | !y
! &
7 1 : - \
T .
(a) CETC | } \
® Sensors Sy iz (®_‘ !yi
yt Yk . ] | 2 '
A p Lo } |
x ! - | ‘ fiv1 | STC poli | Yi
b V. e T (@— | i policy | |
h 7 St i 1|
A | r
Yip-—— | Se T
'
(b) PETC (c) STC (d) Schedule

Fig. 1. Architecture of various aperiodic sampling schemes.
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sequentially and periodically repeat. The overhead arrow notation “~” indicates that there exists an
i such that periodicity holds, which in the case of a periodic schedule is trivially i = 0.
The dynamics between sampling instants, resulting from the plant £ with the non-uniform

feedback due to the sampling policy S, can be modeled as an SL system as follows:
Xi+1 = ATi+1Xi + B, uj, (3a)

yi = CXl‘, (3b)

Ti+1

Pq :

where the next inter-sample time 7,1 = ;11 — t;, and the matrices A;, B, (under a ZOH mechanism)
are given by

T
A=t B = / ¢*” dsB, (4)
0

with x; = x(#;), u; = v(t;), and y; = p(t;). Given a sampling policy S, this gives rises to a set
of possible sample times H C R, such that 7; € H for all i € Ny. Note that, given some initial
condition xy = x(0) and controller design C, the choice of sampling policy S also generates the set
of sample instants T(xg), with t; € T(xo). As t;+1 > t;, this set permits a naturally ordered sequence
(#; | Xo)ien- Note that it can be the case that T(xg) is only known at runtime and not in advance:
such is, for example, the case when the sampling policy S itself incorporates feedback (as is the
case for, e.g., ETC and STC). Based on how T(x,) is implicitly constructed, we make the following
assumption:

AssuMPTION 2. Considering the dynamics P as in (1), the sampling policy S and controller C are
designed such that for all xy € R™, the sampling times T(xo) guarantee asymptotic stability of the
origin. That is, lim,_,« || x (t)]| = 0. O

Remark 1. In case the controller C is a full-state feedback controller of the form u.; = K%;, with
A + BK Hurwitz, one can design an ETC policy S using an emulation approach as described in [37]
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such that Assumption 2 is satisfied. Similar sequential design procedures for PETC and STC are
outlined in [38, 71] and [5, 55], respectively, to name a few examples. A co-design method for ETC
is outlined in [64].

Remark 2. We might have that Hp = [y egnx T(X0) C H, i.e., not all possible inter-sample times
are actually exhibited in the implementation. Note that H is an (indirect) design choice, while Hp
is a consequence of, among other things, the specific dynamics # and choice of controller C. For
instance, in STC, H can be considered as the codomain of T', which might not equal the image of T.

To make sure Assumption 1 also holds for the discretized sample dynamics Py for all 7 € H, we
require that the sampling times 7 are non-pathological, which we define as follows:

Definition 2.1 (Pathological Sampling [13, Definition 3.2.1]). Suppose 7 € R+ is such that there
exists A, A" € 0(A) and a k € Z, with R{A} = R{1"}, such that I{A} = T{X'} - (27 - k/7) (i.e., the

eigenvalues A and A’ are rationally related). Then, the sample time 7 is pathological.

Whenever a sampling time 7 is non-pathological, this guarantees that (A, B) being controllable
implies the discretized pair (A, B;) is controllable as well [54]. Therefore, we make the following
assumption:

AssuMPTION 3. Let H, C R denote the set of all' sampling times 7 that are pathological. Then,
HNnH, =a. 0

Note that periodic sampling, implying H = {h} with h € R, is a special case of the more general
framework we consider here.

2.1 Adversary Model

Next, we introduce an adversary A and define its goals and objectives, as well as its capabilities.
The attack framework follows that of [75], while the adversary model will be that as described in
[67]. We consider a strong adversary, which is an adversary that has full knowledge of the system
dynamics [75]. The adversary is also assumed to have disruption resources of the C2A channel, and
as such

U(t) =uc; +a; forallt e [l’l‘, ti+1), (5)

with u.; € R™ being the controller actuation, and a; € R™ the malicious attack vector. We define
the information available to the adversary, which is the combination of system knowledge and
disclosure resources at the sampling instant #;, as the set I, (¢;). We assume the adversary satisfies
the following:

ASSUMPTION 4. The information available to the adversary A satisfies I,(t;) 2 {ti+1 A P,C, S} for
allt; > t;, where t; denotes the first attacked time instant. o

Remark 3. The assumption of model knowledge of the adversary is a strong requirement on the
capabilities of the adversary, but standard in the literature on ZDAs [49, 63, 74]. It is motivated by
the existence of resourceful and sophisticated adversaries, such as those backed by nation-states
(who could acquire the above information through industrial espionage [15]), or those from insider
attacks [70].

Assumption 4 is the main assumption of this work. It is slightly stronger than the assumption
needed for an adversary to craft a conventional ZDA, as it assumes t;1 € [,(#;).

INote that the set H, is countable [4], which implies |Hj| = 0.
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Remark 4. A conventional (periodic) ZDA is an open-loop attack, meaning the attack vectors a; can
be computed offline for all i. A switched ZDA, however, relies on disclosure of t;,1, and therefore,
in general, needs to be constructed online. Furthermore, note that the adversary adheres to the
inter-sample time as determined by the sampling policy S, meaning d(t) = 0 for all ¢t € (¢;, t;41).
The justification of the former is that sending additional packets whenever t # t; might lead
to detection via other means focused on traffic conformity, due to the increased traffic over the
network [84]. Furthermore, for sampling policies such as an STC policy S; or a periodic schedule
St, where the next sampling instant ¢;, is known in advance, the actuators do not accept new
commands whenever t € (t;, tjy1).

Next, we state two properties an attack (a;);en, can exhibit.

Definition 2.2 (e-Stealthy Attack, Adapted from [52]). Given an € € R, an attack (a;);en, is

e-stealthy if ||§’,~ —vill < € for all i. Here, ¥; is the nominal output trajectory given an identical
initial condition xq but with a; = 0 for all i.

Definition 2.3 (Disruptive Attack). An attack (a;);en, is disruptive if lim;_,o || x (£)|| = 0.

Note that lim;_, || x(¢)|| = oo implies lim;_,c [|X;|| = co, meaning it suffices to look solely at the
dynamics P between sample instants. To conclude, we can state the objective and constraints of
the adversary as follows:

PROBLEM 1. Given an € € R, create an attack (a;);en, for the sampled-data system Py as in (3)
that is both e-stealthy and disruptive.

Recall that a conventional ZDA is a sequence ay = uoz¥, where we use k to denote that the attack
is constructed for a periodic system. Here, z € C is an (unstable) zero of the triple Ay, By, C, and
ug # 0 is the input-zero direction [77], which is the solution to the output-zeroing problem given
by the Rosenbrock system matrix

C 0

The former definition cannot be straightforwardly extended to non-uniform sampling policies, as
the definition of the zero z € C for the switched system # is ambiguous [16]. This brings us to
an alternative design method for switched ZDAs as outlined in Section 4. In the next section, we
discuss a vulnerability of sampled-data systems the adversary could potentially exploit.

z-1-Ap, -By
Uo

[XO] =0. (6)

3 Sampling Zeros

In order to construct an attack (a;);en, that satisfies Problem 1, we shift our attention to output-
nulling inputs [74]. These input sequences are related to the zeros of the system, i.e., the inputs
u; # 0 for all ¢, for which y; = 0 for all ¢, for some initial condition x,. While the continuous-time
plant $ might not contain any unstable zeros, the individual modes of the discretized dynamics #
might contain (unstable) sampling zeros.

For a single-input and single-output (SISO) system (i.e., n, = ny = 1), the relative degree n, of
the continuous-time plant P is defined as n, = n,, — n, where n;, denotes the number of poles (i.e.,
the number of states ny) and n, the number of zeros of the continuous-time system. Regardless
of the relative degree n, of the continuous-time plant $, the individual modes of the discretized

2Note that whenever an adversary does not adhere to keeping the attack vector constant between sampling instants, then a
ZDA might be possible regardless of the countermeasures as proposed in Section 5. In fact, similar reasoning still holds
for periodic control, as updating the actuators at a sufficiently small sampling time 7, < inf H could still yield unstable
sampling zeros (see Section 3).
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Fig. 2. Root loci of two SISO systems. Unstable sampling zeros appear for n,, > 2 (which are stable for
sufficiently large 7).

dynamics Py as in (3) contain n, — 1 zeros for almost all® inter-sample times 7 [69]. While for the
n, zeros s € C of P, called intrinsic zeros, it holds* that z ~ %7 (similar to the poles) for sufficiently
small 7, for the n, — n —1 sampling zeros that do not have a continuous-time counterpart, there is
no simple relationship. Furthermore, if the sampling period 7 is small enough, at least one of these
sampling zeros is unstable, captured in the following theorem:

THEOREM 3.1 (UNSTABLE SAMPLING ZEROS [13, LEMMA 3.3.3]). Suppose P is SISO with relative
degree n,, > 2. Then, as t — 0, the discretized dynamics corresponding to A;, B;, C will contain at
least one unstable sampling zero.

Note that in many engineering applications and ICSs, sufficiently fast sample rates and a relative
degree n, strictly greater than two are common [86]. This may happen for quite reasonable
sampling periods, and therefore, sampled-data systems with unstable inverses are ubiquitous
[89]. Furthermore, as ¢ — 0, it is known that these sampling zeros approach the roots of the
Euler—Frobenius polynomial [49, 85], meaning that the output-zeroing input corresponding to
the sampling zero should have alternating signs [69]. If the open-loop system ® is stable, then as
T — oo, the discretization contains only stable zeros, captured in the following lemma:

LeEMMA 3.2 ([89, THEOREM 2]). Suppose P is SISO, stable, has relative degree n,, > 1, and has no
zeros at the origin. Then, as T — oo, the individual modes of the discretized dynamics Py contain only
stable zeros.

Two illustrative examples can be seen in Figure 2. For these systems, there exists a critical
sampling period 7* for which sampling with 7 > 7* leads to stable zeros. Furthermore, a lower
bound 7* on the sampling period 7 € R such that Lemma 3.2 does not hold (here stated only for
simple poles and zeros) is known:

LeEMMA 3.3 ([56, THEOREM 1]). A lower bound T* € R such that Lemma 3.2 is guaranteed not to
hold (i.e., for any v < T*, there is at least one unstable sampling zero) is given by
. log(2-a-(ny+1))
C T (minR{o(A)]

(7)

3For particular values of the sampling period, some zeros may go to infinity, or they may be cancelled by poles, i.e., hidden
modes [89].
4In particular, it holds that z <= e*% as ¢ — 0 [36].
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V* C ker(C) \ V* CkerC) | — T |

A, V* V e R™/V*
Ay, V* x(1)
— X — x(t)
X3 X3
X1 X1
(a) A robust controlled invariant subspace V* C ker(C) (b) Nominal and attacked trajectories y (t) and x(t)

Fig. 3. lllustration of concepts from geometric control relevant to switched ZDAs.

where a = max; |a;/P(0)| and P(s) = C(s -1 - é)_llj is the transfer function of P, which can be
written (by means of partial fraction decomposition) as

1 E(O) e a;
;.E(S)ZT+;S_—I?]‘, aj,bjER. (8)

4 Switched Zero Dynamic Attacks

In this section, we discuss the construction of a new variant of ZDA, called a switched ZDA. First,
we recall some relevant notions from geometric control.

Definition 4.1 (Invariant Subspace [10]). A subspace V C R"* is an A-invariant subspace if AV C V.

Definition 4.2 (Controlled Invariant Subspace [10]). A subspace V € R™ is an (A, B)-controlled
invariant subspace if AV C V + Im(B), or equivalently, if there exists a matrix F, called a friend of
V, such that V is an (A + BF)-invariant subspace.

Of particular interest are the controlled invariant subspaces that are contained in the kernel of
C. Intuitively, an (A, B)-controlled invariant subspace V is a subspace for which, after applying the
transformation A to V, there exists some input u that “pushes” the mapped states back onto V (see
Figure 3(a)). Since we are dealing with linear systems, this necessarily implies the existence of a
feedback gain F achieving the former, which, in general, is not unique. We denote by F(V) = {F €
R™*" | (A + BF)V C V} the set of friends of V.

Furthermore, since the dynamics Py are an SL system, we need an equivalent notion of zeros of
SL systems. For our purposes, we focus on the zeros of the individual modes of the system, related
to the following definition:

Definition 4.3 (Robust Controlled Invariant Subspace [16]). A subspace V is a robust controlled
invariant subspace for the dynamics Py if, for all 7 € H, V is an (A, B;)-controlled invariant
subspace.

Note that in (3), the matrix C is constant for all sampling periods 7. Therefore, if V is a robust-
controlled invariant subspace, then the maximal controlled invariant subspace V* C ker(C) is
constant for all sampling instants. A sufficient condition for when this is the case is provided next:
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LEMMA 4.4. Suppose H C h - N and P is SISO. Then, almost always,’ if V is an (Ap, Bp)-controlled
invariant subspace, V is a robust controlled invariant subspace for all T € H.

Proor. Note that the individual modes of the sampling dynamics Py almost always have ny — 1
invariant zeros [69]. This implies dim(V) = ny — 1. As H C h - N, this means 7 = n - h for some
n € N. We can write A, = A, and B; = B,,.;,, which are explicitly given by

n-1
App = AZ, B,., = ZAiBh = AZ_lBh + AZ_ZBh + ...+ A,By, + By 9)
k=0

As a shorthand, we introduce ®,, = AZ‘I + AZ‘Z + ...+ Ajp + I and proof Lemma 4.4 by induction.
Suppose for some n € N, the subspace V is an (A,.5, B,,.5)-controlled invariant subspace, which
implies

App = AZ CV+Im(B,.p) =V +Im(P,By). (10)
Multiplying (10) with Ay, from the left results in
ApAy = AZH C ALV + Aplm(®,By) = ALV + Im(A,®,By). (11)

By assumption, it holds that V is an (Aj, By,)-controlled invariant subspace (the base case, n = 1),
which means that

ARV C V +Im(Bp). (12)

As the sum of subspaces is non-decreasing (i.e., W+Z CV = W C V,Z C V), we can substitute
(12) into (11), resulting in

AP CV +Im(Ap®,By) + Im(By,). (13)
We end up with the inequality
AZ+1 CV +Im(A,®,By) + Im(By) z V + Im(A,®,By + By) =V + Im(P,,.1Bp), (14)

where the middle equality is the one needed to show that V' is an (A(41).s, B(n+1).n)-controlled
invariant subspace. As dim(V) = ny — 1, and rank(Bj) = 1 (the system is controllable due to
Assumptions 1 and 3), a sufficient condition for the equality in (14) to hold is that

(Ap®, + DIm(By) ¢ V, (15)
as then the right-hand side of (14) will equal R™. Note that (15) holds almost always, and as such
A(n+1)~h CV+Im(Ap®,B, +By) =V + Im(B(nH).h), (16)

proving V is an (A(;41)-h B(n+1).r)-controlled invariant subspace. As the base case n = 1 holds by
assumption, this completes the proof. ]

Conclusively, the maximal robust controlled invariant subspace V* C ker(C) is identical for all
pairs of matrices (A;, B;) with 7 € H. The eigenvalues of the matrix A; + B,F; are directly related
to the zeros of the individual modes of the system %P4, as indicated in the next lemma:

LEMMA 4.5 ([43, THEOREM 4.7]). For a triple (A, B;,C) and V* C ker(C), we have that o(A; +
B.F. | V*), ie, the eigenvalues of the matrix whose eigenspace is contained in V*, are precisely the
zeros of the triple (A;, B, C) for all F; € F(V*).

5 Almost always indicates that the property holds generically and that the set of matrices A, By, and C for which the
condition does not hold has measure zero.
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Next, we are ready to provide the main results of the article. We define a switched ZDA as follows:

Definition 4.6 (Switched ZDA). A switched ZDA (a;)iecn, can be constructed by iterating the
dynamical system:
fi+l = (A‘L'i+1 + BTi+1FTi+1)fi’ (17a)
a; = FTi+1 is (17b)

A

for some non-zero initial condition f, € V* \ {0}, where F, € F(V*), and V* C ker(C) is a robust
controlled invariant subspace for the dynamics P).

From (17), it is evident that the next sampling instance 7;;; needs to be know to the adversary,
ie., 741 € Lh(#;). Note that here we assume that the adversary can either predict 7,1 ahead of time
(which is the case for, e.g., Sp and &), such that it has ample to compute a;, or that the adversary
can immediately compute the attack vector a; as soon as the next sampling instant t;;; becomes
available (which is the case for, e.g., S;). For the latter, this leads to another idealized assumption:

ASSUMPTION 5 (ZERO PROCESSING TIME [37, 64]). Both the computation of (17) as well as the
transmission according to (5) can be done instantaneously. ¢

Remark 5. While Assumption 5 is inconceivable in practice, it might be reasonable to assume
that the computation of (17) can be done sufficiently fast after receiving #;.; (as it only requires a
single matrix multiplication), and therefore the delay in transmission (5) is negligible (and therefore
undetectable).

PROPOSITION 4.7. Suppose xo = Xo. Then, given an € € R, the switched ZDA as in Definition 4.6 is
e-stealthy.

Proor. The proof follows by induction similar to [74]. Let K be the mapping of the output y to
the control input u. by the controller C. Suppose for some i > 1, the state is given by

X; = )O(i + fi + AX,‘, (18)

with f; as constructed from (17), and with X; the nominal trajectory whenever a; = 0 for all i. Then,
Xi41 1S given by

Xit+1 = ATi+1 ()o(i + fi + AXl‘) + BTi+1 (W(C)O(l) + W(CAX,) + FTi+1)fi (193)
= A, X; + B, K(CX;) + (A,,,, + By, Fr, )fi + Ar,, AX; + B, K(CAX,), (19b)
)O(M fir1 AXiy1

where we have made use of the fact that the controller C is linear and that Cf; = 0 for all i, as
f; € ker(C). As a base case, we have x; = ATI)O(O + BTI(]((C)OKO) + (A, + F, B )fo — A, f;, and as
such, we can recursively write

i-1 i-1
Ax; = —( S AnAnfy+ Y Al BLK(CAX) +...+ BTi_lﬂ((CAxi_l)), (20)

=2 =3
where ||CAx;|| = ||§’i —yil|| is the part of the attack trajectory detectable from the output. Note that

(20) is identical to the trajectory as caused by the initial condition A, f;, which by Assumption 2 is
bounded (i.e., ||Ax;|| < M, for all i) as lim;_,c, AX; = 0. Furthermore, from (20), we see that fy — 0
(and by extension, Ax;, AX,, ...) implies Ax; — 0, which implies that for any € € R, there exists
an fy # 0 such that ||CAx;|| < e for all i. [
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The exact bound ||CAx;|| < € is hard to capture and depends on the controller C and sampling
policy S. For many non-uniform sampling policies [17, 27, 34, 38], linear matrix inequality-based
conditions for asymptotic stability exist, which give a bound by means of a Lyapunov function.
Choosing a vector fj sufficiently small often suffices for practical stealthiness. By Assumption 4,
we have that {P, C, S}el,(t), meaning the adversary could simulate (20) and iteratively decrease
the magnitude of f; until a suitable e-stealthiness is reached.

Note that according to (18), we have that x; = X; + Ax; + f;, and combined with f; € V*, we
have that x; € (X; + Ax;) + V* € R™/V*, as visualized in Figure 3(b). This result shows that, in
contrast to previous suggestions [62], ZDAs can remain stealthy even if the system is not in steady
state. The former exploits the linearity of the systems [7], such that the influence of the nominal
trajectory and the additive attack can be decoupled.

While 7; € H might not be known in advance by the adversary (and, for that matter, neither by
the control system), one often has that #H < co. As S € I,(#) and therefore, by extension, H € I,(t),
in many scenarios, the design of the set of friends {F;};cy can be pre-computed offline before
the attack is initiated. Given the sampling dynamics Py, one can find a friend F, for each 7 € H.
In general, it holds that F(V*) = {~U(VTV)~!'VT + GH | ker(H) = V*}, where Im(V) = V* and
U € R*dm(V?) g the solution to A,V* = V* + B,U [60], meaning F(V*) forms an affine space.
Concluding, this brings us to the following result:

PROPOSITION 4.8. Suppose P is SISO, has relative degree n, > 2, and furthermore sup H < 7%, with
7% as in Lemma 3.3. Then, for all € € R, there exists an initial condition fy € V* \ {0} such that the
switched ZDA satisfies Problem 1.

Proor. The e-stealthiness of the switched ZDA was established in Proposition 4.7. Since sup H <
7%, according to Lemma 3.3, the largest inter-sample time is strictly smaller than the one needed
for stable sampling zeros. Since n, > 2, according to Theorem 3.1, the individual modes of the
inter-sample dynamics Py have at least one unstable sampling zero for all 7 € H. Then, according
to Lemma 4.5, the matrix A; + B,F,; will have at least one unstable eigenvector contained in
V*. Therefore, we have that lim; ., [|fi|| = . Recalling that x; = X; + f; + Ax, we have that
lim; e || x (£)]| = o0. u

4.1 Attack Space

As evident from (17), Assumption 4 is crucial, meaning the adversary is not only a strong adversary
but is also able to determine the next sampling instant, as 7,11 € I,(;). The relationship with a
conventional ZDA (on a periodically sampled plant) can be seen in Figure 4. Here, we describe how
the adversary might acquire 7;,, for different sampling policies S:

—STC Policy S;. In STC, the next sampling instant ¢;,; is transmitted from the controller to the
sensors. Therefore, if the adversary is able to eavesdrop on this message, the adversary can
determine ;.1 = tiy1 — t;.

—ETC Policy S, or Sp. In ETC, although the next sampling instant is not known beforehand
by the control system and therefore neither by the adversary, these systems sometimes
reach a periodic regime after a finite transient [29, 65]. Therefore, with sufficient patience
and disclosure resources on when the ith measurement is transmitted, the adversary can
eventually predict the next sampling instant.

— Periodic Schedule S;: The schedule of length m inter-sample times (i.e., # < m) is known in
advance. As by Assumption 4, S; € I,(t), the adversary can determine the next inter-sample
time 741 = T(i+1) mod m» Where a mod b denotes the remainder of a when divided by b.
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Fig. 4. Cyber-physical attack space, adapted from [76, Figure 1]. Switched ZDAs require additional disclosure
resources.

5 Resilience to Switched Zero Dynamic Attacks

As outlined in Problem 1, in order for the attack to be successful, the attack needs to be both
disruptive and e-stealthy. In this section, we explain two possible countermeasures to switched
ZDAs based on violating either one of the former conditions.

5.1 Existing Countermeasures

Several countermeasures against conventional ZDAs on periodic sampled-data systems have been
proposed in the literature [49, 57, 74], such as a GH device at the actuators [49] or multi-rate
sampling [57].

The aforementioned countermeasures have only been considered for periodic sampled-data
systems. As such, we have extended the proposed GH scheme in [49] to accommodate for non-
uniform sampling, by precomputing and storing the different hold patterns (for different inter-
sample times) at the actuators. Note that for GH, the next inter-sample time 7;;; needs to be
known at the sampling instant t;, and as such, this countermeasure can only be used for a schedule
policy S; or STC policy S;. A disadvantage of GH is that the digital controller C often needs to be
reconfigured to mitigate some of the performance loss [49].

Dual-rate control as proposed in [57], where the sensors sample more often than that the
hold device refreshes, can also be extended to non-uniformly sampled-data systems. Here, we
consider updating the control input based on the sensor policy S, but sending measurement updates
periodically at a faster rate, leading to a dual-rate control scheme. Note that this does come at the
expense of more redundant communications over the bandwidth-limited communication network.
Both countermeasures are compared in Section 6.

5.2 Extending Inter-Sample Times

In some cases, ETC and STC sampling policies can eventually reach a periodic regime. Therefore, if
the inter-sample times 7; in this periodic regime are large enough, the sampling zeros are stable
according to Lemma 3.2, and the switched ZDA will no longer be disruptive.
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PROPOSITION 5.1. Suppose the sampling policy S is such that there exists an i’ € N, such that for
alli > i/, Tjym = 7; withm € N, yielding the sequence (7). Furthermore, define
M = (Az +F;Bz)(Az, +F;B;) -+ (Az, +F;, Bz ). (21)
If/lmax(ﬂ | V*) < 1, then the attack (a;)icn, defined in Definition 4.6 is no longer disruptive.

Proor. Combining (21) with (17), we can write

i'—1

lim f; = lim Z(A,, + B Fo)fy = lim M Z(A,, +B,,F,)fy = lim M/Mf,. (22)
=1 =1

i—oo i—oo i—oo

M

As i’ € Nis finite, we have that the M as in (22) is bounded, i.e., |[M]|| < o. Note that f; € V* for all i,
and as such, Mf; =f;_; € V*. With Amax(lcilV*) < 1, we have that ||fy_{|| > |If || > lIfi+ill > ...
which implies lim; o f; = lim;_,0 K/[iMfo = 0. Finally, from (18), we have that x; = X; + f; + Ax;,
where lim;_,c0 X; = limj_yeo Ax; = 0 by Assumption 2. As such, lim;_, ||x;]| = lim; e I%; + f; +
Ax;|| < limye ||| + |Ifill + [|Ax;]] = 0, proving the attack is not disruptive. [

For a periodic scheduling policy &, one trivially has that such an i’ exists, with i’ = 0. Note
that for STC and ETC, the sequence of inter-sample times 7, . . ., T;, provided they exist, can
be obtained using ETCETERA [19] for a linear PETC system with full-state feedback quadratic
triggering condition (some STC implementations are equivalent to PETC implementations in the
noise-free case, see for instance [55, 71] and [21, 27]). Guarantees for when the traffic automaton
contains a minimizing cycle are given in [30, Proposition 13]. Note that while we are dealing
with output feedback and, furthermore, the observation error X; = X; — x; might be very large, an
abstraction can still be constructed as the next sampling time is based solely on the estimated state
vector X;.

Remark 6. It must be noted that there is a qualitative difference between using a periodic schedule
S, with sequence (7)[ |, compared to an STC or ETC policy S which eventually reaches the
same periodic sequence. Namely, STC and ETC can sample faster (or slower) whenever need be,
having the advantage of “feedback” in determining the transmission times [32]. This often provides
better guarantees on control performance. In that same spirit, one can use periodic control H = {h}
and increase the sampling period h € R such that the discretized plant Py no longer contains
unstable sampling zeros. However, choosing such a sampling period is based fundamentally on a
worst-case analysis across the state-space of the system [28].

5.3 Inter-Sample Time Mismatch

Clearly, one big assumption for the adversary to succeed is that the adversary knows the next
inter-sample time 7;11. In Section 4.1, we described how an adversary might come about this
knowledge. It can be, however, that this knowledge is actually much harder to obtain, meaning
Assumption 4 is (partially) violated, i.e., 7;4+1 € I, (#;). Instead, the adversary might only have access
to an estimate 7;;1 € I,(#;), and for some i, we might have 7;,1 # 711, i.e., the inter-sample time as
predicted by the adversary does not match the actual inter-sample time.

A scenario where this can occur is ETC, where the next sampling instant ;.1 is not known in
advance, neither to the adversary nor the control system. As discussed in Section 4.1, for some
implementations, the inter-sample times settle on a periodic regime. However, for a given design of
S, it might also happen that the sequence of inter-sample times (7;);e is chaotic [29]. This can
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make it increasingly challenging for the adversary to reliably predict the next inter-sample time,
as there is no discernible pattern in previous inter-sample times on which the adversary can rely.
Inspired hereby, we have the following proposition:

ProPosITION 5.2. Consider a switched ZDA (4;);en,, and suppose the attack is disruptive. Further-
more, suppose Ti41 € 1,(t;), and instead, only an estimate 741 € 1,(t;) is known, which replaces Ti41
in (17). Then, given an € € R, if for all i, there exists an i’ > i such that £y 41 # Ti11, the switched
ZDA will no longer be e-stealthy.

Proor. The proof follows by contradiction. Suppose there exist an i’ > i such that 711 # 7741
for all i and that the switched ZDA is e-stealthy for some € € R.. As the attack is disruptive, we

have that lim;_, ||x;]| = co. From (18), it follows that x; = X; + f; + Ax;, where f; can be rewritten
from (17), with the estimate of the next inter—sample time 7,41, as

q. = (A, + B, Fr )i (232)

FTmf (23b)

As by Assumption 2 we have that lim;_, e )O(,- = lim; 0 Ax; = 0, it follows that lim;_, II?,- || = oo.

For e-stealthiness, it must hold that ||§’l —vill < efor all i. Suppose that up until i’ the former is
satisfied, and without loss of generality we assume 7,1 = 741 for all i < i’, implying f;; = f;, with
f; as in (17a). Under an inter-sample time mismatch ;11 # 7;41, using (18), we have

Ti’+1 Tz +1)f +1&T’+1A
)f +Axl "+15 (24)

o
Xi'+1 = Arizﬂxi’ + Brizﬂuc,i’ + (AT~I+1 +B

o
=X F (ATi’+1 + BTi'+1 Tir 41

o
where Xir41 F Xirp1 + fl'/+1 + AXi'+1, as fi'+1 = (ATi'+1 +B )f' and 7 Tirg1 # Tir41- As such

Ti’+1 Tz +1
the residual difference becomes ||§’,~/+1 -yl = ||C(BTI.,+1 (F,,, — Fz,, ) + Axy +1)“ where
B, (Fr,,, —Fz, )fi ¢ ker(C), as from (4) the matrices F,, , and F;,  are distinct whenever

Ti+1 # Ti+1. For e-stealthiness, we require that HC(BTi,+1 (F,,, — Fz,, ) + Axy +1)|| < €, but as f;
can be arbitrarily large for a sufficiency large i’, which by assumption can be arbitrarily large as
there exists an i’ > i for all i, this leads to a contradiction. n

To conclude, either countermeasure as outlined above, or any of the existing countermeasures
described in Section 5.1, extended to non-uniformly sampled-data systems, make it such that a
switched ZDA (a;);en is no longer a solution to Problem 1.

6 Illustrative Example

Several CPSs that are SISO and have relative degree strictly larger than two have been previously
considered in the literature. Examples include a worktable motion control system [22], an in-
vehicle networked active suspension system [26], an automatic voltage regulator [58], and a DC-DC
converter [48], the latter two of which are used in critical infrastructure such as power grids.
We illustrate the vulnerability of sampled-data systems with non-uniform sampling to switched
ZDAs, for different sampling policies S, on the DC-DC converter [48]. The dynamics of the DC-DC
converter are given by

—-6876.9 6605.9 —6421.8 -1 o 17
A=| —-5123.1 5394.1 -7578.2 |, B=| 1 |, cC=|-081], (25
—4123.1 4394.1 —5578.2 2 0.8

with relative degree n, = 3. A full-state feedback controller K = [5861.4 —5590.4 4406.3] has
been designed such that A + BK is Hurwitz. First, we demonstrate a scenario where an adversary can
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Fig. 5. A switched ZDA on a sampled-data system with non-uniform sampling.

successfully construct a switched ZDA. Consider the STC policy S; as in [55], with an observer O
whose design is outlined in [3]. The parameters are selected such that H = h-Ny.59, with h = 2-107>,
guarantees asymptotic stability, satisfying Assumption 2. Furthermore, supH = 1- 1073 < 7* =
1.13 - 1073, and therefore, according to Proposition 4.8, the system is vulnerable to a switched ZDA.
As the STC policy Ss transmits the next sample instant t;,; over the C2S channel, as outlined in
Section 4.1, the adversary can eavesdrop on this transmission. With xy = %o = 1, the resulting
trajectories can be seen in Figure 5(a), where it becomes evident that the attack remains undetected
while the state norm diverges.

Next, we demonstrate how increasing the inter-sample times can lead to the switched ZDA be-
coming ineffective. For the sake of demonstration, consider a periodic schedule S;, consisting of H =
1073-{0.5,0.5,1.5,0.5, 1, 1} (such that the attack initially grows) and H’ = 1073-{1.5,1.5,1,1,0.5, 1.5}
from ¢ = 0.08 onward. For the latter, we can compute M and find O'(M | V*) = {-0.505,-15.3-1072}.
Therefore, according to Proposition 5.1, the attack is no longer disruptive. This is illustrated in
Figure 5(b), where we observe that under the latter periodic schedule H’, the attack vector decays,
making the switched ZDA ineffective.

Finally, we also demonstrate how existing countermeasures can be extended to non-uniform
sampled-data systems. To this extent, we consider GH, where, as explained in Section 5.1, the next
inter-sample time 7,41 needs to be known in advance. As such, consider the STC policy S{ as in
[80], with the same observer O. The GH mechanism is designed as outlined in [49], such that the
lifted system contains no zeros. The resulting simulation can be seen in Figure 6(a), where it is
evident that the switched ZDA is no longer stealthy. Additionally, consider an observer-based
PETC policy S, as outlined in [34], where the design parameters are set such that H = h - Ny,
with h = 5-107%. The output yi is sampled and transmitted every h time units, but the input is held
for longer based on the PETC policy Sp, leading to the dual-rate scheme. The resulting trajectories
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Fig. 6. Extension of two existing countermeasures to non-uniformly sampled-data systems.

can be seen in Figure 6(b), where the switched ZDA is detected due to the additional measure-
ments Y.

6.1 Quadruple Tank Benchmark

While we have discussed the sampling zeros of SISO systems, multiple-input and multiple-
output (MIMO) systems can also be vulnerable to switched ZDAs. Unfortunately, the behavior of
sampling zeros for MIMO systems is poorly understood. However, the behavior of an intrinsic zeros
s € C under (ZOH) sampling, that is, those zeros which are present in the continuous-time plant
P, is well-approximated by the mapping z «+ /. This implies that a plant $ with unstable
zeros will generally result in a plant g, whose individual modes have unstable zeros as well. To
demonstrate, we take the quadruple tank system as an example [46], which is a commonly used
benchmark in the secure control literature [33, 62, 74, 76]. The dynamics of the plant # are given by

—0.016 0 0.026 0 0 0 50 0 i
0 —0.011 0 0.018 0 0 0 50
A= 0 0 —-0.026 0 » B= 0 0.001 |’ €= 0 0 - (20)
0 0 0 —0.018 0.001 0 0 0

We demonstrate the effectiveness of the switched ZDA by considering the two decentralized
proportional-integral controllers as described in [46, Section VI] and the task of tracking a stationary
reference 1. As we are dealing with a dynamic output-feedback controller C, we consider the PETC
policy S as outlined in [27], where the continuous-time controller is discretized with sampling
period h = 1 using the bilinear transform. With these parameters, the inter-sample times eventually

®However, the mapping of a zero is not so simple that it is generally impossible to derive a closed-form expression of the
zero z of P that corresponds to the zero s of P in terms of the parameters A.B. G and h [36].
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Fig. 7. Asuccessful switched ZDA on the quadruple tank system and the effect of inter-sample time mismatch.

become periodic with period m = 22. Therefore, the adversary can wait, e.g., until t = 500, when it
has reasonably confirmed the existence of the periodic pattern and commence the attack only then.
With xg = %o = 0, the resulting trajectories can be seen in Figure 7(a), where it becomes evident
that the switched ZDA is successful.

Finally, we also demonstrate the effectiveness of inter-sample time mismatch. Considering the
same controller C and sampling policy S/, we demonstrate what happens when the adversary
disregards the non-uniform sampling behavior, and instead constructs a conventional ZDA as
outlined in Section 2.1 with period A = 1. The result can be seen in Figure 7(b), where a clear
and detectable deviation in the output can be seen at around ¢t = 700. Note that for smaller ¢ this
deviation is not noticeable, as the attack vector a; is still small.

These simulation results demonstrate, for one, the versatility of switched ZDAs, as they can be
constructed mostly irrespective of the sampling policy S and for more intricate MIMO systems
as well.

7 Conclusions and Future Work

In this article, we proposed a new variant of ZDA, named a switched ZDA, and indicated when
sampled-data systems with non-uniform sampling are potentially vulnerable to these attacks. The
construction of the attack relies on knowledge of the adversary of both the plant dynamics as well
as the next inter-sample time. We also proposed two countermeasures that make switched ZDAs
ineffective. In several numerical examples, we demonstrated the vulnerability of real-world systems
to switched ZDAs and illustrated the effectiveness of the countermeasures.

In line with the work of [12, 63], it is interesting to consider how Assumption 4 can be relaxed, as
it is more likely that the adversary (and for that matter, the control system) does not know the exact
model dynamics. Extensions of our framework to data-driven approaches, and stealthiness in the
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presence of model uncertainty, are considered future work. Investigating the effect of (time-varying)
delays in NCSs, and how these affect ZDAs, also in the case of periodic sampling, could prove inter-
esting future directions to research. Other extensions being researched include the effect of actuator
saturation, due to limitations in the physical process, on the disruptiveness of (switched) ZDAs [82].

7.1 Extension to Nonlinear Systems and Real-World Experiments

In this article, we have described switched ZDAs and highlighted a key difference with conventional
ZDAs. For future research, it will be interesting to investigate how our proposed methodology lends
itself to nonlinear systems. Conventional ZDAs have been shown to be effective on both nonlinear
systems [62] and real systems by means of experiment [45, 73]. The construction of these attacks
often relies on the use of the Byrnes-Isidori normal form [44], originally developed for nonlinear
systems. As an adaptation for non-uniform sampling, leading to switched system dynamics, an
extension of the Byrnes-Isidori normal form to switched nonlinear systems [14] could provide a
starting point, which is left to future work. Experimental validation on a real-world control system
is also of future interest.
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