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Abstract. In the current society, logistics is faced with ladst two big
challenges. The first challenge considers safety security measurements
dealing with terrorism, smuggling, and related sigwaccidents with a high
societal impact. The second challenge is to mestasability requirements
implying optimal use of resources and physicalasfructure. A condition sine
qgua non for dealing with these challenges is thaization of a flexible
platform for sustainable and secure data exchaatyeelen collaborating global
supply chain actors. This paper presents such tbopta It allows shippers,
authorities, logistic service providers, and casiéo be fully interoperable
across closed communities, to perform paperlegsstios, and to adhere to
societal demands of security, safety, and sustdityab Its functionality is
derived from similar approaches as have been applienodern social media.
The paper elaborates on the functionality of thetfpim and its implications
for research. It builds upon the research and iatiow work as currently done
within the EU FP7 Cassandra and iCargo projects.
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1. Introduction

Current societal demands to business and autlworiben be described as
sustainability, food safety, and security. Corper&ocial Responsibility (CSR)
encompasses these demands and is considered to ibtedace between business
and society (Brammer, Jackson, & Matten, 2012). Eueopean Union considers
these demands as part of its 2020 Strategy by migtincreasing energy efficiency
and decarbonisation, but at the same time incrgasaonomic growth (European
Commission, 2010). Security is addressed separatelfpr instance, the Container
Security Initiative (CSI) and the Customs-Tradetfenship Against Terrorism (C-
TPAT). The latter involves multiple countries, ammotes the use of best security
practices. Shippers and carriers that certify e of best security practices are given
expedited processing at US ports of entry. Manufacs, importers, carriers, and
third-party logistics service providers can all tmdpate by completing detailed



guestionnaires and self-appraisals of their supgigin security practices, while
Customs would perform periodic audits and verifas of such practices. Globally,
the concept of Authorized Economic Operator (AE@J theen accepted and is
implemented by many countries reflecting these-agffraisal and periodic audits
(Rukanova, et al., 2011).

Information sharing amongst all actors participgtim global trade and logistics to
meet societal demands is required (Hofman, 20JHr@yn a security perspective, it
results in the so-called data pipeline in whictpghrs, logistic service providers and
carriers share data (Heskhet, 2010). Synchro-ntgdaicreases sustainability by
seamless switching between transport modes basstiasing real-time information
(Overbeek, Dignum, Hofman, & Tan, 2012). Models énadween developed for
business interaction taking for instance a cargotrice approach (Schumacher,
Rieder, & Masser, 2010) or business to governmatgraction (World Customs
Organization, 2009). All efforts still lead to ckxs communities in which actors made
agreements on information sharing (Hofman, 201%d)ich thwarts smooth and
secure information sharing between global supplsirctactors. To overcome this
difficulty, this paper introduces an open platfoliy which communities can agree
upon requirements for sustainable, safe and sdogigtics Semantics is crucial for
achieving interoperability, but other, both orgatianal and technical, aspects need
to be agreed upon as well. The functionality ofi@lagetworks (Kietzman, Hermkens,
McCarthy, & Silvestre, 2011) is a basis for defgnime functionality for a platform in
logistics. The methodology used is that of desigerse (Hevern, March, Park, &
Ram, 2004). By analyzing the current situation fanchulating new concepts, new IT
artifacts are proposed. These artifacts can be insefederated manner, enabling that
multiple providers can offer the components.

Section 2 introduces the functionality of the plath based on business
requirements and analyzing the functionality of iEm Social Media platforms.
Section 3 gives the implications of this functiotafor the implementation of such a
platform. Finally, section 4 presents conclusiong further research.

2. Functionality for secure, safe, and sustainable logistics

This section analyses the need for business talmmihte and share information. An
analogy with social media is made as input to tectionality of a platform for
secure, safe, and sustainable logistics. Firstlofogistics collaboration is discussed,
secondly, social media functionality is providedidmally the functionality for the
platform is presented.

2.1 Collaborationin logistics

This section briefly introduces two types of cobiadtion in logistics (or more general
in business), namely logistic services for valuehange and information sharing on
resource availability. Both are closely relate@&zh other as we will show.



One can distinguish two types of resources, namegurces of which ownership
is transferred from one organization to another esmburces that are used for this
exchange (Hruby, 2006). Logistics is transportndshipment, and storage of
products for production and final delivery to r&tes and/or customers utilizing
various types of resources. Products can vary, gagts, electronic equipment,
pharmaceutical products, and agricultural prodlikts flowers and milk products.
Each of these products has specific logistic reguénts like temperature setting
during transport. These logistic requirements amelémented by different packaging
and resources like trucks, containers, and vesSedssportation of these products
can pass many borders, thus involving differenhauities from different countries.
Different actors share information to optimize tbgistic activities and coordinate
logistic flows (figure 1). This so-called three éamymodel for global logistics
distinguishing physical, logistics, transactions oagst businesses and the
government shows that basically different logigt@tivities can be performed, e.g.
inland transport by truck or barge and sea trandppwessels, and actual execution
of these logistic activities can be arranged byouer actors, e.g. a forwarder and a
shipping agent. The information shared amongstettaxtors concerns the logistic
activity or value proposition (Spohrer & Kwan, 200%fered as logistic services of
an actor, relevant product and packaging infornmatimd the resources used for
performing logistic activities. The information cabe very well structured.
Authorities operating in the government layer, e€gstoms, monitor these flows for
risk analysis (Hofman, Supply Chain Visibility wittinked Open Data for Supply
Chain Risk analysis, 2011).
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To perform logistics activities and optimize resmurutilization, information is
shared in three phases (Dietz, 2006): (1) the bgpghase to prepare the execution
of a logistics activity by exchanging general regoients like number and weight of
packages, locations, and expected times for penfigrnthe activities, (2) the
execution phase in which the activity is actualeyfprmed and details of the cargo
and resources utilized like sailing schedules ofvessel, and possibly (3) a
cancellation phase in case a booking does nottresah order or the cargo cannot
arrive in time at a certain location for the neogiktics activity. These phases together
constitute a business transaction between twos@twfman, 1994).

Before actually executing a logistic service, ttse wf particular resources might
be optimized, e.g. by picking up several consigrnsea get a full truck load and
efficiently planning delivery of a container at@agerminal at the proper gate and the
proper time with traffic jam prevention based oaffic information. Increasing
sustainability requires actors to collaborate dyrihe preparation phase by for
instance bundling consignments (demand optimizgti@sources like trucks (supply
optimization), or a combination of both. It req@ireustomers to share information on
consignments and logistic service providers andierar to know of available
capacity. The latter requires a gain model in whadhparticipants share part of the
profit, since transparency of capacity is commérsensitive for a lot of logistic
service providers and carriers. It also requireg tustomer properly specify their
requirements, without selecting a particular tramspnode, like inland waterways,
rail or road, or a particular transport means.

Collaboration is not only required during the pnggimn phase of business
transactions, but also by accessing (nearly) igsd-data for planning optimization
and handling exceptions like traffic jams. It emabbrganizations for instance to have
a barge available at the proper place and time fora This type of collaboration
requires visibility on supply chain data. An exam# visibility of container arrival
for staff planning to strip these containers anchpose consignments for delivery of
cargo to their final destination (e.g. a retairsjo

Figure 2 gives an overview of information requireitse Compliance and
sustainability are both applicable to business anthorities. Value exchange is
relevant for business and will be monitored by atitles from a compliance
perspective. Information requirements depend orstiope, e.g. compliance requires
information on people and entities like tradersgoaand containers active in supply
chains and real-time planning requires place ameé tf these entities to take action.
This overview is not complete, e.g. information uiggments for incidents are for
instance not listed.
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Figure2 Scope of information requirements.

2.2 Social Media

Logistics is about cooperation and collaborationnwdny organizations, either in
communities like ports or for a particular produike flowers, and/or in supply
chains. Social Media is all about cooperation aoithboration amongst individuals.
Social Media functionality might be a basis for @pgng functionality for a logistics
platform. Therefore, this section analyzes SociaédM functionality and its
applicability to logistics.

Traditionally, individuals used Internet as conswn® simply expend content to
read it, watch it and use it for buying products @ervices (Kietzman, Hermkens,
McCarthy, & Silvestre, 2011). Increasingly, indivals also took the role of producer
and added value by co-creation (Payne, Storback&rdy, 2008) leading to an
explosion of data also known as Big Data. Individuase platforms like Twitter,
Youtube, and Facebook for content sharing and lootkgtion. Kietzman (Kietzman,
Hermkens, McCarthy, & Silvestre, 2011) analyzeds#hplatforms and came with the
so-called honeycomb for social media representiegftinctionality of social media
and implications of the functionality (figure 3)h& implication of an identity is for
instance the existence of data privacy controlstaots for self-promotion, whereas
communities will have membership rules and protecibtimust be noted that privacy
is still a paradox in social media, since a usethwdata stored for all relevant
functions is in fact the product of a social platio(Barnes, 2006).
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Figure3 Social Media Functionality (Kietzman, et al. 2011)

The functionality is more or less self-explainingdecan be easily recognized, e.g.
by creating a profile a user will have an identdy a particular platform like
Facebook or LinkedIn. The functionality is implenteth in different ways. A user
with its identity can for instance share informatiaith anyone using a blog or a
wiki, but a user can also share this informatiothwainly one other user in the context
of a relation. Conversations can take place insautision forum of a community and
a community can be used to share information amoigsnembers. The above
shows that individuals and communities are at thre of social media. The way in
which functionality can be used depends on thefgufat offering the functionality.
Social Media Functionality is not implemented byegpiatform, e.g. Facebook and
Googl€ offer similar functionality. There are ontologiggecifying what data can be
stored in these platforms, e.g. Friend of a Frigii®AF) for identity and
Semantically-Interlinked Online Communities (SIO@presenting functions with
content in communities like fora with their posthiese ontologies can be used for
sharing instances amongst platforms, but they awst moften not implemented by
these platfornTs Integration amongst social media is most oftecamversations and
sharing based on functions they offer (e.g. iLike Facebook). From a security
perspective, single sign on for access controlpglied by social media and also
OpenlID can be used. A WeblD is also defined baseB@AF, but this identification
mechanism is only used by a limited number of sesion the web.

To analyze the applicability of social media funaoglity for business (more
specifically logistics chains), we need a defimitiaf Social Media: Social Media is a
group of Internet-based applications that buildtioe ideological and technological

! Sharing data amongst social media depends onugiadss model of a social media provider.
Instances like individuals are the assets of aatmeédia provider in case the provider has a
revenue model based on for instance advertisements.



foundations of Web 2.0, and that allow the creatiod exchange of User Generated
Content (Kaplan & Haenlein, 2010). User Generatedtént in its turn mainly relates
to content that is used for various purposes, eaws, chatting, professional
(Balasubramamiam, 2009). Depending on its purptse,content is for instance
voice, music, text, and video in different techhicapresentations published via
particular social media platforms like a discussiora forum. This User Generated
Content has one or more creators and might haedldatual Property Rights (IPR),
e.g. music with one or more creators and perform@rgologies like FOAF and
SIOC modeled content in terms of its appearance éeblogpost or a post in a forum)
and did not model content with its relation to widuals like creator, performer, etc.
SIOC and FOAF use Dublin Core to insert this tygemetadata (Dublin Core
Metadata Terms, 2010).

2.3 Logistics Collaboration Platform

Whereas Social Media consider multimedia contemtjaboration in logistics
requires sharing of structured data, either forugaéxchange or collaboration as
explained earlier. Like Social Media, a logistiaglaboration platform is constructed
round two core concepts (figure 4), namely idendid community. In subsection
2.3.1 the functionality of the platform is descdbfor the topics derived from the
functionality of Social Media functionality as dissed in section 2.2 and graphically
illustrated in figure 3. Additionally, semanticgcsirity and privacy, and distribution
of the functionality are three other important ogpis in a Logistics Collaboration
Platform. We discuss these concepts separatelyhén subsequent subsections.
Subsection 2.3.2 elaborates the role of semanii® st is the basis for business
transactions and collaboration. Next, subsecticB.32presents the privacy and
security aspects followed by a discussion on thstridution of the platform
functionality (subsection 2.3.4), finally leading governance issues (subsection
2.3.5).



Presence
The extent to
which actors
know if others
are available

Presence
Creating and
managing the

reality, intimacy,

and immediacy of
the context

Reputation
The extent to
which actors
trust others
and content

Reputation
Monitoring the
strength, passion,
sentiment and
reach of actors and
brand

Relations
The extent to
which actors
relate to each
other

Relations
Managing the
structural and

flow properties
in a network of
relations

Identity
The extent to
which actors

reveal
themselves

Identity
Data privacy
controls and

tools for actors
promotion

Business
transactions
Transaction
velocity, the risks
of starting and
participating

Collaboration
The extent to
which actors
share data for
collaboration

Business
transactions
The extent to
which actors

exchange value
with each other

Collaboration
Open data
content and
usage graph

Communities
The extent to

Communities
Membership
rules and
protocols

which actors

are ordered or
form

communities

Logistics Platform functionality Implications for the functionality

Figure4 Logistics Collaboration Platform functionality

2.3.1 Functionality of the platform

The functionality of the platform for each of thencepts shown in figure 4 and their
implications are described as:

e ldentity
This function reflects the way in which an orgatiza reveals itself by
publishing its services. It comprises a basic dpson of an organization
with its services and data. These services spéuifyalue proposition of an
organization, which could also comprise prices aodditions. Whereas
value propositions relating to physical productsnmally give prices and
conditions, those of logistic service providers aatriers will only be
available to potential customers during the prejamgphase of a business
transaction. Like in Social Media, identity requ@irprivacy controls, e.g.
commercially valuable data is not disclosed to tinaized persons.

e Community
This function refers to the governance of agreememiade amongst
organizations. Membership rules and protocolstaeefore important.

¢ Reputation
Reputation reflects the former behavior of a patéic organization, e.g. in
terms of payment and service delivery in accordao@greements.

*  Presence
Presence not only comprises the published valupggitions, but also all
other ways an organization is publicly active, eig. discussion on
sustainability.



* Relations
Relations amongst actors can exist for various gmep, but we will
basically distinguish relations for business tratisas and collaboration. In
case there is a market, relations will only exist fransaction. Otherwise,
relations will be more stable and lead to (longnjecontracts (Williamson,
1975).

« Collaboration
This function supports resource optimization durting preparation phase of
business transactions and supply chain visibibtyflanning optimization as
described earlier. Collaboration can also be pdrtbasiness relations
specifying how organizations share data on ordedsrasource availability
in a contractual relation.

* Businesstransactions

The business transactions represent the actuak vekchange amongst
organizations in logistical chains utilizing pattiar resources like trucks and
containers. This function requires business traimacmanagement, i.e.
process orchestration of business transactions guttomers and related
business transactions with subcontractors. Proagshestration has a
dependency with collaboration and contributes te tkputation of an
organization.

Not all of this functionality is new. Parts are il@mented by existing systems,
implying that a more detailed specification of thenctionality can be used for
software selection, e.g. a systems supporting thectionality of relations
implemented by a Customer Relationship Managem@RM) system or business
transactions by operational transaction systemsveder, other IT systems can be
applied for instance social media dashboards lilkeotsuite linked to a CRM

application for managing ohes reputation and presence in Social Media and

Business Intelligence (Bl) in combination with asdhoard for managing ones
performance indicators. Supply chain visibility gidems currently provide visibility
of business transaction data (Hintsa, 2012), whidiowever not the type of (nearly)
real-time data required for planning optimizatidimked Open Data might offer an
alternative solution in this perspective (HofmarQ12b). Communities are for
instance supported by a Business Community SysB&®$) provided regional in for
instance a port and globally supporting particslapply chains of shippers and LSPs.
They provide various functions based on businessient exchange, either based
on agreed standards in a community (like in a Borimunity System) or supporting
their customer requirements (like in a commergyatem).

Thus, we already have a lot of functionality, batlke IT component will have its
particular semantics and processes. Having thesepaoents implies that the
functionality will be distributed and interfacesvieato be created. Distribution of
functionality leading to a federated system is used in section 2.3.4.

2.3.2 Semantics

Like Social Media, a Logistics Collaboration Platforequires semantics supporting
the various functions. A semantic model should motly support business



transactions and collaboration (the ‘content’ emghd or shared across a platform or
medium), but also a representation of organizatiand communities with their
agreements like defined by identity is modeled IQYAF and groups by SIOC for
Social Media. Semantics should model on the onel hagistic activities that can be
supported and on the other hand the physical abjike¢ cargo and containers
(section 2.1). However, there are still choiceshéomade, represented by different
modeling levels in figure 5:

Modeling level 1: business concepts.

Since logistics is a particular business area \itshown and common
business rules, it is possible to appbyrticular business concepts like value
propositions (Spohrer & Kwan, 2009) and resourcdsulfy, 2006) in
relation to place and time. Applying these businesscepts will make it
easier to support cross-sectorial collaboration lbmsiness transactions by
extending a semantic model with new types of recesretc.

Modeling level 2: Logistics Core Model.

This modeling level considers two aspects, nampécification of generic
concepts and representation of semantics. BotHiscessed.

Logistics has a variety of roles related to fortamee organizations (e.g.
shipper, forwarder, and carrier) and places (dagepof acceptance, dispatch
place, port of loading, border place, and pick lgz@). These roles relate to
the physical process, but still refer to the samgawization or place. Roles
can be modeled as concepts, but also as rules. |liMgdeem as concepts
gives a large semantic model, whereas modeling thsnmules makes a
model not acceptable by business and authoritiesalétion is to construct a
semantic model (a Logistics Core Model) having ¢hesles as rules and
deriving specific models out of this core model particular organizations.
The core model can be used for supporting varimarstormations amongst
organizations, since it is the most flexible anchptete.

Semantics can be represented in different ways,bg.@ Unified Modeling
Language (UML) class diagram or Ontology Web Lamgu§OWL). We
propose to use the latter one, whilst it suppartiss; concepts can be re-used
via referencing which allows distributed mainteran(see governance
issues), and specialization is supported.

Modeling level 3: detailing the Logistics Core Model by a class diagram.

In global logistics, different languages are usBy.applying agreed code
values, e.g. for packaging, IT systems are ablsuggport these multiple
languages. Code values are a representation oeptmand conceptually a
constraint on values of concepts. Other types oftaints are the format
and data types. A core model will not specify thigpes of constraints, but a
specific model will. Generic representations of agpis will support
interoperability amongst specific models.

Modeling level 4: technical representation of data (syntax).

Data, called instances in OWL, can be represemtetifierent ways, e.g. in
Resource Description Framework (RDF), eXtensiblerkdp Language
(XML), or any internal representation used by aadstore. Tooling could be
available to support these different formats.
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Figure5 Modeling levels

Interoperability currently comprises modeling lev&land 4, whereas level 3
models developed by different organizations differg. the WCO class diagram
differs from the Common Framework. Developing aele2 model represented in
OWL supports re-usability, localization and extéilgy, but requires abstraction
from many terms used in current operation. Applniginess concepts in developing
a Logistics Core Model enables business transaaiwh data sharing with other
application areas. A Logistics Collaboration Platiois thus a specialization of a
more generic Business Collaboration Platform, wHigdds to the conclusion that
different types of platforms for business collatimm can co-exist (Hepp, 2006).

2.3.3 Privacy and security

Unlike the current approach for Social Media, dptavacy and security is very
important in logistics. Logistics data contains coencial relations between
organization including agreements and costs andlghiberefore only be disclosed to
authorized organizations and persons. As LogisgecviSe Providers (LSPs) and
carriers are responsible for handling (high valpe)ducts of others, they are also
liable up to a certain amount (United Nations, 2008
Data privacy and security therefore needs to cover:
o Liability.
What data is required by an LSP or carrier foualkvalue exchange? In case
a service provider does not have and does notneedata of for instance the
actual content of a container but only a broad rietsen (STC: Said To
Contain), that provider can only be held liable foss or damage for a
particular amount, e.g. cargo weight.
» Datavishility.
Who has access to particular (real-time) data, &og.collaboration or
inspection (to govern security and food safety)?aDasibility is not only
required for collaboration amongst organizationrapeg in logistic chains,



but also from an authority perspective (Hofman, 1)1 Different
mechanisms can be implemented, e.g. Role Basedsa¢entrol is probably
the most well-known and applied in practice. Howevim a dynamic
environment roles of an organization differ per @ypchain configuration.

Access control thus needs to be related td aneole in a particular supply

chain, also with respect to goods flows. Organireti like
shippers/consignees, LSPs and carriers basicafiyheze access to data of
others if they have agreed as such for collabaratitowever, they should
only have access to that data of business transacin which they are
service provider and customer, unless granted wiker(e.g. full supply
chain visibility). Authorities should only have &ss to data of incoming and
outgoing cargo flows types of goods (e.g. agricaltgoods) in the territory
they govern.

Liability and data visibility require identificatio and possibly other IT security
mechanisms like electronic signatures giving pradéf data stemming from a
particular source. We will discuss that the chodfean identification mechanism
depends on the implementation of the functionggction 2.3.5).

2.3.4 Federation: distribution of the functionality

This section discusses a number of implementatjotionns leading to additional
requirements to for instance interoperability and decurity. First of all the
implementation options will be discussed and seborndteroperability and IT
security requirements are discussed.

We have already indicated that there is a lot éfwsoe available to support the
various functions of a Logistics Collaboration Riatn, although some functionality
like real time data visibility is not yet supporteleurthermore, quite a number of
organizations has existing software or uses (comialgrservices of providers.
Basically, three different approaches to implemgonaof the functionality are
possible, namely (1) a central, global system,sf&tems run by each organization
(completely decentralized solutions), and (3) artaysolution consisting of central
and decentralized systems. The first option isfeasible, based on the argument that
already organizations and IT software and serviogigers have invested in existing
IT systems. A complete decentralized solution negguthat also Small and Medium
Sized Enterprises (SMEs) require IT functionalitshich will also not be feasible.
Thus, the third option is the most likely optiorr fieealization of the platform: a
combination of several IT components implementeaiy organization or operating
on behalf of more than one organization, either edvby these organizations (e.g.
BCS) or offered by a commercial service provideaagpe of cloud service.

A hybrid solution requires interoperability amongdit IT systems supporting the
functionality. The semantics identified earlier cée the basis for specifying
interoperability in combination with the businessnisaction phases identified earlier.
However, existing solutions already support palicsemantics and interoperability
solutions. Transformation between these solutiomel dahe common agreed
mechanisms need to be established. This aspectrelates to governance and
standardization issues relevant to communitiethése one common semantic model



or do we need to have multiple (bilateral) transfations based on standards and
models agreed in different communities (see se@i8Ib).

Having a hybrid solution implies that also morentlume identification mechanism
with different types of certificates needs to bpparted. Authorities operating in the
government layer (Hintsa, 2012) within a countryll vior instance define their
identity mechanism that can be used in collabonatiith them. Traders can also
make particular agreements on the identificatiochmaisms used. Protocols need to
be established for collaboration and business actitns amongst organizations
utilizing different identification mechanisms (Ber&ruksasri, & Hofman, 2012).
Having these protocols makes it possible for araoization to use its certificate
globally, it will for instance offer a customs aathy access to a foreign database to
retrieve all required data of incoming and outgagogds flows in the territory of that
authority. The biggest challenge here is to bugdniernational chains of trust.

2.3.5 Governanceissues. communities

A hybrid solution leads to various aspects thateh&aw be agreed and require
governance: certificates of different Certificatiofuthorities (CAs), different
semantics and interoperability solutions, and ligbiand collaboration aspects.
Whereas one organization like a large, globallyrafieg shipper, an association of
carriers like the IATA for airline carriers and arganization like the World Customs
Organization (WCO) implement governance for thegreements, it will lead to
closed communities with their agreements and garera structure. We will discuss
the identified governance issues briefly; thesaedéssdo not concern governance of,
for instance, a BCS. In this paper, governancetegl#éo the tension between the
solution of an (individual) organization having itgarticular interoperability
requirements and agreements made within a commuDitg organization may want
to distinguish from its competitors based on fostamce its logistic services and
technology used for collaboration.

Accepting different certificates issued by CAs riegsl besides the protocols and
gateways identified in (Berg, Pruksasri, & Hofm&12) also the acceptance of
different CAs. This can be a political issue inee&s instance government authorities
in one country do not recognize a CA used by aittesrof another country. These
political issues might relate to establishing tragdéations between countries for
instance by recognizing each other's Authorized rieooic Operator (AEO)
certificates.

A second governance issue is semantics and intedoipty solutions for business
transactions and collaboration. It can be furth@kén down in process aspects and
technical solutions, different semantic models vdifferent representations, and re-
use of semantics. These aspects are discussedrfurth

Basically, process approaches supported by tedhsatations concern the way
data is shared between processes of different mag#ons, e.g. asynchronous
processes synchronizing by messaging supportedlogians like Electronic Data
Interchange (EDI) or eXtensible Markup Language (XMData retrieval as input for
business processes can be supported by web ser@®s business transaction
support and collaboration can easily adopt chanfdisere is a clear business case.



Process approaches and technical solutions for BRfBt involve political and legal
considerations, e.g. business is currently obligedsubmit declaration data to
customs based on legal solutions, although som#omgsauthorities consider to
implement approaches like System Based Auditing A)SBvith continuous
transaction monitoring or sampling.

The second aspect of semantics and interoperalbiitgerns different semantic
models. Semantic models specified as Unified MogelLanguage (UML) class
diagrams are available to support the Single Windomcept (Van Stijn, et al., 2011),
e.g. the WCO data model (World Customs Organizata@®9). On the other hand,
UML class diagrams are defined for logistic chgiBshumacher, Rieder, & Masser,
2010). Although both models use the same represemtghey differ in terms of
classes and attributes. Whereas the WCO data rtedded a declaration approach, the
UML class diagram for logistics is based on logistervices. Furthermore, UML has
no formal approach, which makes re-use of modefficali. The semantic web
introduces yet other open standards like OntologgbW.anguage (OWL) for
representing semantics that supports re-use afitlefis. Thus, both at technical and
semantic level there are different solutions the¢chto be supported. A semantic
model specifying basic logistic concepts could seas a basis for transforming
between all options. These transformations havbetsupported by tools to make
them machine-readable as configurations.

The third aspect of semantics and interoperalilitysiders re-use of semantics. In
this respect, governance of semantics constitudpertiencies of different semantic
models based on referencing as supported by ftarioe OWL. OWL supports the
specification of for instance a global semanticg&nwindow model, which can be
localized to a particular country and specialized d particular type of application
like import declaration in that country. Such algbmodel of for instance Single
Window and/or logistics can be governed in a glat@hmunity like the WCO, a
localized model by national authority, and an oigation with its trading community
governs its part of the model. As such, a communmitth its relations to other
communities acts as a Data Governance Authoritglation to agreements made for
identification. Such an authority is also known asStandardization Organization
(Folmer & Punter, 2010).

Data Governance rules are part of access contigl tieey represent the type of
data that can be accessed and shared amongstzatifzms. Organizations agree in
communities which data they will share, based derirationally agreed rules like
shown before. These rules also implement liabititd collaboration aspects, for
instance the Rotterdam Rules (United Nations, 20€8) be implemented in a
community as a specialization of a generic semamtcel for logistics specifying
data that carriers can share in the context ofliipb

3. Implication the platform

The previous section shows that the community goiniseimportant in all respects,
e.g. semantics, technology, and certificates. twshthat we can have different
communities for different purposes, e.g. a comnyuaft for instance forwarders or



container stevedores that specify in terms of tlgidtics Core Model their data
requirements. The functionality of a logistics fitatn (1) supports interoperability
between current closed communities based on reefisexisting Interoperability
Implementation Guides (lIGs) by referencing to sesr and adjusting them to
specific requirements in a community, (2) suppadseements on data sharing in a
community considering legal constraints, and (B)ved place and time independent
operation of business and authorities. These ingimants will be elaborated.

The first improvement relates to the fact that ¢hare many standards, all
(slightly) different specifying interoperability ilogistics from a certain perspective
(e.g. shipper, authority, carrier, and an overgtipraach like the Common
Framework). These are only the interoperabilityndtads developed and used in
Europe and intercontinental logistics, the 11IGs fither continents will probably
differ. Lack of interoperability of these diffefestandards and their implementation
guides leads to closed communities. Logistic SerfAooviders have to cater with the
different standards of their customers, carriengl authorities to be able to support
their service offering by electronically sharingtala Re-usability of semantics
improves compatibility amongst communities and éfane interoperability.
Implementing lIGs of different communities beconeasier for an individual actor if
these communities share the same semantics. |I§€=silmn the same semantic model
will be consistent, leading to a decrease of imgletation cost.

The second improvement allows communities to defitheir objective for
collaboration (see also figure 1) and specify th@im rules and protocols under
consideration of legal constraints. Liability iseonf the legal constraints in global
logistics as formulated in the Rotterdam Rules {ethiNations, 2008). The impact is
that actors only share that data that is requicedvélue exchange related to their
particular service. In practice it means that,if@tance, a shipping line or forwarder
is not aware of the actual content of a containghe context of a transport service,
but only needs a general goods description (ST@ $a Contain). On the other
hand, the same forwarder may need a more speaficggdescription in case the
forwarder not only arrange transport but also pemfothe export declaration on
behalf of a shipper. Thus, in one community, acéanee on data shared for transport
services considering liability, whereas in anottiezy can agree on data sharing for
declaration services considering customs regulatiBrom an auditing perspective, a
general rule of a community offering transport &g can be that if an actor also
offers declaration services, the transport serviwese to be implemented in such a
way that they cannot retrieve any information @& tleclaration services, whereas the
implementation of declaration services can. Sutdsrbetween communities have to
be implemented by an organization participatinghose communities, e.g. in their
internal procedures and IT systems.

The third improvement is a basic one considerir@emantic Web perspective for
trade and logistics: business can operate placdimedindependent from authorities
and each trader is a potential data source for whosgty. The platform and its
security mechanisms allow authorities to governdgofiows by monitoring trader
data, independent of the place at which traderse htheir operation. This
improvement implies that traders do not have to gggnts offering customs services
to authorities in countries where these tradersatdiave offices. Depending on trade



volumes and costs of customs services, this cahteeauge savings for these traders.
Authorities have to accept this approach basedotitigal and legal decisions.

4. Conclusions and next steps

This paper presents functionality of a flexible tfdem for secure, safe, and
sustainable logistics derived from similar functtity for Social Media. The
platform supports for instance communities in whagineements can be made for data
sharing. Examples are a customs - and a Single dWircmmunity with agreements
on data required for compliance (section 2.1) ocaarier community with data
sharing in the context of liability (section 2.3.B)ke with Social Media, the platform
can be implemented by different providers, and gackider can implement parts of
it. A provider can be an organization participatindogistics, but can also be an IT
service provider for logistics. Due to the factttlaalot of functionality is already
available either in software or interoperability seaging and models, the platform
has to support different types of transformatiod arocess approaches supported by
technical solutions, but also innovative approadisesed on the Semantic Web. There
are still a lot of issues identified in this papeat need further research:

* The scope of business requirements that shouldygosted by the platform
resulting in data requirements and supporting teldgy.

» Issues of semantics identified in section 2.3.2.

e Various governance issues that may give new reapeings to the platform
(section 2.3.5).

» Further specification of organizations and themisdtic services, semantics
and supporting technology constituting a logistervice profile of an
organization.

¢ Functional and non-functional agreements includimgnagement and
distribution of certificates and considering lidtyilissues as made in a
community.

» Access control mechanisms based the concept of imoderansaction tree
representing the transactional layer (Hintsa, 2@12)logistic chain.

e Further research on the implications of the platforo authorities and
business from different perspectives (e.g. IT systand benefits).

The result of further research will provide mordailed requirements to platform
components like transformation functionality betwekfferent communities.

References

Balasubramamiam, N. (2009). User-Generated Contudiness Aspects of the
Internet of Things, Seminar of Advanced Topics, Florian Michahelles (ed.)
(pp. 28-33). Zurich: ETH Zurich.

Barnes, S. B. (2006). A privacy paradox: Socialveeking in the United StateBirst
Monday, volume 11, number 9.



Berg, J. v., Pruksasri, P., & Hofman, W. (2012)réhprotocols for securing the data
pipeline for the International Supply Chain (suliedt for review).
International Conference e-Commerce. Lisbon.

Brammer, S., Jackson, G., & Matten, D. (2012). ©aife Social Responsibility and
institutional theory: new perspectives on privatevernance. Socio-
Economic Review 10, 3-28.

Dietz, J. (2006)Enterprise Ontology, Theory and Methodology. Springer Verlag.

Dublin Core Metadata Terms. (2010). Retrieved 12 2011, from Dublin Core Metada
Initiative: http://dublincore.org/specifications

European Commission. (201@BUROPE 2020, A strategy for smart, sustainable and
inclusive growth. Brussels, 3.3.2010: EC COM(2010) 2020 final.

Folmer, E., & Punter, M. (2010Management and Development Model for Open
Sandards. NOiV.

Hepp, M. (2006). Products and Services Ontologéedlethodology for Deriving
OWL Ontologies from Industrial Categorization Stardk. International
Journal on Semantic Web & Information Systems, Vol. 2, No. 1, 72-99.

Heskhet, D. (2010). Weakness in the supply chaino ywacked the boxWorld
Customs Journal, volume 4, number 2.

Hevern, A. R., March, S. T., Park, J., & Ram, S00#). Design Science in
Information Systems ReseardlS Quarterly, 75-105.

Hintsa, J. (. (2012)Cassandra Compendiumyvs. 2.0. EC FP7 SEC Cassandra.

Hofman, W. (1994) A conceptual model of a Business Transaction Management
System. Den Bosch: Uitgeverij Tutein Nolthenius.

Hofman, W. (2011). Applying Semantic Web technolofgy interoperability in
freight logistics.eFreight conference. Munich.

Hofman, W. (2011). Supply Chain Visibility with Lked Open Data for Supply
Chain Risk analysidM TNESS Workshop. Delft.

Hruby, P. (2006)Model-Driven Design Using Business Petterns. Springer-Verlag.

Kaplan, A. M., & Haenlein, M. (2010). Users of twerld, unite! The challenges and
opportunities of Social MedidBusiness Horizons, Volume 53, Issue 1, 59-
68.

Kietzman, J. H., Hermkens, K., McCarthy, I. P., &v8stre, B. S. (2011). Social
Media? Get Serious! Understanding the functiondldmng blocks of social
media.Business Horizons, 241-251.

Overbeek, S. A., Dignum, V., Hofman, W., & Tan, M.-(2012). Towards an
Orchestration Architecture for Service Delivery International Trade.
VMBO. Vienna.

Payne, A. F., Storbacka, K., & Frow, P. (2008). lslging the co-creation of value.
Journal of the Accademic Marketing Science 36, 83-96.

Rukanova, B., Bjorn-Andersen, N., Ipenburg, FKlein, S., Smit, G., & Tan, Y.-H.
(2011). Introduction. In Y.-H. Tan, N. Bjorn-Anders S. Klein, & B.
Rukanova, Accelerating Global Supply Chains with IT-Innovations.
Springer.

Schumacher, J., Rieder, M., & Masser, P. (2010)g&aentric approach for Supply
Chain Design - Reference Architectut@th ITSWorld Congres. Busan.



Spohrer, J., & Kwan, S. K. (2009). Service Scierdanagement, Engineering, and
Design (SSMED): an Emerging Discipline - OutlinedamReferences.
International Journal of Information Systemsin the Service Sector, 1(3).

United Nations. (2008)Rotterdam Rules. Retrieved 1 2012, from United Nations
Convention on Contracts for the International Gayei of Goods Wholly or
Partly by Sea:
http://www.uncitral.org/pdf/english/texts/transpootterdam_rules

Van Stijn, E., Phuaphantong, T., Keretho, S., Rjker, Hofman, W., & Tan, Y.-H.
(2011). Implementation Framework for e-solutions Toade Facilitation. In
Y.-H. Tan, N. Bjorn-Andersen, S. Klein, & B. Rukamg Accelerating
Global Supply Chains with I T-innovations. Springer.

Williamson, O. (1975)Markets and Hierarchies: analysis and antitrust implications.
New York: Free Press.

World Customs Organization. (2009)/CO Data Model - cross border transactions
on the fast track. World Customs Organization.



