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Output Behavior Equivalence and Simultaneous
Subspace Identification of Systems and Faults

Gabriel de Albuquerquer Gleizer , Member, IEEE

Abstract—We address the problem of identifying a
system subject to additive faults, while simultaneously
reconstructing the fault signal via subspace methods. We
do not require nominal data for the identification, neither
do we impose any assumption on the class of faults,
e.g., sensor or actuator faults. We show that, under mild
assumptions on the fault signal, standard PI-MOESP can
recover the system matrices associated to the input–
output subsystem. Then we introduce the concept of output
behavior equivalence, which characterizes systems with
the same output behavior set, and present a method to
establish this equivalence from system matrices. Finally,
we show how to estimate from data the complete set of fault
matrices for which there exist a fault signal with minimal
dimension that explains the data.

Index Terms—System identification, fault diagnosis,
data-driven modeling, system realization.

I. INTRODUCTION

IN MANY applications, it is difficult to identify a system
in a controlled environment. When faulty behavior appears,

it may be impractical or economically undesirable to remove
the system from the field to perform a new identification
experiment. For example, digital twins must enable tasks
such as re-identification of system parameters, uncovering
new dynamics, and detecting and reconstructing obtrusive
signals that are affecting the system performance, all executed
without removing the system from operation. Thus, an impor-
tant problem is to simultaneously estimate the matrices that
describe the system model and its external disturbances; for
the latter, it is desirable to both learn how they affect the
system and what is the disturbance signal that explains the
data. Technically, we consider simultaneous identification and
input reconstruction of LTI systems of the form

x(k + 1) = Ax(k) + Bu(k) + Fv(k),

y(k) = Cx(k) + Du(k) + Gv(k),

where x(k), u(k), y(k), and v(k) represent the unknown state,
known input, known output, and unknown fault at time k,
respectively. That is, the goal is to estimate the matrices
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A, B, C, D, F, G from a series of values of u and y, as well as
the corresponding trajectories of the state x and fault v, which
is also called unknown input or disturbance in the literature.
We fix the word fault for v in this note, but whether it is to
be considered a fault depends on the application.

In system identification, the fault has usually a probabilistic
nature; e.g., it is generally assumed to be wide-sense stationary
(WSS), which enables very efficient and well-established
methods (see, e.g., [1]). Unfortunately, many disturbances
cannot be assumed to be WSS unless very long time horizons
are taken: this is the case of environmental conditions such as
temperature and wind, and the influence of other subsystems
that may be connected to the system of interest. In the present
work, we impose no probabilistic assumption on v. Most of the
literature of data-driven fault estimation restricts the class of
faults to either sensor (F = 0, G = D), actuator faults (F = B,
G = 0) [2], [3] or load disturbances (F = I, G = 0) [4].
Moreover, the identification is generally a two-step process,
where in the first step a fault-free dataset is obtained, which
allows identification of the system either through geometric
methods [5], system matrices and/or Markov parameters [6],
[7], basis functions [3], or behavioral subspaces [8]; see [9]
for an overview. Once a model is (implicitly) identified, the
fault matrices can be established from the system matrices,
and input reconstruction becomes fundamentally a problem of
system inversion or, under stricter assumptions on the fault
signal, input tracking [10], [11]. Fewer works are dedicated
to simultaneous identification of systems and external distur-
bances. Most require extra assumptions on the fault signal,
e.g., it is constant, slow-varying or periodic [4], [12], [13].
One of the few works on simultaneous identification and
reconstruction of unknown inputs without any predictability
requirements is [14], and as such it is the closest this work.

Another related area is blind identification [15]. In this
setting, the system matrices and the input are unknown, and
dropping stationarity assumptions on the input makes the
problem extremely challenging. For this reason, extra assump-
tions have to be imposed, e.g., the input is constant [16], or
it is the output of an autonomous LTI system [17, Sec. 8.5.1].
Our problem is easier than general blind identification, because
we assume to be in possession of the input u, with which the
system can be excited. This allows us to impose very little
assumptions on the input signal itself.

As stated earlier, the closest work to the present one
is [14]. Therein, the system is assumed to be strongly input
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observable [18], and the unknown input dimension is known.
We drop these assumptions to understand two fundamental
problems: (i) What is the smallest unknown input dimension
that explains the data? (ii) What can be learned if strong input
observability does not hold? In other words, what is the set
of systems and corresponding inputs that could explain the
obtained output? In addition, [14] rely on strong input and
state observability to estimate the nominal system matrices
(A, B, C, D). We show that this is sufficient but not necessary.
Our contributions are the following: (i) Under relatively mild
assumptions on the fault signal, using zero-mean ergodic
inputs allows one to use standard PI-MOESP [19] to con-
sistently identify the nominal system matrices A, B, C, D,
without the need for strong input and state observability. (ii)
We introduce the notion of output behavioral equivalence to
compare different systems that can generate the same output
trajectories. (iii) Given identified system matrices, the problem
can be reduced to simultaneous (blind) identification of fault
matrices F, G, the initial state x(0) and the fault signal v.
We show how to determine the minimal input dimension that
explains the output, and provide an algorithm to identify the set
of matrices F, G that can be used for reconstruction of com-
patible values of x(0) and v. Finally, we provide the MATLAB
code to execute the proposed methods and reproduce the
results of this note in https://github.com/ggleizer/fault_id.

II. PRELIMINARIES AND PROBLEM FORMULATION

A. Mathematical Notation

We denote by N0 the set of natural numbers including zero,
N := N0 \ {0} and by R and C the sets of real and complex
numbers, respectively. We denote by R(A) the column space
(range) of the matrix A ∈ R

n×m, by AT its transpose, and by
‖A‖∗ its nuclear norm. When matrix A is left (resp. right)
invertible we denote by A−L (resp. A−R) any left (resp. right)
inverse of A. For indexed vectors or matrices Ai, the matrix
Ak:l, l > k, is built by vertically stacking Ai from k to l.

We denote the space of polynomial matrices with real
coefficients with n rows and m columns by R[·]n×m. The value
of maxq∈C rank(A(q)) is called the normal rank of A(q), and
it is equal to rank(A(q)) for almost all q ∈ C.

B. System Model and Problem Statement

We consider discrete-time linear time-invariant systems of
the form

x(k + 1) = Ax(k) + Bu(k) + Fv(k),

y(k) = Cx(k) + Du(k) + Gv(k) + w(k), (1)

where x(k) ∈ R
nx , u(k) ∈ R

nu , y(k) ∈ R
ny , v(k) ∈ R

nv, and
w(k) ∈ R

nw represent the state, input, output, fault, and noise
values at time k, respectively. All matrices are unknown, but
the pairs (A, C) and (A, B) are assumed to be observable and
controllable, respectively, and A is assumed to be Schur, i.e.,
all its eigenvalues are strictly inside the complex unit circle.
Input and output signals are assumed to be available data,
but states, faults and noise are not; moreover, one can freely
choose the input u(k). The distinction between the unknown

signals v(k) and w(k) is of nature: w(k) is a realization of a
second-order ergodic, WSS random process with zero mean;
it represents colored noise, which can include measurement
and process noise. In contrast, no probabilistic assumption is
made on v. This means that v can be generated adversarially —
although with limited powers to the adversary—, have time-
varying average, or be the result of a nonlinear phenomenon.
A final distinction is that we are interested in recovering the
signal v, whereas this is not the case for w.

Problem statement. Our goal is to determine under which
conditions it is possible to identify the system matrices and
recover (a segment of) the signal v. We want a constructive
answer to such conditions; i.e., whenever they hold, we
provide an algorithm to perform such a task. Whenever the
matrices are not uniquely identifiable, we propose to find the
set of solutions to the underdetermined problem.

III. IDENTIFICATION OF INPUT–OUTPUT SUBSYSTEM

We follow a subspace approach to the identification process.
We start by applying a standard reformulation of (1) so that
the fault residual appears directly at the output:

x̃(k + 1) = Ax̃(k) + Bu(k),

y(k) = Cx̃(k) + Du(k) + r(k) + w(k), (2)

with the residual generating process

ξ(k + 1) = Aξ(k) + Fv(k),

r(k) = Cξ(k) + Gv(k), (3)

so that ξ = x − x̃. Now, we write the data equation for (2):

Y2s = O2sX̃T + T2sU2s,T + R2s,T + W2s,T , (4)

where

O2s :=

⎡
⎢⎢⎢⎣

C
CA
...

CA2s−1

⎤
⎥⎥⎥⎦, T2s :=

⎡
⎢⎢⎢⎣

D
CB D
...

. . .

CA2s−2B · · · CB D

⎤
⎥⎥⎥⎦,

X̃T = [
x̃(0) x̃(1) · · · x̃(T)

]
,

U2s,T =

⎡
⎢⎢⎢⎣

u(0) u(1) · · · u(T − 1)

u(1) u(2) · · · u(T)
...

...
. . .

...

u(2s − 1) u(2s) · · · u(T + 2s − 2)

⎤
⎥⎥⎥⎦,

with R2s,T and W2s,T being built in block-Hankel form as
U2s,T from r and w, respectively; T is the number of data
samples and s is a window parameter satisfying T > 2s > 2nx
so that the matrix U2s,T has more columns than rows.

We start with the following assumptions on the input and
fault signals:

Assumption 1: The input u(k) is zero-mean wide-sense
ergodic, i.e., limn→∞ 1

n

∑n
k=0 u(k) = 0 and the corresponding

matrix

lim
n→∞

1

n
Us,NUT

s,N

is full rank.
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Assumption 2: The input and fault signals u and v satisfy,
for all l ∈ N0,

lim
n→∞

1

n

n∑
k=0

u(k − l)v(k)T = 0.

The first assumption is an experiment design assumption,
and similar to many existing assumptions in the system iden-
tification literature. The second assumption is more restrictive
as it imposes conditions on the fault signal, but still rather
mild. Under Assumption 1, it holds if, e.g., v(k) is bounded for
all k (by properties of limit of the product) and is uncorrelated
with past values of u. For this last condition to hold, we
essentially impose that the process that generates has no
linear feedback component either on y, x, or u. It is well
known that the identification problem has no unique solution
when faults can include linear feedback terms, see, e.g., [20].
In practice, if the fault signal includes a linear feedback
component, then the identified system will have this feedback
component incorporated in the system matrices. As u does
not enter (3), we have that limn→∞ 1

n

∑n
k=0 u(k − l)v(k)T = 0

implies limn→∞ 1
n

∑n
k=0 u(k − l)r(k)T = 0.

Finally, the following standard assumption is given:
Assumption 3: The noise w is a zero-mean wide-sense

stationary process and is uncorrelated with the input, i.e.,
E[w(k)u(k − l)T] = 0 for all lags l ≥ 0.

With Assumptions 1, 2, we have that limN→∞ 1
N Vs,NUT

s,N =
0 the same way limN→∞ 1

N Ws,NUT
s,N = 0 (by Assumption 3).

Therefore, the same conditions for the PI-MOESP method [19]
to provide consistent estimates of A, B, C, D apply here, and
we have the following result:

Proposition 1: Let Assumptions 1–3 hold. Then, given data
sequences y(k), u(k), the PI-MOESP method as described
in [19],[1, Section IX.5] provides a consistent estimate of the
matrices A, B, C, D.

Remark 1: This result may give the false impression that
one can generally treat faults as noise. However, as a counter-
argument, the PO-MOESP [1, Section 9.6.1] method cannot be
used. PO-MOESP further requires that E[y(k − l)v(k)T] = 0,
which does not generally hold. E.g., if v is not zero-mean and
(A, F) is controllable, then E[yvT] 	= 0.

Remark 2: More generally, any identification method with
consistency guarantees in the colored noise cased should also
have consistency results as long as Assumptions 1–2 hold, and
past input is used as instrumental variables. See, e.g., [21] for
the analysis of consistency using instrumental variables.

IV. FAULT SYSTEM IDENTIFICATION

The next task is to identify F, G, and reconstruct the fault
signal v and state trajectory x. The latter is not available from
the identification of the previous section as it relies on (2), thus
recovering x̃. Hereafter, we assume that A, B, C, D are known;
thus, O and T are also available; and for analysis purposes
we consider that noise is absent, i.e., W = 0. In this case,
referring to (4), denote R := Y − TU as the Hankel matrix of
the fault residual, and we get

Rs,T = OsXT + Tf
sVs,T , (5)

where the unknowns are XT , Tf
s and Vs,T , or, referring to

the state-space equation (3), to obtain the matrices F, G,

the initial state ξ0 and the trajectory v. The solution to
this problem is clearly non-unique. E.g., if (ξ0, F, G, v) is a
solution to the estimation problem, so is (ξ0, FJ, GJ, J−1v)
for any invertible matrix J ∈ R

nf ×nf . As we shall see, the
presence of transmission zeros from fault to output further
increases the set of possible solutions.

A. Notion of Output Behavioral Equivalence

System (3) can be described by

H(q)

[
ξ

v

]
= Lr, H(q) :=

[
A − qI F

C G

]
, L =

[
0
I

]
,

where q is the left-shift operator. Using a behavioral set
description [22] helps to reveal what can be distinguished from
the unknown input set given the residual and the available
matrices A and C. We call the output behavior set B of a
system with unknown initial state and input the set of all
trajectories r for which there exist initial state ξ0 and input
trajectory v that can generate r. The follow descriptions are
equivalent:

B =
{

r:N → R
m | ∃ξ , v : H(q)

[
ξ

v

]
= Lr

}
(6a)

= {r : N → R
m | N(q)r = 0}, (6b)

where the latter is known as the kernel representation, and
N(q) = H(q)N L, where H(q)N is a minimal polynomial basis
for the left null space of H(q). Then kernel representation
reveals the following fact:

Proposition 2: If Rosenbrock matrix H(q) is full row rank,
the behavior set B spans the whole space N → R

ny .

Now, suppose that ny = nv so that H(q) is square. If H(q)
has full normal rank, Prop. 2 tells that the system’s output
behavior is full and there is not much to retrieve from it. In
fact, the matrices F = 0 and G = I are a valid solution
to the identification problem, with corresponding fault signal
satisfying v = r − y. Thus, we proceed this note with the
tacit assumption that ny > nv, for which nontrivial results
can be retrieved. In general, we are concerned with find
matrices F′, G′ for which the same output behavior as B
can be generated. Following similar definitions from computer
science and hybrid systems theory, see, e.g., [23], [24]:

Definition 1 (Output behavior equivalence): Two systems
with corresponding output behaviors B and B′ are said to be
output behaviorally equivalent if B = B′.

The behavior restricted from time 0 to time s is denoted
by B|s0. With an abuse of notation, we take an element of
B|s0 as the column vector obtained by stacking r(0), r(1), . . . ,

vertically. Clearly, B|s0 = R(
[
Os Ts

]
). What is less clear but

important is the following fact:
Lemma 1: Consider a system (A, F, C, G) of order nx.

Assume s ≥ nx and let r0:s := [
r(0)T r(1)T · · · r(s)T

]
T ∈ B|s0.

Then, r0:s+1 ∈ B|s+1
0 if and only if r1:s+1 ∈ B|s0.

Proof: To prove the forward implication, take ξ0, v0:s+1

such that r0:s+1 = [
Os+1 Ts+1

][
ξ0

v0:s+1

]
. Let ξ1 := Aξ0 +
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Bv0. Then, r1:s+1 = [
Os Ts

][
ξ1

v1:s+1

]
. To prove the backward

implication, assume that r0:s+1 /∈ R(
[
Os+1 Ts+1

]
). Because

[
Os+1 Ts+1

] =
[

Os Ts 0
CAs+1 CAsF · · · CF G

]
,

then r0:s ∈ R(
[
Os Ts

]
) implies that rs+1 /∈

R(
[
CAs+1 CAsF · · · CF G

]
). However, we have by

Lemma 2 (see Appendix) that R(CAs+1) = R(CAs). In
addition, by Cayley–Hamilton, s ≥ nx implies that As

is a linear combination of lower powers of A. As such,
the column CAsF does not add to the column space of
R(

[
CAsF · · · CF G

]
) = R(

[
CAs−1F · · · CF G

]
). Therefore,

rs+1 /∈ R(
[
CAs CAs−1F · · · CF G

]
), and r1:s+1 /∈ B|s0.

By induction on Lemma 1, we have that B|nx
0 fully charac-

terizes the output behavior of a system:
Theorem 1: Consider two systems (A, F, C, G) and

(A′, F′, C′, G′) of order nx, with behaviors B and B′,
respectively. If B|nx

0 = B′|nx
0 , then they are output behaviorally

equivalent.

B. Exact Approach for Fault System Identification

We start by invoking the definition of left invertibility:
Definition 2 (Left-Invertibility [25]): The system (A, B,

C, D) with transfer function G(z) := C(zI−A)−1B+D is said
to be l-delay left invertible if there exists an nu × ny proper
transfer function G†(z) such that G†(z)G(z) = z−lI for almost
all z ∈ C. If one such l ≥ 0 exists, the system is simply called
left invertible.

Let us rewrite (5) as

Rs = [
Os Tf

][Xs

Vs

]
= QZ, (7)

where Q is an orthonormal basis for the column space of Rs

(obtained through, e.g., QR factorization.) If s is sufficiently
large but still Rs has more columns than rows, then under the
assumption that Vs is p.e. of sufficiently high order, the rank of
Rs is equal to the rank of

[
Os Tf

]
. As recently proved in [26],

the rank of the latter matrix is reduced by the presence of
zeros in the system. More precisely, for left invertible systems,
the rank deficiency of

[
Os Tf

]
is precisely the number of

transmission zeros:
Theorem 2 (Adapted From [26]): Let l be the smallest inte-

ger such that the minimal system (A, B, C, D) is l-delay left
invertible, and ζ be the number of finite and infinite transmis-
sion zeros counting multiplicity. Then, if s ≥ max(l, nx), it
holds that rank

[
Os Ts

] = nx + snu − ζ.

Proof: Let ζf be the number of finite zeros count-
ing multiplicity and ζi be the number of infinite zeros.
Theorem III.4 in [26] states that that, if l ≥ nx, then nx −
rank(

[
Os Ts

]
) + rank(Ts) = ζf . Theorem IV.8 in [26] gives

that, if s ≥ l, then rank(Ts) = snu − ζ. The desired result is
obtained by combining these two expressions.

In light of Theorem 2, we shall assume the following:
Assumption 4: The residual system (3) is l-delay left-

invertible, (A, C) is observable, the matrix
[ X

Vs

]
is full row

rank, and s ≥ max(l, nx − 1).

The role of these assumptions is made clearer after the
following result.

Proposition 3: If Assumption 4 holds, then all of the
following is true:

(i) the column spaces of Rs and
[
Os Ts

]
are equal;

(ii) rankRs = nx + snv − ζ ;
(iii) nv = rankRs+1 − rankRs.

Proof: Result (i) is trivial from (7) since
[ X

Vs

]
is full row

rank by assumption. Hence, rankRs = rank
[
Os Ts

]
. For (ii),

Theorem 2 in (i) gives rankRs = rank
[
Os Ts

] = nx + snv − ζ.

Finally, we use (ii) to get that rankRs+1 − rankRs = nx + (s +
1)nv − ζ − nx − snv + ζ = nv, obtaining (iii).

Remark 3 (Left Invertibility is General): The assumption
that system (3) is left-invertible is compatible with the problem
of recovering the minimal input dimension that explains data.
Clearly, if the system is not left invertible, then there exists
combinations of fewer inputs that can produce the same output.
Hence, nv in Proposition 3 is the minimal input dimension
that explains the data.

Remark 4 (Choosing s): While nx is available from the
identification of A, l is a difficult number to know beforehand.
A safe choice is to pick s ≥ nx, since, from [25, Prop. 1], any
left-invertible system is nx-left invertible.

Remark 5 (Persistency of Excitation by v): Assuming that[ X
Vs

]
is full rank is a combination of open-loop condition,

which was already placed in Section II, and a persistency of
excitation assumption, which is relatively standard in subspace
identification. In open loop, X and V have generically disjoint
row spaces. Since this is the residual subsystem, we can freely
initialize ξ(0). Finally, because we have no control on the
signal v, V being full rank may be regarded as an excessively
stringent condition; however, if one is monitoring the system
before the onset of the fault, the time window may be picked
in such a way that it holds.

Hereafter, we explain the procedure to recover the pair
(F, G) under Assumption 4. From (7), we get

Rs

[
Xs

Vs

]−R

= [
Os Tf

] = QZ
[

Xs

Vs

]−R

:= QZ̃.

Thus, partitioning Z̃ = [
Zx Zu

]
where the first block has nx

columns, we have that Tf = QZu. Our problem amounts to
finding a full-column rank matrix Zu such that

QZu =

⎡
⎢⎢⎢⎢⎢⎣

G 0 0 0 · · · 0
CF G 0 0 · · · 0

CAF CF G 0 · · · 0
...

...
. . .

CAs−2F CAs−3F . . . G

⎤
⎥⎥⎥⎥⎥⎦

. (8)

Partitioning conformally Q by s block rows Qi and Zu by s
block columns Zj, this equality can be rearranged as

QiZj = 0, for all i, j ∈ {1, 2, . . . , s} : j > i,

QiZj = Qi+1Zj+1, for all i, j ∈ {1, 2, . . . , s} : j ≤ i,

Os−1F̂ = Q2:sZ1. (9)

Since all matrices multiplying on the left are given, (9) can
be rewritten as the nullspace problem M

[
ZT

1 · · · ZT
s F̂T

]
T = 0,
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where M is built following the equations in (9). By con-
struction, F̂ contains the column space of F, and Ĝ = Q1Z1
contains that of G. With standard linear algebraic arguments,
we arrive at the main result of this note.

Theorem 3: Let Assumption 4 hold, and further take
s ≥ nx. Let Zj ∈ R

(nx+ny)×nz , j ∈ {1, 2, . . . , s} and F̂ ∈ R
nx×nz

be maximal in the sense that their columns form a basis for
the solution of (9), and let Ĝ := Q1Z1 ∈ R

ny×nz . Then,
(i) There exists a matrix P ∈ R

nz×nv such that F = F̂P and
G = ĜP;

(ii) For almost any full column-rank P ∈ R
nz×nv , the

system (A, F̂P, C, ĜP) is output behaviorally equivalent
to (A, F, C, G);

(iii) If (A, F′, C, G′) is output behaviorally equivalent to
(A, F, C, G), then there exists a matrix P′ such that F′ =
F̂P and G′ = ĜP.

Proof: Result (i) is obtained by construction of F̂. For (ii),
note that the matrices O′

s and T′
s for system (A, F̂P, C, ĜP)

are obtained via

[
O′

s T′
s

] =

⎡
⎢⎢⎢⎣

C Ĝ
CA CF̂ Ĝ
...

...
. . .

. . .

CAs CAs−1F̂ · · · CF̂ Ĝ

⎤
⎥⎥⎥⎦

⎡
⎢⎢⎢⎣

I
P

. . .

P

⎤
⎥⎥⎥⎦.

Since for one such P the resulting matrix has the same col-
umn space as

[
O′

s T′
s

]
, for almost all P this holds. Therefore,

the corresponding restricted behaviors satisfy B|s0 = B′|s0 and,
by Theorem 1, B = B′. Finally, (iii) is trivial by Theorem 1
and the construction of F̂, Ĝ.

Theorem 3 not only provides a method to recover matrices
F′, G′ from the residual system, it is also a realization
algorithm. Given (A, F, C, G) we can use Theorem 3 to
generate any output behaviorally equivalent system of the
form (A, F′, C, G′) by simulating (A, F, C, G) such that
Assumption 4 holds, and performing the steps outlined above.

Recovering x0 and v. Once F′, G′ are determined via
Theorem 3, ξ0 and v from (3) can be determined as any
solution that satisfies r = OTξ0 + T′

Tv, which by construction
is sure to exist, but is not unique if (A, F, C, G) has invariant
zeros [25]. Any existing method in the literature may be used,
with different performances depending on the location of the
transmission or invariant zeros. With x̃0 recovered from the
identification step in Section III, the full state trajectory x =
ξ + x̃ can be constructed.

V. NUMERICAL EXAMPLE1

We consider the system of the form (1) with

A =
⎡
⎣

0 1 0
0 0 1

−0.25 0.75 0.25

⎤
⎦, B =

⎡
⎣

0
0
1

⎤
⎦, F =

⎡
⎣

0.938
0.328
0.115

⎤
⎦,

C =
[

1 0 0
0 1 0

]
, D =

[
0
0

]
, G =

[
0
0

]
.

The pair (A, F) is not controllable, and the residual system
(A, F, C, G) has one transmission zero at infinity. We applied

1To reproduce these results, see https://github.com/ggleizer/fault_id.

Fig. 1. Singular values of Hankel residual matrices R5 and R6
when using identified system to generate the residual. Clearly, only
the seventh singular value of R5 is negligible compared to that of R6,
indicating that nv = 1.

a white Gaussian pseudo-random input u for 1000 time units,
with random initial condition, v(k) = 0.1 + sin(0.25k1.3) and
no noise. Using PI-MOESP as outlined in Section III, we
retrieved the matrices (in canonical observable form)

Â =
⎡
⎣

0 1 0
0 0 1

−0.256 0.749 0.261

⎤
⎦, B̂ =

⎡
⎣

−0.004
−0.023
1.015

⎤
⎦,

Ĉ =
[

1 0 0
−0.006 0.978 0.0126

]
, D̂ =

[
0.03

0.016

]
.

To recover F, G, first we considered the actual matrices
A, B, C, D to generated the residual signal. The approach
outlined in Section IV-B identified that nv = 1 via Prop. 3
with s = 5, and using Theorem 3 we obtained F̂1, Ĝ1 in (10):

[
F̂1

Ĝ1

]
=

⎡
⎢⎢⎢⎢⎣

0 0.938
0 0.328
0 0.115

−0.944 0
−0.33 0

⎤
⎥⎥⎥⎥⎦

,

[
F̂2

Ĝ2

]
=

⎡
⎢⎢⎢⎢⎣

0 0.933
0 0.338
0 0.122

−0.944 0
−0.33 0

⎤
⎥⎥⎥⎥⎦

,

(10)

that is, the second column is precisely
[

F
G

]
, while the first

column gives an output behaviorally equivalent system. Notice
that, if we had prior knowledge that the fault was not on the
measurements, we could recover F, G precisely.

Next, we consider the identified matrices Â, B̂, Ĉ, D̂ to
generate the residual. Now, because the residual is no longer
purely affected by the fault, but also by modeling mismatch,
the rank condition of Prop. 3 is too frail to retrieve nv. Instead,
we inspect the singular values of Rs and Rs+1 to see the
difference in significant singular values, see Fig. 1. Selecting
a threshold for the singular values, we used the methods of
Section IV-B, retrieving F̂2, Ĝ2 in (10), whose second column
is within 1.4% of the original F̂.

Monte-Carlo analysis. To assess the performance of recon-
structing F, G from noisy data, we conduct Monte-Carlo
simulation where 100 stable systems of the form (1) were
generated with nx = 5, nu = 1, ny = 3, nv = 2. Out of
them, 25 have no transmission zeros, 25 have 1, 25 have
2, and 25 have 3. All transmission zeros were real and
placed randomly via a normal distribution, leaving several
systems non-minimum phase from fault to output. The input,
initial state, and fault signals were selected as in the previous
example, with v1(k) = 0.1 + sin(0.25k1.3) and v2(k) = 1 −
0.99k + z(k), where z(k) is a zero-mean i.i.d. Gaussian noise
with unit variance. On top of that, colored measurement noise
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Fig. 2. Grassmanian error between real and recovered fault matrices
in the Monte-Carlo simulation.

was introduced to the outputs with variance tuned to achieve
an SNR of 40 dB.

Given the subspace nature of fault matrices, we used for
error metric the Grassmannian distance [27] between

[
FT GT

]T

and
[
F̂

T
Ĝ

T
]T

, normalized by the maximal Grassmannian
distance possible in the ambient space, so that 0% corresponds
to equality and 100% to orthogonal subspaces. The median
error across all examples was 0.82%. Box plots of the obtained
errors can be seen in Fig. 2 as a function of the number
of transmission zeros. When there were no transmission
zeros, all recovered matrices were very close to perfect; once
transmission zeros were present, while the majority of errors
were still very small as seen by the median lines, a few cases
observed large errors.

VI. CONCLUSION

In this work we have presented a subspace method to
identify an LTI system from faulty input–output data. The
core of this contribution is the method to recover the fault
matrices F, G without any structural assumptions on them.
This problem has no unique solution, and the presence of
transmission zeros from fault to output can dramatically
increase the set of systems that explain the data from a
faulty experiment. What is the precise relation is still under
research. In addition, the method is not always robust to
noise, so the modifications to improve robustness also merits
further research. The notion of output behavior equivalence
is interesting from the perspective of realization theory, and
has potential for use in other applications, such as actuator
selection. Future work will be dedicated to extending this
notion to other classes of systems.

APPENDIX

Lemma 2: For any A ∈ R
n×n, R(An+1) = R(An).

Proof: First, note that for any k ≥ 1, R(Ak) =
R(Ak−1) =⇒ R(Ak+1) = R(Ak), as there exists Q
such that AkQ = Ak−1, and, pre-multiplying by A gives that
Ak+1Q = Ak. Now, since R(Ak+1) ⊆ R(Ak) for any k, we
establish that, conversely, R(Ak+1) � R(Ak) =⇒ R(Ak) �

R(Ak−1) and, consequently, rank(Ak+1) < rank(Ak) =⇒
rank(Ak) < rank(Ak−1). We now show that it is impossible
that R(An+1) � R(An). If this were the case, then

rank
(

An+1
)

≤ rank
(
An) − 1 ≤ · · · ≤ rank(I) − n − 1 = −1,

but ranks are never negative.
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