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“ ज्ञानेन तु तदज्ञानं येषां नाɡशतमात्मनः।
तेषामाɞदत्यवत् ज्ञानं प्रकाशयɟत तत्परम्॥

”

“For those whose ignorance is destroyed by knowledge,

the knowledge reveals the Supreme.”

— Bhagavad Gita 5.16



Executive Summary

Cyber threat actors overwhelmingly exploit known Common Vulnerabilities and Exposures (CVEs) for
which patches might already exist, yet the volume of newly disclosed CVEs continues to rise steeply,
which threatens critical infrastructure and the wider economy and society. Timely software security
patch management (SSPM) remains one of the main measures to prevent threat actors from exploit-
ing such CVEs, but critical large organizations still struggle with applying patches because they face a
persistent dilemma: patch too quickly and they risk downtime or compatibility issues; patch too slowly
and they invite security breaches such as the Equifax incident. Several human, organizational, and
technical factors, also known as socio-technical factors, add to the complexity of patch management
by influencing the timeliness and effectiveness of patches, e.g. resource constraints, collaboration,
coordination, etc.

Previous software security patch management studies suggest that system administrators patch ac-
cording to their own planning and design, but regulators have begun to enforce regulatory requirements,
by e.g. mandating patching deadlines, to improve cyber resilience. For example, the US CISA KEV
catalogue sets a three-week deadline for some organizations in the United States, or the Dutch BIO
regulation that sets a one-week deadline for highly critical vulnerabilities for Dutch government organi-
zations. By contrast, the European Union, which is increasingly regulating cybersecurity in an attempt
to harmonize cyber resilience across different sectors in the EU, takes a different legislative approach
with the introduction of the Network and Information Security 2 Directive (NIS2), and the Digital Opera-
tional Resilience Act (DORA). NIS2 and DORA demand “appropriate and timely” patches or mitigation
measures for vulnerabilities without prescribing specific patching deadlines. Because no such dead-
line is given, European legislation still leaves room for interpretation for IT practitioners, which creates
uncertainty over what is justified and considered as due diligence.

Therefore, the question central to this research was: ”How do regulations influence organizations’
patch management policies and practices, and how do socio-technical factors interact with these?”
To answer this, a qualitative, case study methodology was used. 12 semi-structured interviews were
conducted with cybersecurity consultants, and with cybersecurity professionals from two large case
study organizations. One organization was an IT/OT manufacturer subject to the NIS2 Directive, and
the other organization was a large financial entity subject to DORA. Inductive thematic analysis was
used to derive patterns and themes.

Critically, the results reveal that regulations have the potential to be both a constraint and a catalyst. On
one hand, the findings firstly show that translating regulations into patch and vulnerability management
policies presented significant challenges for when organizations are introduced to new regulations,
which are (i) defining the IT landscape that falls under regulatory scope, (ii) resistance from new differ-
ent teams when regulations bring change, (iii) applying the principle of proportionality, or (iv) poor asset
management. However, the study also reveals that previously regulated organizations demonstrated
adaptive capacity, and developed workarounds such as stakeholder engagement workshops, iterative
timeline setting, mapping of regulations (Appendix E).

The study also shows that socio-technical barriers (such as legacy systems, unclear asset ownership,
decentralized organizational structures, limited automation, and cross-team coordination and collabo-
ration), remain deeply persistent. The results consistently showed barriers such as incomplete limited
automation, unclear ownership of systems, and the need to coordinate or collaborate across multiple
teams. These barriers frequently caused delays in the patching process, specifically for newly regu-
lated organizations. In these organizations, where such barriers persist more often, regulations amplify
the barriers, e.g. by increasing the documentation burden without expanding the organization’s capac-
ity to address them. This creates a compliance–resilience gap, in which organizations can comply with
regulations by mitigating risks while actually leaving critical vulnerabilities unpatched. The additional
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documentation requirements reflect in the reduced patching speed for newly regulated organizations
in the initial phases, until they are able to manage socio-technical barriers effectively.

On the other hand, regulations can enable better patching practices. Counterintuitively, findings show
that once non-prescriptive regulations are translated to organizational policies, they increased patch-
ing speed for these previously regulated large, critical organizations. The regulatory pressure shifts
decision-making power upward, with IT and business management functions now playing a decisive
role in setting patch priorities, approving exceptions, and aligning patching with business continuity.
They also show how in previously regulated organizations, patch management has evolved from a
largely technical maintenance task into a strategic governance process, and even indirectly forces
organizations to have better documentation and reporting practices and new functions (e.g. as coordi-
nators, maintenance groups, or even staff for being responsive to emerging critical vulnerabilities).

Based on the findings a few recommendations are provided. Newly regulated organizations can as-
sess their own processes based on the proposed workflow in this work and improve it. They can adopt
the identified workarounds of previously regulated organizations to ease the translation process and
shorten the learning curve. An example is the use of themapping of regulations onto standards and con-
trols frameworks in Appendix E to alleviate the ambiguity stemming from the principle of proportionality.

Furthermore, a key challenge was resistance from stakeholders withing an organization when regu-
lations bring changes, such as IT teams opposing stricter deadlines out of fear of infeasibility. To work
around this, newly regulated critical organizations are recommended to co-design patch policies that
are softer and also heterogeneous for different systems. Imposing more realistic timelines based on dif-
ferent systems’ characteristics increases feasibility to comply and reduces resistance. The penultimate
recommendation advises newly regulated organizations to adopt a risk-based approach that prioritizes
critical assets and vulnerabilities, focusing resources on areas that deliver the greatest risk reduction
rather than endlessly trying to fix persistent socio-technical barriers such as perfect automation or com-
plete asset inventories. It suggests maintaining capacity to respond quickly to emerging threats and
leveraging roles like “security champions” or “change agents” to discourage superficial compliance and
promote effective patching.

The last recommendation proposes policymakers and regulators to use soft governance, such as
benchmarking and sector-specific cooperation forums, to address regulatory ambiguity and the lack
of practical guidance. Benchmarking would allow organizations to compare patch management per-
formance, identify best practices, and help policymakers set realistic patch timelines, while ensuring
accessibility for organizations with limited resources. Cooperation forums should foster a shared, non-
competitive commitment to security, to enable exchange of knowledge between peer organizations and
regulators without creating competitive disadvantages.

In short, this study highlights that effective software security patch management is as much a socio-
technical challenge as it is a regulatory one, requiring the joint optimization of policy, people, and
technology. All in all, this study expands current knowledge and provides the pathway to ultimately
strengthen organizations’ defenses and overall cyber resilience.
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1
Introduction

1.1. Background & Context
”Clear and present danger” — that is how global leaders describe cyber threats today, as nearly 40%
of World Economic Forum experts warn it threatens the very foundations of the world economy (Lynch,
2021). Cyber threats refer to any malicious attempts to damage, disrupt, or gain unauthorized access
to computer systems, networks, or data (Bezzubov et al., 2017; Ujjwal Rao, 2023). These threats
can come from various sources, including cybercriminals, nation-states, and hacktivists (Kaur, 2020;
Prasad & Rohokale, 2020), and can take many forms such as malware, phishing, ransomware, and
denial-of-service attacks (Humayun et al., 2020).

Such cyber-attacks that are successful often exploit known software vulnerabilities (Erdődi & Josang,
2020; M. S. Hoque et al., 2021). In this regard, there has been a rapid increase in new Common Vulner-
abilities and Exposures (CVE) discovered over the past few decades, as shown in Figure 1 (Gamblin,
n.d.). Because the cyberspace is ”a complex, manmade system at global scale, deeply embedded in
the four physical domains of land, water, air and space” (Van Den Berg et al., 2014), successful exploits
of CVEs affect developments in all domains, for instance, national security, critical infrastructures and
vital services (Y. Li & Liu, 2021). For example, a malware attack on Ukraine’s power grid in 2015 left
225.000 locals without power (Case, 2016) or a failure to patch a critical Apache Struts vulnerability
led to the Equifax breach, which exposed sensitive data of approximately 143 million US consumers
(Goodin, 2017). Therefore, cybersecurity has become essential to make and maintain progress in
global sustainable development (Adebimpe Bolatito Ige et al., 2024; Odumesi & Sanusi, 2023; UNDP
& ITU, 2023).

One of the many crucial ways to deal with the rapidly increasing software vulnerabilities shown in Figure
1, is through timely and effective patch management. The concept of security patching or Patch Man-
agement, hereafter software security patch management (SSPM), refers to the process of updating
software to address security vulnerabilities in systems and applications within an organization’s IT envi-
ronment (Dissanayake, Jayatilaka, et al., 2022b). It is a widely acknowledged and effective method for
reducing software vulnerabilities and risks (Dissanayake, Jayatilaka, et al., 2022b), and it is a domain
that has been receiving significant attention in scientific literature. Regular, well-timed application of
security patches that are released by software vendors helps organizations keep their assets secure,
reliable, and up-to-date with the required features and functionality (Mehri et al., 2023). According
to Mehri et al. (2023), it is also essential for ensuring compliance with security policies, regulations
and certifications. Examples are the Network and Information Security 2 (NIS2) directive (European
Parliament, 2022), the Digital Operational Resilience Act (DORA) (European Union, 2022), or the EU
Cybersecurity Certificate (EUCS) (European Union Agency for Cybersecurity, 2020).

Despite recognizing the importance of SSPM, many organizations fail to prevent timely exploitation
of vulnerabilities (Ponemon Institute, 2018; ServiceNow & Ponemon Institute, 2020). ServiceNow and
Ponemon Institute (2020) report that 48% of organizations experienced data breaches in the past two
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1.2. Problem Statement 2

Figure 1: Common Vulnerabilities and Exposures (CVEs) between 1990 and 2024 (Gamblin, n.d.).

years, with 60% attributing these to unpatched known vulnerabilities. Alarmingly, ten Napel et al. (2024)
report that only 16.2% of the studied cases completed the patching process within 48 hours, which is
considered to be a recommended industry best practice. There is a challenging dilemma organizations
grapple with. By patching too quickly, they may risk potential downtime and system failures. Delay-
ing patches leaves them vulnerable to attacks (Beattie et al., 2002; Dissanayake, Jayatilaka, et al.,
2022a) that exploit CVEs. This can affect businesses negatively. Consequently, even critical security
vulnerabilities often remain unpatched for extended periods.

1.2. Problem Statement
In the past, regulatory guidance has tried to enforce patch management practices. Some examples of
regulatory guidance and requirements were mainly provided by the Payment Card Industry Data Secu-
rity Standard (PCI DSS) (PCI Security Standards Council, 2015), the Society for Worldwide Interbank
Financial Telecommunication’s (SWIFT) Customer Security Programme CSCF (Society for Worldwide
Interbank Financial Telecommunications, 2025), and the European Banking Authority (EBA) Guidelines
on ICT and Security Risk Management (European Banking Authority, 2019). However, these instru-
ments offer limited direction with respect to patching cadence or vulnerability prioritization. Moreover,
they are advisory in nature and presented as best practices rather than enforceable obligations, and
therefore do not exert the same kind of regulatory pressure as seen in more recent legislative frame-
works like DORA or BIO. As such, their ability to drive uniform or timely patching practices across the
sector has been constrained by their non-binding status.

In response to persistent challenges surrounding vulnerability and patch management, more recent reg-
ulations have increasingly aimed to impose clearer expectations and accountability on organizations.
For example, the U.S. Cybersecurity and Infrastructure Security Agency’s (CISA) Binding Operational
Directive 22-01 2021 take a prescriptive approach by enforcing mandatory patching deadlines for vul-
nerabilities listed in the Known Exploited Vulnerabilities (KEV) catalog. A typical remediation deadline
for a new KEV is three weeks and aims to accelerate patching speed and reduce the risk exposure
from known threats. A deadline of three weeks might not sound particularly strict, but it represents a
substantial acceleration when compared to real-world patching behavior. For instance, Kotzias et al.
(2019) analyzed telemetry from 28,000 enterprises and found that it took organizations, on average,
nine months to patch 90% of server-side vulnerable systems, with some sectors taking up to two years.
While the study does not focus specifically on critical vulnerabilities or the effects of more recent reg-
ulatory developments, it emphasizes the considerable gap between expectations set by a mandated
deadline and patching practices in large organizations.
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A similar approach to the CISA KEV deadline can be found in the Netherlands, where this study takes
place, through the Baseline Information Security Government (BIO) framework, which mandates that
Dutch government organizations apply patches within one week of receiving a top-priority patch or vul-
nerability from the national Computer Emergency Response Team (CERT). Like CISA’s directive, the
BIO framework aims to reduce patching delays by emphasizing urgency and prioritization. Unlike ear-
lier studies such as that by Kotzias et al. (2019), ten Napel et al. (2024) investigated how organizations
actually respond to legally mandated patching deadlines. A public sector organization was studied in
the Netherlands subject to the BIO framework. The BIO framework enforces a one-week deadline for
critical vulnerabilities (Dutch Central Government, 2018; ten Napel et al., 2024). Interestingly, while the
organization was unable to consistently meet the required deadlines, the presence of the regulation did
lead to significantly faster patching overall compared to typical industry benchmarks (ten Napel et al.,
2024).

By contrast, other legislative approaches, such as the European Union’s Network and Information Se-
curity Directive (NIS2) and Digital Operational Resilience Act (DORA) require critical entities to take
’appropriate and proportionate’ technical and organizational measures to manage cybersecurity risks,
including the handling of software vulnerabilities. Importantly, DORA and NIS2 also include liability
for non-compliance, meaning organizations and their higher management may be held responsible if
their actions or inactions are deemed insufficient in the context of identified threats. On the contrary
of CISA’s directive and the BIO framework, EU legislation does not prescribe fixed patching deadlines
which leaves room for interpretation around what timely and proportionate responses really mean.

In the Netherlands, while the BIO framework is legally binding only for public sector entities, they are
increasingly promoted as best practices for private enterprises as well. These differences between EU
regulations such as the NIS2 and DORA, and other mandates such as the BIO and CISA KEV raise
important questions about how organizations interpret, operationalize, and prioritize patching when
deadlines are not explicitly imposed but where regulatory scrutiny and liability are still applicable. What
effect is such EU legislation having on patch management policies and practices? What challenges
in light of EU legislation do organizations face when it comes to patch management? Does regulatory
pressure imposed by NIS2 and DORA still actually lead to faster patching speed?

1.3. Research Aim
Although the issue of implementing timely and effective patch management processes has received
increasing attention in both regulatory and academic domains, it remains unclear how the absence
of strict patching deadlines under regulations such as DORA and NIS2 affects prioritization, timelines,
and the regulatory challenges organizations face across different sectors. Previous work, such as the
study by Kotzias et al. (2019), has shown that organizations often take many months to patch even
known vulnerabilities which shows a significant gap between best practice and actual performance.
Dissanayake, Jayatilaka, et al. (2022b) studied the socio-technical challenges organizations face in
software patch management. More recently, ten Napel et al. (2024) provided early empirical evidence
that mandatory deadlines imposed by regulations can still accelerate patching behavior, even when
the strict deadlines are not always met.

Thus, this study aims to bridge the gap between scientific knowledge and industry practices by adopting
a socio-technical perspective to examine how organizations interpret and operationalize patch manage-
ment under the new EU legislation. Given the diverse range of organizations affected by new regula-
tions, this thesis aims to provide actionable insights and recommendations for both policymakers and
organizations. It explores key regulatory influences, as well as the technical, organizational, and hu-
man factors that shape patch management effectiveness. In doing so, it focuses specifically on critical
organizations in the financial sector and IT/OT manufacturing under DORA and NIS2. The recom-
mendations enables organizations in these sectors to more effectively manage software vulnerabilities,
align patching practices with evolving regulations, and identify policy or process gaps that can hinder
cyber resilience.
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1.4. EPA Relevance
By relating this study to the dimensions of EPA Relevance, Table 1 shows how this research on SSPM
is linked to the EPA program.

Table 1: Relevance of study to EPA and its dimensions

Dimension EPA Relevance

Societal Challenge Software security patch management is one of the many effective ways to prevent cyber-attacks that
exploit software vulnerabilities. These exploits affect critical infrastructures, national security, and
sustainable development (Adebimpe Bolatito Ige et al., 2024; Y. Li & Liu, 2021). Addressing this
challenge through effective SSPM is vital for society at large.

Policy Problem Software Security Patch Management (SSPM) can be characterized as a wicked problem (Head & Al-
ford, 2015; Rittel & Webber, 1973). Wicked problems are complex, difficult to define, and do not have
straightforward solutions. SSPM reflects this nature because it spans technical, organizational, and
regulatory domains, which require adequate policy interventions. The problem consists of multiple in-
terconnected sub-problems with varying consequences for different actors (Carr & Lesniewska, 2020).
Attempts to address one issue often reshape the understanding of others, as every intervention can
lead to unforeseen consequences (Mileski et al., 2018; Rittel & Webber, 1973). For example, security
patches may introduce bugs (Kansal et al., 2016; Qiang et al., 2017), degrade system performance
(Alhubaiti & El-Alfy, 2019), cause compatibility issues (Jabin, 2024; Oberheide et al., 2009), or disrupt
operations (Jabin, 2024). This complexity is exacerbated by the rising sophistication and accessibil-
ity of cyber threats (Eriksen-Jensen, 2013). SSPM is therefore essential for both mitigating risk and
complying with regulations such as NIS2 and DORA (European Parliament, 2022; Mehri et al., 2023).
However, effective implementation is hampered by resource constraints, potential downtime, and tech-
nical dependencies (Dissanayake, Jayatilaka, et al., 2022b). Because no single actor, or stakeholder
within an organization can remediate vulnerabilities or solve challenges of patch management alone,
cooperation across sectors, teams, and states is essential (Carr & Lesniewska, 2020; Dissanayake,
Jayatilaka, et al., 2022b; Weber & Khademian, 2008). Additionally, although legislation like DORA and
NIS2 often avoid prescribing specific patch deadlines, they increasingly expect timely and effective
patching, which creates regulatory pressure that must be balanced with operational feasibility. This
creates a pressing policy problem for organizations to tackle.

Complex System Cyberspace is a complex, man-made system embedded in all physical domains, where exploitation
of vulnerabilities impacts multiple sectors (Van Den Berg et al., 2014). SSPM involves IT technology,
human factors, and organizational dynamics, which requires an analysis of socio-technical interdepen-
dencies that cause complexities (Dissanayake, Jayatilaka, et al., 2022b). To add onto this complexity,
new regulations are imposing more requirements on organizations, which also needs to be taken into
consideration. The interactions between such factors creates complexity that organizations need to
manage.

Analytics The use of semi-structured interviews and thematic analysis in this study relates to EPA’s emphasis
on analytical tools.

Policy Advise Synthesis of insights from industry practitioners leads to policy advice and actionable recommenda-
tions to guide organizations and IT practitioners in managing software patching challenges more effec-
tively and complying with mandates and regulations. The synthesis of insights also leads to identifying
potential gaps or shortcomings in EU legislation on SSPM, which could lead to improved regulations
and mandated requirements.

1.5. Report Outline
The remainder of this thesis is structured as follows. Existing scientific knowledge and industry stan-
dards on software patching are first synthesized in Chapter 2. Consequently, a knowledge gap and
research questions are identified in Chapter 3. Then, Chapter 4 presents a research methodology and
design for the collection of semi-structured interview data and the analysis of it with inductive thematic
analysis. This design is used to generate new knowledge and insights. Chapters 5 and 6 present the
results gained by carrying out the methodology. These results are discussed in light of their implica-
tions and their limitations in Chapter 7. Chapter 7 also provides recommendations for large critical
organizations and policymakers.



2
State-of-the-art & Literature Synthesis

2.1. Overview of Literature Research
2.1.1. Search Strategy
Scopus was chosen as the sole search engine for identifying relevant primary studies due to its compre-
hensive indexing of software engineering literature, including sources from databases like ACM Digital
Library and IEEE Xplore (Dissanayake, Jayatilaka, et al., 2022b; Kitchenham et al., 2009).

Using Scopus enabled the application of a single, unified search string across titles, abstracts, and
keywords to retrieve the most relevant results. Keywords were initially selected from related literature
and refined through synonyms and subject headings found in existing studies. These terms were com-
bined using Boolean operators (AND, OR) to create multiple search string variations.

To ensure no potential studies were missed, no time restrictions were applied. The search string was
iteratively refined based on the initial research question outlined in Section 1.1 and is presented below.
Additionally, backward and forward snowballing was applied to key publications to gather further rele-
vant studies. The search contains literature published until the 3rd of December, 2024.

Search Strings:

• (software OR application) AND (security OR cybersecurity) AND (patch*) AND (management or
socio-technical) AND (vulnerabilit* OR CVE*)

• (software) AND (security) AND (patch) AND (management)

Aside from scientific literature, this study also includes a review of relevant industry standards that in-
fluence software security patch management (SSPM). Industry standards provide practical guidance
and normative expectations for organizations seeking to improve their patching practices. Including
these standards in the literature review allows for a more comprehensive comparison of regulations,
scientific literature, and organizations’ practices.

2.1.2. Study Selection
This strategy yielded several hundred studies. The quality of the reviewed studies was assessed
through a systematic screening, using the Covidence application. The screening was based on the
studies’ relevance to addressing the preliminary question presented in Section 1.1. The studies were
assessed based on the inclusion and exclusion criteria presented in Table 2. The number of studies
was reduced from 502 to 33, as shown in Figure 2. These 33 studies are shown in Table 4 in Appendix A.
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Figure 2: Prisma provided by Covidence showing the identification, screening and inclusion of studies for the literature review
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Table 2: Inclusion & Exclusion Criteria for quality assessment of literature

Inclusion Criteria

1 Full-text peer-reviewed conference or journal articles in English that are accessible .
2 Studies that address at least one phase of SSPM as illustrated in Figure 3.

Exclusion Criteria

1 Workshop articles, and non-peer-reviewed papers such as editorials, position papers,
keynotes, reviews, tutorials, and panel discussions

2 Short papers with fewer than four pages were also excluded.
3 Studies focused solely on numerical analysis, algorithms, or mathematical techniques related

to software security patch management
4 Studies only addressing hardware or firmware.
5 Papers outside the domain of software security patch management, as outlined in Figure 3.
6 Studies where the full text was unavailable.

2.2. Review of Scientific Literature
2.2.1. Socio-technical Perspective on Patching
Aside from the studies addressing system administrators’ practices and behavior and the problem of
timely patch management, the most significant development in academia has been the exploration
of various socio-technical factors, challenges, and proposed solutions related to delays in SSPM. Ac-
cording to Bauer and Herder (2009), the socio-technical systems theory highlights the strong interde-
pendence between social and technical subsystems, with socio-technical systems existing at various
levels, from individual plants and firms to entire industrial sectors. These subsystems are so closely in-
tertwined that their design necessitates the joint optimisation of both technological and social variables,
as Bauer and Herder (2009) emphasize. Dissanayake, Jayatilaka, et al. (2022b) apply this perspective
to patch management and define socio-technical: ”where human and technological interactions are
tightly coupled, such that the success of SSPM significantly depends on the effective collaboration of
humans with the technical systems.” This highlights the interactions between social and technical com-
ponents in SSPM. Considering that both social and technical elements are involved in this research, it
is essential to explore how technical systems interact with social components during security patching.
For this reason, socio-technical system theory serves as the analytical framework for this study.

Using this perspective, Dissanayake, Jayatilaka, et al. (2022b) systematically reviewed literature on
SSPM, focusing not only on the overall process of SSPM but also on the various sub-processes in-
volved. Dissanayake, Jayatilaka, et al. (2022b) define SSPM as ”a multifaceted process of identifying,
acquiring, testing, installing, and verifying security patches for software products and systems.” The
sub-processes of SSPM are shown in Figure 3 (Dissanayake, Jayatilaka, et al., 2022b; F. Li et al.,
2019; Tiefenau et al., 2020). An overview of socio-technical challenges and coping strategies by Dis-
sanayake, Jayatilaka, et al. (2022b) is shown in Appendix B.1. Furthermore, insights of several socio-
technical factors that affect the effectiveness of SSPM were also previously identified by van Engelen
(2022), as shown in Appendix B.2. All in all, looking at SSPM through a socio-technical lens requires
studying the different human, organizational and technical factors and challenges involved.

2.2.2. Technical factors in SSPM
Patching involves significant technical challenges that require careful consideration. Organizations
must manage hundreds of patches weekly, requiring multiple steps to ensure successful deployment
(Cavusoglu et al., 2006). Each patch carries inherent risks, as untested patches can introduce conflicts
with existing systems, leading to technical dependencies between software and hardware (Cavusoglu
et al., 2006; Dissanayake et al., 2021). Deployment failures, including faulty configurations or unex-
pected system changes, may cause downtime and service disruptions (Dissanayake, Jayatilaka, et al.,
2022b). Furthermore, some patches fail to address the intended security vulnerabilities, necessitating
continuous monitoring and validation.

Since patching every vulnerability is unrealistic, organizations prioritize patches based on risk assess-
ments. High-risk vulnerabilities are addressed first, while lower-risk vulnerabilities may be delayed or
ignored, leading to outdated software persisting within IT systems (Andrew, 2005; Dissanayake et al.,
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2021). Related to this, Zhu et al. (2011) propose a model for supporting patch deployment decisions.

A further complication arises from the evolving nature of IT environments. The increasing intercon-
nectivity of devices within organizations introduces additional patching complexities. With devices
constantly being added, renamed, or removed, tracking and managing patches becomes increasingly
difficult (Gerace & Mouton, 2004).

2.2.3. Human factors in SSPM
Human factors play a critical role in SSPM and influence decision-making, coordination, and the effi-
ciency of the patching process. One of the earliest studies examining human factors in system admin-
istration was conducted by Hrebec and Stiber (2001), who explored the mental models and situational
awareness of system administrators (sysadmins). Many sysadmins lacked formal education in IT and
relied on self-developed problem-solving techniques to manage complex systems (Hrebec & Stiber,
2001). The heterogeneous nature of IT infrastructure further complicated their ability to fully under-
stand the systems they managed (Hrebec & Stiber, 2001).

Expanding on this, Barrett (2004) reinforced the issue of situational awareness, noting that sysad-
mins often struggled to maintain a comprehensive understanding of their IT environments. This lack
of awareness increased the likelihood of misconfigurations and security vulnerabilities (Barrett, 2004).
Similarly, Dietrich et al. (2018) identified missing or delayed security updates as a major cause of sys-
tem misconfigurations which further emphasizes the role of human factors in SSPM.

The decision-making process behind patching also involves timing considerations. One of the earliest
studies by Beattie et al. (2002) found that sysadmins frequently delay patch installations as it allows
them to observe potential stability issues and install a more stable, corrected version if initial releases
contain bugs. This ”wait and watch” approach was seen to be potentially advantageous. Jenkins et al.
(2024) noted that sysadmins actively seek information from personal networks and forums before de-
ciding to apply patches. However, when they lack particular (patch-related) knowledge, they often rely
on third-party support for information on the impact of a patch (Tiefenau et al., 2020). Human factors
such as lack of training or insufficient technical knowledge influence patching decisions and contribute
to delays or ineffective patch management (Tiefenau et al., 2020).

Another human aspect that complicates SSPM is the way information is gathered and retrieved. F.
Li et al. (2019) found that sysadmins lack a centralized platform for retrieving patch-related information
which leads them to depend on multiple, and often fragmented, sources. Additionally, when encounter-
ing faulty patches, many choose to uninstall the patch and revert to a previous stable state rather than
troubleshooting the error and remediating the vulnerability (F. Li et al., 2019). This causes a prolonged
exposure to vulnerabilities.

To alleviate this problem, automation tools have been introduced in order to streamline patching. Yet
manual patching and ’human-in-the-loop’ remains necessary, specially in dynamic IT environments
where human involvement is required (Dissanayake, Jayatilaka, et al., 2022b). However, manual de-
ployment and human involvement introduces human errors which can further delay the deployment of
patches and remediation of vulnerabilities (F. Li et al., 2019).

Lastly, collaboration and coordination are also crucial in SSPM. The fundamentally collaborative na-
ture of system administration has been emphasized before (Dissanayake, Jayatilaka, et al., 2022b;
Dissanayake et al., 2021; Jenkins et al., 2024). Jenkins et al. (2024) described system administration
as an inherently team-based effort, noting that modern IT systems are composed of numerous inter-
dependent components managed by different teams of administrators with specialized expertise. As
a result, collaboration across teams is a frequent and necessary aspect of system administration, as
administrators must coordinate their actions to maintain and secure complex IT environments. Dis-
sanayake et al. (2021), using a grounded theory approach, also examined how constraints within orga-
nizations disrupt coordination efforts, ultimately affecting the efficiency of the patching process. Internal
team dynamics affect patching efficiency, as responsibilities among security managers, engineers, and
administrators are not always clearly defined (Dissanayake et al., 2021). The lack of clarity in who is
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responsible for what and at what stage can lead to inefficiencies and delays. All in all, collaboration,
coordination, and communication between different teams are crucial for timely and effective patching
(Dissanayake, Jayatilaka, et al., 2022b; Dissanayake, Zahedi, et al., 2022).

2.2.4. Organizational factors in SSPM
Beyond technical and human factors, organizational factors significantly influence patch management
decisions. The study by De Smale et al. (2023) found that there was limited respondents had a thor-
ough approach to gathering information on software vulnerabilities, including aggregated sources like
the National Vulnerability Database. They also revealed both implicit and explicit coping strategies that
organizations use to manage and filter vulnerability information and highlighted three key trade-offs
(De Smale et al., 2023). A concerning discovery was the incomplete gathering of knowledge regarding
published vulnerabilities. The need for a more structured evaluation process and formal risk manage-
ment in handling vulnerability information was emphasized (De Smale et al., 2023).

A potential explanation could be that security often competes with other business priorities which re-
quires organizations to balance minimizing service interruptions with maintaining cybersecurity (Dis-
sanayake, Jayatilaka, et al., 2022b). Shostack (2003) explored the decision-making process behind
patching. Sysadmins compare the potential risks of installing a patch, such as system failures, com-
patibility issues, or operational disruptions, against the risks of leaving a system vulnerable to exploits
(Shostack, 2003). Research on SSPM has consistently highlighted the challenge of balancing the costs,
benefits, and risks associated with patching. Jenkins et al. (2024) emphasized that sysadmins must
continuously weigh these factors when deciding whether and when to apply patches. This risk assess-
ment is particularly critical when dealing with core business processes and mission-critical systems,
where an faulty update can cause major disruptions.

Another trade-off relates to managing and navigating IT infrastructure when having to ensure secu-
rity and compliance comes at the expense of user accessibility or operational continuity (Min Khoo &
Robey, 2007; Vitale et al., 2017). Vitale et al. (2017) confirmed earlier findings by Min Khoo and Robey
(2007) by demonstrating that sysadmins often prioritized security considerations and software licensing
issues over the potential consequences for system usability or accessibility.

Dissanayake, Zahedi, et al. (2022) extended their previous research by investigating how and why
patches are delayed. This study highlighted the role of organizational policies and schedules, which
can sometimes force delays due to operational needs, such as ensuring critical services remain acces-
sible and minimizing downtime. In line with these findings, Kraemer and Carayon (2007) identified that
organizational structures and policies play a significant role in determining how security patching is han-
dled. Factors such as company culture, leadership priorities, and predefined maintenance schedules
influence the way sysadmins and IT teams approach security updates. Organizational policies and
management attitudes toward security can shape patching behavior considering that a strong security
culture encourages sysadmins to implement patches more effectively (F. Li et al., 2019).

The availability of security resources also plays a crucial role; greater support from top-level man-
agement can lead to higher investment in preventive measures and improved cybersecurity. More-
over, patch management is a collaborative effort involving multiple stakeholders, including vendors,
end-users, and IT teams (Dissanayake, Jayatilaka, et al., 2022b). Conflicting interests and interdepen-
dencies, such as delays in patch releases from vendors, can create tensions in the process. Effective
communication is essential in this case. Additionally, the growing number of connected devices within
organizational networks further complicates patching, as devices are constantly added, renamed, or
removed (Gerace & Mouton, 2004).

2.2.5. Regulatory factors in SSPM
In recent years, the emergence of cybersecurity regulations has introduced new mandates and ex-
pectations that force organizations to reassess the speed and consistency with which they remediate
vulnerabilities. While prior studies, such as Kotzias et al. (2019), have shown, for example, that patch-
ing 90% of vulnerable systems in enterprise environments can take up to nine months, these analyses
were conducted before the implementation of mandated patching deadlines. As a result, their work
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provides limited insight into how regulatory requirements influence patch management timelines.

To address this gap, the study by ten Napel et al. (2024) presented one of the first empirical inves-
tigations into the effects of binding patching deadlines imposed by national policy. The paper focuses
on Dutch public sector organizations governed by the BIO (Baseline Information Security Government)
framework, which mandates patching within one week for critical vulnerabilities after a top-priority alert
from the national CERT.

By analyzing thousands of ticketing records and conducting follow-up interviews with SOC analysts
and technical managers, ten Napel et al. (2024) reveal that while such regulatory patching deadlines
are oftenmissed, they nonetheless act as accelerators inmobilizing resources and attention from higher
management. When a patch is linked to a so-called “CERT event” (a top-priority advisory), organiza-
tions often initiate escalated responses that fast-track deployment and improve monitoring, even if the
one-week deadline imposed by the BIO regulation is not always met (ten Napel et al., 2024). This
suggests that regulatory pressure can alter patching behavior and speed, not necessarily through per-
fect compliance, but by introducing a sense of urgency and structure that may otherwise be lacking
(ten Napel et al., 2024).

Furthermore, ten Napel et al. (2024) emphasize the risk of aspirational policies becoming liabilities.
For example, if an organization consistently fails to meet its own mandated patching deadlines (or
those imposed by regulation), these gaps can backfire during post-incident investigations, which ex-
poses them to potential sanctions or reputational damage. In this context, the authors argue for “best
practices that are actual practices”. In this case, they refer to the danger of over-ambitious policies that
lack actual feasibility.

2.3. Review of Standards, Policies & Regulations
Various advisory and standardization bodies provide support for organizations in security patchmanage-
ment by publishing guidelines and recommendations. These publications, will be used in the analysis
of this study based on the availability of information. However, it is important to note that the publica-
tions used are not exhaustive, and additional organizations may have released similar publications on
patch management practices.

2.3.1. Standards

* ISO27002 series

The ISO/IEC 27002 series of standards (ISO/IEC, 2013, 2022) provide guidance on patch manage-
ment as part of information security management systems. The ISO/IEC 27002 standard serves as
a reference and guidance framework, enabling organizations to develop their own policies and imple-
ment effective information security controls. This widely adopted standard has been referenced by the
European Union Agency for Network and Information Security (ENISA) to establish requirements for
testing and certifying SCADA system updates (European Network and Information Security Agency .,
2013). The report by European Network and Information Security Agency . (2013) outlines key princi-
ples derived from the standard, which include:

• Ensuring that the update process does not interfere with the normal operation of the patched
devices.

• Minimizing downtime if service interruptions are expected during patch deployment.
• Implementing redundancy in the infrastructure by first applying updates to passive redundant
assets. These assets should then be tested in an active state before rolling out the update to the
production environment.

• Establishing a dedicated working group responsible for overseeing the patch management pro-
cess, including:

– Evaluating potential cybersecurity risks introduced by the patch.
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– Planning and scheduling the patch deployment.
– Conducting testing, installation, and validation of patches on target systems.

While the level of detail provided in ISO/IEC 27002 is not very extensive, it has been effectively imple-
mented across other industries, e.g. healthcare (Tyali & Pottas, 2010).

* NIST Special Publication (SP) 800-40 series

The NIST 800-40 series by Souppaya and Scarfone (2022) builds upon the content of its earlier pub-
lications, serving as sequels that expand on previous work such as Mell and Tracy (2002), Mell et al.
(2005), and Souppaya and Scarfone (2013). While the initial publication by Mell and Tracy (2002) cov-
ers the fundamental aspects of security patching, the most recent update by Souppaya and Scarfone
(2022) assumes that readers are already familiar with these basics. The fourth revision of NIST Spe-
cial Publication (SP) 800-40 represents the latest approach to enterprise patch management planning.
Developed by Souppaya and Scarfone (2022), this publication aims to enhance organizational patch
management strategies by strengthening asset management, vulnerability handling, and risk response
planning. The key message of the document is that patch management should be viewed as a proac-
tive maintenance process essential for maintaining an organization’s technological security.

NIST SP 800-40r4 operates on the premise that organizations can benefit more from refining their
patch management planning rather than solely focusing on technological advancements in patching.
This assumption is based on the availability of various enterprise-level resources for software vulner-
ability management. Given the extensive guidance and best practices that have been published over
the years by credible institutions like NIST, organizations are expected to have the theoretical capabil-
ity to implement robust patching strategies. The standard seeks to bridge the gap between business
objectives and security needs, which often pose challenges to effective patching.

The publication highlights the evolving cybersecurity threat landscape by emphasizing that vulnera-
bilities are increasing, cybercriminals are becoming more sophisticated, and the cost of mitigating risks
is rapidly escalating. Previously rare threats are now occurring more frequently due to advancements
in attack methods, greater exposure, and stronger incentives for attackers. This growing trend un-
derscores the need for organizations to improve their ability to protect assets and implement creative
solutions to mitigate risks.

Despite the rising importance of patching, organizational leadership often hesitates to invest in it,
thereby compromising software integrity and overall operational efficiency. NIST SP 800-40r4 seeks
to address this challenge by offering organizations practical guidance for developing streamlined and
effective patch management strategies. Among the various publications on patch management, Soup-
paya and Scarfone (2022) stand out for providing actionable guidance.

The publication outlines three key benefits of following its guidance (Souppaya & Scarfone, 2022):

• Enhancing the understanding of security and technology management personnel regarding the
role of patching in enterprise risk management. Rather than presenting a one-size-fits-all solu-
tion, it acknowledges the complexity of decision-making in patch management, highlighting the
inevitability of trade-offs. By addressing patching as a risk management challenge that requires
engagement at all organizational levels, this publication offers a more relevant and practical per-
spective on the modern challenges organizations face in patching, making its guidance particu-
larly valuable.

• Improving communication between security teams and business leadership to facilitate better
patch management planning. Unlike other works that treat organizational patching as a rigid,
well-defined process, this publication takes a broader approach by emphasizing the involvement
of multiple stakeholders and the conflicting interests that influence patch deployment planning.

• Equipping organizations with the tools needed to reassess and strengthen their enterprise patch-
ing strategies throughout the entire patch management lifecycle.
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* IEC TR 62443

The IEC TR 62443 (IEC, 2015) is one of the most widely adopted reference standards for Industrial
Control Systems (ICS) across various application domains (Gentile & Serio, 2019). While it offers rec-
ommendations on multiple aspects of ICS security, Part 2-3 specifically addresses patch management
processes, and could therefore be useful and applicable in a broader sense. IEC 62443 outlines es-
sential guidelines for establishing an effective patch management process, helping to mitigate the risk
of unforeseen negative consequences.

2.3.2. EU Policies & Dutch Guidelines

* Network and Information Security 2 (NIS2)
& the Dutch Cyber Security Act (Dutch: Cyberbeveiligingswet (CBW))

The original NIS directive marked a crucial step in strengthening cybersecurity across the EU, but its
implementation varied among member states. In response to the growing volume and sophistication
of cyber threats, the European Union (EU) introduced NIS2 (European Parliament, 2022) to enhance
security measures, improve supply chain protection, streamline reporting requirements, and enforce
stricter supervision and compliance. NIS2 also refines entity classification into essential or important
categories and expands its scope to include additional sectors such as wastewater management, food,
and space, covering all medium to large companies within these industries.

The NIS2 directive does not specify exact patching deadlines but enforces risk management prac-
tices that include vulnerability identification, disclosure, and mitigation. The NIS2 directive emphasizes
the critical role of vulnerability assessment and patch management. For example, Article 6 specifically
addresses the need for a vulnerability registry that details affected products or services, relevant cir-
cumstances, and available patches. It also outlines the necessary measures organizations must take
when patches are unavailable.

All EU member states must comply with the NIS2 Directive, which expands upon the original Network
and Information Security (NIS) Directive to enhance cybersecurity resilience across key sectors. In the
Netherlands, organizations classified as Providers of Essential Services must take immediate action
to meet the obligations outlined in the Cyber Security Act (Dutch: Cyberbeveiligingswet (CBW)) (Na-
tional Cyber Security Centre, 2023a). The NIS2 directive, and its transposition to the Dutch national
law CBW, poses some obligations on organizations that fall under this directive:

• Duty of Care (Dutch: Zorgplicht):
Organizations are required to conduct risk assessments and implement proportionate security
measures to protect their network and information systems (National Cyber Security Centre,
2023b). Senior management must approve and oversee these security measures to ensure com-
pliance through proper training and education.

• Incident Reporting Obligation (Dutch: Meldplicht):
Significant cybersecurity incidents must be reported within 24 hours to the Computer Security
Incident Response Team (CSIRT) and the supervisory authority. The directive defines significant
incidents as those that could disrupt essential services, cause financial loss, or impact other
entities. A centralized reporting system is being developed by the National Cyber Security Centre
to facilitate both mandatory and voluntary reporting of incidents (National Cyber Security Centre,
2023a).

• Registration Obligation (Dutch: Registratieplicht) Organizations covered by the Cyber Security
Act must register in the national entity register, a system that also contributes to a pan-European
database of NIS2 entities. The National Cyber Security Centre is developing an online registration
portal to streamline compliance (National Cyber Security Centre, 2023a).

• Supervision and Enforcement (Toezicht) Organizations falling under NIS2 are subject to regula-
tory supervision, ensuring adherence to cybersecurity requirements such as the duty of care and
incident reporting obligations. In extreme cases, executive board members may also be held
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accountable for non-compliance (National Cyber Security Centre, 2023a).

* Digital Operational Resilience Act (DORA)

The Digital Operational Resilience Act (DORA) establishes a comprehensive framework for managing
ICT risks in the financial sector. To ensure its effective implementation, Regulatory Technical Standards
(RTS) have been introduced as detailed specifications that expand upon DORA’s core requirements.
These RTS, developed by the European Supervisory Authorities (ESAs), provide binding guidance on
how financial institutions must enhance their digital resilience and comply with DORA’s obligations by
setting clear technical requirements. Under DORA, the European Commission has the authority to
adopt delegated and implementing acts, including RTS, to ensure compliance with the regulation. The
European Supervisory Authorities (ESAs), which include the European Banking Authority (EBA), the
European Securities and Markets Authority (ESMA), and the European Insurance and Occupational
Pensions Authority (EIOPA), are responsible for developing and issuing these technical standards.
Once adopted, the RTS become legally binding on financial institutions.

The primary aim of DORA’s RTS is to harmonize and standardize the way financial institutions across
the European Union (EU) manage ICT-related risks, ensuring a consistent approach to cybersecurity
and operational resilience. These technical standards cover key areas such as:

• ICT Risk Management – Establishing frameworks for identifying, assessing, and mitigating ICT
risks.

• Incident Reporting – Defining mandatory reporting structures, timelines, and content for major
ICT-related incidents.

• Digital Operational Resilience Testing – Ensuring institutions conduct periodic testing to assess
their preparedness against cyber threats.

• Third-Party Risk Management – Setting requirements for overseeing risks related to outsourcing
ICT services.

• Information and Intelligence Sharing – Promoting structured collaboration and information ex-
change among financial entities to strengthen sector-wide security.

From the aforementioned, but not exhaustive, list, the RTS on ICT Risk Management Framework is a
critical component of DORA to ensure financial institutions can effectively mitigate cyber threats. A key
aspect of this framework is vulnerability management, which includes identifying, assessing, and ad-
dressing security weaknesses in ICT systems. Patch management plays a crucial role in this process,
as timely deployment of security patches is essential to prevent exploitation of known vulnerabilities.
The RTS sets specific requirements for financial entities, mandating structured patch management pro-
cesses that include regular updates, risk-based prioritization, and validation procedures to minimize
disruptions while maintaining operational resilience.

Therefore, DORA is not just a set of recommendations but a legally enforceable regulation with strict
compliance requirements and deadlines for patch management. Meeting patch management obliga-
tions and requirements set by the RTS on ICT Risk Management is crucial for financial institutions that
aim to strengthen their operational resilience and ensure uninterrupted financial services in the face
of cyber threats and ICT disruptions. Non-compliance can lead to regulatory penalties and increased
risks for stability of financial systems and services.

* Baseline Information Management Government - BIO (Baseline Informatiehuishouding Over-
heid)

The Baseline Information Management Central Government (Dutch: Baseline Informatiehuishouding
Overheid (BIR)) serves as a key framework for managing government information efficiently and se-
curely. It establishes standards for the Dutch central government to ensure that information is acces-
sible, reliable, and well-organized (Dutch Central Government, 2018). The BIR is designed to support
government agencies in improving their information management practices, aligning them with legal
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requirements and best practices of information management. The BIR helps central government or-
ganizations by providing guidance on measuring and improving information quality, which essentially
entails establishing clear benchmarks for assessing the effectiveness and reliability of information sys-
tems. It also provides guidance on information management to ensure that data is properly stored,
maintained, andmade accessible when needed. Moreover, it guides organizations by supporting digital
transformations and facilitating the digitization of processes while maintaining compliance with security
standards. Lastly, it provides an audit framework, which serves as a reference point for departmental
audit services to evaluate information governance.

Since January 1, 2019, the Baseline Informatiebeveiliging Overheid (BIO) has been the standard frame-
work for information security across the entire Dutch government (Centre for Information Security and
Privacy Protection, n.d.). It replaces several previous security baselines, including the BIR, as well
as frameworks for municipalities, water authorities, and provinces (Centre for Information Security and
Privacy Protection, n.d.). Previously, the BIR set security guidelines exclusively for the central govern-
ment, but the introduction of the BIO extends these principles across all public sector institutions. By
consolidating these separate guidelines into a single framework, the BIO establishes a uniform and
structured approach to information security and management for all government entities. This transi-
tion enhances security, ensures consistency, reduces costs, and fosters better collaboration between
government organizations.

The BIO is built upon internationally recognized standards for information security, specifically NEN-EN-
ISO/IEC 27001:2017 and NEN-EN-ISO/IEC 27002:2017 (Centre for Information Security and Privacy
Protection, n.d.). These standards provide a globally accepted foundation for managing information
security risks and implementing effective security controls (Centre for Information Security and Privacy
Protection, n.d.). By aligning with these guidelines, the BIO ensures that Dutch government institutions
follow best practices in cybersecurity, data protection, and risk management. This includes patch man-
agement.

2.3.3. Recommendations Based on Standards & Regulatory Requirements
Analyzing publications chronologically, earlier works primarily focus on conceptualizing security patch-
ing, whereas more recent studies emphasize practical implementation strategies for patch manage-
ment policies. Despite variations in patching processes depending on system type and environmental
context, most publications follow a structured, process-oriented approach. A common security patch
management process typically consists of five key phases (Dissanayake, Jayatilaka, et al., 2022b) and
illustrated in Figure 3. Additionally, there are challenges associated to the overall process of SSPM
(Dissanayake, Jayatilaka, et al., 2022b). Accordingly, the remainder of this section is structured to align
with the specific phases and with the overall process of patch management.

Figure 3: Phases involved in Software Security Patch Management by Dissanayake, Jayatilaka, et al. (2022b)

* Overall Process

Standards on Overall Process
Organizations should recognize that effective patch and vulnerability management is not solely a tech-
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nical undertaking but rather a socio-technical endeavor, requiring the integration of well-defined pro-
cesses, skilled personnel, and appropriate technologies. A foundational element of this integrated
approach is the establishment of clear patch policy and process development. Organizations should
have explicit and documented patching and vulnerability policies as well as systematic, accountable,
and documented sets of processes and procedures for handling patches (Mell & Tracy, 2002). This
includes defining what constitutes a vulnerability, the criticality of different types of vulnerabilities, and
the expected timelines for addressing them (Mell & Tracy, 2002). Furthermore, these policies should
clearly specify the roles and responsibilities of individuals and teams involved in the patch management
lifecycle, ensuring accountability for monitoring, testing, and deploying patches (ISO/IEC, 2013; Mell
& Tracy, 2002; Souppaya & Scarfone, 2022). It’s crucial that personnel are adequately prepared to
address problems, understand the reasons behind patching, and comprehend that patching is a neces-
sity for maintaining a secure environment (Souppaya & Scarfone, 2022).

To effectively manage vulnerabilities, organizations must maintain a comprehensive inventory of their
IT assets, including hardware, operating systems, software, and configurations (IEC, 2015; ISO/IEC,
2013; Mell et al., 2005). This asset inventory should be kept current and accurate, providing essential
information such as vendor details, version numbers, and current state of deployment. Leveraging au-
tomation for asset inventory can significantly improve accuracy and efficiency (Souppaya & Scarfone,
2022). This detailed understanding of the IT environment is crucial for conducting thorough vulnera-
bility risk assessment. Organizations should adopt a risk-based approach, prioritizing the remediation
of vulnerabilities based on their potential impact and the likelihood of exploitation. This assessment
should consider factors such as the affected assets, the nature of the vulnerability, and the availability
of mitigations (Souppaya & Scarfone, 2022).

The process of applying patches requires careful planning and execution. Organizations should es-
tablish configuration control to ensure consistency across their systems and to minimize the risk of
introducing instability through patching (IEC, 2015; ISO/IEC, 2013). Before widespread deployment,
patches should undergo thorough testing in non-production environments to ensure compatibility and
prevent unintended consequences. This testing phase is critical for validating that the patch effectively
addresses the vulnerability without causing disruptions to business operations. Organizations should
aim for timely patching, especially for critical vulnerabilities, but must balance speed with the need for
adequate testing and validation. In situations where immediate patching is not feasible, temporary mit-
igations should be implemented to reduce the risk exposure (ISO/IEC, 2022; Souppaya & Scarfone,
2022).

The involvement of third-party software introduces additional complexities to patch management. Orga-
nizations should extend their patch management processes to include third-party applications, ensuring
that these components are also regularly updated to address known vulnerabilities. Clear communica-
tion channels and defined responsibilities are necessary when dealing with vulnerabilities in third-party
software (Souppaya & Scarfone, 2022).

Effective patch and vulnerability management also requires consideration of the broader organizational
context. Organizations should align their security needs with their business objectives (Souppaya &
Scarfone, 2013). Management plays a crucial role in supporting and prioritizing patch management
efforts, recognizing it as a fundamental part of enterprise change management. Robust change man-
agement policies and processes are essential for ensuring that patching activities are coordinated, com-
municated effectively, and do not negatively impact business operations. Furthermore, organizations
should foster a security-aware culture where personnel understand the importance of patching and are
actively involved inmaintaining a secure environment (Souppaya &Scarfone, 2022). When dealing with
security vulnerabilities, organizations should have well-defined scenario planning processes in place to
anticipate potential issues and develop appropriate response strategies (Souppaya & Scarfone, 2022).
This includes planning for situations where patches are unavailable, ineffective, or cause unintended
disruptions (Souppaya & Scarfone, 2022). Clear procedures for incident response and communication
are crucial for minimizing the impact of security incidents related to unpatched vulnerabilities (ISO/IEC,
2022). Organizations should also consider the implications of different deployment scenarios, such as
rolling out patches in a phased manner or implementing temporary workarounds (Souppaya & Scar-
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fone, 2022). Finally, patch and vulnerability management is not a static process but requires continuous
improvement. Organizations should regularly review and refine their policies, processes, and technolo-
gies based on lessons learned, emerging threats, and changes in their IT environment (Souppaya &
Scarfone, 2022). Staying informed about new vulnerabilities and available patches is an ongoing re-
sponsibility. Leveraging automation for various aspects of patch management, such as vulnerability
scanning, patch deployment, and inventory management, can significantly enhance efficiency and re-
duce the risk of human error (Souppaya & Scarfone, 2022).

EU Policies and (Dutch) Guidelines on Overall Process
NIS2 sets the overarching tone by mandating that essential and important entities implement appropri-
ate technical, organizational, and operational measures to manage risks posed to network and informa-
tion systems. Although the NIS2 Directive is not very specific in this case, it implicitly includes a patch
management strategy considering this directly addresses vulnerability mitigation. Furthermore, NIS2
emphasizes basic cyber hygiene practices to improve cybersecurity resilience. Cyber hygiene practices
can be interpreted broadly and may contain different elements. Managing the installation of software
on operational systems, installing software and hardware updates, and configuration management fall
under this. Therefore, it can be reasoned that cyber hygiene practices include patch management as
a foundational element.

Given that the NIS2 directive is not very comprehensive and in-depth regarding patch management,
its transposition into the Dutch national law called the CBW provides guidance on development of or-
ganizational policy on patch management under the obligation of ’Duty of Care’ (Dutch: Zorgplicht). It
emphasizes the importance of a changemanagement policy that includes patch management (National
Cyber Security Centre, 2023b). It mandates a structured change management process that includes
risk assessment, prioritization, rollback procedures, and logging of changes. CBW also stresses the
importance of timely patch installation, particularly for critical vulnerabilities and systems, and recom-
mends testing patches in a controlled environment before deployment (National Cyber Security Centre,
2023b).

DORA which specifically targets financial entities, provides a detailed regulatory technical standard
for ICT risk management, which includes a patch management component. It mandates the identifica-
tion and classification of ICT-supported business functions, information assets, and ICT assets. This
shows the need for organizations to have a thorough understanding of their IT ecosystem to inform
patch management decisions. DORA emphasizes the identification of critical assets and their inter-
dependencies, ensuring that patch prioritization aligns with business impact. Moreover, it requires the
identification of processes dependent on third-party service providers to extend the scope of patch man-
agement to encompass the entire supply chain. DORA also mandates the maintenance of inventories
of information and ICT assets to ensure that the activities related to patch management are based on
accurate and up-to-date information.

Within DORA, procedures for vulnerability management are explicitly required, including the verifica-
tion of third-parties handling vulnerabilities (European Banking Authority et al., 2022). This extends
to tracking the usage of third-party libraries and ICT services and shows the need for version control
and updates, especially for critical (business) functions. DORA also requires organizations to establish
clear patch management procedures to ensure a structured and efficient approach to keeping systems
secure (European Banking Authority et al., 2022). It emphasizes the use of automated tools to identify
and assess patches to the extent possible (European Banking Authority et al., 2022). However, it isn’t
clear what is meant by the extent and how this is measured. The DORA act mandates emergency
patching procedures in cases where critical vulnerabilities arise (European Banking Authority et al.,
2022). Additionally, it requires organizations to set deadlines for the installation of software and hard-
ware patches and updates (European Banking Authority et al., 2022). For the instances where such
deadlines cannot be met, organizations must have escalation procedures established to handle any
delays or complications effectively (European Banking Authority et al., 2022).

The BIR mentions the need for timely patch deployment in its guidelines, specially for vulnerabilities
with a high likelihood of exploitation and significant impact (Dutch Central Government, 2018). It man-
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dates organizations of the central government to have a process for managing technical vulnerabilities,
including regular penetration testing, vulnerability risk analysis, and patch management (Dutch Central
Government, 2018). Similarly, BIO, the successor of the BIR, emphasizes the timely acquisition of
information on technical vulnerabilities, assessment of exposure, and implementation of appropriate
mitigation measures for organizations across all layers of the Dutch government. It mandates for im-
mediate patching of vulnerabilities with high exploitation likelihood and damage potential, and restricts
software installation by users to prevent uncontrolled changes (Centre for Information Security and
Privacy Protection, n.d.). Although, these practices are enforced, it isn’t clear what ’immediate’ action
entails.

* Phase 1: Patch Information Retrieval

Standards on Phase 1
Mell et al. (2005) highlight the importance of having a clear patching and vulnerability management
policy as the backbone of effective information retrieval. This policy should clearly define how the
organization retrieves information on available patches and known vulnerabilities. A crucial part of
this process is staying proactive, which requires organizations to regularly monitor security sources
for patches, remediation strategies, and emerging threats that could affect the organization’s systems.
ISO/IEC (2013) stresses that staying up to date is key when dealing with security vulnerabilities. The
sooner an organization learns about a new threat, the quicker it can assess its risk and take action. To
achieve this, it’s important for organizations to maintain a regularly updated list of trusted information
sources for software that is relevant to them (ISO/IEC, 2013). Similarly, IEC (2015) stresses the im-
portance of routinely checking for software updates and patches to keep systems secure. This helps
ensure that the organization is always working with the most accurate and up-to-date information. By
doing so, companies can stay ahead of potential risks and react swiftly when necessary.

It can also occur that no patch is available or an organization is unaware about an available patch for a
known vulnerability. When it comes to identifying missing patches, Souppaya and Scarfone (2013) sug-
gest that organizations carefully evaluate different techniques before deciding on an approach. Options
like agent-based scanning, agentless scanning, and passive network monitoring each have their own
advantages and disadvantages (Souppaya & Scarfone, 2013). Selecting the right method depends on
the organization’s needs, resources, and security goals.

Furthemore, relying on just one source of information isn’t enough. Souppaya and Scarfone (2022)
recommend tapping into a variety of sources, such as vulnerability feeds from software vendors, se-
curity researchers, and the National Vulnerability Database (NVD). (ISO/IEC, 2013) adds that joining
industry groups and forums can also be valuable. These communities provide insights into best prac-
tices, security developments, early warnings, and expert advice while also encouraging knowledge
sharing (ISO/IEC, 2022).

Lastly, considering that not only security threats, but also organizations’ IT landscapes are constantly
evolving, organizations need to keep improving their information retrieval processes. ISO/IEC (2022)
advises regularly updating the list of information sources based on new findings or changes in the sys-
tem inventory.

EU Policies and (Dutch) Guidelines on Phase 1
Not many EU regulations or Dutch guidelines specifically address the retrieval of information about
patches and vulnerabilities. Most best practices in this area are based on international standards and
industry recommendations rather than strict regulatory requirements.

However, the main regulatory framework addressing this topic is the DORA act, which applies to finan-
cial entities within the EU. DORA includes specific requirements related to monitoring and assessing
vulnerabilities (European Union, 2022). The Regulatory Technical Standard for ICT Risk Management
under the DORA ACT states that organizations must identify and update relevant and trustworthy in-
formation sources to maintain awareness of vulnerabilities (European Banking Authority et al., 2022).
Furthermore, organizations must conduct automated vulnerability scans and assessments of their ICT
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assets (European Banking Authority et al., 2022). The frequency and scope of these activities should
align with the classification of assets (as outlined in Article 8(1) of Regulation (EU) 2022/2554 (Euro-
pean Union, 2022)) and the overall risk profile of the ICT asset (European Banking Authority et al.,
2022).

* Phase 2: Vulnerabillity Scanning, Assessment and Prioritization

Standards on Phase 2
SSPM also involves vulnerability scanning, risk assessment, and prioritizing security patches before the
respective vulnerabilities can be exploited. In this phase, the first step is vulnerability scanning, which
helps detect weaknesses in an organization’s IT systems, applications, and networks based on the
retrieved information about patches and vulnerabilities in Phase 1. ISO/IEC (2022) stresses the impor-
tance of using scanning tools suited to the organization’s specific technologies. Automated scanning
is a great starting point, but it isn’t foolproof (ISO/IEC, 2013). That’s why it should be complemented
with regular penetration tests and vulnerability assessments, which provide a deeper look into potential
security gaps.

However, identifying vulnerabilities is merely the first step. Souppaya and Scarfone (2013) empha-
size that before deploying patches, organizations must also validate patches’ authenticity and integrity.
This ensures that patches haven’t been tampered with or compromised, which reduces the risk of in-
troducing malware or causing unexpected system failures.

Additionally, not all vulnerabilities pose the same level of threat, so organizations need to assess which
ones matter most. According to ISO/IEC (2022), this means carefully reviewing reports to determine
the actual impact of each vulnerability and deciding on the best course of action, whether that’s updat-
ing software, applying security controls, or taking other measures to reduce the risk (ISO/IEC, 2022).

(Souppaya & Scarfone, 2022) take this a step further and highlight key factors to consider when as-
sessing vulnerabilities. A key factor is the likelihood of exploitation, meaning how easy and likely it is
for attackers to take advantage of this vulnerability. Another factor is the negative impact on systems,
meaning in the case a vulnerability is exploited, what could happen and to what extent does the impact
manifest itself? Could it lead to data loss, system downtime, or reputational damage? Moreover, a fac-
tor to consider is the alternatives to patching if patches are unavailable or patching is not possible. Are
there alternative ways to reduce the risk, such as temporary security controls or configuration changes?
Lastly, it’s also important to consider the impact on business operations as some patches might require
downtime, so scheduling them strategically is key.

Since organizations often deal with hundreds or even thousands of vulnerabilities, fixing everything
at once isn’t practical. Therefore, Mell and Tracy (2002) and Mell et al. (2005) emphasize the need
for a defined procedure with outlined criteria to prioritize patching and determine which systems and
patches are addressed first. This highlights the importance of not treating all vulnerabilities equally
and adopting a risk-based approach. ISO/IEC (2013, 2022) recommends focusing on the most critical
vulnerabilities first—those that pose the greatest risk to business operations. Similar to what Souppaya
and Scarfone (2022) recommended, it is recommended to address high-risk systems first given the prin-
ciple of focusing on vulnerabilities with the greatest potential impact (ISO/IEC, 2013, 2022). ISO/IEC
(2013) also suggests that the urgency of addressing a vulnerability should dictate the speed of the
response which potentially triggers change management or incident response procedures. ISO/IEC
(2013) stresses the importance of aligning vulnerability management with incident management activi-
ties and communicating vulnerability data to the incident response function. This ensures a coordinated
and effective response to security incidents (ISO/IEC, 2013).

During this phase organizations should also keep in mind that the ISO/IEC (2022) stress the impor-
tance of setting clear timelines for patching and mitigation. IEC (2015) recommends scheduling autho-
rized, effective patches based on system design and operational constraints. It also emphasizes the
importance of maintaining accurate records of installed, authorized, and released software versions
and regularly determining compatible upgrades and updates (IEC, 2015).
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EU Policies and (Dutch) Guidelines on Phase 2
NIS2 establishes that enhancing cybersecurity resilience begins with a thorough risk analysis. TheNIS2
directive is transposed into the Dutch national law called ’Cyberbeveiligingswet’ (CBW). The CBW also
emphasizes risk analysis as the initial step for gaining essential insights into an organization’s security
posture. This perspective shows that understanding the potential threats and their impact is paramount
before any patching is done or remediation efforts are undertaken.

Building upon this, the DORA act introduces a regulatory mandate for automated vulnerability scan-
ning and assessments, particularly within the financial sector (European Union, 2022). The frequency
and scope of vulnerability scans should match how critical an organization’s ICT assets are and the
level of risk they carry (European Banking Authority et al., 2022). This act dictates that the frequency
and scope of vulnerability scanning and assessments, which directly inform patch deployment, must
be proportional to the criticality and risk profile of the ICT assets. DORA further stresses the need
for regular risk assessments, especially when making significant changes to network infrastructure or
dealing with legacy systems (European Banking Authority et al., 2022). This shows the growing shift
towards a more proactive approach rather than reactive, where continuous monitoring and automated
detection are used.

The DORA act also shows the need to prioritize patch deployment based on how critical a vulnera-
bility is, the classification of the affected asset, and its overall risk profile (European Banking Authority
et al., 2022). A risk-based approach is assumed to ensure that organizations use their resources effi-
ciently and that the most serious threats are addressed first.

Similarly, Dutch Central Government (2018) emphasizes the value of risk assessment when applying
patches. It recommends weighing the risks of the vulnerability against the potential risks of installing the
patch, as some updates may introduce instability or compatibility issues (Dutch Central Government,
2018). Additionally, BIR advises organizations to keep scan reports as a way to track changes over
time and spot potential security gaps (Dutch Central Government, 2018).

* Phase 3: Patch Testing

Standards on Phase 3
One of the most crucial aspects of SSPM is ensuring that software patches are tested thoroughly before
they are deployed in live environments. Mell and Tracy (2002) laid the groundwork for this approach
and advocated for a well-defined patching policy that includes a structured methodology for testing
and safely applying patches. Testing should consider usability, security and effects on other systems,
and userfriendliness (ISO/IEC, 2013). Mell et al. (2005) further recommended that patches and al-
ternative remediation methods should be tested in standardized environments that mirror real-world
deployments. This ensures that organizations can confidently apply updates without introducing new
problems. For industrial systems, the risks of patching are even higher. Later, the (IEC, 2015) similarly
recommended that patches should be tested in controlled environments that accurately reflect produc-
tion setups. This is crucial to ensure that updates do not compromise system reliability or operational
functionality. ISO/IEC (2022) extends this by emphasizing the need to use segregated environments
for testing ICT components to avoid unintended disruptions in live systems, and to keep development
and testing environments patched and up to date to maintain security even in non-production setups.

ISO/IEC (2013) highlights the risks of applying patches without thorough testing. While software ven-
dors work to release patches quickly, time constraints mean that some updates may contain flaws. This
makes independent testing essential to verify effectiveness and identify potential side effects before
rolling out updates organization-wide (ISO/IEC, 2013). If immediate patching isn’t an option, (ISO/IEC,
2013) suggests alternative security measures, such as disabling vulnerable services or tightening ac-
cess controls, to reduce exposure to threats.

Another practical challenge is the availability of resources for patch testing. Not every organization
has the capacity to conduct extensive testing in-house, which is why ISO/IEC (2013) and ISO/IEC
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(2022) suggest delaying patch installation in certain cases. This gives time to monitor issues reported
by other users before applying updates.

Souppaya and Scarfone (2013) highlight the complexities of patch management, emphasizing the need
to identify and resolve conflicts that may arise when different patches interact. The importance of de-
tecting unexpected side effects, such as changes to security settings, that could introduce new vulner-
abilities rather than fixing old ones is alos stressed upon (ISO/IEC, 2013, 2022; Souppaya & Scarfone,
2013, 2022).

EU Policies and (Dutch) Guidelines on Phase 3
While the NIS2 Directive does not explicitly include patch testing as a detail, this directive and its trans-
position into CBW inherently require organizations to have policies and procedures to assess the effec-
tiveness of cybersecurity risk-management measures (European Parliament, 2022). This may involve
establishing policies and procedures for testing the effectiveness of patches, implying that organiza-
tions should not only implement patches but also verify their efficacy in mitigating known vulnerabilities.
The DORA act, on the other hand, directly addresses patch management and requires entities to ”test
and deploy the software and hardware patches and the updates (European Banking Authority et al.,
2022).”

* Phase 4: Patch Deployment

Standards on Phase 4
Effective patch deployment starts with a clear policy and structured methodology. (Mell & Tracy, 2002)
emphasize that patching should be a well-planned process that includes both testing and safe installa-
tion. Mell et al. (2005) advocate for automated patch deployment using enterprise patch management
tools. Where feasible, they recommend automatic updates, reducing the need for manual intervention
and streamlining the patching process. However, not all patches can or should be applied immediately
across an entire system (Souppaya & Scarfone, 2022). Automation plays a key role in modern patch
management, but ISO/IEC (2022) emphasizes that organizations must find the right balance. Soup-
paya and Scarfone (2022) note that factors such as software type, platform, and operational constraints
all influence how updates should be distributed. Therefore, they introduce the concept of phased de-
ployment, which allows patches to be installed on a small subset of systems—often called ”canary”
assets—before rolling them out organization-wide. While automation can speed up patch deployment
and reduce human error, there are situations—such as updates affecting critical business operations
and where manual oversight is necessary (ISO/IEC, 2022). In these cases, a controlled rollout with
careful monitoring is the best approach (ISO/IEC, 2022). This approach helps detect potential compati-
bility or security issues early and reduces the risk of widespread failures. That is why, while automation
improves efficiency, it’s equally important to have control measures in place.

Additionally, they highlight the importance of a centralized log to track updates, monitor progress, and
maintain an overview of the deployment and statuses of patches. ISO/IEC (2013) stresses that only
authorized personnel should execute updates and that all changes should be carefully logged for ac-
countability and traceability. This prevents unauthorized modifications and ensures a clear record of
all patching activities.

From a technical perspective, Souppaya and Scarfone (2013) take resource constraints into consid-
eration and mention the need for patch management solutions that don’t overload system resources. It
is also recommended to prevent users from interfering with patching processes to ensure that updates
are applied consistently across the organization (Souppaya & Scarfone, 2013). Additionally, they ad-
vocate for continuous monitoring to quickly identify and resolve any issues that arise post-deployment
(Souppaya & Scarfone, 2013).

EU Policies and (Dutch) Guidelines on Phase 4
DORA mandates the ”test and deploy” of software and hardware patches (European Banking Authority
et al., 2022). Furthermore, the DORA act emphasizes the prioritization of patch deployment based on
the identified vulnerabilities to make sure that critical vulnerabilities are addressed in a timely manner
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(European Banking Authority et al., 2022).

On the other hand, Dutch guidelines such as the BIR (Dutch Central Government, 2018) focuses on
the deployment of patches within technical infrastructures and advocates for verification of the latest
updates, preferably through automation. However, it also acknowledges the need for control and that
automatic patch deployment should only occur with specific agreements from the software vendor.

* Phase 5: Post-Deployment Patch Verification

Standards on Phase 5
Mell et al. (2005) mention that remediations should be verified through network and host vulnerabil-
ity scanning to ensure that vulnerabilities have been properly addressed. ISO/IEC (2013) takes this
further by requiring regular evaluations of the vulnerability management process. This means organi-
zations must not only check whether patches are installed but also assess whether they are working
as expected. Souppaya and Scarfone (2022) and the ISO/IEC (2022) stress the need for continuous
monitoring of patched software behavior, particularly to detect potential security issues or unintended
changes. They also highlight the risk of patched systems being unknowingly deactivated or compro-
mised. In this case, verification should go beyond simply checking if a patch was applied, it must also
assess its effectiveness and detect any side effects. Souppaya and Scarfone (2013) and the ISO/IEC
(2022) recommend using independent vulnerability scanners instead of relying solely on the patch man-
agement system to conduct a more objective and accurate verification.

Maintaining detailed records of updates and system changes is essential for accountability and trou-
bleshooting. The IEC (2015) recommends keeping quarterly records of all installed, authorized, and
released software versions, helping organizations track patch history and ensure compliance. The
ISO/IEC (2013) also advocates for archiving previous software versions, including all relevant parame-
ters and configurations. (ISO/IEC, 2022) stresses the need for maintaining audit logs and ensuring that
updates are properly documented and monitored to maintain visibility and control. This makes it easier
to restore systems if a patch causes unexpected issues. Even with thorough testing, patches can some-
times cause operational disruptions or unexpected side effects. To mitigate this, rollback strategies, a
plan to quickly revert to a stable system state, are emphasized (ISO/IEC, 2022; Souppaya & Scarfone,
2022). Automation can be used in this case (Souppaya & Scarfone, 2022).

EU Policies and (Dutch) Guidelines on Phase 5
There are no specific regulatory requirements that explicitly mandate patch verification. However, the
DORA act does emphasize broader vulnerability remediation and monitoring. It mentions that ”Organi-
zations must monitor and verify the remediation of vulnerabilities” (European Banking Authority et al.,
2022) to ensure that security vulnerabilities are effectively addressed by organizations. Furthermore,
there is a requirement to record detected vulnerabilities affecting ICT systems and track their resolution
over time (European Banking Authority et al., 2022).

2.4. Conclusion of Reviewed Regulations
All of the reviewed regulations share the goal of improving cybersecurity by ensuring organizations
proactively manage software vulnerabilities. Each mandates that organizations have formal patch man-
agement processes in place and treat timely patching of critical flaws as a priority for cyber defense and
resilience. In every case, patch management is recognized as a cornerstone of risk mitigation against
known threats, whether explicitly (as in BIO’s one-week rule or DORA’s requirements) or implicitly as
part of general security duties (as in NIS2’s cyber hygiene requirements). Across the regulations, orga-
nizations are expected to monitor for relevant vulnerabilities, apply security patches or mitigations in a
timely manner, and integrate patching into their security program.

Despite their common emphasis on patching, these regulations differ in scope and in how they de-
fine obligations, enforcement, roles, and timelines. Each regulation targets different domains. BIO
(and its predecessor BIR) apply to Dutch public-sector institutions, which establishes baseline security
controls for Dutch government agencies. DORA, by contrast, is tailored to EU’s financial sector, which
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covers banks, insurers, and other financial entities EU-wide. NIS2 Directive has the broadest scope,
which spands multiple critical sectors and key digital service providers across all EU member states.
This means an organization’s obligations may vary depending on which legislation it falls under (e.g. a
Dutch ministry vs. a private bank vs. an energy utility). Some organizations might fall under multiple
legislation.

Furthermore, the regulations vary from prescriptive to principle-based. BIO is quite prescriptive and
explicitly requires patches for critical vulnerabilities to be applied within a set timeframe. It directly spec-
ifies what must be done and how quickly and leaves little ambiguity for those under its mandate. DORA
also introduces detailed obligations via its technical standards. It requires specific actions like maintain-
ing asset inventories, conducting risk-based patch prioritization, and setting internal patch deadlines.
However, DORA’s approach is risk-driven. It does not dictate one universal patch deadline for all or-
ganizations, but it forces organizations to define procedures that ensure patches are deployed timely
relative to the risk criticality. In contrast, NIS2 is more high-level. It mandates “appropriate and propor-
tionate” security measures, which implies organizations should institute patch management policies,
but it does not stipulate explicit patching timelines or detailed processes either. The burden is on com-
panies to interpret what timely patching means in their context to meet NIS2’s general requirements.
In summary, BIO (and analogous mandates like the US’s CISA KEV deadline) mention exact expecta-
tions, whereas NIS2 relies on broader principles of due care, and DORA lies somewhat in between.

Another clear practical difference is how patching speed is addressed. BIO sets a firm deadline, e.g.
one week for top-priority patches, which creates a sense of urgency. NIS2 does not give any fixed
timeline, simply expecting patches to be applied “in a timely manner” as part of risk management. This
can lead to ambiguity, as organizations must judge what constitutes an acceptable delay. DORA and
NIS2 require timely patching too. Organizations must define and adhere to their own patch deployment
timeframes and have emergency procedures for urgent fixes. All frameworks do agree that critical vul-
nerabilities shouldn’t be left unaddressed for long, but the explicitness of the mandate varies greatly.

Lasltly, as an internal government standard, BIO compliance is enforced via government audits and
IT governance processes, rather than fines. Its impact is mainly within public administration, and it sets
a benchmark that the government also encourages private organizations to follow voluntarily. NIS2
and DORA, on the other hand, are backed by law across Europe with designated supervisors and reg-
ulators. Under NIS2, national CERTs will monitor compliance, and organizations that fall short can face
administrative fines or other sanctions. The directive even allows penalties on individuals. In extreme
cases, executives can be held liable for major security breaches. DORA similarly empowers financial
regulators (such as central banks) to enforce its requirements with inspections and penalties for institu-
tions that do not meet the ICT risk management standards. In summary, non-compliance with NIS2 or
DORA can result in significant legal and financial consequences, whereas BIO’s enforcement is more
about meeting mandated best practices within the public sector.
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Research Gap & Objectives

3.1. Research Gap
3.1.1. Existing Knowledge
Research on patch management has primarily focused on the human, technical and organizational
dimensions. From a technical standpoint, studies have examined the complexities of patch deploy-
ment, including risks such as software incompatibility, deployment failures, and security gaps due to
unpatched vulnerabilities (Cavusoglu et al., 2006; Dissanayake et al., 2021). From a human perspec-
tive, research has explored the role of sysadmins in decision-making, by for example emphasizing their
reliance on experience, peer networks, and fragmented information sources when applying patches
(Jenkins et al., 2024; F. Li et al., 2019). Studies have also highlighted issues such as cognitive over-
load, lack of situational awareness, and the tendency to delay patching due to uncertainty about stability
or operational impact (Barrett, 2004; Beattie et al., 2002; Hrebec & Stiber, 2001). On an organizational
level, research has shown that patch management is shaped by internal policies, security culture, and
business priorities (Dissanayake, Zahedi, et al., 2022; Shostack, 2003). Given organizations need
to handle large volumes of patches, a prioritization model has also been proposed (Zhu et al., 2011).
Though, the approach to such models is limited to the initial decision-making phase and does not ad-
dress critical aspects such as stakeholder communication, involvement of higher management, or the
broader organizational impact of patching decisions. To address this, Gentile and Serio (2019) made an
attempt at surveying standards for industrial control systems and provided a workflow of patch manage-
ment processes. This workflow provides insight into the decision-making and sub-processes of patch
management process involving system owners, industrial control system developers, andmanagement.
In relation to this, studies have found that organizations often struggle with structured vulnerability as-
sessment, and balancing security against operational continuity (De Smale et al., 2023; Kraemer &
Carayon, 2007). Yet, organizations still continue to struggle with balancing security and operational
stability (Andrew, 2005; Dissanayake, Jayatilaka, et al., 2022b).

More recently, it was observed that patching practices are increasingly influenced by regulations and
mandates by governments. From a regulatory perspective, a study by ten Napel et al. (2024) provides
one of the first empirical analyses of regulatory patching deadlines at a Dutch public sector organiza-
tions under the BIO framework. By analyzing ticketing data and conducting interviews, ten Napel et al.
(2024) show that while the one-week mandated patching deadline is often missed, it still triggers esca-
lated responses and managerial attention. This study showed how regulatory pressure can accelerate
remediation of vulnerabilities(ten Napel et al., 2024).

3.1.2. Knowledge Gap & Limitations of Current Research
Although previous studies have advanced the understanding patch management processes and chal-
lenges involved, they lack in several ways. Previous work, such as the one by Dissanayake, Jayatilaka,
et al. (2022b), has mainly focused on organizations in the healthcare sector. While prior research has
extensively examined the influence of organizational policies, security culture, and business priorities,
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and often attribute decision-making authority to sysadmins, the growing role of EU’s regulatory require-
ments has been overlooked. In contrast to previous work, such as Dissanayake, Jayatilaka, et al.
(2022b) and Jenkins et al. (2024), ten Napel et al. (2024) found that sysadmins do not solely appear to
have the authority to plan patching according to their own design, but are rather influenced by external
pressure of the BIO regulation.

With the increasing regulatory pressure introduced by EU policies such as the NIS2 Directive and
the DORA Act, as well as Dutch national legislation like CBW and guidelines such as the BIO, orga-
nizations in other sectors (e.g. financial sector) could also no longer solely be shaping their patch
management policies and practices based on internal priorities. Instead, external regulations are im-
posing new requirements and expectations on both sysadmins and organizations. Despite this, more
recent research, such as the study by ten Napel et al. (2024), only account for Dutch BIO framework
and fail to account for more recent and higher-level EU regulations.

In this regard, the first gap that arises is wether such high-level and abstract EU legislation leads to a
faster patching speed and frequency, or whether delays are caused by its requirements. There is a lack
of clarity on how organizations translate non-prescriptive legislation like DORA and NIS2 into concrete
patching policies and procedures and what challenges they face when doing so. Moreover, it is unclear
how the previously mentioned socio-technical factors interact with new requirements mandated by EU
legislation.

Lastly, current understandings of patching processes fail to provide a structured workflow that fully
integrates regulatory requirements (European Parliament (2022) and European Union (2022)). Previ-
ous patching workflows, such as the one presented by Gentile and Serio (2019), mainly lack detail on
the different stakeholder roles, speeding or accountability mechanisms, and reporting structures under
regulatory pressure. Gentile and Serio (2019) do not systematically address all stakeholders, chal-
lenges and phases of patch management processes. For example, the challenges of communication
and coordination between coordinators, SOC’s, and a national CERT are overlooked (Dissanayake,
Zahedi, et al., 2022), and little attention has been paid to the specific phases of patch management,
such as patch information retrieval and patch deployment (Dissanayake, Jayatilaka, et al., 2022b).

Incorporating these regulatory influences would therefore be beneficial. Aside from regulations, key
stakeholders have not been integrated into a structured workflow. Sectors other than industrial control
systems that are regulated by EU legislation can benefit from an improved workflow for a better under-
standing of patching under regulations.

3.1.3. Novelty & Research Aim
Building on previous research, this study aims to take a holistic approach to patch management by
accounting for technical, human, and organizational, and regulatory factors. Therefore, this study can
generate new knowledge and elaborate on socio-technical factors in patch management under regula-
tory pressure. Furthermore, this study will look at what challenges organizations now face when trans-
lating new mandates into patch management policies and processes. It also looks at how patching
speed and frequency, and documentation and reporting differs under non-prescriptive EU regulations
(compared to the BIO regulation).

Lastly, this research aims to improve the patching process model by studying how and where current
EU regulatory requirements, and mechanisms that directly enforce speed (compared to BIO), impact
different sub-processes of patch management. A structured workflow for the patch management pro-
cess can be developed by mapping the involved stakeholders, their roles and responsibilities, and
the different phases and the associated sub-processes of patch management. Each phase presents
unique barriers, which are influenced by various socio-technical factors, including regulatory, human,
organizational, and technical influences.
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3.2. Research Questions
Consequently, this thesis aims to understand how organizations operationalize patch management
under recent EU regulations such as NIS2 and DORA, and how the absence of mandated timelines
affects their timeliness and ability to respond to vulnerabilities. It further seeks to explore the challenges
and barriers that arise for patch management caused by such regulatory pressure. The insights will
then be examined in relation to the socio-technical factors that influence patch management processes.

How do regulations influence organizations’ patch management policies and practices, and
how do socio-technical factors interact with these?

The main research question can be decomposed into several sub-research questions (SRQs):

• SRQ1: What are the challenges organizations face when translating regulations such as BIO,
DORA and NIS2 into patch management policies, standards and practices?

• SRQ2: How have patching speed, and documentation and reporting changed since the introduc-
tion of regulations?

• SRQ3: What roles and responsibilities, and sub-processes form an organization’s patch manage-
ment workflow under regulations?

• SRQ4: What role do socio-technical factors continue to play in the patch management process/-
workflow?

Existing literature looks at patching under regulatory deadlines, yet largely overlooks the nuanced chal-
lenges and complexities that arise when translating non-prescriptive EU cybersecurity regulations like
NIS2 and DORA into internal organizational practices. It is unclear what challenges organizations
face regarding background processes or prerequisite activities that influence the effective and timely
implementation of patch management under regulatory requirements. Furthermore, it is unclear how or-
ganizations translate such regulations into their internal vulnerability and patch management policies.
SRQ1 explores how organizations interpret and implement regulations into concrete patch manage-
ment policies, processes and standards and what challenges arise.

Current research only predominantly focuses on patching speed under the BIO regulation. It is unclear
how regulations, that do not prescribe a deadline, affect patching speed and documentation practices.
SRQ2 tries to understand whether and how EU regulations practically accelerate patching speed or in-
advertently slow down processes and the factors that might play a role in doing so, such as increased
documentation, reporting requirements, or bureaucratic overhead.

SRQ3 aims to identify the key stakeholders and processes involved in patching and understand the
roles and responsibilities within large organizations. This is crucial for identifying how patch manage-
ment responsibilities are allocated to develop a socio-technical workflow for patch management. In
many organizations, the patch management process involves various stakeholders, including sysad-
mins, system/asset owners, security teams, and compliance officers, and different sub-processes such
as retrieval of patch information, patch deployment, etc.

Lastly, by investigating the specific impact of these regulations in relation to socio-technical factors on
stakeholders’ decision-making, processes and practices, SRQ4 aims to understand how regulations
influence the day-to-day activities of patching. While the literature recognizes socio-technical factors
influencing patch management, few studies explicitly examine how these socio-technical dimensions
continue to evolve or persist under the pressures exerted by recent regulatory frameworks like NIS2,
DORA, and BIO. SRQ4 explicitly examines socio-technical factors in patch management under current
regulatory conditions, and explores how regulation may mitigate, reinforce, or introduce new socio-
technical frictions and challenges. It looks at potential barriers organizations are facing in relation to
regulations, but also at how these regulations can enable organizations to work around such barriers.
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3.3. Implications
From a scientific point of view, this research deepens our understanding of patch management prac-
tices in large organizations, particularly in the context of evolving regulations. It fills a gap in existing
literature by examining how regulatory requirements such as NIS2, CBW, and DORA influence both
organizational policies and the actual implementation of patch management. The socio-technical ap-
proach, integrating technical, human, and organizational factors into a workflow gives insight into the
process and complexities of patching. The findings can inform future studies on improving patching
workflows, and compliance strategies.

From a societal perspective, this research is particularly important because it addresses the increasing
regulatory pressure on and the need for better patch management processes. The insights from this
study offer practical advice to organizations help improve security, reduce the risk of exploitation of vul-
nerabilities, and ensure organizations stay compliant with regulations. It can also inform policymakers
about potential gaps in current legislation.



4
Methodology

4.1. Semi-structured Interviews
To gain an in-depth understanding of how organizations interpret and implement patch management
practices under DORA and NIS2, a series of semi-structured interviews was conducted with cyber-
security professionals from both a consultancy firm and two client organizations. An overview of the
participants can be found in Table 3. These interviews focused on discovering how organizations man-
age patching in the absence of strict deadlines, and how regulations are operationalized in different
settings.
The interviews were held with participants involved in different aspects of patch management, includ-
ing security operations, IT infrastructure, risk and compliance, and consulting. The aim was to triangu-
late perspectives across technical, governance, and advisory roles. Semi-structured interviews were
chosen as the primary method for qualitative data collection due to their ability to balance structure
with flexibility. Structured interviews allow for direct clarification of specific topics but often lack depth,
while unstructured interviews can yield rich insights but are time-consuming and harder to steer. Semi-
structured interviews provide a balance by allowing the interviewer to follow a prepared set of questions,
while still enabling the addition or omission of questions based on the flow of conversation. This flexi-
bility was essential for exploring complex decision-making processes and getting role-specific nuances.

The initial questions were informed by the literature review and preliminary discussions conducted
at the selected case study organizations. These prior steps helped personalize the interview guides to
reflect the organization context, the role of the interviewee, and current patch management processes
and regulatory pressures.

Table 3: Overview of participants, their roles, industry sectors, experience, and key responsibilities.

ID Participant Role Industry/Sector Years of
Experi-
ence

Work Experience & Duties

P01 Analyst Financial Services 2 Implementation DORA updates to Patch Management policies and standards.
DORA workshops between key stakeholders in patch management.

P02 Analyst Financial Services 2 Implementation DORA changes in Vulnerability Management Standards & Policies
and Incident Management & Reporting for Financial Entity.

P03 Consultant Financial Services, IT/Opera-
tional Technology

4 Responsible for DORA Capabilities; DORA Policy Gap-Assessment; Translation
of DORA to policies and processes; Previously, factory and Proof of Concepts
(POCs)-related topics in Operational Technology.

P04 Associate Director IT/Operational Technology 20 Communications, Media & Technology Industry Lead; Managing Industry Rela-
tions; Technical & Operational experience.

P05 Analyst IT/Operational Technology 3 Responsible for operational vulnerability management; Functional contact and co-
ordinator between identified CVEs and affected system/asset owners. Previously
a Security Operations Center (SOC) analyst.

Continued on next page
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Table 3 – continued from previous page

ID Participant Role Industry/Sector Years of
Experi-
ence

Work Experience & Duties

P06 Consultant Public Services (government) 3 Responsible for Hybrid Multi-Cloud implementation at government; Implement BIO
security controls on architecture and compliance level; Cloud Security and Cloud
Sovereignty.

P07 Manager Public Services, Financial Ser-
vices

13 Vulnerability Management under BIO for government; Vulnerability Management
under DORA for financial entity.

P08 Senior Manager Financial Services 15 Financial Services Industry Lead; Managing Industry Relations; Quality Assur-
ance.

P09 Associate Manager Public Services (government) 6 Responsible for NIS2 Capabilities; Focus on governance of security in Health &
Public Services (H&PS) and (national) regulations such as BIO and NIS2. Pre-
viously did SOC advisory, vulnerability management, monitoring, reporting, and
Identity & Access Management.

P10 Product Owner Secu-
rity Assurance

Financial Services 25 Product owner for different CISO services including anti-malware, data loss pre-
vention, cloud app usage, and also NTDs measures; Security Assurance including
vulnerability management, hardening and offensive security (penetration testing
and red teaming).

P11 IT Process Improve-
ment Specialist

IT/Operational Technology 5 Vulnerability Management Process Owner at IT/OT manufacturer

P12 Senior Manager Financial Services 10 Responsible for Vulnerability Management and Incident Response under DORA
at several financial entities

Total:
12

Average:
±9

4.1.1. Selection of Case Studies
Consultants
This research is conducted as part of a master’s internship at a consultancy firm, Accenture, that sup-
ports a range of clients in both the private and public sectors with cybersecurity-related questions.
Accenture provides expertise in various areas, among which vulnerability management, compliance
readiness, security patching, and the implementation of recent EU legislation, including the Digital
Operational Resilience Act (DORA) and the Network and Information Security Directive (NIS2). Ac-
centure consultants provide both strategic and operational cybersecurity work and support their clients
in interpreting and applying regulatory requirements in their security and IT environments. The first
organization for this study will be Accenture.

As part of this study, two clients of Accenture have been selected to serve as case studies. These
clients represent contrasting sectors and fall under different EU regulatory regimes, which provides a
unique opportunity to conduct a cross-regulatory comparison of how patch management processes are
shaped by EU legislation.

Case 1
The financial services sector remains one of the most high-risk environments when it comes to cyber-
security threats, with data breaches often resulting in significant financial costs, reputational damage,
and legal consequences. An example of the importance of timely patching in the financial services
sector is the Equifax data breach, which occurred in September 2017 and affected approximately 147
million customers (Goodin, 2017). The breach was caused by the exploitation of a known vulnerability
in the Apache Struts web application framework (Goodin, 2017). Despite a patch for this vulnerability
being available for over six months, Equifax had failed to apply it in time. This allowed attackers to
gain initial access through a public-facing web portal and move laterally across unsegmented internal
systems (Kost, 2025). Once inside, attackers found plaintext credentials and used them to escalate
privileges (Kost, 2025). This way the attackers were able to maintain undetected access for months
due to an expired encryption certificate on a key monitoring tool (Kost, 2025).

The compromised data included highly sensitive personally identifiable information (PII) such as names,
dates of birth, Social Security numbers, driver’s license numbers, and credit card information (Kost,
2025). The consequences were severe. Equifax faced public backlash, accusations of insider trading,
and ultimately a $700 million regulatory fine (Kost, 2025). This case shows the critical importance of
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timely remediation of vulnerabilities. It also shows how unpatched vulnerabilities can lead to systemic
breaches with widespread societal and economic impact.

Including a financial institution subject to DORA as a case study in this research is therefore highly
relevant. Financial organizations in the EU, and specifically in the Netherlands, are required under
DORA to demonstrate robust ICT risk management practices, including effective patch management.
Financial institutions are required under DORA to implement and continuously improve ICT risk man-
agement practices, including patch and vulnerability management. While DORA does not prescribe
strict patching deadlines, it does emphasize proportionality, accountability, and the need for docu-
mented, defensible security practices. The Equifax breach is an example of the real-world risks of
failing to implement timely and effective patches, which is the kind of challenges this study aims to
explore.

Therefore, the first client organization is a bank operating in the financial services sector, subject to
the provisions of DORA. The bank provides a complex but mature IT environment with dedicated risk,
compliance, and security teams. Its regulatory exposure and systemic importance to the EU financial
system nature make it a compelling case for examining how organizations under DORA approach patch
management.

Case 2
Recently, there has been a series of high-profile incidents that revealed critical vulnerabilities in indus-
trial systems. One of the earliest wake-up calls was the Stuxnet worm attack, which in 2010 targeted
supervisory control and data acquisition (SCADA) systems and demonstrated how malware could dis-
rupt physical industrial processes (Chen & Abu-Nimeh, 2011; Gentile & Serio, 2019; Karnouskos, 2011).
This event raised awareness on cyber risks in OT environments, specially those based on proprietary
protocols and legacy infrastructure. More recently, widespread hardware-level vulnerabilities such as
Meltdown and Spectre forced many industrial control system (ICS) vendors to initiate urgent patching
campaigns (Gentile & Serio, 2019). Although these vulnerabilities pertained to hardware, the rushed
deployment of patches had unintended consequences. Several vendors and users reported that the
fixes significantly degraded system performance (Gentile & Serio, 2019). This still shows the trade-offs
and complexities of patching in industrial and OT environments.

Including a high-tech IT/OT company is relevant because the organization’s environment spans both IT
and OT (Operational Technology) domains which adds layers of complexity to vulnerability and patch
management. OT systems often have stricter uptime requirements and are harder to patch without
disrupting operations.

At present, the IT/OT organization must adhere to the NIS2 Directive, which is designed to strengthen
the EU’s and Netherlands’ digital resilience. Due to the essential role this company plays in technology
supply chains and its use of critical infrastructure, it falls under the scope of NIS2. Under this legisla-
tion, Providers of Essential Services are required to implement measures that protect their information
and communication systems against cyber threats. They are also obligated to report any serious cyber
incidents to the appropriate authorities.

4.1.2. Recruitment of Participants
This research used convenience sampling to select participants for the semi-structured interviews. Con-
venience sampling is commonly applied in qualitative research when participants are selected based
on their accessibility and willingness to participate (Etikan et al., 2016). It is useful when the researcher
has limited access to a full sampling frame or when the study aims to gain exploratory insights into
specific experiences or processes (Etikan et al., 2016).

According to Yin (2003), selecting participants who are key actors within the organization ensures
access to valuable perspectives supported by the participant’s direct experience and understanding
of patching processes or regulations. In this case, participants were selected based on their respon-
sibilities and relevance to the research topic, and their availability through the researcher’s existing
professional network. As the researcher conducted this study within a consultancy firm, consultants
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who regularly advise clients on NIS2 and DORA compliance were recruited. These consultants also
acted as contact liaisons to client organizations and helped identifying and facilitating interviews with
relevant internal stakeholders at the two case study organizations.

The selected participants included:

This sampling approach allowed for access to key informants who could speak directly to the research
topic. It also aligned with the goal of gathering in-depth, role-specific perspectives on how patch man-
agement is understood and practiced in response to recent EU regulations.

While convenience sampling can limit the generalizability of findings and introduce selection bias, it
was considered appropriate for this exploratory qualitative study, where the aim is not to produce statis-
tically representative results but to generate rich, context-specific insights. The approach also supports
the development of hypotheses and research directions for further investigation.

4.1.3. Interview Protocol
To explore how organizations approach security patching in the context of EU regulations such as
DORA and NIS2, a semi-structured interview protocol was developed. This protocol was used as a
guide for conducting in-depth interviews with participants. The questions were designed to be flexible
and allowed for follow-up questions and probes depending on the participant’s responses.

The interview guide was structured around key themes which were aligned with the research objec-
tives and sub-questions. The semi-structured natured provided consistency between the interviews
while also leaving space for rich and context-specific perspectives.The interview started with an intro-
duction that aimed to gather background information about the participant’s role and experience related
to security patching. It included questions about their current position, tenure at the organization, and
the extent to which their responsibilities involved vulnerability management and patching.

After, participants were asked about how patching policies are defined and operationalized within the
organization. This included questions on how vulnerabilities are assessed and categorized, how inter-
nal timelines for patching are determined, and whether best practices or regulatory standards (such as
ISO27002 or CISA KEV timelines) are used to base decisions on. The aim was to understand whether
formal frameworks exist and how patching priorities are established, specially in cases involving high
or emergency severity. Later, the interview was directed towards how participants stay informed about
new vulnerabilities. Questions focused on the use of trusted sources, automated tools, or external
advisories to maintain awareness continuously. The goal was to identify gaps or strengths in the infor-
mation retrieval phase of patch management.

To assess the influence of regulatory frameworks, participants were asked how DORA and NIS2 had
affected their organization’s patching practices. This included probing for any changes in policies or
workflows since the introduction of these regulations, and how these frameworks are interpreted inter-
nally. Special attention was given to how organizations handle ambiguous requirements, such as the
absence of fixed patching deadlines.

After this, another section looked at internal and external factors that affect how quickly patches are
applied. Participants were asked to identify organizational, technical, and regulatory barriers to timely
patching. They were also asked whether regulatory expectations, such as documentation or reporting,
contribute to delays, and whether their patching pace has changed due to regulatory pressure. Another
key area which was focused on was how organizations handle high-severity or emergency vulnerabili-
ties. Interviewees were asked about escalation protocols, criteria for declaring emergencies, and how
patching exceptions are documented or risk-compensated. Probes were used to determine how these
decisions align with or are influenced by legislation, especially in the absence of explicit patching dead-
lines. To conclude the interviews, participants were asked to reflect on trends in patch management,
their perception of developments regarding legislation, and any future changes being planned in antic-
ipation of audits or changes in regulatory expectations. The goal was to collect both evaluative and
forward-looking insights.
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Each interview lasted approximately 45–60 minutes and was conducted in either English, depending on
the participant’s preference. All interviews were recorded with consent and transcribed for subsequent
analysis. The full interview protocols can be found in Appendix C.

4.2. Analysis and Presentation of Qualitative Data
To analyze the semi-structured interview data collected in this study, a reflexive thematic analysis ap-
proach was applied. The widely recognized TA framework developed by Braun and Clarke (2006)
was followed. The interviews were designed to elicit open-ended responses around participants’ roles,
patching practices, prioritizationmethods, patch policy and standard development, and interactions with
regulatory expectations. Thematic analysis allows for the identification of patterns, meanings, and in-
sights across qualitative data and is particularly suited for exploring complex socio-technical processes
such as those involved in patch management under evolving regulatory requirements.

This method was selected due to its flexibility and its ability to capture both inductive themes which
emerged organically from the data. Reflexive thematic analysis embraces the researcher’s active role
in interpreting meaning from the data and allows the themes to be shaped iteratively as understanding
deepens during the analysis process. ten Napel et al. (2024) successfully used Thematic Analysis in
similar research, which shows the potential of it for this study.

The analysis followed the six phases proposed by Braun and Clarke (2006):

1. Familiarization: All interviews were transcribed and read multiple times to ensure a deep under-
standing of the data. Initial impressions and potential points of interest were noted.

2. Generating Initial Codes: Relevant features across the data set were systematically coded. These
codes captured segments related to regulatory interpretation, decision-making in patching work-
flows, organizational dynamics, and perceptions of compliance.

3. Searching for Themes: Codes were then organized into broader themes that reflected recurring
patterns, challenges, or strategies reported by participants.

4. Reviewing Themes: Themes were reviewed for coherence in relation to both the coded extracts
and the data set as a whole. Where necessary, themes were refined, merged, or split.

5. Defining and Naming Themes: Each theme was defined clearly to capture its core meaning and
contribution to the research questions.

6. Producing the Report: The finalized themes were used to structure the presentation of findings in
Chapters 5, 6. Key extracts from participants were selected to illustrate each theme and highlight
practical examples.

The codes were first developed and then refined iteratively as interview transcripts were reviewed,
which allowed for inductive themes to emerge that captured the nuances of organizational behavior,
perceived compliance obligations, escalation mechanisms, and socio-technical barriers in patching
processes.

Coding was performed by the main researcher, who also conducted all interviews. While inter-rater
reliability was not used as a quality measure, consistent with the nature of TA, regular peer debriefing
sessions were held with supervisors at the participating company to discuss coding consistency, refine
themes, and ensure that interpretations were justified with the underlying data.

To code the interview data, ATLAS.ti was used as the primary qualitative analysis tool. This applica-
tion provides the tools for systematic labeling and tagging, grouping, and retrieval of coded segments
across interviews. Codes were later clustered into categories and overarching themes, which align with
the analytical structure presented in the results section.

Moreover, as Yin (2003) emphasizes, triangulation was used by comparing insights from different partic-
ipant roles, such as system administrators, SOC analysts, risk managers, and consultants, and across
the two regulatory contexts (DORA and NIS2). Convergence in their perspectives on patching con-
straints, policy interpretation, and documentation practices was used to improve the credibility of the
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findings. The resulting themes and triangulation informed the structure of the findings presented in
Chapters 5 and 6.

4.3. Validation of Results and Recommendations
To ensure the reliability and practical relevance of the interview findings, a two-step validation process
was conducted. After coding and analyzing the semi-structured interview data, follow-up interviews
were held with experienced consultants to validate and refine the thematic findings. These sessions
served to confirm whether the identified challenges, patterns, and workarounds resonated with broader
industry experience. Subsequently, the derived recommendations were further validated through a
second round of short, targeted interviews with consultants to assess their feasibility and value in prac-
tice. This iterative validation process strengthened both the analytical interpretations and the practical
grounding of the recommendations.

4.4. Ethics
The selection and recruitment of interview participants were handled by the primary researcher in their
capacity. Participants at client organizations were contacted through consultants working within those
client organizations, who helped identify relevant stakeholders based on their roles in patch manage-
ment and regulatory compliance. The interviews focused on participants’ professional experiences
and responsibilities related to patch management and regulatory compliance. Prior to conducting inter-
views, ethical approval was obtained from the Human Research Ethics Committee at TU Delft. Each
participant received a clear explanation of the study’s aims and scope and provided written informed
consent. This document outlined how the data would be used, any potential risks involved, and the
intended research outcomes. Participants were also given the opportunity to review relevant sections
of the final thesis that included their contributions or direct quotations. Additionally, they were informed
that they could withdraw from the study at any time without consequence.

4.5. Mitigating the Shortcomings of Chosen Method
Despite the strengths of qualitative interviews in capturing rich and contextualized insights, several limi-
tations inherent to this method must be acknowledged. One of the primary limitations is the constrained
level of anonymity associated with interviews, particularly when they are conducted in person or in a
professional setting (Saunders et al., 2015). Unlike anonymous surveys, interviews require participants
to disclose personal experiences, opinions, or potentially sensitive information in a context where they
may be identifiable. This limited anonymity may lead to social desirability bias, where participants ad-
just their responses to appear more favorable or align with perceived expectations, potentially affecting
the authenticity and completeness of the data.

To mitigate this limitation, several measures were taken. First, all participants were provided with de-
tailed information about the study and their rights, including guarantees of confidentiality and anonimity.
No identifying information was included in transcripts or published outputs. Second, participants were
reminded that their input would be treated anonymously and that there were no right or wrong answers.
These steps aimed to ensure a setting of trust and reduce pressure to self-censor.

Another methodological limitation arises from the reliance on participants’ memory (Dryden et al., 2024).
Since many questions asked participants to reflect on past events or processes, there is a risk of recall
bias. Participants may unintentionally omit key details, misremember timelines, or conflate different
events, leading to inaccuracies in the data.

To address this, interviews were conducted with a diverse set of practitioners, including both opera-
tional staff and consultants, to allow for triangulation of perspectives. Where possible, information from
different participants was compared to identify patterns and validate recurring themes. Additionally,
interviews were semi-structured to allow clarification and probing for context, helping to reduce misun-
derstandings or surface more accurate recollections.

A central limitation of thematic analysis is its interpretative subjectivity (Braun &Clarke, 2022; Schweizer
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et al., 2017). Since the identification and coding of themes depend heavily on the researcher’s judg-
ment, different analysts might draw varying conclusions from the same dataset. This can affect the
consistency and replicability of the findings. To mitigate this, the analysis process in this study was
guided by a transparent and systematic coding procedure, including iterative validation and discus-
sions with supervisors at the consulting firm to ensure reliability and analytical rigor.

Additionally, thematic analysis lacks a standardized framework, which, while it provides flexibility, also
makes cross-study comparison more difficult (Braun & Clarke, 2022). The absence of fixed analytical
boundaries can hinder the cumulative building of knowledge across studies, as differences in thematic
scope and depth may lead to inconsistent conclusions. This limitation was addressed by anchoring the
themes in both empirical data and existing literature to improve coherence and comparability.

Finally, thematic analysis carries a risk of superficiality if themes are identified broadly without sufficient
analytical depth (Braun et al., 2018; Trainor & Bundon, 2021). This was mitigated by conducting mul-
tiple coding cycles, focusing on the relationships between themes, and integrating quotes to preserve
the richness of the data. The emphasis was on capturing the nuanced interactions between regulatory
requirements and organizational patching practices, rather than merely labeling surface-level observa-
tions.

As with many cybersecurity research with large organizations, this study adopts a case study approach.
While this allows for exploration of context-specific practices, organizational factors, and regulatory in-
teractions, it also limits the generalizability of findings. Insights drawn from two large, security-mature
organizations and interviews with consultants may not reflect the experiences of smaller firms or or-
ganizations operating in different regulatory or operational environments. However, the goal of this
research is not to provide statistically generalizable claims, but rather to generate nuanced, practice-
informed insights into the socio-technical and regulatory complexities of patch management. Moreover,
Chapter 7 revisits this limitation by comparing the findings to existing literature and related case studies
to further contextualize the relevance and transferability of the results.
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Figure 4: Flow Diagram illustrating the structure of the Methodology, Results, Discussion and Conclusion chapters. This
includes the used research methods, the actions, the sub-research questions and deliverables.

The research followed a structured flow, as shown in Figure 4, that began with defining themethodology,
where participants were recruited, a semi-structured interview protocol was developed, and thematic
analysis was chosen as the data analysis method. The results were divided into two main chapters:
first, identifying challenges organizations face in translating EU regulations into patch management
policies and procedures, along with possible workarounds; second, exploring the effect of regulations
and socio-technical factors on patch management governance and practices. Finally, the findings were
synthesized in the discussion and conclusion chapters, providing recommendations for organizations
and policymakers, as well as suggestions for future research to address unresolved issues in SSPM
under regulatory pressures.



5
Challenges of Translating Regulations

to Patch Management Policies and
Procedures

Based on the interviews, several challenges were identified and coded, then grouped into overarching
themes where appropriate. Each challenge described in this chapter represents one of these themes.
For this reason, some challenges might have multiple dimensions to them. This was done in order to
get an overview of challenges. These challenges arise not during the execution of patching activities
themselves, but in the translation process and preparatory or background activities that need to take
place aside from patching processes. Figure 5 gives an overview of the challenges in the translation
process, the dimension of these challenges, and the workarounds that aim to alleviate or resolve these
challenges. This subsection answers the first sub-research question:

SRQ1: ”What are the challenges organizations face when translating regulations such as BIO,
DORA and NIS2 into patch management policies, standards and practices)?”
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Figure 5: An overview of challenges related to translating regulations to internal policies and procedures, their dimensions,
and the workarounds that aim to alleviate such challenges.

5.1. Challenge 1: Defining the Scope of the ICT Landscape and Crit-
ical Assets

Challenges
Participants noted that organizations struggle to define which assets fall under regulations like NIS2,
and DORA, which use vague terms such as critical assets, essential services, and critical and important
functions (CIFs). Organizations must interpret these terms and map them to their own assets, systems,
and services This challenge of grows with the size and complexity of IT landscapes, which often com-
bine legacy systems, cloud services, third-party applications, and decentralized infrastructure spread
across multiple business units and regions. Internal debates about scope can further complicate deci-
sions on which systems require frequent scanning, prioritization, patching, and intensive monitoring.

For example, under the introduction of DORA is the requirement to define and classify their ”Critical
and Important Functions” (CIFs), as mentioned by P10. Although the regulation sets out that security
patching and vulnerability management activities must be tailored to the classification of these func-
tions, participants indicated that in practice it is not always straightforward to determine which systems,
assets, or processes should be categorized as CIFs.

Under NIS2, the challenge varies by sector. In Case 2, the organization’s OT environments form hybrid
ecosystems combining control systems and modern IT. Defining scope requires mapping interdepen-
dencies between IT and OT, which may involve identifying vulnerabilities that are physically isolated yet
logically critical. In contrast, financial institutions typically map CIFs to business processes and related
systems, such as payments and trading.
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Workaround for scoping ICT landscape under regulations

Figure 6: Workaround for determining the scope of the ICT landscape that falls under regulations

To address the challenge of defining scope, such as identifying CIFs under DORA, organizations follow
a series of steps (Figure 6). According to P02, they begin by reviewing the definitions of CIFs, then
conduct a Function Inventory, essentially listing all operational functions, including business processes,
IT systems, and outsourced activities. This covers both core financial activities (e.g., lending, payment
services) and support services (e.g., IT infrastructure, data management).

After, they should perform a risk and impact analysis. Luckily, DORA provides some criteria for this.
These criteria are:

• Operational Continuity: Would a disruption prevent the organization from functioning?
• Client Impact: Would it significantly harm clients, investors, or market participants?
• Systemic Importance: Could a failure of this function destabilize the broader financial sector?
• They need to analyze the potential for cascading effects from dependencies on ICT systems or
third-party providers.

After analyzing third-party risks, organizations must evaluate them by identifying functions heavily de-
pendent on ICT providers, such as cloud services or critical software. They should assess the recovery
time and substitutability of these functions—how quickly they can resume after a disruption and whether
alternatives or redundancies exist. Functions that cannot be easily replaced are likely to qualify as crit-
ical or important under DORA, and, as P02 notes, may be subject to ”stricter timelines”.

The last step involves engaging the relevant stakeholders within the organization. This means involving
relevant internal teams to gather their perspective into which functions are deemed critical or important.
Some tools that help when involving key stakeholders are ”Business impact Analysis” (BIA). BIA maps
the operational and financial impacts of a function failure. There is also some ”dependency and service
mapping” done. ServiceNow and other CMDBs are example of service and dependency mapping.
Lastly there is some ICT risk management or GRC software required to automate assessments.

5.2. Challenge 2: Resistance from Different Teams When Regula-
tions Bring Change

Challenges
A second challenge that emerged from the interviews is that regulatory changes often encounter ”a
lot of resistance” within organizations, especially when they require substantial updates to existing
standards, policies, or operational routines.
This indicated that moving from an older version of a standard to a newer version, or integrating new
regulatory requirements introduces many changes that must be embedded across various teams and
processes. This can meet pushback from different stakeholders within an organization when the scale
and feasibility of the new requirements are perceived as unrealistic or overly ambitious.
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A clear example of friction arises between policy owners A clear example of resistance was observed
for Case 1 between policy owners, who translate regulatory requirements into patch policies, and oper-
ational teams like the IT Department. Policy owners tried to set stricter timelines and requirements to
align with regulations, while operational teams questioned whether such targets are achievable in com-
plex IT environments. According to P01, this hesitation stems from also from uncertainty or “fear”about
meeting new timelines given factors such as resource constraints, and the need to avoid business dis-
ruption.

Consequently, this led to negotiation and pushback from the IT department team which is responsi-
ble for actual patching, as said by P01. Stakeholders from the operational team brought up that they
fear that stricter timelines for patching might not be as feasible. The same pushback was also noted
around another related security task like penetration testing by P01. P01 mentions that ”it could be
argued that it’s not a matter of fact that they know for sure, certain, that they cannot do this, but it’s
more of a fear factor that they’re unsure whether these timelines are actually reachable.”

Another dimension of the challenge is the potential impact on business and service continuity. In-
terviewees noted that major changes to patching policies risk unintended disruptions if not carefully
managed. Organizations must prepare their IT environments, align internal processes, and ensure
security updates do not impair critical services for end users or customers.

In Case 2, resistance also did arise from teams managing Operational Technology (OT) assets, for
which availability is the top priority and integrity and confidentiality are secondary. This contrasts with
IT environments, which typically prioritize integrity and confidentiality alongside availability.

Because of this divergence in priorities, stakeholders managing OT resisted increasing patching fre-
quency when driven by regulatory requirements. They view such interventions as potentially disruptive
to critical operations, which raises concerns about downtime, instability of a system, or breaching ven-
dor certification conditions. This can create friction between compliance and security on one side, and
business continuity on the other.

Workaround for resistance to change driven by regulations
To address resistance from IT operations teams to stricter patching deadlines under regulations, orga-
nizations engage all stakeholders. According to P01, they hold workshops or working groups, where
policy owners, process owners, operational IT teams, and other stakeholders can voice concerns, un-
derstand constraints, and negotiate feasible timelines. If consensus cannot be reached, P03 notes the
issue is escalated to higher management, who either accept the risk of non-implementation or instruct
teams to comply. P01 adds that timelines are often adjusted iteratively rather than abandoned.

To address this challenge, organizations primarily engage all stakeholders. P01 explained that orga-
nizations organize “workshops” or working groups, where “standard and process owners, operational
IT teams, and other relevant stakeholders” come together. This allows participants to voice concerns,
understand practical constraints, and negotiate feasible timelines. If an agreement cannot be reached,
P03 noted that they “escalate the issue higher up in the organizations.” Once escalated, higher man-
agement “either accept the risk of not implementing the measure, or they tell the team that they do
have to comply and move forward with it anyway.” P01 also described an “iterative way” of setting
timelines: based on negotiations, new and stricter deadlines are adjusted iteratively rather than “being
dropped” altogether. This approach leads to “a lot less pushback and people are more likely to buy into
the changes because they feel heard and involved in setting the targets.”

5.3. Challenge 3: Applying the Proportionality Principle
Challenges
A key challenge identified by several respondents concerns the proportionality principle in NIS2 and
DORA, and the difficulty of translating vague regulations into specific patch management policies.
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These regulations are often high-level and generic, which creates ambiguity when applied to unique
organizational environments. The proportionality principle acknowledges the diversity of organizations
subject to these requirements, recognizing that a one-size-fits-all approach is impractical given varia-
tions in size, complexity, risk exposure, and resources.

As noted by P07, a critical subchallenge within this context is the setting of realistic timelines for com-
pliance activities such as patching vulnerabilities. While their may be a mandate of certain deadlines,
many organizations already struggle to meet these timelines due to factors such as ”resource con-
straints”. As a result, setting Service Level Agreements (SLAs) that are both compliant and achievable
becomes a major pain point.

Interviewees also pointed to the challenge and difficulty organizations face in mapping regulations onto
their internal standards and policies, as noted by P06. P06 mentions that ”regulations that they set are
so generic that they don’t translate well to all the internal processes”. Since legislation typically do not
specify detailed process flows, roles, or communication chains, organizations must develop their own
internal standards and benchmarks to operationalize the requirements effectively.

Finally, the lack of clear guidance on classifying and prioritizing vulnerabilities complicates patch man-
agement. As P06 observed, definitions of what is considered a “high” or “critical” vulnerability are “de-
batable” and vary widely between organizations due to the proportionality principle, resulting in different
prioritization methods and patching timelines. In the absence of a standardized guidance in legislation,
organizations rely on internal risk assessments and risk appetite to address vulnerabilities. Participants
also appear to reference the lack of guidelines for Operational Technology (OT) environments.

An important opportunity created by legislation like DORA and NIS2 is the introspection it forces on
organizations regarding their risk profiles. Unlike the BIO framework, these regulations require or-
ganizations to define security needs and controls based on their own risk assessments. While this
vagueness is challenging, it also encourages critical evaluation of patching strategies to meet actual
needs. As P04 explained, it makes organizations ask, “‘Okay, what is actually my risk profile?’” P04
noted that this shift has been a valuable outcome of NIS2 and DORA, fostering deeper awareness of
risk beyond patch management.

Workaround for applying proportionality principle
Related to determining timelines under the proportionality principle, main factors were derived to un-
derstand what organizations consider when deciding how quickly to apply software patches.

Patching timelines are strongly influenced by whether a system is considered critical. P01 and P02
referred to the “criticality of the application itself” or “the criticality of the operating system.” P02 also
mentioned that the “geographical location of the system” is considered, distinguishing between on-
premises and off-premises environments such as the cloud. Systems exposed to the internet carry
higher risk and require faster patching, while, as P03 noted, if a system is “not connected to the inter-
net directly and is in a segmented part of the network,” it may be ranked lower and assigned longer
deadlines.

Organizations also assess how quickly vulnerabilities are exploited. P07 stated that “there is no strict
benchmark,” but the time to exploitation is factored in, noting it typically takes “30 days to weaponize
a critical vulnerability.” In the absence of a benchmark, P10 explained that timelines are largely set by
“expert opinion” and peer comparisons. For example, in Case 1, the organization consults with others
to align patching expectations, including through the Dutch “CISO Circle of Trust”, which is a collabo-
rative initiative between major companies and the government to share threat intelligence, implement
controls, and improve cyber resilience.

Finally, vendor patch release cycles are also considered. As P10 observed, “you could say it should
be patched within seven days, but if [vendors] only deliver patches once every six months, that doesn’t
make much sense.”
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Another subchallenge that was identified was that the translation from regulations to internal standards
does not always go smoothly because, to some extent, the proportionality principle leaves room for
interpretation. Participants pointed out that while regulations and directives like NIS2 set high-level
requirements, these do not translate directly into clear, actionable policies or controls. To cope with
this challenge, organizations typically have to update their policies and standards, as mentioned by
P10. They do so by interpreting and breaking down the regulations into objectives, and then specific
controls that achieve those objectives.

Although it seems to depend on each organization on the approach, P04 mentions that a mapping
is used for this. A mapping that connects the regulations directly to used frameworks like ”ISO/IEC
270002” and ”the CIS Control Framework” mentioned by P04, is provided in Appendix E. A dedicated
framework is provided to help bridge the gap and link specific requirements from regulations to rel-
evant standards such as ISO/IEC 27K and then to a controls framework such as the CIS Controls
Framework. By doing so, organizations have an example of a structured way to interpret high-level
legal requirements and turn them into specific and pragmatic measures that they can implement. This
helps organizations define controls that are both compliant and practical for their patch management.

5.4. Challenge 4: Lack of Overview of Assets & Asset Management
Challenges
As P04 noted, a critical challenge, especially in operational technology (OT) environments, is maintain-
ing a complete and accurate asset inventory. Unlike IT, OT often lacks clear guidelines or standardized
“patching cadences,” and assets frequently go unregistered in systems such as the Configuration Man-
agement Database (CMDB). As P04 explained, “you don’t get a full view, and maintenance becomes
very difficult.” This lack of visibility creates major security and compliance issues. Managing the en-
vironment requires all assets to be accounted for and monitored, typically via a CMDB or equivalent
system. When OT assets are missing, organizations lose a holistic view, complicating maintenance
and risk management.

The issue also connects to the first challenge (Figure 5) on defining the scope of IT landscapes and iden-
tifying which business functions fall under regulatory mandates. Without a comprehensive overview of
both IT and OT assets, organizations struggle to define the scope of assets that falls under regula-
tions. The complexity and uniqueness of OT environments further exacerbate these challenges, which
requires a tailored approach to asset management.

Workaround for Lack of Overview of Assets
To address the lack of asset visibility, especially in OT environments, organizations often launch projects
to improve their asset management. A common approach is developing or improving a Configuration
Management Database (CMDB). As P04 described, these efforts are frequently initiated as “subpro-
jects” within new vulnerability management programs, aiming to create a central source of asset infor-
mation and provide a best-efforts overview of the environment. When organizations do not have the
capability to improve their CMDB, they also often accept the situation of incomplete asset inventories.
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Effect of EU Regulations and

Socio-technical Factors on Patch
Management Governance and

Practices

This chapter explores if and how patching speed, documentation and reporting have changed since
the introduction of the regulations. By studying the insights from the interviews, this section presents
if the regulatory pressure has actually accelerated patching speed in practice and if so, and how it has
influenced the way organizations document, and reporting on patch management. This chapter firstly
answers the second sub-research question:

SRQ2: ”How have patching speed, and documentation and reporting changed since the
introduction of regulations?”

This chapter also shows how current workflows and processes are arranged in organizations, including
the relevant stakeholders’ roles, responsibilities, and processes. Together, this chapter provides a view
of the practical impact of these regulations on day-to-day patch management in complex organizational
environments. Furthermore, it shows how socio-technical barriers still play a role. This chapter answers
the last two sub-research questions as well:

SRQ3: ”What roles and responsibilities, and sub-processes form an organization’s patch
management workflow under regulations?”

&

SRQ4: ”What role do socio-technical factors continue to play in the patch management
process/workflow?”

Themes from the interview data relate to the complexity of patch management workflows and stake-
holders’ responsibilities under EU regulations. The data shows how patching processes have evolved
to meet new regulatory requirements. To comply, organizations implement governance structures that
divide roles and responsibilities among stakeholders, as reflected in the workflow diagram in Figure 7.

While Chapter 5 presents the challenges of adapting patch management policies to regulatory expecta-
tions, this chapter focuses on the barriers encountered in day-to-day execution under these regulations.
In this study, challenges refer to the foundational and preparatory work, such as defining scope, map-
ping critical systems, that is needed before patching process can reflect the influences of regulatory
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pressure. Barriers in this study, in contrast, involve the operational obstacles of remediation and patch-
ing itself, including coordinating across teams, managing legacy systems, and executing emergency
patches under time constraints. Distinguishing these terms separates the structural conditions for im-
plementing regulations from the practical realities of ongoing patch management.

6.1. Faster Patching under Non-prescriptive Regulations
Liability/Accountability mechanism
Interviews revealed that recent regulations affect not only the urgency and speed but also the frequency
of patching activities. While most regulations do not prescribe strict deadlines, unlike the BIO or CISA’s
KEV BOD deadline for top-priority vulnerabilities, they require organizations to take timely measures
to patch or mitigate vulnerabilities. Compliance is enforced primarily by holding management liable for
meeting their own organization’s patching deadlines.

P07 noted that under DORA, the management board is ”personally liable” if it fails to exercise ”due
diligence” or demonstrate fulfillment of its responsibilities. This personal liability, combined with po-
tential fines, increases accountability and drives management to prioritize compliance with patching
policies and timelines. Interviewees repeatedly described this as a key incentive for strengthening vul-
nerability and patch management, particularly in larger organizations.

Tomeet regulatory obligations, many organizations translate high-level requirements into internal service-
level agreements (SLAs) for risk-based patching timelines. These SLAs set maximum remediation time-
frames by severity, which IT teams must meet. As P05 noted, “SLAs are embedded” in daily processes.
By stating severity levels and deadlines upfront, organizations create accountability and ensure teams
are aware of patching requirements.

If deadlines cannot be met, this triggers escalation or formal risk acceptance by senior management,
as P03 described. P03 also mentions that significant delays or high-risk vulnerabilities are escalated
through the ”incident management escalation”, involving crisis teams or committees with senior man-
agement. These scenarios typically unlock more resources than low-risk cases.

Another driver of patching speed is the link between vulnerability scanning and remediation. DORA,
for example, requires weekly scanning for ICT assets supporting critical or important functions. P10
noted this requirement pushes others to increase scanning frequency from ”biweekly” or ”monthly” to a
weekly basis, which is assumed to accelerate patching. A clear assumption here is that more frequent
detection enables quicker remediation.

Notification and Reporting Obligations
Regulations can also indirectly accelerate patching through formal reporting obligations. When a crit-
ical vulnerability or significant incident is discovered, organizations are often legally required to notify
regulators or the national CERT within a set timeframe. They must then provide a detailed follow-up,
including a root cause analysis and proof of remediation. In some cases, this obligation extends to
informing other organizations in the sector and, where appropriate, the public.

As P03 noted, reporting requirements add pressure on organizations to perform patching promptly and
thoroughly to avoid reputational damage and demonstrate compliance. P07 explained that this expec-
tation can also lead organizations to allocate more resources to vulnerability management, including
hiring dedicated staff “to cover out-of-support business hours” to meet these obligations reliably.
This example shows how mandatory reporting and the risk of non-compliance can act as additional
levers to push organizations to improve their patching processes and resilience. However, it must
be noted that some aspects remain partly voluntary or sector-driven. For example, there is a mutual
agreement among financial entities to not compete on cybersecurity topics. Therefore, when major
vulnerabilities or incidents are discovered, they must share any relevant information with other financial
entities.
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6.2. Delays due to Documentation depend on Previous Regulatory
Exposure

One frequently mentioned aspect of new regulations like DORA and NIS2 is their emphasis on docu-
menting and reporting patch management activities. While regulations may not always specify how to
prove compliance, reporting and documentation are seen as essential to “demonstrate how you’re com-
pliant.” This has led to the implementation or expansion of structured risk and vulnerability reporting
processes. P04 and P07 noted that organizations must now document not only deployed patches but
also decisions to defer patches for certain systems or vulnerabilities that fall outside SLA compliance.
P04 also highlighted the manual workload involved, such as “making all kinds of Excels.”

The findings offer a nuanced view of whether increased documentation and reporting cause admin-
istrative burden or delay patching. A key factor is an organization’s previous exposure to regulations.
For highly regulated organizations in the financial sector like Case 1, proper documentation practices
often predate DORA, so the regulations largely reinforce existing processes. In contrast, organizations
newly subject to regulation, especially those soon to fall under NIS2, may be facing these requirements
for the first time. For Case 2, building and maintaining reporting structures is a significant operational
and administrative burden.

P04 and P06 indicate that many newly regulated large organizations are investing in automation to
manage documentation and reporting more efficiently. Automation tools can generate logs, compli-
ance reports, and dashboards with minimal manual effort. If implemented well, this reduces delays
from administrative work and allows security and IT teams to focus on remediation. Still, as P06 noted,
some manual effort will remain because “human oversight” is always needed for decision-making.

6.3. Workflow Narrative
Figure 7 depicts the practices of large, mature organizations with prior regulatory oversight and illus-
trates how socio-technical barriers can affect each process and decision point. The stakeholder group
that benefits most from this complete workflow view is executive management, particularly the IT and
Business management, because it links process details to regulatory outcomes. This visibility supports
informed decisions on risk management and investments, effective resource allocation, and identifica-
tion of process gaps. While other stakeholders in the diagram also gain clarity about the process,
executives derive the greatest strategic value from seeing the full workflow.

The process begins when the SOC Analyst receives an initial vulnerability or patch notification. How-
ever, other methods of retrieving information about patches and vulnerabilities have been identified
previously (Dissanayake, Jayatilaka, et al., 2022b; Jenkins et al., 2024). They conduct initial triaging
by identifying affected assets through the CMDB or by consulting colleagues informally, and they re-
trieve the relevant technical details. If any assets are impacted, a main ticket is created and assigned
to the appropriate solution group. The patching process is initiated with a ticket. If the identified vul-
nerability or patch are highly critical, an escalation is triggered where all relevant stakeholders are in
a quicker and urgent manner. Here it is also important that analysts constantly maintain overview of
the progress of the remediation process. This could also involve sending reminders about SLAs to
stakeholders that need to remediate tickets or approve decisions. This in itself is a form of regulatory
pressure.

From there, coordinators and maintenance groups take on a critical role in locating affected software,
asset owners, and relevant teams. They reassign sub-tickets where necessary. Once the technical
scope is clear, system administrators assess the applicability of the patch or vulnerability, perform risk
assessments, and test patches in non-production environments. If testing is successful, patches are
deployed by sysadmins to production systems, together with any required mitigation measures. The
process includes verification steps and the collection of evidence to ensure completeness.

Before sysadmins deploy patches, system and asset owners, together with business process own-
ers, evaluate risks within their domains and determine whether additional mitigation is required. They
carry out their own testing where applicable and communicate decisions back to the system admin-
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istrators. At the governance level, IT leadership, business management, and the Change Advisory
Board assess risks from both infrastructure and business process perspectives. They set mitigation
deadlines, approve or adjust proposed measures, and ensure that external reporting obligations are
met, such as notifying regulators within one month of the initial notification and alerting other financial
entities when a major vulnerability is discovered, as mentioned in Section 6.2.
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6.4. Socio-Technical Factors Act as Barriers and Enablers in Regu-
lated Patching Workflows

During the interviews and the thematic analysis, several known socio-technical factors also emerged
that seem to influence different aspects of the patch management workflow and process. The socio-
technical challenges were coded, which were later grouped into themes of factors where it seemed
reasonable. For this reason, a socio-technical factor might have multiple subfactors to them.

6.4.1. Complexity & Dependency of (Legacy) Systems
Barrier for Workflow
A major barrier to patch management is the technical and organizational complexity of legacy sys-
tems and their dependencies in modern, heterogeneous IT environments. Many organizations operate
layered infrastructures combining outdated components, modern cloud systems, and interconnected
services across multiple business units. These environments are challenging not only because of age
and lack of vendor support, but also due to the dense dependencies between systems, applications,
databases, and networks. This complexity increases the risk of unintended disruptions when patches
are applied and complicates decisions on when and how to patch specific assets.

Participants noted that interdependencies can discourage patching due to fear of side effects. In in-
dustrial or operational technology (OT) settings, P03 explained, updating one component may cause
failures in dependent systems requiring strict version compatibility.

Legacy systems further compound these issues. They often run on outdated middleware or platforms
with no available patches, or where upgrades would disrupt dependent components. As P03 described,
when no patch exists for a critical vulnerability, organizations may “isolate the system” instead. P10
added that some systems are “stuck in an old version of a platform,” forcing repeated decisions about
whether to isolate the system, or accept the risk. In such cases, patching may be technically infeasible,
and alternative mitigation measures add more coordination steps to the workflow.

Many legacy or non-internet-facing systems requiremanual patching, further straining resources. These
systems often fall outside automated patch management tools and need direct coordination with asset
owners or administrators. As P05 explained: “Since these systems are not internet-facing, they are not
patched automatically through cloud services, so patches have to be applied manually.”

This barrier mainly affects three stages in Figure 7): assessment, testing, and deployment. In assess-
ment, teams determine whether a patch exists and if it can be applied without disrupting dependent
systems. In testing, they evaluate compatibility with upstream and downstream components, often re-
quiring cross-functional coordination. In deployment, manual intervention, additional risk assessments,
and phased rollouts are common, especially when systems are interconnected across departments or
operate in safety-critical environments.

Relation to Regulation
Regulations influence this barrier in two ways. On one hand, they can act as enablers by promoting
risk-based decision-making and incentivizing improvements in asset visibility and dependencymapping.
For example, DORA’s classification of Critical and Important Functions (CIFs) and NIS2’s protection
of essential services require organizations to understand system interdependencies and their impact
on risk exposure. This has led some to adopt tools like ServiceNow to visualize interconnections and
single points of failure, enabling more informed patching decisions.

On the other hand, regulations can also act as barriers when compliance timelines do not account for
the complexity of patching legacy or tightly coupled systems. Requirements for timely remediation may
conflict with technical constraints, forcing organizations to defer patches or seek risk acceptances—
both of which require formal documentation and review.
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6.4.2. Informal Escalation and Emergency Procedures
Barrier for Workflow
Emergency patching and escalation procedures are a crucial component of the patch management
process to respond to critical vulnerabilities that require immediate remediation. However, they can be
a barrier when in patch management since emergency patches frequently are informal and bypass the
established cadence of deployment, which is the sequential testing and rollout across development and
production environments. Instead, the process is sped up ”where we do the dev, test, and production
patching together, instead of following the usual longer schedule”, as noted by PO4.
While expedited patching minimizes exposure to known threats, it increases the risk of instability or un-
foreseen side effects by shortening testing. One participant noted that in escalation scenarios, patches
are deployed to development, test, and production environments within the same week, bypassing the
usual observation period in testing. Although the workflow in Figure 7 assumes standardized sequenc-
ing of evaluation, testing, approval, and deployment, emergency situations often prompt informal, ad
hoc deviations. In some organizations, the absence of structured emergency response mechanisms
results in inconsistent handling of escalations, with decisions sometimes made via email and little for-
mal documentation. P05 shows that even though the procedures for alerting and escalating critical
vulnerabilities exist, they tend to lack structure and standardization in practice, e.g. ”emails” are used
to send reminders of patch deadlines.

Relation to Regulation
From a regulatory standpoint, both DORA and NIS2 require organizations to have formal and docu-
mented processes for emergency patching and escalation protocols. In this sense, regulation acts as
an enabler, pushing organizations to establish clearly defined escalation procedures and responsibili-
ties. Formal emergency procedures are necessary to show compliance.

However, the description by participants suggests a gap between regulations and day-to-day opera-
tions. While regulations require formal procedures, many organizations continue to rely on informal,
non-standardized communication channels and ad hoc decisions during emergencies. This misalign-
ment presents a barrier in practice, as organizations may struggle to demonstrate that they have fol-
lowed a formal process, even when the patch has been successfully applied.

6.4.3. Coordination
Barrier for Workflow
Coordination, both within teams and across departments,is a critical factor in effective patch manage-
ment. Interviews revealed that fragmented practices, inconsistent processes, and siloed responsibil-
ities can become barriers. When teams respond differently to the same vulnerability, e.g. P06 men-
tioned “if one team, for example, does their patching in one way and another team does it differently”,
it “can cause a lot of disruption.” P06 added that this leads to “operational miscommunication” and
ultimately a larger window of exposure.

This barrier affects multiple points in the workflow, particularly where decisions and documentation
are exchanged between stakeholders. The difficulty arises when patching requires cross-functional
coordination, such as between IT teams, application owners, and management (see Figure 7). These
dependencies can delay action, especially when resolution depends on shared systems or platform-
wide updates. P05 illustrated: “For instance, if we want to fix something but another team says, ‘This
will be fixed by updating the entire Microsoft Office suite to the 2021 version,’ then we defer the vulner-
ability.”

Regulation has influenced coordination by pushing high-severity vulnerabilities to the top of the pri-
ority list. However, this often comes at the cost of low- and medium-severity vulnerabilities, which
can accumulate in patching backlogs, especially when their remediation requires coordination across
teams or departments. In this way, coordination overhead itself becomes a barrier to consistent patch
deployment.
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Relation to Regulation
To govern patching processes effectively, organizations assign clear roles and responsibilities, dividing
duties among stakeholders. In this respect, regulation acts as an enabler by pushing organizations
away from informal or fragmented practices toward centralized coordination, defined escalation paths,
and unified patching policies.

Regulatory focus on business continuity, classification of critical assets, and patching SLAs has also
driven more coordinated handling of high-risk vulnerabilities. Some organizations have introduced ded-
icated coordination or maintenance teams, particularly for systems deemed critical or in scope under
regulations.

However, regulations can also act as barriers when they encourage reactive, high-priority patching
at the expense of strategic coordination. Meeting strict timelines for critical vulnerabilities can divert
attention and resources from building long-term coordination capacity. In highly distributed or decen-
tralized organizations, these timelines may be unrealistic, as alignment across multiple stakeholders is
required before a patch or mitigating measure can be implemented.

6.4.4. Collaboration
Barrier for Workflow
Effective patch management is a cross-functional effort involving IT departments, security teams, sys-
tem owners, and business management. This collaborative dimension can itself become a workflow
barrier. One example is DORA’s requirement for organizations to map their Critical and Important
Functions (CIFs). This forces security and IT teams to work with the business side to determine which
systems support which functions and how they should be patched. As P03 explained, DORA encour-
ages “organizations to think not just about everything as one big stack, but to also consider the systems
and the business functions.” This perspective requires active collaboration between stakeholders.

The tiered classification approach changes patching decisions from being based solely on vulnera-
bility severity or system exposure to also factoring in business impact, including system availability and
maintenance windows. The key question becomes not just “can we patch this?” but “can we patch this
without disrupting a critical function or the financial system as a whole?”

In practice, this often results in a negotiation-driven workflow in which business owners, IT, and security
collaborate to approve actions and allocate resources. This is especially relevant in decentralized orga-
nizations, where local system owners or departments manage their own assets and bear responsibility
for patching decisions.

Relation to Regulation
Regulations attempt to enable collaboration by mandating patch management and vulnerability man-
agement policies that include definitions of responsibilities, roles and procedures. By bringing business
management and security operations they push for collaboration, as alluded to by P03. This can act as
an enabler for making better andmore informed decisions on how andwhen to remediate vulnerabilities.

However, these same expectations can act as a barrier when organizations lack the right mechanisms
to facilitate the required collaboration, such as the unclear roles and responsibilities or asset ownership
(discussed in Section 6.4.8). In those cases, regulations inadvertently increase overhead, which can
be time-consuming and add delays.

6.4.5. Decentralized and Fragmented Organizational Structures
Barrier for Workflow
A significant barrier is the organizational structure in which security and IT teams operate. In large,
decentralized organizations, patching responsibilities are often split across teams managing different
infrastructure components, application layers, or business domains. In one case organization, a central
SOC and IT team existed, but asset ownership, business process ownership, and coordination roles
were distributed across departments. This structural fragmentation complicates workflow coordination
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and can delay or misalign patching efforts. It can also hinder the identification of affected software; as
P05 explained, their team worked within an “availability management group” and depended on other
sub-teams managing “sandboxes or servers.”

In such contexts, deploying a patch often requires coordination across teams with distinct objectives,
processes, and resource constraints. For example, a security team may flag a critical vulnerability
for immediate remediation, but implementation depends on another team responsible for scheduling
patch windows or maintaining the underlying environment. This fragmentation creates friction, espe-
cially when teams operate semi-autonomously without clear communication, standardized workflows,
or agreed priorities. Handovers can stall patching, particularly when systems span multiple business
processes or when silos limit shared visibility into patch status.

Regulations such as DORA and NIS2 increasingly push for integration between security functions and
business operations. Mandates for asset classification, weekly scans of critical systems, and vulnera-
bility reporting foster a “closer relationship with the business.” As P10 noted, this shift not only brings
“additional workload” but also embeds patching decisions more deeply into the organizational fabric.

Relation to Regulation
Regulations can also exacerbate organizational complexity. While they aim to improve risk visibility
and protect critical functions, they impose stricter coordination requirements between security, IT, and
business teams. In decentralized organizations, blurred accountability or unclear responsibilities for
specific assets can delay patching.

6.4.6. Resource Constraints
Barrier for Workflow
Resource constraints are a persistent barrier to effective patch management under regulation, appear-
ing as financial, time, and staffing limitations. These issues affect multiple stages of the workflow. Fi-
nancial constraints can limit investments in automation tools, testing environments, or dedicated patch
management teams, particularly in smaller or less mature organizations. Another cost that should be
kept in mind is when disruptions cause systems to break or be incompatible. Without dedicated finan-
cial resources, scalable vulnerability management programs are harder to sustain, leading to patching
delays.

Time limitations also create bottlenecks. Patches must meet service-level agreements (SLAs) that
vary by severity, yet many organizations operate on fixed patch cycles (e.g., monthly). As P05 ex-
plained, “even critical patches often miss their SLA because they fall outside the monthly patch cycle.”
These fixed windows limit flexibility for operational teams and the business, creating tension between
regulatory urgency and internal scheduling.

Staffing shortages add another layer of difficulty. Patch classification, risk assessment, exception han-
dling, and deployment often require skilled personnel from IT operations, security, and business teams.
Even when tasks like vulnerability scanning are automated, follow-up decisions depend on human judg-
ment. As P05 noted, “highly critical vulnerabilities are dealt with by people first, since those deserve
the most immediate attention.” In such cases, staff availability or reliance on key personnel can delay
remediation, especially when multiple vulnerabilities require immediate attention, further stretching al-
ready limited security teams.

Relation to Regulation
Regulation can act as an enabler through the proportionality principle, allowing organizations to meet
requirements within their resource constraints while remaining compliant. It can also drive automation
of workflow activities to reduce manual workload, though automation carries an initial cost.

However, regulations can also exacerbate resource constraints by raising compliance expectations
without scaling the means to meet them. For example, mandatory weekly scanning of critical ICT
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assets increases vulnerability detection, which expands the workload for scanning teams. If organiza-
tions are not resourced to address the resulting volume, barriers in patch assessment and deployment
can worsen. As noted by P07, some have hired additional full-time employees to support incident
management, including ”out-of-support business hours”. While certain organizations have reallocated
resources or hired dedicated staff, these efforts remain uneven across sectors and organization sizes.

6.4.7. Lack of Well-Integrated and End-to-End Automation
Barrier for Workflow
Automation plays a critical role in streamlining patch management, especially in large, complex IT envi-
ronments. As P05 noted, vulnerability and patch information is “integrated into ServiceNow” in one case
organization, withmost remediation activities—including classification, prioritization, and auditing—now
largely automated. Tools like Tenable flag available patches for detected vulnerabilities, automatically
assign severity levels, and route them to the relevant teams or asset owners, enabling a more priori-
tized and efficient response.

Despite these benefits, automation remains underutilized. Larger, highly regulated organizations tend
to have more sophisticated automation, while more recently regulated organizations still rely heavily
on manual processes for detection, prioritization, reporting, and auditing. A key limitation is the lack
of end-to-end integration across tools and environments, particularly in hybrid infrastructures. P10
noted that while Tenable is used for most scanning, AWS platforms rely on separate tools and are
“edge cases” outside some automation workflows. This results in parallel scanning tools, e.g., Tenable
for most systems and separate scanners for AWS, which adds costs and requires manual work. For
resource-constrained organizations, such gaps are especially problematic.

Even in settings where remediation is automated, some activities remain highly manual. As P05 ex-
plained, audit trails and documentation for patching decisions are still labor-intensive in newly regulated
environments. Without centralized systems documentation and tracking systems, audit teams must
manually compile evidence from different email threads, creating delays.

Relation to Regulation
For some organizations, regulations increase the documentation and reporting burden by requiring
proof not only of what has been patched, but also of what remains unpatched and why. As P04 ex-
plained, “because the reporting that needs to be done indeed is intense. You not only need to report
what you’ve patched, but also what you have not patched.” Sustaining this level of detail manually is
difficult, particularly when reporting is monthly and in “increasing detail.” These inefficiencies drive a
need for automation, with many organizations centralizing communication and evidence in systems like
ServiceNow. On a best-efforts basis, emails, approvals, comments, and decisions are logged in one
place, enabling quick, consistent evidence exports and reducing manual effort in the patching process.
In this way, regulation pushes organizations to automate “on a best-effort basis.”

Organizations seeking to overcome manual process limitations often adopt centralized platforms like
ServiceNow to consolidate communication and patch status updates. According to P04, regulatory
pressure has already pushed some previously regulated sectors, such as banking, to adopt more au-
tomation and reduce manual work.

However, these improvements are not yet standard. Newly regulated organizations still rely heavily
on spreadsheets and email-based escalation for coordination, audit preparation, and stakeholder com-
munication. Many regulatory requirements—such as weekly vulnerability scans, adherence to internal
patching deadlines, and detailed incident reporting—implicitly assume a certain level of maturity and
automation infrastructure. For organizations without this foundation, such regulations can still function
as a barrier.
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6.4.8. Unclear System and Asset Ownership
Barrier for Workflow
A major barrier relates to establishing clear ownership of systems and assets within organizations.
P04 notes: ”Who is the owner of the environment or who is the owner of a certain asset and can make
the decision?” Ownership is required to make decisions regarding an organizations’ assets, such as
approving or denying patch deployments. However, in practice, determining who holds ownership over
an environment or specific asset can be ambiguous. This lack of clear ownership complicates decision-
making processes, specially when an asset owner must decide whether to proceed with patching or
file an exception.

Relation to Regulation
Regulations can act as both an enabler and a barrier in relation to asset ownership. On the enabling
side, they often require organizations to assign formal ownership of systems and applications, creating
accountability and a clear decision-making chain. For example, requirements to define control owners
for security controls can compel organizations to designate responsible parties.

However, regulations can also exacerbate ownership challenges when compliance deadlines demand
rapid action but ownership structures are unclear. If SLAs mandate patching within short timeframes,
ambiguity over ownership can result in missed deadlines and non-compliance. Even when owners
are defined, some may neglect their responsibilities, requiring coordinators or SOC analysts to send
reminders and, in some cases, escalate the issue.



7
Discussion & Recommendations

7.1. Emergence of Workarounds as Adaptive Responses to Transla-
tion Challenges

The results in Chapter 5 pertaining to the first sub-research question reveal challenges in translating
regulatory language into concrete patch management policies. One of the most fundamental chal-
lenges is applying and dealing with the principle of proportionality. While this core regulatory principle
is intended to provide flexibility, it also introduces subjectivity and ambiguity. Organizations must align
security controls with their risk profile, but without clear benchmarks, they may over- or under-invest
in patching activities (Grima & Marano, 2021). This study shows that some organizations address this
ambiguity by mapping regulatory requirements to control frameworks like ISO 27002 and CIS, which
help standardize internal patching policies. A detailed mapping is included in Appendix E.

A separate challenge stemming from this ambiguity is scoping. Regulations like DORA and NIS2 in-
troduce concepts such as Critical and Important Functions (CIFs), but do not exactly tell how to define
them. Particularly for large and decentralized organizations, this leads to internal debates about which
systems or services fall under scope. Other studies have already noted that classifying assets as criti-
cal under DORA is legally complex (Parchimowicz, 2024), and that overlap with regulations like NIS or
MiCA further complicates this process (Avsuvarova, 2023). This study adds to the literature by show-
ing that the classification process is not only legal or technical, but also political, requiring negotiation
across departments. Large financial enterprises typically work around this by compiling an inventory
of business functions and their supporting IT, OT, and outsourced services, and then evaluating these
against DORA’s four CIF criteria: operational continuity, impact, systemic importance, and cascading
ICT dependency. Additional indicators such as third-party risks are also important, as shown by a
recent breach of a third-party service Air France & KLM were using (Paganini, 2025). Lastly, organiza-
tions engage relevant stakeholders.

A challenge not explored in previous patch management literature, that also shows the need for man-
aging competing incentives and negotiation, is resistance. Some IT or operational teams push back
against regulatory timelines due to fear of infeasibility caused by the practical workload of patching,
while some departments, especially in OT-heavy environments, may prioritize availability of their sys-
tems over patching and associated downtime.

The remaining challenge is the lack of a complete and up-to-date asset overview. Previous work notes
this in general security terms (X. Li et al., 2016; ten Napel et al., 2024), but this study shows how asset
management also impacts scoping of ICT Landscape. Without accurate CMDBs or asset management,
organizations cannot determine which assets fall under regulatory obligations, which leads to difficulty
when trying to become compliant to regulations.

Reflecting on these results, large organizations that already have had exposure to regulations, for ex-
ample banks under DORA, had already developed practices and routines around vulnerability scanning,
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classification of vulnerabilities, and escalation procedures. For these subgroup of organizations, new
regulations like DORA then served more as minor adaptations to their existing practices or a reinforce-
ment rather than a disruption. Newly regulated organizations, by contrast, showed more uncertainty
around such topics. Other aspects such as asset management were also noted as challenges for newly
regulated organizations. This shows an important dynamic. Compliance does not always emerge in
response to regulations. In this sense, the presence socio-technical barriers (mentioned in Chapter 6)
prior to regulations determines whether regulation becomes a catalyst for improvement or a source of
friction in the beginning.

While the identified challenges are significant for newly regulated organizations, this study still shows
adaptive capacity. Large financial entities had developed workarounds to cope with the challenges
introduced by the DORA regulation, as seen in Chapter 5. These workarounds are not ideal, but they
are instructive. They show that organizations actively try to close the gap between policy and practice.

Importantly, the use of workarounds is not necessarily a sign of immaturity. In some cases, they re-
flect pragmatic decisions to manage complexity in the presence of ambiguous regulations and the
challenges of asset management. However, for newly regulated large organizations, they also point
to areas where effective translation of regulations is limited by systemic issues such as lack of early
engagement and involvement of relevant stakeholders, or competing incentives of e.g. including OT
systems in patching cycles.

7.2. Differential Impact on Patching Speed and Documentation
The results in Sections 6.1 and 6.2 pertaining to the second sub-research question reveal how regula-
tions affect patching speed, and documentation and reporting. Where ten Napel et al. (2024) focus on
the BIO regulation’s one-week patching deadline, this study examines the effects of non-prescriptive
regulations like DORA and NIS2. Despite lacking fixed remediation timelines, these regulations can
still accelerate patching by increasing board-level liability for non-compliance, mandating weekly scans,
and obligating the reporting of significant vulnerabilities or patching practices. These approaches in-
crease the urgency to patch and enable faster escalation of unpatched critical vulnerabilities, particu-
larly when an organization’s SLAs are defined and enforced internally.

A key differentiator compared to BIO is the regulatory obligation under DORA to scan ICT assets weekly,
especially those tied to critical functions. This ensures earlier detection and potential remediation of vul-
nerabilities. Moreover, requirements on organizations having to report ”significant” vulnerabilities and
incidents to regulators, absent in the study by ten Napel et al. (2024), drive organizations to improve
response processes and sometimes assign dedicated roles to incident response.

However, such regulatory pressure does not guarantee improved outcomes in all settings. Its effec-
tiveness depends heavily on how much an organization has been exposed to regulations previously.
Large organizations that have been exposed to regulations use them to reinforce existing processes
and workflows, which can increase; Newly regulated organizations might struggle without sufficient au-
tomation or structured processes.

On documentation and reporting, findings challenge the view that such obligations inherently delay
patching (ten Napel et al., 2024). Instead, this study finds the impact to be context-dependent. For
regulated or mature organizations, reporting strengthens accountability. For large, but newly regulated
or less mature organizations, particularly with complex OT environments, it introduces friction that de-
mands some technical and procedural investment.

This variation may be explained by the proportionality principle. Since regulations allow organizations
to adapt controls based on size, risk, and capacity, the burden of documentation and reporting differs
significantly. Proportionality permits flexibility in how documentation is structured, but once policies are
formalized, compliance is strictly expected.

Previous research viewed patching as primarily the responsibility of system administrators (Jenkins
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et al., 2024). ten Napel et al. (2024) added that regulations reduce sysadmin discretion. This study
nuances that position. It finds that while DORA and NIS2 introduce regulatory pressure, the propor-
tionality principle enables shared discretion across multiple stakeholders, SOC analysts, coordinating
teams, asset owners etc. Organizations retain freedom in defining policies, but once set, compliance
is required. Thus, discretion is allowed in design, but constrained in implementation.

Reflecting on the results, there seems to be an uneven impact of regulation on patching speed and
documentation. Participants noted that regulations tend to accelerate patching for high-profile vulner-
abilities, but less so for lower-severity issues. Documentation requirements, on the other hand, have
added overhead across the board for newly regulated organizations that still rely on manual processes.
For many newly regulated large organizations, this has initiated a shift toward automation, not only for
patching itself, but also for reporting and tracking compliance for example.

Yet, automation is not uniformly accessible across organizations. Larger and more mature entities often
have access to automated dashboards and integrated workflows that support patching, documentation,
and reporting. In contrast, smaller organizations, particularly those that were not previously regulated
or considered critical, may still rely on manual processes, such as tracking patches in spreadsheets.
While previously regulated organizations typically have the resources to invest in automation tooling
and move forward from manual processes, newly regulated ones often lack the capacity or budget to
do so. This disparity not only limits their ability to comply efficiently but also exacerbates inequalities in
compliance. This shows how the effectiveness of regulation is closely tied to internal capabilities of an
organization.

7.3. Persistence of Socio-technical barriers in Patch Management
Workflow

This research reconstructs the patch management workflow that mature, previously regulated organiza-
tions follow under regulatory pressure, drawing on interviews and insights from ten Napel et al. (2024)
in Sections 6.3 and 6.4. The resulting workflow in Figure 7 goes beyond the more linear, technically fo-
cused patchmanagement workflow proposed by Gentile and Serio (2019), which concentrates primarily
on a limited set of technical patching processes and stakeholders. In contrast, this study incorporates
several interdependent sub-processes and emphasizes the roles of many more stakeholders, including
SOC analysts, system administrators, asset owners, business process owners, and both business and
IT management. It further situates these roles in the context of socio-technical barriers, which shows
how regulations not only influence what and how fast something gets patched, but also how the pro-
cess is structured, coordinated, and governed.

What is notable based on the constructed workflow is that it demonstrates a notable shift in power
and influence within the regulated patch management workflow, which is visualized in Figure 8. Tradi-
tionally, operational stakeholders such as SOC analysts and sysadmins have had significant autonomy
in handling vulnerabilities, with decision-making power concentrated at the technical execution level.
However, Figure 8 shows that regulatory compliance, governance requirements, and cross-functional
dependencies have elevated the strategic role of IT leadership and business management into the
”Manage Closely” quadrant. This shift is further evidenced by the movement of sysadmins and co-
ordinators/maintenance groups toward the bottom side of the quadrant, which indicates a remaining
relatively high power in patch management process, but with relatively less decision-making power
compared to leadership. The Change Advisory Board, although still in the ”Keep Satisfied” quadrant,
retains high power but operates with lower day-to-day involvement.

Decision-making authority is migrating upward toward governance stakeholders, who now directly in-
fluence timelines, escalation procedures, and the acceptance or rejection of risk. This aligns with the
regulatory trend in regulations like DORA and NIS2, which make patch management not just a tech-
nical maintenance task but a board-level liability item. The implication is that the patch management
process has become a strategic risk management function rather than solely an IT operational process.
While this may improve accountability and ensure business-aligned prioritization, it also introduces the
possibility that operational agility could be constrained by additional approval layers, especially in time-
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Figure 8: Power Interest Diagram illustrating the relative power and interest of the stakeholders mentioned in Figure 7.

critical scenarios. For this, informal escalation procedures will always exist.

Regulations such as the NIS2 Directive and the DORA Regulation shape this workflow by imposing re-
quirements for scanning frequency, remediation timelines, documentation, and escalation procedures.
These obligations influence every stage of the process, from detection to closure, embedding compli-
ance checkpoints into operational workflows. For example, DORA mandates more frequent vulnera-
bility scanning, which increases the cadence and resourcing needs for the discovery phase. Vulner-
abilities are typically detected through automated scanners (e.g., Tenable, Rapid7), third-party threat
intelligence, or public vulnerability databases, though other sources have also been identified previ-
ously (Dissanayake, Jayatilaka, et al., 2022b; Jenkins et al., 2024).

Once vulnerabilities are detected, the classification and risk assessment phase begins. This stage
involves triaging vulnerabilities based on severity, exploitability, and potential business impact (ten
Napel et al., 2024). Input is required from both technical experts (e.g., system administrators) and
asset owners, who understand the operational criticality of the affected systems. Regulatory expecta-
tions reinforce the need for formal classification mechanisms and documented remediation decisions.
In some cases, these frameworks also require demonstrating that risk-based prioritization aligns with
documented internal service-level agreements (SLAs).

Following classification, assignment and coordination activities occur. Security analysts notify the rel-
evant asset or system owners, outlining the vulnerability, its severity, and the remediation deadline.
This step depends heavily on clear asset ownership, which remains a socio-technical challenge when
organizational structures are fragmented or system responsibilities are unclear. Regulations indirectly
strengthen this step by requiring traceable accountability, particularly in audits and incident reports.

Patch planning and testing then follow. Patches are often tested in sandbox or pre-production environ-
ments, sometimes in collaboration with business process owners to schedule maintenance windows for
mission-critical systems. Here, socio-technical factors such as cross-team coordination and resource
availability become significant bottlenecks (Dissanayake, Jayatilaka, et al., 2022b; ten Napel et al.,
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2024). Regulations can add complexity by requiring dedicated testing environments, which may be
costly or impractical for resource-constrained organizations.

Deployment and remediation form the core of the workflow. System administrators apply the patch,
or if patching is not possible, implement alternative mitigation measures. When remediation is delayed,
formal risk acceptance must be documented and approved by management. Regulatory frameworks
reduce the discretion traditionally held by system administrators, requiring that deviations be fully trace-
able and justified.

After deployment, verification and documentation are critical. Remediation is confirmed via automated
scanning tools or manual checks, with the results logged in ticketing systems such as ServiceNow.
Compliance and audit teams collect this evidence for regulatory submissions. Past vulnerabilities such
as Log4J have demonstrated how crucial this stage is for both internal assurance and external account-
ability (Dissanayake, Jayatilaka, et al., 2022b).

The workflow concludes with reporting and escalation. If SLAs are missed or remediation is delayed,
the matter is escalated to senior management or incident response teams. In some cases, legal obli-
gations require notifying regulators or national CERTs within 24 to 72 hours, as well as informing other
(financial) entities. Management typically own this step to ensure that the organization meets all no-
tification timelines. This step, largely absent from ten Napel et al. (2024), is essential under regulations.

Alongside these structured steps, socio-technical factors continue to exert significant influence, often
amplified by regulatory demands. Legacy systems, with their complexity, outdated platforms, and in-
terdependencies, remain a major barrier to timely patching (Gerace & Mouton, 2004). The inclusion
of OT assets in the regulatory scope adds further complexity, particularly in risk assessments and test-
ing. Despite formal escalation procedures mandated by regulations, many organizations still rely on
informal escalation in emergencies, deploying untested patches outside standard cycles (Dissanayake,
Jayatilaka, et al., 2022b). Coordination remains hindered by fragmented communication channels and
manual follow-ups (ten Napel et al., 2024; Tiefenau et al., 2020). Collaboration is also intensified by
regulations like DORA, which require joint prioritization between IT and business units through classi-
fications such as Critical and Important Functions (CIFs).

Organizational structure also plays a role, with partially centralized security functions often delegating
execution to functional teams (Jenkins et al., 2024; Kraemer & Carayon, 2007). Human and financial
resource constraints persist across multiple stages, from information retrieval (De Smale et al., 2023)
to patch testing (ten Napel et al., 2024), and the lack of integrated, end-to-end automation forces heavy
reliance on manual work.

To reflect on these results, the persistence of socio-technical barriers (e.g. legacy systems, unclear
ownership, decentralized organization, and limited automation) indicates that regulatory compliance
alone does not guarantee efficiency of the workflow. In fact, regulations can amplify existing chal-
lenges by imposing higher scanning frequencies, tighter timelines, and more rigorous documentation
demands. For newly regulated organizations, the ability to manage these socio-technical barriers will
determine whether compliance to regulations translates into actual resilience, or remains a box-ticking
exercise.

7.4. Recommendations for Organizations
Based on the discussion, some lessons from previously regulated large organizations can be learned
for large organizations that are newly regulated.

1. Adopt Established Practices under Regulations to Ease Translation Process and Shorten
the Learning Curve

• Newly regulated large organizations can benefit from the established structures, processes,
and workarounds already embedded in previously regulated sectors. As Chapter 5 shows,
DORA-regulated large organizations tend to exhibit higher maturity in patch management
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because regulatory oversight has long shaped their practices. For instance, the practice
of mapping regulatory requirements onto established security standards and control frame-
works (Appendix E) emerged as a concrete way to reduce the ambiguity of proportionality,
turning abstract obligations into actionable, measurable controls.

A clear example is the classification of critical systems. Whereas NIS2 does not define
explicit criteria for determining which systems fall under its scope, DORA requires organi-
zations to assess business functions against four defined criteria, supported by business
impact assessments and stakeholder input. NIS2-regulated entities could adopt this struc-
tured process to avoid inconsistent or ad hoc scoping decisions.

Adopting such practices early, before new regulations like NIS2 are transposed into national
law, they can bypass the “learning curve” delays experienced in earlier translation stages.
Furthermore, they can also use the proposed workflow in Figure 7 to assess their own pro-
cesses, capabilities, functions (staff), and tools and find gaps. These gaps can inform im-
provements to their own processes. Though, these practices don’t emerge overnight but
rather evolve through years of having a ”security culture” and compliance experience. An im-
portant aspect of effective patchmanagement is the continuous cultivation of a cybersecurity-
conscious culture (European Union Agency for Cybersecurity, 2021). In other words, by
proactively embedding proven practices rather than waiting to react under compliance pres-
sure, newly regulated organizations can reduce both the friction of implementation and initial
compliance gaps.

2. Co-designing Softer and Different Patch Policies to Address Resistance

• The challenge of resistance was most pronounced in large organizations, particularly when
centrally defined patch deadlines were perceived as unrealistic or when OT assets were re-
quired to follow the same patching processes as IT assets. In several cases, this resistance
was rooted in fear, often because similar deadlines had never been achieved before. As
Malhotra et al. (2021) note, teams may resist even beneficial changes if they conflict with
what is considered legitimate or acceptable within the organization.

Reducing this resistance requires early involvement of stakeholders in the policy-setting
process. Structured workshops where security, IT operations, and business management
jointly map critical assets, define risk appetite, and negotiate remediation timelines have
proven effective. This is similar to findings on co-design and stakeholder engagement from
other domains (Blackwell et al., 2017; Eyles et al., 2016; Gooch et al., 2021; Harrington
et al., 2018). ENISA also recommends fostering employee buy-in by clearly communicating
patching objectives, openly supporting departmental input, and embedding these commit-
ments in accessible, specific policies (European Union Agency for Cybersecurity, 2021).

However, adopting co-design provides no guarantee that equal partnerships will be enabled
between the different stakeholders (Farr, 2018) and “listening sessions” that ignore stake-
holder concerns can erode trust. Co-designing must focus on genuinely incorporating feed-
back, sometimes by softening deadlines or differentiating policies to reflect the reality of
patching. If resistance stems from IT/OT convergence, where OT assets are expected to
follow the same processes and deadlines as IT assets, then adopting separate patch poli-
cies may be beneficial. Although this could introduce more overhead to manage compliance,
eliminating resistance is ultimately more important. ten Napel et al. (2024) already mention
the need to develop patch deadlines and practices that are not liabilities and have multiple
policies. Such adjustments not only improve feasibility to comply with regulations, but also
help overcome resistance stemming from fear. In this way, patching SLAs become both
risk-aligned and practically achievable.

3. From Superficial Compliance to Meaningful and Realistic Remediation

• As seen in Chapter 6, socio-technical barriers in patch management will persist due to the
inherent complexity of IT environments. What organizations need is a more risk-based ap-
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proach that focus resources on the most critical known assets and vulnerabilities, and pre-
serving capacity to respond quickly, rather than chasing an unattainable ideal of perfect
coverage or automation across all systems. This ensures that efforts are directed where
they yield the greatest reduction in risk.

For example, trying to have complete automation is unrealistic, as many steps in the work-
flow in Figure 7 require a human in the loop to make decisions and ”edge cases” might still
require manual scanning, for example. Another persistent barrier in Chapter 6 is limited visi-
bility of assets. Pursuing a perfectly accurate CMDBs is often unattainable, especially when
OT assets are involved and “unknown unknowns” exist. Perhaps, instead of this, organi-
zations can focus on critical third-party risks or have more reserved capacity to respond to
critical vulnerabilities and patches for known systems when they emerge.

Furthermore, instead of relying solely on reminders to patch (as in Chapter 6), large criti-
cal organizations could designate security champions (as mentioned by Aalvik et al. (2023)
and Jaatun and Soares Cruzes (2021)) and ”change agents” who can steer teams away from
opting for shortcut mitigation measures, such as temporary workarounds or partial fixes, that
may formally satisfy compliance to regulations which require ”patch or mitigate”, but fail to
deliver lasting or effective remediation. This idea of security champion also links to the idea
of softer but achievable policies from the previous recommendation, which, if well-designed,
can encourage more meaningful patching rather than superficial compliance.

7.5. Recommendation for Policymakers & Regulators
1. Use of Soft Governance Aside from Binding Legislation

• The results reveal that ambiguity in regulations and the lack of practical government guid-
ance leave organizations uncertain about how to effectively comply. Beyond binding legis-
lation, soft governance can be used which can help bridge this gap. For this, benchmarking
and sector-specific cooperation forums are considered important to e.g. European Union’s
Open Method of Coordination (OMC).

Benchmarking, defined as establishing standards “by which something can be measured or
judged” (Seng et al., 2009), enables organisations to compare their patch management per-
formance with peers and identify best practices. Policymakers could support the systematic
collection and publication of anonymised data on key metrics disaggregated by sector and
organization size. Unlike static evaluations, benchmarking is normative in nature (Breaks-
pear, 2012; Silva-Castañeda, 2016), and guides organisations toward improvement by high-
lighting achievable sector norms (Maheshwari & Janssen, 2014; Schellong, 2010). This
evidence base would allow regulators to refine what “timely” remediation means in practice,
replacing one-size-fits-all deadlines with realistic, data-driven targets, while giving organiza-
tions a defensible reference point for investment decisions.

However, many organizations, especially SMEs or newly regulated ones, might not have
the infrastructure or resources to collect and provide patch management data in a way that’s
useful for others. Benchmarking should be accessible for different type of organizations.
Therefore, policymakers could focus on providing such organizations the means to accu-
rately collect and provide data on patching.

In addition to benchmarking, another form of soft governance is facilitating sector-specific
cooperation forums, such as the CISO Circle of Trust in the Netherlands, where security
leads from peer organisations and regulators can exchange patching practices, and refer-
ence timelines under regulation. However, if sharing patch management practices through
cooperation forums is perceived to create competitive disadvantages, organizations may be
reluctant to participate. Therefore, the focus should be on fostering a shared commitment
to treat security, and specifically patch management in particular, as a non-competitive do-
main, where all organizations agree that safeguarding the ecosystem outweighs individual
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advantage.

7.6. Study Limitations & Recommendations for Future Research
7.6.1. Generalizability of Findings
Like much research in the field of organizational cybersecurity, this study is inherently case-driven.
This shows the practical difficulty of getting access to IT practitioners within organizations, especially
in sensitive areas such as security patch management. As a result, the research draws on a limited
number of interviews from two large case study organizations, supplemented with perspectives from
consultants. While having two case studies under different regulations and sectors allows for meaning-
ful depth, it inevitably raises questions about the generalizability of the findings to other organizations’
contexts.

The two organizations studied operate at a scale at which they can afford capabilities such as dedi-
cated Security Operations Centers (SOCs). In contrast, smaller organizations, especially those without
a designated IT function, may face entirely different challenges and barriers. This limits the ability to
extrapolate these findings to small organizations or organizations that are constrained in resources.
However, many of the challenges identified are not unique to the participating organizations.

This research is particularly relevant to newly regulated large organizations with a decentralized struc-
ture, where responsibility for patch management is distributed between a central IT function and vari-
ous departmental stakeholders. The findings provide practical insights into how regulatory pressures
and socio-technical factors manifest in such environments, and they can support reflection and im-
provement in organizations with comparable governance models. Nonetheless, no conclusions can
be drawn about generalizability based on the absolute size of the IT environment or the number of
end-users involved. These factors were outside the scope of this study.

While consultants provided a broader view of patching practices across different sectors and orga-
nizations, this perspective was still limited in terms of first-hand experiences from certain sectors, such
as public administration. Future research would benefit from extending the dataset to include more
diverse organizational types, including small and medium-sized enterprises (SMEs) and public sector
organizations. A comparative multi-case study approach involving organizations of different sizes and
across both public and private sectors would allow for more systematic exploration of variations in dif-
ferent contexts.

Finally, while this research provides actionable understanding for practitioners, it also reinforces that
there is no singular or optimal solution to patching under regulatory pressure. Challenges and barriers
will persist, but improved awareness of the socio-technical dimensions of patch management can help
reduce the impact of those challenges. The findings may support IT managers and decision-makers
in evaluating and refining their own patching processes, even though prescriptive guidance will always
be limited by the inherently context-dependent nature of this domain.

7.6.2. Methodological Limitation
This study employed a qualitative research design to explore how organizations approach security
patch management under regulatory pressure. While this approach proved valuable in discovering the
socio-technical and organizational dynamics of patching, it also presents limitations, particularly in rela-
tion to the absence of quantitative data. Unlike studies such as ten Napel et al. (2024), which integrate
measurable indicators of patching activity, this research does not include empirical data on patching
speed, delays, or compliance rates. Although the selected case study organizations were large and
presumed to have mature patch management policies, thereby increasing the likelihood of accessible
quantitative data, such data were ultimately not available for inclusion. This shows the challenge of
gaining access to sensitive data.

As a result, this study offers limited insight into the measurable aspects of patching performance under
regulations. It cannot, for instance, quantitatively determine whether and to which magnitude patching
speed has improved under DORA or NIS2 compared to BIO, nor can it identify statistically significant
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causes of delay. To address this gap, future research should consider investigating organizations that
actively collect and use patching metrics in their decision-making. This would enable a mixed-methods
design that combine the depth of qualitative insights with the generalizability and rigor of quantitative
data.

In addition, a mixed-methods approach could help mitigate common limitations of qualitative interviews,
such as participant bias, social desirability in answers, or influence from hierarchical pressures within
the organization. There is a reliance on self-reported data obtained through semi-structured interviews
in this research. While interviews provide valuable knowledge about practitioners’ perspectives and
lived experiences, they are also susceptible to social desirability bias and selective recall. Participants
may unintentionally portray their organization’s practices as more compliant, structured, or mature than
they are in practice, especially when discussing regulatory compliance or security procedures. Addi-
tionally, certain operational shortcomings or informal workarounds may be underreported or framed
as exceptions rather than recurring patterns. This poses a risk to the validity of the findings, as the
perceived patch management process may differ from actual day-to-day practices.

Future research could benefit from triangulating interview data with direct observations, internal doc-
umentation, or system-level patching metrics to mitigate this limitation and capture a more accurate
picture of organizational behavior. Quantitative measures of actual patching activity could validate or
challenge self-reported practices and perceptions. Ideally, such an approach could take the form of a
longitudinal case study which allows for a more nuanced understanding of patching performance and
regulatory pressure over time. Integrating such data with interview data would yield a more compre-
hensive view of how regulatory pressure by NIS2 and DORA influences patch management in practice.

7.6.3. The Evolving Nature of Regulations
An additional limitation relates to the evolving status of regulations, specifically regarding the NIS2
directive. At the time of this study, NIS2 had not yet been formally transposed into Dutch national
law through the Cyberbeveiligingswet (CBW). As a result, the practical enforcement mechanisms and
precise compliance expectations remain undefined. Consequently, it is not yet possible to empirically
assess how NIS2 will affect patching speed or timeliness in practice. However, many organizations
are already anticipating these changes and beginning to align their internal practices with the expected
regulatory requirements. While organizations’ anticipation of requirements provide insight into the per-
ceived regulatory influence, they do not reflect actual enforcement. Therefore, findings concerning the
influence of NIS2 should be interpreted as forward-looking and provisional which are influenced by or-
ganizational expectations rather than legal obligation. Further research will be needed once the CBW,
or alternative national transpositions of the NIS2 Directive in other EU Member States, is in force and
organizations must demonstrate compliance to those.

In parallel, developments are also underway regarding the Dutch BIO2 mandate, which is a forthcom-
ing revision of the existing BIO regulation. Although the updated BIO2 is not expected to introduce
stricter deadlines for patching, it may improve procedural expectations or increase scrutiny on patch-
ing behavior and practices. For example, BIO2 potentially can require improvement of analyses on
threats and threat intelligence, which is relevant for information retrieval phase. It remains to be seen
whether the introduction of BIO2 will lead to accelerated patching timelines in practice, or whether it will
primarily serve to reinforce existing security standards. As such, both NIS2 and BIO2 show changing
regulations that this study can only partially anticipate, and which warrant further research once those
regulations are implemented.

7.7. Theoretical and Societal Relevance
This study advances current knowledge on software security patch management by (i) identifying con-
crete challenges that arise when organizations translate non-prescriptive regulations, and documenting
the workarounds practitioners and organizations use. One key example is the mapping provided in Ap-
pendix E. (ii) It reconstructs a regulated patch-management workflow that is more extensive than linear,
technical models of e.g. Gentile & Serio’s 2019: it has a detailed focus on each sub-phase of patch
management process; it embeds governance and decision-making, escalation, and documentation and
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reporting duties, and a visible shift of decision power to IT and business management under regulatory
pressure. (iii) It extends previous literature on socio-technical factors (e.g. Dissanayake, Jayatilaka,
et al. (2022b), Jenkins et al. (2024), and ten Napel et al. (2024)) by showing how regulation interacts
with known barriers, sometimes amplifying them, or sometimes pressuring organizations to bring im-
provements (e.g., automation). In short, regulation functions as both catalyst and enabler within the
socio-technical system.

For the societal relevance, the workflow provides IT and Business management of organizations with
an end-to-end view they can use to compare it to their own context to make decisions for investments,
allocate responsibilities, and spot process gaps, especially in organizations that have not yet formalized
the processes described. Newly regulated organizations can shorten the learning curve by adopting
observed workarounds. Furthermore, it shows how organizations should consider involving stakehold-
ers effectively in a co-design process, and how to implement change agents or security champions
who push more towards effective patching than just mitigating measures. For the policy relevance, the
documented challenges and barriers point to the need to complement binding, high-level mandates
with soft-governance instruments (e.g. sector benchmarking of patch metrics and cooperation forums)
so “timely” remediation is guided more and realistically achievable across organization sizes, not just
large organizations.

7.8. Reflection on the Link to EPA Study Programme
Reflecting on the EPA programme, this research shows that software security patch management
(SSPM) remains a complex governance issue that involves regulatory, technical, and social aspects.
It addresses a key societal challenge: protecting digital infrastructure by improving how organizations
patch software to prevent cyberattacks. SSPM is a wicked problem as it involves unclear responsibil-
ities, trade-offs between speed and business continuity, and vague regulatory demands. This makes
it a difficult policy issue. The use of semi-structured interviews and thematic analysis, as described in
Chapter 4, yielded findings in Chapters 5 and 6, which showed how organizations struggle to implement
regulations and how socio-technical factors interact with regulations. Regulation not only brings chal-
lenges and barriers for patch management, but also provides an opportunity for organizations to raise
their security maturity and to harmonize this across sectors. This research reflects EPA’s emphasis on
complex systems by showing how patching involves technical, human, regulatory and organizational
facts, and how informal practices and decentralized structures influence decisions. Finally, the insights
lead to practical policy advice for improving patching processes and guiding future development of
patch management in Sections 7.4 and 7.5.
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Conclusion

The goal of this research was to examine how organizations operationalize patch management under
the growing influence of recent EU regulations, particularly DORA and NIS2, and how these regulations
interact with the socio-technical factors that influence patching practices. A central objective was to
explore not only the challenges organizations face in interpreting and implementing regulations into
their patch management policies and processes, but also the barriers that arise within the day-to-day
remediation process under regulatory pressure. Additionally, the research sought to look at the effects
of non-prescriptive regulations (DORA/NIS2) on patching speed and reporting/documentation practices.
To answer the following question, semi-structured interview data was collected from consultants and
two case study organizations and further analyzed with inductive thematic analysis:

How do regulations influence organizations’ patch management policies and practices, and
how do socio-technical factors interact with these?

Critically, regulations have the potential to be both a catalyst and a constraint. On one hand, they can
improve patching speed for large, critical organizations that have historically been exposed to regu-
lation for a while, by raising the visibility of patch management to the executive level, increasing ac-
countability for timely remediation, and embedding business risk perspectives into patching decisions.
Prescriptive requirements, such as vulnerability scanning frequency, remediation timelines, escalation
mechanisms, and documentation and reporting, structure the workflow end-to-end, shift key decisions
upward to management functions, and often require the creation of coordinating functions (e.g., dedi-
cated coordinators, maintenance groups, and response capacity).

On the other hand, in the initial phases newly regulated organizations first face the challenge of under-
standing and translating non-prescriptive mandates into workable policies and controls. Their progress
in tackling these challenges typically depends on finding viable workarounds, such as co-designing
workshops, iterative setting of risk-based timelines, and systematic mapping of regulatory require-
ments to internal standards and control frameworks, while navigating persistent socio-technical barri-
ers (legacy complexity, unclear ownership, decentralized structure, limited automation, and cross-team
coordination). The effectiveness of regulations therefore hinges on prior capabilities and on how de-
liberately large, critical organizations manage these barriers. When regulatory expectations are not
aligned with the reality of patching, the pressure can create overhead without expanding an organiza-
tion’s capacity to address it. This misalignment widens the gap between compliance and resilience.
Conversely, when capabilities exist within organizations, such as in previously regulated organizations,
the same requirements can serve as a lever for more disciplined, risk-based patching.

This helps explain the difference in observed impact. For previously regulated organizations that have
built capabilities over time, patching speed tends to increase and additional documentation does not
introduce delay because processes, roles, and tools (e.g., ticketing and evidence capture) are already
embedded. By contrast, newly regulated organizations, that often have to expand the scope of assets
brought under regulations, experience documentation as overhead at first which causes delays and
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reduces patching speed. This is precisely the case because the required processes and tooling are
still being established. As these processes and capabilities mature and socio-technical barriers are
actively managed, the regulatory burden shifts from friction to enabler, and the intended gains in time-
liness and effectiveness become attainable.

Besides the strengths of this research’s findings, this study has a few limitations. The study relied
on semi-structured interviews, meaning findings are based on perceptions and views of participants.
This introduces risks such as social desirability bias, selective recall, and potential underreporting of
informal or non-compliant practices. The research also reflects a single point in time, and thus may not
capture evolving patch management behaviors, especially considering the lack of use of quantitative
data. Furthermore, at the time of the study, some regulations, such as NIS2 and BIO2, had not yet
been transposed into national law, limiting the ability to assess their actual impact. As a result, some
conclusions, particularly regarding NIS2, are anticipatory and based on organizational expectations
rather than observed outcomes.

Future research should triangulate interview findings with additional data sources such as direct ob-
servation, system-level patching metrics or a combination of data from security information and event
systems (SIEMs), CMDBs and ticketing tools to validate or challenge reported practices. Longitudinal
studies could provide insights into how patching performance changes over time under sustained regu-
latory pressure. Further investigation will be needed once new regulations like NIS2 and BIO2 are fully
implemented, which enable analysis of their real-world impact on (OT) patching timelines, governance,
and patching behavior.

All in all, this research leads to several recommendations for both large, critical organizations and poli-
cymakers. For organizations, particularly those newly brought under regulations, adopting established
practices and workarounds frommature, previously regulated large organizations can significantly ease
the translation of regulatory requirements into patch and vulnerability management policies. By imple-
menting these practices early, before new regulations such as NIS2 are fully transposed into national
law, organizations can avoid the ”learning curve” delays and inefficiencies often seen during initial com-
pliance phases. This means mapping legal requirements onto established frameworks (e.g., ISO/IEC
27002, CIS Controls), and applying structured scoping and classification by using DORA’s criteria, for
example. Crucially, policies should be co-designed with the people who have to live with them. That
means early, genuine involvement of security, IT/OT operations, and business process owners; incor-
porating feedback rather than holding perfunctory “listening sessions”; and, where needed, softening
timelines or differentiating policies (e.g., separate IT vs. OT patching rules) even if this adds some
additional overhead. In parallel, organizations should move from box-ticking toward meaningful reme-
diation, which means taking a risk-based approach that concentrates effort on the most critical known
assets and exploitable vulnerabilities, preserves capacity for quick responses to emerging threats, and
accepts practical limits. Perfect end-to-end automation, for example, is unrealistic and a perfectly
complete CMDB is often unattainable, particularly in OT. Appointing security champions or change
agents can also counter shallow “patch or mitigate” shortcuts and keep teams oriented towards effec-
tive patches.

For policymakers and regulators, the results highlight the value of supplementing binding legislation
with forms of soft governance that foster learning and alignment within sectors. This includes creating
cooperation forums and benchmarking systems to provide organizations with a clear understanding of
how their patch management performance compares to peers. Though, the collection of data should be
made possible for all kinds of organizations and sharing experiences should not be used to gain com-
petitive advantage between firms. Such benchmarks and standards could then supplement current
regulations with achievable, context-sensitive timelines, giving organizations both a defensible refer-
ence point for investment decisions and a clearer pathway to sustained compliance. To conclude, the
surge in CVEs and increase in regulatory pressure will not slow, but by adopting proven workarounds
and strategies, organizations can carry out timely and effective patching and turn regulatory pressure
into cyber resilience.
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A
Publications Included in Literature

Review

Table 4: Studies included in Literature Review

# Title Reference
1 Economics of Security Patch Management (Cavusoglu et al., 2006)
2 Effective Vulnerability Management: Managing Risk in the

Vulnerable Digital Ecosystem
(Hughes & Robinson, 2024)

3 The challenges and successes of implementing an enter-
prise patch management solution

(Gerace & Mouton, 2004)

4 An automatic patch management systemwith improved se-
curity

(J. Kim et al., 2017)

5 A new cost-saving and efficient method for patch manage-
ment using blockchain

(Y. Kim & Won, 2020)

6 Not as easy as just update: Survey of System Administra-
tors and Patching Behaviours

(Jenkins et al., 2024)

7 Risk-ranking matrix for security patching of exploitable vul-
nerabilities

(M. Hoque et al., 2023)

8 iDispatcher: A unified platform for secure planet-scale in-
formation dissemination

(Rahman et al., 2013)

9 An automated framework for managing security vulnerabil-
ities

(Al-Ayed et al., 2005)

10 Reducing internet-based intrusions: Effective security
patch management

(Brykczynski & Small, 2003)

11 The evolution of patch management (Conry-murray, 2005)
12 Risk assessment and mitigation at the information technol-

ogy companies
(Marx & Oosthuizen, 2016)

13 Operational disruption in healthcare associated with soft-
ware functionality issue due to software security patching:
a case report

(Jabin, 2024)

14 Optimal policies for security patch management (Dey et al., 2015)
15 Patch integrity verificationmethod using dual electronic sig-

natures
(J. Kim & Won, 2017)

16 Designing a distributed patch management security sys-
tem

(Nunez et al., 2010)

17 Security patch management: The process (Nicastro, 2007)

Continued on next page
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Table 4 – continued from previous page
# Title Reference
18 Analyzing the Software Patch Discipline Across Different

Industries and Countries
(Müller et al., 2022)

19 Surviving insecure IT: Effective patch management (Liu et al., 2009)
20 The five Ps of patch management: Is there a simple way

for businesses to develop and deploy an advanced security
patch management strategy?

(Andrew, 2005)

21 Security patch management: Share the burden or share
the damage?

(Cavusoglu & Jun, 2008)

22 Determining best patch management software using intu-
itionistic fuzzy sets with TOPSIS

(Kansal et al., 2019)

23 Why, How andWhere of Delays in Software Security Patch
Management: An Empirical Investigation in the Healthcare
Sector

(Dissanayake, Jayatilaka, et al.,
2022a)

24 The critical elements of patch management (Gerace & Cavusoglu, 2005)
25 A grounded theory of the role of coordination in software

security patch management
(Dissanayake et al., 2021)

26 The role of management decisions in creating cybersecu-
rity vulnerabilities

(Fletcher, 2023)

27 Software security patch management - A systematic litera-
ture review of challenges, approaches, tools and practices

(Dissanayake, Jayatilaka, et al.,
2022b)

28 The critical elements of the patch management process (Gerace & Cavusoglu, 2009)
29 An Empirical Study of Automation in Software Security

Patch Management
(Dissanayake, Jayatilaka, et al.,
2022a)

30 Patch management planning - towards one-to-one policy (Markkanen & Frantti, 2023)
31 Vulnerability management: Not a patch on where we

should be?
(Furnell, 2016)

32 Mind Your Own Business: A Longitudinal Study of Threats
and Vulnerabilities in Enterprises

(Kotzias et al., 2019)

33 Speedrunning the Maze: Meeting Regulatory Patching
Deadlines in a Large Enterprise Environment

(ten Napel et al., 2024)
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Table 5: Standards included in Literature review

Year Publication Authors & Reference Title of Publication
2002 NIST Special Publication

(SP) 800-40
(Mell & Tracy, 2002) Procedures for Handling Secu-

rity Patches: Recommendations
of the National Institute of Stan-
dards and Technology

2005 NIST Special Publication
(SP) 800-40 Version 2

(Mell et al., 2005) Creating a Patch and Vulnerabil-
ity Management Program.

2013 NIST Special Publication
(SP) 800-40 Revision 3

(Souppaya & Scarfone,
2013)

Guide to Enterprise Patch Man-
agement Technologies.

2013 ISO27002:2013 (ISO/IEC, 2013) Information security, cybersecu-
rity and privacy protection — In-
formation security controls

2015 IEC TR 62443-2-3:2015 (IEC, 2015) Security for Industrial Automa-
tion and Control Systems – Part
2-3: Patch Management in the
IACS Environment

2022 ISO27002:2022 (ISO/IEC, 2022) Information security, cybersecu-
rity and privacy protection — In-
formation security controls

2022 NIST Special Publication
(SP) 800-40 Revision 4

(Souppaya & Scarfone,
2022)

Guide to Enterprise Patch Man-
agement Planning: Preventive
Maintenance for Technology



B
Socio-technical challenges and

factors in SSPM

B.1. Socio-technical Challenges and Coping Strategies

Figure 9: A mapping of challenges onto solutions by Dissanayake, Jayatilaka, et al. (2022b).
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B.2. Socio-technical factors in SSPM

Figure 10: Challenges and socio-technical factors of security patching by van Engelen (2022).



C
Interview Questions

C.1. Introduction
• How long have you been working here for, and what is your role now?
• What is your role in security patching and vulnerability management?
• How much of your work involves security patching?

C.2. Patch Policy
• How is the severity or urgency of vulnerabilities assessed or categorized within your organization?
• How are decisions made about which vulnerabilities to prioritize for security patching, and how
quickly they should be addressed? What factors are considered when prioritizing vulnerabilities
relative to each other?

– Probe: Is there an internal policy or framework that guides how vulnerabilities are classified
and prioritized for patching?

– Probe: How are patching timelines or deadlines determined for different severity levels in
your policy? Do you rely on the ISO27002 or best practice standards like CISA’s KEV time-
lines?

– How do patching timelines differ for emergencies and highly critical vulnerabilities? Do the
timelines always differ for highly critical vulnerabilities?

– Probe: What guides this internal policy (e.g. regulation) and who is responsible for this
internal policy?

– Probe: Did you have patching policies pre-DORA/NIS2?

C.3. Information Retrieval
• How do you typically become aware and maintain awareness of vulnerabilities that need patch-
ing?

– Probe: What trustworthy information resources do you use and update to build and maintain
awareness about vulnerabilities?

C.4. Regulatory Expectations
• If regulation is what guides this internal policy, what are the regulatory expectations related to
patch management?

– Probe: Have NIS2/DORA led to any changes in your organization’s patch management
policies or standards? If so, what were they? How have they changed (if at all) since?

– Probe: Have DORA or NIS2 had any noticeable impact on your patching workflows? If so,
what impact?
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– Probe: Ever since the introduction of NIS2/DORA, has your approach to patch management
changed? What challenges (related to information retrieval, scanning testing deployment
and patch verification), if any, has your organization faced in aligning patch management
practices with these EU regulations? [Then summarize each challenge that the participant
mentions, and ask if there are others until they cannot think of any other challenge]

– Are you under pressure to prove that your patching speed/frequency is ”reasonable”?;
– Probe: Do regulations require you to document you patching practices more?

* Probe: How are you expected to demonstrate continuous assurance and compliance
(e.g. through documentation)?

* Probe: What kind of documentation (e.g. logs, tickets, metrics, reports) is kept to demon-
strate compliance with DORA/NIS2 patching expectations? How does your organization
demonstrate continuous compliance with patching expectations under NIS2/DORA (e.g.,
logs, reports, metrics)?

* Probe: How doDORA/NIS2 influence your documentation or reporting around patching?
* Probe: Do regulations such as the NIS2/DORA cause delay in patching (e.g. due to
administrative burden of documentation)?

– Probe: Are you expected to notify the regulatory bodies about patches specifically?

* Probe: If so, within what timeframe, and what do you need to report exactly (related to
patches)?

C.5. Factors influencing patching speed
• What factors influence how quickly a patch is applied?;
• What are the biggest blockers to fast patch deployment?

– Probe: Are there risks or constraints (e.g., system stability, downtime windows) that delay
patching?

– Probe: From a technical or organizational perspective, do regulations such as the NIS2/DORA
cause delay in patching?

– Probe: Has your patching speed improved, worsened, or stayed the same due to increasing
regulatory expectations?

C.6. Emergency and escalation procedures
• How often are patches delayed and how are these delayed patches tracked and reviewed?

– Probe: How do you ensure that patching decisions are still timely in the absence of explicit
deadlines imposed by regulations?

– Probe: Are you under pressure to prove that your patching speed/frequency is ”reasonable”
according to the regulation? How is that determined?

• How are exceptions to patching policies handled (e.g., when a patch cannot be applied in time)?

– Probe: Is there a formal process for documenting and approving exceptions?
– Probe: Which risk assessments or compensating controls are used in such cases?

• When does a critical vulnerability lead to an escalation and/or emergency, and is that always the
case (e.g. for exceptions)?

• Is there a clear escalation process for critical vulnerabilities?

– Probe: Who decides what qualifies as critical?
– Probe: How do emergency patches and escalations differ in process or urgency under DO-
RA/NIS2?

– Probe: Do you ever mention/refer to regulatory expectations when prioritizing patches?
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C.7. Overall Experience and Future Developments
• What (regulatory) developments do you see for patch management in the future?

– Probe: Taking a broader perspective, from your experience, does the approach byNIS2/DORA
ensure patch management is improved?

– Probe: Are there future plans to adapt or further evolve your patching policies in anticipation
of audits, supervision, or maturing interpretations of the regulations?
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D
Informed Consent Form Interviews

Opening Statement - Interviews

You are being invited to participate in a research study titled ”Addressing Socio-Technical Challenges
in Software Security Patch Management.” This study is being conducted by Nikhil Daswani from TU
Delft as part of a Thesis Internship at Accenture.

The purpose of this research study is to the impact of EU legislation, and human, organizational and
technical factors on the effectiveness and timeliness of Software Security Patch Management (SSPM).
This study will take approximately 45-60 minutes to complete. The data collected will be used for aca-
demic publication and policy recommendations.

We will be asking you to participate in a structured study involving interviews, where you will provide
insights on the key (regulatory) challenges, decision-making processes, and best practices in SSPM
within your industry or area of expertise.

For the administrative purposes, your contact details including your name and e-mail address will be
recorded. To maintain validity of the gained insights from the interviews, your job description and
domain expertise will also be recorded. Finally, a recording and transcription will be made by the in-
terviewer/ organizer of the meeting through TU Delft MS Teams for research purposes. None of the
data will be made public and will only be accessible to the research team at TU Delft (see researchers
mentioned below). Your insight will be combined with the insights of other experts in the field and will
be reported in an aggregated and anonymous manner in a MSc thesis report. Only anonymous quotes
will be used in the report. The data may be reused for future scientific and education activities within
TU Delft on the topic of Patch Management. You will be anonymous in any and all outputs.

As with any online activity, the risk of a breach is always possible. To the best of our ability, your
answers in this study will remain confidential. We will minimize any risks by ensuring that personally
identifiable information (PII) such as names, email addresses, or IP addresses will be stored at TU
Delft. All responses will be accessible only to authorized researchers (see below). The collected data
will be stored for up to 2 years. However, all personal data will be deleted at the latest (approximate
date: November 2027).

This study follows Open Data principles. An anonymized version of the dataset may be shared for
academic transparency and future research, ensuring that no identifiable information is disclosed.

Your participation in this study is entirely voluntary, and you can withdraw at any time. You are free
to omit any questions. Since the interview is not anonymous, it will be possible to remove recordings
once they have been recorded. After the interview is done, we will send you the transcript for review.
Should you have any concerns regarding its content, feel free to suggest changes/modifications.
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By signing below you agree to participate in this study.

Signatures
I accurately read the consent form as a potential participant, and I have had the opportunity to ask
questions. I understand what I am giving consent for and I confirm that I am giving consent freely.
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E
Mapping of Legislation to Standards to

CIS Controls Framework

This Appendix presents a structured mapping of the key regulatory requirements found in BIO, DORA,
and NIS2 (CBW) to relevant information security standards (e.g., ISO 27002) and control frameworks
(e.g., CIS Controls). To make the mapping more interpretable, individual statements from the publi-
cations were analyzed per phase of the patch management process (as described by Dissanayake,
Jayatilaka, et al. (2022b)) and grouped under broader aspects. These aspects are thematic categories
that reflect the nature or focus of the requirement. For example, several statements across different
standards that relate to sources of information for information retrieval were consolidated under the
aspect “Information Sources” in Appendix E.1. These aspects were inductively derived during the map-
ping process by identifying recurring patterns and shared objectives among statements. The approach
ensures that the mapping does not remain a fragmented list of requirements, but instead highlights the
themes that help organizations translate different regulatory inputs into coherent patch management
policies and procedures.

E.1. Information Retrieval
Table 6: Mapping for Information Retrieval

Type Aspect Publication Section Guideline / Requirement

R
eg
ul
at
io
ns

Information Sources (European Banking
Authority et al.,
2022)

10.2.a Identify and update relevant and trustworthy information resources to build and
maintain awareness about vulnerabilities.

St
an
da
rd
s

Techniques for Information
Retrieval

(Mell & Tracy,
2002)

– The patching and vulnerability policy should specify what techniques an or-
ganization will use to monitor for new patches and vulnerabilities and which
personnel will be responsible for such monitoring.

(Souppaya & Scar-
fone, 2013)

4.1 Organizations should carefully consider the advantages and disadvantages of
each technique for identifying missing patches (e.g., agent-based, agentless
scanning, passive network monitoring) when selecting enterprise patch man-
agement technologies.

Information Sources

(Mell et al., 2005) – Monitor security sources for vulnerability announcements, patch and non-patch
methods of remediation, and emerging threats that match up with the software
within the system inventory of the PVG.

(Center for Internet
Security, n.d.-b)

4.0.3 A process must be in place to manage patches. This process must include the
following: monitoring security sources (Appendix A) for vulnerabilities, patch
and non-patch remediation, and emerging threats.

Continued on next page
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Table 6 – continued from previous page

Type Aspect Publication Section Guideline / Requirement
St
an
da
rd
s

(ISO/IEC, 2013) 12.6.1 Information resources that will be used to identify relevant technical vulnerabil-
ities and to maintain awareness about them should be identified for software
and other technology; these information resources should be updated based
on changes in the inventory or when other new or useful resources are found.

(Souppaya & Scar-
fone, 2022)

2.2.1 For example, your organization might subscribe to vulnerability feeds from soft-
ware vendors, security researchers, and the National Vulnerability Database
(NVD).

(ISO/IEC, 2022) 5.6 Membership of special interest groups or forums should be considered as a
means to: a) improve knowledge about best practices and stay up to date with
relevant security information; b) ensure the understanding of the information
security environment is current; c) receive early warnings of alerts, advisories
and patches pertaining to attacks and vulnerabilities; d) gain access to spe-
cialist information security advice; e) share and exchange information about
new technologies, products, services, threats or vulnerabilities; f) provide suit-
able liaison points when dealing with information security incidents (see 5.24
to 5.28).

(ISO/IEC, 2022) 8.6 To identify technical vulnerabilities, the organization should consider: for soft-
ware and other technologies (based on the asset inventory list, see 5.9), iden-
tifying information resources that will be used for identifying relevant technical
vulnerabilities and maintaining awareness about them. Updating the list of in-
formation resources based on changes in the inventory or when other new or
useful resources are found.

Timeliness of Information
Retrieval

(ISO/IEC, 2013) 12.6.1 Information about technical vulnerabilities of information systems being used
should be obtained in a timely fashion, the organization’s exposure to such
vulnerabilities evaluated and appropriate measures taken to address the asso-
ciated risk.

(ISO/IEC, 2013) 12.6.1 A timeline should be defined to react to notifications of potentially relevant tech-
nical vulnerabilities.

C
on
tro
lF
ra
m
ew

or
k

Information Sources
(Center for Internet
Security, n.d.-a)

Control 17; Safe-
guard 17.2

Establish and maintain contact information for parties that need to be informed
of security incidents. Contacts may include internal staff, third-party vendors,
law enforcement, cyber insurance providers, relevant government agencies, In-
formation Sharing and Analysis Center (ISAC) partners, or other stakeholders.
Verify contacts annually to ensure that information is up-to-date.

Control 17; Safe-
guard 17.2

Establish and maintain a process to accept and address reports of software
vulnerabilities, including providing a means for external entities to report. The
process is to include such items as: a vulnerability handling policy that identi-
fies reporting process, responsible party for handling vulnerability reports, and
a process for intake, assignment, remediation, and remediation testing. As
part of the process, use a vulnerability tracking system that includes severity
ratings, and metrics for measuring timing for identification, analysis, and reme-
diation of vulnerabilities. Review and update documentation annually, or when
significant enterprise changes occur that could impact this Safeguard. Third-
party application developers need to consider this an externally-facing policy
that helps to set expectations for outside stakeholders.
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E.2. Vulnerability Scanning, Assessment & Prioritization
Table 7: Mapping for Vulnerability Scanning, Assessment & Prioritisation

Type Aspect Publication Section Guideline / Requirement

R
eg
ul
at
io
ns

Risk Assessment

(European Parlia-
ment, 2022)

21.g Ensure Cyber Hygiene is in Order: basic practices for cyber hygiene and cy-
bersecurity training: To increase organizations’ cybersecurity resilience, start
with a risk analysis. An important next step is to implement basic cyber hygiene
practices. Training employees to adhere to these basic practices is essential
for the resilience of an organization.

(National Cyber
Security Centre,
2023b)

5 Perform a risk analysis: Performing a risk analysis is the first step in improving
the cybersecurity resilience of your company or organization. It is a crucial first
step in gaining the necessary insights. A risk analysis reveals which risks are
the most significant and where security measures are most needed.

(Dutch Central
Government,
2018)

12.6 If a patch is available, all associated risks must be assessed, comparing the
risk of the vulnerability to the risk of installing the patch.

(Dutch Central
Government,
2018)

12.6 It is advised to retain previous scan reports to facilitate the identification of
differences. At a minimum, this should be done for the most critical systems.
Any changes in systems, such as open network ports or newly added services,
must be examined.

(European Banking
Authority et al.,
2022)

8.3 Financial entities, other than microenterprises, shall on a regular basis, and
at least yearly, conduct a specific ICT risk assessment on all legacy ICT sys-
tems and, in any case before and after connecting technologies, applications
or systems.

(European Banking
Authority et al.,
2022)

8.7 Financial entities, other than microenterprises, shall perform a risk assessment
upon each major change in the network and information system infrastructure,
in the processes or procedures affecting their ICT supported business functions,
information assets or ICT assets

Vulnerability Scanning (European Banking
Authority et al.,
2022)

10.2.b ensure the performance of automated vulnerability scanning and assessments
on ICT assets, whereby the frequency and scope of those activities shall be
commensurate to the classification established in accordance with Article 8(1)
of Regulation (EU) 2022/2554 and the overall risk profile of the ICT asset; For
the purposes of point (b), financial entities shall perform the automated vulner-
ability scanning and assessments on ICT assets for the ICT assets supporting
critical or important functions on at least a weekly basis.

Prioritization (European Banking
Authority et al.,
2022)

10.2.f prioritise the deployment of patches and other mitigation measures to address
the vulnerabilities identified; For the purposes of point (f), financial entities shall
consider the criticality of the vulnerability, the classification established in ac-
cordance with Article 8(1) of Regulation (EU) 2022/2554, and the risk profile of
the ICT assets affected by the identified vulnerabilities.

St
an
da
rd
s

Risk Assessment

(ISO/IEC, 2013) 12.6.1 Once a potential technical vulnerability has been identified, the organization
should identify the associated risks and the actions to be taken; such ac-
tion could involve patching of vulnerable systems or applying other controls;
(ISO/IEC, 2013) section 12.6.1

(ISO/IEC, 2013) 12.6.1 If a patch is available from a legitimate source, the risks associated with in-
stalling the patch should be assessed (the risks posed by the vulnerability
should be compared with the risk of installing the patch);

(Souppaya & Scar-
fone, 2022)

2.2.2 Plan the risk response. This involves assessing the risk the vulnerability poses
to your organization, choosing which form of risk response (or combination of
forms) to use, and deciding how to implement the risk response. For example,
you might determine that risk is elevated because the vulnerability is present
in many organization assets and is being exploited in the wild, then choose
mitigation as the risk response and mitigate the vulnerability by upgrading the
vulnerable software and altering the software’s configuration settings. (Soup-
paya & Scarfone, 2022)

(ISO/IEC, 2022) 8.8 To identify technical vulnerabilities, the organization should consider: conduct-
ing planned, documented and repeatable penetration tests or vulnerability as-
sessments by competent and authorized persons to support the identification of
vulnerabilities. Exercising caution as such activities can lead to a compromise
of the security of the system;

Continued on next page
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Table 7 – continued from previous page

Type Aspect Publication Section Guideline / Requirement

(ISO/IEC, 2022) 8.8 To evaluate identified technical vulnerabilities, the following guidance should be
considered: once a potential technical vulnerability has been identified, identi-
fying the associated risks and the actions to be taken. Such actions can involve
updating vulnerable systems or applying other controls.

Prioritization

(Mell & Tracy,
2002)

- An organization’s patching process should define a method for deciding which
systems get patched and which patches get installed first

(Mell et al., 2005) - Prioritize the order in which the organization addresses the remediation of vul-
nerabilities, based on analysis of risks to systems.

(Center for Internet
Security, n.d.-b)

4.0.6 Patchmanagement must be prioritized based on the severity of the vulnerability
the patch addresses. In most cases, severity ratings are based on the Common
Vulnerability Scoring System (CVSS). A CVSS score of 7-10 is considered a
high impact vulnerability, a CVSS score of 4-6.9 is considered a moderate im-
pact vulnerability and a CVSS of 0-3.9 is considered a low impact vulnerability.

(ISO/IEC, 2013) 12.6.1 Systems at high risk should be addressed first; (ISO/IEC, 2013) section 12.6.1
(Souppaya & Scar-
fone, 2022)

2.3.1 Prioritize the patch. A patch may be a higher priority to deploy than others be-
cause its deployment would reduce cybersecurity risk more than other patches
would. Another patch may be a lower priority because it addresses a low-risk
vulnerability on a small number of low-importance assets. (Souppaya & Scar-
fone, 2022)

(ISO/IEC, 2022) 8.8 The following guidance should be considered to address technical vulnerabili-
ties: addressing systems at high risk first;

St
an
da
rd
s

Procedures

(ISO/IEC, 2013) 12.6.1 Depending on how urgently a technical vulnerability needs to be addressed,
the action taken should be carried out according to the controls related to
change management (see 12.1.2) or by following information security incident
response procedures (see 16.1.5); (ISO/IEC, 2013) section 12.6.1

(ISO/IEC, 2013) 12.6.1 Define a procedure to address the situation where a vulnerability has been iden-
tified but there is no suitable countermeasure. In this situation, the organization
should evaluate risks relating to the known vulnerability and define appropriate
detective and corrective actions. (ISO/IEC, 2013) section 12.6.1

(Souppaya & Scar-
fone, 2013)

3.1 Organizations should carefully consider the relevant issues related to timing,
prioritization, and testing when planning and executing their enterprise patch
management processes. (Souppaya & Scarfone, 2013)

(Souppaya & Scar-
fone, 2022)

2.2.3.a Prepare the risk response. This encompasses any preparatory activities, such
as acquiring, validating, and testing patches for the vulnerable software; de-
ploying additional security controls to safeguard the vulnerable software; or
acquiring a replacement for a legacy asset that cannot be patched. It might
also include scheduling the risk response and coordinating deployment plans
with enterprise change management, business units, and others. (Souppaya
& Scarfone, 2022)

(ISO/IEC, 2022) 8.8 To evaluate identified technical vulnerabilities, the following guidance should
be considered: analyse and verify reports to determine what response and
remediation activity is needed;

(ISO/IEC, 2022) 8.8 The following guidance should be considered to address technical vulnera-
bilities: depending on how urgently a technical vulnerability needs to be ad-
dressed, carrying out the action according to the controls related to change
management (see 8.32) or by following information security incident response
procedures (see 5.26);

Business Requirements
(ISO/IEC, 2013) 12.5.1 Any decision to upgrade to a new release should take into account the busi-

ness requirements for the change and the security of the release, e.g. the
introduction of new information security functionality or the number and sever-
ity of information security problems affecting this version. Software patches
should be applied when they can help to remove or reduce information security
weaknesses (see 12.6). (ISO/IEC, 2013) section 12.5.1

(Souppaya & Scar-
fone, 2013)

3.1 If a vulnerability is not being exploited yet, organizations should carefully weigh
the security risks of not patching with the operational risks of patching without
performing thorough testing first.

IEC 2015 5 f) schedule authorized, effective patches for installation at the next available
opportunity within the constraints of system design (for example, redundancy,
fault-tolerance, safety) and operational requirements (for example, unplanned
outage, scheduled outage, onprocess, etc.);

Continued on next page

87



Table 7 – continued from previous page

Type Aspect Publication Section Guideline / Requirement

Scanning Tools (ISO/IEC, 2022) 8.8 To identify technical vulnerabilities, the organization should consider: using
vulnerability scanning tools suitable for the technologies in use to identify vul-
nerabilities and to verify whether the patching of vulnerabilities was successful;

(ISO/IEC, 2022) 8.8 A weakness with vulnerability scanning is that it is possible it does not fully
account for defence in depth: two countermeasures that are always invoked
in sequence can have vulnerabilities that are masked by strengths in the other.
The composite countermeasure is not vulnerable, whereas a vulnerability scan-
ner can report that both components are vulnerable. The organization should
therefore take care in reviewing and acting on vulnerability reports.

St
an
da
rd
s Remediation (ISO/IEC, 2022) 8.8 The following guidance should be considered to address technical vulnerabili-

ties: develop remediation

Source
(Souppaya & Scar-
fone, 2022)

2.3.1 Validate the patch. A patch’s authenticity and integrity should be confirmed,
preferably by automated means, before the patch is tested or installed. The
patch could have been acquired from a rogue source or tampered with in transit
or after acquisition.

(ISO/IEC, 2022) 8.8 The following guidance should be considered to address technical vulnerabili-
ties: only using updates from legitimate sources

C
on
tro
lF
ra
m
ew

or
k

Automation
(Center for Internet
Security, n.d.-a)

Control 7; Safe-
guard 7.5

Perform automated vulnerability scans of internal enterprise assets on a quar-
terly, or more frequent, basis. Conduct both authenticated and unauthenticated
scans, using a SCAP-compliant vulnerability scanning tool.

Control 7; Safe-
guard 7.6

Perform automated vulnerability scans of externally-exposed enterprise as-
sets using a SCAP-compliant vulnerability scanning tool. Perform scans on
a monthly, or more frequent, basis.

Vulnerability Assessment Control 16; Safe-
guard 16.3

Perform root cause analysis on security vulnerabilities. When reviewing vul-
nerabilities, root cause analysis is the task of evaluating underlying issues that
create vulnerabilities in code, and allows development teams to move beyond
just fixing individual vulnerabilities as they arise.

Risk Assessment; Prioriti-
sation

Control 16; Safe-
guard 16.6

Establish and maintain a severity rating system and process for application
vulnerabilities that facilitates prioritizing the order in which discovered vulner-
abilities are fixed. This process includes setting a minimum level of security
acceptability for releasing code or applications. Severity ratings bring a sys-
tematic way of triaging vulnerabilities that improves risk management and helps
ensure the most severe bugs are fixed first. Review and update the system and
process annually.
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E.3. Patch Testing
Table 8: Mapping for Patch Testing

Type Aspect Publication Section Guideline / Requirement

R
eg
ul
at
io
ns

Effectiveness (European Parlia-
ment, 2022)

21.2 The measures referred to in paragraph 1 shall be based on an all-hazards ap-
proach that aims to protect network and information systems and the physical
environment of those systems from incidents, and shall include at least the fol-
lowing (f) policies and procedures to assess the effectiveness of cybersecurity
risk-management measures;

Test Environment
BIO 12.1.4 Scheiding van ontwikkel-, test- en productieomgevingen Ontwikkel-, test- en

productieomgevingen behoren te worden gescheiden om het risico van on-
bevoegde toegang tot of veranderingen aan de productieomgeving te verlagen.
Proceseigenaar Dienstenleverancier

BIO 12.1.4.1 In de productieomgeving wordt niet getest. Alleen met voorafgaande goedkeur-
ing door de proceseigenaar en schriftelijke vastlegging hiervan, kan hiervan
worden afgeweken. 12.1.4.2 2 Wijzigingen in de productieomgeving worden
altijd getest voordat zij in productie gebracht worden. Alleen met voorafgaande
goedkeuring door de proceseigenaar en schriftelijke vastlegging hiervan, kan
hiervan worden afgeweken.

BIO 12.1.4.2 Wijzigingen in de productieomgeving worden altijd getest voordat zij in produc-
tie gebracht worden. Alleen met voorafgaande goedkeuring door de proce-
seigenaar en schriftelijke vastlegging hiervan, kan hiervan worden afgeweken.

Test (European Banking
Authority et al.,
2022)

10.4.c test and deploy the software and hardware patches and the updates referred
to in Article 8(2), point (b), points (v), (vi) and (vii);

St
an
da
rd
s

Test
(Mell et al., 2005) - Conduct the testing of patches and non-patch remediation methods on IT de-

vices that use standardized configurations.
Souppaya 2002 2.3.1 Test the patch. A patch may be tested before deployment. This is intended

to reduce operational risk by identifying problems with a patch before placing
it into production. Testing may be performed manually or through automated
methods.

(ISO/IEC, 2022) 8.19 The following guidelines should be considered to securely manage changes
and installation of software on operational systems: only installing and updating
software after extensive and successful testing (see 8.29 and 8.31);

Test Environment

(ISO/IEC, 2013) 12.5.1 Applications and operating system software should only be implemented after
extensive and successful testing; the tests should cover usability, security, ef-
fects on other systems and userfriendliness and should be carried out on sepa-
rate systems (see 12.1.4); it should be ensured that all corresponding program
source libraries have been updated

IEC 2013 5 e) test the installation of IACS patches in a way that accurately reflects the
production environment, so as to ensure that the reliability and operability of
the IACS is not negatively affected when patches are installed on the IACS in
the actual production environment. Patches which have successfully passed
these tests are called the ‘authorized patches’;

(ISO/IEC, 2022) 8.31 In all cases, development and testing environments should be protected con-
sidering: patching and updating of all the development, integration and testing
tools (including builders, integrators, compilers, configuration systems and li-
braries);

(ISO/IEC, 2022) 8.32 Changing software can impact the production environment and vice versa.
Good practice includes the testing of ICT components in an environment seg-
regated from both the production and development environments (see 8.31).
This provides a means of having control over new software and allowing ad-
ditional protection of operational information that is used for testing purposes.
This should include patches, service packs and other updates.

Side Effects

(ISO/IEC, 2013) 12.6.1 Patches should be tested and evaluated before they are installed to ensure
they are effective and do not result in side effects that cannot be tolerated; if no
patch is available, other controls should be considered, such as: 1) turning off
services or capabilities related to the vulnerability; 2) adapting or adding access
controls, e.g. firewalls, at network borders (see 13.1); 3) increased monitoring
to detect actual attacks; 4) raising awareness of the vulnerability;

Continued on next page

89



Table 8 – continued from previous page

Type Aspect Publication Section Guideline / Requirement

(ISO/IEC, 2013) 12.6.1 Vendors are often under significant pressure to release patches as soon as
possible. Therefore, there is a possibility that a patch does not address the
problem adequately and has negative side effects. Also, in some cases, unin-
stalling a patch cannot be easily achieved once the patch has been applied.

(Souppaya & Scar-
fone, 2013)

3.4.3 Organizations should be capable of detecting side effects, such as changes to
security configuration settings, caused by patch installation.

(ISO/IEC, 2022) 8.8 The following guidance should be considered to address technical vulnerabili-
ties: testing and evaluating updates before they are installed to ensure they are
effective and do not result in side effects that cannot be tolerated [i.e. if an up-
date is available, assessing the risks associated with installing the update (the
risks posed by the vulnerability should be compared with the risk of installing
the update)];

St
an
da
rd
s

Resource Constraints
(ISO/IEC, 2013) 12.6.1 If adequate testing of the patches is not possible, e.g. because of costs or lack

of resources, a delay in patching can be considered to evaluate the associated
risks, based on the experience reported by other users. The use of ISO/IEC
27031[14] can be beneficial.

(ISO/IEC, 2022) 8.8 If adequate testing of the updates is not possible (e.g. because of costs or lack
of resources) a delay in updating can be considered to evaluate the associated
risks, based on the experience reported by other users. The use of ISO/IEC
27031 can be beneficial.

Organisational Policy (Mell & Tracy,
2002)

- The patching policy should also include a methodology for testing and safely
installing patches.

Conflicts (Souppaya & Scar-
fone, 2013)

3.2 Organizations should identify all the ways in which patches could be applied
and act to resolve any conflicts among patch application methods.

Authenticity (ISO/IEC, 2022) 8.8 The following guidance should be considered to address technical vulnerabili-
ties: provide mechanisms to verify the authenticity of remediation;

C
on
tro
lF
ra
m
ew

or
k

Test Environment (Center for Internet
Security, n.d.-a)

Control 16; Safe-
guard 16.8

Maintain separate environments for production and non-production systems.

Test (Center for Internet
Security, n.d.-a)

Control 16; Safe-
guard 16.2

Establish and maintain a process to accept and address reports of software
vulnerabilities, including providing a means for external entities to report. The
process is to include such items as: a vulnerability handling policy that identi-
fies reporting process, responsible party for handling vulnerability reports, and
a process for intake, assignment, remediation, and remediation testing. As
part of the process, use a vulnerability tracking system that includes severity
ratings, and metrics for measuring timing for identification, analysis, and reme-
diation of vulnerabilities. Review and update documentation annually, or when
significant enterprise changes occur that could impact this Safeguard. Third-
party application developers need to consider this an externally-facing policy
that helps to set expectations for outside stakeholders.
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E.4. Patch Deployment
Table 9: Mapping for Patch Deployment

Type Aspect Publication Section Guideline / Requirement

R
eg
ul
at
io
ns

Deploy

(European Banking
Authority et al.,
2022)

10.2.f prioritise the deployment of patches and other mitigation measures to address
the vulnerabilities identified;

(European Banking
Authority et al.,
2022)

10.4.c test and deploy the software and hardware patches and the updates referred
to in Article 8(2), point (b), points (v), (vi) and (vii);

(European Parlia-
ment, 2022)

21.e The measures referred to in paragraph 1 shall be based on an all-hazards ap-
proach that aims to protect network and information systems and the physical
environment of those systems from incidents, and shall include at least the
following:(e) security in network and information systems acquisition, develop-
ment and maintenance, including vulnerability handling and disclosure;

(Dutch Central
Government,
2018)

12.6 For software services within technical infrastructures, it should be verified
whether the latest updates have been deployed, preferably through automa-
tion. Patches are not deployed automatically unless specific arrangements
have been made with the software vendor.

St
an
da
rd
s

Access Control
(ISO/IEC, 2013) 12.5.1 The updating of the operational software, applications and program libraries

should only be performed by trained administrators upon appropriate manage-
ment authorization (see 9.4.5)

(Souppaya & Scar-
fone, 2013)

3.2 Organizations should ensure that users cannot disable or otherwise negatively
affect enterprise patch management technologies, and organizations should
perform continuous monitoring of enterprise patch management technologies
to identify any issues that occur

(Souppaya & Scar-
fone, 2022)

2.3.2 Distribute the patch. Distributing the patch to the assets that need to have it in-
stalled can be organization-controlled (and occur automatically, manually, or as
scheduled) or vendorcontrolled, such as delivered from the cloud. (Souppaya
& Scarfone, 2022)

Policy (Mell & Tracy,
2002)

- The patching policy should also include a methodology for testing and safely
installing patches.

Scheduling (Souppaya & Scar-
fone, 2022)

3.5.1 Organizations should consider adopting phased deployments for routine patch-
ing in which a small subset of the assets to be patched receive the patch first.
These assets act as canaries (i.e., bellwethers) for identifying issues and de-
termining the likely operational impact of the patch. In effect, this is how the
patching gets tested. If the canary assets indicate that the patch should have
minimal impact, the deployment can expand to more or all of the vulnerable
assets. Significant problems can be addressed before the rollout expands, or
a different risk response - like a temporary mitigation – can be planned instead
of the patch while the problems are resolved.

Configurations (Souppaya & Scar-
fone, 2022)

2.3.2 Change software configuration and state. In some cases, making a patch
take effect necessitates implementing changes. Examples include restarting
patched software, rebooting the operating system or platform on which the
patched software runs, redeploying the applications, or altering software con-
figuration settings. In other cases, no such changes are needed. (Souppaya
& Scarfone, 2022)

Deployment Factors (Souppaya & Scar-
fone, 2022)

2.3.2 Patch deployment varies widely based on several factors, including: • The type
of software being updated (e.g., firmware, operating system [OS], application)
• The asset platform type (e.g., IT, OT, IoT, mobile, cloud, virtual machine [VM],
containers) • Platform traits, such as managed/unmanaged asset, on-premises
or not, virtualized or not, and containerized or not • Environmental limitations,
such as network connectivity and bandwidth

Automation (Mell et al., 2005) - Perform automated deployment of patches to IT devices using enterprise patch
management tools. Configure automatic updates of applications whenever pos-
sible and appropriate.

Continued on next page
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Type Aspect Publication Section Guideline / Requirement

Vendor (ISO/IEC, 2022) 8.8 Where the vendor provides an automated update process and the updates can
be installed on affected systems or products without the need for intervention,
the organization determines if it applies the automated process or not. One
reason for not electing for automated update is to retain control over when the
update is performed. For example, a software used for a business operation
cannot be updated until the operation has completed.

St
an
da
rd
s

Logging
(Mell et al., 2005) - Create a database of remediation methods that need to be applied within the

organization. Oversee the vulnerability remediation process in the organiza-
tion.

(ISO/IEC, 2013) 12.5.1 An audit log should be maintained of all updates to operational program li-
braries;

(ISO/IEC, 2013) 12.6.1 an audit log should be kept for all procedures undertaken;

C
on
tro
l

Fr
am

ew
or
k Deploy; Automation; Timeline

(Center for Internet
Security, n.d.-a)

Control 16; Safe-
guard 16.8

Perform operating system updates on enterprise assets through automated
patch management on a monthly, or more frequent, basis.

(Center for Internet
Security, n.d.-a)

Control 16; Safe-
guard 16.2

Perform application updates on enterprise assets through automated patch
management on a monthly, or more frequent, basis.
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E.5. Post-Deployment Patch Verification
Table 10: Mapping for Post-Deployment Patch Verification

Type Aspect Publication Section Guideline / Requirement

R
eg
ul
at
io
ns

Monitor & Verify
(European Banking
Authority et al.,
2022)

10.2.g monitor and verify the remediation of vulnerabilities

(European Parlia-
ment, 2022)

21.e The measures referred to in paragraph 1 shall be based on an all-hazards ap-
proach that aims to protect network and information systems and the physical
environment of those systems from incidents, and shall include at least the fol-
lowing:e) security in network and information systems acquisition, development
and maintenance, including vulnerability handling and disclosure;

Document (European Banking
Authority et al.,
2022)

10.2.h require the recording of any detected vulnerabilities affecting ICT systems and
the monitoring of their resolution.

St
an
da
rd
s

Verify

(Mell et al., 2005) - Measure the effectiveness of the patch and vulnerability management program
in a consistent manner and apply corrective actions as necessary.

(Mell et al., 2005) - Verify vulnerability remediation through network and host vulnerability scanning
(Souppaya & Scar-
fone, 2013)

3.4.4 One option is to attempt to exploit the vulnerability, but this is generally only fea-
sible if an exploit already exists, and there are substantial risks with attempting
exploitation, even under highly controlled conditions. Organizations should use
other methods of confirming installation, such as a vulnerability scanner that is
independent from the patch management system.

(Souppaya & Scar-
fone, 2022)

2.2.3.d Verify the risk response. This step involves ensuring that the implementation
has been completed successfully. For patching, this means confirming that
the patch is installed and has taken effect. For deploying additional security
controls, ensure they are functioning as intended. For risk avoidance, verify
that vulnerable assets were decommissioned or replaced.

(ISO/IEC, 2022) 8.8 To identify technical vulnerabilities, the organization should consider: using
vulnerability scanning tools suitable for the technologies in use to identify vul-
nerabilities and to verify whether the patching of vulnerabilities was successful;

Monitor

(ISO/IEC, 2013) 12.6.1 The technical vulnerability management process should be regularly monitored
and evaluated in order to ensure its effectiveness and efficiency;

(Souppaya & Scar-
fone, 2022)

2.3.4 Continuously monitor the risk response. Make sure that the risk response con-
tinues to be in place: no one uninstalls the patch, deactivates the additional
security controls, lets the cybersecurity insurance lapse, or restarts the decom-
missioned asset.

(Souppaya & Scar-
fone, 2022)

2.3.4 In the last phase of the life cycle, the patch’s deployment can be monitored
using automation to confirm that the patch is still installed. For example, mon-
itoring could confirm that the patch has not been uninstalled by a user or an
attacker, an unpatched version of the software has not been restored from a
backup, and the device has not been reset to a vulnerable factory-default state.

(Souppaya & Scar-
fone, 2022)

2.3.4 Another reason for monitoring the deployed patches is to see if the patched soft-
ware’s behavior changes after patching. As part of a layered security approach
to mitigating supply chain risk, this might be helpful at detecting, responding
to, and recovering from situations where the installed patch was itself compro-
mised.

Backup

(ISO/IEC, 2013) 12.5.1 Previous versions of application software should be retained as a contingency
measure;

(ISO/IEC, 2013) 12.5.1 Old versions of software should be archived, together with all required informa-
tion and parameters

(ISO/IEC, 2022) 8.19 The following guidelines should be considered to securely manage changes
and installation of software on operational systems: defining a rollback strategy
before changes are implemented;

(ISO/IEC, 2022) 8.19 The following guidelines should be considered to securely manage changes
and installation of software on operational systems: archiving old versions of
software, together with all required information and parameters, procedures,
configuration details and supporting software as a contingency measure, and
for as long as the software is required to read or process archived data.

Continued on next page
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Type Aspect Publication Section Guideline / Requirement

Logging
IEC 2015 5 g) update records at a planned interval, at least on a quarterly basis, to include

for each updateable device: installed versions, authorized versions, effective
versions and released versions;

(ISO/IEC, 2022) 8.19 The following guidelines should be considered to securely manage changes
and installation of software on operational systems: maintaining an audit log of
all updates to operational software;

Side Effects (Souppaya & Scar-
fone, 2022)

2.3.2 Resolve any issues. Installing a patchmay cause side effects to occur, like inad-
vertently altering existing security configuration settings or adding new settings,
and these side effects can inadvertently create a new security problem while
fixing the original one. Patch installation can also cause operational issues that
may necessitate uninstalling the patch, reverting to the previous version of the
software, or restoring the software or asset from backups.

C
on
tro
l

Fr
am
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or
k

Verify & Monitor (Center for Internet
Security, n.d.-a)

Control 16; Safe-
guard 16.2

Establish and maintain a process to accept and address reports of software
vulnerabilities, including providing a means for external entities to report. The
process is to include such items as: a vulnerability handling policy that identi-
fies reporting process, responsible party for handling vulnerability reports, and
a process for intake, assignment, remediation, and remediation testing. As
part of the process, use a vulnerability tracking system that includes severity
ratings, and metrics for measuring timing for identification, analysis, and reme-
diation of vulnerabilities. Review and update documentation annually, or when
significant enterprise changes occur that could impact this Safeguard. Third-
party application developers need to consider this an externally-facing policy
that helps to set expectations for outside stakeholders.
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E.6. Overall Process
Table 11: Mapping for Overall Process

Type Aspect Publication Section Guideline / Requirement

R
eg
ul
at
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ns

Asset Inventory
BIO 8.1.1 Inventorying of assets: Information, other assets related to information, and

information processing facilities must be identified, and an inventory of these
assets must be created and maintained.

BIO 8.1.2 Ownership of assets: Assets listed in the inventory should have an assigned
owner.

Proportionality
BIO 12.6.1 Management of Technical Vulnerabilities: Information about technical vulnera-

bilities in the information systems being used should be obtained in a timely
manner, the organization’s exposure to such vulnerabilities should be as-
sessed, and appropriate measures should be taken to address the associated
risk. BIO

(European Parlia-
ment, 2022)

21.1 Member States shall ensure that essential and important entities take appro-
priate and proportionate technical, operational and organisational measures
to manage the risks posed to the security of network and information systems
which those entities use for their operations or for the provision of their services,
and to prevent or minimise the impact of incidents on recipients of their services
and on other services. Taking into account the state-of-the-art and, where ap-
plicable, relevant European and international standards, as well as the cost of
implementation, the measures referred to in the first subparagraph shall ensure
a level of security of network and information systems appropriate to the risks
posed. When assessing the proportionality of those measures, due account
shall be taken of the degree of the entity’s exposure to risks, the entity’s size
and the likelihood of occurrence of incidents and their severity, including their
societal and economic impact.

(European Banking
Authority et al.,
2022)

10.4.d set deadlines for the installation of software and hardware patches and updates
and escalation procedures in case those deadlines cannot be met.

Liability (European Parlia-
ment, 2022)

20.1 Member States shall ensure that the management bodies of essential and im-
portant entities approve the cybersecurity risk-management measures taken
by those entities in order to comply with Article 21, oversee its implementation
and can be held liable for infringements by the entities of that Article. The ap-
plication of this paragraph shall be without prejudice to national law as regards
the liability rules applicable to public institutions, as well as the liability of public
servants and elected or appointed officials.

Policy & Procedure

(European Parlia-
ment, 2022)

21.2 The measures referred to in paragraph 1 shall be based on an all-hazards ap-
proach that aims to protect network and information systems and the physical
environment of those systems from incidents, and shall include at least the
following: (e) security in network and information systems acquisition, devel-
opment and maintenance, including vulnerability handling and disclosure; (g)
basic cyber hygiene practices and cybersecurity training;

(National Cyber
Security Centre,
2023b)

6 Write Policy on the Security of Network and Information Systems: policy on
security when acquiring, developing, and maintaining network and information
systems, including response to and disclosure of vulnerabilities. Many compa-
nies and organizations rely on network and information systems for their core
business processes. If access to these systems is lost or if information is ex-
posed, it can have significant consequences for the organization.

(National Cyber
Security Centre,
2023b)

6 Write policy on Change Management Change management describes how an
organization handles the implementation and monitoring of changes, repairs,
and maintenance. A consistent procedure is crucial. The change manage-
ment process should include at least the following: - Request for the change; -
Possible risks and impact of the change; - Criteria for prioritizing changes and
testing requirements; - Roll-back requirements (reversing changes); - Logging
of changes

Continued on next page
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(National Cyber
Security Centre,
2023b)

6 PatchManagement: Tominimize vulnerabilities, it is important to install security
updates (patches) as soon as possible. This is a basic principle of secure digi-
tal operations. Security updates improve software and close security gaps, en-
hancing digital resilience. The patchmanagement policy should describe under
what conditions security updates will be installed. Which systems are updated
immediately, and which can wait? Test patches in a test environment before
installation and check them for integrity and reliability. Follow the change man-
agement process when implementing patches.Note: Hardware and software
products in your network may be End-of-Life (EoL), meaning they no longer
receive patches. Ensure there is a policy for handling EoL products.

(European Banking
Authority et al.,
2022)

10.1 As part of the ICT security policies, procedures, protocols, and tools referred
to in Article 9(2) of Regulation (EU) 2022/2554, financial entities shall develop,
document, and implement vulnerability management procedures.

(European Banking
Authority et al.,
2022)

10.3 As part of the ICT security policies, procedures, protocols, and tools referred
to in Article 9(2) of Regulation (EU) 2022/2554, financial entities shall develop,
document and implement patch management procedures.

(Dutch Central
Government,
2018)

12.6 A process is established to manage technical vulnerabilities, which includes
regular penetration testing, vulnerability risk analysis, and patch management.

BIO 5.1.1.1 Beleidsregels voor informatiebeveiliging  Ten behoeve van informatiebeveilig-
ing behoort een reeks beleidsregels te worden gedefinieerd, goedgekeurd door
de directie, gepubliceerd en gecommuniceerd aan medewerkers en relevante
externe partijen.

Critical & Important Func-
tions

(European Banking
Authority et al.,
2022)

8.1 As part of the ICT risk management framework referred to in Article 6(1), finan-
cial entities shall identify, classify and adequately document all ICT supported
business functions, roles and responsibilities, the information assets and ICT
assets supporting those functions, and their roles and dependencies in relation
to ICT risk. Financial entities shall review as needed, and at least yearly, the
adequacy of this classification and of any relevant documentation.

Asset Inventory
(European Banking
Authority et al.,
2022)

8.4 Financial entities shall identify all information assets and ICT assets, including
those on remote sites, network resources and hardware equipment, and shall
map those considered critical. They shall map the configuration of the informa-
tion assets and ICT assets and the links and interdependencies between the
different information assets and ICT assets.

(European Banking
Authority et al.,
2022)

8.6 For the purposes of paragraphs 1, 4 and 5, financial entities shall maintain
relevant inventories and update them periodically and every time any major
change as referred to in paragraph 3 occurs.

Third-Party

(European Banking
Authority et al.,
2022)

8.5 Financial entities shall identify and document all processes that are dependent
on ICT third-party service providers, and shall identify interconnections with
ICT third-party service providers that provide services that support critical or
important functions.

(European Banking
Authority et al.,
2022)

10.2.c verify whether: (i) ICT third-party service providers handle vulnerabilities re-
lated to the ICT services provided to the financial entity; (ii) whether those ser-
vice providers report to the financial entity at least the critical vulnerabilities and
statistics and trends in a timely manner; For the purposes of point (c), financial
entities shall request that ICT third-party service providers investigate the rel-
evant vulnerabilities, determine the root causes, and implement appropriate
mitigating action.

(European Banking
Authority et al.,
2022)

10.2.d track the usage of: (i) third-party libraries, including open-source libraries, used
by ICT services supporting critical or important functions; (ii) ICT services de-
veloped by the financial entity itself or specifically customised or developed for
the financial entity by an ICT third-party service provider; For the purposes of
point (d), financial entities shall, where appropriate in collaboration with the ICT
third-party service provider, monitor the version and possible updates of the
third-party libraries. In case of ready to use (off-the-shelf) ICT assets or com-
ponents of ICT assets acquired and used in the operation of ICT services not
supporting critical or important functions, financial entities shall track the usage
to the extent possible of third-party libraries, including open-source libraries.

BIO 15.1.3 Toeleveringsketen van informatie- en communicatietechnologie: Overeenkom-
sten met leveranciers behoren eisen te bevatten die betrekking hebben op de
informatiebeveiligingsrisico’s in verband met de toeleveringsketen van de dien-
sten en producten op het gebied van informatie- en communicatietechnologie.

Continued on next page
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Automation (European Banking
Authority et al.,
2022)

10.4.a The patch management procedures referred to in paragraph 3 shall: to the
extent possible identify and evaluate available software and hardware patches
and updates using automated tools;

Emergency & Escalation (European Banking
Authority et al.,
2022)

10.4.b The patch management procedures referred to in paragraph 3 shall: identify
emergency procedures for the patching and updating of ICT assets;

Timeline
BIO 12.6 Patches for vulnerabilities with a high likelihood of exploitation and significant

potential impact should be deployed as quickly as possible, ideally within one
week. Less critical patches should be scheduled for the next available mainte-
nance window.

(Dutch Central
Government,
2018)

12.6.2.1 If the likelihood of exploitation and the expected damage are both high (NCSC
classification of vulnerability warnings), patches are installed as soon as possi-
ble, but no later than within a week. In the meantime, mitigating measures are
taken based on an explicit risk assessment.

Access Control
BIO 12.6.1 Restrictions on software installation: Rules should be established and imple-

mented for users installing software updates.
BIO 12.6.2.1 Users cannot install anything on their work environment themselves, except for

what is provided or permitted by the ICT provider (whitelist).

R
eg
ul
at
io
ns

Policy & Procedure

(Mell & Tracy,
2002)

- Organizations should have an explicit and documented patching and vulnera-
bility policy as well as a systematic, accountable, and documented set of pro-
cesses and procedures for handling patches.

(Mell & Tracy,
2002)

- The patching and vulnerability policy should specify what techniques an or-
ganization will use to monitor for new patches and vulnerabilities and which
personnel will be responsible for such monitoring.

(Souppaya & Scar-
fone, 2013)

5 Organizations should implement and use appropriate measures for their enter-
prise patch management technologies and processes.

(Souppaya & Scar-
fone, 2013)

3.3 Organizations should carefully consider all alternative host architectures in use
for the enterprise when designing enterprise patch management policies and
solutions

IEC 2015 4.4 Patches have a defined lifecycle state model. They progress from available to
authorized to effective and installed. Not all patches available are relevant to
the IACS and not all patches are compatible with the IACS applications. It is
important for an effective IACS patch management process to know the state
of all available patches.

(Souppaya & Scar-
fone, 2022)

2.2 In addition, there are administrative activities occurring throughout the software
vulnerability management life cycle, such as updating documentation, audit
logging, and generating actionable insights and reports as part of enterprise
change management. Having robust change management policies and pro-
cesses in place is a fundamental part of software vulnerability management.

(Souppaya & Scar-
fone, 2022)

8.8 The organization should develop procedures and capabilities to: b) receive
vulnerability reports from internal or external sources.

(ISO/IEC, 2022) 8.8 The organization should develop procedures and capabilities to:  a) detect the
existence of vulnerabilities in its products and services including any external
component used in these;

(ISO/IEC, 2022) 8.8 An effective technical vulnerability management process should be aligned with
incident management activities, to communicate data on vulnerabilities to the
incident response function and provide technical procedures to be carried out
in case an incident occurs.

Asset Inventory

(Mell et al., 2005) - Inventory the organization’s IT resources to identify the hardware equipment,
operating systems, and software applications that are used within the organi-
zation.

(ISO/IEC, 2013) 12.6.1 A current and complete inventory of assets (see Clause 8) is a prerequisite
for effective technical vulnerability management. Specific information needed
to support technical vulnerability management includes the software vendor,
version numbers, current state of deployment (e.g. what software is installed
on what systems) and the person(s) within the organization responsible for the
software.

(ISO/IEC, 2013) 12.6.1 Asset Inventory Management is another essential prerequisite for patch and
vulnerability management.

Continued on next page
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IEC 2015 5 IACS asset owners should:  a) establish and maintain an inventory of all elec-
tronic devices associated with the IACS, that may be updated by: modifica-
tion of their functionality, configuration, operation, software, firmware, operat-
ing code, etc. These devices should be referred to as ‘updatable’ devices;

IEC 2015 5 b) establish and maintain an accurate record of the currently installed versions
for each device, called the ‘installed’ version;

(Souppaya & Scar-
fone, 2022)

3.2 Organizations should approach patching from a per-asset perspective. Soft-
ware inventories should include information on each computing asset’s tech-
nical characteristics and mission/business characteristics. Making decisions
for risk responses and their prioritization should not be based solely on which
software and software versions are in use. Each asset has technical and mis-
sion/business characteristics that should be taken into consideration because
they provide context for the vulnerable software running on that asset.

(Souppaya & Scar-
fone, 2022)

3.2 The characteristics that an organization should inventory will vary, but the fol-
lowing are examples of possible characteristics to track: • The asset’s platform
type (e.g., IT, OT, IoT, mobile, cloud, VM) • The party who administrates the
asset (e.g., IT department, third party, end user, vendor/manufacturer, shared
responsibility model) • The applications, services, or other mechanisms used to
manage the asset (e.g., endpoint management software, virtual machine man-
ager, container management software) • The asset’s network connectivity in
terms of protocols, frequency/duration, and bandwidth • The technical security
controls already in place to safeguard the asset • The asset’s primary user(s)
or interconnected services and their privileges

(Souppaya & Scar-
fone, 2022)

3.2 Examples of mission/business characteristics that an organization should track
include: • The asset’s role and importance to the organization, which are con-
textual and may be hard to define or determine  (Souppaya & Scarfone, 2022)
89  • Laws, regulations, or policies that specify how soon a new vulnerability
in the asset must be addressed • Contractual restrictions on patching (e.g., a
highly regulated asset can only be patched by its manufacturer after testing
and certification) • Mission/business restrictions on risk responses for that as-
set (e.g., an asset can only be rebooted during a monthly maintenance outage)

(Souppaya & Scar-
fone, 2022)

3.2 Organizations should establish and constantly maintain up-to-date software in-
ventories for their physical and virtual computing assets, including OT, IoT, and
container assets. This information could be in a single enterprise asset inven-
tory, or it could be split among multiple resources. While a comprehensive
inventory of all assets is ideal, it may be impossible to achieve, given the highly
dynamic nature of assets and software. A realistic goal is to maintain a close-to-
comprehensive inventory by relying on automation to constantly discover new
assets and collect up-to-date information on all assets.

(Souppaya & Scar-
fone, 2022)

3.2 Without constant updates, inventories will quickly become outdated and pro-
vide increasingly inaccurate and incomplete information for patching efforts. At
one time, when assets and software were mostly static and were located within
static logical and physical perimeters, it was generally considered acceptable to
update inventories on a monthly or quarterly basis by performing a vulnerability
scan. That model should no longer be used.

(Souppaya & Scar-
fone, 2022)

3.2 Constantly updating inventories for all of the technologies and environments in
use today requires a combination of automation techniques and tools. Orga-
nizations should leverage inventory capabilities built into platforms and assets
whenever feasible. For example, APIs built into a cloud-based platform may
enable continuous updates of inventory information for the software on that
platform, as well as other platform characteristics helpful for patch manage-
ment purposes. Vulnerability scans and passive network monitoring on local
networks can still contribute to asset inventories, especially in terms of asset
discovery. If vulnerability scans are to be used for software inventories, they
will need sufficient access to the assets (i.e., authenticated scanning) in order
to detect changes to their software and other technical characteristics.

(Souppaya & Scar-
fone, 2022)

2.2 Know when new software vulnerabilities affect your organization’s assets, in-
cluding applications, operating systems, and firmware.

(ISO/IEC, 2022) 8.8 The organization should have an accurate inventory of assets (see 5.9 to 5.14)
as a prerequisite for effective technical vulnerability management; the inventory
should include the software vendor, software name, version numbers, current
state of deployment (e.g. what software is installed on what systems) and the
person(s) within the organization responsible for the software.
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Roles & Responsibilities
(ISO/IEC, 2013) 12.6.1 Roles and responsibilities associated with technical vulnerability management,

including vulnerability monitoring, vulnerability risk assessment, patching, as-
set tracking and any coordination responsibilities required should be defined
and established

(Souppaya & Scar-
fone, 2022)

3.4 Organizations should use the software inventories, technical and business/mis-
sion characteristics, and risk response scenarios to assign each asset to a
maintenance group. A maintenance group is a set of assets with similar char-
acteristics that generally have the same software maintenance needs for each
risk response scenario. Maintenance needs include not only patching (e.g.,
patch schedule, patch testing needs, outage restrictions, level of impact if vul-
nerable software is compromised) but also any other appropriate forms of miti-
gation and risk response, such as temporary mitigations used   when patches
are not yet available.

(Souppaya & Scar-
fone, 2022)

3.4 Organizations should define their maintenance groups at whatever they decide
the best level of granularity is, then periodically reassess their maintenance
group definitions and adjust them as needed. Here are a few simplified exam-
ples of possible maintenance groups: • Mobile workforce laptops for standard
end users • On-premises datacenter (including servers, network equipment,
storage, etc.) • Legacy OT assets • Smartphones for the mobile workforce • On-
premises servers for automated software testing • Containers with customer-
facing applications in the public cloud Maintenance groups can also be defined
based on other characteristics, like personnel roles (e.g., software developer
workstations, system administrator workstations) or asset importance (e.g., low-
impact IoT consumer assets, OT and IoT assets with lifesafety impact).

Configuration Control (ISO/IEC, 2013) 12.6.1 A configuration control system should be used to keep control of all imple-
mented software as well as the system documentation.

Third-Party

(ISO/IEC, 2013) 12.5.1 Vendor supplied software used in operational systems should be maintained
at a level supported by the supplier. Over time, software vendors will cease to
support older versions of software. The organization should consider the risks
of relying on unsupported software.

(ISO/IEC, 2013) 12.5.1 Physical or logical access should only be given to suppliers for support pur-
poses when necessary and with management approval. The supplier’s activi-
ties should be monitored.

(ISO/IEC, 2013) 12.5.1 Computer software may rely on externally supplied software and modules,
which should be monitored and controlled to avoid unauthorized changes,
which could introduce security weaknesses.

(Souppaya & Scar-
fone, 2022)

3.1 Possible methods for decreasing the number of vulnerabilities include: • Ac-
quire software that is likely to have fewer vulnerabilities over time compared to
other software.

(Souppaya & Scar-
fone, 2022)

3.1 Possible methods for decreasing the number of vulnerabilities include: • Work
with software development partners that are likely to introduce fewer vulnera-
bilities into software over time, taking into consideration factors such as how
rigorous their secure software development practices are, how quickly they ad-
dress issues and release patches, how often problems are associated with
their patches, and how transparent they are in their security-related communi-
cations.

(Souppaya & Scar-
fone, 2022)

3.1 Possible methods for decreasing the number of vulnerabilities include: • Use
managed services instead of software when feasible.

(Souppaya & Scar-
fone, 2022)

3.7 Organizations should take software maintenance into consideration when
procuring software. Software maintenance is one factor of many that orga-
nizations should consider.

(ISO/IEC, 2022) 8.8 tracking the usage of third-party libraries and source code for vulnerabilities.
This should be included in secure coding (see 8.28).
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(ISO/IEC, 2022) 8.8 Where the organization uses a cloud service supplied by a third-party cloud
service provider, technical vulnerability management of cloud service provider
resources should be ensured by the cloud service provider. The cloud ser-
vice provider’s responsibilities for technical vulnerability management should
be part of the cloud service agreement and this should include processes for
reporting the cloud service provider’s actions relating to technical vulnerabilities
(see 5.23). For some cloud services, there are respective responsibilities for
the cloud service provider and the cloud service customer. For example, the
cloud service customer is responsible for vulnerability management of its own
assets used for the cloud services.

Business Requirements (Souppaya & Scar-
fone, 2013)

4.3.3 Organizations should balance their security needs with their needs for usability
and availability.

Principles

(Souppaya & Scar-
fone, 2022)

3 Recommendations support the following principles, which organizations should
strive to adopt in their enterprise patch management practices:  • Problems
are inevitable; be prepared for them. Risk responses, including patching, will
never be perfect. Some may inadvertently cause operational problems, for ex-
ample, but most will not. To improve enterprise patch management, organiza-
tions need to change their culture so that instead of fearing problems and thus
delaying risk responses, personnel are prepared to address problems when
they occur. The organization needs to become more resilient, and everyone in
the organization needs to understand that problems caused by patching are a
necessary inconvenience that helps prevent major compromises.

(Souppaya & Scar-
fone, 2022)

3 Recommendations support the following principles, which organizations should
strive to adopt in their enterprise patch management practices:  • Simplify deci-
sion making. Conducting a risk assessment of each new vulnerability in order
to plan the optimal risk response for it is simply not feasible. Organizations do
not have the time, resources, expertise, or tools to do so. Planning needs to be
done in advance so that when a new vulnerability becomes known, a decision
can quickly be made about how to respond to it.

(Souppaya & Scar-
fone, 2022)

3 Recommendations support the following principles, which organizations should
strive to adopt in their enterprise patch management practices:  • Rely on au-
tomation. There is no way that an organization can keep up with patching with-
out automation because of the sheer number of assets, software installations,
vulnerabilities, and patches. Automation is also needed for emergency situa-
tions, like patching a severe vulnerability that attackers are actively exploiting.
Having automation in place gives an organization agility and scalability when it
comes to its risk responses.

(Souppaya & Scar-
fone, 2022)

3 Recommendations support the following principles, which organizations should
strive to adopt in their enterprise patch management practices:  • Start improve-
ments now. Some of the changes that an organization may need to make might
take years to put in place, but that does not mean that other practices cannot
be improved in the meantime.

(Souppaya & Scar-
fone, 2022)

3.1 Organizations should strive to decrease the number of vulnerabilities intro-
duced into their environments. This shrinks the attack surface and can lower
the amount of patching that organizations need to do. Possible methods for
decreasing the number of vulnerabilities include: • Harden software, such as
enforcing the principles of least privilege and least functionality (e.g., deactivat-
ing or uninstalling software services, features, and other components that are
not needed).

Architecture & System Considerations
(Souppaya & Scar-
fone, 2022)

3.1 Possible methods for decreasing the number of vulnerabilities include: • Se-
lect stacks or platforms that are likely to have fewer vulnerabilities over time
compared to other stacks or platforms (e.g., running software within a small
container instead of a larger operating system).

(Souppaya & Scar-
fone, 2022)

3.1 Organizations should consider deploying applications in ways that make patch-
ing less likely to disrupt operations. One example is to run applications on
stacks or platforms where patching is a fundamental part of the deployed tech-
nology and is less likely to disrupt operations (e.g., modernizing and running
software within cloud-based containers instead of on-premises server operat-
ing systems). Another example is to take advantage of existing toolchains that
already build applications with updated components and test them before pro-
duction release.

Continued on next page
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Scenario Planning

(Souppaya & Scar-
fone, 2022)

3.5 Organizations should define a maintenance plan for each maintenance group
for each applicable risk response scenario. A maintenance plan defines the
actions to be taken when a scenario occurs for a maintenance group, including
the timeframes for beginning and ending each action, along with any other
pertinent information. Along with the maintenance plans, organizations should
define a risk assessment process for determining which plan should be used
at any given time and for deciding when to switch from one plan to another as
the understanding of risk changes.

(Souppaya & Scar-
fone, 2022)

3.3 Organizations should define the software vulnerability risk response scenarios
they need to be prepared to handle. Examples of such scenarios include: •
Routine patching. This is the standard procedure for patches that are on a
regular release cycle and have not been elevated to emergency status. Most
patching falls under this scenario. However, because routine patching does
not have the urgency of emergency scenarios, and routine patch installation
can interrupt operations (e.g., device reboots), it is often postponed and ne-
glected. This provides many additional windows of opportunity for attackers.
Delaying routine patching also makes emergency patching more difficult, time-
consuming, and disruptive because of the need to first install previous patches
that new patches depend upon. • Emergency patching. This is the procedure
to address patching emergencies in a crisis situation, such as a severe vulner-
ability or a vulnerability being actively exploited. If one or more of the organiza-
tion’s vulnerable assets have already been compromised, emergency patching
may be part of incident response efforts. Emergency patching needs to be han-
dled as efficiently as possible to prevent the imminent exploitation of vulnerable
assets. • Emergency mitigation. This is the emergency procedure in a crisis
situation, like those described above for the emergency patching scenario, to
temporarily mitigate vulnerabilities before a patch is available. The mitigation
can vary and may or may not need to be rolled back afterward. Emergency
mitigations are sometimes needed because of issues with a patch. For exam-
ple, a patch might be flawed and not actually correct a vulnerability, or a patch
might inadvertently disrupt the operation of other software or systems. A patch
could even be compromised.

(Souppaya & Scar-
fone, 2022)

3.3 • Unpatchable assets. This is the implementation of isolation or other methods
to mitigate the risk of systems that cannot be easily patched. This is typically
required if routine patching is not able to accommodate these systems within a
reasonable time frame. Examples of why an asset may be unpatchable include
the vendor not providing patches (e.g., asset is at end-of-life, asset does not
support updates) or an asset needing to run uninterrupted for an extended pe-
riod of time because it provides mission-critical functions. Unpatchable assets
need to be included in risk response planning because a new vulnerability in
an asset might necessitate a change in the methods needed to mitigate its risk.

(Souppaya & Scar-
fone, 2022)

3.5.4 Organizations should plan to implement multiple types of mitigations to protect
vulnerable unpatchable assets. In addition to using long-term risk mitigation
methods for unpatchable assets, organizations should also implement mitiga-
tions as needed to prevent exploitation of specific vulnerabilities that the long-
term risk mitigation methods don’t adequately address.

(Souppaya & Scar-
fone, 2022)

3.5.4 Organizations should plan on periodically reevaluating their alternatives to
patching. There are two main aspects to this. One is conducting a risk as-
sessment to see if the alternatives to patching are still sufficiently effective at
mitigating risk. The other is conducting a cost-benefit analysis to see if the as-
sets provide sufficient value to the organization compared with the additional
costs of mitigating, transferring, or accepting the risk of unpatchable assets.

(Souppaya & Scar-
fone, 2022)

3.5.5 Organizations should closely track and monitor all exceptions to maintenance
plans. As explained in Section 3.4, maintenance groups should be defined to
minimize assets considered “exceptions.” However, having some exceptions is
inevitable. All exceptions to maintenance plans should be reviewed regularly to
determine if themaintenance plan can be implemented now. Assets with similar
long-term exceptionsmight need to bemoved to a separatemaintenance group
with its own maintenance plan.
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Inability to patch
(Souppaya & Scar-
fone, 2022)

3.5.4 Organizations should plan to implement multiple types of long-term risk miti-
gation methods besides patching to protect vulnerable assets. There should
be an approved set of methods for each maintenance group, and these meth-
ods should have been reviewed and analyzed in advance by security architect-
s/engineers to determine their adequacy in mitigating risk.

(ISO/IEC, 2022) 8.8 i) if no update is available or the update cannot be installed, considering other
controls, such as:  1) applying any workaround suggested by the software ven-
dor or other relevant sources;  2) turning off services or capabilities related
to the vulnerability;  3) adapting or adding access controls (e.g. firewalls) at
network borders (see 8.20 to 8.22);   4) shielding vulnerable systems, devices
or applications from attack through deployment of suitable traffic filters (some-
times called virtual patching);   5) increasing monitoring to detect actual attacks;
6) raising awareness of the vulnerability.

Timeliness (Souppaya & Scar-
fone, 2022)

3.5.1 Organizations should offer flexibility with how soon routine patches are to be in-
stalled, while also forcing installation after a grace period has ended. A routine
patch does not necessitate immediate installation, but at some point, patches
must be installed to reduce the risk for the entire environment. Forcing instal-
lation can be direct, like triggering patch execution, or indirect, like preventing
network access for unpatched assets until they are patched.

Emergency
(Souppaya & Scar-
fone, 2022)

3.5.1 The organization should develop procedures and capabilities to: b) receive
vulnerability reports from internal or external sources.

(Souppaya & Scar-
fone, 2022)

3.5.3 Organizations should plan for the quick implementation of multiple types of
emergency mitigations to protect vulnerable assets. Mitigations may require
deactivating system functionality or isolating an asset from other assets and
having automatedmechanisms to apply these changes. Without the processes,
procedures, and tools in place to implement mitigations, too much time may be
lost, and vulnerable assets may be compromised.

(Souppaya & Scar-
fone, 2022)

3.5.3 Organizations should plan to replace emergency mitigations with permanent
fixes. Once a permanent fix, such as a patch, is available, the patch will need
to be deployed and the mitigation removed. Schedules should be set and en-
forced for both patch deployment and mitigation removal.

Logging (ISO/IEC, 2022) 8.8 An audit log should be kept for all steps undertaken in technical vulnerability
management.

Authorized personnel (ISO/IEC, 2022) 8.19 The following guidelines should be considered to securely manage changes
and installation of software on operational systems:  a) performing updates of
operational software only by trained administrators upon appropriate manage-
ment authorization
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Asset Inventory
(Center for Internet
Security, n.d.-a)

Control 1; Safe-
guard 1.1

Establish and maintain an accurate, detailed, and up-to-date inventory of all en-
terprise assets with the potential to store or process data, to include: end-user
devices (including portable and mobile), network devices, non-computing/IoT
devices, and servers. Ensure the inventory records the network address (if
static), hardware address, machine name, enterprise asset owner, department
for each asset, and whether the asset has been approved to connect to the
network. For mobile end-user devices, MDM type tools can support this pro-
cess, where appropriate. This inventory includes assets connected to the in-
frastructure physically, virtually, remotely, and those within cloud environments.
Additionally, it includes assets that are regularly connected to the enterprise’s
network infrastructure, even if they are not under control of the enterprise. Re-
view and update the inventory of all enterprise assets bi-annually, or more fre-
quently.

(Center for Internet
Security, n.d.-a)

Control 2; Safe-
guard 2.2

Ensure that only currently supported software is designated as authorized in
the software inventory for enterprise assets. If software is unsupported, yet
necessary for the fulfillment of the enterprise’s mission, document an excep-
tion detailing mitigating controls and residual risk acceptance. For any unsup-
ported software without an exception documentation, designate as unautho-
rized. Review the software list to verify software support at least monthly, or
more frequently.

Policy & Procedure
(Center for Internet
Security, n.d.-a)

Control 7; Safe-
guard 7.1

Establish and maintain a risk-based remediation strategy documented in a re-
mediation process, with monthly, or more frequent, reviews.
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(Center for Internet
Security, n.d.-a)

Control 7; Safe-
guard 7.2

Establish and maintain a risk-based remediation strategy documented in a re-
mediation process, with monthly, or more frequent, reviews.

Automation; Timelines
(Center for Internet
Security, n.d.-a)

Control 7; Safe-
guard 7.3

Perform operating system updates on enterprise assets through automated
patch management on a monthly, or more frequent, basis.

(Center for Internet
Security, n.d.-a)

Control 7; Safe-
guard 7.4

Perform application updates on enterprise assets through automated patch
management on a monthly, or more frequent, basis.

Automation; Vulnerability Scanning
(Center for Internet
Security, n.d.-a)

Control 7; Safe-
guard 7.5

Perform automated vulnerability scans of internal enterprise assets on a quar-
terly, or more frequent, basis. Conduct both authenticated and unauthenticated
scans, using a SCAP-compliant vulnerability scanning tool.

(Center for Internet
Security, n.d.-a)

Control 7; Safe-
guard 7.6

Perform automated vulnerability scans of externally-exposed enterprise as-
sets using a SCAP-compliant vulnerability scanning tool. Perform scans on
a monthly, or more frequent, basis.

Timelines (Center for Internet
Security, n.d.-a)

Control 7; Safe-
guard 7.7

Remediate detected vulnerabilities in software through processes and tooling
on a monthly, or more frequent, basis, based on the remediation process.
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