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Abstract
Wi-Fi sensing poses a serious threat to privacy
due to its passive and covert nature. Nonethe-
less, the field of defenses is largely underdeveloped.
This survey draws from the vast field of radar sys-
tems and their state-of-the-art countermeasures to
discover potentially new Wi-Fi sensing defenses.
The study identifies four particularly promising ap-
proaches: false target generation for deceptive jam-
ming, reconfigurable intelligent surfaces (RIS) for
dynamic signal manipulation using metasurfaces,
encrypted waveform design for secure transmis-
sion, and hybrid region-based techniques for spatial
access control. By transferring insights from radar
systems to the context of Wi-Fi sensing, this work
lays the groundwork for the future development of
practical and resilient privacy-preserving defenses.

1 Introduction
Wi-Fi sensing is a technique that leverages ambient wireless
signals to detect and interpret human activities, movements,
and environmental changes [1]. Although it has been proven
beneficial across domains such as healthcare monitoring [2],
smart homes [3], and security systems [4], it poses a fun-
damental threat to privacy. Wi-Fi devices can be exploited
to acquire information passively and covertly, rendering the
intrusion virtually undetectable to the victim [5]. By analyz-
ing channel state information present in Wi-Fi signals, ad-
versaries can effectively repurpose wireless infrastructure as
radar systems. This enables privacy-invasive sensing even
through obstacles such as walls [6]. The severity of this threat
is emphasized by emerging capabilities, including 3D human
pose estimation using off-the-shelf hardware [7], keystroke
inference through finger motion analysis [8], and speech re-
construction by tracking subtle lip movements [9]. As Wi-
Fi sensing techniques evolve, the need for effective, privacy-
preserving defenses is becoming increasingly urgent.

To address the growing privacy risks, this work intro-
duces a novel perspective: conceptualizing Wi-Fi sensing
as a form of radar. Drawing on this analogy, this paper
explores whether established radar-domain defenses, specif-
ically Electronic Countermeasures (ECMs) and Electronic
Counter-Countermeasures (ECCMs), can inform the devel-
opment of effective privacy-preserving defenses in Wi-Fi net-
works. In radar systems, ECMs encompass techniques de-
signed to degrade or disrupt radar performance, whereas
ECCMs aim to mitigate these disruptions by making the radar
more resilient or less susceptible to interference. By framing
Wi-Fi sensing through this lens, this paper seeks to translate
decades of largely military-inspired [10] radar defense knowl-
edge into actionable insights for safeguarding user privacy in
wireless environments.

Radar and Wi-Fi sensing work on a shared technical prin-
ciple of analyzing reflected wireless signals to detect motion
and presence. This similarity, visually highlighted in Figure
1, suggests that the strategies developed within radar appli-
cations could also be useful for countering unwanted Wi-Fi-
based surveillance. Strategies from radar ECMs and ECCMs

offer a broad set of concealment and obfuscation methods
which will be explored in this paper. These include utiliz-
ing engineered materials for stealth [11] and spoofing signal
properties used for sensing [12].

Figure 1: Diagram of How Radar and Wi-Fi Transmit and Observe
Reflected Signals to Sense a Moving Target to Highlight Similarities

By examining the landscape of radar defense strategies and
evaluating their technical and practical relevance to Wi-Fi
environments, this work seeks to inform the design of new
privacy-preserving mechanisms that do not compromise the
communication functionality of Wi-Fi networks. The ob-
jective is to bridge concepts from radar ECMs and ECCMs
with the theoretical constraints of wireless communication,
encouraging innovative approaches to protect against illicit
sensing. This leads to the central research question:

What are the state-of-the-art radar defenses, and to
what extent can they be applied to counter
unauthorized Wi-Fi sensing?

The structure of this paper begins with a review of related
work in Section 2, which frames the broader research land-
scape and highlights the key contributions of this study. To
support the technical concepts that follow, Section 3 provides
essential background on both radar systems and Wi-Fi sens-
ing. This groundwork leads into Section 4, which presents a
novel taxonomy and survey of the discovered radar defense
techniques. Their relevance to Wi-Fi-based surveillance sce-
narios is critically examined in Section 5. Section 6 then syn-
thesizes the findings, highlighting promising directions for
future exploration. Broader ethical implications and princi-
ples of responsible research are considered in Section 7. The
paper concludes in Section 8 with a summary of key insights.

2 Related Work
Although defenses are well-established in radar systems, their
applicability to Wi-Fi sensing remains underexplored. Exist-
ing surveys often treat radar defenses and wireless commu-
nication security as distinct research domains, resulting in a
lack of cross-disciplinary understanding. This separation hin-
ders efforts to adapt radar-based defense strategies to address
emerging privacy risks in Wi-Fi sensing.

Reeshen et al. [13] provide a comprehensive survey
of radar defenses within the context of electronic warfare.
Their taxonomy spans a wide range of military ECM strate-
gies, particularly those tailored to modern battlefield envi-
ronments. However, many of these techniques rely on ag-
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gressive interference methods, such as jamming and decep-
tive emissions, that are fundamentally incompatible with the
operational constraints of civilian Wi-Fi networks. Build-
ing on their work, this paper shifts focus towards broader,
communication-preserving ECMs and ECCMs that can be
applied in typical Wi-Fi network settings.

Conversely, the Wi-Fi sensing literature primarily focuses
on enabling new applications rather than addressing adver-
sarial threats. Surveys by Ahmad et al. [14], Wei et al. [15],
and Miao et al. [16] highlight significant advances in activity
recognition, gesture detection, and environmental interaction.
However, these works largely overlook the privacy implica-
tions associated with passive sensing.

Liu et al. [17] present one of the most detailed reviews of
privacy countermeasures in Wi-Fi sensing, covering both pas-
sive and active techniques. Nonetheless, their scope remains
confined to the sparse approaches already developed specifi-
cally for Wi-Fi. In contrast, this paper adopts a cross-domain
perspective, drawing from the broader ECM and ECCM liter-
ature to examine whether strategies originating from the field
of radar can inspire a new class of defenses that preserve wire-
less communication while mitigating the potency of unautho-
rized sensing.

Thus, the key contributions of this work are:
1. A wide-reaching survey and novel taxonomy of radar

defenses, emphasizing their underlying mechanisms and
operational assumptions.

2. A theoretical analysis on the feasibility of adapting these
radar defenses to Wi-Fi sensing scenarios, with a focus
on preserving communication functionality while hin-
dering illicit sensing.

3 Background Information
This section lays the technical groundwork for comparing
radar systems and Wi-Fi sensing at the signal level, which
is essential for evaluating the potential of adapting radar de-
fenses to counter privacy threats in Wi-Fi environments. Sec-
tion 3.1 describes how radar systems actively probe the en-
vironment by transmitting signals and analyzing their reflec-
tions. Section 3.2 explains how Wi-Fi devices, although de-
signed for communication, can be adapted to infer similar in-
formation from passive signal observations under more lim-
ited conditions. The comparison between the two systems is
then presented in Section 3.3.

3.1 Overview of Radar Systems
Radar (Radio Detection and Ranging) is a sensing technol-
ogy that transmits radio frequency (RF) signals and processes
their reflections to infer object distance, motion, and shape
[18]. Widely used in military, automotive, and biomedical
contexts [19, 20], radar enables precise environmental mod-
eling through full control over the transmitted waveform.

Leveraging the flexibility in waveform design, many
systems employ Frequency Modulated Continuous Wave
(FMCW) signals, where the frequency varies over time ac-
cording to a known chirp function. This enables continuous
transmission while distinguishing signal reflections by their
time delay [21].

Motion is inferred through frequency shifts in the reflected
signal, known as Doppler signatures. More detailed motion,
such as limb movements or respiration, introduces subtle fre-
quency modulations named micro-Doppler signatures, which
provide intricate information about fine-grained motion pat-
terns [22]. To improve resolution, some systems operate in
the millimeter-wave (mmWave) band (30–300 GHz), where
wider bandwidths enable more precise spatial and motion es-
timation [23].

3.2 Overview of Wi-Fi Sensing

Wi-Fi networks are designed primarily for reliable and high-
throughput data communication. However, as RF signals in
Wi-Fi propagate, they interact with the environment through
reflection, scattering, and absorption. These interactions in-
troduce measurable perturbations that can be analyzed to in-
fer the presence, motion, and behavior of objects or individ-
uals. Wi-Fi sensing leverages this effect by repurposing stan-
dard devices to extract environmental information from regu-
lar data transmissions.

Most modern Wi-Fi sensing techniques rely on Channel
State Information (CSI), which describes how the wireless
channel affects a transmitted signal. CSI captures amplitude
and phase values across multiple frequency subcarriers in Or-
thogonal Frequency Division Multiplexing (OFDM) systems
[1]. In typical communication settings, CSI is used to correct
for signal distortions caused by multipath propagation, such
as reflections from walls or objects. However, because these
distortions change over time as the environment changes, CSI
can also serve as a fine-grained indicator of motion.

For each received packet, the CSI over L signal paths can
be modeled as a function of time H(t) by the relationship:

H(t) =

L−1∑
l=0

al(t)e
−j2πf

dl(t)

c (1)

where al(t) and dl(t) represent the amplitude and path length
of the lth multipath component, f is the carrier frequency, c is
the speed of light, and j is the imaginary number [16]. Since
Wi-Fi preambles are standardized and publicly known, adver-
saries can estimate CSI values passively by eavesdropping on
packet transmissions, without cooperation from the devices
emitting the signals [24].

3.3 Comparison of Radar and Wi-Fi Sensing

While both radar and Wi-Fi sensing analyze reflected RF sig-
nals, they differ in purpose, constraints, and signal design.
Importantly, Wi-Fi is governed by IEEE 802.11 standards,
typically operating in 20–80 MHz bands at 2.4 and 5 GHz
[23]. Radar systems, by contrast, use wider bandwidths for
higher spatial and temporal resolution. Even high-bandwidth
Wi-Fi protocols like 802.11ad/ay, which reach up to 2 GHz
at mmWave frequencies, remain optimized for throughput
rather than sensing. These differences complicate the direct
application of radar defenses to Wi-Fi environments. These
primary differences are summarized in Table 1.
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Table 1: Technical Comparison Between Radar and Wi-Fi Sensing

Aspect Radar Wi-Fi Sensing
Waveform Control Full control over

waveform design
Constrained by IEEE
802.11 standards

Bandwidth Typically 100s of MHz
to multi-GHz

Narrow (20–80 MHz),
except in 802.11ad/ay
(up to 2 GHz)

Signal Access Active measurement
(transmit and receive)

Passive estimation from
ongoing communication

Design Priorities Optimized for accuracy
in range and velocity

Optimized for
throughput and
efficiency

4 Survey of Novel Radar Defenses
This study takes an exploratory approach to assess the fea-
sibility of adapting radar-based defenses to Wi-Fi sensing.
Given the lack of defined, fixed terminology for radar de-
fenses, a broad, open-ended survey was conducted using the-
matic queries on radar deception, signal spoofing, Doppler
manipulation, and defensive techniques. Emphasis was
placed on recent, reputable work with novel contributions.
Strategies that disrupt legitimate communication, such as spot
jamming and barrage jamming, were excluded due to their in-
compatibility with Wi-Fi environments [10].

This paper develops a defense taxonomy through open cod-
ing, grouping radar techniques iteratively based on recur-
ring functional traits rather than fixed classifications. While
traditional schemes such as active versus passive [17] are
common, they often fail to capture hybrid or unconventional
methods relevant to Wi-Fi adaptation. To support the subse-
quent transferability analysis, nine state-of-the-art radar tech-
niques were identified. A limited selection of representative
papers was chosen to exemplify each technique. These tech-
niques were grouped into four functionally descriptive cat-
egories, as illustrated in the taxonomy of Figure 2. These
categories are further classified as either ECM or ECCM and
color-coded by their underlying objective: either obfuscation
(distorting signals), concealment-oriented (focus on stealth),
or hybrid (both). This taxonomy serves as the structure of the
literature survey, presented in Sections 4.1 through 4.4.

Figure 2: Proposed Taxonomy of Discovered Radar Defenses

4.1 Deceptive Jamming
Deceptive jamming encompasses a family of electronic coun-
termeasures that intentionally transmits distortions to mislead
a radar. These techniques introduce false or manipulated re-
turns into the signal environment, creating deceiving obser-
vations that reduce the reliability of adversarial sensing.

Doppler Spoofing
Doppler spoofing is a signal-level deception method that fal-
sifies motion cues in radar systems. By manipulating phase
or frequency characteristics of the radar signal, an adversary
can alter the perceived velocity of a target, thereby degrad-
ing motion-based classification, tracking, or filtering. Unlike
noise-based jamming, which indiscriminately overwhelms
the receiver, Doppler spoofing produces targeted and struc-
tured interference that mimics plausible physical behavior.

An effective approach to Doppler spoofing is path-length
modulation, where the adversary applies a controlled time-
varying phase shift to the reflected signal. This induces a
synthetic Doppler shift, causing the radar to interpret the tar-
get as moving at a false velocity. The spoofed signal model
proposed by Argyriou [12] to induce a spoofed velocity vsp
for the k-th subcarrier of an OFDM signal as a function of
time t is:

x(k)sp(t) = ej2πkδf
vsp
c t (2)

for a signal frequency δf , and c is the speed of light. This
modulation induces a Doppler shift corresponding to a ficti-
tious target motion, causing the radar to perceive a different
speed or trajectory. Simulations of this model verify degraded
sensing performance for slow-moving pedestrians.

In mmWave systems, Doppler spoofing has advanced sig-
nificantly due to the high resolution and short wavelengths in-
herent to these frequencies. A common approach involves in-
troducing controlled phase shifts between consecutive chirps
in FMCW radars, effectively altering the perceived motion of
a target. By manipulating inter-chirp phase coherence, an at-
tacker can generate spoofed Doppler signatures that cause the
radar to misinterpret velocity, such as perceiving a stationary
object as moving or vice versa. This technique is particularly
effective in autonomous vehicle radars, where motion estima-
tion depends heavily on the stability of phase relationships
across chirps, making them especially susceptible to struc-
tured, signal-level deception [25, 26, 27].

False Target Generation
False target generation represents the most advanced form of
deceptive jamming. Rather than merely distorting existing
signal features, these techniques synthesize entirely fictitious
objects that appear consistent with genuine radar echoes.

These methods have been prevalent in mmWave sensing
with systems such as mmSpoof used to mislead automotive
radars about the presence and motion of artificially generated
obstacles [28], and further applied to mimic vitals in health
monitoring using false micro-Doppler traces [25].

In Synthetic Aperture Radar (SAR) satellites, which gen-
erate high-resolution terrain imagery by combining suc-
cessive radar echoes, false target generation has been ex-
tended to deceive geospatial interpretation [29]. A widely
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used approach introduces fictitious objects through delay and
phase modulation, embedding them at specific coordinates
via time-modulated waveforms. SAR-domain algorithms
such as inverse range Doppler and adaptive delay modula-
tion have shown effectiveness in practical deception scenar-
ios [30]. Even in more advanced terrain-mapping systems
such as TOPSAR which incorporates progressive scans, stud-
ies demonstrate that these methods can produce fabricated
scenes with minimal statistical deviation from genuine terrain
data [31].

Machine learning models, particularly Generative Adver-
sarial Networks (GANs), have significantly advanced the re-
alism of false target generation. Systems like RF-Protect [32]
use GANs to generate signals representing realistic human
activity that deceive sensing systems. Similar techniques
have emerged in the SAR domain, where GANs are used
to generate terrain imagery with minimal statistical devia-
tion from real-world scans [33]. These methods represent the
current frontier of deceptive jamming, combining signal-level
manipulation with synthetic data to mislead sensing systems.

4.2 Metasurfaces
An increasingly explored class of electronic countermea-
sures uses metasurfaces, which are composite materials en-
gineered to suppress radar backscatter and conceal targets.
These engineered surfaces control electromagnetic wave be-
havior to reduce detectability, supporting both passive and
active cloaking strategies. This section surveys three key
categories: static cloaks with fixed electromagnetic proper-
ties, time-modulated metasurfaces with dynamic control over
wave interactions, and cognitive self-reconfigurable cloaks
that adapt to sensing conditions in real-time.

Static Cloaking
Static cloaking suppresses radar backscatter by modifying
how incident waves interact with a target. Techniques fall
into three primary categories:

1. Redirective Cloaks: Based on electromagnetic transfor-
mation optics, these guide waves around an object using
spatial coordinate mappings, creating apparent invisibil-
ity from select angles [34]. While conceptually power-
ful, they often require superluminal phase velocities and
are highly dispersive, making them narrowband and sen-
sitive to idealized conditions. Transmission-line imple-
mentations partially relax these constraints but remain
narrowband and sensitive to radar parameters.

2. Absorptive Cloaks: Instead of steering waves, these
dissipate energy through lossy, frequency-selective ma-
terials. Notable advancements include textile-integrated
metasurfaces, such as embroidery-based absorbers that
achieve up to 99% attenuation at designated frequen-
cies while preserving flexibility and sub-millimeter pro-
files [35]. These are well-suited for conformal and wear-
able applications.

3. Scattering Cancellation Cloaks: Also known as mantle
or plasmonic cloaks, these induce destructive interfer-
ence between genuine object reflections and engineered
surface reflections. They enable ultrathin designs but
typically trade off bandwidth and angle flexibility [34].

Together, these static cloaking strategies offer compact,
passive stealth capabilities, representing state-of-the-art pas-
sive radar countermeasures.

Time-Modulated Cloaking
Static cloaks are effective for stationary targets but struggle
under motion, as Doppler shifts reintroduce detectable signa-
tures. Time-modulated cloaking overcomes this limitation by
altering the temporal characteristics of scattered radar waves
to suppress Doppler-based detection. These methods ex-
ploit radar signal-processing assumptions, particularly those
in Moving Target Indicator filters, which depend on Doppler
cues to distinguish moving targets from static clutter.

One foundational approach, proposed by Kozlov et al. [36],
uses temporal phase modulation to cancel Doppler shifts
caused by radial motion. However, this method is limited
to narrow angles of incidence and assumes motion aligned
with the radar’s line of sight, making it unidirectional and
less adaptable to real-world scenarios.

Zhang et al. [11] extend this concept with a smart Doppler
cloak featuring real-time sensing and feedback control. Their
system dynamically adjusts modulation parameters based on
the direction and polarization of incoming waves, enabling
Doppler suppression across a broader angular and motion
range. Operating at carrier frequencies up to 6 GHz with
modulation allowing induced frequencies of 400 kHz, it can
mask high-speed targets under controlled, single-frequency
radar conditions. This architecture represents a significant
step toward adaptive cloaking and conceptually bridges to-
ward Reconfigurable Intelligent Surfaces, where sensing,
control, and multidirectional response are unified into mul-
tifunctional ECM platforms. However, the work critically is
only developed against monochromatic radars which operate
on single-frequencies. Adding support for varied-frequency
radars would likely significantly degrade the performance of
the experimental smart cloak.

Reconfigurable Intelligent Surfaces
An emerging extension of time-modulated cloaking involves
the use of Reconfigurable Intelligent Surfaces (RIS), also re-
ferred to in the literature as Intelligent Scattering Reflectors
(ISR) or cognitive metasurfaces. RIS architectures augment
traditional metasurface cloaks by integrating real-time sens-
ing and control capabilities. These systems employ arrays of
tunable reflective elements, guided by sensing algorithms, to
dynamically shape the wavefront of scattered signals in re-
sponse to changing environmental conditions.

As demonstrated by Xiong et al. [37], RIS can be syn-
ergistically combined with absorptive or imperfect cloaks to
overcome a key limitation of conventional time-modulated
designs: their restriction to radial motion relative to the radar
line of sight. By estimating the Angle of Arrival of incident
radar waves and adjusting the reflection phase across the ar-
ray, the RIS enables destructive interference along arbitrary
directions, supporting effective cloaking for targets with com-
plex trajectories or operating in heterogeneous environments.

Beyond concealment, RIS systems offer the unique poten-
tial to unify stealth and deception within a single platform.
While traditional cloaks seek only to suppress detectability,
cognitive RIS can simultaneously generate spoofed echoes,
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misleading radar systems about a target’s location or motion.
Wang et al. [38] propose such a hybrid ECM architecture,
in which the RIS is programmed to deflect authentic phase-
shifted signals mimicking the target’s true echo while concur-
rently producing false angle-dependent reflections that sim-
ulate decoys. This dual functionality effectively combines
signature suppression with angle-domain spoofing, offering
a versatile mechanism for electromagnetic obfuscation. As
such, RIS-based systems represent a paradigm shift in ECM
design, transitioning from passive cloaking surfaces to adap-
tive, multifunctional platforms capable of both evasion and
deception under real-world constraints.

4.3 Waveform Design
Waveform design stems from the field of dual radar and se-
cure communication systems. It modifies signal structure to
degrade an adversary’s ability to interpret intercepted or re-
flected transmissions. Although associated with Low Proba-
bility of Intercept (LPI) radar systems, this section focuses on
anti-recognition; unlike concealment-based LPI techniques
covered in Section 4.4, these strategies aim to obfuscate a
signal’s content. By leveraging encryption at the signal level,
the wave becomes unintelligible, thus simultaneously harder
to detect.

Non-Orthogonal Encryption
A core method in this space is frequency-based waveform
encryption, which introduces controlled distortion, often
through non-orthogonal subcarrier allocation. Salem et al.
[39] showed that violating OFDM orthogonality generates
deliberate inter-carrier interference (ICI), decryptable only
with a shared symmetric key. Without the key, attackers face
exponential complexity in decoding via vector-based maxi-
mum likelihood estimation, which is computationally infea-
sible with large key spaces.

Building on this, Xu [40] proposed Spectrally Efficient
Frequency Division Multiplexing (SEFDM), which increases
ICI by packing subcarriers more densely. This hides the struc-
ture of the subcarrier signals from adversaries while enhanc-
ing throughput. This approach compounds distortion in a way
that resists brute-force analysis of the wave properties.

Chaotic Modulation
Chaotic modulation employs time-domain encryption. Zhu
et al. [41] introduce chaotic waveform design using Pseudo-
Random Binary Phase Sequences (PRBPS), which inject
non-linear phase shifts into radar pulses. These waveforms
outperform traditional chirp functions in LPI characteristics,
broadening their utility where signal masking is insufficient.

Generative Adversarial Networks (GANs) have further
augmented waveform security with amplitude-controllable
perturbations that are superimposed onto the original wave-
form [42]. Whereas legitimate receivers can apply a demod-
ulation framework akin to decryption to bypass the perturba-
tions, the GAN learns to trick eavesdroppers, thus marking a
shift from static encryption toward adaptive, learned obfusca-
tion strategies.

Together, these techniques demonstrate how waveform de-
sign can embed complexity directly into the transmission it-
self, obfuscating radar signatures without resorting to jam-

ming or spectrum denial. As a radar ECCM strategy, wave-
form design offers a communication-preserving, scalable
path to degrading adversarial sensing in environments where
the waveform contains sensitive information.

4.4 Anti-Interception
Anti-interception techniques, another subset of Low Proba-
bility of Intercept (LPI) strategies, aim to reduce detectability
by adversaries. Two main approaches stand out: frequency
hopping and region-based beamforming.

Frequency Hopping
Frequency hopping is a foundational strategy for LPI, with
novel techniques prioritizing randomization and adaptivity:

• Randomized Hopping: By introducing non-
deterministic frequency changes, randomized hopping
schemes make it more difficult for adversaries to track
or spoof the radar signal. BlueFMCW [43] exem-
plifies this approach by using randomized sub-chirp
permutations and a phase alignment algorithm that
preserves coherent signal reconstruction despite that
rapid frequency hopping. This disperses spectral energy
across frequency bins, hindering eavesdropping while
maintaining full range resolution.

• Adaptive, Learning-Based Hopping: Reinforcement
learning enables dynamic hopping strategies that re-
spond to real-time interference. Modeling frequency se-
lection as a Markov decision process, Q-learning-based
methods [44] allow systems to learn optimal hopping
patterns based on observed jamming or eavesdropping
behavior. This adaptivity strengthens resilience against
evolving threats and marks a shift from static frequency
planning to resilient agility.

Together, these approaches highlight how frequency hop-
ping is transitioning from basic avoidance to intelligent,
eavesdropper-aware signal security.

Region-Based
Region-based techniques in radar use advanced beamforming
to spatially confine radiated energy, reducing signal leakage
into areas where adversaries could intercept or exploit emis-
sions. Inspired by secure wireless communication strategies,
these methods enhance Low Probability of Intercept (LPI)
and Detection (LPD) by precisely shaping the radiation pat-
tern to minimize electromagnetic signatures outside the in-
tended receiver’s zone.

Rapid Sidelobe Time Modulation (Rapid LSTM) is a tech-
nique drawn from the domain of secure communications. It
dynamically modulates antenna sidelobes over time to in-
troduce controlled signal distortion in non-target directions
[45]. This time-varying interference prevents adversaries in
adjacent spatial regions from reliably interpreting waveform
content, even if signal strength remains detectable. Unlike
traditional spatial filtering, which primarily reduces power
leakage, Rapid LSTM actively conceals waveform structure,
making intercepted signals difficult to reconstruct or classify.
By combining real-time beamforming with temporal modu-
lation, it substantially enhances LPI and LPD, increasing the
resilience of radar systems against adversarial detection.
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5 Transferring Radar to Wi-Fi Sensing
This section assesses the potential for adapting the surveyed
radar-based defenses to Wi-Fi sensing under the differences
outlined in Section 3.3. Each defense category from the tax-
onomy is theoretically evaluated based on existing literature
in the Wi-Fi domain in Sections 5.1 through 5.4. To assist the
analysis for each category, one or more of the five aspects that
follow are considered whenever relevant, applied as analyti-
cal lenses rather than rigid scoring criteria:

1. Standard compliance with IEEE 802.11 protocols

2. Communication impact on legitimate data

3. Hardware feasibility on commodity Wi-Fi devices

4. Resilience to adversarial suppression

5. Practical feasibility in real-world settings

5.1 Applicability of Deceptive Jamming
Among deceptive jamming techniques, false target genera-
tion emerges as the most promising approach for Wi-Fi sens-
ing environments. Compared to spoofing, it offers greater re-
silience to countermeasures, produces more realistic signals,
and maintains communication integrity.

Limitations of Spoofing Spoofing has already been investi-
gated in the domain of Wi-Fi sensing in various experiments.
Representative papers are CSI “fuzzer” by Jiao et al. [46]
which distorts CSI measurements with negligible through-
put degradation and the standard-compliant spoofing method
compatible with unmodified 802.11 devices by Cominelli et
al. [47]. These works illustrate the implementation feasibil-
ity and communication-preserving potential of spoofing, al-
though both approaches rely on detectable patterns, making
them vulnerable to suppression.

Chu et al.’s SnoopFi [48] exposes this vulnerability by
demonstrating how keyspace limitations and CSI Ratio Al-
gorithms can defeat several spoofing defenses, including ad-
vanced anti-sensing Wi-Fi frameworks such as WiCloak [49].
Their findings suggest that unless spoofing becomes more so-
phisticated, it remains exploitable by adversarial suppression.
This echoes a broader problem in Wi-Fi ECMs: defenses of-
ten evolve without anticipating an intelligent adversary’s re-
sponse. Blakely and Pethel [50] further reinforce this weak-
ness, showing that quantum noise-based methods can differ-
entiate real from spoofed signals, raising the bar for decep-
tion. Ultimately, spoofing largely lacks resilience, rendering
it predominantly inapplicable to Wi-Fi sensing.

Promise of False Target Generation In contrast, false tar-
get generation, especially techniques inspired by Synthetic
Aperture Radar (SAR), shows higher promise across all eval-
uation dimensions. Gusti et al. [51] successfully adapt SAR
deception techniques to OFDM-based radars, producing syn-
thetic reflections that obscure real activity. Their work ex-
tends Falcone et al. [52] who demonstrate SAR-like imaging
using ISAR in passive Wi-Fi radar, establishing a clear tech-
nical bridge between the domains. Unlike spoofing, which
perturbs isolated parameters, false targets recreate coher-
ent spatiotemporal signatures of realistic fake targets, better
aligning with the complexity of modern CSI-based sensing.

RF-Protect’s GAN-based signals which mimic human be-
havior [32] best demonstrated the applicability of deceptive
jamming against Wi-Fi. These learned patterns vary over time
and space, resisting adversarial suppression that exploits de-
terministic artifacts. When viewed alongside SAR-based de-
ception, RF-Protect exemplifies a shift in ECM design, from
spoofed path injection to complex fake environments. This
transition toward learning-based, realistic deception reflects a
growing recognition that ECM effectiveness hinges on mim-
icking, not masking, the underlying signal statistics of real
targets.

These techniques offer high-fidelity deception, standard
compatibility, and stronger resistance to adversarial infer-
ence. Although future work should address real-time de-
ployment on constrained devices and communication perfor-
mance, current evidence clearly favors this class of ECMs for
privacy protection in Wi-Fi sensing.

5.2 Applicability of Metasurfaces
Metasurfaces play a key role in radar countermeasures, yet
are often overlooked in Wi-Fi sensing. Existing defenses rely
mostly on signal obfuscation via Reconfigurable Intelligent
Surfaces (RIS), with minimal focus on cloaking. This section
examines the limitations of static metasurfaces, the potential
of dynamic cloaks, and how future RIS defenses could draw
from deceptive jamming to enhance wireless privacy.

Limitations of Cloaks Static cloaking techniques, includ-
ing transformation optics and transmission-line structures,
are fundamentally incompatible with indoor Wi-Fi sensing.
Their inherently unidirectional behavior, a consequence of
their reliance on radial motion relative to the radar, fails to
cloak the multipath, omnidirectional signals of Wi-Fi, limit-
ing their effectiveness in concealing presence or motion.

Absorptive metasurfaces, including textile-based designs
such as those by Yang et al. [35], may offer more practical
potential. These low-profile materials absorb signals from
multiple angles, which suits the spatial characteristics of Wi-
Fi environments. In principle, they could be used as wearable
privacy shields in settings that require controlled access, such
as high-security zones.

While this may inspire a novel set of defenses, realistic
applications deem it ultimately impractical. Entire physical
environments, including people and objects, would need to
be covered in such materials. The same pitfall limits the
implementation of time-modulated cloaks such as the smart
cloak [11]. This largely prohibits the realistic transferability
of cloaking metasurfaces in settings such as homes and of-
fices despite theoretical privacy enhancement.

Promise of Dynamic Surfaces RIS offer programmable
control over wireless reflections and have gained attention as
a platform for countermeasures in Wi-Fi sensing. Cigno et
al. [53] proposed a RIS-based system that introduces chaotic
backscatter to disrupt CSI. This is a trend further illustrated
by IRShield [54], a similar proposal for an RIS against Wi-Fi
sensing that suppresses CSI to reduce sensing detection rates
below 5 percent. While effective at degrading sensing accu-
racy, both methods are limited to obfuscation and show spa-
tial bias that may make its interference patterns predictable.
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Together, these works reflect a broader trend in RIS-based
defenses: current systems emphasize disruption over conceal-
ment, with minimal exploration of deceptive techniques. This
highlights an emerging opportunity to shift RIS research to-
ward hybrid strategies that combine suppression with actively
misleading sensing algorithms.

As RIS technology matures, future directions could move
beyond basic suppression and toward hybrid deceptive strate-
gies, limiting spatial bias discussed by Cigno et al. RIS could
be used to generate misleading CSI by redirecting or modi-
fying reflections. Drawing from the field of deceptive jam-
ming, GANs may be adapted to RIS contexts to fabricate re-
alistic yet false CSI traces that mislead sensing algorithms.
The shift from concealment in radar RIS to deception opens
new possibilities for hybrid metasurfaces in Wi-Fi sensing.

5.3 Applicability of Waveform Design
In radar systems, Section 4.3 on waveform design revealed
the significant effectiveness of signal-layer encryption. Meth-
ods such as non-orthogonal carrier interference and chaotic
sequence modulation obscure channel information, while au-
thorized receivers recover it using encryption keys. Applying
these techniques to Wi-Fi is challenging due to IEEE 802.11
standards, which restrict low-level waveform customization.
However, this constraint also encourages standard-compliant
reinterpretations and future protocol extensions, particularly
as the field of integrated sensing and communications contin-
ues to advance.

Feasibility of Waveform Encryption Despite IEEE
802.11 protocols imposing strict physical-layer constraints,
recent research demonstrates that waveform-based encryp-
tion is feasible in Wi-Fi with targeted modifications. Xu et
al. [40] implement a waveform-defined security framework
using SEFDM within an 802.11a-based network. Although
802.11a is outdated, its OFDM structure remains relevant to
modern standards, making their results broadly applicable.
In follow-up work, Xu [55] introduces phase obfuscation via
adjacent-subcarrier modulation, which degrades CSI-based
motion sensing while preserving communication.

Mohammed et al. [56] further extend this direction by
proposing a time-domain waveform encryption method, also
based on 802.11a. Although they acknowledge potential
brute-force vulnerabilities, they highlight how newer stan-
dards such as 5G and Wi-Fi 7 offer expanded key spaces
that improve resilience against adversarial suppression. Col-
lectively, these studies suggest that with modest protocol or
hardware updates, waveform-level defenses can be integrated
into network architectures.

Promise of Encryption in Wi-Fi Sensing WiShield [57]
presents a promising approach to encryption-based sensing
defense. It allows authorized devices to share cryptographic
keys to encrypt the waveform structure, enabling legitimate
sensing technologies such as smart-homes [3] while prevent-
ing unauthorized access to CSI. Although key exchange re-
mains a challenge, this trade-off is practically viable in typi-
cal Wi-Fi environments including smart homes or healthcare,
where seamless operation across trusted devices is essential.

Waveform design techniques, especially those using CSI
phase obfuscation and encrypted modulation, represent a
promising direction for Wi-Fi sensing defenses. The trans-
fer of the broader radar field of waveform design may of-
fer novel solutions unexplored in W-Fi sensing, from PRBPS
chaotic sequences to GAN-based waveform synthesis, em-
bedding advanced encryption forms directly into the physi-
cal layer. These approaches support secure, communication-
preserving defenses that leverage newer Wi-Fi standards for
wider key space thus even more security and resilience.

5.4 Applicability of Anti-Interception
Novel anti-interception techniques such as frequency hopping
and region-based defenses face significant challenges when
applied to Wi-Fi sensing. However, beamforming could serve
as a conceptual bridge to inspire hybrid defenses with other
surveyed defense categories.

Limitations of Frequency Hopping Frequency hopping,
used in early Wi-Fi through Frequency-Hopping Spread
Spectrum (FHSS), was eventually replaced by Orthogonal
Frequency-Division Multiplexing (OFDM) due to its nega-
tive impact on communication performance. FHSS intro-
duced coordination overhead, reduced spectral efficiency, and
struggled to scale in multi-user environments. This transi-
tion highlights how Wi-Fi prioritizes stable, high-throughput
communication over spectral agility.

These design constraints highlight the ineffectiveness of
frequency hopping as a privacy defense. Unlike radar systems
such as BlueFMCW, which benefit from wide and flexible
spectrum access, Wi-Fi operates in narrow, regulated bands
with strict protocol rules. As a result, frequency hopping
does little to obscure physical-layer features as CSI when
monitored by an adversary with a wideband receiver. Pi-
rayesh et al. [58] have already concluded that FHSS performs
poorly under modern interference and provides minimal re-
silience. Therefore, in the broader context of Wi-Fi sensing
defense, frequency hopping represents a legacy approach that
is unlikely to meet the performance, compatibility, or privacy
needs of contemporary networks.

Potential of Region-Based Techniques Region-based de-
fenses draw from radar strategies that manipulate signal di-
rection to control where information is leaked. In Wi-Fi, how-
ever, their effectiveness is limited as most wireless networks
use omnidirectional antennas to support broad coverage and
user mobility. Even when beamforming is available, adver-
saries can still extract useful data from multipath reflections,
which are central to Wi-Fi sensing. This makes it difficult to
fully restrict sensing based on direction alone.

Nonetheless, region-based techniques offer conceptual
value that could be transferred to Wi-Fi. Aegis [59], for ex-
ample, uses directional antennas to transmit spoofed Doppler
signals into areas where eavesdroppers may be present while
preserving signal integrity in a central “private zone.” This
selective interference provides spatial access control without
disrupting communication. This represents the possibility
for region-based methods to incorporate deceptive jamming
strategies; such hybrid defenses may offer resilient solutions
against Wi-Fi sensing if further researched.
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Table 2: Promising Radar-Inspired Defenses for Wi-Fi Sensing: Origins, Benefits, Limitations, Existing Work, and Future Directions

Defense Radar Domain Benefits Limitations Existing Wi-Fi Efforts Future Possibilities
False Target
Generation

SAR Satellites,
mmWave
autonomous vehicles

Controllable deception,
indistinguishable from
real targets

Computational cost,
limited on constrained
hardware

GAN-based RF-Protect
by Shenoy et al.

Integration into Wi-Fi
devices for Real-time
deployment

Reconfigurable
Intelligent
Surfaces

Cognitive
metasurfaces

Dynamic CSI
manipulation, spatial
control

Deployment cost and
spatial bias; complexity
in real-time coordination

Region-based IRShield
by Staat et al.

Hybrid with deceptive
jamming and improved
communication

Encrypted
Waveform

LPI radar Physical-layer privacy,
preserves
communication

IEEE 802.11 limits
flexibility; secure key
exchange required

SEFDM encryption by
Xu et al., Mohammed et
al. in 802.11a

Extend encryption to
new generation Wi-Fi
(i.e. Wi-Fi 7)

Hybrid
Region-Based
Beamforming

Rapid LSTM in
Antenna Arrays

Spatially confined,
preserves
communication zones

Requires specialized
hardware with spatial
awareness

Directional spoofing
with Aegis by Yao et al.

Hybrid with deceptive
jamming

6 Discussion
Although many radar defenses are not directly applicable to
Wi-Fi due to technical or practical constraints, the signifi-
cant analysis and discussion in Section 5 identifies a subset
of techniques with potential for enhancing Wi-Fi sensing pri-
vacy. Section 6.1 highlights the most promising of these ap-
proaches. This is followed by a discussion of the study’s lim-
itations in Section 6.2, and future research directions in Sec-
tion 6.3, guided by insights from emerging trends.

6.1 Cross-Domain Insights
The taxonomy in Section 4 answered the first part of
the research question on the state-of-the-art radar defenses,
whereas their applicability to Wi-Fi is addressed in Section 5.

Table 2 summarizes the most promising radar-inspired de-
fenses for Wi-Fi sensing, emphasizing both the technical
adaptability of specific techniques and the strategic value of
the broader categories they represent. Radar domains such
as SAR and mmWave systems proved especially relevant, of-
fering advanced deception strategies well-aligned with Wi-Fi
privacy needs. For instance, the growing field of SAR-based
false target generation shows especially strong potential for
misleading passive sensing in complex environments.

Among the surveyed techniques, four stand out as partic-
ularly transferable: false target generation, reconfigurable in-
telligent surfaces (RIS), encrypted waveform design, and hy-
brid region-based spatial control. Together, these approaches
provide a foundation for future Wi-Fi sensing defense re-
search that is adaptive, non-disruptive to communication, and
resilient to adversarial techniques.

6.2 Limitations
This survey set out an ambitious objective to bridge two ex-
pansive and technically complex domains, both of which are
fast-evolving and shaped by continuous research advance-
ments. As a result, several limitations must be acknowledged
regarding the scope and methodology of this work, which
constrain the extent to which the proposed defenses can be
directly adapted to Wi-Fi sensing.

• Physical Deployment and Experimentation: Many
surveyed papers are employ simulations, whereas real-
world constraints (e.g., latency, hardware limitations,
IEEE 802.11 compliance) may hinder implementation.

• Vulnerability to adaptive adversaries: Attackers capa-
ble of counter-adapting may reduce the long-term effec-
tiveness of the defenses.

• Non-exhaustive survey scope: A systematic review
was not feasible due to the lack of established terminol-
ogy previous to the discovered taxonomy.

6.3 Future Work
Future research should focus on advancing radar-inspired de-
fenses beyond conceptual proposals toward practical deploy-
ment in real-world Wi-Fi environments. The most promis-
ing radar-inspired defenses in Table 2 further outline sev-
eral promising directions that merit further research. Further
building on these insights, future research should prioritize
the following factors and emerging trends:

• Empirical validation: Develop physical implemen-
tations and test defenses in real-world Wi-Fi sensing
scenarios to evaluate performance under practical con-
straints and monitored communication impact.

• Generative AI Integration: Advance false target gen-
eration using emerging, state-of-the-art generative AI
models and methods for more sophisticated and plau-
sible fake object signal synthesis.

• Upcoming Wi-Fi Standard Integration: Align defense
techniques with the upcoming sensing-oriented IEEE
802.11bf, particularly addressing privacy risks of the
proposed mmWave bands (up to 60 GHz) [60].

7 Responsible Research
The covert and increasingly powerful nature of Wi-Fi sensing
raises important ethical and methodological considerations.
This section reflects on the broader implications of research-
ing defenses in this domain, particularly the potential conse-
quences of enabling malicious technologies. Section 7.1 out-
lines key ethical concerns, including the risks of misuse and
unintended societal impact. Section 7.2 then discusses the re-
producibility of this work, detailing the steps taken to ensure
transparency despite the open-ended and interdisciplinary na-
ture of the literature.

7.1 Ethical Considerations
This paper deals with several ethical considerations that are
crucial to consider when surveying radar systems and propos-
ing new directions for research in Wi-Fi sensing defenses.
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In accordance with the TU Delft Code of Conduct [61],
this work explicitly reflects on the value of integrity by criti-
cally assessing the consequences brought by researching and
proposing defenses in Wi-Fi sensing.

Privacy Preservation The fundamental problem of adver-
sarial Wi-Fi sensing poses exceedingly large ethical concerns
for unsuspecting people who may fall victim to passive hu-
man scanning. With the abundance of Wi-Fi networks, the
growing capabilities of Wi-Fi sensing previously discussed
threaten privacy. From through-wall pose estimation to pass-
word inference, the ever-increasing adversarial possibilities
exhibit serious risks. In surveying defenses for preventing
wireless sensing, this paper is firmly rooted in the ethical im-
perative to safeguard privacy.

Potential Misuse While this survey is driven by the goal of
protecting privacy, the potential adversarial misuse of the pro-
posed defenses must be acknowledged. Techniques intended
to block unauthorized sensing may also interfere with legiti-
mate applications, such as healthcare monitoring [2]. In par-
ticular, deceptive jamming methods like spoofing and false
target generation could be misused to distort medical data or
disrupt smart home systems by nefarious adversaries. Al-
though this risk of misuse cannot be ignored, the continued
development of defenses is imperative for privacy. Therefore,
developers of legitimate Wi-Fi sensing technologies must im-
plement safeguards to prevent malicious use and ensure sys-
tem integrity. These could potentially include the LPI tech-
niques discussed in this paper.

Electronic Warfare This paper draws upon radar research,
a field historically shaped by its military applications in elec-
tronic warfare [10]. While the intent is strictly to facilitate
cross-domain knowledge transfer, the structural and func-
tional similarities between radar and Wi-Fi sensing make it
plausible that advancements in the latter could inform fu-
ture developments in electronic warfare. This potential feed-
back loop raises ethical concerns, particularly regarding the
morally ambiguous use of military technologies. Nonethe-
less, given that electronic warfare research is significantly
more advanced and mature than that of Wi-Fi sensing, the
influence is predominantly unidirectional. It is therefore un-
likely that Wi-Fi sensing defenses facilitate electronic warfare
advancements, though worth considering.

7.2 Reproducibility
The open-ended nature of this survey makes it difficult to
enforce reproducibility, however, steps were taken wherever
possible to ensure it and mitigate biases.

Usage of Generative AI Due to the unresolved terminol-
ogy and open-ended nature of radar defense literature, tra-
ditional keyword-based searches in academic databases were
supplemented with thematic exploration using the Deep Re-
search feature in ChatGPT, an AI research tool used to un-
cover related concepts within radar defenses under varying
terminology, for example the largely equivalent use of RIS
and ISR across literature on cognitive metasurfaces.

To ensure reproducibility despite the non-deterministic
output if AI tools, Deep Research was used solely to broaden

the initial search scope. Any new research themes identified
through this process were critically reviewed then manually
surveyed in academic databases with the inclusion and exclu-
sion criteria from Section 4, thus mitigating any bias.

Grammatical and stylistic suggestions during the final re-
vision of the paper were additionally supported by AI tools.

Methodology Reflection As this work did not follow a for-
mal systematic review protocol, full reproducibility of the
survey process is not guaranteed. This limitation stems from
both the constrained timeline of the project and the absence
of an established taxonomy or well-defined set of defensive
techniques before the survey was conducted. Despite this,
the review was extensive, covering a broad range of relevant
literature. Transparency was prioritized by documenting both
included and excluded techniques. For instance, the exclu-
sion of jamming methods not aligned with the objective of
the survey was transparently documented in Section 4.

Although the selection process is not fully replicable, fu-
ture surveys would likely arrive at a similar high-level tax-
onomy given the breadth of the literature reviewed. While
the specific techniques selected for each category may reflect
some selection bias, this is mitigated by their role in illustrat-
ing broader trends. Alternative examples would likely high-
light similar patterns within each category.

Transparent Evaluation Criteria The adaptation of radar
defenses to the Wi-Fi domain may have introduced bias in
determining which categories were considered more appli-
cable. To reduce this risk and enhance reproducibility, five
clear evaluation aspects are explicitly stated at the beginning
of Section 5. Additionally, the adaptability analysis was sup-
ported by a brief secondary survey of existing literature in the
Wi-Fi sensing domain. This ensured that selected techniques
were grounded in prior academic work, helping to validate
their relevance and minimize subjective bias.

8 Conclusion
This paper discovered the state-of-the-art radar defenses and
explored the potential of adapting radar ECMs and ECCMs to
defend against privacy threats posed by Wi-Fi sensing. From
the surveyed radar literature, four categories of techniques
were proposed for a taxonomy of communication-preserving
defenses within the field of radar: deceptive jamming, meta-
surfaces, waveform design, and region-based techniques.

While many radar defenses were found incompatible
within the constraints of IEEE 802.11 standards, four stood
out for their adaptability. In particular, false target genera-
tion (especially using GANs), reconfigurable intelligent sur-
faces, encrypted waveform design, and hybrid region-based
spatial control emerged as promising directions for future re-
search. These techniques balance theoretical feasibility with
sensing degradation and offer a foundation for novel Wi-Fi-
compatible defenses for safeguarding privacy.

As Wi-Fi sensing grows more sophisticated and pervasive,
the prospect of ordinary wireless devices silently observing us
becomes increasingly unsettling. Yet, if an aircraft traveling
at supersonic speeds can evade the most advanced radar sys-
tems, may we not also devise the means to remain unseen?
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