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ABSTRACT The increasing penetration of Distributed Energy Resources (DER) expands the cyberat-
tack surface of power systems. This paper analyses, using PowerFactory, the impact and success of
MaDIoT 3.0 attacks in the PST-16model, a simplifiedmodel of the European system.MaDIoT 3.0 attacks are
a novel type of attack that manage to compromise both high-wattage IoT demand devices and DER devices at
the same time. The results indicate that the inclusion of distributed solar PV generation in the PST-16 system
reduces the success ratio and impact of load-altering MaDIoT attacks when compared to the same system
without DER, mainly due to an increment of the initial voltages. For MaDIoT 3.0 attacks, the demand had a
more significant influence on the attack’s success than DER in the PST-16 system. Distributing the attacked
demand across more buses or targeting the demand from other areas would decrease the success ratio of the
attack. Therefore, the local scalability and replicability of vulnerable high-wattage demand devices in the
analysed system become more critical than their distributed deployment in larger areas.

INDEX TERMS Cyberattack, power system dynamics, MaDIoT, load altering attacks, distributed energy
resources, power system stability.

I. INTRODUCTION

THE issue of cybersecurity in power systems has gained
attention in recent years. With the increasing deploy-

ment of Internet of Things (IoT) devices and Distributed
Energy Resources (DER), cyberattacks are not limited to
just utilities’ Supervisory Control And Data Acquisition
(SCADA) systems. Instead, attackers may also take advan-
tage of the weaknesses present in these devices. Furthermore,
the monitoring of high-wattage devices such as electric vehi-
cle charging points may not be consistently conducted by the
System Operator (SO) [1].

Cyberattacks that manipulate demand—such as load-
altering attacks [2], [3] and MaDIoT (Manipulation of
Demand via IoT) attacks [4]—can disrupt grid stability
by triggering load shedding or generator protection mech-
anisms [5], [6], [7], [8], [9], [10], or by distorting energy
markets [11]. However, the success and impact of these

attacks are highly dependent on the characteristics of the
power system under attack [12], [13].

In parallel, DERs—such as solar PV installations—are
increasingly integrated into distribution networks and are
also vulnerable to cyberattacks. These attacks can target
DER communications [14] or devices themselves [15],
potentially causing voltage regulation issues [16], transient
frequency instability [17], [18], or even forced disconnec-
tions through compromised inverters or abnormal voltage
conditions induced [19]. In particular, Bräunlein and Melette
demonstrated at the 38th Chaos Communication Congress
that the unencrypted radio signals used by DERs can be
exploited to compromise renewable energy facilities [20].
Technologies such as Radio Ripple Control, widely used in
central Europe [21], [22], are particularly susceptible.

Despite the growing research on attacks targeting demand
or DERs, no prior research has analysed the potential impact
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of combined cyberattacks on both demand-side IoT devices
and DERs. This constitutes a research gap, especially as
smart grid technologies increasingly integrate these com-
ponents through Energy Management Systems (EMS) that
monitor and control high-wattage devices (e.g., through home
automation systems [23]) and distributed generation.

This paper addresses this gap by introducing and analysing
MaDIoT 3.0 attacks, a new class of coordinated cyberat-
tacks that simultaneously target high-wattage IoT demand
devices and DERs. As Figure 1 depicts, this concept
represents an evolution of the original MaDIoT attack
(MaDIoT 1.0) proposed by Soltan et al. [4], and the more
sophisticated MaDIoT 2.0 variant by Shekari et al. [24],
which assumed advanced attacker knowledge. In contrast,
MaDIoT 3.0 explores the compounded effects of disrupting
both demand and generation resources, reflecting a poten-
tially more damaging threat scenario. MaDIoT 2.0 attacks are
out of the scope of this paper because the assumption that the
attacker has advanced knowledge about the systemmodel and
parameters, and access to dispatch information, is a strong
hypothesis, since this information is usually well protected
by the system operator.

FIGURE 1. Evolution of MaDIoT attacks. MaDIoT 3.0 attacks are
first explored in this paper.

The objective of this paper is to answer the following
Research Questions (RQ) that, to the best of authors’ knowl-
edge, are not addressed in the literature:
RQ1: How does the presence of distributed solar PV gener-

ation affect the success of MaDIoT 1.0 attacks?
RQ2: What is the success and impact of MaDIoT 3.0

attacks compared to MaDIoT 1.0 attacks in the same
system model?

To answer these questions, this article provides:
• A detailed analysis of the success and impact of
MaDIoT 1.0 attacks in a new version of the PST-16
model that includes distributed solar PV generation
in one area, enabling the assessment of how DERs
influence the outcomes of such attacks. In this paper,
an attack is considered successful if it manages to
activate at least one electrical protection, which would
disconnect loads or generators from the system.

• The definition and assessment of the success and impact
ofMaDIoT 3.0 attacks, which combine demand-side and

DER-side attacks. To the best of the authors’ knowledge,
this is the first study to explore such coordinated attacks.
Multiple scenarios are analysed, including multi-area
and distributed demand attacks, expanding previous
related research.

This paper is organised as follows. Section II first describes
the modifications made to the PST-16 for the analysis in this
paper (detailed in Appendix A), the protections considered,
the adversarymodel, and the attackmodel and simulation sce-
narios. Section III presents and discusses the results obtained
and Section IV outlines some possible measures to minimise
the risk and impact of attacks. Finally, Section V draws
conclusions.

II. MATERIALS AND METHODS
This section describes the assumptions, characteristics, and
scenarios for the analysis.

A. TEST SYSTEM
In this paper, the PST-16 Benchmark System [25] is used for
the analysis. The base PST-16 PowerFactory system model is
available as part of the supplementary material in [25]. This
system consists of three areas (A, B, C) and 66 buses with a
total base load of 15565 MW active power and 2225 Mvar
reactive power. The electrical frequency is 50 Hz, since
it represents a simplified version of the European system.
Areas A, B, and C represent north, central, and southern
Europe, respectively [13]. The demand in area C (7465 MW)
is greater than its generation capacity (6125 MW), so it needs
power imports from A and B through two lines. Line A-C
has a capacity of 1572 MVA and line B-C has a capacity
of 2476 MVA.

This system implements the constant impedance load
model and no changes were made to the models of bulk
generators (i.e., nuclear, hydro, and coal) [25].

For the analysis of the impact of MaDIoT 3.0 attacks on
the system, distributed solar Photovoltaic (PV) generation
has been included in area C to buses that only have loads
connected (no bulk generation), so that this generation is used
for self-consumption within the node. Area C was selected
because of:

a) Its representation of southern Europe in the PST-16
benchmark model. Spain’s available data on distributed
solar PV penetration was extrapolated (details in
Appendix A).

b) Its mismatch between active load and maximum bulk
generation capacity. Area C has less local generation
capacity than other areas.

c) The moderate success ratio of MaDIoT 1.0 attacks
obtained by [13] for this area. This allows for a better
comparison of the impact of the attack when considering
solar PV generation.

Figure 2 shows a simplified diagram of area C with the
placement of distributed solar PV generation.
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FIGURE 2. Simplified diagram of area C in the PST-16 system with distributed solar PV included.

The penetration degree of DER that is applied in this
paper corresponds to the one estimated for Spain for the year
2030 (10% of the demand supplied by distributed solar PV
generation). Since area C represents the South of Europe, this
value was calculated by extrapolating actual data about solar
PV generation connected to up to 145kV in Spain.

To estimate the penetration level of distributed solar PV
generation in Spain in 2030, data updated by the Spanish
regulator in March 2023 [26] has been used. The expected
increase for 2030 is estimated by using information published
by the Spanish Transmission System Operator (TSO) (i.e.,
Red Eléctrica de España) on the generation that has per-
mission and is awaiting for connection to the distribution
network; it is safe to assume that this generation will be
operational by 2030 [27]. Based on this, it is estimated that by
2030 the penetration level of distributed solar PV generation
will be 10%. Appendix A describes how the estimated value
of 10%has been obtained, and Table 11 in the appendix shows
the solar PV capacity that is connected to each bus in area
C, summing up 546.5 MW. For simplicity, this generation
has been represented within PowerFactory by means of static
generator models with constant reactive power control. Since
DER is included, the bulk generation has to decrease. It was
assumed that the penetration of distributed solar PV genera-
tion in Area C displaces two conventional generation units,
while the remaining bulk generation (23 units in Area C)
maintains its maximum power output unchanged.

B. PROTECTIONS
Four protection types are considered: overvoltage protec-
tions, undervoltage protections, an Under-Frequency Load

Shedding (UFLS) scheme, and an Over-Frequency Generator
Rejection (OFGR) protection.

1) OVERVOLTAGE AND UNDERVOLTAGE PROTECTIONS
These protections disconnect loads when the voltage exceeds
(F59 phase overvoltage protection) or is below (F27 phase
undervoltage protection) a predetermined value. Overvoltage
protections actuate when voltage exceeds 1.1 p.u for 10s,
whereas undervoltage protections trip when voltage is below
0.85 p.u for 10s.

2) UFLS PROTECTION
This protection scheme gradually disconnects loads from the
system as the frequency drops below certain levels, as shown
by Table 1.

TABLE 1. UFLS scheme applied; (frequency vs. load to be shed).

3) OFGR PROTECTION
To protect generators, this protection is activated when the
frequency measured on the generator bus reaches 51.7 Hz,
similar to that used in [8] and [13]. These protections discon-
nect the corresponding generator from the power system.

C. CRITERIA for ATTACK SUCCESS
As in [13], the attack is considered successful if, at the end
of the simulation, any loads have been disconnected due to
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UFLS, overvoltage, or undervoltage protections or if any
generators have been disconnected due to OFGR protections.
This criterion is similar to that in [7]. Therefore, to measure
the success in each scenario, the success ratio is calculated as
indicated by Equation 1.

Success ratio =
# of successful attacks
# of attacks simulated

(1)

D. ADVERSARY MODEL
Table 2 illustrates the adversary model based on the guide-
lines provided by [28]. The adversary’s knowledge is
assumed to be limited, and they do not have physical access
to the assets (referred to as non-possession adversary access).
The attacks involve targeting high-wattage IoT devices under
MaDIoT 1.0 attacks, activating them (1 bot = 3kW) and
targeting solar PV generators under MaDIoT 3.0 attacks, dis-
connecting them from the system. The attacker is considered
to possess significant resources, tools, and skills to execute
the attack (classified as class II in [28]). It is important
to note that, in this paper, the attacker is assumed to have
compromised the devices and installedmalware for command
and control, allowing them to manipulate a large number of
devices.

TABLE 2. Considered Manipulation of Demand through IoT
(MaDIoT) adversary model based on guidelines by [28].

E. ATTACK MODEL AND SIMULATION SCENARIOS
The attack model for a MaDIoT 3.0 attack is presented in
Table 3, based on the guidelines by [28]. This model is sim-
ilar to the one for MaDIoT 1.0 attacks [13], [28]. However,
control servers of DER could also be part of compromised
assets, and attack techniques would also include ‘‘module
firmware’’ to modify the control objectives of DER inverters.
The functional level of the attack would be 1 (manipulation of
control networks) or 2 (local networks overseeing processes).

Based on the adversary and attack model, a MaDIoT 3.0
attack would involve three steps: (1) identification and scan-
ning of vulnerable IoT, DER devices, and related control and
communication systems using known exploits or default cre-
dentials; (2) installation of malware or remote access trojans
(RATs) to establish a botnet; and (3) coordinated activation
or disconnection of devices via command-and-control (C2)
servers. The attacker does not require real-time grid data but
relies on general knowledge of device types.

Therefore, the attacker can initiate a MaDIoT 3.0 attack
by sending commands to IoT devices to increase demand

TABLE 3. Considered MaDIoT 3.0 attack model based on the
modelling guidelines by [28].

(e.g., turning on EV chargers), while simultaneously dis-
connecting DERs by issuing false control signals. This
dual-action strategy is expected to increase the net load on
the system, potentially triggering protection mechanisms or
instability in the system. As indicated previously, the analysis
in this paper does not focus on how the MaDIoT attack is
performed, but on its impact on the power system assuming
that an attacker managed to perform it.

Table 4 summarises the characteristics of the scenarios
analysed in this paper. To improve the readability and under-
standing of the results in Section III, the name of each
scenario follows the pattern depicted in Figure 3. On average,
each scenario counts with ≈ 600 simulations (except for
those scenarios considering area A and B, where the maxi-
mum number of combinations is smaller than 600).

FIGURE 3. Explanation of the pattern followed for the names of
the scenarios.

As in [13], the nodes to which the compromised loads are
connected are selected randomly (uniform distribution) every
time a simulation is executed, in a Monte Carlo-like way.
The first eight scenarios in Table 4 consider that the loads
attacked are distributed into three nodes, so that the increase
in demand per node is significant during the attack. This
allows us to compare the results with those obtained in [13].
Since the PST-16 system implements a constant impedance
load model, the amount of demand increased by the attack
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TABLE 4. Scenarios analysed for the PST-16 system with 546.5 MW (10% of demand in Area C) of distributed solar PV connected in
Area C.

would be theoretical: the effective one in the simulation will
depend on the behaviour of voltages. The impact on the power
system is expected to decrease when the attack is spread
across a larger number of nodes while maintaining the same
botnet size; to assess the effect of this, the last three scenarios
double the number of nodes involved to six.

Regarding the attack to DER, the simulation program
selects the nodes whose DER power, when aggregated,
is equal to the indicated value in the scenario. This means that
there are no partial disconnections of DER within the same
bus: if the bus is selected, all its DER are disconnected in the
attack.

The first three scenarios (3C1500_0, 3C1350_0, and
3C1200_0) aim to evaluate the impact of MaDIoT 1.0 attacks
(i.e., only demand is compromised) on the system with dis-
tributed solar PV generation. Since the connection of DER
modifies the initial state of the system from the one used
in [13], a different response to the attack and different success
ratios can be expected.

The next three scenarios (3C953_546, 3C1225_225, and
3C525_525) allow the analysis of the impact of MaDIoT 3.0
attacks that combine demand and DER attacks performed
at the same time. This means that the attacker manages to
increase the demand and, at the same time, disconnects dis-
tributed solar PV generation.

In addition to this, five additional scenarios are considered
to gain additional insight on the impact of MaDIoT 3.0
attacks. Two scenarios (3A953_546 and 3B953_546) allow
to analyse the impact when the compromised demand and
the compromised DER do not belong to the same area. This
may be the case if an attacker only managed to find and
exploit vulnerabilities in technologies, systems, or devices
that were replicated more extensively in certain regions, such
as Radio Ripple Control technologies in central Europe [21],
[22]. The remaining three scenarios (6C1500_0, 6C953_546
and 6C1500_546) allow to analyse the impact of doubling
the number of nodes attacked while keeping the botnet size
invariant.

DER-only attacks (e.g., 3C0_546) are discarded from the
analysis, since the disconnection of all the DER connected

TABLE 5. Hypothesis test for the success ratio in the base
PST-16 system without DER (π1) and the success ratio in the
PST-16 system with DER (π2).

(546.5 MW) would not be enough for the attack to activate
protections in the system, having a null success ratio, based
on the results in [13] when performing MaDIoT 1.0 attacks
to area C of PST-16 without DER.

III. RESULTS
This section presents the results when simulating the attack
scenarios defined in Table 4 to answer the two RQs presented
in the introduction of this paper.

A. RQ1: HOW DOES the PRESENCE of DISTRIBUTED
SOLAR PV GENERATION AFFECT the SUCCESS of
MaDIoT 1.0 ATTACKS?
To answer this question, the success ratio of MaDIoT
1.0 attacks (only demand is compromised) is analysed when
the PST-16 systemmodel includes DER generation and when
it does not (i.e., original PST-16 model).

Figure 4 shows the success ratios of MaDIoT attacks in
scenarios 3C1500_0, 3C1350_0, and 3C1200_0 compared to
the success ratios obtained for the base PST-16 system model
(without distributed solar PV connected) in [13].

It can be seen in Figure 4 that, for the three scenarios,
the success ratio of MaDIoT 1.0 attacks in the system with
distributed solar PV generation connected in area C is signif-
icantly lower than in the system with only bulk generation.
This is statistically validated with a significance of 5% by the
hypothesis test results shown in Table 5.
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FIGURE 4. Success ratio of MaDIoT 1.0 attacks (demand compromised) in the PST-16 system
with and without DER.

The success ratio only becomes relevant when 500k bots
are attacked (3C1500_0), which constitutes a significant
demand increment.

While it is true that replacing synchronous bulk generators
with inverter-based DERs reduces system inertia, previous
research has shown that MaDIoT 1.0 attacks in area C mainly
affects generators’ rotors and voltage dynamics [13]. This
suggests that inertia is not the dominant factor that influ-
ences the outcome of the attacks in area C of the PST-16
system. Inertia primarily affects the power system’s ability
to resist rapid frequency deviations. However, an overview
of the power system dynamics in the scenarios for the
PST-16 system with DER indicates that the available syn-
chronous generation is sufficient to stabilise the frequency
within acceptable limits after the attack and frequency-related
protections are not triggered.

Therefore, in the PST-16 system with DER, the instability
appears to be related to the voltage and rotor angle dynamics,
as it was the case for the original PST-16 without DER.
Figure 5 shows that the connection of DER with constant
reactive power control in area C increases the voltages of the
nodes (average increase of 0.99%), putting the system in a
better initial state to face the attack. This improved voltage
level likely contributes to the lower success ratio observed in
the DER-integrated system.

However, the success ratio may not be indicative of the
impact of the attack: low success ratios could represent crit-
ical consequences (e.g., full blackout of the system) while
high success ratios could represent a minor effect (e.g., just
one protection activated). To gain an understanding of the
magnitude of the attack’s impact on the PST-16 system with
DER, the simulated case with the most significant effect is
analysed.

Figure 6 plots the frequency (Hz), the voltages (p.u), and
the relative rotor angle (degrees) of generators in area C (with
respect to the reference generator) against time when facing
an attack defined for scenario 3C1500_0. The time of the
attack (t = 0.5 s) is indicated by ‘‘*’’ in the x-axis. For the

FIGURE 5. Comparison of bus voltages in area C when DER is
connected.

frequency and voltages, only the information for five buses
is plotted, including the buses to which the attacked loads are
connected (loads 27, 30 and 34 connected to buses C13, C14a
and C16, respectively), to keep the figure visually simple.
Regarding the relative rotor angle, only three generators of
area C are represented.

The results in Figure 6 demonstrate that the attack has a
small effect on frequencies because the system has enough
generation capacity. Frequencies slightly drop below 50 Hz
for a few seconds before returning to the nominal value.

On the contrary, the voltage magnitudes of the targeted
buses progressively decrease. The voltage magnitude of bus
C13 falls below the limit of the voltage protection (0.85 pu)
by t ≈ 6s, resulting in undervoltage load shedding. The
initially destabilizing impact of the attack on the voltage can
also be observed in the rotor angles as shown in the bottom
plot of Figure 6. The rotor angles of the generators of area C
start diverging with respect to the reference generator right
after the attack, accompanying the progressive decrease in
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FIGURE 6. Frequency, voltages, and relative rotor angle of
generators in scenario 3C1500_0. Simulation run with the
greatest impact. Attack at t=0.5s (indicated by *).

the voltages of the area. The undervoltage load disconnection
of 600MWby t ≈ 16s achieves stopping the voltage decrease
in particular and stabilizing the system in general. The load
disconnection brings voltage magnitudes back within normal
operation values. Steady state frequency remains slightly
above 50Hz due to the absence of a secondary control. OFGR
protections do not need to actuate. In this case, by the end of
the simulation the systems ends upwith 188MW less demand
than before the attack (1.2% decrease). This is a much lower
impact than the one presented in [13] for the system without
DER, where the demand decreased 20% with respect to the
initial demand.

In addition to this case, to validate this insight, a case has
been simulated in which the same loads that were attacked
in the highest-impact case in [13] are targeted for the system
with DER; the results obtained show that the attack would not
be successful (i.e., no protections were activated) under these
new conditions.

However, when simulating the case presented in Figure 6 in
the base PST-16 system without DER, the attack is successful
and causes the disconnection of ≈ 2GW of generation and
the disconnection of more than 2GW of demand, decreasing
the demand of the system in ≈ 13% with respect to the
initial demand. This means that the presence of only 546MW
of distributed solar PV in area C in substitution of bulk
generation units has a great positive effect on the stability of
the PST-16 system when facing MaDIoT 1.0 attacks.

In other words, MaDIoT attack studies should consider
the increasing presence of distributed solar PV generation to
generate meaningful results.

B. RQ2: WHAT IS the SUCCESS AND IMPACT of MaDIoT
3.0 ATTACKS COMPARED to MaDIoT 1.0 ATTACKS in the
SAME SYSTEM MODEL?
Once the impact of distributed solar PV generation on
the success ratio of MaDIoT 1.0 attacks has been anal-
ysed, the impact of performing combined attacks tar-
geting high-wattage IoT demand and solar PV inverters
(MaDIoT 3.0 attacks) is assessed and compared against
MaDIoT 1.0 results in the PST-16 system with DER.

Table 6 shows the success ratio of MaDIoT 3.0 attack
scenarios and their confidence interval for α = 0.1. Scenario
3C953_546 just presents 2% of successful attacks. This is
lower than the success ratio obtained for scenario 3C1500_0
(12.5%), despite both are equivalent in terms of total power
affected (≈ 1500MW ). This means that the amount of
demand attacked, distributed in just three nodes of area C,
has a greater influence on the success ratio of the attack
than attacking all the DER connected to area C (546.5 MW).
This can also be appreciated in scenario 3C525_525, with a
null success ratio, and in scenario 3C1225_225, where suc-
cess slightly increases when increasing the demand attacked.
In these scenarios, while demand attacks are focused on three
nodes, the DER that are attacked are distributed along area C
so they have less impact on the probability of success for the
attack. From a physical point of view, large voltage decreases
in a few nodes affects more negatively to the system than
small voltage decreases in many nodes.

TABLE 6. Success ratio of MaDIoT 3.0 attacks on area C.

To analyse the perturbation that MaDIoT 3.0 attacks cause
to the system in these scenarios, subfigures 7a and 7b show
the frequency, voltages, and relative rotor angle of generators
for the highest impact cases of scenarios 3C953_546 and
3C1225_225, respectively. A case for 3C525_525 was not
plotted due to the lack of success of MaDIoT 3.0 in that
scenario.

Both cases depicted by subfigures 7a and 7b show a similar
perturbation in the system after aMaDIoT 3.0 attack. In terms
of frequency, the mismatch between demand and generation
caused by the attack provokes some small oscillations in
the electrical frequency registered in the buses, not enough
for the activation of frequency protections. As the attack
increases power demand and disconnects DER, voltages of
the buses will drop depending on their proximity to the
compromised assets. Those buses that provide connection to
compromised loads and solar PVs may experience greater
voltage drops, which in some cases cause the activation
of the assigned undervoltage protections after ten seconds,
as can be appreciated in 7a and 7b. In the 3C953_546 case,
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FIGURE 7. Frequency, voltages, and relative rotor angle of generators for the highest impact cases of scenarios 3C953_546 (a),
3C1225_225 (b), 3A953_546 (c).

125 MW (≈ 0.8% of initial demand) are disconnected by
the undervoltage protections; in the 3C1225_225, 105 MWs
(≈ 0.7%) are disconnected. As opposite to the MaDIoT
1.0 case analysed in the previous section (Figure 6), in these
cases (3C953_546 and 3C1225_225) no voltage instability
is appreciated in the voltage plot, which is also in line with
what is shown by the relative rotor angle plot. Although
there are some oscillations in the relative rotor angle of the
generators in the area during the first 4-5 seconds after the
attack, they become stable before and after the activation
of the undervoltage protections, indicating that the available
generation is able to keep voltages stable. Despite the fact
that the theoretical magnitude of the attack is practically the
same in the analysed MaDIoT 1.0 and 3.0 cases, the different
contribution of loads and DER to the attack is behind the
different behaviour of the system, showing the predominant
effect of the amount of compromised demand on the impact
of the attack.

The scenarios in Table 6 consider that the compromised
demand is in the same areas as the attacked DER. However,
apart from the DER in area C, an attacker may only have
access to high-wattage IoT devices of the demand of other
areas (A and B) for different reasons (e.g., socioeconomic
aspects, better replicability of the systems, etc.). This arises
the question of what would happen if compromised demand
and DER are not in the same area in a MaDIoT 3.0 attack.
To assess this, Table 7 shows the success ratio of MaDIoT 3.0
attacks when the targeted demand is in different areas of the
system (A, B or C) while the targeted DER remains in area C.
The three scenarios define attacks on the same amount of
demand and DER.

TABLE 7. Success ratio of MaDIoT 3.0 attacks on different areas.

Attacks on demand of areas A and C have different success
ratios (5.95% and 2%, respectively). However, in terms of
impact, the perturbation caused in the 3A953_546 is similar
to when the demand attack takes place in area C. Sub-
figure 7c shows the frequency, voltages, and relative rotor
angle of generators for the highest impact case of scenario
3A953_546. Despite the frequency drop is more noticeable,
it is still within the security margin before the activation
of frequency protections. Some undervoltage protections are
activated (disconnecting 200 MW, ≈ 1.3%), but voltages and
rotor angles remain stable. Therefore, scenarios 3A953_546
and 3C953_546 are found similar in terms of impact. This is
explained by the fact that, in the initial conditions of the PST-
16 system, area C greatly depends on the support of area A
to satisfy its demand: if local demand in area A increases as
a result of an attack, this support is reduced. This is in line
with the observations of previous research [13], where area A
presented a high success ratio for MaDIoT 1.0 attacks due to
its initial voltage conditions, turning it into a vulnerable area
for this type of attacks.

However, if the attacked demand is in area B, the success
ratio based on the simulated attacks is 0%, having null impact.
Therefore, performing multiple-area MaDIoT 3.0 attacks do
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not significantly increase the success ratio nor the impact in
the PST-16 system under the analysed conditions.

Finally, it should be considered that the attacker may have
access to the same amount of demand bots but distributed
among more nodes in the system. For this, the success ratio
of MaDIoT 3.0 attacks is evaluated when increasing from
three to six the number of nodes to which the attacked
demand is connected. This would be the case if the vulnerable
high-wattage IoT devices are more distributed along area C
(i.e., better replicability in this area). This also allows to
slightly equate the conditions of the attacked demand to
the conditions of the attacked DER, which was identified
above as one of the main causes for the different impact of
the two targets. Table 8 shows the success ratios (and their
confidence interval) for scenarios 6C1500_0, 6C1500_546
and 6C953_546.

TABLE 8. Success ratio of MaDIoT 3.0 attacks when considering
six buses for the attacked demand.

It is remarkable that merely attacking demand in six
nodes dilutes the success ratio to 0%, compared to the
12.5% obtained when considering three nodes (3C1500_0
in Figure 4). This confirms that the large voltage decrease
caused by increasing the demand on a few nodes has a
greater impact than a smaller voltage decrease in many
nodes. To increase the success ratio, it should be combined
with attacks to the DER to increase the impact on voltages,
as scenario 6C1500_546 shows. In this case, less demand
per node is compromised (but in more nodes), and all the
DER is attacked, achieving a success ratio of 38.8% for a
theoretical attack magnitude of ≈ 2GW . The impact also
increases significantly with respect to other MaDIoT 3.0
scenarios analysed: in the worst case simulated in scenario
6C1500_546, whose dynamics are shown in Figure 8, gener-
ators are unable to keep their relative rotor angle constant,
causing a voltage collapse and the activation of OFGR
protections (2.85 GW of generation get disconnected) and
undervoltage and frequency protections of loads, which dis-
connect 2.29 GW (≈ 15%) of the demand to protect the
system. This could potentially lead to a wide area blackout
in an actual power system.

The results presented in this section provide interesting
scalability and replicability insights about the connection of
DER to area C of the PST-16 system and its impact on
MaDIoT attacks. MaDIoT 1.0 attacks do not replicate the
success and impact when 10% DER is connected, mainly
because the buses in area C have higher voltages as a con-
sequence of this connection.

FIGURE 8. Frequency, voltages, and relative rotor angle of
generators for the highest impact cases of scenarios
6C1500_546.

When performing MaDIoT 3.0 attacks in the PST-16 sys-
tem, it was observed that the amount of demand attacked had
a greater influence on the success ratio than the attackedDER,
although the latter was relevant to achieve some success.
On the other hand, attacking the demand in areas different
from where DER is attacked would not increase the success
ratio of the attack. In the same way, distributing the attacked
demand betweenmore buses would significantly decrease the
success ratio, unless larger attacks are carried out.

IV. COUNTER MEASURES
Although it is impossible to eliminate the risk of suffering a
MaDIoT-type attack, the adoption of some measures could
significantly help to minimise it.

The most basic measure is to improve the security level of
IoT devices by design. Especially for IoT devices at the con-
sumer level, manufacturers usually do not add many security
features to their products, which is combined with the lack of
knowledge of most users about adopting good cybersecurity
practices to properly protect their devices [29]. For DER
devices, more security regulation should be developed [30].

In Europe, the European Cybersecurity Certification
scheme (EUCC) [31] (adopted in 2024) sets some minimum
requirements to certify devices in terms of cybersecurity,
including compliance with international standards such as
the Common Criteria for Information Technology Security
Evaluation (ISO 15408), the selection of an independent
accreditation body, the proved capacity of certification hold-
ers to report vulnerabilities and have vulnerability manage-
ment and disclosure procedures defined, and the development
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of a penalty system if entities fail to comply with security
requirements.

To minimise the risk of being involved in a MaDIoT
attack, any software and firmware updates of devices must
be cryptographically verifiable [32] and have the possibility
of a roll-back firmware update [16]. User authentication and
role-based access control should be implemented, together
with data encryption [16], [18]. Such measures would not
negatively affect the operation of DER, as Johnson et al. [33]
demonstrate that network segmentation, encryption and the
implementation of a Moving Target Defense (MTD) strategy
would not have an impact on latency.

Distribution System Operator (DSO)s, given that they
operate the systems to which IoT and DER devices are
mostly connected, should develop and implement intrusion
detection / prevention systems [18] by using advanced tech-
niques/technologies such as deep learning [34], data-driven
algorithms [35], edge computing [36] or preventive algo-
rithms to avoid line failures [37].

In addition to this, collaboration betweenDSOs, TSOs, and
other entities (e.g., DER operators) is essential to achieve
systemic resilience and minimise the impact of the attacks.
To create collective situational awareness and minimise the
risk of cascading failures, detailed real-time information shar-
ing is necessary, as well as a coordinated response. To this
end, European normative is evolving to encourage informa-
tion sharing and cyber incident communication initiatives,
such as the Network and Information Security 2 (NIS2)
Directive [38]. NIS2 Directive, which includes the energy
sector within its scope, introduces more security require-
ments, the obligation to report incidents to the designated
national entity, and more extensive enforcement measures.
More focused on the electricity sector, the Network Code on
Cybersecurity [39] (adopted in 2024) establishes minimum
cybersecurity requirements, cross-border risk management
processes, cybersecurity controls, a framework for sharing
cybersecurity information, and the definition of roles and
responsibilities of the stakeholders involved, among other
measures.

V. CONCLUSION
High-wattage IoT devices at the consumer level of electricity
grids, as well as devices responsible for managing DER, have
the potential to become new points of vulnerability for cyber
attacks.

In this paper, the replicability of MaDIoT attacks in the
PST-16 system with distributed solar PV generation has been
examined. Furthermore, the effects of MaDIoT 3.0 attacks
have been investigated and introduced in this paper.

The results indicate that the inclusion of 10% distributed
solar PV generation (replacing bulk generation units) with
constant reactive power control led to an average increase
in area voltages of approximately 1%. Because of this, the
MaDIoT 1.0 attack resulted in reduced success and impact
compared to same attack in the power system without dis-
tributed generation.

When it comes to MaDIoT 3.0 attacks, the demand had
a more significant influence on the attack’s success than the
DER. This can be attributed to the varying concentration of
the distributed solar PV. It was observed that distributing the
attacked demand across more buses or targeting the demand
in areas other than the one with the attacked DER would
decrease the success ratio. Therefore, for Madiot 3.0 attacks,
the deployment of vulnerable high-wattage IoT devices in a
few nodes of the demand becomes more critical than com-
promising devices distributed within or between areas of the
same system.

This study, like previous ones, faces a key limitation:
it does not consider the dynamics and protection methods
in large electricity distribution systems, nor how operators
might respond in real time to these attacks. To overcome this,
a model that combines transmission and distribution systems
is needed, along with ample computational capacity. In addi-
tion, operational mitigation strategies need to be formulated
and included. Studying to what extent the different DER
control (e.g., grid following and grid forming, etc.) affects
the response to MaDIoT 3.0 attacks, the implementation and
analysis of countermeasures, and further analysis consider-
ing inter-area balance constitute another interesting future
research.

VI. APPENDIX A
DISTRIBUTED SOLAR PV GENERATION IN THE PST-16
SYSTEM
The penetration of solar PV per voltage level in Spain on
March 2023 is shown by Table 9 [26]. For the study, only the
solar PV connected to< 145kV is considered (i.e., distributed
solar PV).

TABLE 9. Installed capacity of Solar PV generation in Spain per
voltage level. Date: March 2023. Source: [26].

By considering the current electricity generation capacity
of Spain, and the generation that is pending its start-up,
but that has the permission to connect to the system [27],
the percentage of solar PV connected to < 145kV over
the total generation capacity can be estimated for both the
years 2023 and 2030, when it is assumed that all this
expected generation will be already connected. Table 10
shows this estimation for the years 2023 and 2030 in
Spain.

5.96% and 9.79% of distributed solar PV penetration
equals to 365 MW and 599 MW of the total generation
capacity in area C of the PST-16 system model. Since only
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TABLE 10. Estimated solar PV generation connected to < 145kV
for the years 2023 and 2030 in Spain. Source: Own elaboration
based on public data from [26] and [27].

the load buses which do not have bulk generation connected
are considered for the deployment of distributed solar PV (see
Figure 2), the total amount of demand to which distributed
solar PV would be connected is 5.46 GW. Therefore, with
these values in mind, the percentage of this demand that could
be supplied by distributed solar PV would be 6.68% and
10.97% for 2023 and 2030, respectively. These values are
rounded down to 5 and 10%. For the analysis presented in
this paper, only the 2030 scenario is considered, with 10% of
demand supplied by distributed solar PV.

Table 11 shows the distributed solar PV that would be
connected to each load bus for the years 2023 and 2030.

TABLE 11. Distributed solar PV generation per bus of area C
(PST-16).
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