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Introduction
For most people, cybersecurity is a hard to grasp notion. Traditionally, cybersecurity has been 

considered as a technical challenge and still many specialists view it equivalent with Infor  
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key information security challenge.

-

cybersecurity problems and the ways they should be tackled. This leads to the situation  in 

arguably a need for a re-conceptuali ation of what the cybersecurity challenge 

entails. More precisely the author asserts that there is a need for a broad transdisciplinary view 

on cybersecurity that everyone can grasp and that enables everybody to understand how he or 

she can contribute to securing cyberspace, in each of his or her cyber activity roles. 

-

and discovered that mental models turn out to be very useful to create a common 

conceptuali ation, understanding, and language about what cybersecurity essentiality is. This 

work resulted 

During further cybersecurity research as well as continued execution of the MSc program, these 

ideas were elaborated on by collecting all kinds of additional models and best practices in attempts 

-

-

rent paper is essentially an extension of the last paper with one extra mental model and a lot 

more details  additional argumentation, examples, and references. As a result, this paper 

describes how far the research has come by sketching a basic set of mental models that are 

thought to be most essential. In addition, the author describes which cybersecurity basic mental 

models are still lacking. In order to validate the proposed set of essential mental models, the 

paper also describes some examples of cybersecurity research in which these models have been 

applied. 

The remainder of this paper is structured as follows.  The second section discusses a basic 

model of ‘cyberspace’, consisting of three layers and three supportive mental models, one cor-

responding to each layer. This creates the basis for describing in the third section what the 

‘cybersecurity challenge’ essentially is using another basic model related to a cyber risk man-

agement cycle, sup

body of cybersecurity knowledge, identifying three key topics of cyber in  
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future. The fourth section attempts to validate the  proposed set of men-

tal models the results from 

sions and summarises future research topics.

Cyberspace and ts Security Concerns

Three-layer model of cyberspace
In an attempt to update and broaden the view of what modern cybersecurity entails as put forward 

-

space as “the complex environment resulting from the interaction of people, software and services 

on the Internet, supported by worldwide distributed physical Information and Communications 

-

business processes, as executed by people and machines, are enabled by supportive 

IT services. The framing also relates to the purport of the well-known ‘People, Process, 

Technology’ triangle, 

Inspired by the above-given frameworks of thinking that make an explicit distinction between 

Figure 1 

cyberspace model. The middle layer describes the key assets of cyberspace 

and concerns the socio-technical layer of cyber activities as being executed by people in an 

attempt to reach their personal, business, or societal goals. This conceptuali ation considers the 

activities performed using IT as the key assets, not the IT itself. Examples of cyber activity 

behavior include communication 

and other transactions, fundraising and crowdfunding on the 

WWW, manufacturing goods and 

hacking into computer systems, stealing intellectual 

property, and selling illegal products on the 

kinds of decisions. These intelligent IT 

services can also be considered part of the socio-technical layer.

The inner layer of the shown cyberspace model concerns all IT that enables cyber activities by 

providing all kinds of underlying supportive services, especially related to world-wide communi-

activities 

are basically IT-enabled activities. 

A Basic Set of Mental Models …
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Figure 1:
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The outer layer of the model concerns the governance layer of rules and regulations that should 

be put in place to properly organi e the two other layers, including their security. This relates, for 

in cyberspace.

The three-layer model visuali ation also shows a subdivision of cyberspace in cyber sub-domains 

applied at several levels of organi ational aggregation, like the private environment at home, the 

small and medium enterprise level, the urban environment, state level, and multi-national compa-

ny level, up to the continental and global levels.

Additional mental models for conceptuali ing cyberspace
-

Figure 1

in all domains of society, the amount and variety of cyber activities people current-

ly execute at home, when traveling, at work, and beyond, is enormous and is still growing. For 

many, it is quite challenging to adequately cope with the rapid digiti ation developments and to 

stay competent as ‘homo digitalis’. The basic challenge for adequate cyber behavior, which 

includes secure cyber behavior, may therefore be formulated as becoming and staying  ‘uncon-

scious cyber competent’. This is visuali ed in the center, right side of : the basic chal-

lenge is that every cyberspace actor, regarding all of his or her cyber activities, takes the path from 

the state of being ‘unconscious 

of the socio-technical layer, as previously noted, IT 

workers should also behave competently, meaning they can also be expected to make sound 

decisions. For example, a transaction server who 

refuse to execute fraudulent ones.  

To clarify the key issues of the governance layer, the author chose a mental model shown at 

the top, right side of Figure 1. It concerns the ‘four modalities of regulation in cyberspace  

as pro

-

It should be clear that this framing of the four modalities of regulation is 

precisely in line with the 

put  constraints on the cyber activities one executes using a 

technical approach.  example of 

inaccessible to him or her.

-

A Basic Set of Mental Models …
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protocols at, respectively, the transport and network layer are especially essential to understand 

the ways worldwide communication is enabled. In addition, the application layer is interesting to 

less strict but is still important to understand 

since the related cybersecurity challenges are quite 

actor should understand, to a certain extent, to become ‘unconscious competent’ in his or her cyber 

activity role, or to be able to make sound cyber governance decisions.

Security concerns of cyberspace layers

per cyberspace layer and per cyber subdomain. First,  if one reconsiders the security 

concerns of the key assets in cyberspace being the cyber activities, it can be said that that 

cybersecurity essentially concerns the security of cyber activities, which is about the security of 

cyber behavior. It is evident that the security requirements of a cyber activity strongly depend 

o  the type of the 

ing the amount before paying, shielding the keyboard of the 

payment equipment while typing the pin number, and inspecting the receipt for errors. When 

considering the automatic control of a 

recipients, monitoring this process, and 

committing necessary interventions “through SCADA 

that issues of secure cyber 

activity behavior also relate to prudent behavior in social networks

3 Journal of Information Warfare 



of anti-virus software  automatic patching  and real-time monitoring of transac-

tions and of automated control activities. More details on this are given below.

As a consequence of separating cyberspace into the three layers previously mentioned, the 

au

usually not made in current practice. 

Continuing this line of thought, it is further observed that incidents involving the technical lay-

executed in the socio-technical layer. If such cyber threats, emerging as information security 

incidents in the technical layer, also result in incidents in the socio-technical layer, this can be 

termed cybersecurity incidents or cybersecurity breaches, which again show an important dif-

ference in meaning of ‘cyber’ and ‘information’. In short, within this conceptuali ation of cy-

berspace and 

Finally, the security concern of the governance layer encompasses the establishment of rules and 

governance modalities discussed previously and in accordance with the chosen ‘risk appetite’, 

which is discussed below. So once again, governance rules and regulations should be related to 

-

and legislative entities in governmental institutions of nation states.

Modelling the Cyber Security Challenge

lenge, it is relevant to examine the modern notion of ‘risk’. According to modern standards, 

risk is 

the same it enhances the ‘cyberattack 

surface’, which creates higher cyber risks. For cyber-security decision makers it is always wise 

to take this two-sided view of cyber risk into account 

discussion in the remainder of this paper is 

mainly on the negative part of cyber risks.

Bowtie model and cyber risk management cycle
The bowtie model is a well-known basic model used in safety and security science. Going from left 

A Basic Set of Mental Models …
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Figure 2:

Many cyber activities are intentionally threatened by a variety of actors. These range from incom-

petent end users to script kiddies, ethical and unethical attackers, organi ed criminals acting on 

sometimes with high impact. This explains why cybersecurity is actually a risk 

management chal

proper risk management, a risk management process should be imple-

mented. This risk management cycle is depicted on the right in Figure 2

within this framework, cybersecurity primarily entails risk 

management of cyber activities. Since 

therefore the related cyber risks vary as well, cyber risk 

management processes should be adapted to the context in which they are executed. 

Additional models for conceptuali ing cyber risk management
-

agement cycle, it is now possible to sketch a set of additional models that provide background 

details that deepen these basic ideas. This is done by considering each of the six steps of the basic 

-

ities as executed by a person, organi ation, or society. The critical cyber activities are the IT-en-

abled activities most frequently depended on and are, if disrupted, expected to have the highest 

impact. In society, critical cyber activities are related to critical infrastructures, like transportation 

-

A Basic Set of Mental Models …

incident, that is, risk = likelihood x impact. In cyberspace, the bowtie model can be used to model 

cyber threats, cyber incidents, and their impact. To avoid cyber incidents, ‘preventive’ 

measures can be taken to reduce the probability of their occurrence. To reduce impacts of a given 

incident, 

Figure 2

a visuali ation of the bowtie.

3 Journal of Information Warfare 



common practice in many organizations or for most individuals, as has often been 

observed.

 Figure 3:

second risk management cycle step, identifying and assessing cyber risks, can be addressed. For 

unintentional disruptive threats, it is important to analyse the consequences of all possible techni-

kill chain model can be applied for analy ing and defending against possible attack 

behavior: this Figure 3

in attempts to disrupt critical cyber activities and, therefore, can be used to 

identify, understand, 

Such analyses are only possible if it is precisely understood how the cyber activities are taking 

place on an IT system connected to the Internet, for example, in terms of normal and abnormal be-

havior and in the ways the activities are threatened.  In more formal terms, it can be said that 

there is an urgent need to increase cyber situational awareness. The general notion of situational 

aware

Figure 4

awareness, some steps have been taken in multiple domains. For example, it is quite 

common for 

centres “monitor and analyse activity on networks, servers, end-points, 

databases, applications, websites, and other systems, looking for anomalous activity that could 

be indicative of a security 

intelligence organi ations are constantly looking at  

A Basic Set of Mental Models …
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Figure 4:

-

example, lack of relevant data. Figure 5  depicts a framework following this basic 

idea—the ‘risk 

A Basic Set of Mental Models …
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Figure 5: Yet another mental model related to the second step of the basic cyber risk management cycle: cyber risk 

The next step of the basic cyber risk management cycle concerns determining ‘acceptable cyber 

risk levels’ for each of the critical cyber activities. This relates the so-called ‘risk appetite’ of 

an 

so their voices are often decisive in the risk appetite choice of an organi-

ation.

fourth step concerns the decision of how to deal with the assessed risks. A well-known 

principle from safety and security science is that there exists basically four response strategies to 

negative 

second one is ‘transfer’— making another party responsible for the risk through 

insurance or out-sourcing. The third option is simply ‘accepting’ the risk in case it falls within 

the designated risk 

gies’ are shown in Figure 6

cyber risk measures, which are relevant in case organisations have adopted the strategy of 

risk mitigation in the previous step. This concerns a complex challenge since an abundance of 

preventive and repressive mitigation measures exist. Within the author’s conceptuali ation of 

cyberspace, the challenge boils down to designing and implementing a balanced set of cyber 

risk mitigation measures in all three cyberspace layers. A simple example may illustrate the 

basic idea. Consider 

A Basic Set of Mental Models …
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  Figure 6: A mental model related to the fourth step of the basic cyber risk management cycle: risk response strate-

In practice, cyber risk mitigation is usually a much more complex challenge than the simple 

exam

been given thus far to the cyber risk mitigation challenge of designing and 

implementing balanced sets of cyber risk mitigation measures.

-

-

A Basic Set of Mental Models …

quickly transferred if these drives are used. Measures to mitigate 

such a malware infection risk at the socio-technical layer concern measures related to cyber 

activity behavior—someone who 

decide n  to use such a device  nor allow 

anyone else to use it on his or her PC or laptop. The 

connections and scanning for infections 

before allowing data retrieval from such drives. Finally, 

tain IT environment and, in case of a 

cyber incident occurrence due to a violation of this rule, the 

as a result of breaking this 

rule. 

3 Journal of Information Warfare 



Finally, Andy Tanenbaum  asserts that “every 

phasizes that a layered 

defensive approach is needed in order to deal successfully with existing vulnerabilities. 

Due to its clearness and simplicity, the author included it 

in the basic set of mental odels described in this paper. 

Figure 7:

At the socio-technical layer, cyber risk measures seek to understand and promote behavior change 

of cyberspace actors based on an analysis of what security behavior these actors are expected to 

perform, their behavioral determinants, and what behavioral change approaches can be applied 

perspective is relevant. For example, it has been observed that cyber security awareness training 

-

the advice, and, secondly, they must be motivated and willing to do so—and the latter requires 

take up these research challenges using a psychology perspective in order to better understand how 

A Basic Set of Mental Models …
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At the governance layer, cyber security rules and regulations, among others, should be put in 

place within organi ations, within society, and in the personal lives of cyberspace actors. It is 

worth noting again that, due to the rapid digiti ation of society, actors  corporate board 

members, pol

security ‘game’. Fortunately, some additional models are available that can be 

applied to designing 

is given in Figure 8

This paper discusses how “arrangements between 

actors that regulate their relations, that is tasks, 

applicable for 

institutional design of solutions for secure cyberspace. In addition, the author observed that, in 

practice, PPPs also emerge spontaneously, especially in cases of tough cybersecurity challenges 

related to potentially high cyber risks. For example, in order to cope with large-scale 

platform 

used by crucial government agencies in the Netherlands, multiple governmental organi

during cyber incidents, examples of structural, institutionalized PPPs are still relatively 

rare.

A second governance model that is helpful in designing cybersecurity solutions relies upon ‘so-

cial 

new cyber social contracts should explain which rights and freedoms and 

under which conditions individuals consent to surrender to which governmental bodies, corpo-

rations, and other organi ations, in exchange for protection of their remaining rights and free-

doms. This entails, for example, 

to break into laptops and servers to search for 

evidence of those activities.

strongly relates to the creation of cyber situation awareness as discussed previously. Measuring 

-

ties in the socio-technical layer and in the IT processes of the technical layer  it is possible to 

gain 

3 Journal of Information Warfare 



monitoring cyber activities of foreign states and state-sponsored actors 

related to, for example, 

enforcement organisations throughout the world are actively 

monitoring the dark web in search of 

ing attack tools. Since such monitoring activi-

ties are closely tied to the creation of cyber situation awareness as previously discussed, there is 

no need to introduce an additional mental model. 

Figure 8:

A Basic Set of Mental Models …

Journal of Information Warfare 



4 Journal of Information Warfare 

A Basic Set of Mental Models …

Key Challenges for the Near Future

challenges for the near future to arrive at adequate cyber security levels

Creation of Cyber Situation Awareness: although some progress has been made, the state of

the art 

and, consequently, the related cyber risks. Cyber situation awareness is

crucial for understanding 

to help law

enforcement agencies catch the perpetrators.

of the possibility of taking or applying various cyber risk mitigation measures in

the technical, 

best practices for selecting a balanced set of those measures do not yet

exist. This is considered an important research challenge for the near future.

there is a growing number of emerging initiatives of increased cooperation in various

cyber subdo

may be caused by the enormous complexity of

cyberspace with almost 4 billion people connected 

social contracts

with their citizens, to mutually strive to build PPPs for achieving a more secure 

relationships between relevant cyberspace stakeholders.

Use of Mental Models
As previously discussed, the set of mental models introduced in this paper has been collected based 

on lecture discussions and research collaboration with cybersecurity professionals while they 

pur

validate the choice of models presented, the use of several mental models during the execution 

of 

To begin an elucidation, it is worth noting that the cyberspace model of three layers has been often 

general practitioners as the core cyber activities in the socio-technical layer, enabled by 

Transport 

well as the relevant health rules and regulations in the governance layer. 



In other research, the three layer cyberspace model was used to structure a large set of requirements 

for designing a multi-stakeholder roadmap to implement ISP-based consumer vulnerability man-

environments in terms of cyber activities as being executed at home by adults and children 

in 

ernance layer.

-

ities was applied to analy e the feasibility of three policy strategies for the government to make 

-

curity supervision of 5G in the Netherlands to provide legal certainty and normative clarity in this 

upcoming complex digital environment. In this thesis, both the bowtie model and the three-layer 

model of cyberspace have been applied and integrated in one conceptual supervision model, which 

is shown in Figure 9, below: 

The conceptual ‘triple bowtie’ supervision model for 5G cyber security in the Netherlands incor-

For more details on these and other uses of the basic set of mental models mentioned in this paper, 

refer to the related master’s degree theses, most of which are available online by clicking the ‘The-

A Basic Set of Mental Models …
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Figure 9: The triple bowtie cybersecurity supervision model with the 5G use case layer, the 5G provisioning layer  

Conclusions and Future Research
This paper has presented a set of essential mental models that, taken together, cover the key 

elements of cyberspace and can be used to secure cyberspace, that is, to implement 

cybersecurity. They provide an overview on what cyberspace basically entails and what the related 

cybersecurity challenges encompass. In day-to-day discussions between cybersecurity 

professionals and during the execution of cybersecurity research, these models and the related 

frameworks of thinking have 

-

consequence of this framing is that everyone can now understand what cybersecurity is about 

since cyber activities are started by people, and the conceptuali ation avoids a one-sided focus on 

A Basic Set of Mental Models …
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The second model with underlying mental models emphasizes that cyber security is essentially 

ages discussions on cybersecurity at the corporate board level. Finally, it is argued 

that, in one way or another, the design and implementation of the basic cyber risk management 

cycle is crucial for 

-

tation of the cyber risk management cycle that need further investigation, namely, the creation of 

-

ther implementation of structural PPPs for cyberspace.
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