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On the Output Redundancy of LTI Systems: A
Geometric Approach With Application to Privacy

Guitao Yang “, Alexander J. Gallo

Andrea Serrani

Abstract—This article examines the properties of output-
redundant systems, that is, systems possessing a larger
number of outputs than inputs, through the lense of the
geometric approach of Wonham et al. We begin by formu-
lating a simple output allocation synthesis problem, which
involves “concealing” input information from a malicious
eavesdropper having access to the system output, while
still allowing for a legitimate user to reconstruct it. It is
shown that the solvability of this problem requires the avail-
ability of a redundant set of outputs. This very problem is
instrumental to unveiling the fundamental geometric prop-
erties of output-redundant systems, which form the basis
for our subsequent constructions and results. As a direct
application, we demonstrate how output allocation can be
employed to effectively protect the input information from
certain output eavesdroppers with guaranteed results.

Index Terms—Geometric approach, LTI systems, output
redundancy, system invertibility.

[. INTRODUCTION

N this article, we analyze the properties and structure of
I output-redundant systems within a geometric framework. We
demonstrate how these structural properties may be leveraged by
analysing the problem of safeguarding input information against
eavesdropping attacks via the injection of output disturbances.
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The progressive increase in complexity of cyber—physical
systems, stemming from the integration of widespread com-
munication and computation technologies, have made them
prime targets for all sorts of cyberattacks and adversarial in-
terventions [1]. Among the possible actions taken by mali-
cious agents are eavesdropping attacks [2], i.e., attacks which
breach the confidentiality of the information being transmitted
within the control system, enabling them to access private user
information. This problem is particularly relevant for cases,
such as smart grids or heating, ventilation, and air conditioning
systems, where measurement outputs may contain sensitive
information about user behavior, such as energy consumption,
or room occupancy [3], [4], [5]. Among the schemes proposed
by the control-theoretic community to achieve privacy is that
of achieving obfuscation of the relevant information by affine
transformations of the output, whereby a disturbance is injected
onto the transmitted signal. Without the pretense of providing a
complete overview, examples of this strategy are reported in [6],
[7], and [8].

In this article, the very problem of obfuscating exogenous
inputs is used to introduce and investigate fundamental geomet-
ric concepts associated to the property of output redundancy in
linear systems. To set the stage for our discussion, we consider
LTI systems of the form

xt = Az + Bu 1

y=Cx M
where x, u, and y are the state, input, and output, respectively,
seen as elements of appropriate finite-dimensional vector spaces
in the field of real numbers. The operator + in 2™ denotes
the evolution of the state variable in a general sense, which
encompasses continuous-time evolution (dz/dt), discrete-time
evolution x(t + 1), or even variables evolving at nonequally
spaced time instances (z(tx+1)). In (1), A, B and C represent
maps among vector spaces. Assuming access to the measured
output y, as well as the system parameters A, B, and C, under
a condition of left invertibility of the system, the attacker may
recover the exact system input, which constitutes the private
and sensitive information being transmitted within the control
systems. However, if the output signal is modified as

ya =y + Dd

where d represents a disturbance intentionally injected through
the map D, the eavesdropper might be misled by the resulting
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2t = Az + Bu
U —
y=Cr
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a
Fig. 1. Schematic diagram of our considered setup: the upper part

presents the exogenous input, the system, and the obfuscation strategy;
the middle section represents the network over which y, is broadcast,
with the eavesdropper; the lower part of the diagram illustrates the
actions taken by a legitimate agent to reconstruct an estimate of w,
denoted by .

corruption of the available information, and may lose its capabil-
ity to recover sensitive information. In the considered scenario,
we want to evaluate this simple strategy provided that a legiti-
mate user is able to reconstruct the required information from the
corrupted data, whereas the eavesdropper can not. The consid-
ered setup is illustrated in the schematic diagram in Fig. 1, where
an “inverse system” (for lack of better terminology) is introduced
to reconstruct the exogenous input. For this to be possible, we
show that it is necessary for the system to be output-redundant,
i.e., that the number of scalar measurements, p € N, be strictly
larger than the dimension m € N of the input signal u(-) to be
concealed from the eavesdropper. We then investigate the ge-
ometric properties of the ensuing output-redundant system (1),
evaluating under what conditions it is possible to design the map
D, such that two objectives can be achieved simultaneously: first,
the input and state can be reconstructed by some legitimate user
(a defender) with some knowledge of D (e.g., the matrix form
of D or the column space of D); second, that a malicious agent,
without knowledge of D, obtains a biased estimate of the input.
The problem is posed as an output allocation problem via the
selection of the output allocation map D, conducted on the basis
of the geometric interpretation of output redundancy. Intuitively,
the difference between the number of inputs and outputs of
a system provides more “flexibility” to inject a disturbance
capable of obfuscating the input from a malicious agent, without
affecting reconstruction by a legitimate defender. We investigate
the properties associated with output redundancy of a system in
order to make this notion of “flexibility” precise. We note that
the need for “flexibility” finds correspondence in the method
proposed in [8], whereby it is the lifting of the output signal to
be made private into a larger space (and therefore the inclusion
of additional “flexibility”) that enables the design of a scheme
that ensures privacy, without any performance loss.

To make the presentation reasonably self-contained, apart
from output redundancy, additional properties will be assumed
to hold for system (1), namely minimality and left-invertibility.

A. Brief Literature Review

Existing studies have examined output redundancy from var-
ious perspectives. A somewhat customary assumption dictates

that the sensors measuring the system state are duplicated, with
subsets of these sensors potentially susceptible to faults [9],
[10], [11]. In the cited references, output redundancy is lever-
aged to mitigate the impact of faulty sensors, whereas the
overall system performance continues to rely on the nonfaulty
sensors. The studies [12], [13] consider setups where certain
measurements are linearly dependent on others, which presents
a broader scenario compared to duplicated sensors. Specifically,
Ren et al. [12] demonstrated that the inclusion of redundant
sensors improves estimation performance by reducing the vari-
ance of the estimated state error. On the other end, Cristofaro
and Zaccarian [13] proposed a methodology to dynamically
select a weighted combination of available measurements to
reject constant biases. In contrast to the notion of output re-
dundancy explored in the aforementioned works, Corona and
Cristofaro [14] defined output redundancy as a dual concept of
input redundancy, carrying over a taxonomy that distinguishes
between the notions of strong output redundancy and weak
output redundancy. In that article, a system is termed to be
strongly output redundant (SOR) when the output matrix lacks
full rank, whereas weakly output redundant (WOR) occurs when
the number of outputs exceeds the number of inputs. While this
perspective enriches the concept of output redundancy beyond
the scope of previous works, which primarily fall under the SOR
paradigm, the focus of Corona and Cristofaro [14] is centered
on the output regulation problem (hence, in a certain sense
on right-invertibility), and does not consider aspects related
to left-invertibility, which we believe to be of fundamental
importance in the considered setup. To address this gap, this
article provides a study of output redundancy and ensuing prop-
erties from a coordinate-free geometric perspective; algorithms
generated from this approach apply to a variety of formulations,
encompassing both continuous and discrete-time linear systems.
As mentioned, output redundancy is naturally associated with
the null space of a rank-deficient output map, where it is often
assumed that the rank of the output map equals the dimension of
the input space. However, as mentioned in [14], this characteri-
zation does not encompass all potential scenarios, as it disregards
epic (i.e., surjective) output operators with rank exceeding the
dimension of the input space. This latter scenario signifies an
intrinsic redundancy within the system, where only a proper
subset of outputs is sufficient to uniquely determine the input
trajectory. In this article, we employ geometric tools to provide
a comprehensive analysis of output-redundant LTI systems and
delve into their properties through suitable decomposition of
both the state space and the output space. Subsequently, we
rigorously formulate the problem that we introduced at the
beginning of the article and solve it by leveraging the properties
of the output-redundant system that we derived. It is worth
noticing that the findings presented here may have broader appli-
cations beyond the scope of the considered privacy preservation
problem, for instance to fault detection and isolation [16].
Unsurprisingly, the problem dealt with in this article can be
regarded as a dual of the input allocation problem formulated
in [15], where input redundancy (defined as properties of the sys-
tem transfer matrix) is exploited to optimize additional metrics
defined on the system input, without impacting output tracking
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TABLE |
DUALITY BETWEEN DYNAMIC INPUT AND OUTPUT ALLOCATION

Input allocation Output allocation

{w+ = Az + Bu {i+ =A% — L(ya — 9)
System

g=C

2>

y=Cxzx

Control variable input u output error yq — §

Control objective | Yret — y|| — small |w— @] — small

u=uc+ BLtd [15] | yq = y + Dd (this article)

In the input allocation section, 1. denotes the input provided by a given tracking controller, and yyer a
reference output to be tracked.

Allocation mechanism

performance. State—space input allocation strategies are also
developed in [17] by leveraging a geometric analysis, which
provides an alternative point of view to input redundancy. In our
dual settings, however, we shift focus to an observation problem,
treating the estimated state as regulated variables influenced by a
disturbance that has been intentionally injected (i.e., allocated)
into the system output, hence affecting the state of a Luenberger-
type observer. By dynamically allocating redundant measure-
ments, we aim to impair the eavesdropper’s ability to reconstruct
the system’s input. We refer to this strategy as the allocating
mechanism or simply the allocator. The underlying principles of
this duality are visually summarized in Table I. It should be noted
that a more general definition of input redundancy and related
taxonomy (alternative to those of [15] and [17]) that disposes of
the assumption of right-invertibility has been recently proposed
in [18]. As system invertibility is central to our discussion, a
dualization of the more general definitions proposed therein has
not been pursued in this work.

B. Contributions and Outline of the Article

The main contribution of this article is as follows.

1) We demonstrate and substantiate the necessity of output
redundancy in a system to solve the problem of concealing
the system’s input while preserving the ability of a legit-
imate user to reconstruct it, as stated in the introduction.

2) We provide a more comprehensive approach to output
redundancy for LTI systems, where we formally distin-
guish between a strong and weak characterization in a
geometric sense. This is a step beyond the frameworks
in [9], [12], and [13], which are limited to a notion of
SOR.

3) We explore the properties of both strongly output-
redundant (SOR) and weakly output-redundant (WOR)
systems under a geometric approach framework, which
applies to various types of systems. Moreover, the proper-
ties are coordinate-free due to the merit of the geometric
approach.

4) We illustrate how the derived properties are leveraged to
solve the problem of preventing the output eavesdropper
from reconstructing the true system’s input, while main-
taining reconstructability of this latter by a legitimate user.

The rest of this article is organized as follows. In Section II, we
state the notation and provide essential concepts and notions of

the geometric approach used in our work. We formalize the prob-
lem in Section III, and prove the necessity of output redundancy
forits solvability. In Sections IV and V, we present the properties
and solutions to the synthesis problem by demonstrating the
utilization of the derived properties of SOR and WOR systems,
respectively. Section VI showcases simulation results validating
the solutions and analysis in Section V. Finally, Section VII
concludes this article.

[I. NOTATION AND PRELIMINARIES
A. Notation

Throughout this article, we use A to denote the matrix
representation of a linear map A : 2" — % among finite-
dimensional vector spaces 2, % over the field R, i.e.,
Mat(A) = A. For a finite-dimensional vector space 2", 2"
denotes its dual space, i.e., the space of linear functionals z’ :
Z —R.Foramap A: 2 — %, A : %" — 2 denotes the
dual map satisfying Mat(A’) = A". The external (internal) direct
sum of vector spaces ¥, # (subspaces ¥, # C 2’)is denoted
by ¥ @& W ,withelements v ® w, wherev € ¥ andw € # [19,
Section 0.3]. The symbols I and I stand respectively for the
identity map and the identity matrix of compatible dimension,
whereas 0 is an all-zeros matrix with compatible dimension.
For a symmetric square matrix M € R™*", M > (<) 0 denotes
positive (negative) definiteness. M represents the pseudoinverse
of M. An LTI system is usually represented as {C, A, B} with
output map C), state map A, and input map B, respectively. For
an endomorphism A : 2" — 27, 0(A) and o(A) stand for the
spectrum of the map A and the eigenvalues of the matrix A,
respectively. To streamline the presentation, maps that are in-
strumental for the completion of commutative diagrams will be
defined in the caption of the figures presenting the diagrams
themselves. These maps may also be referred to in the text.

B. Preliminaries on Geometric Approach

This preliminary section builds on the concepts introduced
in [19], [20], and [21]. While our notation aligns more closely
with that of [19] and [20], the pioneering work of [21] highlights
the duality between controlled and conditioned invariants, a
perspective that has inspired subsequent research, including our
own.

LetC' : 2 — % be amap; then, C is an epimorphism (or C
is epic, onto) if Im C' = %, and C'is a monomorphism (or C' is
monic, one-to-one) if Ker C' = 0. We say two finite-dimensional
linear spaces .27 and 25 are isomorphic, Z1 ~ %5, if they are
dimensionally equal. If .¥ C %/, C~1.% denotes the preimage
of underC.LetC : 2" — % ,andlet ¥ C 2 be asubspace
with insertion map V : ¥V — %', ie.,, ¥ =ImV and V is
monic. The domain restriction of C to ¥ is denoted by C| 7 =
CV. Moreover, suppose ImC' C % C &. The codomain re-
striction of C from #/, denoted as #'|C satisfies W (#'|C) = C,
where W : W — & is the insertion map of 7.

A subspace ¥ C 2 is said to be invariant with respect to a
map A: X — 2 if AY C . For an invariant subspace 7,
we denote by A|¥ : ¥ — ¥ the restriction of Ato ¥, i.e., the
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unique map satisfying AV = V(A|Y), where V : ¥ — 2" is
the insertion map of ¥'. Furthermore, we denote by A|2" /¥
or simply by A: 27 /¥ — 2/ the map induced on 2" /¥
by A, that is, the unique map satisfying AP = PA, where P :
2 — 2/ is the canonical projection on 2" /¥, the factor
space 2" modulo 7. For a map A : 2" — 2 and subspaces
B X, % C 2, wedefine the smallest A-invariant subspace
that contains % as (A | ) and the largest A-invariant subspace
that is contained in %" as (¥ | A) [20, Section 2.1].

LetA: 2 - 2,B: % — Z,and C : 2" — % . We say
a subspace ¥ C 2 is (A, B)-invariant if there exists a map
F: 2 — % such that (A+ BF)¥ C 7. If this is the case,
we say that the state-feedback map F' is a friend of ¥/, and
denote the class of all friends of ¥ by F(¥"). We say a subspace
W C 2 is (C, A)-invariant if there existsamap L : % — 2
such that (A + LC)# C # . If this is the case, we also say that
the output-injection map L is a friend of ', and denote the class
of all friends of #" by L(%#). The notation L € L(% ) reads “Lis
a friend of #/.” Moreover, let , % C 2 . We write ¥ (¢) to
denote the class of (A, B)-invariant subspaces contained in K,
andby #/ () the class of (C, A)-invariant subspaces containing
2. The supremal and infimal elements of ¥ (%) and # (%)
are denoted by 7*(A, B; %) and #*(C, A; B), respectively,
or simply by 7 and #* [19, Section 4.2], [20, Section 2.2].

We say a subspace Z C 2" is a controllability subspace
if # = (A+ BF|Im BG) for some state feedback map F :
Z — % and input selection map G : % — % . We say a
subspace . C 2 is an unobservability subspace if ./ =
(Ker HC'| A+ LC) for some output-injection map L : % —
& and measurement mixing map H : % — % . For A, % C
2, we write Z(#) to denote the class of controllability
subspaces contained in ', and (%) the class of unob-
servability subspaces containing 9. The supremal and infimal
elements of Z(.#") and ./ () are denoted by Z*(A, B; %)
and *(C, A; B), respectively, or simply by #* and ./,
respectively [19, Section 5.1], [20, Section 2.3], [21].

[ll. PROBLEM FORMALIZATION AND THE NECESSITY OF
OUTPUT REDUNDANCY

We recall that the motivating problem described in the Intro-
duction consists in injecting a disturbance signal on the output
measurements of an LTI system to provide obfuscation of the
input against eavesdroppers, whilst ensuring that a legitimate
user can reconstruct the input from the perturbed output. This
latter aspect of the problem is concerned with left inversion
of a system affected by an unmeasurable output disturbance.
Specifically, consider the system

zT = Az + Bu, (2a)
ya = Cx + Dd (2b)

where z,20 € £ ~R", ue % ~R™, de€ P ~RYI, y, €
% ~ RP are the system states, input, output disturbance, and
perturbed output, respectively; A: 2 — 2, B: U — X,
D:2—%,and C: Z — % are the corresponding maps.
For reasons that will become clear in the sequel, we define the
aggregate input u, :=u®d € U & D =: U,, where % & 9
denotes the external direct sum of % and 2.

x(0) = xo

We make the following standing assumptions on system (2).

Assumption 1: The pair (A, B) is controllable, and the pair
(C, A) is observable.

Assumption 2: The triplet {C, A, B} is left-invertible
(see [22], [21, Section 4.3] for definitions and properties.)

Among these properties, we recall here (see [22, Theorem 5]
and [20, Proposition 9]) that system (2) is left-invertible if and
only if

B is monic, and 3)
¥*(A, B;KerC') NImB = 0.

Remark 1: Assumption 1 is made for the sake of simplicity,
and can be removed at the cost of undue (and unnecessary)
complications. On the other hand, Assumption 2, ensures recon-
structibility (generally, by means of a noncausal system) of the
input signal when d = 0, which is clearly a necessary condition
in the considered setup [23].

In the statements of the forthcoming results, we shall refrain
from mentioning explicitly that Assumptions 1 and 2 hold for (2),
as these assumptions will henceforth be considered valid with
no exception.

Definition 1: Consider system (2) with initial condition
xo € 4, input signal u(-) € U, disturbance signal d(-) € D,
and output signal y,(-) € Y, where U, D, and Y are suitably
defined spaces of admissible functions defined over a given
interval [0, T, T > 0. Define

Op(u,d) : UxD Y 4)

as the operator! that maps signals u(-), d(-) to outputs y,(-) over
the interval [0, T, parameterized by the initial condition x¢. For
example, for continuous-time systems

t
O, (u,d)(t) = Ceag + / CeA""") Bu(r)dr + Dd(t)
0
fort € [0,77.

In order to formalize the problem dealt with in this article,
we introduce a definition of left-invertibility for system (2) that
explicitly considers the presence of the disturbance.

Definition 2: System (2) is said to be left-invertible with
respect to v under the output disturbance d if for any zy € 2

910 (U1, dl) = 9950 (Uz,dz) %)
implies

Note that the above-mentioned definition is not equivalent
to left-invertibility with respect to both v and d, as it is not
necessary for the condition 0,,(u,dy) = 0,,(u, d2) to imply
that dy(-) = da(-). However, left-invertibility with respect to
the aggregate input u, = u & d trivially implies left-invertibility
with respect to u under the disturbance d. Equivalent defi-
nitions of left-invertibility of systems defined by quadruplets
{C, A, B, D} are provided in [24, Chapter 8].

Remark 2: Tt should be clear that, due to linearity, system (2)
is left-invertible with respect to v under the output disturbance

! For the sake of simplicity, we have used (and will henceforth use) the more
economical expression (4) in place of 6, (u(-), d(-)).
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d if and only if for o = 0
Oo(u,d) =0 7

implies u(t) = 0 for all ¢t € [0, T]. This equivalent formulation
of Definition 2 will often be used in the sequel.

The problem dealt with in this work is then stated as follows.

Problem 1: For system (2), find & # 0 and the map D :
2 — % such that system (2) is left-invertible with respect to u
under the output disturbance d, according to Definition 2.

Remark 3: We stress that solvability of Problem 1 is neces-
sary to solve the motivating problem defined in the introduction,
as a legitimate user must always be able to reconstruct u(-)
when the output signal is intentionally corrupted. Conversely,
the question of whether privacy can be guaranteed against an
eavesdropping attacker for a given choice of the space Z and
the map D, must be evaluated separately, as it depends on the
information available to the attacker.

Up to this point, no specific properties have been postulated
for the map D or the space . However, the defense strategy
should avoid the occurrence of disturbance signals producing no
effect on the output, that is, the possibility that D has a nontrivial
null space. As aresult, it makes sense to assume that D be monic,
and, consequently, dim & < p. This choice has an important
implication on the property stated in Definition 2:

Proposition 1: Assume that D is monic. Then, system (2) is
left-invertible with respect to u under the output disturbance d
if and only if it is left-invertible with respect to the aggregate
input u, = u P d.

Proof: We shall prove necessity, as sufficiency is obvious.
Let u(-) € U, d(-) € D be such that (7) hold. By virtue of the
assumption of left-invertibility with respect to w under d, it
follows that u(¢) = 0 for all ¢ € [0, T, and, consequently

Dd(t)=0 Vtelo,T]. (8)
As Dismonic, (8) implies d(-) = 0, from which left-invertibility
of the system with respect to u, follows. (]

Once we have restricted D to be monic, henceforth we shall
identify 2 with a subspace of #, 2 C %, and let D : 9 —
% denote the insertion map of Z in # (which is monic by
definition). As a result, one disposes of the need to define 2 and
D separately. In the light of these observations and the result of
Proposition 1, Problem 1 is replaced by the following.

Problem?2: Forsystem (2), find anontrivial subspace 7 C %
(with associated insertion map D : ¥ — %) such that sys-
tem (2) is left-invertible with respect to the aggregate input
Ug = U D d.

In order to tackle Problem 2, we introduce the following
definitions.

Definition 3 (Output redundant system): System (2) is said
to be output redundant if p = dim % > dim % = m.

Note that, for an output-redundant system, Assumption 2
implies that dim(Im C) > m, as it is necessary for the number
of indipendent outputs to be at least the same as the number of
inputs for the map from % to ¢ to be injective. It is precisely
the dimension of Im C' that prompts the following taxonomy.

Definition 4 (SOR system): System (2) is said to be SOR if
it is output-redundant and dim(Im C') = m.

:@EEQ

»
m

| dim(im B) . (9 | dim(1m B)

) dim(Im C) dim(%) )

(a) (b)

dim(Im C') dim(%)

Fig.2. Relation between the dimension of input space, image of output
map, and output space for: (a) SOR systems; (b) WOR systems.

ImC

O
N
s
B A C

&

% /Im C

Fig. 3. Commutative diagram for SOR systems, where ImC|C : 2" —
Im C'is the codomain restriction of C'to Im C, ¢ : Im C' — % is the inser-
tion map, and 7 : # — %/ Im C'is the canonical projection modIm C.

ImC

C Q

B A
-

w -

-z

-

Fig. 4. Example of a commutative diagram for system (2) as discussed
in the proof of Theorem 2.

Definition 5 (WOR system): System (2) is termed WOR if it
is output-redundant and dim(Im C') = p.

Remark4: Our definition of WOR is conceptually equivalent
to that in [14]. However, our approach adopts a geometric
perspective, which leads us to express redundancy in terms of
dim Im rather than rank. Furthermore, the distinction between
strong output redundancy and strong output redundancy arises
from the dualization of the concepts of strong and weak input
redundancy, as discussed in works, such as [15] and [17].

A somewhat obvious necessary condition for the solvability
of Problem 2 follows.

Theorem 1: Tosolve Problem 2, itis necessary that system (2)
be output-redundant. Furthermore, ¢ = dim 2 < p — m.

Proof: As dim %, = m + g, a necessary condition for left-
invertibility with respect to u, is m + ¢ < p, from which the
statements of the theorem follow from the fact that ¢ > 1 by
assumption. ]

The relation between the dimension of %, %, and the image
of the output map is illustrated in Fig. 2 for both the SOR and
WOR cases. Note that it may be possible for system (2) to satisfy
m < dim(Im C) < p.



7514

IEEE TRANSACTIONS ON AUTOMATIC CONTROL, VOL. 70, NO. 11, NOVEMBER 2025

left-inverse of
{C, A B}

Fig. 5. Strategy to reconstruct u for SOR systems.

IV. STRONG OUTPUT REDUNDANCY

In this section, we first introduce properties of interest for
SOR systems, and then we illustrate the solution to the problem
formalized in Section III for this specific class.

A. Properties of SOR Systems

Let system (1) be SOR. According to Definition 4, the map C'
satisfies

p=dim(#) > dim(ImC) =m )

which implies that C is not epic. Consequently, it is possi-
ble to factor out Im C' from % by canonical projection. The
commutative diagram in Fig. 3 depicts the factorization of %
into Im C and %'/ Im C'. As Ker 7 = Im C, the combined map
7C : 2 — % /Im C is the zero map. This in turn implies that
no input u(-) € U can be retrieved from %/ Im C'; this simple
observation will prove instrumental to the design of & solving
Problem 2.

B. Design of & for SOR Systems

Owing to the aforementioned properties of SOR systems, the
following result provides a necessary and sufficient condition on
2 for the solution to Problem 2, namely left-invertibility w.r.t.
the aggregate input u,,.

Theorem 2: Assume that system (2) is SOR. A nontrivial
subspace Z C % solves Problem 2 if and only if

20ImC =0. (10)

As we restrict D as an insertion map in Problem 2, we treat &
asIm D.
Proof: Owing to (9), # can be decomposed as

Y =ImC & W (1rn

where # ~ % /Im C' is an arbitrary complementary subspace
tolm C. Let Q : # — & be the projection on Im C' along 7/,
and R := I — @ be the projection on # along Im C. Also, let
Q :=Im C|Q and R = #|R denote the corresponding natural
projections. An example of the ensuing commutative diagrams
is shown in Fig. 4. Accordingly, yq € % is expressed uniquely
as

Y4 = Qya ® Rya = (Cz + D1d) & Dod

where C' := QC’, Dy = QD, and Dy := RD (note that RC' =
0). We prove sufficiency by construction. Select a nontrivial
subspace 7 C % satisfying (10) and let the subspace # in (11)
satisfy 2 C #. Since (10) implies Dy =0, from (12) one
obtains

12)

ya = Cx @ Dod. (13)

Given this decomposition, it is sufficient (it is indeed also neces-
sary) for {C’ , A, B} to be left invertible for the system to be left
invertible w.r.t. the input » under disturbance d. Indeed, u can
be reconstructed from de =Cx. If additionally D, is monic,
following Proposition 1, under these conditions the system is
left invertible w.r.t. the aggregated input u,, solving Problem 2.
Thus, let us show that the system defined by the triplet {C', A, B}
is left-invertible, and that the map Dg is monic. Recalling con-
ditions (3), to show that {C’ , A, B} is left-invertible it suffices to
prove that Im B N ¥*(A, B; Ker C') = 0. To this end, note that

KerC'=C! (Ker@ﬂlmC’) =C ' (# NImC) = KerC

hence (A, B; Ker C) = ¥*(A, B;Ker C), from which left-
invertibility of {C, A, B} follows. The assertion that D5 is
monic is proved in a similar fashion by noticing that

Ker Dy = DY (Ker RN 2) = D™ Y{(ImC' N 2) = Ker D=0.

Necessity is proven by contradiction. Assume that (10)
does not hold and system (2) is left-invertible with respect
to ug. Let (u(-),d(-)) € Ux D be such that 6y(u,d) = 0.
This implies Dyd(t) =0 for all ¢ € [0,7], hence d(t) e
D'KerR = d(t) € D"'ImC = Dd(t) € 2 N Im C for all
t € [0,77]. Consequently, one can restrict the co-domain of D
to 2 NIm C whenever 6y(u,d) = 0. Accordingly, let D3 :=
D1|(2 NImC) denote the domain restriction of D; = QD
to 2NImC. Clearly, D3 # 0. By inspection, system (2)
is left-invertible with respect to u, € % @& Z only if the
system

xt = Az + Bu, z(0) =z

Gg = Cx + Dsd (14)

with output g4 € Im C' and disturbance Dsd € 2N 1Im C, is

left-invertible with respect to the aggregate input @, = (u, d) €
Y @ (2 NIm ). This is not possible, given that

dim(Z ® (2 NImC)) =m+dim(ZNImC)
>m = dim(Im C).

]

Remark 5 (Maximum coverage): The maximum coverage of
% from 9, i.e., the subspace with largest dimension solving
Problem 2, is achieved when 9 ~ % /Tm C.

It is worth noticing that the necessary and sufficient condition
given in Theorem 2 relies solely on the definition of % and Im C,
and is not related to the mappings from the input space % to
the state space 2. As a result, for SOR systems, the dynamics
of (2) plays no role in the solution of Problem 2.

Strategy for reconstructing the input for SOR systems: The
proof of Theorem 2 suggests a simple strategy to reconstruct
u(+) from the perturbed output y,(-). Once the legitimate user
has knowledge of the complementary subspace #',and ¥ C ¥/,
the effect of the disturbance can be removed from the output
altogether by projection on Im C' along 7. This allows recon-
struction of w(-) via left-inversion of system (1). The ensuing
scheme is depicted in Fig. 5.
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C. Attacker’s Sensitivity to Disturbance

Recalling our motivating example, let us provide some insight
into the sensitivity of an eavesdropper attack to the injected
disturbance. To this end, one must focus on a specific strategy
to be implemented by the attacker. This is accomplished by
defining an attacker model, that is, the combination of system
knowledge, resources, and objectives the attacker has at its
disposal [25].

Assumption 3 (Attack model): Assume that the attacker:

1) knows the maps (C, A, B) of system (1) (system knowl-
edge);

2) has access to the corrupted output signal yq (attacker’s
resources);

3) attempts to reconstruct the input v from observations of
yq using, as a guess for Z, a subspace ¥, providing max-
imum coverage (i.e., satisfying ImC' ® 2, = %), with
associated projection @), on Im C along %, (attacker’s
objective).

The following result follows immediately from Theorem 2.

Corollary 1: Assume that system (2) is SOR. Suppose there
is an eavesdropper attacker as in Assumption 3. The disturbance
injection d biases the attacker’s reconstructed input only if

DL Dy (15)

Proof: The proof follows easily by contradiction. Suppose
(15) does not hold, i.e., that ¥ C &,,. Since Ker Q, = Z,, it
follows that Q,Dd = 0, hence y, := Q,yq = y. As system (2)
is left-invertible when d = 0, the attacker can reconstruct the
input u without any bias. (]

Remark 6: One possible solution to achieving the attacker’s
objective, and possibly the most intuitive to use in a discrete time
setting, is to exploit a least squares (LS) algorithm to compute an
estimate of u, see, e.g., [26], [27], [28]. Indeed, for left-invertible
systems (without the presence of an output disturbance), it has
been shown that the input can be reconstructed exactly with some
delay, depending on the relative degree of the system [28]. For
that solution strategy, the definition of the LS algorithm implies

Dy = Ker C' (16)

where C' : %" — %" is the dual map of C' and %", 2" are dual
spaces to %', 2", respectively.

In Section IV-D, we show an example of an SOR system,
showcasing how satisfying (15) implies Q,D # 0, although
Q.C=C.

D. lllustrating Example for SOR Systems

We present a simple illustrating example concerning SOR
systems. Consider system (2) with n =4, m =2, p =3 and
map C represented in given bases for 2~ and % as

110 0
C:=Mat(C)= {1 0 0 0
2 100

Since p =3 >rankC =m = 2, the system is SOR. We
demonstrate the existence of an insertion map D, expressed
in matrix form, that satisfies condition (10). Furthermore, we

provide the matrix representation of the projection (), ensuring
that QC = C and QD = 0, thereby eliminating the effect of the
injected signal d(t). In addition, from the attacker’s perspective,
we define D, and show that Im D ¢ Im D,. Finally, we derive
the corresponding projection ), and establish that Q,D # 0,
which implies the presence of bias in the attacker’s estimate.

The matrix representations of the maps Im C|C and i in the
diagram of Fig. 3 read as

Mat(Im C|C) =

As p—rank C' =1, the only possible nonzero subspace 2
satisfying (10) is a complementary subspace to Im C' in &, As
an arbitrary choice (among infinitely many) for 2, select the
subspace with insertion map D with coordinate representation

D:=Mat(D)=1[0 1 0] . (17)

Select a basis adapted to the decomposition % = ImC & %,
where 2 ~ % /Im C serves as a generic complementary sub-
space to Im C'. This yields the following representation for the

canonical projection 7 : % — % /Im C in Fig. 3:
Mat(m) =[1 1 -—1].

It can be easily verified that the projection Q) : ¢ — # onIm C'
along Z has representation

1 0
Q=|-1 0
0 0 1

yielding QC = C and QD = 0, hence Qmy = Cx; this implies that
Problem 2 can be solved. Assuming that the attacker employs
an LS algorithm, one obtains

@a:KerC”zKerCT:Span{[fl -1 I}T}

and, for the projection @, : % — % on Im C along Z,, (apart
from round-off errors)

2 11

3 3 3

— 1 2 1
W=1-35 3 3
o1 2

3 3 3

Consequently, Q,D # 0, leading to a bias of the attacker’s esti-
mate.

V. WEAK OUTPUT REDUNDANCY

In this section, we first introduce the properties of WOR
systems and develop an appropriate defense strategy against the
malicious eavesdropper for this class of systems.

A. Properties of WOR Systems

Assume that system (1) is WOR. Let .¥* denote the in-
fimal unobservability subspace containing Im B, i.e., ./ :=
*(C, A; Im B). The following (fundamental) result has been
proved in [16].
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Fig. 7. Decomposition of the map D in Lemma 4. The codomain
Fig.6. Commutative diagram for WOR systems. In the diagram, 4" :=  restriction D” = C.#*| D, which is well-defined since Tm D C C.#* by

X)) and ¥ =¥ [(CF*). S: . — Z is the insertion map of .7
in 2, Sy :C* — % istheinsertion map of C.*in%, P: 2" — 2
is the canonical projection modulo .*, and Py : % — % is the canon-
ical projection modulo C.#*. The codomain restriction B” : % — .7* is
well-defined since Im B C .#*, and the map C : 2~ — % is well-defined
due to the fact that Ker Cy = Ker Py C = .* + Ker C' O .¥*. The map
AbL S — % is the restriction of Ap to the Ap-invariant subspace
&*. Themap Ay : & — 2 is the map induced on 2" by Ay

Lemma 1 ([16]): For a WOR system, .¥’* is nontrivial, and
satisfies m < dim(*) <n —p+ m.

Since the class of friends of .* is nonempty for WOR
systems, select L € L(.7*) and consider a classical Luenberger
observer for (1)

it =(A+ LC)E — Ly (18)

where L : % — 2 is the output-injection map. Define the state
and output observation errors as

T=x—2, y=y—0C

with associated error system

it = Ap@ + Bu

j=Ci (1

where Ay := A+ LC. We regard (19) as a new system alto-
gether, obtained from (1) via an output-injection transformation
using a friend of .’*. The maps defining system (19) are then
represented according to the commutative diagram in Fig. 6,
from which one can define two distinct systems as follows.

e System %’ := {C”, A% B’} has input space %, state
space .¥*, and output space C.*.

e System X := {C, A, 0} is autonomous with respect to
the input space %, and has state space 2~ = 2" /.%* and
output space % = % /(C.*).

Relevant properties of the systems X* and ¥ are presented in
the following lemmas.

Lemma 2 ([20] Proposition 2): Let system (1) be WOR.
Assume that (C, A) is observable. Then, the pairs (C?, A% ) and
(C, Ar) are observable for any L € L(.%*).

Lemma 3 ([16]): Let system (1) be WOR. Assume that
{C, A, B} is left-invertible. Then, system X° is square and
invertible. Consequently, dim % = p — m.

Remark 7: Lemma 2 establishes that if the original system is
observable, then both subsystems, ¥ and >, remain observable.
This result plays a crucial role in the proof of Proposition 3. In
addition, Lemma 3 demonstrates the invertibility of the system

assumption, is also the insertion map of & in C.*.

¥, which is fundamental to input reconstruction in WOR sys-
tems, as discussed in Section V-B.

Remark 8: When (C, A) is observable, the spectra of A’
and Ay can both be freely assigned by a friend of .%* ([20]
Proposition 13 and Theorem 16). Consequently, we shall always
find L € L(.#*) such that A} and A; are both stable. An
algorithm for calculating such L is provided in Appendix A.

Under the assumption that the original system (1) is WOR, we
have derived, via output-injection, an “error system” (19) where
the unobservability subspace .”* has been rendered invariant.
The error system is represented as the interconnection of the
square and invertible system Y.” with the autonomous system ..
The ensuing structure strategically confines all influences from
the input space % through the map B into .7, while the system
% is decoupled from the input. This distinctive feature of WOR
systems will be explored in the subsequent section, when the
output disturbance d is introduced.

B. Design of 9 for WOR Systems

We now consider the presence of the output disturbance d on
a WOR system. Let system (2) be WOR, and apply an output-
injection transformation with L € L(.¥*). This yields, in place
of (19), the new error system

Zer = ALJNS‘+BU+DLCZ

jq = Ci+ Dd (20)

where Dy, := LD denotes the input disturbance map. It is noted
that the output disturbance influences both the state and the
output of the error system (20).

The next step is to define a preliminary condition on & with
useful implications.

Lemma 4: Let system (2) be WOR. Assume that 2 C %
satisfies

9 C 0. 1)

Then, the map Py D : & — % is the zero map.
Proof: As Py isthe canonical projection modulo C.¥* on %/,
Ker Py = C.%*. Thus, Py D = 0 follows directly from (21).0J
Lemma 4 is represented by the commutative diagram in
Fig. 7, showing that d does not affect /. Assuming that & # 0
satisfies (21), applying the same decomposition as in Fig. 6 to
the perturbed system (20) yields the following equations for the
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Fig. 8. Decomposition of system {C, Ay, Dy} resulting from L e
L(7*), where Dy, := PLD.
@
Db{
S{ SY{ X
Z o 8 7 Z P v

Fig. 9. Diagram showing the action of Dy, : 2 — 2 on % via its
codomain restriction on C.7*, whenever (21) holds. Note that this di-
agram can be thought of as “zooming in” on the map Dy, in Fig. 8.

dynamics of the system defined on the factor space 2 :
v =Apz+ Dpd

j=Czx (22)
where 7 € &, 7RSS %Y,d e 2,and the maps A, Dy, and C are
defined in Fig. 8. The main result of this section will be devoted
to show that it is always possible to design Z # 0 satisfying (21)
such that system (22) is left-invertible (with respect to the input
d). In turn, this result will lead to the solution of Problem 2
for system (20) by way of reconstructability of d(-) from g(-)
via canonical projection modulo C.*. To this end, we recall
conditions (3) applied to system (22) for it to be left-invertible
as follows.

1) Dy, : 2 — % is monic.

2) Im(Dy) N #* =0, where

V* =9 (Ap, Dp;Ker C). (23)

Using the diagram in Fig. 9, it follows that:
Dy :=PLD=1L"D"

where L” : C.9* — 2 is defined as L’ := P LSy, the domain
restriction of L := PL on C.&*. Before proceeding further with
the design of 2, one must prove that L’ is a nonzero map, which
is clearly a necessary condition for condition 1 above to hold.

Proposition 2: Letsystem (2) be WOR, and let L : & — 2~
be a friend of .#’*. Then, L # 0.

Proof: Let L € L(*). As .9* is Ap-invariant, it follows
that Im A7, S C .¥*, hence

0=PALS=P(A+LC)S=PAS+ PLCS. (24)
Using the diagram in Fig. 9, it is seen that
PLCS =L"C". (25)

Consequently, L” = 0 implies PAS = 0, which is equivalent to
A" CKerP ="

showing that L° = 0 implies that .* is A-invariant as well.
Since .* is a proper subset of 2" by virtue of Lemma 1, and
< 2 Im B by definition, it follows that L" = 0 contradicts
controllability of the pair (A, B), thus violating Assumption 1.[J

We are now in the position to state and prove the main result
of this section as follows.

Proposition 3: Assume that system (2) is WOR. For any
L € L(.#*), there exists a nontrivial subspace 2 C C.%* such
that system (22) is left-invertible.

Proof: Fix, arbitrarily, L € L(.7*). We first show that it is
always possible to select 2 C C.* such that its insertion map
D':9 - Co* yields a monic map Dy : 9 — 4, ie., that
condition 1 is satisfied. To this end, select Z as a complementary
subspace of Ker L” in C.7*, that is, let 2 C % satisfy

Cs* =KerLl’ ® 9. (26)

This is possible by virtue of the fact that L’ # 0 implies
dim(Im Eb) > 0, hence, by the first isomorphism theorem,
dim(C.#*/Ker L”) > 0. Since any complementary subspace
of Ker L’ in C.#* is isomorphic to C.#*/ Ker L”, it follows
that dim & > 0 in (26). Since

Ker Dy, = Ker(L’D") = foli (Kerib N Im Db)
and Ker L N 2 = 0 by (26), one obtains
Ker D, = Ker D> =0

since D° is monic by definition. Consequently, D, is monic.
Next, we show that & can be chosen such that, in addition,
condition 2 holds. Clearly, if & selected at the previous step is
such that Im(Dy) N #* = 0, the proof is complete. Conversely,
assume that this is not the case, thatis, Im(Dy,) N #* # 0 for the
previous choice of ¥ satisfying (26). We claim that, necessarily

Im Dy, V™. 27)

By contradiction,iassume that (27) does not hold. Then, from
the definition of ¥*, it follows that:

which implies ¥* is also A -invariant. By definition, Y C
Ker C, which implies that 9 = (0 is contained in the unobserv-
able subspace of the pair (C, Ar). This contradicts the fact that
(C’ , A 1) is observable, as asserted in Lemma 2. Therefore, we
conclude that (27) must hold. From (27), it is possible to define
a nonzero subspace ./ C 2" such that

Im Dy, = (V' NImDy) & A (28)
Define a new subspace 7 as

91 = (DL)71 JV

and note that 27, C 9 C C.*. Let D? 91 — C* denote
the domain restriction of D’ : 2 — C.9* to C.%*, and Di :
91 — 4 the domain restriction of Dy, to 2, (see Fig. 10).
Notice that Di is still monic since Dy, is monic and 2, C .
Moreover, since

D} 7y = DL (D' A) = N
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Di B Cz Ya Y [left-inverse of d
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t L i left-inverse of | Y T D
= ) {C,A,B}
7
9 cs* ,
Db Fig. 11.  Strategy to reconstruct u for WOR systems.
Fig. 10. Commutative diagrams illustrating the newly defined maps (in

dotted arrows) for 27 := (D)~ '.#". The nondescript notation 7 is used
for the insertion map i : 21 — 2.

one obtains

ImDj = ./, (29)
Since .4 N ¥* = 0 by virtue of (28), from (29) it follows that:
7*NIm D} = 0. (30)

Note that ¥ * defined in (23) is computed using Dy, not Di; con-
sequently, (30) is not yet sufficient to conclude that system (22) is
left-invertible when D! replaces Dy, (alternatively, Z; replaces
). To show that this is indeed the case, define

V= V*(AL, D} Ker O)

and note that, by the properties of (A, B)-invariant subspaces

ALy €9 +Im Dy @31
Since, by definition of D}

Im Di CImD,

it follows from (31) that:

ALYy C ¥ +1Im Dy,
which implies that ¥/ is also a (Ay, Dy, )-invariant subspace

contained in Ker C. Since 7" is the supremal element of this
class, one obtains

which, according to (30), yields
77 NIm D} = 0.

As aresult, left-invertibility of system (22) follows from select-

ing %, as the disturbance subspace. g
The following result, providing the solution of Problem 2 for

WOR systems, is essentially a corollary of Proposition 3.

Theorem 3: Assume that system (2) is WOR. Then, there
exists a nontrivial subspace 2 C % solving Problem 2.

Proof: We begin by recalling that left-invertibility is invari-
ant under output-injection transformations, as ™ is invariant
under output injection [29]. Consequently, system (2) is left-
invertible with respect to the aggregate input u, if and only
if so is system (20). Choose, arbitrarily, L € L(.*), and select
2 C C.* asinProposition 3. Let (u(-), d(-)) € U x D be such
that 0y (u, d) = 0 for system (20). In particular, this implies that
g(t) = Py gq(t) = 0forall ¢t € [0,77]. Since system (22) is left-
invertible by construction, it follows that d(-) = 0. Lettingd = 0
in (20), one obtains u(-) = 0 by way of left-invertibility of the

triplet {C, A, B}. Consequently, system (20) is left-invertible
with respect to u, = (u, d), and so is system (2). O

Remark 9: A numerical algorithm for the computation of
the matrix representation of the insertion map D, based on the
method presented in the proof of Proposition 3, is provided in
Appendix B. We stress that other solutions may exist, given
the fact that Theorem 3 provides a sufficient condition. It is
indeed an open problem whether the proposed algorithm to find
2 defines the supremal element of all disturbance spaces solving
Problem 2.

Strategy for reconstructing the input in WOR systems: The
strategy for producing a reconstruction ¢ of u, which stems from
the results presented in this section, is illustrated by the scheme
in Fig. 11. The observer (18) with injection gain L € L(*)
(selected such that the spectrum of Ay is stable) is used to
generate the “output error” 34 of system (20). Projection modulo
C." of g4 yields the output § of system (22), which is used
to reconstruct the disturbance d(-) by way of left-inversion
of the triplet {C', Az, D1 }. The resulting signal d(-) is used
to reconstruct the output y(-) of the unperturbed system (1)
as J = yq — Dd. The signal (), in turn, is used to generate
@(-) via left-inversion of system (1). Alternatively, the lower
dimensional model ¥* = {C”, A% | B’} can be used in place of
the original system, as this option may be advantageous from
a computational standpoint. Specifically, once the disturbance
signal has been reconstructed, a reconstruction of the output y
of the error system (19) is provided by § = 74 — Dd. The signal
y(-) is then used to reconstruct u(-) by way of left-inversion
of X’

C. Attacker’s Sensitivity to Disturbance

In the case of WOR systems, since % = Im C, the only
subspace 7, C % that can be chosen by the attacker such
that = Im C @ ¥, is the trivial subspace, i.e., Z, = 0. This
implies that no projection methods can be used to eliminate the
effect of the disturbance on the output. There is, however, one
possible strategy for the attacker to correctly reconstruct the
input w if it knows &, as it can implement the same strategy
as the defense. This class of attacker may be considered as
“subspace aware,” and strategies addressing this eventuality will
be considered in future work. Further analysis of the obfuscation
properties of our scheme, namely if it is necessary at all for the
attacker to have knowledge of the exact Z used by the defender,
is also left for future work. In Section VI, we show how our
proposed strategy may indeed be a solution to the obfuscation
problem, by considering an attacker using an LS algorithm to
reconstruct » from yg .
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Fig. 12.  Schematic diagram of the coupled DGUs.

VI. SIMULATION EXAMPLE: WOR SYSTEMS

In this section, we provide an example for WOR systems,
showing that Problem 1 is indeed solved for our design of &, as
well as demonstrating how the disturbance injection can bias the
estimate of the input by an eavesdropping attacker. We consider
an islanded dc microgrid composed of two coupled distributed
generation units (DGUs), where buck converters are coupled
via RLC filters (see Fig. 12). Each DGU can be modeled as the
following dynamical system [30]:

Cz‘Vz‘:Iti—ILi-i— Z Lj Vi
JEN: i

Liily = Vi = Vi = Reilyi (32)
where V;, I;; are the voltage at the point of common connection
and terminal current, V;; is the terminal voltage, and I; is
a load current. The terminal voltage V;; is the control input,
which is obtained via the decentralized PI controller defined
in [30], ensuring that V; asymptotically tracks an externally
defined reference. The parameters C;, Ry;, Ly; are the capaci-
tance, inductance and resistance of the DGU’s RLC filter. The
system composed of two DGUs can be cast as (1) by taking the
closed-loop dynamics from [30], and u = [}, = C01i6{1’2} Iy,

and y = coljeqy 2} {VL I“}T' In this context, the estimation
of u can be used to achieve improved performance and system
balancing by the system operator. However, an eavesdropping
attacker may exploit estimated values of the load currents to
infer users’ personal habits and behaviors [3].

We consider an attacker capable of storing € N successive
samples of 4, and then performing an LS algorithm, such as the
one proposed in [28], to construct an estimate 4, of the input.
Specifically, the attacker solves the following LS problem:

U, = arg min 1 H%(k) — da(k — 1)H2

33
a(k-1) 2 9

where yq(k) = col(ya(k — ), ...,y4(k)), a(k) = col(i(k —
7),...,u(k)), and ® is composed of the Markov parameters
of the system with respect to the input matrix. For r larger than
the relative degree of the system, and for 2 = 0, this algorithm
gives exact reconstruction of u with some delay. To illustrate the
effects of injecting Dd onto the communicated values of y, we

consider two cases: a. the case in which d = 0; b. the case in
which a disturbance signal is applied.

A. No Disturbance

The results of the first scenario, in which no dithering signal is
injected, are presented in Fig. 13. In the figure, a comparison of
the unknown input with various estimates is provided, element-
wise. We show the estimates u, defined by the defender, and 4,
defined by the attacker as in Definition 3. As expected, given the
left-invertibility of the system, all estimates are accurate.

B. Injected Disturbance

In this second scenario, we consider the case in which the
dithering signal Dd is injected into the output. Here we choose
D following the steps stated in Appendix B, which yields:

[ 0.7957  0.5072 ]
—0.0220 —0.0140
. 0 0
—0.5445 —0.4655
0.0135  0.0116
L O 0 _

Recall that the results presented in this article do not rely on any
specific realization of d(k), so long as a valid & (and therefore
D) is designed. To substantiate the results in the remainder of
this section, however, let us propose the following definition:

T = AF +Bu

d=D'(Ci —y) (34)
where & is a simulated state that has the same dynamics as the
system, Z(0) = 0, and @ is a fictitious input meant to obfuscate
the true value of u. The design of this injected signal is inspired
by covert attacks, a class of data injection attacks that can disrupt
certain anomaly detection algorithms [25]. As mentioned, the
definition (34) is provided as a practical example, and further
investigation of how to best design d( k) for obfuscation purposes
is left for future work.

As shown in Fig. 14, the eavesdropper using the LS technique
is no longer capable of estimating the unknown input without a
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Fig. 13.  Actual input (u;,4 € {1,2}) and its reconstruction from the defender (4,7 € {1, 2}) and the LS eavesdropper (i, i, € {1,2}), without
injected signal, i.e., Dd(k) =0
forallk.
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Fig. 14. Actualinput (u;,¢ € {1, 2}) and its reconstruction from the defender (4;, ¢ € {1, 2}) and the LS eavesdropper (4., ¢ € {1, 2}), with injected

signal, i.e., Dd(k) # 0

forallk.

bias, but the defender is still capable of reconstructing the input
u precisely.

VII. CONCLUSIONS AND FUTURE WORK

In this article, we have introduced the concept of output redun-
dancy in LTI systems and investigated the resulting properties
from a geometric approach perspective. We have differentiated
between strong output redundancy and weak output redundancy
based on the dimensions of the image of the output map and
that of the output space. For the SOR systems, we have shown
that the output redundancy resides in the quotient space of the
output space modulo the image of the output map. Conversely,
in the WOR systems, output redundancy is associated with
the infimal unobservability subspace that contains the image
of the input map. Throughout this article, we have focused
on a synthesis problem involving the concealment of input
information by means of output allocation. We have shown that
output redundancy is indeed necessary, and provided construc-
tive solutions for the considered classes of output-redundant
systems. For future work, we aim to analyze the effectiveness
of the proposed output allocation strategy against attackers
employing more advanced reconstruction strategies. In addition,
exploring how output redundancy can be leveraged to enhance
output-feedback controller design offers another stimulating
direction.

APPENDIX

A. Numerical Algorithm for Calculating the Matrix L

In this section, we introduce the algorithm for calculating L,
the matrix representation of L € L(.*) regarding system (1)
while enabling the spectrum of A7 and AbL (AL == A+ LC)
to be freely assigned. More specifically, we intend to find an
L € R™*P such that

PALY* =0, o(AL)=A, o(A) =N (35

where A and A" denote symmetric sets of arbitrary complex
numbers with compatible set numbers, and P : 2~ — Z is the
canonical projection, as shown in Fig. 6.

We first calculate a basis of .* (dim(#*) = s) using the
unobservability subspace algorithm [20, Theorem 18], which
is a matrix representation S € R™*® of the insertion map S :
% — 2. Then, it is easy to calculate P € R("%)*" based
onsS

PS = 0(p_s)xs, TankP=mn —s.

Subsequently, we find an arbitrary Ly € R™*P satisfying
P(A+LoC)S = O(p—s)xs-

We thereby compute A, as

Ao = P(A + LoC)P'.
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Similar to calculating P, we compute Py € R(P~2)xP
(dim(C.*) = 2z) by

PySy = O(p—2)xz, rankPy =p — 2

where Sy € RP*# is abasis of the subspace C.*. Moreover, cal-
culate Co := PyCP', and choose Lo, such that o(Ag + LoaCo) =
A. After that, we let Ly = Lo + PiLo,Py, where it can be verified
that

o(P(A+L;C)PT) = A.
Now we define
Ay :=ST(A+14C)S
Cy := CS.

Clearly, A; and C; are the matrix representation of the map (A +
L,C)|.* and C|.7*, respectively. Since (Cy, A;) is observable
(Proposition 2), there exists an Ly, € R**P such that

O'(Al -+ LlaCl) = Ab.

Now we let L = L; + SL1,, which completes the computation
of L satisfying (35).

B. Numerical Algorithm for Calculating the matrix D

Suppose we have calculated L as described in Appendix A
with the desired spectrum for AbL and A . Then, we calculate
I’ = PLSy € R(" )%= and we obtain the rank of L’ as 7. Then
we select a matrix D’ € R**7 such that

rank(f.bDZ) =T

We calculate a basis of ¥* [defined in (23)] based on [19,
Theorem 4.3], denoted by V € R(=P)*? where

A =P(A+LC)P!, Dy, =I'D), C=pycpl.
Subsequently, we check the solution of

Vo, =D [i], i€ {1,...,7} (36)
where Dy [¢] represents the ith column of the matrix Dy,_. If (36)
cannot be solved for any 7 € {1,..., 7}, then we calculate D =
SyDZ, and we obtain the desired D.

Otherwise, we record the index 7 where (36) has a solution
for 6;, and we discard the corresponding columns of Dy _, re-
sulting in a new matrix D, € R("~P)*7 with fewer number of
columns (7, < 7). Then, we compute D = SYDZ, and we obtain
the desired D.
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