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Executive summary

Encryption is central to securing communication and information exchange in today’s digital society.
The rapid progress of quantum computing poses a major threat to this. Once cryptographically relevant
quantum computers become available, widely used cryptographic systems could be broken. Quantum
cryptography, with protocols such as Quantum Key Distribution (QKD) and newer foundations of pro-
tocols such as Quantum Secure Function Evaluations, is being developed as a possible solution. Yet,
an open question remains whether industry is ready and willing to adopt these technologies once they
move beyond research. This adoption challenge is further complicated by the dynamics of technologi-
cal hype. The excitement around quantum technologies has attracted investment and media attention,
and inspired national strategies. However, it also risks inflating expectations and shaping priorities
in ways that may not align with practical realities, as has happened with technologies like blockchain.
Against this backdrop, it becomes essential to examine how experts in cybersecurity and quantum
research perceive quantum cryptography, navigating between justified optimism and potentially mis-
leading expectations.

Research aim and approach
This thesis explores the factors influencing the adoption of quantum cryptography in the Dutch cyber-
security industry and presents a communication tool for those who promote quantum cryptography, to
help enhance future narratives surrounding adoption.

How can the opportunities and challenges of adopting quantum cryptography in the Dutch cy-
bersecurity industry be understood through insights into stakeholder perceptions and adoption
dynamics?

This is further broken down into four subquestions:

1. How is quantum cryptography perceived in the cybersecurity industry in the Netherlands?
2. Which theoretical perspectives can help explain the dynamics of innovation and technology adop-

tion relevant to quantum cryptography?
3. What insights from adoption models of other security technologies can inform a tailored adoption

model for quantum cryptography?
4. How do experts from cybersecurity and quantum cryptography assess the adoption of quantum

cryptography in the cybersecurity industry, and which factors do they identify as most influential?

The findings to these research questions are applied in the design of a communication tool to conclude
this research.

To answer these questions and apply them in a design, the research followed a triple diamond model
(Discover–Define × 2 – Develop–Deliver). The first two diamonds focused on research and analysis,
while the third translated findings into a communication design. The methodology combined:

1. A background study of perceptions of quantum cryptography in the cybersecurity industry;
2. The construction of a theoretical framework, drawing on adoption and innovation models;
3. A systematic literature review of adoption models for comparable disruptive security technologies

(AI, blockchain, IoT);
4. Expert interviews with professionals in cybersecurity and quantum cryptography;
5. A design phase producing a communication tool to address narrative challenges.

Findings
Perceptions in the Dutch cybersecurity industry
The Dutch cybersecurity field is aware of the quantum threat but demonstrates little urgency or coor-
dination in its response. Awareness is largely concentrated on QKD, with limited recognition of other
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quantum cryptographic protocols. Quantum cryptography is often viewed as a far future solution rather
than an imminent opportunity.

Theoretical framework
Three dimensions help explain adoption dynamics:

• Why innovation is necessary: framed through the Red Queen hypothesis, cybersecurity is seen
as a continuous race between attackers and defenders, with quantum computing as a disruptive
shift.

• What drives or constrains adoption: Protection Motivation Theory highlights the role of perceived
threats and coping abilities, while security economics reveals systemic disincentives for adoption.

• How adoption unfolds: models such as TAM, UTAUT, TOE, and DOI provide insights into pro-
cesses of acceptance, diffusion, and integration. Together, these perspectives contextualise
adoption of quantum cryptography as both a behavioural and systemic phenomenon.

Insights from adoption models of other technologies
Adoption studies of AI, blockchain, and IoT show that effective models are built by combining different
theoretical frameworks and adding technology-specific factors. For quantum cryptography, a hypotheti-
cal adoption model is proposed that integrates TAM and TOE, supplemented by DOI innovation charac-
teristics (e.g. relative advantage, complexity, compatibility). Additional factors such as perceived trust
and perceived security are highlighted, given their critical importance in the context of data security
technologies.

Expert assessments and influential factors
Interviews revealed that adoption of quantum cryptography will depend most strongly on

• A convincing business case (marketing and relative advantage);
• Environmental drivers (standards, certifications, and government regulations);
• Social influence, including hype and lobbying.

Barriers are predominantly technological (complexity, immaturity, fragility of infrastructure, comparison
with capabilities of classical cryptography) and organisational (knowledge gaps in both cybersecurity
and quantum communities, cost considerations). Importantly, many factors interact: for example, com-
plexity undermines perceived ease of use and trust, while immaturity diminishes relative advantage.

To capture these interdependencies, an infographic synthesis was developed, mapping adoption fac-
tors, their relationships, and stakeholder perspectives. This visualisation serves both as an analytical
synthesis and a decision-support tool, highlighting factors that have greater or more direct impacts on
adoption intention and how their effects are viewed by stakeholders.

Design contribution
Building on the findings, a communication tool was designed to address the issue of fragmented nar-
ratives. Stakeholders often rely on a single narrative, such as the hype of absolute security. This
oversimplifies the reality of quantum cryptography and risks undermining trust.

The design introduces the ”Dice of Narratives of Quantum Cryptography”, a metaphorical cube with
six narrative perspectives. Just as one cannot see all faces of a dice at once, stakeholders rarely per-
ceive all narratives simultaneously. Rolling the dice becomes a way to encounter multiple perspectives,
emphasising that only by combining narratives one can make a more balanced and trustworthy story.

The tool is intended for use in policy workshops on conferences (e.g. Quantum Meets), engaging
stakeholders such as policymakers, industry leaders, and advocates. By encouraging participants to
combine and compare narratives, the tool promotes more nuanced discussions between stakeholder,
so future users can make better informed decisions.

Future research directions
This exploratory study of quantum cryptography adoption in the Dutch cybersecurity industry suggests
several avenues for further research. First, the proposed hypothetical adoption model could be val-
idated through larger-scale surveys to assess the relative weight and interactions of factors across
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stakeholders. Longitudinal studies could track how perceptions evolve alongside technical develop-
ments and pilot projects. Comparative research across countries would reveal how adoption dynamics
differ under varying levels of investment, regulation, and infrastructure readiness. The influence of
hype, lobbying, and narratives needs deeper investigation, starting with systematic mapping of cur-
rently circulating narratives in industry, policy, and media. The role of standards and certifications on
trust, investment decisions, and experimentation should also be explored. Finally, the adoption dynam-
ics infographic that resulted from this research, provides additional paths for design-oriented studies,
investigating how different lines of influence can be visualised, communicated, and tested in practice.



Abstract of van Mil, 2025

Cryptographic primitives such as Bit Commitment (BC) and Oblivious Transfer (OT) are foundational
building blocks for two-party Secure Function Evaluations. While unconditional security for BC is im-
possible in the quantum setting, it can be realised under additional physical assumptions. In particular,
the bounded- and noisy-storage models provide a framework where security is guaranteed against ad-
versaries with limited quantummemory. Recent work by Ribeiro andWehner (2020) introduced the first
Measurement-Device-Independent (MDI) protocols for BC and OT in the bounded storage model. For
the BC protocols, they consider a variant of BC that is called Randomised String Commitment (RSC).
They give two MDI-RSC protocols using polarisation-encoded photon sources: one with perfect single-
photon emission and another with multi-photon emissions. They also give an MDI-OT protocol using
sources with perfect single-photon emission. However, the MDI security for OT using sources with
multi-photon emissions remains an open problem.

This thesis investigates the feasibility of MDI-RSC protocols using sources with multi-photon emissions,
such as weak coherent pulses (WCP) and spontaneous parametric down-conversion (SPDC) sources.
First, we correct a practical error in the existing MDI-RSC protocol by bounding the relevant parameters,
ensuring the validity of the original security claims. Second, we analyse the achievable committed
string rates while using WCP and SPDC sources. We further consider heralded SPDC sources, which
in principle enable single-photon emission, and discuss the impact of imperfect local detectors on their
performance and the consequences that has on the protocol implementation.

Finally, motivated by techniques from Twin-Field Quantum Key Distribution (TF-QKD), we give a phase-
encoded MDI-RSC protocol using coherent states and provide a sketch of the security proof in the
bounded-storage model. We also investigate extending the approach to OT. However, this is still a
challenge due to the basis-dependent information leakage inherent in phase-encoded coherent states.
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1
Introduction

In today’s digital society, almost all communication and information exchange relies on encryption to
ensure confidentiality, integrity, and trust. Classical cryptographic protocols are incorporated in activi-
ties as diverse as online banking, secure messaging and the protection of critical government systems.
However, the rapid development of quantum computing introduces a fundamental challenge: once
sufficiently powerful quantum computers become available, many widely used classical cryptographic
systems could be broken. This so-called quantum threat places the future of secure digital communi-
cation at risk (AIVD, 2021; Vaishnavi & Pillai, 2021).

One response to this threat is quantum cryptography, which uses the principles of quantum mechanics
to secure information and communication in new ways. The most well-known example is Quantum
Key Distribution (QKD), but there are other promising approaches, such as two-party protocols. In the
parallel applied physics thesis (van Mil, 2025), we investigate protocols in this category, specifically
quantum bit commitment, which is a functionality that can be a foundation to enable a wide range
of quantum cryptographic applications. This work naturally raises a central question: if new quantum
cryptographic protocols are developed in research institutions, is the industry ready and willing to adopt
them?

At the same time, it is important to situate this research within the broader discourse of technologi-
cal hype. The dawn of quantum computing and quantum communication has been accompanied by
significant public and private investments, ambitious national strategies, and frequent media attention,
often presented in highly expectant or even exaggerated terms (Roberson et al., 2021; Smith, 2020).
Such hype can be productive in mobilising resources, raising awareness, and accelerating innova-
tion, but it also risks distorting priorities and inflating expectations. In the field of national security,
hype around quantum computers, communication, and sensing technologies has already influenced
decision-making (McKinsey, 2024), even as experts caution that timelines and practical applications
remain uncertain. This dynamic is not unique to quantum technologies: blockchain, for example, was
once heralded as a revolutionary solution across sectors, yet its trajectory illustrates how inflated ex-
pectations, coupled with a limited understanding of practical constraints, can lead to disappointment or
opportunistic implementations that ultimately hinder adoption (Agustini & Mustakini, 2025). Against this
background, examining how experts in cybersecurity and quantum research perceive quantum cryp-
tography is not only a matter of technical feasibility, but also of navigating between justified optimism
and potentially misleading expectations.

1.1. Research goal
The current discussion around quantum cryptography is largely dominated by technical development.
Yet, the success of any new cryptographic technology depends not only on its theoretical soundness or
technical feasibility, but also on whether it is perceived as valuable, relevant, and practical by potential
adopters. At present, little is known about how quantum cryptography is viewed outside research envi-
ronments, particularly within the cybersecurity industry, which is a likely early adopter of such technolo-
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1.2. Approach and methodology 2

gies given its role in securing digital infrastructures. The aim of this research is therefore to explore and
analyse the key factors influencing the adoption of quantum cryptography in the cybersecurity indus-
try and present a communication tool for those who promote quantum cryptography, to help enhance
future narratives surrounding adoption.

This thesis focuses on the intersection of quantum cryptography and the cybersecurity industry. By
quantum cryptography, we refer to protocols that use quantum mechanical principles to secure com-
munication or information. By cybersecurity industry, we refer to organisations, companies, and gov-
ernment bodies that are responsible for securing digital communication and data, including large IT
companies, dedicated cybersecurity providers, and in-house cybersecurity departments. The scope of
the research is limited to companies and organisations in the Dutch cybersecurity industry and field of
quantum cryptography.

1.1.1. Research objectives
This project has the following research objectives:

1. To investigate how quantum cryptography is currently perceived in the Dutch cybersecurity indus-
try;

2. To analyse relevant theoretical perspectives on innovation and technology adoption that can ex-
plain the dynamics surrounding quantum cryptography;

3. To extract insights from adoption models for other technologies applicable to quantum cryptogra-
phy via a systematic literature review;

4. To identify and analyse expert perspectives on the opportunities, challenges, and adoption factors
of quantum cryptography in the cybersecurity industry.

At the end of the research, a design is proposed that focuses on a communication challenge surrounding
the adoption of quantum cryptography that lies in different narratives. We formulate the following design
objective:

5. To develop a communication tool that reveals the multiple narratives surrounding quantum cryp-
tography and shows how combining them creates a more balanced and trustworthy story for
informed stakeholder decision-making.

1.1.2. Research questions
From the research aim, scope and objectives follows the following main research question.

How can the opportunities and challenges of adopting quantum cryptography in the Dutch cy-
bersecurity industry be understood through insights into stakeholder perceptions and adoption
dynamics?

This is further broken down into the following subquestions:

1. How is quantum cryptography perceived in the cybersecurity industry in the Netherlands?
2. Which theoretical perspectives can help explain the dynamics of innovation and technology adop-

tion relevant to quantum cryptography?
3. What insights from adoption models of other security technologies can inform a tailored adoption

model for quantum cryptography?
4. How do experts from cybersecurity and quantum cryptography assess the adoption of quantum

cryptography in the cybersecurity industry and which factors do they identify as most influential?

The findings to these research questions are applied in the design of a communication tool to conclude
this research.

1.2. Approach and methodology
This project follows a triple diamond model (Discover–Define x2 – Develop–Deliver), which structures
the process as three iterative cycles of divergence and convergence. The first two diamonds focus on
the research objectives, while the third diamond addresses the design objective. Together, these cycles
move from exploring and defining the problem space, to analysing adoption dynamics, and finally to
producing a communication-oriented design output.
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Figure 1.1: Visualisation of the triple diamond structure of this thesis. The first two diamonds cover the research part and the
last diamond the design. For each diverging or converging phase, it is indicated which research question is answered in which

chapter of the thesis.

The research part of the project consists of two diamonds, each combining exploratory and validating
activities:

1. Discover (Background exploration): An initial literature scan and exploratory interviews with
a cybersecurity professor and representatives of the Dutch security cluster HSD are conducted.
The aim is to understand how cybersecurity professionals and researchers perceive quantum
cryptography, and to gauge current awareness of its potential benefits and limitations.

2. Define (Theoretical grounding): Insights from the discovery phase inform the construction of
a theoretical framework. This framework combines perspectives on innovation in cryptography
with established technology adoption models.

3. Discover (Systematic review): A systematic literature review is conducted on adoption models
of other disruptive security technologies (e.g., AI, blockchain, IoT). The purpose is to extract
transferable insights that could inform an adoption model for quantum cryptography.

4. Define (Expert validation): Qualitative, exploratory interviews are carried out with experts in
both cybersecurity and quantum cryptography. These interviews helped refine and validate a
hypothetical adoption model, that was established from the previous steps, while also providing
additional perspectives on opportunities and challenges.

The design component is presented as a distinct third diamond, building on the insights generated in
the research phase. It does not function as a separate research question, but rather as a translation of
the findings into a practical output:

5. Develop & Deliver (Communication design): In this final phase, one focal point of the research
outcomes is taken as the starting point for a design exploration. The design translates theoretical
and empirical insights into a practical communication tool that conveys stakeholder narratives
and supports knowledge exchange on the opportunities and challenges of quantum cryptography
adoption.

The triple diamond structure with the corresponding chapters of each part, is visualised in Figure 1.1.

Taken together with the applied physics thesis on primitives for new quantum cryptographic protocols,
this project offers a dual contribution: while the physics research advances the technical foundations
of quantum cryptography, the communication research explores the conditions under which such in-



1.3. Thesis outline 4

novations might be received, evaluated, and eventually implemented. This combination highlights not
only the technical possibilities of quantum-secured communication, but also the communicative and
organisational dynamics that determine whether those possibilities become reality.

1.3. Thesis outline
Chapter 2 provides an overview of the quantum computing threat to current cryptography and intro-
duces quantum cryptography as a potential solution. The chapter also explores the current awareness
and perceptions of quantum technologies in the cybersecurity industry. In Chapter 3, the theoretical
framework for this study is created. Chapter 4 outlines the methodology and results of a systematic
review of adoption models from other disruptive security technologies. Insights from these models are
analysed for their relevance to quantum cryptography adoption. Chapter 5 presents the methodology,
results, and discussion of qualitative interviews with experts in cybersecurity and quantum cryptogra-
phy. Then, Chapter 6 builds on the research findings to develop a communication tool that illustrates
narratives around quantum cryptography adoption. In Chapter 7 conclusions of the research and de-
sign are presented, together with recommendations for future research. Lastly, Chapter 8 reflects on
the thesis, discussing the research design, methodology, and limitations.



2
Background: Quantum cryptography

and cybersecurity

Future quantum computers pose a significant threat to modern cryptographic systems. Fault-tolerant
quantum computers could break widely used encryption schemes, exposing sensitive data such as
government secrets, medical records, and financial information (Salem et al., 2023). Even though the
exact timeline for quantum computers to break conventional cryptography remains uncertain, national
security services are encouraging proactive preparation for a post-quantum world (AIVD, 2021; NIST
Computer Security Resource Center, 2024).

Concerns about the disruptive potential of quantum computing are not new and have circulated since
Shor’s publication of his factoring algorithm in 1994. In response, two broad solution paths have
emerged: post-quantum cryptography, which seeks to design new classical algorithms resistant to
quantum attacks, and quantum cryptography, which uses the laws of quantum mechanics to secure
communication.

While post-quantum cryptography is actively being researched by the cybersecurity community (NIST
Computer Security Resource Center, 2024), the role of quantum cryptography is more uncertain. Its
adoption not only depends on technical feasibility, but also on stakeholder perceptions. This chapter
addresses the first research question, how quantum cryptography is perceived in the cybersecurity field
in the Netherlands, through an exploratory literature study and a set of interviews.

2.1. Quantum computers and cryptography
Cryptography is the ancient art of transmitting a message securely between parties, ensuring that it
cannot be read or modified by third parties. In modern practice, two broad categories are distinguished.
In symmetric cryptography the same key is used to encrypt and decrypt a message. These kinds of
schemes are used, for example, to encrypt stored data, like that on hard drives, or secure VPN con-
nections once a session key has been established. In asymmetric (public-key) cryptography, different
keys are used for encryption and decryption. These schemes secure for example HTTPS connections,
digital signatures and blockchain wallets. Many secure systems combine both types of cryptography.
Asymmetric cryptography establishes a secure channel or exchanges a symmetric session key, and
then symmetric cryptography handles the bulk data encryption.

Symmetric cryptography relies on the secrecy of the shared key. Breaking it typically requires brute-
force searching through all possible keys, which is computationally infeasible for strong encryption
schemes. Asymmetric cryptography, on the other hand, is built on families of mathematically hard
problems, such as factoring large primes (RSA) or solving discrete logarithms (ECC). Its security de-
pends on the assumption that these problems cannot be solved efficiently. Attacks against asymmetric
schemes can therefore target either the underlying hard problem or weaknesses in implementation (e.g.
poor randomness, weak parameters).

5



2.2. What is quantum cryptography? 6

Cryptographic Algorithm Type Purpose Impact from Quantum Computing
AES-256 Symmetric key Encryption Secure
SHA-256, SHA-3 - Hash functions Secure
RSA Asymmetric key Signatures, key establishment No longer secure
ECDSA, ECDH (Elliptic Curve
Cryptography (ECC))

Asymmetric key Signatures, key exchange No longer secure

DSA (Finite Field Cryptogra-
phy)

Asymmetric key Signatures, key exchange No longer secure

Table 2.1: Impact analysis of quantum computing on encryption schemes (Mavroeidis et al., 2018)

Quantum computers change this landscape because they enable algorithms that cannot run efficiently
on classical computers. Grover’s algorithm speeds up brute-force search, effectively halving the secu-
rity of symmetric key lengths. While significant, this does not fundamentally break symmetric cryptog-
raphy: doubling the key size restores security. Shor’s algorithm, however, is far more disruptive. It is a
very specific application of the quantum computer, but it targets exactly the mathematically hard prob-
lems underlying widely used asymmetric encryption schemes. It allows efficient factoring and discrete
logarithm solving, thereby breaking RSA, ECC, and related schemes. Once cryptographically rele-
vant quantum computers (CRQCs) are built, today’s widely deployed public-key infrastructure would
become insecure.

Mavroeidis et al. (2018) provide an overview of current algorithms and their vulnerabilities, summarised
in Table 2.1.

Cybersecurity has always evolved as a cat-and-mouse game between attackers and defenders, with
each innovation provoking a countermeasure. Quantum computing represents the next offensive move
in this cycle. Defenders are responding in two directions:

• Post-quantum cryptography (PQC) are new classical algorithms designed to withstand quantum
attacks. It explores new families of mathematical problems that are hard to solve even for a
predicted quantum computer.

• Quantum cryptography describes protocols that use quantum mechanical principles to achieve
security, in some cases with information-theoretic guarantees (unbreakable by any type of com-
putational power).

Neither approach ends the evolutionary cycle. PQC could still be challenged by future algorithmic or
hardware breakthroughs, while quantum cryptographic protocols, despite strong theoretical security,
may be undermined by flaws in implementation or deployment.

Quantum cryptography has attracted significant attention as an emerging, potentially disruptive technol-
ogy in cybersecurity. Its promise of information-theoretic security and fundamentally new capabilities
has led to widespread hype in both academic and industry circles (Pirandola et al., 2019; Smith, 2020).
However, like many new technologies, its current practical applications are limited, the infrastructure
is costly, and its adoption faces many barriers. Presenting it as a transformative solution while simulta-
neously acknowledging these limitations, provides a realistic lens through which to assess its potential
impact and adoption.

2.2. What is quantum cryptography?
Quantum cryptography is broadly defined as the study of cryptographic tasks that can be implemented
using quantum hardware (Vidick & Wehner, 2023). IBM describes it as a set of methods for encrypting
and transmitting secure data based on the principles of quantum mechanics (IBM, 2023). It belongs to
the wider field of quantum communication, where information is transmitted using quantum bits (qubits).
This gives quantum communication the power to implement applications beyond the reach of classical
systems, including:

• Quantum Key Distribution (QKD): protocols to securely distribute a shared key between two
trusted users, with the feature that eavesdropping on this exchange can be detected.

• Quantum secret sharing: distributing a secret among multiple parties such that only a subset
can reconstruct it, with added quantum security guarantees.
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• Delegated quantum computing: protocols that allow a client with limited quantum capability to
delegate computations to a powerful quantum server while maintaining privacy and security.

• Blind quantum computing: a stronger form of delegated quantum computing where the server
performing the computation learns nothing about the client’s data, algorithm, or result.

• Distributed quantum sensing: linking sensors across large distances through entanglement
distribution to achieve higher precision measurements than possible classically.

To realize such applications, three elements are essential.(Vidick & Wehner, 2023):

• End nodes: devices on which a user can manipulate quantum information. At least one end node
with one qubit already makes it possible to observe some quantum properties that are needed for
cryptography such as the no-cloning theorem and uncertainty relations. With two end nodes with
qubits, one for each user, you can have quantum entanglement between the two. More nodes
implies more complex quantum functionality.

• Transmission: the means to transmit quantum states from one end node to the other. These
can be physical media that are able to transmit light (e.g. glassfiber cables), as quantum states
can be encoded in light.

• Cost-effective and reliable connections: making quantum cryptographic technologies broadly
available relates to the cost and reliability of quantum communication technology. Costs can
be lowered by making a network that users can share, like the classical internet, but this brings
complications. Building a network makes the technology more complex, because of the delicate
nature of qubits. Distance scaling is hard as qubits tend to get lost over large distance transmis-
sions. It is also hard to amplify the information as they cannot be copied without information being
lost.

Quantum cryptography uses the core quantum principles of superposition, measurement disturbance,
no-cloning, and entanglement. These properties make some protocols theoretically unbreakable (Pi-
randola et al., 2019). Unlike classical schemes, which rely on computational assumptions, quantum
cryptographic protocols can offer statistical (information-theoretic) security, meaning security holds re-
gardless of an adversary’s computational power. Moreover, for some protocols, even with relatively
modest resources, quantum communication can outperform classical communication, as Wehner et al.
(2018) point out in their review on the road to the future quantum internet. This is because the quantum
properties can already be exploited with very few qubits.

At the same time, the field rests on a chain of assumptions. Most advanced quantum protocols are
still only in the research and design phase, with security based on theoretical proofs, disregarding the
flaws of practical implementations. Furthermore, the quantum threat itself is still hypothetical (large-
scale CRQCs do not yet exist), and quantum cryptography as a solution assumes that this threat will
materialise. Adoption therefore requires organisations to act under uncertainty, investing in solutions
for a problem whose timeline and form remain unclear.

2.3. The quantum network
During a private conversation on 9 January 2025, in Delft, a cybersecurity professor of TU Delft shared
his perspective on quantum cryptography. He described quantum cryptographic protocols as building
blocks, comparable to Lego bricks, rather than complete systems. Classical cryptography already pro-
vides a full, functioning structure, whereas quantum protocols currently exist as isolated pieces whose
eventual integration remains uncertain. It is still unclear whether these quantum ”bricks” will replace
some classical components, supplement them, or eventually contribute to an entirely new structure.

Among these building blocks, QKD is by far the most widely recognized and deployed. It is highlighted
in industry reports such as McKinsey’s Quantum Technology Monitor (McKinsey, 2024), reviewed com-
prehensively in Pirandola et al. (2019), and already piloted in practice, for example at the Port of Rotter-
dam (Port of Rotterdam - News Overview, 2024). The reason that QKD is most well known, is because
it can be implemented with relatively modest hardware requirements, placing it at the earliest stage of
Wehner et al.’s quantum internet roadmap (Figure 2.1).

However, later stages in the roadmap include functionalities such as secure identification and advanced
two-party protocols that could more directly replace vulnerable classical primitives like signatures. The
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Figure 2.1: Stages in the development of a quantum internet from Wehner et al. (2018). Each stage is characterised by an
increase of functionality at the expense of greater technological difficulty.

strong association of quantum cryptography with QKDmay therefore narrow industry perceptions. Com-
plicating matters, QKD is still costly and technically challenging, leading organisations like the AIVD to
discourage its adoption (AIVD, 2021). As a result, some security companies may refrain from exploring
the broader potential of quantum cryptography.

2.4. Awareness and perception in the cybersecurity field
To assess awareness of quantum cryptography in the Dutch cybersecurity field, we combined an inter-
view with an industry stakeholder and an analysis of publications aimed at practitioners.

On 5 February 2025, in The Hague, we conducted an interview with The Hague Security Delta (HSD),
a Dutch cybersecurity umbrella organisation. The conversation revealed that quantum cryptography
remains largely unfamiliar. Beyond QKD, most quantum protocols are virtually unknown. Companies
in their network do not perceive urgency: other threats are more immediate, and the unclear timeline
for CRQCs contributes to a lack of prioritisation. HSD currently focuses on raising awareness, often
framing the quantum threat in terms of geopolitical adversaries such as China or the U.S. This resonates
with their members, but the abstract and distant nature of the risk hampers engagement.

The interview further highlighted the complexity of the cybersecurity ecosystem as a barrier. Before
responding to the quantum threat, organisations need to map which systems are at risk and what
replacements are feasible. Yet the novelty of quantum technologies makes this difficult, and there is
little coordination across the ecosystem. Responsibilities and first steps remain ambiguous, leading to
a sense that ”everyone is waiting for each other.”

This findings are also represented in broader industry perspectives. Deloitte (Raskovich et al., 2024)
contrasts the quantum risk with Y2K. While Y2K had a fixed deadline, the quantum threat’s fuzzy time-
line encourages procrastination and focus on immediate problems. Publications directed at industry
audiences likewise emphasise the threat of quantum computing and the promise of PQC and QKD
(AIVD, 2021; McKinsey, 2024; Verhagen et al., 2019), but rarely highlight the broader spectrum of
quantum cryptography.

To conclude, the Dutch cybersecurity field is aware of the quantum threat but lacks urgency and coor-
dination in its response. Awareness is mainly focused toward QKD, with limited recognition of other
quantum cryptographic possibilities. Greater education and cross-sector collaboration could help ex-
pand the focus from quantum as merely a threat to quantum as an opportunity, fostering more balanced
preparation for the sizeable impact of CRQCs (Raskovich et al., 2024).



3
Theoretical Framework

To analyse the adoption of quantum cryptography, this chapter brings together several theoretical per-
spectives that explain the interaction between technological change, organisational decision-making,
and user behaviour. These perspectives collectively provide a theoretical framework for the study and
answer the second research question: Which theoretical perspectives can help explain the dynamics
of innovation and technology adoption relevant to quantum cryptography?

The discussion is structured around three guiding dimensions: why, what, and how. At the evolution-
ary level, we ask why innovation in cybersecurity, and specifically quantum cryptography, is necessary.
The Red Queen hypothesis, introduced in Section 3.1, frames cybersecurity as a perpetual race be-
tween attackers and defenders, with quantum computing representing a potentially disruptive turn in this
dynamic. At the behavioural level, we consider what factors drive or constrain adoption in Section 3.2.
Protection Motivation Theory highlights how perceptions of threat and coping ability influence security
choices, while insights from security economics show the systemic pressures influencing adoption. Fi-
nally, at the adoption level, we turn to how new technologies become integrated. In Section 3.3 we look
at how establishedmodels of technology acceptance and diffusion explain the processes through which
individuals and organisations evaluate and integrate new technologies such as quantum cryptography.

3.1. The Red Queen hypothesis and disruptive innovation theory
The Red Queen hypothesis, first proposed by Van Valen (1973), describes systems in evolutionary
biology in which species must continually adapt simply to maintain their relative fitness in an environ-
ment where others (predators, parasites) are also evolving. The name is borrowed from Lewis Carroll’s
Through the Looking-Glass, in which the Red Queen tells Alice that it takes continuously running, just
to stay in place (see Figure 3.1).

Applied to cybersecurity, this perspective frames the field as a co-evolutionary arms race in which
defenders and attackers continuously adapt to each other’s moves. The emergence of quantum com-
puting and the corresponding development of PQC and quantum cryptography illustrate this dynamic.
The Red Queen hypothesis provides a theoretical foundation to understand why cybersecurity innova-
tion cannot be a one-time response but must be ongoing. It also provides an argument to keep working
on quantum cryptography next to PQC, even if they are not needed yet for the current security threats.

Alternatively, quantum cryptography can be framed by disruptive innovation theory (Christensen, 1997)
as a potential paradigm-shifting technology that can fundamentally alter the landscape of secure com-
munications. This relates mainly to quantum cryptography in the broader context of quantum commu-
nication, which promises more applications than what is described by cryptography and may create
new markets dedicated to quantum communication. In this sense, organisations are not only deciding
whether to keep pace with the Red Queen but also whether to adapt to a disruptive set of new innova-
tions with more elaborate implications. In this thesis, the broad context of quantum communication is
outside the scope, and this perspective will be disregarded.

9
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Figure 3.1: ”Now, here, you see, it takes all the running you can do, to keep in the same place.” - Lewis Carroll (Carroll, 2010)

3.2. Protection Motivation Theory and security economics
While the Red Queen hypothesis frames cybersecurity as an endless evolutionary race, it does not
explain how individuals or organisations actually make decisions to adopt new protective measures. To
address this, Protection Motivation Theory (PMT) (E. M. Rogers, 1983; R. W. Rogers, 1975) provides a
useful framework. Originally developed in health psychology to explain how people respond to threats,
PMT has since been applied in information security research (Ifinedo, 2012; Lee & Larsen, 2009).

PMT proposes that protective behaviour is based on two factors:

• Threat appraisal, which considers perceived severity and vulnerability, and
• Coping appraisal, which weighs the efficacy of the response, self-efficacy, and response costs.

In the cybersecurity context, PMT helps explain why organisations may choose to invest (or not invest)
in new security solutions. For example, as the quantum threat becomes more visible, organisations
with a high perception of vulnerability and belief in the effectiveness of PQC or QKD will be more
motivated to adopt. Conversely, if response costs are too high, motivation may be reduced despite the
evolutionary need highlighted by the Red Queen hypothesis.

This connects to the standpoint of security economics, that security is not only a technical challenge
but also an economic one (Anderson, 2001). Organisations face a cost–benefit dilemma: investing in
stronger cryptographic solutions gives immediate costs, while the benefits are probabilistic and often
only expresses in the prevention of bad events.

3.3. Technology acceptance and adoption in the case of quantum
cryptography

To understand the adoption of quantum cryptography, it is useful to draw on established theories of tech-
nology acceptance and adoption at both the individual and organisational levels. While adoption refers
to the organisational or societal decision to integrate a technology into existing practices, acceptance
captures the individual end-user’s willingness and intention to use it (Davis, 1989).

3.3.1. Foundational behavioural theories
Individual acceptance theories highlight how attitudes, norms, and perceived control shape technology
use. The Theory of Reasoned Action (TRA), developed by Fishbein and Ajzen (1975) explains be-
haviour as a function of intention, which is itself shaped by attitudes and subjective norms. The Theory
of Planned Behaviour (TPB) extends TRA by adding perceived behavioural control, acknowledging that
intentions may not translate into action when individuals feel constrained (Dainton & Zelley, 2010).
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3.3.2. Technology acceptance models
Building on TRA and TPB, the Technology Acceptance Model (TAM) (Davis, 1989) identifies two key
beliefs influencing acceptance: perceived usefulness (PU) and perceived ease of use (PEOU). Both
shape attitudes and behavioural intentions, with PU having a strong direct influence. A visual repre-
sentation of TAM is given in Figure 3.2.

Figure 3.2: Diagram of the Technology Acceptance Model of Davis (1989).

The Unified Theory of Acceptance and Use of Technology (UTAUT) (Venkatesh et al., 2003) integrates
TAM and other frameworks, emphasising performance expectancy, effort expectancy, social influence,
and facilitating conditions, with effects moderated by demographic and situational variables. These
models are particularly useful for understanding end-user acceptance of new technologies such as
quantum cryptography.

3.3.3. Organisational adoption frameworks
At the organisational level, the Technology–Organization–Environment (TOE) framework (Tornatzky &
Fleischer, 1990) highlights three contexts shaping adoption: technological (e.g., feasibility, compati-
bility), organisational (e.g., size, resources, culture), and environmental (e.g., competition, regulation).
Complementing this, Diffusion of Innovations (DOI) theory (E. M. Rogers, 1983) emphasises how the
characteristics of an innovation itself influence its rate of adoption across a population. These five
characteristics are relative advantage, compatibility, complexity, trialability, and observability.



4
Systematic literature review: adoption

models of security technologies

This chapter addresses the third research question: What insights from adoption models of other se-
curity technologies can inform a tailored adoption model for quantum cryptography?

While the previous chapter introduced general theories of innovation and technology adoption, this
chapter extends that foundation by examining how such models have been applied to other emerging,
security-relevant technologies. Specifically, blockchain, artificial intelligence (AI), and the Internet of
Things (IoT) are considered. They share important features with quantum cryptography, such as high
technical complexity, security and trust concerns, dependency on infrastructure, regulatory uncertainty,
and being surrounded by hype. By comparing adoption research across these domains, this chapter
identifies relevant extensions and contextual factors for the theoretical models that can inform a model
tailored to quantum cryptography.

First, the reviewmethod and search strategy are explained. Second, the selected studies are presented.
Third, the findings are discussed in terms of their implications for quantum cryptography adoption. Fi-
nally, the chapter concludes by proposing a hypothetical adoption model that integrates these insights
and provides a basis for further validation in later stages of this research.

4.1. Methodology
This systematic literature review examines how technology adoption models have been applied in the
context of blockchain, AI, and IoT security. The goal is to identify adoption factors and theoretical
extensions that may also be relevant for quantum cryptography.

Blockchain shares similarities with quantum cryptography, particularly regarding its emphasis on secu-
rity and the high technical complexity that can act as a barrier to understanding and adoption. While
both technologies aim to secure data, their core purposes differ: blockchain emphasizes decentralisa-
tion and transparency, whereas quantum cryptography is concerned with unbreakable encryption and
secure communication based on quantum mechanical principles. Despite differences in application,
existing blockchain adoption studies offer valuable insights into how users perceive security, trust, and
technological usefulness, which are equally important concepts for quantum technologies.

The use of AI in security applications introduces another set of relevant adoption challenges. Trust in
autonomous decision-making, high complexity, and the need for transparency are central concerns in
both AI and quantum cryptographic systems. Both quantum cryptography and AI can seem to operate
as a ”black box,” requiring users to place confidence in a system they may not fully understand. As
such, adoption models for AI incorporate constructs like perceived trust and perceived risk which may
also be relevant for quantum cryptography.

Lastly, IoT security is included due to its deployment context. Like quantum cryptography, it is often

12
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adopted by large organisations rather than individual consumers.

Search Strategy
The review was conducted using two databases: Web of Science and Scopus. For each technology,
search queries combined the term ”technology acceptance model” with adoption and security, along-
side the name of the technology. The following queries were used:

• "technology acceptance model" AND blockchain AND adoption AND security
• "technology acceptance model" AND ("artificial intelligence" OR AI) AND adoption

AND security
• "technology acceptance model" AND ("internet of things" OR IoT) AND adoption AND

security

Inclusion and Exclusion Criteria
The following criteria guided the selection of studies:

• Inclusion: Peer-reviewed articles published within the last five years up to March 2025, focusing
on adoption factors for blockchain, AI, or IoT in a cybersecurity context.

• Exclusion: Studies indexed under unrelated domains (e.g., hospitality, medicine, food sciences),
studies focused on end-consumer rather than organisational adoption, cross-cultural compar-
isons, voice assistants (for AI), articles written in languages other than English or Dutch, un-
available articles, and duplicates across the two databases.

After applying the criteria, the search gave 8 blockchain studies, 8 AI studies, and 3 IoT studies, of
which one overlapped with blockchain. This resulted in a total of 18 articles for the review.

4.2. Findings from the literature
The articles that were found included two systematic literature reviews on blockchain adoption. Al-
shamsi et al. (2022) revealed that in the articles they collected, TAM was by far the most common
model for studying blockchain adoption, followed by the TOE model, then UTAUT and IDT. They also
analysed the collected articles, to find the most common external factors that influence the adoption
of blockchain. The first four of these factors are trust, perceived cost, social influence and facilitating
conditions. The authors of this review do not give descriptions of these factors.

In a systematic review of research on the adoption of blockchain Norbu et al., 2024 focus on trust and
UTAUT as the main influencers for blockchain adoption. The results from their literature review indeed
support that the four factors of UTAUT influence consumer acceptance of the adoption of blockchain in
digital payment systems. They also find that the adoption of blockchain-based systems is influenced
by trust, going so far even to say that trust is the foundation for user acceptance. Trust is in turn built
on regulation, security, privacy and transparency.

The other 16 articles we found are summarised in Table 4.1. Most of the articles that were found use
TAM as the basis of their research into the adoption of blockchain, AI or IoT, and augment this with
extra factors.

4.2.1. Extending TAM
The article by Kuberkar and Singhal (2021) looks into both blockchain and IoT. They add two extra
factors to TAM acting on the behavioural intention towards the adoption of blockchain and IoT, besides
perceived ease of use and perceived usefulness.

• Perceived Security, the perception of technology being secure from external unauthorized access,
and

• Government Support, government’s policies and regulations, formulation of standards, incentivis-
ing stakeholders.

These two additions were suggested by experts, and tested through survey in their research. They
also propose and test the task-technology fit (TTF), described as a measure of how the technology
characteristics fit with the task characteristics to determine the performance impact of technology, as
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preceding factors before perceived usefulness and perceived ease of use. They found that the hypoth-
esised influence of all factors were supported.

In a research exploring blockchain adoption in real estate, Yang et al. (2025) also hypothesises task-
technology fit as influencing factor for perceived usefulness and perceived ease of use. Next to that
they propose

• Perceived compatibility, which refers to the degree to which a technology or innovation aligns
with users’ existing values, needs, and experiences, and

• Data privacy and security, which represent the protection of users’ personal and sensitive infor-
mation during technology use,

to extend TAM, based on previous literature. The proposed model was tested via a field survey among
real estate buyers and sellers in China. They found that task-technology fit and data privacy and security
were significant factors.

The study by Shrestha et al. (2021) adds trust, privacy and security dimensions to classic TAM for
analysing the adoption of blockchain based systems. Based on previous literature they add the factors

• Quality of System, the technical details of the system interface and system’s quality that produces
output response;

• Trust, the user’s belief in the reliability of a system or service provider, especially in contexts
where the user becomes vulnerable during transactions;

• Perceived Privacy, the user’s concern over unauthorized access and misuse of their personal
and financial information;

• Perceived Security, the degree to which a user believes the technology has no predisposition to
risk.

The effects that these factors, besides perceived usefulness and perceived ease of use have on the
attitude towards blockchain based systems and the intention to use, were validated through survey
questionnaire among participants recruited through the university website. Quality of system and trust
were found to be significant factors influencing the intention to use and the attitude towards blockchain
based systems respectively.

Sciarelli et al. (2022) extend TAM with perceived benefits of reduced cost and efficiency and security.
These hypotheses were tested via survey questionnaire spread among their target segment. They
find that efficiency and security has a significant effect on attitude towards adoption and perceived
usefulness. Reduced cost does not have a significant effect on either.

Koyluoglu and Acar (2023) add perceived security to TAM, defined as the perception of loss of control
over sensitive information. They hypothesise its influence on attitudes towards AI and intention to
use AI in mobile banking, next to the usual factors perceived usefulness and perceived ease of use.
The hypotheses are tested through survey and it was found that all three have significant influence on
the attitude. Park and Jones-Jang (2023) also adds security and surveillance concerns to TAM, after
suggestions from experts, in the examination of adoption of AI systems. They do not include explicit
descriptions of these factors. From their survey they found support for the indirect influence of security
concerns on the intention to use AI, and no support for the influence of surveillance concerns.

Also for the adoption of AI in banking services, Rahman et al. (2023) extends TAM with the factors

• Awareness, the user’s level of knowledge about the technology;
• Perceived risk, the user’s subjective expectation of suffering a loss by using the technology in the
quest of obtaining the desired outcome;

• Perceived trust, A multifaceted and dynamic belief held by users, particularly in uncertain or
risky environments, that a system, service, or provider will act reliably, securely, and in their best
interest;

• Subjective norms, the belief that a person or group of people will approve and support a particular
behaviour, the influence and opinion of other people

that influence the intention to adopt AI in banking. They gathered their hypothesised factors form
semi-structured face-to-face interviews with bank officers and validated them through structured ques-
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tionnaires among bank clients. They found significant support for the influencing factors perceived
usefulness, perceived risk, perceived trust and subjective norms.

Majrashi (2024) creates an augmented TAM from factors found in literature. Next to perceived useful-
ness and perceived ease of use, they add

• Perceived trust, the extent to which individuals believe that a technology or system is reliable and
will act in their best interest.

• Social/subjective norms, the perceived social pressure individuals feel to engage or not engage
in a specific behaviour.

• Perceived tolerance, an organisation’s openness to learning from failures during innovation.
• Perceived impact, the expected organisational, social, and environmental benefits of adopting a
technology.

• Isomorphic pressure, external and internal influences that drive organisations to conform to es-
tablished norms or practices.

This model was validated through a survey and it was found that all of the hypothesised relationships
between the factors and the attitude toward AI and intention to adopt AI were supported.

Zhang et al. (2023) adds four extra factors to TAM besides perceived usefulness, perceived ease of
use:

• Support system refers to the level of support from the organisation and other and other basic
resources to use the technology;

• Perceived security refers to the users’ belief or impression that their personal data is adequately
protected when using an application or technology;

• Individual innovation refers to a personal trait that reflects a person’s willingness and ability to
embrace and adopt new technologies;

• Perceived enjoyment is the degree to which a user experiences pleasure or fun from using a
system or technology, independent of its performance or utility outcomes.

They test the hypotheses that these factors influence the constructs of TAM via a questionnaire among
a very broad group of IoT users in their target audience. Perceived security, individual innovation and
support system were found to have a significant effect on the behavioural intention to use.

To assess the adoption of IoT, Picoto et al. (2023) use UTAUT2, which includes the following factors,
besides perceived usefulness, perceived ease of use and social influence.

• Perceived enjoyment is the level of pleasure and fun derived from using a technology, regardless
of its performance benefits.

• Habit refers to the automatic tendency to perform behaviours due to prior learning and repetition.

They combine this with a trust model including the factors

• Trust refers to the expectation that others will not behave opportunistically in a given context.
• Privacy is defined as the rules governing access to personal user data.
• Data confidentiality concerns refers to ensuring that personal data is accessible only to authorised
individuals or systems.

They validated the influence factors have on the intention to use IoT in e-commerce via a questionnaire
and found that only data confidentiality concerns, perceived ease of use and social influence were not
significant.

4.2.2. Other adoption models
In the research on the adoption of blockchain done by Bhardwaj et al. (2021) TAM is integrated with TOE
and DOI. The factors that are included in the hypothesised model are perceived usefulness and per-
ceived ease of use from TAM, technology readiness, top management support, security concerns, cost
concerns, government policy and vendor support from TOE, and relative advantage, technology com-
patibility and complexity from DOI. These hypotheses were tested via an online questionnaire among
companies in India and it was found that relative advantage, technology compatibility, complexity, per-
ceived usefulness and top management support were significant factors. For these results in relation
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to the current research for quantum cryptography, it should be noted that there are cultural differences
between India and the Netherlands, that might influence the outcomes of the questionnaires.

Chittipaka et al. (2023) examine the adoption of blockchain in supply chains in India through the TOE
framework. From literature, they identify the following 11 factors: relative advantage, trust, compatibility
and security in the technological perspective, firm’t IT resources, higher authority support, firm size and
monetary resources in the organisational perspective, and rivalry pressure, business partner’s pressure
and regulatory support in the environmental perspective. The hypothesised influencing factors are
tested via an online survey among professionals in their target group. All 11 factors having significant
influence on the adoption of blockchain were supported by the results of the survey.

In assessing the acceptance of AI Assaf et al. (2024) use a combination of TOE and TAM with Relative
advantage, complexity, compatibility and observability in the technological perspective, top manage-
ment support, managerial capability and organisational readiness in the organisational perspective,
and legal framework and competitive pressure in the environmental perspective. In their model, these
TOE-factors are hypothesised to have effect on either perceived usefulness or perceived ease of use
and this is validated with a survey among the target group.

Rana et al. (2024) study the factors influencing the adoption of AI in developing countries. For this they
use an extended UTAUT that includes trust and privacy besides the standard performance expectancy,
effort expectancy, social influence and facilitating conditions. These factors and their influence on the
intention to adopt AI were validated through questionnaires. Facilitating conditions and privacy were
found to only have significant influence on the actual use behaviour, the other four factors were found
to have significant influence on the intention to adopt.

New models
Two articles create their own, new adoption models. Russo (2024) investigated the adoption of AI tools
in software engineering through an open-ended question survey among software engineers, based
on TAM, DOI and Social Cognitive Theory (SCT). The factors included in the survey were perceived
usefulness, perceived ease of use, compatibility, relative advantage, complexity, social influence, envi-
ronmental factors and self-efficacy. They propose a new model to understand and predict the adoption
of AI in software engineering: the Human-AI Collaboration and Adaptation Framework (HACAF), which
is based on TAM, DOI, SCT and UTAUT, and claim that it is a more tailored and nuanced model. HA-
CAF includes four factors that influence the intention to use AI: personal and environmental factors,
perceptions about technology, compatibility factors and social factors. These were validated through
a survey, in which all factors proved to be significant, and perceptions about technology and social
factors were the most significant influencers of the intention to use AI.

After an elaborate literature study Vorm and Combs (2022) introduce the intelligent systems technology
acceptance model (ISTAM), with the added factor of transparency next to perceived usefulness and
perceived ease of use influencing the behavioural intention of acceptance. The model is based on an
elaborate analysis of the effect of trust on intelligent systems acceptance. Transparency is in this model
defined as amultidimensional entity consisting of transparency for monitoring, transparency for process
visibility, transparency for surveillance, and transparency for disclosure. They found that transparency
is essential for trust in intelligent systems. Their model ISTAM is only conjectured, not tested through,
for example, surveys.
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Table 4.1: Overview of adoption models and factors used in literature results

Reference Title Model(s)
used

Factors used Empirical
Validation

Blockchain
Bhardwaj
et al. (2021)

Determinants of
Blockchain
Technology Adoption
in Supply Chains by
Small and Medium
Enterprises (SMEs) in
India

TAM,
TOE,
DOI

RA, CP, CX, PU,
PEOU, technology
readiness, top
management
support, security
concerns, cost
concerns,
government policy,
vendor support

Online surveys

Kuberkar
and Singhal
(2021)

Factors Influencing
the Adoption Intention
of Blockchain and
Internet-of-Things
Technologies for
Sustainable Blood
Bank Management

TAM TTF, PU, PEOU
security concerns,
government support

Online and offline
survey
questionnaire

Shrestha
et al. (2021)

Augmenting the
technology
acceptance model
with trust model for
the initial adoption of
a blockchain-based
system

TAM PU, PEOU, security,
trust, perceived
privacy, quality of
the system

Online survey
questionnaire

Sciarelli et al.
(2022)

Factors affecting the
adoption of
blockchain technology
in innovative Italian
companies: an
extended TAM
approach

TAM PU, PEOU, reduced
cost, efficiency and
security

Survey
questionnaire

Chittipaka
et al. (2023)

Blockchain
Technology for Supply
Chains operating in
emerging markets: an
empirical examination
of technology-
organization-
environment (TOE)
framework

TOE RA, CP, trust,
security, firm’s IT
resources, higher
authority support,
firm size, monetary
resource, rivalry
pressure, business
partner’s pressure,
regulatory support

Survey

Yang et al.
(2025)

Exploring real estate
blockchain adoption:
An empirical study
based on an
integrated
task-technology fit
and technology
acceptance model

TAM PU, PEOU, TTF,
Data privacy and
security, Perceived
compatibility

Field survey

Artificial Intelligence
Continued on next page
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Reference Title Model(s)
used

Factors used Empirical
Validation

Vorm and
Combs
(2022)

Integrating
Transparency, Trust,
and Acceptance: The
Intelligent Systems
Technology
Acceptance Model
(ISTAM)

ISTAM PU, PEOU,
transparency

Literature study

Koyluoglu
and Acar
(2023)

A study on adoption
of artificial intelligence
use in mobile banking

TAM PU, PEOU,
perceived security

survey

Park and
Jones-Jang
(2023)

Surveillance, security,
and AI as
technological
acceptance

TAM PU, PEOU, security
concerns,
surveillance
concerns

Survey

Rahman
et al. (2023)

Adoption of artificial
intelligence in banking
services: an empirical
analysis

TAM PU, PEOU,
awareness,
perceived risk,
perceived trust,
subjective norms

structured
questionnaire

Assaf et al.
(2024)

Assessing the
Acceptance for
Implementing Artificial
Intelligence
Technologies in the
Governmental Sector

TAM,
TOE

PU, PEOU, RA, CP,
CX, OB, top
management
support, managerial
capability,
organisational
readiness, legal
framework,
competitive
pressure

survey

Majrashi
(2024)

Determinants of
Public Sector
Managers’ Intentions
to Adopt AI in the
Workplace

TAM PU, PEOU,
perceived trust,
social/subject
norms, perceived
tolerance,
perceived impact,
isomorphic
pressure

survey

Rana et al.
(2024)

Assessing AI adoption
in developing country
academia: A trust and
privacy-augmented
UTAUT framework

UTAUT Perf Exp, Eff Exp,
Soc Inf, Fac Con,
trust, privacy

Survey

Russo
(2024)

Navigating the
Complexity of
Generative AI
Adoption in Software
Engineering

HACAF personal and
environmental
factors, perceptions
about technology,
compatibility factors,
social factors

Survey

Internet of Things
Continued on next page
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Reference Title Model(s)
used

Factors used Empirical
Validation

Picoto et al.
(2023)

Integrating the
Internet of Things Into
E-Commerce: The
Role of Trust, Privacy,
and Data
Confidentiality
Concerns in
Consumer Adoption

UTAUT2 PU, PEOU, Soc Inf,
perceived
enjoyment, habit,
trust, privacy, data
confidentiality
concerns

questionnaire

Zhang et al.
(2023)

A research on users’
behavioral intention to
adopt Internet of
Things (IoT)
technology in the
logistics industry: the
case of Cainiao
Logistics Network

TAM PU, PEOU, support
system, perceived
security, individual
innovation,
perceived
enjoyment

Questionnaire

4.2.3. Summary of key empirical findings
Across the reviewed studies, several empirical patterns emerge. Perceived usefulness and perceived
ease of use, the core constructs of TAM, are consistently found to be significant in influencing attitudes
and intentions toward adopting emerging technologies like blockchain, AI, and IoT. However, many
studies combined multiple theoretical frameworks, such as TAM, UTAUT, TOE, DOI, and SCT, to better
capture the complex interplay of technological, organisational, and environmental factors. This trend
suggests that traditional models alone may not sufficiently explain adoption behaviours for emerging
technologies. Studies also add new factors to the theory that are derived from the characteristics of the
technology itself, like security, trust and transparency. Trust appears frequently as an external factor
(Chittipaka et al., 2023; Majrashi, 2024; Picoto et al., 2023; Rahman et al., 2023; Rana et al., 2024;
Shrestha et al., 2021; Vorm & Combs, 2022). This trust is often grounded in related concerns such as
security, privacy, and transparency, which are themselves often significant in shaping user perceptions.

Other external factors that show frequent significance include task-technology fit, perceived risk, social
influence, subjective norms, and top management support. These findings highlight the importance
of contextual and organisational elements in adoption decisions, especially when technologies are
complex or unfamiliar.

Conversely, some factors were often found to be insignificant. For instance, perceived cost and surveil-
lance concerns were hypothesised as potential barriers but failed to show a consistent or strong influ-
ence across multiple studies. (Bhardwaj et al., 2021; Park & Jones-Jang, 2023; Sciarelli et al., 2022)

4.3. Implications for a proposed adoption model for quantum cryp-
tography

While the results of adoption studies of blockchain, AI and IoT provide valuable guidance, they mainly
show that models are created by combining different theories and adding extra factors depending on the
unique characteristics of the technologies. We can adopt the same approach for quantum cryptography,
where we combine the acceptance and adoption models we introduced in Section 3.3 and add extra
factors. A hypothetical adoption model is therefore proposed that is informed by, but not strictly bound
to, the empirical findings from the literature review, with extra consideration of the characteristics of
quantum cryptography.

The proposed model will be built on the foundations of TAM and TOE, selected for their flexibility and
demonstrated relevance to emerging technologies. In line with recommendations from Sciarelli et al.
(2022) and Kuberkar and Singhal (2021), external factors were derived from the defining characteristics
of the innovation itself, consistent with the DOI model. Note that innovation characteristics such as
complexity, relative advantage, and compatibility are especially relevant. Quantum cryptography is
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inherently complex and difficult to communicate outside the physics community. As we found in the
background study, its relative advantage lies in its potential to provide provable security against future
quantum adversaries. However, compatibility is a contested issue, since integration with existing fibre
networks is possible, but technologically fragile. To not limit the hypothetical adoption model, all five
technological characteristics of DOI will be taken into account.

Notably, perceived trust will be included as a key factor due to its frequent presence in prior models and
its particular relevance to data security technologies. Similarly, perceived security is emphasized, not in
terms of the technology’s ability to secure information, but the extent to which users feel the technology
itself is secure from unauthorized access. This nuance is particularly relevant in the context of quantum
technologies, where new security paradigms are being introduced and quantum security technology is
being developed by new organisations and enterprises other than the ones conventionally developing
cybersecurity systems.

This brings to the following seventeen factors to be included in the proposed model in Figure 4.1. These
are factors from the theoretical models in Section 3.3 and security technology specific factors from the
literature review. We add

• from DOI: Relative Advantage, Complexity, Compatibility, Trialability, Observability;
• from UTAUT/TOE: Costs, Organisation Size, Cultural Readiness for Change, Government Reg-
ulations, Facilitating Conditions, Social Influence, Vendor Support;

• from TAM: Perceived Usefulness, Perceived Ease of Use;
• from the literature: Perceived Trust, Perceived Security;
• and from expert feedback (in a private conversation): Lobbying Group, reflecting the influence of
national-level policy dynamics in the Dutch quantum ecosystem.

To provide structure and clarity, these factors are organised into four contexts: technical, organisational,
environmental, and personal. These contexts reflect the theories from which the factors originate. DOI
factors are in the technological context. Factors from UTAUT/TOE and the lobbying group from expert
feedback further fill the organisational and environmental context. The personal context has the TAM
factors and perceived trust and security that we got from the literature review. Organising into contexts
avoids presenting them as an arbitrary list and instead shows how they are grounded in established
models.

The finer structure of their influence on adoption behaviour, i.e. whether they affect attitudes or inten-
tions, as in TAM, cannot be concluded from the reviewed studies. This is because the studies that are
examined focus on different technologies and use empirical validation (e.g., surveys) that is outside
the scope of the present work. To keep the model open while still theoretically grounded, the approach
loosely follows Bhardwaj et al. (2021). We draw dotted links only between the contexts and the inten-
tion to adopt, signalling hypothetical relationships that require empirical testing. These gaps motivate
the next stage of the research, where expert interviews in the Dutch cybersecurity and quantum cryp-
tography communities will be used to validate and refine the proposed model.
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Figure 4.1: Hypothetical adoption model for quantum cryptography, synthesised from TAM, TOE, DOI, UTAUT, and prior
empirical studies into blockchain, AI and IoT. Seventeen adoption factors are grouped into four contexts: technical,

organisational, environmental, and personal. Dotted links indicate hypothesised relationships between contexts and adoption
behaviours that remain to be validated.



5
Expert interviews: influencing factors

in the adoption of quantum
cryptography

In this chapter, the fourth research question is addressed through structured interviews. The question
asks: How do experts from cybersecurity and quantum cryptography assess the adoption of quan-
tum cryptography in the cybersecurity industry, and which factors do they identify as most influential?
These interviews provide the framework for guided discussions, where participants can elaborate on
their insights, experiences, and concerns regarding quantum cryptography. These insight are used to
validate and improve the hypothetical adoption model from the previous chapter.

Given the complexity and emerging nature of quantum cryptography, a qualitative approach allows for
the collection of in-depth perspectives from experts across both cybersecurity and quantum research
domains. In this approach, the exploration and understanding of views on adoption in the context of
the participants’ perceptions is central.

5.1. Methodology
To capture a wide range of expert insights, participants were selected from two main domains: cyberse-
curity and quantum cryptography. Within each domain, participants were further distinguished by their
level of involvement:

• Operational experts: involved in the design, implementation, and development of cryptographic
protocols.

• Strategic experts: involved in higher-level system decisions, including cryptographic policy and
evaluation.

This results in four distinct participant categories:

1. Quantum cryptography – strategic
2. Quantum cryptography – operational
3. Cybersecurity – strategic
4. Cybersecurity – operational

This structure is visualised as a two-dimensional spectrum (Figure 5.1). Participants are then placed
along this spectrum, which maps their domain expertise (cybersecurity vs. quantum) against their focus
level (technical vs. strategic). The aim was to recruit eight participants in total, two from each category.
Initial categorisation was based on publicly available information, such as LinkedIn profiles, publications,
and company websites, while the final positioning was refined through the interviews themselves.

All participants were asked to sign an informed consent form (example included in Appendix A). The

22
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Figure 5.1: Expertise spectrum used during the interviews. Note that quantum cryptography is a subdomain of cybersecurity,
and not its opposite.

study protocol was reviewed and approved by the Human Research Ethics Committee of TU Delft.

The interviews were primarily designed for in-person sessions with interactive elements. For logisti-
cal reasons, one interview was conducted online. The format proved adaptable, and no substantive
differences were observed between online and offline sessions. While in-person interviews remained
preferable, both approaches were effective in generating rich qualitative insights.

Each interview was scheduled for approximately 45 minutes, with actual durations ranging between
35 and 60 minutes. The interviews are recorded with a mobile phone app in the case of an offline
interview, and with MS Teams in the case of an online interview. The audio recordings are stored on a
private hard drive and online in OneDrive. Both storage locations are protected with passwords. The
audio recordings are transcribed with MS Word and mistakes in the transcripts are corrected with the
audio. The transcripts are stored in OneDrive and uploaded to ATLAS.ti, where they are also stored in
the cloud files. The interview guide and supplementary materials are provided in Appendix A.

Question design process
The goal of the interviews is to get the factors for adoption of quantum cryptography in the cybersecurity
industry as they are perceived by the interviewed experts. However, all experts that are being inter-
viewed have different backgrounds and levels of expertise, which will influence their opinions. There-
fore, a part of the interview needs to be used to create context for the participants insights into adoption
by gauging their knowledge and perception of quantum cryptography and the cybersecurity industry.

The interviews thus focus on:

• Context creation: The perception of quantum cryptography from the perspective of the expert’s
own field.

• Main objective: The factors that influence the attitude of cybersecurity organisations to adopt
quantum cryptography.

• The interrelationships: how different expert backgrounds and perceptions of quantum cryptogra-
phy shape the perceived importance of identified adoption factors.

The first two aspects will be asked explicitly in the interviews, whereas the interrelationships will follow
from the analysis of the interview transcripts.
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The context creation is done in the introductory part of the interview and in part 1. In the introductory
part of the interview, the participant is asked to describe their job. To be able to compare answers of
participants, they are also asked to place themselves on the spectrum in Figure 5.1.

Besides the background of the participant, also their perception of quantum cryptography is mapped
out to create context for their answers. This is done in the first part of the interview.

Part 1: Perception mapping of quantum cryptography
The first part of the interview aims to map the participant’s perception of quantum cryptography. Since
the second part of the interview is more in-depth and time-consuming, this section is designed to be
efficient yet insightful. To achieve this, three statements about quantum cryptography are presented,
each with a 5-point Likert scale (from ”strongly disagree” to ”strongly agree”). After selecting their level
of agreement, participants are asked to elaborate on their choice.

Using the Likert scale allows for a structured, standardized way to capture the participants responses
and compare them. A 5-point scale specifically provides enough gradation to capture differences in
opinion while avoiding the cognitive overload or ambiguity that can occur with longer scales. It also
includes a neutral midpoint, covering the possibility of lack of opinion.

This design choice is grounded in Uncertainty Reduction Theory (URT, Berger and Calabrese, 1975).
Rather than beginning with open-ended questions, the use of structured statements helps participants
anchor their thoughts and reduce initial ambiguity, especially when dealing with a complex and technical
topic such as quantum cryptography. The statements serve as cognitive prompts that guide participants
toward articulating their perspectives more clearly.

Each of the three statements serves a distinct purpose:

• Definition of Quantum Cryptography
Quantum cryptography is the study and implementation of cryptographic tasks with quantum hard-
ware.
Adapted from Vidick and Wehner (2023), this statement presents a basic definition of quantum
cryptography. It is used to explore whether the participant has an accurate or personally adapted
understanding of the concept, whether consciously or unconsciously.

• Relevance to the Cybersecurity Industry
Quantum cryptography is an addition to the field of cybersecurity
This statement addresses the perceived relevance of quantum cryptography to the cybersecurity
sector. Since the rest of the interview focuses on factors influencing adoption in this industry, this
serves as a baseline measure of perceived value.

• Complexity as a barrier for use
You have to understand quantum mechanics to implement quantum cryptography.
This statement probes a hypothesis from the background research: that the technical complexity
of quantum mechanics may hinder the adoption of quantum cryptography. It explores whether
perceived complexity is seen as a barrier.

The combination of Likert scale and open elaboration is also informed by Cognitive Dissonance Theory.
When participants are asked to make a definitive choice on the Likert scale, they may experience a mild
form of dissonance, especially if their opinion is not fully formed. The follow-up prompt to explain their
choice allows them to resolve this dissonance through reflection and justification, leading to deeper
insight into their reasoning.

Part 2: Factors influencing the attitude of cybersecurity companies to adopt quantum cryptog-
raphy
In the second part of the expert interview, we aim to explore which factors professionals believe will
influence the adoption of quantum cryptography in the cybersecurity industry. Rather than asking one
complex question, we split the discussion into two more accessible questions:

• What do you think are the main drivers or factors that positively influence the attitude of cyberse-
curity companies to adopt quantum cryptography?

• And what are the main barriers or factors that negatively influence the attitude of cybersecurity
companies to adopt quantum cryptography?
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This separation makes it easier for participants to reflect and provide more structured responses.

After this open discussion, we connect the interview back to the literature review. The 17 factors iden-
tified from prior studies on emerging technologies are introduced on individual cards. Participants are
asked to sort these cards into three categories:

• Positive influence (drivers),
• Negative influence (barriers), or
• Not important (neutral or irrelevant in their view).

Next, we revisit the earlier responses about drivers and barriers. Participants check whether the factors
they mentioned are already represented in the cards. If not, they write additional cards for any new or
missing factors they believe are important.

The factors and their descriptions as they are presented on the cards are given in Appendix A.

5.2. Data Analysis
The collected data from the interviews consists of

• transcripts of the interview recordings;
• pictures of the factor cards that are picked, ordered into positive and negative influences, and
sorted by importance, by the participant;

• pictures of the job description spectrum with the position of the participant indicated with a button.

The interview transcripts were analysed using thematic analysis in ATLAS.ti, conducted in two stages.
Thematic analysis was chosen because it allows for the systematic identification of patterns across the
different expert perspectives, while remaining flexible enough to incorporate both expected and unex-
pected insights. The coding process combined a set of predefined codes, derived from the theoretical
framework and literature review, with in vivo coding to capture concepts introduced by the participants.

In the first stage, all participant responses were coded to capture recurring themes. In the second
stage, the analysis focused on the relationships between participants’ backgrounds and the context
established in the introduction and Part 1 of the interview, and their insights from Part 2. A detailed
description of the coding process, along with the complete code tree, is provided in Appendix A.

The pictures of the ordered factor cards are converted into lists of positive and negative factors, per
participant. The position of each factor is paired with a score in the following way

#1 → 1

#2 → 1
2

#3 → 1
3

#4 → 1
4

#5 → 1
5

et cetera,

where factors that are tied are given the same score. These results are analysed in MS Excel.

5.3. Participants
A total of 12 participants were interviewed in 11 sessions (one interview included two participants at the
same time). This is 50% more respondents than expected. During the interview they placed a marker
on a physical copy of the spectrum in Figure 5.1 indicating where they saw themselves. These marker
indications were photographed and the placements of all participants are documented in Figure 5.2.
These results were used to group the participant into groups, along with the descriptions they gave of
themselves during the interviews.

The participants are divided into two groups based on their expertise: quantum cryptography (5 par-
ticipants) and cybersecurity (7 participants). Within the cybersecurity group, a subcategory of post-
quantum cryptography experts (2 participants) was identified. These are specialists in classical cryp-
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Figure 5.2: Placements of the 12 participants on the job description chart. Participants 1, 7 and 10 were excluded from the
analysis, as they either did not do, misunderstood the assignment or withdrew their action.

tography who are more aware of the quantum treat and quantum cryptography, because of their pro-
fessional expertise.

A division over the other axis, their focus level, was less clear. The participants could, however, be
grouped according to their professional roles. The first group consists of professionals working in
cybersecurity organisations or in the security divisions of IT and IT-intensive organisations. The second
group are civil servants, professionals who work for the government, specifically a quantum expert of
the Chief Science and Technology Office (CSTO) of the General Intelligence and Security Service of the
Netherlands (AIVD) and two cybersecurity professionals from the Dutch Tax Authority (Belastingdienst).
This group overlaps with the first. The third group is composed of executives, all of whom described
themselves as part of the ”C-suite” of their organisations, including CTOs and a CEO of cybersecurity
companies and a CFO of a QKD startup. The final group includes researchers: two from QuTech and
one from TNO.

A Venn diagram of the four participant groups and how they are divided by expertise, is given in Fig-
ure 5.3, and a full description of the participants can be found in Appendix ??.

5.4. Perceptions of the participants
The participants that were interviewed approached quantum cryptography from very different back-
grounds, which shaped how they perceived its role, value, and limitations. To capture these perspec-
tives, the first part of the interviews presented three statements. The discussions that followed revealed
both areas of agreement and clear divides in how the participants view quantum cryptography.

Defining quantum cryptography
When presented with the definition quantum cryptography is the study and implementation of crypto-
graphic tasks using quantum hardware, most participants agreed in principle, though nearly all raised
important caveats. Their critiques centred on three aspects: the scope of ’study and implementation’,
the vagueness of ’cryptographic tasks’, and the reliance on ’quantum hardware’.

Executives tended to argue that the phrasing was either too narrow or too broad. Some felt that activities
such as design and validation should be included, while others believed that calling it a ’study’ was
misleading, as they saw it primarily as an applied technology. Several executives also challenged the
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Figure 5.3: Venn diagram of the participants of the interviews, grouped by their role (coloured fields) or expertise (outlined).

breadth of ’cryptographic tasks’, stressing that quantum cryptography is not a full system but rather a
set of highly specific protocols, such as QKD.

Participants with a quantum background focused on the phrase ’using quantum hardware’. They em-
phasised that quantum cryptography is not simply classical cryptography running on a quantum com-
puter. Instead, it exploits the principles of quantum mechanics, such as entanglement and uncertainty,
to deliver security guarantees that go beyond classical approaches. From this perspective, quantum
cryptography belongs as much to the field of quantum information science as to cybersecurity.

Across groups, several recurring views emerged. First, quantum cryptography is widely seen as a
niche technology: valuable in specific applications but unlikely to replace classical cryptography. Sec-
ond, many participants stressed that the field remains immature, lacking standardisation and real-world
testing. This uncertainty leads some to frame quantum cryptography as a ”black box”, or a technology
that is poorly understood by non-specialists and not yet ready for broad adoption. Finally, some saw it
as a stepping stone toward a larger vision, namely the development of a quantum internet, where its
role would extend beyond security alone.

Use cases in cybersecurity
Despite these disagreements about definitions, there was broader consensus on use cases. Most
participants described quantum cryptography as a useful addition to the cybersecurity toolbox, though
one post-quantum cryptography researcher strongly rejected this view, arguing that, for now, anything
quantum cryptography can do, post-quantum methods can also achieve. Even so, there was cautious
optimism that quantum methods may eventually offer unique advantages.

For the majority, the real value of quantum cryptography lies in highly specific scenarios. They con-
sistently highlighted two areas: protection against ’store now, decrypt later’ attacks enabled by future
quantum computers, and the provision of information-theoretic security that surpasses the mathemat-
ical hardness assumptions of classical protocols. Researchers, as well as some executives, further
noted that its applications would likely remain concentrated in environments where extremely high-
value or long-lived data must be protected. Quantum researchers also pointed to privacy-preserving
applications as an emerging area of interest.
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Understanding and implementation
The final statement, you have to understand quantum mechanics to implement quantum cryptography,
provoked the most division.

Researchers and cybersecurity professionals generally rejected this claim, treating quantum cryptog-
raphy as a ’black box’ that can be integrated into existing infrastructures without specialist knowledge
of quantum mechanics. However, others argued that at least some level of expertise is required within
an implementation team. Without it, they warned, organisations risk misusing or misunderstanding the
technology.

Executives and civil servants were typically more cautious and non-committal, acknowledging that while
users of quantum cryptography do not need to grasp its physics, awareness of its risks, advantages, and
limitations is essential for informed decision-making. A few researchers took this further, stressing that
certain core concepts, such as entanglement, are too central to ignore, especially for those developing
new cryptographic products.

In practice, the disagreement often came down to how one interprets the word ’implement’. From an
end-user perspective, plugging in a device requires no quantum expertise. But for those designing,
validating, or deploying the technology at scale, a deeper understanding of quantum mechanics was
considered indispensable.

Summary
Participants across groups agree that quantum cryptography offers unique capabilities, particularly for
protecting high-risk or long-term data, but they also stress its immaturity, lack of standards, and limited
scope. Some frame it as a niche technology, others as a building block toward the quantum internet,
and many see it as a ’black box’ that will be difficult for end-users to evaluate or trust. These differing
perspectives suggest that adoption will depend not only on technical progress but also on clarifying
use cases and bridging the gap between expert understanding and practical implementation. Table 5.1
gives an overview of the perspectives the participants regarding the three statements.

Theme Executives Professionals Researchers
Definition of QC – Too narrow or too

broad (debate over
”study and implemen-
tation”)
– QC is not a full sys-
tem, but a set of spe-
cific protocols
– Viewed as a black
box

– Generally pragmatic
view
– QC is more than
”cryptography on quan-
tum hardware”
– Some concerns over
maturity

– Emphasise link to
quantum mechanics
and information theory
– Stress immaturity
and lack of standardis-
ation
– QC is a step toward
quantum internet

Use cases – QC is an addition to
cybersecurity
– Value mainly in very
high-risk data scenar-
ios
– Stronger guarantees
than classical

– QC adds value but
only in specific niches
– Highlight protection
against ”store now, de-
crypt later” attacks

– Add privacy as a pos-
sible use case
– Emphasise high-risk,
long-term data as key
domain

Understanding vs.
Implementation

– Users don’t need
physics, but aware-
ness of risks/benefits
essential
– Understanding may
increase trust

– QC is a plug-and-
play black box
– Minimal need for
quantum expertise

– End-users don’t
need deep knowledge,
but developers/imple-
menters must grasp
concepts (e.g. entan-
glement)

Table 5.1: Overview of expert perspectives on quantum cryptography by role. QC stands for quantum cryptography.
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5.5. Influencing factors for the adoption of quantum cryptography
The second part of the interviews focused on identifying the factors that play a role in the adoption of
quantum cryptography within the cybersecurity industry.

5.5.1. Categories of factors and emerging additions
The participants were presented with 17 predefined factors on cards and were invited to discuss and
expand them. Collectively, they added 20 new factors and even proposed a new overarching category:
the business case context. This was introduced alongside the existing technological, environmental,
organisational, and personal contexts. Notably, some factors originally placed in other categories were
reassigned: relative advantage was moved from the technological context, and costs from the organi-
sational context, to better fit within the business case category.

During the discussions, the participants repeatedly emphasised the interconnectedness of factors.
These links, illustrated in Figure 5.5, were used to refine the adoption model hypothesis. The revised
model highlights that technological and environmental factors rarely exert a direct influence on atti-
tudes or intentions to adopt. Instead, they typically act indirectly through the personal context, which
consistently emerged as the most immediate driver of adoption attitudes and intentions. All of the newly
mentioned factors and the links that were noted between the contexts are incorporated in Figure 5.6.

In the final assignment, the participants had to rank which factors they thought were the most important
influences on the attitude towards adoption of quantum cryptography. An overview of these results of
importance ranking is given in Figure 5.4.

Figure 5.4: Histogram of the factors ranked by importance by the participants. The colours of the bars are according to the
contexts the factors belong to.

5.5.2. Drivers and barriers
Before discussing individual factors, participants were asked to consider them as either drivers (pos-
itively supporting adoption) or barriers (hindering adoption). To avoid hypothetical speculation, they
were instructed to assess the current status of each factor in relation to quantum cryptography.

Factors perceived as both drivers and barriers
Several factors, particularly from the technological context, were categorised differently by different
participants, highlighting their ambiguous role.
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Figure 5.5: Links between factors that were mentioned by the participants during the interviews. Arrows with a ’+’ mean an
enhancing effect and arrows with a ’-’ mean a mitigating effect.

Compatibility, defined as the degree to which quantum cryptography aligns with existing needs, prac-
tices, and values, was a key point of disagreement. Cybersecurity professionals, executives and civil
servants often described it as incompatible with current practices, as it relies on fundamentally different
security principles than conventional protocols. By contrast, quantum-focused executives and civil ser-
vants argued that it directly addresses pressing needs such as the quantum threat and the protection
of sensitive data. Researchers, however, questioned its relevance to end-users, pointing out that in a
culture where privacy is undervalued (e.g., in the age of social media), compatibility with user values
is weak. It appears that the groups may have had different end-users in mind. Interestingly, the civil
servants and some professionals dismissed compatibility with current practices altogether, noting that
compliance with standards, rather than alignment with practices, drives adoption in cybersecurity.

Observability also produced divergent opinions. Some argued that cybersecurity in general is not ob-
servable unless it fails, and that quantum cryptography will face the same limitation, making this factor
largely neutral. Others linked observability to the visible benefits of using quantum cryptography, such
as provable information-theoretic security, which could be leveraged in marketing as a driver for adop-
tion. However, demonstrating such advantages requires a minimum level of technical understanding
from the target audience, which in itself is a challenge.

Trialability was widely seen as problematic. Cybersecurity experts stressed that unlike post-quantum
cryptography, quantum cryptography requires specialised hardware and cannot simply be downloaded
and tested in existing systems. Although testbeds exist, they are limited in scope and rarely persuasive
for large-scale adoption. For this reason, several participants characterised trialability as a barrier.
Nevertheless, experts from the quantum community, saw test runs in universities or small-scale pilots as
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Figure 5.6: Hypothetical adoption model for quantum cryptography, extended with results from the interviews. The factors with
bold outlines were added by the participants of the interviews. Note also that the business case context was added.

potential drivers, especially when they increase the visibility and observability of quantum cryptography
in practice.

Personal perception factors
The personal context factors, perceived usefulness, ease of use, security, and trust, were consistently
highlighted as central to shaping adoption attitudes. Yet, they were also the most contested, with
participants offering both positive and negative assessments depending on perspective.

A recurring observation was the overlap between usefulness, security, and trust in the case of cryp-
tography. Many researchers and executives noted that these perceptions are often inseparable: for a
cryptographic system to be seen as useful, it must also be considered secure and trustworthy.

At the same time, differences emerged between academic and industry perspectives. Executives and
professionals emphasised that what is considered useful in a scientific context does not always translate
to practical relevance in industry. Similarly, researchers and executives noted that trust is undermined
by the gap between laboratory demonstrations and real-world deployment. From an industry viewpoint,
a protocol proven in a lab does not automatically inspire confidence once implemented at scale.

The participants also linked perceptions to two concrete aspects:

• Perceived ease of use is strongly shaped by the complexity of quantum cryptography. The more
complex it appears, the less directly useful it is judged to be.

• Perceived security and trust are tied to certifications and standards, which currently do not exist for
quantum cryptography. Until such frameworks are developed, doubts will continue to undermine
trust.

Taken together, the personal context factors emerged as the most immediate and decisive influences
on adoption attitudes. However, their subjective nature and dependence on individual experience,
background, and expectations, makes them both the most critical and the most difficult to address. For
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this reason it was decided to not categorise these four factors as either drivers or barriers, but consider
them as direct drivers of adoption and judge their effect by the drivers that in turn positively influence
them.

5.5.3. Drivers
The drivers for the adoption of quantum cryptography come mainly from the business case and the
environmental context.

Business case drivers: Selling quantum’s advantage
Across the interviews, relative advantage emerged as the most important business case driver for adop-
tion. Almost all quantum experts emphasised that quantum cryptography’s technical potential benefits
should form the cornerstone of any adoption narrative. One cybersecurity executive also stressed that
relative advantage can mitigate negative perceptions of costs and compatibility, making it a decisive
factor.

Beyond relative advantage, participants highlighted several additional business case drivers. These
include showcasing the quantum threat and its solutions, effective marketing, and demand from end-
users (i.e., the clients of cybersecurity organisations). Executives and civil servants warned, however,
that much of the current marketing around quantum cryptography is overly idealistic and risks under-
mining credibility. A more balanced narrative is needed, one that acknowledges both the opportunities
and the challenges.

As the founder and CEO of an organisation that helps companies become quantum safe argued:

”There needs to be a better narrative, not only around quantum cryptography but quantum
technology in general. I have been telling organisations like Quantum Delta NL for years:
do not be afraid to include the quantum threat in your narrative. If you avoid it, people will
quickly doubt whether you really understand the field. But if you acknowledge the threat
and explain it well, you will be seen as the expert. It does not hurt adoption, it builds trust,
strengthens the investment climate, and shows that you have a complete picture.”

From this perspective, a successful business case rests on honesty and authority: quantum cryptog-
raphy should not be framed as a complete solution, but as a valuable tool that addresses pressing
security concerns.

Environmental drivers: Hype and social influence
Social influence was identified by most participants as a positive driver. When influential organisations
adopt quantum cryptography, others are likely to follow. Related to this are international influences.
The quantum expert from the AIVD noted that technological progress of influential nations such as
China or the US can be a real driver for European countries to work hard on staying ahead in the field
of quantum cryptography. For some, this effect of social influence is amplified by the hype surrounding
quantum technology, which attracts attention, investment, and research. A cybersecurity professional
even noted that hype can play a constructive role in accelerating interest and experimentation.

Others were more sceptical. Several executives warned that hype can also lead to premature adoption,
followed by disillusionment, drawing parallels with the blockchain boom. As the CTO of one cyberse-
curity company explained:

”Think of blockchain: there was enormous social influence until people realised it had little
practical value in many cases. Social influence can create a kind of herd behaviour. If
expertise is lacking, there is a risk that the most hyped technology gets adopted, instead
of the most suitable technology for solving the actual problem, which ultimately leads to a
waste of money and time.”

Lobbying was discussed as another form of social influence. Most executives and professionals were
sceptical, associating lobbying groups with superficial messaging and internal echo chambers. They
worried that such groups might exploit the lack of expertise among decision-makers. Researchers,
however, saw lobbying as a potentially useful mechanism to connect academia with government. One
executive suggested lobbying could indeed support adoption, but only if the narrative is improved and
includes a stronger acknowledgement of the quantum threat.
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Finally, government regulation was seen as a powerful but double-edged factor. At present, the ab-
sence of standards is a barrier, but once established, regulations and certifications could strongly drive
adoption, as has been the case for conventional cryptography. Executives cautioned, however, that
regulation should not prescribe specific protocols but instead require quantum-safe solutions more gen-
erally. The quantum expert of the AIVD also warned that governments may resist quantum cryptogra-
phy as it is not widely considered mature on the short term from a security perspective. At the same
time, the AIVD has concerns with regard to legal aspects and is interested in quantum cryptography,
citing Dutch intelligence legislation:

”The WIV (Intelligence and Security Services Act) states, for example, that in specific cases,
telecommunications companies and providers of communication services must be able to
provide specific data. Is that possible when it comes to quantum cryptography?”

Drivers within organisations: Secondary enablers
Within cybersecurity organisations, several secondary drivers were discussed.

Cultural readiness for change was generally seen as positive: most professionals and quantum re-
searchers argued that IT and cybersecurity sectors are accustomed to rapid technological change and
therefore open to new tools. One CEO, however, disagreed based on experience, noting that clients
often resist change.

Organisation size was described as a mixed factor. Small organisations lack the resources and relevant
use cases, while very large organisationsmay adopt prematurely without a clear need. Adoption is most
likely in medium-to-large organisations with sufficient resources and a concrete security demand.

Finally, vendor support was universally acknowledged as a necessary driver. The participants consid-
ered it a basic expectation rather than a decisive reason to adopt: without vendor support, adoption is
impossible, but with it, adoption is merely enabled rather than guaranteed.

5.5.4. Barriers
Costs are the most important negative factor for the adoption of quantum cryptography in the cyber-
security industry. Both a quantum executive and a quantum professional link high costs to limited
availability: the technology is scarce, and this scarcity drives up expenses even more at the moment.

Barriers in the technological factors of quantum cryptography
Professionals, civil servants and executives emphasise that cybersecurity experts will find quantum
cryptography complex, since its foundations in quantum mechanics differ greatly from the familiar rules
of classical cryptography. The involvement of new and unfamiliar hardware further complicates matters.
Moreover, given that classical cryptography is already complex, identifying which components require
updates becomes an additional challenge. As the CTO of a large cybersecurity organisation says:

”The issue at hand [of the quantum threat to cybersecurity] is already complex for most
organisations. So it is not only the complexity of quantum cryptography that deters, but
also the complexity in the preliminary phase, where they have to figure out what kind of
cryptography needs to be used in which cases.”

In contrast, researchers and some executives consider complexity irrelevant. Their arguments are that
quantum cryptography could ultimately be delivered as a ’plug-and-play’ solution, where complexity is
hidden from the user. For some, the complexity even adds to the hype, making the technology more
intriguing without negatively affecting adoption. They also point out that conventional cryptography is
highly complex too, yet indispensable. By that reasoning, complexity alone does not influence adoption.

Both researchers and executives point out that quantum cryptography is not yet a full cryptographic
system. At best, it can act as an additional layer of quantum security within an existing cybersecurity
framework, bringing with it compatibility challenges. But realistically, looking at what quantum cryptog-
raphy currently offers, it can only protect against very specific cyber attacks and full security relies on
the full system around it being secure and well-maintained. This has also been pointed out in an earlier
study by Lindsay (2020).

The fragile and complex hardware is another barrier: it makes the technology difficult to scale, and
current performance is insufficient for most practical applications.
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Barriers from the environment: The novelty of quantum cryptography
The immaturity of quantum cryptography also creates environmental barriers.

Participants across all groups noted that no certifications currently exist for quantum cryptography,
given its early stage of development. Yet certifications are essential in cybersecurity: organisations
usually define requirements in terms of standards and certifications, and will only adopt protocols that
comply.

One executive linked this absence of certification to social influence, calling it a form of social ”deflu-
ence”. They highlighted that reports from influential cybersecurity bodies actively discourage the use
of quantum cryptography because of the novelty, uncertainty, and lack of certification of its protocols.
While this scepticism may fade as the technology matures, it risks creating a lasting reputation problem.

Some professionals and executives also mentioned vendor reputation as a barrier. When acquiring
security, the reputation of the vendor is important. As quantum cryptography is mostly brought to the
market by startups at the moment, this is expected to be a barrier.

Barriers from the cybersecurity industry: No knowledge, no interest, no facilities
Professionals and two executives stressed a basic barrier within the cybersecurity field: a lack of aware-
ness, and therefore expertise, regarding quantum cryptography. Many organisations are not even
aware of the quantum threat. This challenge is compounded by the inherent complexity of cybersecu-
rity systems, which are themselves becoming more complicated in the era of artificial intelligence.

This lack of knowledge leads directly to a lack of interest. One executive observed that quantum security
is at the bottom of most organisations’ priority lists. A professional with a quantum background working
for an information and communication technology organisation argued that the capabilities of classical
cryptography should not be underestimated:

”There are decades of work in classical cryptography. [...] And now, post quantum cryp-
tography just shows that you can actually solve the problem to a large extent without any
quantum involvement. And I think that really cannot be understated. That might actually be
the biggest barrier.”

Participants from all groups also noted that the scepticism of cybersecurity professionals toward un-
familiar technology creates an additional barrier, dampening perceived usefulness even when relative
advantage is acknowledged.

This scepticism also negatively shapes perceptions of facilitating conditions. Participants across groups
agree that the necessary conditions for adoption, such as infrastructure, support, and expertise, are
largely absent, making this a barrier in itself.

Finally, two participants pointed out that the lack of awareness and expertise goes both ways: quantum
researchers often lack sufficient understanding of the cybersecurity industry and its actual problems.
As a result, there is a tendency to design quantum solutions for problems that do not exist, while the
real challenges faced by cybersecurity practitioners remain unaddressed.

5.6. Discussion of the results
The results of this study provide an exploratory view of how participants from different backgrounds
perceive the adoption of quantum cryptography in the cybersecurity industry. In this section, the findings
are interpreted in light of the research objectives, connected to the literature, and critically examined in
terms of scope and implications.

5.6.1. Interpretation of the findings
The analysis revealed a number of recurring themes across the expert groups. Cost was most fre-
quently mentioned as a barrier and relative advantage and social influence most frequently as drivers.
Interestingly, both quantum and post-quantum researchers considered complexity to be irrelevant,
whereas participants closer to industry regarded it as a significant obstacle. Similarly, there was sur-
prising divergence around the role of lobbying groups: researchers saw them as potential drivers, while
other participants considered them irrelevant.
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The initial aim was to determine whether participants with a quantum background held different opinions
from those with cybersecurity backgrounds. This was indeed noticeable for factors such as trialability,
compatibility, hype, and barriers related to the lack of expertise in the cybersecurity industry, where
participants with similar backgrounds tended to agree. However, beyond these cases, more agreement
appeared within groups defined by role rather than by background. This is likely a result of the interview
sample: all participants were already familiar with both cybersecurity and quantum cryptography, given
that they agreed to take part. Their opinions and knowledge may therefore have been closer than
expected.

Still, the results showed clear differences between groups of participants. Researchers and execu-
tives tended to highlight mainly technological barriers, whereas cybersecurity professionals pointed
to barriers within their industry and organisations instead. These contrasts can be explained by the
experiences and organisational responsibilities of the participants. Overall, the findings highlight that
adoption cannot be understood in isolation from the perspectives and incentives of the stakeholders
involved.

5.6.2. Relation to the literature
Several results confirmed expectations from the literature. For example, perceived trust and security
emerged as factors that are distinct from traditional adoption theories, although some participants re-
garded them as aspects of perceived usefulness.

The findings also align with the literature in showing that environmental and organisational factors play
a central role in the adoption of complex and unfamiliar technologies.

At the same time, the results diverged from earlier work on the role of cost. In prior studies, cost was
often hypothesised as important but failed to show statistical significance in surveys. In this study cost
was named as the most important expected barrier. If tested in a larger survey, it will be interesting
to see whether this factor again proves statistically insignificant, or whether it emerges more strongly
than in previous work.

Also the context of the business case was added, which has not explicitly been used in the theory or liter-
ature. The business case can be seen as lying in between the technological and organisational context,
as it also incorporates the factors relative advantage and costs from these contexts, respectively.

5.6.3. Broader implications
Looking more broadly at the factors identified, the most important drivers appear in the business case,
specifically the relative advantage, which is heavily influenced by technological factors, and in the
environmental context, through social influence and government. For the latter, however, government
is a driver only once standards and certifications are in place to promote quantum cryptography.

The most important barriers, apart from cost, were found in the technological and organisational con-
texts. Several links between factors also became apparent. Complexity is a barrier mainly for perceived
ease of use, trust and security, yet it was also associated with hype. Immaturity negatively influenced
the relative advantage in the business case. Relative advantage, in turn, positively influenced perceived
usefulness, but perceived usefulness was diminished by the strong capabilities of classical cryptogra-
phy, an organisational barrier. Organisational barriers were reinforced by a lack of knowledge about
quantum in the cybersecurity industry, which was enforced by social defluence. This social defluence
comes from environmental barriers: the novelty and immaturity of quantum cryptography, and the ab-
sence of standards or certifications. The resulting knowledge gaps leave the field vulnerable to hype
and lobbying, which in turn negatively impact perceived trust.

Government and social influence were named as potential strong drivers, but only if they are explicitly
positive about quantum cryptography.

These insights suggest that adoption of quantum cryptography will depend above all on environmental
factors and a convincing business case, both of which are closely tied to the immaturity of the technol-
ogy. Although the technological factors currently act mainly as indirect barriers, they deserve attention
because of their cascading influence on many other aspects. Organisational barriers are equally im-
portant, as they are less directly affected by technological progress. Particularly concerning is the lack
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of quantum knowledge in the cybersecurity industry. But even more critical is the lack of cybersecurity
knowledge within the quantum field. If this gap is not addressed, the two communities risk continuing
to develop in parallel without convergence.

The lack of knowledge about quantum could be addressed through environmental drivers, provided that
these are accompanied by a carefully framed narrative. Still, there remains a danger that the quantum
cryptography community will develop solutions to problems that do not exist.

For theory, the study provides a first exploratory model of how quantum cryptography may be assessed
through the lens of technology adoption frameworks. The proposed acceptance model is given in
Figure 5.7 and this could be validated through survey in a next study. The factors that are selected
for this hypothesis are those that the participants found most important (see Figure 5.4), disregarding
whether it would be a driver or a barrier. Based on the discussion of the factors in the interviews, only the
factors with a score of 2 or higher are included, making that vendor support, and factors deemed less
important than that, are not included in the hypothesis of the adoption model for quantum cryptography.

Figure 5.7: Hypothesis for an adoption model for quantum cryptography in the cybersecurity industry based on the inputs of
the participants that were interviewed.
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5.7. Synthesis: adoption factors of quantum cryptography and their
interactions

While Figure 5.7 addresses which factors the participants consider most influential for the adoption of
quantum cryptography, the question of how adoption is assessed within the cybersecurity industry re-
quires a more nuanced synthesis. To capture this complexity, Appendix B presents an infographic titled
”Adoption Factors of Quantum Cryptography and their Interactions”, that brings together all identified
factors, their interrelationships, and the diversity of perspectives expressed by the participants.

The infographic visualises adoption factors as nodes connected by arrows that indicate influence. Fac-
tors are grouped into clusters, represented by coloured shapes. For example, lobbying group, social
influence, international influences, and hype form a cluster labelledHype and Social Influence, whereas
single factors such as government regulations or compatibility stand alone as clusters of their own. Five
cluster colours correspond to the five contexts used in the hypothetical adoption model (Figure 5.7):
technological, organisational, environmental, personal, and business case. Each cluster is marked
with a ”+” (positive influence), ”–” (negative influence), or both, depending on how the participants
evaluated its role.

The perspectives of the participants are represented through speech bubbles that capture explanations
and nuances. Icons indicate which stakeholder group the view belongs to: government, professionals,
executives, or researchers (see Figure 5.3). An additional icon distinguishes whether the participants
have a background in quantum cryptography or cybersecurity, since this sometimes shaped their as-
sessment of specific factors.

The infographic can be used as both a synthesis and a decision-support tool. By showing which factors
apply direct and indirect influence, it highlights potential leverage points for supporting the adoption of
quantum cryptography. For instance, addressing factors that strongly affect multiple others may have
more effect on the adoption process. At the same time, the stakeholder-specific speech bubbles reveal
how perceptions diverge, offering insight into communication challenges and opportunities. Together,
these layers allow the infographic to serve not just as a descriptive map, but also as a practical guide
for identifying priorities in promoting and communicating about quantum cryptography adoption. The
key message is that adoption is shaped by a wide range of interdependent factors, and these need to
be recognised and addressed in order for quantum cryptography to become a meaningful innovation
in the Dutch cybersecurity industry.
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Design

This chapter translates the findings from the research in this thesis into the design of a communication
tool. The starting point for this design is the infographic in Appendix B, which maps out the complex in-
terplay of factors influencing the adoption of quantum cryptography in the cybersecurity industry. Within
this map, the factors situated in the personal context stand out as direct drivers of the adoption inten-
tion, themselves shaped by influences from other contexts. Among these, we see perceived trust as a
particularly critical factor.

First, the literature review highlighted trust as a recurring theme in adoption studies of other security
technologies. Second, expert interviews confirmed its importance: after perceived usefulness, per-
ceived trust was ranked as the most influential personal factor (Figure 5.4). Perceived usefulness also
emerged from the literature review as an influential factor for the adoption of other security technolo-
gies. When we look at direct influencers of perceived usefulness in Appendix B, we see that they are
factors from the organisational and business-case context context, which are in turn influenced by the
technological context and the clusters immature technology and complexity. Perceived trust, on the
other hand, is directly influenced by environmental factors, such as legislation, lobbying, and hype.
These environmental factors are all then influenced by one factor from the business case: narratives.
These factors and influences are illustrated in Figures 6.1 and 6.2, which are details of the infographic
in Appendix B. Thus, whereas perceived usefulness is ultimately influenced by technological factors,
perceived trust comes back to the kind of narrative that is used.

This connection is significant. Executives and civil servants in the interviews commented on how quan-
tum cryptography is framed. One participant even explicitly emphasised that the narratives surround-
ing quantum cryptography, how it is promoted and explained to stakeholders, need improvement. The
main problem with there being diverging narratives is that a potential user might hear one story about
quantum cryptography from a promoter, but read something else in the news, for example. Not fully
aligning or even conflicting narratives will then create confusion and decrease trust.

Across the interviews and background explorations in this research, a wide range of narratives also
emerged. Quantum cryptography was framed as a response to the quantum threat or as a set of
building blocks for future systems, a step towards a quantum internet. It was also linked to geopolitical
competition and the need to stay ahead. At the same time, it was described as a hyped, uncertain,
or ”black box” technology, while others highlighted its purely technical promises, such as information-
theoretic security and protection against ”store now, decrypt later” attacks.

Building on these insights, the design presented in this chapter focuses on the different narratives
around quantum cryptography and their role in shaping communication between stakeholders. The
communication tool aims to make these narratives explicit, helping stakeholders to better understand,
compare, and reflect on the stories that shape perceptions of trust and adoption.

38
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Figure 6.1: Line of influencing factors working through perceived usefulness on the adoption intention. Simplified detail of
Appendix B.

Figure 6.2: Line of influencing factors working through perceived trust on the adoption intention. Simplified detail of
Appendix B.

6.1. Problem statement
Current promotion of quantum cryptography often relies on a single narrative. From the interviews, we
found that executives and civil servants recognised the hype narrative, which tends to present quantum
cryptography in an idealised and exaggerated way. While this approach can capture attention, it risks
oversimplifying the technology and undermining trust. To support adoption, communication strategies
need to reflect the diversity of narratives, which acknowledge both opportunities and challenges. Dif-
ferent narratives have varying effects of different stakeholders. When different narratives are present,
the credibility of the claims decreases.

6.2. Design objective
The goal is to create a communication tool that reveals the multiple narratives surrounding quantum
cryptography and shows how combining narratives creates a more balanced, trustworthy story. A more
honest and nuanced story helps stakeholder to form informed opinions on the adoption of quantum
cryptography.
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6.3. Narratives of quantum cryptography
To translate the discussions into recognisable perspectives, six distinct narratives about quantum cryp-
tography are introduced in the form of characters from Alice in Wonderland. Each character embodies
a symbolic role: urgency, curiosity, confusion, scepticism, authority or realism. They provide a persona
for the different narratives. Each narrative connects with different audiences and emphasises different
aspects of the technology. The six narratives are based on perspectives that have come up during the
research. However, it is possible that there exist more different narratives. To find the full spectrum
of different narratives that exist, we recommend more in-depth research that is focused on uncovering
this.

TheWhite Rabbit embodies the quantum threat narrative. Like the rabbit anxiously checking his pocket
watch, this perspective conveys urgency: quantum computers are advancing rapidly, and the security
of today’s encryption may collapse sooner than expected. This narrative reflects the fear of ”store now,
decrypt later” attacks. The urgency makes policymakers, intelligence agencies, and critical infrastruc-
ture operators aware of looming deadlines. The effect is to stimulate migration planning and accelerate
funding for quantum-resistant solutions, often framed around the arrival of ”Q-day”. We saw this narra-
tive in the background research, mainly in official reports aimed at the security industry (AIVD, 2021;
NIST Computer Security Resource Center, 2024; Salem et al., 2023).

The Caterpillar represents the technology narrative. Sitting on his mushroom, he keeps asking curi-
ous questions. This perspective is about the technical depths of quantum mechanics, how protocols
of e.g. Quantum Key Distribution offer provably secure communication, and how hybrid systems might
integrate classical and quantum techniques. This narrative appeals to research funders, telecom oper-
ators, and technically minded policymakers. If this narrative reaches the right targets who have enough
prior knowledge, it can help shaping investments in pilot infrastructures and encouraging debates in
standards-setting bodies. This narrative is present closer to the research community. The technical
advantages of quantum cryptography, such as possible information-theoretic security, were brought up
by the interview participants who are researchers, or who have a quantum background. This narrative
is also present in leading review papers about quantum cryptography, such as Pirandola et al. (2019).

The Mad Hatter represents the hype narrative, where curiosity tips into exaggeration and confusion.
Here, quantum cryptography is promised as a silver bullet: a future where all communications are made
absolutely secure through the power of quantum. Grand claims attract media attention, exaggerated
headlines and enthusiasm from venture capital investors. The risk is inevitable disappointment when
such promises fail to materialise. Confusion about the claims made can result in policy overreaction
that makes further development difficult. In the interviews it was noted by executives and civil servants
that the current marketing around quantum cryptography uses too much of this narrative, and that the
idealism undermines credibility.

The Cheshire Cat, appearing and dissolving into thin air again, captures the uncertainty narrative.
This perspective stresses ambiguity: no one knows when, or even if, a CRQC will emerge. Predictions
range from imminent breakthroughs to a future that may never arrive. For cautious policymakers, audi-
tors, and risk managers, this uncertainty justifies restraint, delaying major investments and encouraging
scenario planning over immediate action. We saw this hesitation and uncertainty in the background re-
search into the perspective of the cybersecurity industry on quantum cryptography. The fuzzy deadline
of ”Q-day” that was highlighted by e.g. Raskovich et al. (2024) really downplays the urgency narrative.

The Red Queen embodies the geopolitics and arms race narrative. This perspective is less about
technical feasibility and more about power. Falling behind the US or China in quantum-secure com-
munication is framed as a threat to national sovereignty. For governments and defence ministries,
quantum cryptography becomes part of a global race. This justifies large-scale national programmes,
alliances, and strategies driven by urgency and prestige. This narrative was brought up by HSD in
the exploratory interview for the background study. They said that this narrative resonated with their
members. Also the interviewed quantum expert of the AIVD brought up this narrative as a driver for
European countries to invest in quantum.

Finally, there is Alice, who represents the future and use cases narrative. Through her eyes, quantum
cryptography becomes a gateway to new worlds, much like the looking glass in Lewis Carroll’s story.
Quantum cryptography is a foundation for a future quantum internet connecting quantum computers
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across continents, enabling applications like blind quantum computing or secure distributed sensing.
This vision inspires innovators and research communities. It fuels exploratory funding programmes and
shapes policy documents that imagine infrastructures not yet built. This narrative was already brought
up in the background study in the interview with the cybersecurity professor, who called quantum cryp-
tographic protocols the ”building blocks” for a future quantum internet. This point was repeated by
interview participants from all groups in the interview question about the definition of quantum cryptog-
raphy.

6.4. Different sides of the story: the dice of quantum cryptography
narratives

To illustrate the multiplicity of narratives surrounding quantum cryptography, the design object is a cube,
or dice. When observing a dice, one typically sees only a single face, or at most two or three from a
certain angle, but never all six at the same time. In the same way, stakeholders rarely perceive the full
spectrum of narratives simultaneously. Each viewpoint reveals only part of the whole picture.

Rolling the dice becomes a metaphor for exploring these perspectives. To understand the full story, one
must engage with the cube frommultiple angles, encountering different narratives in turn. In this design,
all six sides have an equal chance of appearing, but in reality, some narratives dominate the public and
professional discussion, as was noted by the interviewed executives and civil servants about the hype
narrative (Mad Hatter narrative). Likewise, there may be more than six narratives in circulation, but for
the sake of clarity and accessibility, the model is distilled into the six characters that are discussed.

6.5. Use as a communication tool
The dice and its narratives form the basis of an interactive communication tool for workshops. The
intended setting for this workshop is at conferences where diverse stakeholder groups naturally come
together to discuss the future of quantum technologies. A good example is Quantum Meets (see
quantummeets.com). A conference like this attracts quantum end-users to discover new technolo-
gies, quantum businesses to connect with industry and investors, and policymakers to stay informed
about industry advancements. This is the right mix of participants to explore how different narratives
around quantum cryptography shape perceptions and decisions.

The target audience for the workshop is then those promoting the adoption of quantum cryptography,
members of lobbying groups, organisations like Quantum Delta NL, and even quantum cryptography
startups. These are the relevant participants for the workshop, as we saw from our problem statement
that they are the ones who need to improve their marketing, and to do that improve the framing and
narrative. If the workshop is simply present at such a conference, that means that the participants will
join voluntarily, based on an interest in the purpose of the workshop.

Workshop "The Dice of Quantum Cryptography Narratives"
Purpose
To make participants aware of the different narratives surrounding quantum cryptography and explore
how these narratives affect stakeholders differently. By the end, participants will have a better idea
of which narratives are useful, risky, or underused in their own work and how narratives should be
combined to create a nuanced and complete story.

Materials
• Narrative dice, the six sides are the six Alice-in-Wonderland characters/narratives.
• Six narratives, a visual information sheet that explains the six narratives, much like they are
explained in Section 6.3. This sheet is included in Appendix C.

• Prompt cards, news or paper headlines that function as examples for each narrative, sorted into
six piles.

• Sticky notes.

Preparation
One participant is chosen to act as a facilitator, but the workshop is simple enough that it can be self-
guided with these written instructions.
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The participants write stakeholders on the sticky notes that they target with their promotion of quantum
cryptography. Recommended is to use the following four categories (just as categories of targets or to
come up with stakeholders within the categories):

1. Policymakers and regulators (e.g. intelligence organisations)
2. Industry and infrastructure (e.g. executives, telecommunications companies)
3. Research and innovation (e.g. research funders)
4. Public and media (e.g. general audience, journalists, investors)

Find a surface to put up the sticky notes (table or wall) and choose one side of the surface to represent
positive attitude towards adoption and the other side the negative.

Structure (45-60 minutes)
1. Introduction (5 min)
The facilitator explains the idea of the workshop and the dice. Quantum cryptography is surrounded
by multiple narratives. Like a dice, you only ever see one side at a time, but one side does not tell the
whole story. This may undermine the credibility. Also the six narratives (characters) are introduced. If
there is no facilitator, the participants read the information sheet.

2. Discover the narratives (5-10 min)
One participant rolls the dice and comes up with a statement or claim that fits with the narrative of the
side of the dice that lands on top. If the participant cannot think of anything they may take a prompt card
of the corresponding pile and read it out. Then follows a quick discussion: “Which stakeholder groups
would this claim resonate with most? Who might react negatively?” Based on the discussion, the
participants move the sticky notes with the stakeholder to a more positive or a more negative attitude
towards adoption of quantum cryptography.

For example, the narrative/character that lands on top of the dice is Alice, the future and use cases nar-
rative. The participant comes with the following claim: ”Quantum cryptography will form the foundation
of a quantum internet, enabling new applications like blind quantum computing and secure distributed
sensing.” This claim will resonate most with the research funders, as it aligns with their long term plans.
Policymakers may find this inspiring, but too abstract for immediate decisions. The industry may be
encouraged to consider long-term preparations, but may also put the claim aside and focus on more
urgent topics. For the media and general public, this claim may be too technical for them to interact.
The participants will move the sticky notes to positive and negative attitudes accordingly

Repeat this for 3 rounds.

3. Combine and balance (20-25 min)
Now it is time to combine narratives into a more complete and nuanced story. Participants take turns to
roll the dice until two different narratives have landed on top. The participants who rolled the dice will
now combine the two narratives to create a joint message. Again it is allowed to use the prompt cards
for inspiration. Discuss with the group again how the stakeholders will react to this new message.

Repeat this for 3 or 4 rounds where the amount of times the dice is rolled increases. Thus, the next
round the participants need to combine three narratives, then four, five, up to all six.

4. Reflection (15 min)
If the group is larger than four participants, they split up into pairs or trios to reflect. The participants
discuss the following questions:

1. Which combination of narratives are most effective for building trust in your context?
2. Which narratives are risky or counterproductive?
3. Were there narratives you had not yet consciously encountered? Which ones?
4. Which narratives and combinations of narratives are worth exploring in your context? Why?

6.6. Validation of the Design
The design has unfortunately not been validated with a test group, because of time constraints.

To validate the design, ideally the workshop should be tested in the intended setting, on a conference,
with the intended target audience. For the test workshop, the facilitator should be one of the participants,
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in order to also test this option of the workshop. For the evaluation, the test workshop is observed and
afterwards the participants are asked a set of questions. They are given the questions on a paper
questionnaire. After they have filled in the questionnaire, the questions are discussed in the group.
This way, the participant will not influence each others answers to the validation questions, but there is
still room for discussion afterwards.

There are two sets of questions. The first is about the workshop experience and the second about the
validation and if the communication tool achieved its intended purpose.

Questions about the workshop experience:

• Were the rules and purpose of the workshop clear?
• Did you understand the narratives on the information sheet, the role of the dice and the prompt
cards?

• How was the pacing? Was the workshop too long, too short, just right?
• Did the use of stakeholder categories make sense, or would you prefer a different grouping?
• To what extent did the game stimulate discussion between participants?
• Did you find the workshop enjoyable?
• Do you think this tool could be useful as workshop in the setting of a conference like Quantum
Meets, where participants join the workshop voluntarily? Why or why not?

Questions about the workshop purpose:

• Did you recognise some of the narratives from your
• Do you feel more aware of the different narratives surrounding quantum cryptography after the
workshop?

• Did you gain a better understanding of how different narratives affect different stakeholders?
• Did combining two narratives help you see quantum cryptography from a new perspective?
• Were there moments where you felt surprised, challenged, or gained a new insight?
• What do you take away from this workshop?
• What would you change to make it more effective for its intended audience?
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Conclusion

This thesis set out to explore how the opportunities and challenges of adopting quantum cryptography
in the Dutch cybersecurity industry can be understood through insights into stakeholder perceptions
and adoption dynamics. While much of the current discourse on quantum cryptography is dominated
by technical development, this study has shown that adoption depends on a far broader set of factors,
ranging from organisational readiness and business incentives to narratives, perceptions, and drivers
and barriers from the industry environment.

The Dutch cybersecurity field is aware of the quantum threat but does not yet treat it with urgency.
Perceptions are concentrated on Quantum Key Distribution, with little recognition of other quantum
cryptographic possibilities. Quantum is primarily framed as a looming risk rather than an opportunity.
In terms of future adoption of quantum cryptography in this industry, this shows that is need for more
education and balanced communication.

Adoption dynamics can be understood at three levels: evolutionary, behavioural, and organisational.
The Red Queen hypothesis frames cybersecurity innovation as a constant race between attackers
and defenders, with quantum computing as a disruptive force in this race. At the behavioural level,
Protection Motivation Theory highlights the role of perceived threat and coping ability. At the organi-
sational level, frameworks such as Technology Acceptance Models (TAM), Technology–Organisation–
Environment (TOE), and Diffusion of Innovations (DOI) explain how technologies are evaluated, inte-
grated, and diffused. Together, these perspectives emphasise that adoption is not purely technical but
shaped by perception, motivation, and context.

Adoption studies of blockchain, AI, and IoT show that no single framework is enough to describe the
adoption dynamics around these technologies. The models are instead constructed by combining mul-
tiple theories and tailoring them to the specific characteristics of a technology. Following this approach,
this thesis proposed a hypothetical adoption model for quantum cryptography built on TAM and TOE,
enriched by DOI’s technological characteristics. Perceived trust and perceived security are explicitly
included given their significance in the other studies and relevance to quantum cryptography.

Interviews with experts revealed that adoption is driven most by the strength of the business case (par-
ticularly relative advantage) and by environmental factors such as social influence and government
support. Barriers include technological immaturity, cost, compatibility challenges, and organisational
knowledge gaps. These factors are deeply interconnected: for instance, technological immaturity un-
dermines relative advantage, which in turn reduces perceived usefulness, while lack of knowledge
reinforces scepticism and vulnerability to hype. Experts stressed that adoption will depend on building
trust through standards, certifications, and balanced narratives. Crucially, the interviews also revealed
a disconnect between the quantum and cybersecurity communities, with each lacking sufficient under-
standing of the other’s domain.

Synthesising these findings, adoption is best understood as a complex interplay of technological, or-
ganisational, environmental, business, and personal factors. This complexity is captured in the info-
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graphic presented in Appendix B, which visualises interdependencies and stakeholder perspectives,
and serves as both a synthesis and a decision-support tool.

Practical implications
The findings have concrete implications for practice:

• For developers of quantum cryptography, future adoption requires more than technical depth and
strength. More attention must be given to usability, compatibility, business incentives, and the
trust of end-users. Bridging knowledge gaps with the cybersecurity industry is essential and most
importantly, goes both ways. More education about the opportunities of quantum cryptography
for the cybersecurity industry is needed, but also more true understanding of the cybersecurity
industry and the complexity of security systems is needed in order to make fitting quantum solu-
tions.

• For advocates and policymakers, standards, certifications, and balanced narratives are crucial
to encouraging adoption. Narratives should highlight both opportunities and limitations, avoiding
moving into hype and unrealistic claims.

• For the broader discussion on emerging technologies, the case of quantum cryptography rein-
forces that adoption dynamics depend on organisational and environmental factors as much as
on technological progress.

The proposed design, the Dice of Quantum Cryptography Narratives, directly addresses these commu-
nication challenges. By making visible the multiplicity of narratives and encouraging stakeholders to
explore them in combination, it helps to correct the current one-sided storytelling and supports more
informed, trustworthy decision-making.

Directions for future research
This thesis contained an exploratory study of the adoption of quantum cryptography in the Dutch cyber-
security industry and opens up several directions for further work. One clear path is the quantitative
validation of the proposed adoption model through larger-scale surveys, which would allow testing the
relative weight and interactions of the identified factors across a broader set of stakeholders.

Beyond validation, another direction can be longitudinal studies that track how perceptions of quan-
tum cryptography evolve over time as quantum computing progresses and quantum cryptography pilot
projects are implemented. This will be interesting, as quantum cryptography is still relatively unknown,
but developing rapidly. A study like this will track perceptions alongside technical developments.

Since this thesis only focused on the Dutch cybersecurity industry, An international comparison would
also be valuable, as adoption dynamics are likely to differ between national contexts with varying levels
of quantum investment, regulation, and infrastructure readiness.

The role of hype and lobbying, and the effect of narratives on policy and investment deserves further
investigation. Before this can be studied in depth, more research is needed to identify which narratives
are currently circulating in industry, policy, and media spheres, since the narratives proposed in this
research and design are only informed by patterns that emerged during the research. A dedicated
research into these narratives to group and classify them, is recommended.

The impact of standards and certification on adoption is another important area. Questions remain
about how the timing, content, and enforcement of standards affect trust, investment decisions, and
the willingness of organisations to experiment with quantum technologies.

Finally, the adoption dynamics infographic in Appendix B contains more starting points for designs and
further research. In the design in this thesis, only one path of the infographic was explored, but many
more paths are possible to explore how different lines of influence can be mapped, communicated, and
tested in practice. Such research would help bridge the gap between theoretical adoption models and
actionable tools for stakeholders.
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Discussion

This chapter reflects on the findings and limitations of the study, as well as the methodological choices
that shaped its outcomes. As this research aimed to provide an exploratory perspective on the adoption
of quantum cryptography in the cybersecurity industry, it is important to consider both the strengths and
the boundaries of what can be concluded from the results.

Reliability, generality, and validity
The most important limitation of this research is the small and heterogeneous dataset of the interviews:
twelve experts with different backgrounds participated. In comparison, most studies that aim to build
adoption models for a given technology, formulate a hypothesis based on literature and expert insights,
and then test it with large-scale surveys. This thesis covers primarily the first step: hypothesis-building.
As such, the model proposed here should be regarded as exploratory rather than definitive. Repeating
this research with a new group of experts could well produce different factors or factor weightings.
Nevertheless, in the absence of other studies attempting an adoption model for quantum cryptography,
the exploratory nature of this project is a valuable first step.

The generality of the findings is also limited by the scope of the sample. The participants were all
based in the Netherlands and, once divided into groups, consisted of only three to four experts per
group. This is not sufficient for broad generalisation, but the sample did represent a meaningful cross-
section of professionals, researchers, executives, and civil servants. For an exploratory study, this was
enough to identify relevant adoption factors and stimulate discussion, though future work would benefit
from a larger dataset. It also has to be noted that the outcomes in the final design are very bound the
Netherlands and the Dutch landscape of cybersecurity. Repeating this study in a different county will
give different results.

In terms of validity, several results were consistent with expectations drawn from existing literature.
Factors such as trust, complexity, and transparency were highlighted, as well as cost, which emerged
as the strongest negative driver. This role of costs was also visible in the hypotheses of the studies in
the literature, although most of them found costs to be insignificant in later validation through surveys.
The differences between groups also aligned with anticipated patterns: participants with a quantum
background tended to focus more on technical factors and downplay complexity, while cybersecurity
experts emphasised organisational and environmental barriers. These findings suggest that the re-
search captured some real and meaningful distinctions. However, it must be noted that because of the
limited existing literature and small dataset, the expectations were necessarily open-ended.

Scope of the research
The decision to focus on the cybersecurity industry shaped the project in important ways. Although
cybersecurity organisations are logical potential adopters, they are not the only ones. Some participants
pointed out that end users, such as critical infrastructure providers, may ultimately procure quantum
cryptography systems directly from vendors rather than via established cybersecurity firms. At the
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same time, the results from study also suggests that adoption through existing cybersecurity providers
may offer advantages, since these organisations already have reputational trust with their clients. A
more detailed mapping of the cybersecurity landscape, including vendors and end users, could have
strengthened the justification of the chosen scope. Nonetheless, the focus on cybersecurity was useful
for narrowing the project and engaging with a sector likely to play a central role in future adoption.

The research, and mainly the interviews, focus broadly quantum cryptography, even though this term
is used for a collection of different technologies. We could have focused on QKD, but there are already
a lot of publications about QKD. We could have focused two party quantum protocols, to align with the
applied physics thesis, but from the background interviews it was clear that this was so unknown, it
would be useless to ask about it.

In formulating the narratives in the design, we again deviated a bit from the scope of quantum cryptog-
raphy in the White Rabbit narrative, which is actually about the threat from quantum computers, and in
the Alice narrative, which is more broadly about quantum communication and quantum internet. These
deviations show exactly the point of having a complete narrative. They show that only talking about
quantum cryptography and its pure security-based opportunities is too limiting. To give an honest and
complete narrative we had to include the context of quantum cryptography, the quantum threat and
quantum communication as well.

Reflections on methodology
A systematic literature review on the adoption models of technologies that are comparable to quantum
cryptography is not ideal, since the results will not fully align with the research objective. This meant
that there was need for interpretations, which inevitably impacts the reliability. However, since there is
no prior research into adoption models for quantum cryptography, this was chosen as the best option
for a systematic literature review. We would like to add here some insights from a paper published after
the completion of the literature review. Panteli (2025) advocates that organisations should not wait for
quantum technologies to fully mature but must already start on ”quantum readiness”. By this they mean
preparing not technically for a new innovation, but also on organisational, governance and ecosystem
(environmental) contexts. This aligns well with what we concluded from the literature review regarding
adoption of quantum cryptography.

Then to expand and validate the adoption model, we interviewed experts. The use of qualitative inter-
views gave rich and detailed insights that allowed for a nuance which a survey would not have captured.
Several participants commented that they had never thought about the questions posed before, and
many appreciated the opportunity to reflect on them. This indicates that the interview design not only
gathered data but also stimulated reflection among experts themselves. A focus group could have
enabled further discussion between experts, as one participant suggested, but coordinating such a
session would have been logistically difficult. The interviews did, however, serve as effective conver-
sation starters. This purpose can be continued with the final design of this study.

The interview design evolved over the course of the study. After the first interview, several changes
were made.

• The descriptions on the factor cards were tailored more specifically to quantum cryptography and
cybersecurity professionals, to eliminate general formulations and to take away one step from the
thought process of the participants.

• The background question about the job description and expertise of the participants was made
more structured by introducing a two-dimensional chart.

• A new factor, ”lobbying group,” was added, according to the suggestion of the first interview par-
ticipant.

• the categories ”neutral” and ”not important” were distinguished to capture more nuance, when
dividing the factor cards into piles of driver and barrier or other.

These adjustments improved clarity and reduced ambiguity for participants.

Even so, some challenges remained. For instance, the two-dimensional spectrum asking participants to
position themselves between quantum and cybersecurity, and between strategic and operational focus,
often resulted in placements along the axes, reflecting their interdisciplinary work. This made grouping
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participants for analysis more interpretative than intended. In the end, I categorised participants into
researchers, professionals, executives, and civil servants, with roughly equal numbers from quantum
and cybersecurity backgrounds. In hindsight, it might have been easier to ask participants to indicate,
for example, what proportion of their time is spent on quantum cryptography, thereby producing a
clearer division.

The task of ranking adoption factors also raised difficulties. Participants were asked to order factors
by importance, but this produced lists of varying lengths that were challenging to compare. A point-
allocation method, such as distributing ten points among the factors, would have generated more con-
sistent results, even if still only relative per participant. Furthermore, while I interpreted links between
factors from the interview conversations, explicitly asking about such relationships could have given
richer insights and reduced the reliance on interpretation.

Finally, some participants found it difficult to distinguish between drivers and barriers, despite explana-
tions. This sometimes led to factors being placed in the ”wrong” pile. The interview transcripts then
provided enough context to recover their intended meaning. Overall, the qualitative format proved its
worth here: such nuances would likely have been lost in a purely quantitative approach.

The findings of the research resulted ultimately in an infographic that maps the adoption factors, their
relations and interactions, and the expect perspectives on them. It is presented as both a synthesis of
findings and a decision-support tool. A pitfall of this infographic, however, that it is still very complicated
to read and will therefore not be easy to use.

Reflections on the design outcome
To focus the overwhelming information of the infographic, the design revolves in essence around only
one of the factors, narrative. This is however a critical factor that has come up during the research
multiple times, often in combination with hype, marketing and knowledge gaps.

In the design we formulated six narratives. This number and these narratives are merely based on
observations during the research. A more thorough foundation for grouping and categorising narratives
would have been better. For example, Meinsma et al. (2024) did do a similar research into the effect
of frames on engagement with quantum technology. The method by which they establish the tested
frames, could be used here as well to formulate narratives.

The workshop outline mentions four stakeholder groups, including research and public/media. It should
be noted that these groups are not considered as potential adopters of quantum cryptography in the rest
of this thesis. Still, they are included as stakeholder groups, since their perceptions on the adoption of
quantum cryptography will contribute to the full ecosystem. Including a wide variety of stakeholders in
the workshop that the participants can use to sympathise with, will help with understanding the impacts
that narratives and combinations of narratives have.

Concluding remarks
In this thesis we presented a comprehensive infographic that reflects the complex interplay of technolog-
ical, organisational, environmental, business, and personal factors that shape the adoption dynamics
of quantum cryptography. These factors and relations are annotated by the perceptions of the inter-
viewed experts. We also designed a communication tool that focuses on one aspect of this infographic,
the narratives that ultimately influence perceived trust, which impacts the adoption intention. This com-
munication tool is targeted at those who promote the adoption of quantum cryptography. It has to be
noted that the author of this thesis is actually a part target group.

In the applied physics thesis (van Mil, 2025) we investigated a class of quantum cryptographic protocols
and the motivation for this thesis was to explore how these would be perceived and ultimately adopted
in the cybersecurity industry. For that reason, there is a significant risk of bias in the way the findings
are presented and which aspects are highlighted in the design. On the other hand can it be argued
that the resulting tool has a high chance of being relevant and usable for its intended audience.

Apart from that, the results of this thesis gave some valuable takeaways regarding the motivation with
which we started. It has really helped to put the technical thesis into context. We can conclude, for
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example, that the technical thesis is framed from the Caterpillar and Alice narratives, focusing on techni-
cal depth and building foundations for future applications and protocols. Since most of the interviewed
experts adopted an Alice narrative when defining quantum cryptography, we can say that this framing
is justified for the technical thesis.
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A
Supplementary materials for the

interviews

This appendix is a guide to the supplementary materials regarding the interviews. These include:

• Informed consent form
• Interview script
• Picture of example interview outcome
• Code tree

The informed consent form and interview script are self explanatory. The picture of an example interview
outcome shows an example of how the factor cards might be arranged at the end of an interview. These
pictures are used as data outcomes from the interviews.

The analysis and coding of the interview transcripts was based on a hybrid process of thematic coding
combined with in vivo coding. See the code tree for the codes and code families that were used in the
thematic coding. Coding of the interviews was done in two stages. For each stage the entire transcript
was covered. The first stage is to code all of the content of the participants responses. Codes from
the A, B and C branches are used. The second stage investigates the interrelationships between the
backgrounds of the experts, the context that has been created in the introduction and part 1, and the
answers they give in part 2. This is done with codes from branch D. Codes from the stem are meta
comments on the interview itself and elements of the interview that are coded in the first or second
pass.

The 17 factors and their descriptions on the cards are:

(Personal context, red cards)
• Perceived UsefulnessHowmuch a cybersecurity professional believes that using quantum cryp-
tography will improve the way they protect sensitive information.

• Perceived Ease of Use How much a cybersecurity professional believes that implementing and
using quantum cryptography will be straightforward and not overly complicated.

• Perceived Trust How much a cybersecurity professional trusts that quantum cryptography and
its providers are reliable, ethical, and will perform as expected.

• Perceived Security How much a cybersecurity professional believes that quantum cryptography
is protected against unauthorised access or attacks.

(Technical context, blue cards)
• Relative Advantage How much quantum cryptography is seen as an improvement over existing
encryption and security methods.

• Compatibility How well quantum cryptography fits with the current needs, practices and values
of organisations and security teams.

• Complexity How hard or easy it is to understand, implement and use quantum cryptography.
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• Trialability How easily quantum cryptography can be tested or experimented with on a small
scale before full adoption.

• Observability How clearly the benefits and results of using quantum cryptography can be seen
by others.

(Environmental context, yellow cards)
• Social Influence How much a cybersecurity professional feels encouraged by colleagues, man-
agers or industry leaders to use quantum cryptography.

• Government Regulations How much laws and official rules affect the decision to adopt and use
quantum cryptography.

• Vendor Support How much help, training and maintenance technology providers offer to make
sure quantum cryptography is used successfully.

• Lobbying Group How much groups that bridge academia, industry and government affect the
decision to adopt and promote quantum cryptography

(Organisational context, green cards)
• Facilitating Conditions How much a cybersecurity professional believes their organisation has
the systems and support needed to use quantum cryptography.

• Cost How much money is believed to be needed to buy, set up and keep using quantum cryptog-
raphy.

• Organisation Size How the size and resources of an organisation affect its ability to adopt and
manage quantum cryptography.

• Cultural Readiness for Change How open and supportive an organisation’s culture is toward
trying new technologies like quantum cryptography.



B
Infographic: Adoption Factors of

Quantum Cryptography and their
Interactions

See supplementary materials for the infographic synthesising expert perspectives on adoption factors
for quantum cryptography in the Dutch cybersecurity industry. Factors are shown as nodes connected
by arrows that indicate influence, and grouped into coloured clusters representing five analytical con-
texts: technological, organisational, environmental, personal, and business case. Each cluster is
marked as positive, negative, or mixed depending on expert views. Stakeholder perspectives are
represented through speech bubbles, with icons indicating the role (government, professionals, execu-
tives, researchers) and background (quantum cryptography or cybersecurity) of the speaker. Legends
provide explanations for the cluster colours and stakeholder icons.
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C
The Dice of Quantum Cryptography

Narratives

See supplementary materials for the information sheet that specifies the six narratives on the sides of
the Dice of Quantum Cryptography Narratives. This sheet visualises the communication design and
functions as a tool for the workshop described in Chapter 6.
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