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Preface

Computer networks and their services have become an essential part of research and
education. Nowadays every modern R&E institution must have a computer network
and provide network services to its students and staff. In addition to its internal
computer network, every R&E institution must have a connection with the computer
networks of other institutions, and the Internet. Such connectivity is no longer a
luxury, but a necessity. This is where the computer networks among the R&E organi-
zations come in: these networks connect R&E organizations with each other and also
with other networks, including the Internet. Such networks provide services to R&E
organizations located within geographical areas of different sizes: a city, a region, a
country, or a continent. They exist in many countries all over the world. Europe,
North America and Eastern Asia are the main parts of the world where one finds the
most well-developed computer networks among the R&E institutions.

This thesis discusses the issue of managing computer networks among R&E in-
stitutions. Such networks are here called Research and Education Networks (RENs).
Although the management of computer networks has received a lot of attention in
the literature, the management of RENs was previously neglected by researchers.

The research presented here aims to fill this gap and to design a model which
supports the management of RENs. The idea for this research was inspired by a
project aimed at the creation of a national REN in Ukraine — the Ukrainian Research
and Academic Network (URAN). The research described in this thesis initially started
as an attempt to help building this REN in a systematic way rather than in a trial-
and-error manner.

The research in this thesis was conducted as part of the research program of the
Information Strategy and Management of Information Systems of the Delft Univer-
sity of Technology. It continues the line of the Doctoral projects conducted within this
research program, which is related to the management of computer networks, namely
” Modelling change management of evolving heterogeneous networks”, ” Management
of international networks”, and ” Management of networks with highly distributed in-
ternational use”.
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Chapter 1

Introduction

1.1 Background to the research

Every part of our society has been either transformed or influenced by computer
networks importance of which in our daily lives is no longer questioned. Due to their
unique ability to reduce the amount of time and computer power required to solve a
problem, computer networks have undeniably demonstrated their benefits, and they
are expected to have an even greater impact on the shaping of the future. The Internet
as the most successful implementation of computer networking is developing and
growing at an unprecedented pace, becoming a commodity similar to TV, telephone,
gas or electric power.

1.1.1 Research and Education Networks (RENs)

Computer networks have become an indispensable tool for research and education.
Internal computer networks of R&E organizations — also called intranets or campus
networks — are an important platform for the automation of organizations’ business
processes. Core information systems of a university such as, for example, student
administration, personnel administration, and library systems are very dependent on
the university’s intranet. Campus networks are also an important element in the
delivery of Internet access, E-mail and other services to end users: teachers, students,
and researchers.

In addition to networks within R&FE organizations, there are also networks among
R&E organizations: networks that connect R&E organizations with each other and
also with other networks, including the Internet. Such networks, called Research and
Education Networks (RENs), provide services to R&E organizations located within
geographical areas of different sizes: a city, a region, a country, or a continent. Most
RENSs have the national size and these are therefore called National Research and
Education Networks (NRENSs).

The fundamental goal of RENs is to provide network services to support high
quality education and research, and to extend of the benefits of networking to other
sectors of society such as industry, commerce, culture, and the government.
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The importance of RENs for society has long been recognized in many countries.
By providing services to the research and education communities, RENs perform an
important mission and bring many benefits to society such as ([McC91, p. 37]):

e enhancing competitiveness of a country possessing such a network in the global
economy, because an REN facilitates the country’s leadership in science and
technology and improve the productivity and quality of its national research
community;

e providing access to supercomputers, which means not only that they provide
supercomputing power to users, but also that they reduce the number of sites
needed for the physical presence of supercomputers, and some other benefits
associated with the possibility of such access, like, for example, powerful dis-
tributed computing;

e increasing collaboration among researchers due to increased communication
possibilities, which encourage researchers to communicate more often with a
broader range of individuals;

e increasing the rate of knowledge and technology transfer due to the increased
speed of data exchange, and easier and broader dissemination of research find-
ings.

Due to the highly innovative character of the R&E community, computer networks
are not only a platform for the provision of various production services but also an
important playground for the development, testing and introduction of new network
services and applications. This leads to the second meaning of the research- part
of the name of RENs: such networks are not only a tool for but also a subject of
research.

RENS exist in many countries all over the world (see Figure 1.1). Europe, North
America and Eastern Asia are the main parts of the world where the most developed
RENS can be found. The NRENs of most European countries are interconnected via
the international REN called GEANT. NORDUNET is another international REN in
Europe, which interconnects the NRENs of Sweden, Norway, Finland, Denmark, and
Iceland.

In the USA, the NREN has become a major issue in national politics and a priority
agenda item for the R&E community ([Par90]). The High-Performance Computing
Act — the first legislative basis for the NREN in the USA — passed both houses of
Congress in November 1991. According to [USn00], nearly 80% of all the states of
the USA have statewide RENs (see Figure 1.1). Each statewide REN is connected to
a nationwide REN vBNS or Abilene.

Developing RENs versus developed RENs

There is a gap between the developed and developing countries with regard to com-
puter networking for research and education. Most countries in Africa, South Amer-
ica, Asia, and the Middle East either do not have RENs or just start building them.



1.1. BACKGROUND TO THE RESEARCH

WS
0 NRE FUnet
E\“ o? e?

UNINETT
SUnet
ISnet _ Forskningsnettet LATnet
HEAnet LITnet

JAnet . SURFnet E
net

BELnet ARNES UNIBEL

DFN SWITCH CARnet | ;pan

RENATER ACOnet HUNGARnet

REDIRIS RNC  CEsnet

GARR SAnet
RCCN GRnet

KOREN
TANET?2
UNINet
RNP SIngaREN
ANSP *
» AARNET

REUNA ¥

Statewide RENs in
the US

NERO SummitNet
WestNet i
WiscNet
: I icnMichnet NYSERNET
DakotaLink NCNE
CALREN UEN MORERnet OARNet
IHETS West Virginia
ASPIN K ANREN MRENSEPSCOR NI Network
Technet OneNet LICREN

THENET ARKnet  peEacHNET
LaNet
FIRN

NevadaNet

Figure 1.1: Research and Education Networks (RENs) worldwide.
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Networks in such countries are often far behind the networks in developed countries
in size and in the range and quality of services provided. For example, nowadays
RENs in Western Europe and the US have links with gigabit capacities, while in
many developing countries RENs still have links with kilobit capacities.

The following model® introduced in [Hal92] is used to illustrate the gap between
the RENs of developing and developed countries. In this model, four stages in the
development of an REN are distinguished: initiation, growth, control, and maturity.
The horizontal axis of the graph in Figure 1.2 represents the time, and the vertical
axis represents the size of an REN, which can be expressed using different indicators
such as the number of users (both institutional users and end users), the capacity
of communication links, the traffic volume, the network budget, or a combination of
mentioned indicators. Every REN has its own lifetime, which starts from its creation
in the initiation stage and continues while the network grows and develops, to reach
the next stage in its development.

This model is similar to the first form of the Nolan curve — one of the most used
models reflecting the evolution of the use of computers in organizations [NG74]. The
S-shaped curve of Nolan shows budget for computing versus time. It is divided into
four stages, namely Initiation, Contagion, Control, and Integration.

1. Initiation 2. Growth 3. Control 4. Maturity

Traffic, or Expense
1 1 1 1 1 1 1 1 1 ]

Network Membership,

Time

Figure 1.2: Four stages of the REN growth (source: [Hal92]).

Figure 1.3 graphically demonstrates growth curves for three different RENs?. At
a given point in time (indicated by a vertical dotted line) the three networks are
in different stages and have different sizes. The first network is an example of the
developed network, having quite a long history and large size, while the third network
is an example of the developing network.

1.1.2 Management of RENs

Research and education networks, like any other computer network, must be properly
managed in order to be a successful platform for the services they provide. They
need continuous support during their entire lifetime since they cannot survive on

1This model is used here merely as a graphical illustration, having the aim to give a general idea
about the development process of an REN. It is not considered here in detail.
2Figure 2.2 on page 30 gives an example of such a growth curve for the Austrian NREN ACONET.
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Traffic, or Expense
1 1 1 1 1 1 1 1 1 ]

Network Membership,

Figure 1.3: Examples of growth curves for three RENs.

their own?: faults and failures appear, performance degrades, hardware and software
needs to be installed and maintained.

Management of RENs includes a broad range of activities such as monitoring
performance, resolving faults and failures, billing and charging users, maintaining
hardware and software, recruiting staff, securing funds, developing prices, marketing
and promoting services, negotiating with suppliers, and developing policy documents.
Therefore, it requires various types of knowledge such as technical, administrative,
organizational, financial/ economical, and legal knowledge. Although most of atten-
tion is often devoted to the technical knowledge, other types of knowledge are also
vital.

Management is a continuous process covering all stages in the development of
RENSs (see Figure 1.2) and it is particularly crucial at the initiation stage, where
significant efforts are necessary to ensure the future growth and development of the
REN. Examples of such efforts are administration of investments, development of the
regulatory basis and policy documents, bulk purchase and installation of hardware
and software, order of communication links, design of the organizational model, and
staff recruitment.

A number of issues have to be taken into account in order to ensure the effec-
tiveness and efficiency of the management, like the networks’ governing structures,
funding models, charging schemes, usage policies, capacities and technologies of com-
munication links, network traffic, characteristics of hardware and software, range and
quality of services, staff, and help desk.

The volume and complexity of these and other matters make management of
RENSs a big challenge which becomes even more complicated by the fact that there
are many parties involved such as government authorities, donors, user organizations,
network operators, software and hardware vendors, and Internet service providers.
There are many issues that are related to the responsibilities of these parties and the
relationships among them.

3Computer networks and systems of the future will probably be able to ”live” on their own, like,
for example, the androids from science fiction.
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1.2 Research gap

1.2.1 Unacceptability of the trial-and-error manner of man-
agement

The traditional way in which RENs are managed is very much practically oriented
and event driven, which implies that people responsible for the management perform
it in a trial-and-error manner, without the use of models or methodologies ([Kah92],
[Pop99], [Fre96]). McClure, for example, called the style in which many RENs in the
US were managed ”anarchic”, as many management decisions at all levels are made
by mutual agreement and peer contact [McC91].

Proper management is particularly important for developing RENs, which must
progress at a faster pace, moving at a revolutionary rather than an evolutionary pace
in order to catch up with the developed RENs. For developing RENs one should avoid
the trial-and-error manner of management and its consequences such as the waste of
vital resources and waste of time. The efficient and effective use of resources is a very
important issue for developing countries, which experience a constant lack of such
resources. The wastes could be avoided by using the knowledge on how to manage
RENSs in the most efficient and effective way.

1.2.2 Fragmented approaches to present the knowledge about
RENs

The knowledge about RENs and their management is usually presented by a number
of descriptions of particular experiences and existing practices. Many such descrip-
tions can be found in the proceedings of various conferences and workshops, such as
the Internet Society’s INET Conferences (www.isoc.org), and the Joint European Net-
working Conferences. Particularly reach collection of descriptions of many European
NRENSs can be found in [Pop99].

Benbasat et al. noted in [IB87, p. 370] that the outcomes of such descriptions
are almost always successful and the authors provide a list of ”dos” and ”"don’t’s”
for similar implementations. The different authors producing such descriptions —
typically practitioners — usually try to successfully implement a specific system for a
given assignment. If someone tries to discover the best way of managing RENs by
reading and comparing such descriptions, he will not get far. Various approaches used
by their authors and strong emphasis on a technical point of view make it difficult
for readers to make comparisons and extract knowledge. Success stories presented in
such descriptions may incite others to follow suit but they cannot guarantee success
in situations other than the specific situation described in such stories.

Several initiatives with the aim to study the existing knowledge about RENs and
their management were carried out, namely COSINE ([RARSS8]), PHARE R&D Net-
working Programme, ARENA (Advanced Research and Education Network Atlas,
arena.internet2.edu), and TERENA Compendium of NRENs in Europe ([NREO0O]).
All initiatives had similar objectives: to collect and to present various data about
RENS such as the connectivity, topology, contact information, capacities, traffic vol-
umes, services, budget, and user populations. Although these initiatives produced
some valuable outcome and enriched the knowledge, they were practically oriented
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and did not have a scientific background. The fragmented approaches that were
employed cannot be the basis for an objective and qualitative representation of the
knowledge on the management of RENs.

Concluding, there are no effective ways in which the knowledge can be exchanged
or transferred, for example, from developed RENs to developing RENs. As a re-
sult, the knowledge is typically concentrated only at the places (RENSs) where it was
initially obtained.

1.2.3 Lack of previous studies on the management of RENs

The management of RENs was previously neglected by researchers. Several studies
described in [McC91], [Par90], [Kah92], and [Wei92] concerned management of RENs
only partially, concentrating on a broad range of issues related to RENs. Because these
studies were specifically concerned with RENs in the US, they could not be applied
to other locations, for example, Europe or Asia. Moreover, the studies are already
outdated and, therefore, it is arguable if their results are still applicable nowadays,
considering the rapid progress in the field of computer networking during the last ten
years.

Van Hemmen concluded in [Hem97] that the existing models supporting network
management focus predominantly on the technical aspects of network management,
leaving out financial, organizational and policy aspects. These aspects are ultimately
important for RENs. For example, RENs typically have complex organizational struc-
tures: user organizations are usually united in associations, which often make strategic
management decisions together with governmental authorities and donors.

Scientific research having the aim to study the knowledge about the management
of RENs was not located. This fact inspires investigation of a research area which
appears to be previously unexplored.

Conclusion There is a need for a model that would formalize the knowledge about
management of RENs. The idea to develop such a model and to carry out this
research was also inspired by a project aimed at the creation of an NREN in
Ukraine, namely the Ukrainian Research and Academic Network (URAN). The
research described in this thesis initially started as an attempt to help building
this NREN in a systematic rather than a trial-and-error manner.

1.3 Research problem and questions
The previous sections presented the background of the need to learn more about the
management of RENs. Based on what is said in the previous sections, the following

research problem is formulated:

Research problem How can the knowledge about RENs and their management be
formalized in a model that is able to support such management?

The following statement expressed by Christenson in [Chr76] reflects well the core
idea of this research:
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"the trial-and-error process in which practitioners are engaged is nec-
essary for knowledge to accumulate. It is incumbent upon the scientists
to formalize this knowledge and proceed to a testing stage.” [Chr76]

This research aims to apply a systematic approach to management of RENs. A
theoretical foundation for the management of RENs must be developed rather than a
collection of descriptions of success stories intended to encourage others to follow suit.
The intention of this research is to provide a framework to overcome the fragmented
perception of the management of RENs and to give a complete overview of all aspects
of such management.

Therefore, the research problem is solved by first studying the knowledge about
the management of RENs, then developing a model, and then testing this model in
practical situations. For this purpose, three research questions are posed:

Research question 1 What are the relevant topics associated with RENs and their
management?

Research question 2 How can we build a model that can be used to support man-
agement of both developed and developing RENs?

Research question 3 How can the developed model be validated in practical situa-
tions?

Because the term ”knowledge” has a very broad and ambiguous nature, it would
be too ambitious to declare that we try to study all the existing knowledge related
to the management of RENs. Therefore, in the formulation of the first research
question, this term is replaced by a more concrete term, namely ”topics associated
with management of RENs”. These topics are meant to represent the most significant
parts of the whole body of knowledge.

The validation of the model is defined here as the process of testing it against its
objectives, or, in other words, the process of checking to which extent the model’s
objectives are met in the real situation of a REN. Similar interpretations of the valida-
tion were also used by Hendriks and Klompe: ”validation is needed to check whether
a system actually behaves as expected” [Hen03, p.215], ”as the proof of the pudding
is in the eating, we will now apply the method in practice to see whether it brings
about the desired results” [Klo03, p.113].

The objectives of the model

The main objectives of the model are defined as follows. Firstly, the model has to
provide a framework for producing a description of a real-life situation: a REN and
its management. Secondly, it has to facilitate the identification of gaps in the real-life
situation. Thirdly, it has to assist in developing useful recommendations that could
make it possible to fill the gaps and to improve the real-life situation.

The model also has several additional objectives. The model should be capable
of (1) raising the awareness of stakeholders?, (2) facilitating communication among

4Stakeholders are those parties which are expected to be interested in the results of this research.
For example, people directly involved in the management of RENSs, parties providing financial and
political support to RENSs, and representatives of the user organizations of RENs.
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stakeholders, (3) improving the effectiveness and the efficiency of management, (4)
providing guidelines for building new RENSs, (5) assisting in compiling project propos-
als, (6) facilitating the transfer of knowledge, and (7) promoting the use of scientific
approaches in the management of RENs.

1.4 Research approach and methodology

The research approach consists of five phases as shown in Figure 1.4. Each phase,
except for Phase 2 and Phase 5, consists of two or more steps. The three research
questions are approached consecutively; each research question is answered during
Phase 2, Phase 3 or Phase 4 correspondingly. Figure 1.4 also shows the connection
of phases and steps with the chapters.

Chapter 1 Phase 1: Formulating research framework

‘ Step 1: Preliminary study of the problem area and relevant theories ‘
2

‘ Step 2: Formulating research problem and approach }(— -

)

Chapter 2 ‘Phase 2: Studying topics related to RENs and their management }

L

Phase 3: Developing conceptual model

implications on
research agenda

Appendix A ‘ Step 1: Studying existing models ‘
g
Chapter 3 ‘ Step 2: Developing new model ‘
Phase 4: Validating the conceptual model
‘ Step 1: Confronting the model with the real situation H
Chapters [ I
4,5 L
‘ Step 2: Developing recommendations and adjusting the model H
| 1
Chapter 6 ‘ Step 3: Evaluating the model by the sites ‘
Chapter 7 ‘ Phase 5: Presenting research results ‘

Figure 1.4: The research approach.

Let us briefly outline the content of each phase. Phase 1 is aimed at familiarization
with the problem area and the formulation of the research framework, which includes
research problem, questions, and methodology. Phase 2 is aimed at studying the
knowledge about the management of RENs by conducting a historical analysis of a
number of European NRENs. Phase & is aimed at the development of the conceptual
model that can be used to support the management of RENs. This phase begins
with a literature study on the existing models supporting network management, and
is then followed by the development of a new model. Phase / is aimed at validating
the developed conceptual model using two RENs. Phase 5 is aimed at analyzing and
presenting the research answers and conclusions.
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1.4.1 Phase 1: Formulating research framework
Step 1: Preliminary study of the problem area and relevant theories

This step is necessary to get familiar with the subject of the research, and with major
theoretical models and approaches employed by the researchers in this field. Be-
cause every research is usually performed within the research programme of the home
university, faculty, and department, it is also important to get familiar with this re-
search programme and the most important theories that are used. Since this research
started within the research programme on Management, Control and Maintenance of
Information Systems (MCM of IS), it was necessary to study main constructs of this
programme, such as the management paradigm, the extended state model, and the
triple model of management (see [Loo98], [Loo00]).

Step 2: Formulating research problem and approach

Every research should be based on a framework which consists of a research problem
and a research approach [Ver91]. The research problem states the reasons why the
research is performed; it is further specified by the research questions, which tell us
what exactly is considered in the research. Yin mentioned in [Yin84, p. 19] that
”defining the research questions is probably the most important step to be taken in a
research study, so patience and sufficient time should be allowed for this task”. The
research approach regulates how the research is performed and what methodologies
are employed to solve the research problem and to answer the research questions.
The research framework might have to be adjusted and refined as the result of
some new information discovered at the next phases of the research. This is because
an in-depth study of the problem area performed during Phase 2 may influence the
initial construction of the research framework (see the dotted arrow in Figure 1.4).

1.4.2 Phase 2: Studying topics related to RENs and their
management

The goal of Phase 2 is to study the existing knowledge about RENs and their man-
agement. Such knowledge is seen as the collection of topics associated with the man-
agement of RENs which include data about practical experience, problems, issues and
challenges surrounding the management of such networks.

Because each particular site (REN) may possess a unique piece of knowledge which
cannot be found at other sites, it was necessary to cover as many sites as possible in
order to get an exhaustive picture of the existing knowledge. Time constraints and
also limitations to financial resources made visits to the many sites hardly feasible.
Therefore, a study of existing sources of information seemed to be the only way to
cover many sites in a short period of time and within the strict budget of the research
project. It was important to find sources that were based on the surveys already
performed by others. Such an approach guarantees not only that the coverage is
wide-ranging, but also in-depth.

The exploration of the problem area could be based predominantly on the sec-
ondary sources of information. We expected that conducting a large-scale question-
naire about many RENs would be unsuccessful because the respondents of such ques-
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tionnaires are normally high-placed officials and it is quite difficult to get their active
cooperations.

Yin pointed out that ”the form of the research question provides an important
clue regarding the appropriate research strategy to be used”. Since the first research
question is a 'what’ question having an exploratory nature, ”virtually any strategy
can be employed” [Yin84, p. 19].

The methodology employed for seeking an answer to the first research question is
the historical study. The historical study is the preferred strategy for this phase, be-
cause, firstly there is virtually no access to the sites in terms of direct communication
with people involved in the management of the RENs. Secondly, the researcher does
not have any control over actual events; he cannot influence any decisions regarding
management of particular RENs. Therefore, he must rely on various documents and
artifacts as the main source of evidence. The historical study also allows one to get
a picture of the knowledge at different moments in time and at various stages of the
development of RENs®, instead of only knowledge about contemporary events at a
current stage.

In this research the main source of evidence for the historical study was the lit-
erature, which involved all kinds of documents in both printed and electronic form.
Web sites were an important source of the electronic documents used®. The study
of the literature allowed us to cover many RENs by reading about the history and
the progress of RENs in various countries. Such stories gave a good insight into the
topics associated with RENs and their management.

During Phase 2, the site of URAN acted as a training ground for the researcher.
His participation in various activities of URAN helped him to get a better under-
standing of and greater involvement into the problem area. The long collaboration
with the people responsible for the management of this REN allowed him to gain
experience in matters related to RENs and their management.

1.4.3 Phase 3: Developing conceptual model
Step 1: Studying existing models

This step is necessary to find out if there are existing models that can be effectively
used to represent the knowledge about the management of RENs. Several models
supporting network management were studied, namely the Looijen framework, the
OSI Management framework, the Terplan framework, the TMN framework, the Tele-
Management Forum models, and IT Infrastructure Library.

For each model it was analyzed if it could represent the knowledge about the
management of RENs. This was accomplished by confronting each model with topics
associated with the management of RENs. We analyzed to which extent each model
covered topics which were studied during Phase 2.

5Recall the discussion of REN growth stages on page 2 and in Figure 1.2 that accompanies this
discussion.

6Besides many benefits such as the speed and the ease of finding necessary data, the use of the web
sites may create some difficulties, namely the lingual diversity of some websites, and the outdated
character of information they might contain.
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The conclusion of this analysis was that the existing models are not appropriate
and, therefore, a new model had to be developed. This model is further referred to
as the conceptual model.

Step 2: Developing new model

The conceptual model was developed using two fundamental frameworks, namely the
management paradigm and the entity-relationship approach.

The management paradigm was chosen to be the basis for the conceptual model
because it is a core element of the research programme on the management of infor-
mation systems within the department of ICT management of the Delft University
of Technology — the home department of this research project. The paradigm has
proven its applicability in a number of practical situations because it uses a very
generic approach which is suitable for any situation where the management of infor-
mation systems is the main research topic.

The management paradigm considered in case of RENs was decomposed into a
number of entities and relationships using the entity-relationship approach. Those
entities and relationships represent the knowledge about the management of RENs.
They become the main elements of the conceptual model.

1.4.4 Phase 4: Validating the conceptual model

The validation of the model relies on the case study strategy in its test form. Accord-
ing to Yin, ”a test case study applies models that were developed. Its main objective
is to test the relationships suggested by those models and to create ideas for the
improvement of these models” [Yin84, p.125].

Since the model aims at supporting the management of both developing and de-
veloped RENs, it must be validated using cases which represent both kinds of RENs.
Two sites were selected: the developing REN ” Ukrainian Research and Academic Net-
work (URAN)”, and the developed REN ”Swedish University Network (SUNET)”.

Phase 4 consists of three steps described below. Step 1 and Step 2 were executed
for each site. After completing these steps, Step 3 was executed for both sites.

Step 1: Bidirectional confrontation between the model and the real situa-
tion

In Step 1, the model is applied to compile the site’s description. The entities and
relationships comprising the model are filled with the actual data from the site. This
is necessary to test whether the model meets its first objective: to provide a framework
for producing a description of the real situation.

During this compilation of the description, it might turn out that the real situation
does not include certain elements of the model (entities, relationships, or attributes),
or that these elements have been developed improperly. Such missing elements are
referred to as gaps in the real situation, see Figure 1.5. The search for such gaps is
a part of checking whether the model meets its second objective: to facilitate the
identification of gaps in the real situation.
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Figure 1.5: Visual interpretation of gaps in the real situation.

During the compilation of the description, it may also be found that the model
cannot reflect certain aspects of the real situation, or, in other words, that these
aspects do not match any of the model’s entities, attributes, or relationships. Such
aspects are referred to as gaps in the model, see Figure 1.6.
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@
L@
L@
N0 —

Figure 1.6: Visual interpretation of gaps in the conceptual model.

Step 2: Adjustment of the model and development of recommendations

Step 2 demonstrates in which way the model and the real situation can benefit from
each other. The model provides the real situation with recommendations on how to
fill gaps in the real situation. The real situation indicates how the model must be
adjusted in order to fill the gaps in it. Figure 1.7 visually demonstrates these mutual
benefits.

| Conceptual model |

Modifications ~ Recommendations

Real situation

Figure 1.7: Visual interpretation of Phase 4, Step 2 ” Adjustment of the model and
development of recommendations”.

As the result of gaps in the real situation, recommendations on how to fill these
gaps can be developed. These recommendations result from the use of the model, and
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Figure 1.8: Visual interpretation of the iterative process of the model’s improvement.

are based solely on own judgments of the researcher: no other people are involved.
The development of recommendations corresponds to the model’s third objective.

It is important to understand that the recommendations are not developed at the
same time as the model is modified: these are two independent events that occur
in sequence. On the one hand, the model has to improve the management of a
REN. Therefore, the model is designed in such a way that it produces a number of
recommendations for the improvement of the site. On the other hand, the model
itself is to be improved as well, by confronting it with the validation sites (URAN and
SUNET), and by analyzing the feedback coming from representatives of these sites.

This can be seen as an iterative process, depicted in Figure 1.8, in which the initial
model My is applied in Case; (arrow 1), then it is modified as result of the confronta-
tion with this case (arrow 2). The resulting model is My, which is then applied in
Casey (arrow 3), and is again adjusted as result of the confrontation with this case
(arrow 4). The resulting model is Ma. The initial model My has no rights without
the validation sites. Only after it has been validated and, if necessary, adjusted, it
can be claimed to be useful.

Step 3: Evaluation of the model by the sites

Step 3 concludes the validation of the model. It’s purpose is to evaluate the quality
of the model according to the people who are involved in the management of URAN
and SUNET. Since these people represent the intended users of the model, they
can provide the best input for judging on the model’s quality. Here, the model is
considered to be a product that can be used by these people.

1.4.5 Phase 5: Presenting research results

Phase 5 is dedicated to presenting and analyzing research results (findings) obtained
as an outcome of activities carried out at previous phases. The results should give
answers to the research questions defined in section 1.3.

The criteria for accepting the results of the research described in this thesis is
not their theoretical soundness or theoretical completeness, instead the results are
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accepted on their empirical adequacy [Fra80]. This pragmatic view was summed up
by Van Frasen as follows:

"In so far as they [pragmatic views] go beyond consistency, empirical
adequacy, and empirical strength, they do not concern the relation be-
tween the theory and the world, but rather the use and the usefulness
of the theory; they provide reasons to prefer the theory independently of
questions of truth” [Fra80, p.88]

Therefore, the acceptance of the research results depends on their usefulness for the
practical situations in which the conceptual model is applied (URAN and SUNET).

Additionally, Phase 5 is devoted to presenting the directions for future research.
Recommendations for further research activities are developed during this phase and
some challenging research areas are outlined.

1.5 Definitions and delimitations

Definitions adopted by researchers are often not uniform, so key terms should be
defined to establish positions taken in a research. In this research such a key term is
the research and education network, which is the main object of our research. Because
previous scientific research on this object was not found, it was necessary to formalize
its definition. The first definition of RENs was already introduced in section 1.1.1
— this section presents the formal definition. It also presents some delimitations —
boundaries put by the researcher on the types of RENs that are in the scope of this
research.

The definition of an REN depends on its geographical coverage. One can dis-
tinguish several scales covered by RENs geographically: a campus, a city, a region,
a state, a country, a continent, several continents, or the entire world”. The given
list reflects not only the geographical but also the political and the administrative
divisions of the entire world. Each country often uses its own terminology to refer to
various levels of its administrative division.

This research distinguishes the following four types of RENs: campus, regional,
national and international. Let us give the definition of each type and its relevance
to this research.

Definition 1 A campus REN is an internal computer network of an REE insti-
tution, often also called ’intranet’.

Campus RENs are an important platform for the automation of business processes
of corresponding R&E organizations. Core information systems of an R&E organi-
zation such as, for example, student administration, personnel administration, and
library systems are very dependent on the organization’s intranet. Campus RENs are
also an important element in the delivery of Internet access, E-mail and other services
to end users: teachers, students, and researchers.

7Given list reflects not only the geographical but also the political and the administrative divisions
of the entire world. Each country often uses its own terminology to refer to various levels of its
administrative division.
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Campus RENs might have very different sizes depending on the size of the R&E
establishments they serve. The campus REN of a small R&FE establishment might be
a single LAN connecting several PCs within a building. The campus REN of a big
university might consist of several LANs interconnected via routers; the number of
PCs in such a campus REN might be counted in hundreds or even thousands, and the
geographical scale may span the distances of tens of kilometers. Each LAN in such a
case represents the computer network of a faculty or a department.

Definition 2 A regional REN is a computer network on the scale of a city, a
region, or a state® which interconnects campus networks of REE institutions with
each other and with other networks (including the Internet), and provides network
services to those REE institutions.

If regional RENs are considered on the scale of a city they are usually called
metropolitan RENs. For example, in the UK there are a number of regional RENs such
as Aberdeen MAN, Cumbria & North Lancashire MAN, Edinburgh and Stirling MAN,
Kentish MAN, Midlands MAN (MidMAN), North Wales MAN, Northern Ireland
MAN, South Wales MAN, South West England Regional Network, and Yorkshire &
Humberside MAN. According to this definition, statewide RENs in the US are also
regional RENs (see Figure 1.1 on page 3).

Examples of network services are data transmission services, Internet access, E-
mail, and Usenet news.

Definition 3 A National REN (NREN) is a computer network on the scale of
a country (nation) which either

1. interconnects campus networks of REE institutions with each other and with
other networks (including the Internet), and provides network services to those
institutions, or

2. interconnects regional RENs with each other and with other networks (including
the Internet), and provides network services to those regional RENs.

Most of European NRENS belong to the first category (they directly interconnect
campus networks of R&E institutions). NRENs in the UK (JANET), France (RE-
NATER) and Poland (POL-34) belong to the second category and have the level of
regional RENs. Due to the recursive definition of NRENS of the second category, they
can also be viewed as networks connecting R&E institutions (more precisely campus
networks of those institutions).

Definition 4 An international REN is a computer network which interconnects
NRENSs with each other and with other networks (the Internet), and provides network
services to those NRENs.

At present there are only two international RENs: GEANT (formerly TEN-155)
and NORDUNET. GEANT is the pan-European REN which interconnects 28 Eu-
ropean NRENs and provides various network services to the R&E community. At

8State here means a part of a country (for example, the USA).
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present GEANT interconnects more than 3000 research and education institutions in
32 countries. The key objectives of this international REN are gigabit speeds, geo-
graphical expansion, global connectivity, and guaranteed quality of services. NOR-
DUNET is the Nordic Internet highway to the NRENs in Denmark, Finland, Iceland,
Norway and Sweden, providing the Nordic backbone to the Global Internet. It is the
result of the programme financed by the Nordic Council of Ministers.

Let’s now make a demarcation regarding the types of RENs which will be con-
sidered in this research. Regional RENs and NRENs are primarily in the scope of
current project. Campus RENs and international RENs are outside the consideration
of our research.

The definitions of the four types of RENs are graphically presented in Figure 1.9.
Arrows should be read as ”provide network services to”, ”interconnect”, and ” connect
to other networks”. The gray boxes indicate types of RENs that are in the scope of
this research.

International

RENSs
e e
5 National :
| @S RENSs
18§ '
188 v |

o 2

I s2 Regional |
: £= RENS I
- i____ _I

Campus

RENSs

Figure 1.9: The hierarchy of research and education networks and the scope of this
research.

1.6 Summary

This chapter laid the foundations for the research. It introduced the research problem
and three research questions. Then the research was justified and several reasons for
performing it were given. Finally, the research approach was described including
phasing of the research and different research methodologies that are used at each
phase.

On these foundations, the thesis can proceed further with a detailed description of
the research. The outline of the following chapters of this thesis was already presented
in the section 1.4 as part of the description of the research approach and its phases.
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CHAPTER 1.

INTRODUCTION



Chapter 2

REN topics

2.1 Introduction

In this chapter the existing knowledge about RENs and their management will be
studied in depth. This chapter seeks an answer to the first research question ”What are
the relevant topics associated with RENs and their management?”. It corresponds to
Phase 2 of the research approach which was described in Chapter 1. The information
obtained will form the basis for the following phases of the research: the development
of the conceptual model, and the validation of this model in real-life situations. We
need to answer this research question in order to obtain the knowledge and experience
necessary later on for creating the conceptual model.

The geographical coverage of the study described in this chapter predominantly
includes European countries and their NRENs. Figure 2.1 demonstrates the geog-
raphy of European NRENs that were included in the study. Additionally, some
non-European RENs were also analyzed such as SInet and IMnet (Japan), CA*net
(Canada), CERnet (China), ULAKnet (Turkey), and REUNA (Chile).

Although in the majority of countries there is only one single NREN, there are
some countries where the research community has one computer network and the
education community has another, where both networks operate on a national scale.
Therefore, there could be more than one NREN in a country'. The examples of
countries having more than one NREN are Greece, Denmark, and Japan. In Greece,
there is the university network GUnet and the research network GRnet. In Denmark,
there is the research network Forskningsnettet and the education network SEKTOR-
net. In Japan, there is the inter-ministry research information network IMnet and
the scientific network SInet.

2.1.1 Outline of the chapter

Each section of this chapter gives an overview of the topics associated with RENs and
their management.

Mn this case, it would be more correct to use the abbreviations NRN (National Research Network)
or NEN (National Education Network). But because the abbreviation NREN is commonly accepted,
it is used to refer to all kinds of nation-wide networks for R&E.

19
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RELARN-IP

Figure 2.1: Geographical coverage of the study: European NRENSs that were analyzed.
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Section 2.2 presents various topics related to users of RENs. Both institutional
(user organizations) and individual users (end users) are discussed in this section. It
classifies of both types of users and indicates user volumes for a number of RENS.

Section 2.3 presents a classification and a brief description of communication links
which RENs are based upon. The capacity of the links is considered to be the most
important topic. The capacity growth of communication links is treated and their
underlying transmission technology.

Section 2.4 classifies and briefly describes the services provided by RENs. The
classification of these services is based on the four categories to which they belong,
namely the operational services, the user support services, the security services and
the information services.

Section 2.5 presents an overview of various topics related to the usage of RENs.
The issue of acceptable usage of RENs is presented here and particular attention is
paid to the analysis of usage. It is demonstrated that RENs are used not only as a
network providing services to users, but also as a test bed for new technologies and
applications.

Sections 2.6 and 2.7 present RENs from an organizational point of view. Section
2.6 gives an overview of the various entities comprising the organizational structure
of RENs. Section 2.7 presents various financial topics, namely expenditure items,
funding models, and charging models.

The description of topics ends with section 2.8. Various topics related to the
external environment are presented here, namely the characteristics of telecommuni-
cation services and the Internet access service, the prices of hardware and software,
the technological developments, the domestic Internet, and the regulatory framework.

Section 2.9 concludes the chapter and puts its results in the framework of further
research activities, namely the development of the model supporting the management
of RENS.

2.1.2 Description of data sources

In order to answer the question which topics are associated with RENs and their
management we studied a number of data sources:

1. NREN websites?
2. The proceedings of conferences and workshops:

(a) Internet Society INET conferences (www.isoc.org)
(b) JENC and TNC conferences organized by TERENA 3
(¢) [Pop99]

3. Books (particularly [Kah92])

4. Various reports and publications

2Usually the web address of a NREN consists of its abbreviated title/name (e.g. DFN for Ger-
many), followed by the two-letter ISO country code (e.g. DE for Germany). Thus, the web address
of the German NREN DFN is www.dfn.de.

3Trans European Research and Education Networking Association (www.terena.nl)
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(a) NREN annual reports [rep96], [rep99a], [rep00a], [rep99b]
(b) [NREOO]

It is necessary to emphasize the role of some data sources. [Pop99] played a
special role in the study and inspired the whole research project, proving that the
management of RENs does indeed pose a challenge. [NRE0O] was also an important
source due to the wide coverage of RENs it presents.

The Internet had a crucial role in the study since the majority of mentioned data
sources were discovered and accessed via the Internet. The use of the Internet has
brought many benefits such as the speed at which and the ease with which necessary
data can be found, and also the wide coverage of the collected data.

Besides benefits, the use of the Internet involved some difficulties, namely the
linguistic diversity of some websites, and the limited amount of information they
contained. The websites of some RENs were not in English and most of the vital
documents were available only in national languages. This problem was partially
solved by using online translators such as babelfish.altavista.com*. Besides the lack
of an English translation, some websites of RENs contained a limited amount of
information, which prevented getting a good picture of those RENs. Another problem
encountered during the study was the outdated character of some REN websites; up-
to-date information about the current state of the development of such RENs was not
available.

2.2 User-related topics

This section presents topics related to users of RENs. The two most important topics
are the type and the volume of users. The type refers to a division of users in various
categories. It also refers to the eligibility of an organization to be the user of a
particular REN. The volume refers to the overall number of users served by a REN
and their distribution among various categories. Therefore, the volume reflects the
relative volume of each category compared to those of other categories.

Note the duality of the very term ’user’. Because this term is used to refer both
to organizations and to individuals, both meanings are considered here. A user is
generally someone who consumes services. In case of RENSs, such services are, for
example, Internet access, email, news, directory services, and help desk’®. Ultimate
users of such services are individuals such as students, teachers and researchers, which
will here be referred to as end users. However, the term ’user’ also refers to orga-
nizations, to which end users belong (for example, students belong to a university).
Various sources refer to such organizations as ’client institutions’, ’institutional users’,
"connected institutions’, 'clients’, ’customers’, 'subscribers’, or simply 'users’. In or-
der to avoid multiple terminology, such organizations are hereafter referred to as user
organizations.

4Usually the translation made by such an online translator enables one to understand only the
basic ideas and content of the document of interest. So the quality of translations still leaves much
to be desired.

5Detailed classification of services will be given in section 2.4.
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2.2.1 User organizations

User organizations of RENs vary in nature and type. Despite the fact that the primary
objective of RENs is the provision of network services to R&E institutions®, RENs
also often serve other types of organizations. Therefore, along with traditional R&E
organizations such as universities, research institutes, and schools, RENs also serve
libraries, museums, public authorities, hospitals, and even commercial companies.

The following list classifies user organizations into various categories and subcat-
egories:

1. Higher education institutions (HEIS)

(a) universities,

(b) colleges of higher education,
2. Research institutes

(a) governmental research institutes (academy of sciences),

(b) industrial /private research institutes,
3. Libraries

(a) research/university libraries,

(b) public libraries,

4. Public/governmental authorities and administration (ministries)

5. Others
(a) hospitals,
(b) schools (primary and secondary),
(¢) museums,
)

(d) commercial companies (industry).

The terminology used for categorizing user organizations varies from country to
country. This particularly concerns HEIs, which have the largest relative volume
compared to other categories of user organizations. For example, Sweden has so-
called university colleges, which differ from universities in that they only offer either
bachelor’s or master’s programmes, or a limited amount of subjects.

The presented classification lists the categories of user organizations from most
to least frequent users. HEIs and research institutes are the most common users of
RENSs, while commercial companies and museums are the least common users.

Libraries have special importance for RENs. Due to the fact that libraries are nat-
ural information warehouses, they can provide the research and education community
with the necessary information, as they potentially are the best content providers”.

6See the definitions of RENSs in section 1.5.
7See also a note on content providers in 2.4.4.
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An important characteristic of every REN is the wvolume of user organizations
it serves. The volumes of user organizations served by the different NRENs vary
considerably from country to country (see Table 2.1); it is particularly remarkable
that often these volumes are not related to the size of the corresponding countries. For
instance, NRENs in Luxemburg and Spain have equal volumes of user organizations,
while the population of Spain (40 million) is 1000 times higher than that of Luxemburg
(0.4 million). The Latvian NREN has more than three times more user organizations
than the French NREN, while Latvia is 25 times smaller than France.

The inconsistency between the volume of user organizations of a NREN and the
size of a country it belongs to can be explained as follows. Some RENs serve small
user organizations such as, for example, primary and secondary schools. The volume
of such organizations in a country is usually much higher than the volume of other
types of organizations, such as HEIs. For example, among the 4600 user organizations
of a German NREN DFN there are 4000 primary schools.

Country (NREN) Qty || Country (NREN) Qty
Austria (ACOnet) 90 Japan (IMnet) 93
Belgium (BELnet) 130 || Latvia (LATnet) 2000
Czech Rep. (CESnet) 70 Luxemburg (RESTENA) 250
Denmark (Forskningsnettet) 120 || Netherlands (SURFnet) 243
Estonia (EEnet) 454 || Poland (NASK) 600
Finland (FUnet) 85 Portugal (RCCN) 55
France (RENATER) 600 || Russia (RELARN-IP) 93
Germany (DFN) 4600 | Spain (RedIRIS) 250
Greece (GRnet) 56 Sweden (SUnet) 60
Hungary (HUNGARnet) 800 || Switzerland (SWITCH) 30
Ireland (HEAnet) 37 Turkey (ULAKnet) 80
Italy (GARR) 237 || UK (JAnet) 500

(Source: [NRE00], NREN websites)

Table 2.1: Volume of user organizations for some NRENSs.

Types of user organizations served by a REN are often specified in a formal policy
document: the so-called Acceptable Usage Policy or Connection Policy. Such doc-
uments specify among other things which organizations are eligible to be users of a
RENS.

If one looks at the history of RENs, one can see that their target user base has
been expanding. At the time of their creation many RENs were intended to serve
only a specific set of user organizations: for example, HEIs/ universities. However,
over time other types of user organizations were accepted, including commercial or-
ganizations. Nowadays, it is becoming more and more common that RENs serve
organizations which do not belong to the research and education community, such as
public/ governmental authorities, libraries, hospitals, museums, and commercial com-
panies. John Dyer noted in [Dye98] that many NRENs have a common theme: cross
sector partnership and collaboration, which usually requires a good communication
infrastructure between the collaborating sectors.

8 Acceptable Usage Policies will be discussed in section 2.5.1.
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Particularly interesting seems to be the attitude of RENs towards servicing com-
mercial organizations. Various RENs approach this issue differently. Most RENs do
not serve any kind of commercial organization. Some RENSs serve user organizations
which belong to commercial R&E such as private universities and colleges, and indus-
trial research institutions. For example, commercial research organizations can have
access to Italian NREN ”GARR” in the framework of agreements or projects with re-
search and education institutions that are regular users of GARR. Other RENs do not
have specific limitations on potential user organizations, such as NRENs in the UK
(JAnet), Germany (DFN), Poland (NASK) and Hungary (HUNGARnet). Therefore,
virtually any commercial organization may be the user of those NRENs.

The attitude of a REN towards servicing commercial organizations strongly re-
lates to the way it is financed: its so-called funding model®. Most RENs enjoy heavy
state funding, which is particularly significant at the initial stage of their develop-
ment. Therefore, a political issue appears as whether commercial organizations can
utilize services built with the use of the state funds and primarily meant to be non-
commercial.

2.2.2 End users

According to the definition given in Chapter 1, RENs interconnect R&E organizations
and provide them with network services. However, because organizations consist of
people, who are their most valuable assets, the ultimate user of a REN is an individual,
or, in other words, an end user. The benefits that end users receive from the network
services provided by the REN are crucial for the success of the organization and the
success of the REN itself.

Table 2.2 gives an impression of the volumes of end users for some NRENs.

Country (NREN) Qty Country (NREN) Qty
Belgium (BELnet) 125 || Latvia (LATnet) 15

Czech Rep. (CESnet) 200 || Lithuania (LITnet) 50

Estonia (EEnet) 101 || Luxemburg (RESTENA) 10

Finland (FUnet) 300 || Norway (UNINETT) 250
Germany (DFN) 1000 || Portugal (RCCN) 300
Greece (GRnet) 150 || Slovakia (SAnet) 100
Hungary (HUNGARnet) 300 || Spain (RedIRIS) 200
Ireland (HEAnet) 120 || Turkey (ULAKnet) 350
Italy (GARR) 500 || UK (JANET) 1000

(Sources: [NRE0O], NREN websites)

Table 2.2: Estimated quantity of end users for some NRENs (in thousands).

There are two major categories of end users, namely students (scholars) and staff
members (employees). The relative volume of students among the end users of a REN
is quite high compared to the volume of staff members. Firstly, this is due to the
obvious fact that the number of students (scholars) in an educational establishment
is typically higher than the number of staff members. Another reason is the growing

9Funding models will be considered in section 2.7.2.
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popularity of computer networks and their services among young people. The survey
of end users of the Dutch NREN ”"SURFnet” has shown a spectacular growth in the
number of students using SURFnet’s services (primarily email and Internet access):
from 1995 till 1998 this number increased more than two times (from 32% to 74%
of the total student population). At the same time, the number of staff members
increased only with 11% (from 70% to 81%) [PS98].

Staff members can be classified into the following categories:

1. Teachers (academic staff)

2. Researchers

(a) networkers

(b) non-networkers
3. Others

Teachers (academic staff) can usually be found only in educational establishments
such as HEIs. Normally, there are no teachers in organizations that do not perform
educational activities such as, for example, research institutes and libraries. Employ-
ees of universities often combine teaching tasks and research activities, and hence are
both teacher and researcher at the same time.

Researchers can be divided into networkers and non-networkers. Networkers are
those researchers who study computer networks, network services, network applica-
tions, and other related network technologies. They consider networks as the subject
of their studies or, in other words, the test bed!? for their activities. Non-networkers
are all other types of researchers. As opposed to networkers, non-networkers consider
networks as a product or a tool that supports their primary research activities (for
example, research in physics or chemistry).

Despite the fact that the relative volume of networkers is much smaller compared
to the volume of non-networkers, the first usually have higher requirements on, for
example, network capacity and performance. This often leads to a situation in which
growth and development of the network is driven by the demands of a relatively small
group of end users. It should be noted that such growth usually requires significant
investments. Therefore, networkers are able to influence the development and growth
of the RENS significantly.

The last category, others, includes employees that belong to financial adminis-
tration, student administration, personnel administration, accountants, secretaries,
managers, and technical support staff.

An alternative classification of end users can be made on the basis of their attach-
ment to scientific fields. This classification is therefore only relevant for students'!,
teachers, and researchers, and not for the others types of end users (category ”oth-
ers”). According to the UNESCO classification, the following scientific fields can be
distinguished'?:

10The issue of using RENs as test beds will be discussed later in section 2.5.3.
1 For students it would be more correct to use the term ”field of study”.
12This classification of scientific fields is taken from [UNE99].
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e humanities

e law & social sciences
e natural sciences

e engineering

e agriculture

e medical sciences

Traditionally, the use of computer networks started from the natural sciences and
engineering ([RARS8]). However, nowadays end users that belong to other scientific
fields are also intensively using services provided by RENSs.

2.3 Topics related to communication links

Communication links are an essential component of any computer network. This
section gives insight into some topics related to the communication links of RENSs.
Firstly, section 2.3.1 classifies the communication links and briefly describes each
category. Secondly, the capacity (bandwidth) of communication links, one of their
most essential characteristics'®, is considered in section 2.3.2. This is followed by a
discussion of capacity growth. This section also gives examples of the actual capacity
values for a number of European NRENs. Finally, transmission technologies are
shortly discussed in section 2.3.3.

2.3.1 Classification

Technically, RENs consist of a number of communication links, where each performs
a number of functions. Below we have classified the links according to the sources
and the destinations of the traffic that they carry. Local links (LANSs) that connect
network servers within the same building, for example, were left out of consideration.

First, a distinction is made between national and international links. The first do
not cross the national border and represent the domestic connectivity of a REN, while
the second cross the border and therefore represent the international connectivity of
a REN.

National links can be divided into the following categories:
1. Backbone links
2. User access links

3. Peering links

13 Another vital characteristic of the communication links is the latency (delay).
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Backbone links are core communication links that connect major nodes of a REN.
A backbone acts as the primary path for traffic that is most often sourced from
and destined for other networks: campus networks of user organizations, networks of
domestic Internet service providers, other RENs, and the Internet.

User access links connect the campus network of a user organization to the back-
bone of a REN. The point (node) of connection is usually called the user access point
or the point of presence (PoP).

Peering links connect RENs with networks of domestic Internet service providers
(ISPs). This implies that a REN has a peering agreement with those ISPs. A peering
agreement is the agreement by the two networks to exchange Internet traffic with-
out payments. The vast majority of Internet peering arrangements are nowadays
performed via the so-called Internet exchanges. RENs also exchange traffic with do-
mestic ISPs via Internet exchanges.

International links can be divided into the following categories:

1. European links
2. Internet links

FEuropean links connect European NRENs to GEANT - the pan-European Net-
work for Research and Education (international REN). This network allows twenty-
seven European NRENSs to exchange traffic with each other. This category is therefore
applicable only to European NRENs. Nine circuits at the core of this network operate
at speeds of 10 Gbps, while eleven others run at 2.5 Gbps (May 2002).

Internet links connect RENs to the Internet. European NRENs usually utilize
a transatlantic link with one of the major North American ISPs such as Teleglobe
(SURFnet, NORDUnet, JAnet), or a link with a big domestic ISP such as, for exam-
ple, Ebone (Austrian ACOnet), Swisscom (Swiss SWITCH), and Deutsche Telecom
(German DFN).

2.3.2 Capacity

The capacity (bandwidth) of the communication link is its maximum transmission
speed measured in bits per second'®. Since RENs typically serve large volumes of
users and cover wide geographical areas, they require communication links having
high capacities and spanning long distances.

Table 2.3 provides an overview of the capacity of links for a number of European
NRENSs. The capacity of backbone links for some NRENS is given as a range, which
implies that the capacity varies from link to link. User access links are not included
in Table 2.3 because their capacity ranges from kilobits to megabits. Peering links
are not included in this table either because their capacity usually equals that of the
corresponding IX, which is typically either 100 Mbps or 1 Gbps.

Data about capacities of five Scandinavian NRENs (the Swedish SUnet, the Finnish
FUnet, the Danish DAREnet, the Norwegian UNINETT and the Icelandic ISnet) is

14Usually thousands, millions and billions of bits per second are used to measure the capacity of
a communication link, resulting in abbreviations: Kbps = 1024 bits per second (bps), Mbps = 1024
Kbps, Gbps = 1024Mbps.
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not included in Table 2.3 because these NRENs have a particular way of providing
international connectivity for themselves: they have set up an international network
called NORDUnet. The main goal of NORDUnet is to provide external connectivity to
these five NRENs. Besides to the mentioned NRENs, NORDUnet also provides inter-
national connectivity to other NRENSs such as the Estonian EEnet and the Ukrainian
UARnet.

Country (NREN) Capacity of links, Mbps
Backbone European Internet
Austria (ACOnet) 4...32 45 144
Belgium (BELnet) 34...155 45 245
Czech Republic (CESnet)  34...155 21 68
Estonia (EEnet) 2.8 4 16
France (RENATER) 34...155 155 800
Germany (DFN) 155 155 622
Greece (GRnet) 2...155 155 155*
Hungary (HUNGARnet) 34...155 34 34*
Ireland (HEAnet) 34 34 43
Italy (GARR) 155 155 622
Latvia (LATnet) 100 4 6
Lithuania (LITnet) 2 no data 3
Luxemburg (RESTENA) 10 6 8
Netherlands (SURFnet) 320...622 622 622
Slovakia (SAnet) 2 12 no data
Spain (RedIRIS) 30 45 91
Switzerland (SWITCH) 155 155 300
Turkey (ULAKnet) 34 4 4
UK (JAnet) 34...155 155 620

*Use GEANT as the provider of Internet connectivity
(Sources: [NRE00O], NREN websites; December 2000)

Table 2.3: Capacity of NREN links.

RENs are constantly striving to increase the capacity of their links. However,
the actual capacity of many RENs is often lower than needed. Firstly, this is due
to the very high costs of the long-distance communication links on the one hand
and the budget restrictions on the other. Secondly, this is due the availability of
links having necessary capacities and connecting certain geographical points. This
largely depends on the telecommunication infrastructure in the area where a REN
operates: while North America and Europe enjoy gigabit capacities, many countries
in the developing world must still rely on kilobit capacities. Links with high capacity
are not available everywhere in the world, not to mention their extremely high cost.
The mentioned considerations often make the capacity of communication links one of
the most often discussed topic associated with RENs.

Therefore, an important topic for most RENs is the capacity growth, which is
directly caused by the constantly increasing traffic'®. Traffic growth in its turn is

15 Traffic growth will be considered in section 2.5.2.
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caused among other things by the introduction of new network applications and ser-
vices requiring high transmission speeds. Because of the constant capacity growth,
most of the numbers given in Table 2.3 are not correct by the time this dissertation
will be published. Representatives of some NRENs — responders to the TERENA
questionnaire [NREOO] — have estimated the growth of the capacity of backbone links
in a two-years period at between 10 and 100 times compared to current capacities.

Mar Jun Sep Dec Mar Jun Sep Dec Mar Jun Sep Dec
97 97 97 97 98 98 98 98 99 99 99 99

Figure 2.2: Capacity growth of international links of Austrian ACOnet, in Mbps
(source: [rep99a]).

Figure 2.2 gives an example of the capacity growth of the international links for the
Austrian ACOnet. As can be seen from this figure, the capacity of the international
links grew from 3 Mbps in 1997 to 100 Mbps in 1999. In the beginning of 2001
international links of ACOnet had a total capacity of 190 Mbps (see Table 2.3).
Similar patterns can also be observed for other RENs.

Figure 2.3 is another illustration of the capacity growth. It shows the capacity of
backbone links for a number of European NRENs at the end of 2001 (in contrast with
Table 2.3, whose data refer to the beginning of 2001). If the data from this figure
is compared with the data from Table 2.3, it can easily be seen that the capacity of
NRENs in countries such as the UK, the Netherlands, Germany, France, Belgium,
and Austria has grown more than tenfold in one year.

2.3.3 Transmission technology

Another topic related to communication links is their underlying transmission technol-
ogy, which defines among other things the medium that is used to transmit electronic
signals (for example, copper, fiber, or electromagnetic waves) and the way in which
the data is encoded and transmitted over the links (the transmission protocol). Nowa-
days the transmission technologies such as ATM, WDM, FDDI, and SDH/POS are
the most popular and promising technologies.

The transmission technology is usually chosen by the telecom operator. However,
it also becomes popular among telecom operators to provide so-called dark fiber com-
munication links. In this case customers (operators of RENSs) are free to use their
own terminating equipment.
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Figure 2.3: Capacities of backbone links for NRENs in European countries, in Mbps
(Source [NREO00]; December 2001).
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Further discussion of the transmission technologies is out of the scope of this
dissertation.

2.4 Service-related topics

This section gives an overview of services that may be available to the users of RENs
and classifies them. All services are divided into four categories: operational services,
user support services, security services and information services. The services that
belong to the categories are briefly described in the sections 2.4.1 - 2.4.4. The de-
scription of security services in section 2.4.3 ends with a note about the Computer
Emergency Response Team (CERT) — the entity that provides security services.

The basis for the classification of services presented in this section was mainly
[Jan00, appendix A], since this classification appeared to be the most comprehensive
one among analogous classifications. Information published at the websites of RENs
has also contributed to the classification. Therefore, some changes and additions have
been made to make the classification of services given in [Jan00, appendix A] more
universal and suitable for other RENs.

2.4.1 Operational services

Operational services support the most basic functionality of a computer network: the
transmission of data. Data here implies both bits/ bytes and informational objects
such as files and messages. Some of the operational services must always be in place
because no network can do without them. The provision of the operational services
usually implies that the specialized hardware (routers, network servers) and software
must be up and running, supporting the services’ functionality 24 hours a day and 7
days a week.
The following services belong to operational services:

1. Basic backbone transmission service
2. External network access provision and transmission services

IP multicast service

> W

Naming and addressing services

ot

Dial-up access service
Usenet News distribution service
Directory service

Web caching service

© »®» >

Messaging services
10. Network time service

11. Network monitoring and accounting services
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Below, each service is briefly described.

The basic backbone transmission service offers transmission of traffic among user
organizations through the backbone links'®. This usually implies the transmission of
IP (Internet protocol) traffic because it is now the standard ”de facto” transmission
protocol for a vast majority of computer networks, including RENs. However, some
European NRENS also support the transmission of the ATM (Asynchronous Transfer
Mode) traffic. The ATM services are typically used for high-speed network trans-
missions that require guaranteed end-to-end bandwidth between the communicating
nodes. Therefore, it is often used for videoconferencing services.

The external network access provision and transmission service implies that users,
besides exchange of traffic among themselves via the REN backbone, are also provided
with the ability to transfer data to and from other (external) networks: other RENS,
networks of domestic ISPs, and the global Internet. Access to other RENs usually
implies access to the pan-European REN GEANT. In some cases, however, RENs
may have direct communication links with each other on the basis of either peering or
client-provider relationships'”. Access to networks of domestic ISPs is provided via an
IX and corresponding peering links. Access to the global Internet usually implies the
North American Internet — the predominant part of the Internet. The given division
of external networks corresponds to the classification of communication links given in
section 2.3.1.

IP multicast service allows transmission of IP traffic from a single source to mul-
tiple destinations (one-to-many). It is opposed to broadcast (one-to-all) and unicast
(one-to-one) transmissions. Another term that is often used for referring to IP mul-
ticast is MBONE (Multicast Backbone), which is a virtual network layered on top
of the Internet to support routing of IP Multicast packets. Provision of this service
means that user organizations are able to transmit and receive IP multicast traffic.

Naming and addressing services include the domain name system (DNS) service
and the domain name administration service. DNS is the system of naming of individ-
ual management domains within the Internet for the purpose of representing IP ad-
dresses in mnemonic form, and for associated purposes. Provision of the DNS service
implies the existence of specialized name servers that support mentioned functionality
of mapping mnemonic domain names to IP addresses. The domain name adminis-
tration service coordinates and administrates domain names under a certain DNS
hierarchy. Often, this is the country-code top-level domain (CCTLD). This means
that all domain names having the form "name.cc”, where ”cc” is the two-letters ISO
country code, are administered by a corresponding operator of the NREN in that
country. For more information on Internet domain names and DNS see [Hus99, pp.
T7- 84, 413-419] and [KK97, pp. 107-258].

Dial-up access service is the provision of intermittent network access via regu-
lar dial-up telephone lines. It is usually meant for end users rather than for user
organizations because the last are typically connected to the REN via permanent
communication links (leased lines). User organizations normally provide the dial-up
access service for their employees and students (end users), so it rarely appears in the
service profile of the REN. In Sweden, however, the dial-up access service for students

16Recall the definition of the backbone and the backbone links in section 2.3.1.
17See more on this in section 2.3.1.
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is provided on country level due to a special arrangement between the Swedish ISP
"Telenordia” and Swedish NREN SUnet. This arrangement made it possible to re-
duce the monthly rate for the end users (students) to 70% of the regular market rate
[Pop99, p. 100-102].

Usenet news distribution service is a traditional Internet service which involves the
delivery and the distribution of news articles according to the Network News Transfer
Protocol (NNTP). It allows end users to read and send messages from and to various
news hierarchies.

The directory service offers support of directory access protocols such as LDAP
(Lightweight Directory Access Protocol) and X.500. It supports information ser-
vices'® that provide access to the white and yellow pages— structured lists of people
and/or companies with various reference information such as names, addresses, tele-
phone numbers, emails, etc. Provision of the directory service implies the existence
of specialized network servers (the so-called directory servers) that support the men-
tioned functionality. Such servers form an integral part of the technical infrastructure
of the REN which provides this service. Managing the directories’ contents is not a
part of this service; this is the functionality of the service ”content provision”, which
will be discussed later on in section 2.4.4.

The web caching service offers temporary storage of web documents in a buffer for
later reuse. If the end user’s web browser requests a document from a website and
this document is already in the cache, the document from the cache is transmitted to
the browser and there is no retrieval of the document from the original website. This
saves considerable transmission capacity (bandwidth) and reduces the response time.
The caches of RENs are usually organized in a hierarchical way: a single (national)
web cache on top of the hierarchy and the web caches of user organizations at the
bottom. End users usually communicate directly with local web caches of their home
organizations (user organizations). This service is also often referred to as the web
proxy service.

Messaging services support various email transfer protocols, such as SMTP/POP
(Simple Mail Transfer Protocol/ Post Office Protocol), IMAP (Internet Message Ac-
cess Protocol) and X.400. Messaging services become particularly important if email
messages temporarily cannot be delivered to their ultimate recipients (end users)!”.
In this situation such messages are stored on the REN server (mail relay server) for
later delivery. Messaging services imply also conversion of messages between various
mail systems (for example between SMTP and X.400). Such conversion systems are
often called message gateways.

The network time service supports the Network Time Protocol (NTP). NTP as-
sures accurate local time keeping with reference to the most precise radio and atomic
clocks. It is capable of synchronizing distributed clocks within milliseconds over long
time periods. This service is not meant to be accessed by end users but rather by
user organizations and their network administrators.

Network monitoring and accounting services offer constant collection of values of
various indicators such as, for example, the load status of links, the traffic volume,

I8Information services are discussed later in section 2.4.4.
9For example, the link between the REN backbone and a user organization (user access link) is
not working properly, or the mailserver of a user organization is malfunctioning.
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the packet drop rate, the availability of services, and the latency (delay) times. This
information is then continuously presented in all kinds of reports and statistics so that
users — mainly the network administrators of user organizations — are able to audit
Service Level Agreements (SLAs) between their user organizations and the provider of
services, the REN operator. The popular indicators are the load status of links and the
traffic volume. The first indicator is usually displayed as a graph presented in various
time scales (daily, monthly and yearly). The second indicator shows volumes of data
transferred via certain links on different time scales. It is particularly important for
RENs that charge their user organizations on the basis of transmitted volumes of
traffic?®: the British JAnet, the Danish DAREnet and the German DFN. Collected
data in this case also has financial implications.

2.4.2 User support services

The name of this category of services speaks for itself: user support services support
both end users and user organizations in various matters that concern computer net-
working. In contrast to the provision of operational services, the provision of user
support services usually involves human participation; operational services are usu-
ally provided in either an automated or a semi-automated way with humans playing
management,/ supervisory roles only.

The following services belong to user support services:

1. Customer service
2. Training

3. Technical assistance

>~

. Documentation provision

Customer service, commonly also referred to as helpdesk, is a main contact point
between users and service providers for all enquiries, questions, complains, and prob-
lems that may appear. Requests can usually be made via telephone, fax, post or
email. This service is not meant for end users but for user organizations: representa-
tives of user organizations are the actual users of this service. Network administrators
of the user organizations’ intranets usually play the role of such representatives.

Training implies the organization of workshops and training courses. The par-
ticipants of such events can be interested end users. The objectives of training are
usually technical updating of the user community and the distribution of the relevant
knowledge.

Technical assistance implies advising user organizations on networking matters
using the expertise available within the REN community or, if necessary, making use
of the expertise of external consultants. This service can be provided either as a start-
up service for new user organizations or a continuous service for all user organizations.
It is not meant for end users.

Documentation provision implies development of comprehensive paper and elec-
tronic documents meant for the distribution among the end users of a REN. The

20the so-called ”usage based charging model”, which will be described later in section 2.7.3.
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potential readers of such documents can be either a wide end-user community or a
restricted group of end users such as, for example, network administrators of user
organizations’ intranets. A good example of such documentation is the SURFnet’s
SURFXkit for the network managers website (skin.surfnet.nl). This website provides
knowledge, information and tools to support network and system managers with the
installation, configuration and use of Internet applications. It contains software and
sources, configuration options, test reports, security issues as well as links and refer-
ences to relevant SURFnet web pages and other related sites. This service is closely
related to the content provision service that will be discussed in section 2.4.4.

2.4.3 Security services

Computer networks are often liable to various threats, such as DoS (denial-of-service)
attacks, viruses, unauthorized access to data and network resources, theft of pass-
words and keys, unsolicited distribution of email messages (also known as spam),
spoofing?!, and other dangers. The aftermath of such threats can be disastrous if no
countermeasures are taken.

Security services assure that the network is well protected against security threats.
In order to protect the network against threats and to minimize their negative conse-
quences, the service profile of each REN should include a number of security services.
The following services belong to the security services:

1. The security response service

2. The security awareness service

3. The security liaison service

4. The security information service

5. The Public Key Infrastructure service

The security response service sets up procedures to monitor unauthorized use of
the services provided by a REN and users’ own services. There must be provided
procedures for rapid assistance to users in order to help them respond to attempted
unacceptable use of the network.

The security awareness service develops and provides presentations on and train-
ing in computer security in order to raise users’ awareness on security issues. This
service is similar to the training service from the user support services considered in
a previous subsection.

The security liaison service maintains contacts with other national and interna-
tional organizations working in the fields of computer security and law enforcement,
to ensure that the interests of the users are presented to these organizations and that
the users are informed of developments which may affect them. In particular, the
promotion of the use of internationally agreed standards is an important part of this
service.

The security information service involves

21Spoofing is when a network packet falsely claims to be from an address from which it was not
actually sent. It is designed to foil network security mechanisms, such as filters and access lists.
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e maintaining a list of approved contact points and service hours at user organi-
zations;

e advising users on security mechanisms;

e providing users with regular information on general levels of threat and coun-
termeasures available;

e maintaining publicly available information about computer security threats and
countermeasures.

The Public Key Infrastructure (PKI) service is the service enabling end users to
protect the security of their communication by using public key cryptography. PKI is
basically a coherent structure of Certification Authorities (CAs), organizations that
issue public key certificates?? and usually also provide other cryptographic services,
such as certificate distribution and revocation. Most PKIs are hierarchic, with a
central root CA (or top-level CA) which certifies lower CAs, which in turn certify
lower CAs or users; CAs may also occasionally cross certify. CAs are also often
referred to as Trusted Third Parties. Some RENs act as root CAs, for example, the
Dutch SURFnet and the German DFN.

Security services are typically provided by the Computer Emergency Response
Team (CERT)?3. This team handles cases of computer security incidents in which a
REN user is involved, either as a victim or as a suspect.

An remarkable initiative concerning the coordination of activities among various
European CERTSs is TERENA’s Trusted Introducer Initiative (TII). In the frame-
work of this initiative a qualification system for CERTS is proposed. This system is
based on a set of criteria such as certain attributes of security services, parameters of
an information handling policy and cryptography policy, and others. Each CERT is
then given a qualification level from 0 (lowest) to 2 (highest). Table 2.4 gives qual-
ification levels for a number of CERTSs of European NRENSs. It is necessary to note
that the TII is aimed not only at CERTs of NRENs, but also at CERTSs of other
(commercial) networks. For more information refer to the official website of the TII
(www.ti.terena.nl).

Information given in Table 2.4 can be also used to estimate the qualification of
security services provided by each CERT.

2.4.4 Information services

The provision of access to information resources is one of the most important func-
tions of the RENs. Information resources — commonly also referred to as the content
— are perhaps the primary matter which end users of RENs are interested in. The
predominant part of the REN traffic is initiated by end users wishing to find and
retrieve some useful information from an extremely wide choice of information re-
sources located at billions of websites all over the Internet. Examples of information

22 A public-key certificate certifies that the public key belongs to the holder mentioned in it. It is
the way to ensure authenticity of the sender of information.
23This team can be also called Computer Security Incident Response Team (CSIRT).
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Country (NREN) Level || Country (NREN) Level
Austria (ACOnet) 0 Italy (GARR) 2
Belgium (BELnet) 0 Lithuania (LITnet) 0
Croatia (CARnet) 0 Netherlands (SURFnet) 2
Denmark (Forskningsnet) 2 Norway (UNINETT) 2
Finland (FUnet) 2 Poland (NASK) 0
France (RENATER) 2 Portugal (RCCN) 0
Germany (DFN) 2 Spain (RedIRIS) 2
Greece (GRnet) 0 Sweden (SUnet) 1
Hungary (HUNGARnet) 0 Switzerland (SWITCH) 2
Iceland (ISnet) 0 UK (JAnet) 2

(Source: www.ti.terena.nl; May 2002)

Table 2.4: Qualification levels of NRENs’ CERTSs according to TERENA’s Trusted
Introducer Initiative.

resources that are of professional interest for the R&E community are library cata-
logs, educational materials, full-text scientific articles, abstract databases, reference
databases, patent databases, vacancy databases, and other specialized information
resources that are directly or indirectly related to science and education.

A number of services are required for the provision of access to information re-
sources. These services, called information services, ensure that their users are able
to find and access qualitative information resources:

1. The content provision service
2. The content mirroring service
3. The content listing service

4. The content indexing and searching service

The content provision service includes development, operation and maintenance of
the very contents of information resources. It is usually provided by so-called content
providers — organizations or individuals having some useful information to present (to
sell) to certain information consumers — other organizations and/or individuals.

Various organizations can perform the content provider’s role. Firstly, user orga-
nizations of RENs often perform this role: for example, a university has a website
which contains general information about this university, its faculties, and its educa-
tional program; faculties and departments within this university may also have their
own websites that further describe the curriculum of a particular field of study or
a research field. Secondly, libraries — both university and public ones — are natu-
ral content providers due to the very nature of their business: to provide access to
knowledge. Therefore, libraries often make their electronic catalogs accessible to the
general public via the web. Thirdly, organizations that are not users of RENs can also
act as providers of information resources which are ultimately useful for REN users:
for example, famous publishing houses such as Elsevier, Springer, IEEE, Wiley, and
ACM maintain huge databases of full-text scientific publications. Finally, virtually
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any organization having a website is a provider of the information resources which
the end users of RENs may wish to access.

The content provision service can only partially be found in the service profile of
most RENs. Some RENs maintain file archives that contain various software packages.
Most RENs have websites full of various documents and reports about themselves,
their history, and other relevant information.

The content mirroring service periodically transfers an information resource orig-
inally located at the content provider’s site to the REN’s site. This means that an
identical copy of the information resource is created at one of the network servers
comprising the infrastructure of the REN. Therefore, the mirrored content becomes
physically accessible via the REN website(s). This saves capacity for international
links if the mirrored content is intensively used by the users of a REN because no
connection to the original source of the content is made for retrieving the informa-
tion from the mirrored content. The service is somewhat similar to the web caching
service, although it has a static nature, in contrast to the web caching service, which
has a dynamic nature.

The content listing service maintains web directories — organized, categorized list-
ings of websites put together by human reviewers. Web directories act as entry points
that allow end users to locate websites on the basis of their classification. Web di-
rectories normally have a navigable tree-like structure with each branch representing
certain area or subject. The most famous commercial provider of this service is
Yahoo!. There are a few RENs that provide this service: for example, the Dutch
SURFnet maintains the NL-menu (www.nl-menu.nl), and the Swedish SUnet main-
tains an Index of Swedish WWW Resources (www.sunet.se/sweden/).

The content indexing and searching service maintains search engines — informa-
tion systems that attempt to index and locate desired information by searching for
keywords which a user specifies. The method for finding information is usually main-
taining indices of information resources that can be queried for the keywords entered
by the user. These lists are created by the specialized programs that search the Inter-
net, attempting to locate new, publicly accessible information resources such as web
documents and files available in public file archives. Such programs are called crawlers,
spiders, robots or wanderers. Search engines are somewhat similar to web directories
in that they both support the function of locating information resources. However,
search engines allow users to find single documents (web pages, files), while web di-
rectories only give access to whole web sites. Examples of search engines maintained
by RENs are SURFnet’s Search Engine (search.surfnet.nl) and BELnet’s FTPSearch
(ftpsearch.belnet.be).

2.5 Usage-related topics

Having discussed the users of RENs (section 2.2) and the services which are available
for them (section 2.4), we can now focus on how the users use these services. Therefore,
this section is devoted to topics related to the usage of RENs.

Firstly, section 2.5.1 considers what constitutes acceptable usage of RENs, e.g.
which usage is allowed and which is forbidden. This section describes an important
policy document which regulates various issues related to acceptable usage: the Ac-
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ceptable Usage Policy (AUP). Usage analysis is the subject of section 2.5.2. Two
topics are discussed here, namely the analysis of usage and the usage growth trend.
Finally, in section 2.5.3 it is demonstrated that RENs are used not only as service
provision platforms, but also as test beds for new technologies and applications.

2.5.1 Acceptable Usage Policy

The usage of RENs and their services is formally regulated by a document called the
Acceptable Usage Policy?* (AUP). In order to make a distinction between proper and
improper usage, this document specifies a number of policy issues. Let us give a short
overview of these issues.

Firstly, the AUP defines which types of organizations are eligible users of the REN.
This includes a specification of the primary user organizations: those organizations
which the REN is servicing in the first place (for example, universities from a certain
geographical region), and also a specification of other types of user organizations
that are allowed to connect to the REN and to utilize its services. The AUP can
also include a description of the attitude of the REN towards servicing commercial
organizations — whether or not commercial organizations are allowed to be the users
of the REN.

Secondly, the AUP includes a specification of activities for which the usage of
the REN and its services is allowed and/or forbidden. The following activities are
typically forbidden:

e creation or transmission of any offensive, obscene or indecent data/material,
and also material that infringes the copyright of other people;

e unauthorized (illegitimate) access to facilities, services, or resources;
e violation of the privacy of other users;

e corrupting or destroying other users’ data;

e usage of services in a way that denies service to other users;

e introduction and distribution of computer viruses.

This part of the AUP may also include the issue of using the REN for commercial
purposes or, by other words, the status of the commercial traffic on the REN. This
issue differs from the aforementioned issue of the acceptance of commercial users since
regular user organizations may sometimes be involved in commercial activities and
therefore generate commercial traffic.

Finally, the AUP specifies the consequences that follow and measures that are
taken in case of the violation of policy rules. Such measures are, for example, the
withdrawal or interruption of services.

Jackson noted in [Jac99] that the national AUPs in various European countries
are very diverse, especially concerning the aforementioned issue about the acceptance
of commercial users. The AUP of the French NREN RENATER, for example, specif-
ically emphasizes that RENATER may only be used for strictly professional purposes

24Sometimes it is also called the Acceptable User Policy.
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— a limitation that was not found in the AUPs of other European NRENs. The AUP
of some NRENSs is a quite substantial document of several pages long (the French
RENATER, the British JAnet), while the AUP of other NRENSs consists merely of
a few dozen lines of text (the Belgian BELnet, the Swedish SUnet). Some NRENs
declare that they are AUP-free (for example, the Slovakian SAnet).

2.5.2 Analysis of usage

In order to get insight into how RENs are actually used, it is necessary to collect
and analyze the usage statistics. The input for such statistics can be either the
actual network traffic or the direct feedback from end users who use the network and
therefore initiate the traffic. Let’s consider both ways to collect usage statistics.

The automated collection an