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ARTICLE INFO ABSTRACT

Keywords: The performance assessment of safety barriers is essential to find vulnerable elements in a safety barrier system.
Safef}’ barrier management Traditional performance assessment approaches mainly focus on using several static indicators for quantifying
Resilience the performance of safety barriers. However, with the increasing complexity of the system, emerging hazards are
ii}:iels;;gi?;twork highly uncertain, making it challenging for the static indicators to assess the performance of safety barriers. This

paper proposes a resilience—based performance assessment method for safety barriers to overcome this problem.
Safety barriers are classified according to their functions first. The dynamic Bayesian network (DBN) is then
introduced to calculate the availability function under normal and disruption conditions. The ratio of the sys-
tem’s availability, when affected by the disruption, to the initial availability, is used to determine the absorption
capacity of the system. The ratio of the quantity of availability recovery to the total quantity of system represents
the adaptation and restoration capacity of the system. The system’s resilience is represented by the sum of ab-
sorption, adaptation, and restoration capacities. The wax oil hydrogenation process is used to demonstrate the
applicability of the proposed methodology.

consequence of an accident (Bubbico et al., 2020). According to
different functions, safety barriers are divided into different categories.
Dianous and Fiévez (2006) divided safety barriers into passive barriers,
active barriers, human actions, and symbolic barriers. Rausand (2011)

1. Introduction

Process accidents may lead to severe consequences including dam-
ages to asset, people, and environment. The role of the safety barrier is to

isolate the source of danger from people and property, thereby ensuring
safety (Sun et al., 2021). Safety barriers can be a single equipment or an
action, or a complex system that can reduce the probability and

divides safety barriers into proactive and reactive barriers according to
whether service time of safety barrier is before or after the specific un-
desired event. Kang et al. (2016) divides safety barriers into three

List of Abbreviations & symbols: BN, Bayesian network; DBN, dynamic Bayesian network; CPTs, conditional probability tables; LOPA, Layer of Protection Analysis;
SIL, safety integrity level; RPB, release prevention barrier; DPB, dispersion prevention barrier; IPB, ignition prevention barrier; EPB, escalation prevention barrier;
HFB, human factor barrier; MOB, management and organizational barrier; R1, the initial resilience of safety barrier; D1, under the premise that the system keeps
itself in a safe state, the maximum disruption intensity that can be withstood; R1°, the improved resilience of safety barrier; D2, under this disruption intensity, the
safety barrier resilience will be irreversibly affected; A;, the equilibrium state under normal condition; A, the lowest state of system availability when a disruption
occurs at tp; Az, a new stable state of the system availability when external maintenance is provided at t3; Ap, the absorption capacity of system; f (T;), the function of
system availability decreases with component degradation under normal conditions; f (T>), the function of system availability increase with time under external
repair after the disruption; f (T3), the function of system availability when system is not resilient after disruption; S, the total system availability; S;, the loss
availability of system after disruption; S,, the availability recovery amount of the system during the adaptation and restoration period; S3, the remaining availability
of system after disruption; Rp, the resilience—based performance of system; X;, the nodes of system; n(Xi), the parent nodes of X;; P(U), the joint probability of a set of

random variables U={X; x2x3, ..., xn}-

* Corresponding author. College of Mechanical and Electronic Engineering, China University of Petroleum (East China), Qingdao, 266580, China.

** Corresponding author. Delft University of Technology, the Netherlands.

E-mail addresses: wanghaiging@upc.edu.cn (H. Wang), m.yang-1@tudelft.nl (M. Yang).

https://doi.org/10.1016/j.jlp.2021.104599

Received 6 December 2020; Received in revised form 30 June 2021; Accepted 13 July 2021

Available online 17 July 2021
0950-4230/© 2021 Elsevier Ltd. All rights reserved.


mailto:wanghaiqing@upc.edu.cn
mailto:m.yang-1@tudelft.nl
www.sciencedirect.com/science/journal/09504230
https://www.elsevier.com/locate/jlp
https://doi.org/10.1016/j.jlp.2021.104599
https://doi.org/10.1016/j.jlp.2021.104599
https://doi.org/10.1016/j.jlp.2021.104599
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jlp.2021.104599&domain=pdf

H. Sun et al.

categories: personal barriers, organizational barriers, and technical
barriers. A detailed review of barrier categories is presented in Section 2.

The performance of safety barriers determines whether an incident
will occur and develop into an accident, which may affect people,
property, and the environment (Sobral and Soares, 2019)). The evalu-
ation of safety barrier performance is essential to ensure system safety.
Dianous and Fiévez (2006) divided safety barriers into four categories
and proposed an evaluation method and indicators, including response
time, efficiency, and level of confidence, to assess the performance of
safety barriers. A LOPA (Layer of Protection Analysis) based approach is
proposed by (Landucci et al., 2015) to define and measure safety barrier
performance in preventing escalation. A comprehensive approach is
proposed by Han et al. (2019) to calculate the optimum maintenance
intervals of safety barriers. Bucelli et al. (2018) divided safety barriers
into three categories, and assessed the performance safety barriers
through two indicators (i.e., availability and effectiveness). A detailed
review of the performance indicators is presented in Section 2.

Many indicators may influence the performance of a safety barrier.
Through the comprehensive evaluation of these indicators, safety bar-
rier performance can be evaluated. However, in recent years, highly
complex engineering systems have developed rapidly. The degree of
interdependence and interaction between subsystems and their com-
ponents is increasing. The existing evaluation methods of safety barrier
performance are static, and it is difficult to assess safety barrier per-
formance dynamically. The traditional risk assessment alone is consid-
ered inadequate to ensure a complex system’s safety (Park et al., 2013;
Tong et al., 2020). Many recent studies have proposed methods and
indicators for safety barrier performance evaluation (e.g., see Kang
et al., 2016; Sobral and Soares, 2019). However, the hazards in complex
systems have high uncertainty, making these static indicators chal-
lenging to quantify the performance of the safety barrier system.

Resilience assessment is more advantageous than traditional
methods to process a complex system with uncertain disturbances
because it can consider uncertain hazards and failure propagation after a
disturbance (Tong et al., 2020; Zinetullina et al., 2021). As a new
research paradigm of safety science, resilience has received widespread
attention (Dessavre et al., 2016; Chen et al., 2020). Hosseini and Barker
(2016) proposed a new method to measure resilience as a function of
absorptive, adaptive and restorative capacities with Bayesian networks.
Yodo and Wang (2016) applied engineering resilience metrics to
calculate reliability and restoration after a disruptive event. Cai et al.
(2018) proposed a new availability—based engineering resilience metric
from reliability engineering, and considered resilience as an intrinsic
ability and an inherent attribute of an engineering system. Chen et al.
(2020) developed an urban resilience model considering adaptability,
resistance, and recovery. Abimbola and Khan (2019) developed a dy-
namic Bayesian network—based method to assess the system resilience.

Comparing with traditional methods (e.g., static indicators), the
resilience-based method is more dynamic and advantageous to process
complex systems after uncertain disruptions because it does not pay
much attention to the reliability of individual elements, but to under-
stand and promote the system to actively ensure that systems is not out
of control. Resilience assessment extends the conventional risk assess-
ment to the post-accident stage. Besides, it can assess the system’s ability
to absorb, adapt to disruptions, and recover from failures and accidents.
For example, the concept of resilience can be used to upgrade BowTie in
two possible ways: (1) Traditional BowTie approach analyzes preven-
tative and mitigative measures. With resilience thinking, safety mea-
sures can be extended to those for threat or scenario prediction and
recovery. (2) Considering the resilience of each safety barrier, the pro-
posed approach may also help to identify new plausible scenarios and
opportunities for safety enhancement.

To investigate the safety barrier’s performance under disruption, this
paper adopts resilience as an indicator of safety barrier performance and
proposes a resilience—based method to assess safety barriers’ perfor-
mance. The evidence theory is used to calculate the failure probability
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under the disruption. Dynamic Bayesian network (DBN) is introduced to
evaluate the availability function of the safety barrier. The safety bar-
rier’s performance is represented by the integral ratio of the availability
function under different circumstances.

The remaining parts of this paper are organized as follows. Section 2
gives a brief literature review of the performance assessment of the
safety barrier. A short description of the proposed method is shown in
Section 3. The case study is presented in Section 4. Discussion is pro-
vided in Section 5. Finally, conclusions are drawn in Section 6.

2. Performance assessment of safety barriers

Performance assessment is a crucial step to find vulnerable elements
in the safety barrier system. To check whether the safety level on the
plant meets the identified requirements, Dianous and Fievez (2006)
proposed three indicators (effectiveness, response time, and level of
confidence) to analyze the performance of safety barrier systems.
Practitioners should have an idea of their safety functions and safety
levels by evaluating the performance of the safety barriers. To prevent
domino accidents, Landucci et al. (2015) proposed a LOPA—based
methodology to quantify safety barrier performance. Safety barriers are
divided into active protection systems, passive protection systems, and
procedural and emergency measures, and two indicators (availability,
and effectiveness) are proposed to evaluate a safety barrier system’s
performance. Landucci et al. (2016) proposed a quantitative method to
assess safety barrier performance to prevent domino accidents. Bucelli
et al. (2018) established a structured method to evaluate the safety
barrier system in an offshore oil and gas platform under harsh envi-
ronment. Two indicators (i.e., availability, effectiveness) are proposed
to assess the performance of three safety barrier categories, namely,
active protection systems, passive protection systems, and procedural
and emergency measures. Kang et al. (2016) developed a comprehensive
method to evaluate the safety barrier system. It includes three safety
barrier categories (i.e. personnel barriers, organization barriers, and
technology barriers) and three indicators (i.e. degree of confidence,
effectiveness, and economic evaluation). Sobral and Soares (2019)
proposed a method to assess the adequacy of the safety barrier, and
evaluated the performance of safety barriers by linking a SIL level to the
probability of accidents. This method can verify whether existing safety
barriers can effectively prevent accidents. The specific categories and
indicators of safety barriers are shown in Table 1.

In the above literature, the performance of the safety barrier is
evaluated by several static indicators. However, the safety barrier sys-
tem involves both human and organizational factors, making the per-
formance uncertain and dynamic. Therefore, it is necessary to define a
new indicator to develop a comprehensive method to quantify the per-
formance of safety barriers.

3. The proposed methodology

In the chemical and process industry, loss of containment can lead to
fires, explosions, and personnel poisoning, causing casualties, property
losses, and environmental damage. It is essential to estimate the risks of
loss of containment and also take measures to reduce accident risks.

Fig. 1 describes the methodology employed in this study. First, the
safety barriers existing in the system will be identified and classified.
Then, the performance assessment model for the safety barriers will be
established. After that, the DBN model will be built for each safety
barrier to calculate the availability function of the safety barriers under
expected degradation and disruption conditions. The resilience of safety
barriers is calculated by using the integral of the availability function.
Finally, the developed DBN model of each safety barrier will undergo a
sensitivity analysis. Fig. 1 and the following sections describe the main
steps of the proposed method.



H. Sun et al.

Table 1
A summary of the categories and performance indicators of safety barriers from
literature.

Reference Barrier categories Performance factors

PSA (2002) - Capacity, reliability, availability,
efficiency, ability to withstand
loads, integrity, robustness
Response time effectiveness

Dianous and Passive barriers;

Fiévez Activated barriers; Level of confidence
(2006) Human actions;
Symbolic barriers.
Hollnagel Physical barrier; Effectiveness
(2008) Functional barrier; Resource needs
Symbolic barrier; Robustness
Incorporeal barrier. Implementation delay
Availability
Evaluation
Independence
Landucci et al. Passive protections; Availability
(2015) Active protections; Effectiveness
Procedural and emergency
measures.
Kang et al. Personnel barrier; Degree of confidence
(2016) Organization barrier; Effectiveness
Technology barrier. Cost
Landucci et al. Passive protections; Availability
(2016) Active protections; Effectiveness
Procedural and emergency
measures.
Sobral and Physical barrier; Safety integrity level (SIL)
Soares Non—physical barrier.
(2019)
Han et al. - Risk
(2019) Cost
Zeng et al. Active barrier; -
(2020) Passive barrier.
Sarvestani Release prevention barrier; -
et al. (2021) Dispersion prevention
barrier;
Ignition prevention
barrier;
Escalation prevention
barrier;
Emergency management
and damage control
barrier;
Human factors and
management and
organization barrier.
Misuri et al. Passive barriers; The probability of failure on
(2021) Active barriers; demand (PFD)
Procedural barriers. Effectiveness
Ovidi et al. Inherently safer design; The probability of failure on
(2021) Passive barrier; demand (PFD)

Active barrier; Effectiveness

Procedural barrier.

3.1. Determination of safety barriers

Many accidents occurred in the process industry, including personnel
poisoning, fire, and explosion (Sun et al., 2020). Loss of containment is
the root cause of these accidents. To prevent catastrophic accidents in
the process industry, it is necessary to analyze the safety barriers’
performance.

There are many different classifications of the safety barrier, as dis-
cussed above. In the SHIPP methodology proposed by Rathnayaka et al.
(2011a,b), safety barriers are classified into 7 categories: release pre-
vention barrier (RPB), dispersion prevention barrier (DPB), ignition
prevention barrier (IPB), escalation prevention barrier (EPB), damage
control emergency management barrier (DCEM), human factor barrier
(HFB), and management and organizational barrier (MOB), respec-
tively. Hence, safety barriers are classified based on their functions.

Furthermore, the event tree model is introduced to determine the
safety barriers and corresponding consequences of the system. It is
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Fig. 1. The procedure of the proposed methodology.

worth noting that the human factors and management and organiza-
tional factors affect the entire accident process of the system, as shown
in Fig. 2.

The function of the RPB is to prevent loss of containment. When the
barrier fails, it means that the loss of containment occurs. Relevant
measures should be taken to prevent a large amount of substance from
leaking and gathering, such as emergency shutdown systems, gas
detection systems, ventilation, etc. These measures are DPB. When the
DPB fails, it means that a large amount of substance exists in the
chemical plant. If the leaked substance is flammable, a fire or explosion
will occur when the ignition source exists. If the substance is toxic, it can
cause injury or death when people are exposed to it. To prevent the
occurrence of secondary accidents, the IPB should be set to eliminate the
ignition source. When the IPB fails, a large amount of flammable gas
within the explosion limit will cause a fire or explosion accident. Rele-
vant measures should be taken to mitigate the accident consequence,
which may include setting up fire detectors, firewalls, and blast walls,
which belongs to EPB. When the EPB fails, a catastrophic accident will
occur. This study aims to prevent the occurrence of devastating acci-
dents. Therefore, according to the functions of the safety barriers in the
process system, safety barriers are classified into RPB, DPB, IPB, EPB,
HFB, and MOB.

3.2. Safety barrier performance assessment model

The failure or performance degradation of complex systems is usu-
ally caused by certain internal or external events or behaviors. It is
essential to comprehend the mechanism of how the system ensure that
things are under control and reacts when things are out of safety range
(Liu, 2020). The resilience of the safety barrier determines the state of
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C1 Safe

C2 Near miss

%

Dangerous
condition

C3 Incident

C4 Accident

= C5 Catastrophic

S: Success F: Failure

Fig. 2. Event tree of the accident sequence.

the barrier and system. When the safety barrier resilience is large
enough, the system can effectively absorb disruptions, quickly adapt and
recover to the safe state.

The safety barrier state changes with the disruption intensity, as
shown in Fig. 3. The safety barrier resilience is R1. Under the premise
that the system keeps itself in a safe state, the maximum disruption in-
tensity that can be withstood is D1, as shown in Fig. 3. When the
disruption intensity is less than D1, the safety barrier will be affected by
the disruption, but it can still maintain its essential functions. The safety
barrier will recover to a stable state whose performance may be higher
or lower than the original state (Tong et al., 2020). When the disruption
intensity is more significant than D1 and less than D2, the safety barrier
is in an unstable state at this time. That is only part of the function can be
realized. The safety barrier resilience has been irreversibly affected, and
the state of the safety barrier cannot be restored. When the disruption
intensity is more remarkable than D2, the safety barrier will ultimately
fail, which may cause serious consequences. Resilience is the intrinsic
property of a system. It will change only when the system structure
changes and its components degrade or upgrade. For instance, with the
improvement of a safety barrier, its resilience increases from R1 to R1’,
then the range of the safe state will be extended from ‘Safe’ to ‘Safel’,
which means that the higher the resilience of a safety barrier is, the
stronger the ability to maintain the safety state will be.

Each system has its availability. Under normal conditions, the
availability of the system decreases over time due to component
degradation. Then gradually the system reaches an equilibrium state A;

Disruption intensity

o)

at time t; (Cai et al., 2018). When a disruption occurs at tp, system
availability instantaneously drops to the lowest state Ay. When external
maintenance is provided, the system availability increases gradually to a
new stable state, Az at t3. The f (T7) in Fig. 4 shows that the system
availability decreases with component degradation under normal con-
ditions. In contrast, the f (T;) represents the system availability increase

Availability

r

100%

Disruption

Fig. 4. Availability of a system subject to degradation and disruption.

:/

Safe i Unstable

» Safety barrier state

Failure

Fig. 3. Schematic diagram of safety barrier state affected by disruption intensity.
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with time under external repair after the disruption. Assuming that if the
system is not resilient, the system will run with the availability of A,
after disruption, as shown in the f (T3).

The equilibrium state A; can be calculated by the failure rate under
normal conditions. The disruption intensity can determine the lowest
state, Ay. The new stable state Az can be determined by the repair rate
and emergency measures. To quantify the resilience of safety barriers,
this paper proposes a new metric, which considers the three attributes of
resilience, namely absorption, adaptation, and restoration.

In the absorption phase, the ratio of residual availability to initial
availability is used to indicate the absorption capacity of the system; In
the adaptation and restoration phase, the percentage of the recovery
amount of availability to the total amount is introduced to indicate the
ability of adaptation and restoration. Therefore, system resilience can be
expressed as the sum of these two ratios. The specific analysis is as
follows.

Under normal conditions, the system reaches an equilibrium state A;
due to the degradation of components, and the availability function
concerning time is f (T7), as shown in Fig. 4. Since the system is in an
equilibrium state, f (T7) is a constant and equal to A;. When disruption
occurs, system availability instantaneously decreases to Ay. At this time,
the function f (T3) of availability concerning time is constant. With
external maintenance and emergency measures, the system availability
gradually recovers to a new stable state, A3. The value of As is deter-
mined by the equilibrium state A; and the lowest state A,. In this study,
Ags is defined as the availability when the system recovery amount rea-
ches 90% (this percentage can be customized) of the loss amount (Tong
et al., 2020), as shown in Eq. (1).

A3=A)+(A;—A2)*90% (€8]

As mentioned above, in the absorption phase, the capacity of ab-
sorption can be presented as Eq. (2).

Ay
Ap= A ()]
where Ap indicates the capacity of the system absorption. The larger the
value, the stronger the system’s ability to resist disruption, and the
better the system’s absorption capacity.

The function of system availability during the adaptation and
restoration phase is f (T2). The total amount of availability under normal

conditions is shown in Eq. (3):
S— / F(T))dt 3)
%)

where S represents the total system availability.

It is worth noting that the new stable state A3 of the system may be
smaller or larger than the initial state A;. The loss of system availability
is S;. The availability recovery amount of the system during the adap-
tation and restoration period is Sz. The calculation formula of the re-
covery amount is shown in Eq. (4).

§o= /Bf(Tz)*f(Tg)dt @

As mentioned above, the expression of resilience—based perfor-
mance Rp of a safety barrier is represented as Eq. (5):
" f(To)—f (T3)dt
Ro— ,zf(hz) f(Ts) LA, 5)
f,z' f(Ty)dt

3.3. Dynamic Bayesian network

Bayesian networks (BN) consist of qualitative and quantitative parts.
The qualitative component is a directed acyclic graph, including nodes
representing system variables and a set of directed arcs representing the
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dependence or causal relationship between variables. The quantitative
part are the prior probability and conditional probability tables (CPTs),
representing the conditional dependence between nodes and their
parent nodes. The joint probability of a set of random varia-
bles U = {X1,X2, X3, -, Xn} can be represented as:

P(0)= [ PIa0x) ©

where 7(X;) stands for the parent nodes of X;.

As an extension of BN, a dynamic Bayesian network (DBN) explicitly
models the time evolution of a set of random variables on the dis-
crete—time axis (Khakzad, 2015). That is, DBN is a special BN, which is a
random model that can process time—series data by combining BN and
Markov models. DBN is an extension on the time dimension based on
BN, to consider the dynamic and time uncertainty caused by a fault (or
event) sequence or time change (aging, degradation) when modeling.
Each time step in the model is called a time slice, t—At represents the
previous time slice, t represents the current time slice, t+At represents
the next time slice, and At represents the time slice interval. The solid
line directed arc represents the relationship between variables in the
same time slice, while the dashed line directed arc represents the rela-
tionship between variables in different time slices. The specific structure
is shown in Fig. 5.

A DBN can dynamically represent the relationships between causes
and consequences through nodes and directed arcs. The specific process
of using DBN to calculate resilience can be divided into four steps. (1)
According to the repair rate and failure rate of components under the
normal conditions, a DBN can be used to calculate the availability of
each time slice of the system, and the availability in each time slice can
be converted to a system availability function by using fitting technol-
ogy, namely f (T7). (2) When the disruption occurs, the failure proba-
bility of components increases, which leads to a decrease in system
availability. At this time, a DBN can be used to calculate the availability
of the system, namely f (T3). (3) Due to the resilience of the system, the
availability of the system will increase with time. In this process, a DBN
can be used to calculate the availability of the system in each time slice,
and the system available in each time slice can be converted to the
system availability function by using fitting technology, namely f (T2).
(4) Eq. (5) can then be used to calculate the resilience of a system.

4. Case study

The process of wax oil hydrogenation illustrates the proposed
methodology, as shown in Fig. 6. The wax oil is mixed with hydrogen
and enters the reactor. The reaction product from the bottom of the
reactor is cooled to 30-40 °C and then enters the high—pressure sepa-
rator. High—purity hydrogen is generated at the top of the separator.
Most of the gas is returned to the reactor as recycled hydrogen. The
hydrogenated oil is separated from the middle and lower part of the
high—pressure separator and enters the low—pressure separator after
decompression. Due to the decrease in pressure, the hydrogen and
low—molecular hydrocarbons dissolved in the oil are separated from the
oil. The generated hydrogen is desulfurized by the desulfurization tower
and then used in the hydrogen circulation system. The oil obtained from
the bottom of the low—pressure separator enters the stripping tower,
and the gas dissolved in the oil is removed with superheated steam. The
gas component is mainly hydrogen sulfide. The oil finally enters the
fractionation tower. Various hydrocarbons will be produced at the top of
the tower, and multiple products will be produced at the bottom of the
tower. The specific process is shown in Fig. 6.

4.1. Safety barrier identification and DBN model

To prevent loss of containment and escalation accidents, it is
necessary to evaluate the performance of the safety barriers in the
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Intra-slice arcs
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Fig. 5. Dynamical bayesian network.
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Fig. 6. Schematic diagram of the wax oil hydrogenation process.

process. The first step is to identify the safety barriers and components in
the system. In this study, safety barriers are divided into 6 categories.
The human factors and management and organizational factors affect
the entire process of the system.

Release prevention barrier (RPB): In the process of wax oil hydro-
genation, the main secondary barriers of RPB are (i) Human factors
barrier (It consists of operational factors and personnel characteristics.
Operational procedures and work permits are essential to ensure the
safety of the operating process. Skills, experience, and knowledge are
the components of personnel characteristics). (ii) Process control bar-
rier. The function of this secondary barrier is to provide warning or
information through monitoring (e.g., flow control, temperature moni-
toring, pressure monitoring, pressure alarm, etc.) or to automatically
activate the safety system to prevent loss of containment. (iii) Me-
chanical barrier. Take anti-corrosion layer protection as an example. It is
to prevent loss of containment caused by corrosion and is composed of
protective coating and cathodic protection. (iv) Management and
organizational barriers. Good daily management (e.g., training, educa-
tion, and safety culture, etc.), routine protection (e.g., testing and in-
spection), and maintenance (maintenance procedures and methods,
maintenance time) are essential measures to ensure the safety of the
process. The specific components of RPB are shown in Fig. 7 and Table 2.

Dispersion prevention barrier (DPB): The function of DPB is to limit
the scope and duration of loss of containment to prevent substance

accumulation. In the process of wax oil hydrogenation, DPB is mainly
composed of three parts, namely a gas detection system (automatic and
manual), an emergency shutdown system (automatic and manual), and
a ventilation barrier. The specific components of RPB are shown in Fig. 8
and Table 3.

Ignition prevention barrier (IPB): The function of IPB is to eliminate
ignition sources in the plant to prevent fire and explosion accidents.
When RPB and DPB fail, flammable substances will accumulate in the
plant area. Due to the large variety and quantity of ignition sources in
the chemical plant area, such as flames and hot works, it will influence
equipment and personnel once ignition occurs. To prevent fires and
explosions, safety barriers must be applied by focusing on all possible
ignition sources existing in a process facility. There are several ignition
sources in a process facility, such as flames, hot works, hot surfaces, hot
materials and gases, friction and impact, and static electricity sparks
(Rathnayaka et al., 2011a,b). In this study, ignition sources are divided
into two types, namely flames and hot sources. The hot source is
composed of hot works and a hot surface. The specific components of
RPB are shown in Fig. 9 and Table 4.

Escalation prevention barrier (EPB): When RPB, DPB, and IPB fail to
complete their function, fire and explosion accidents are likely to occur
in the plant area. Heat radiation, explosion overpressure can cause
catastrophic effects on surrounding equipment and workers. To reduce
the consequences of accidents and reduce the damage caused by



Journal of Loss Prevention in the Process Industries 73 (2021) 104599

Management

Daily pretection

Maintenance
barrier = @

Fig. 7. DBN model for RPB.

H. Sun et al.
) Human
!
characteristics
Operation
barrier
|"’.
|'.
) Temperature
barrier
|‘r
|
|
{1+ [“-' 'I E
| 1
Table 2
Components description of release prevention barrier (RPB).
Symbol Description Symbol Description
X, Supervision Xi3 Compressor
Xo Skill X14 Valve
X3 Experience X15 Flange
X4 Knowledge X16 Protective coating
Xs Work permit X17 Cathodic protection
Xe Work procedure X18 Maintenance procedure
X7 Flow controller X19 Repair procedure
Xg Temperature controller Xo0 Testing
Xg Temperature monitor Xo1 Routing inspection
X10 Temperature alarm Xoo Education
X11 Pressure monitor Xo3 Training
X12 Pressure alarm Xogq Safety culture

accident loads, it is necessary to set up a safety barrier to isolate the
hazardous source from the surroundings. In this study, the EPB consists
of three main secondary barriers: gas mitigation barrier, fire mitigation
barrier, and explosion mitigation barrier. The specific components of
EPB are shown in Fig. 10 and Table 5.

4.2. Performance assessment for the safety barriers

According to the established DBN model of each safety barrier, the
availability function of the safety barrier under normal conditions and
disruption conditions are calculated, respectively. Under normal con-
ditions, the initial data (i.e., prior probability, failure rate, and repair
rate) of safety barrier performance influencing factors are determined by
OREDA, relevant literature, and expert judgment (Zarei et al., 2017;
CCPS, 1989). However, when the disruption occurs, the failure proba-
bility of the influencing factors will be increased. In this study, the ev-
idence theory is introduced to calculate the prior probability of safety
barriers’ components under the disruption conditions. The specific
procedure can be seen in (Mi et al., 2018). The determined data can be
seen in Appendix A.

The availability of each safety barrier under normal conditions and
disruption are calculated according to the data in Appendix A. The ab-
sorption capacity of each safety barrier can be determined by Eq. (2).
The specific results are shown in Table 6. Assuming the disruption oc-
curs at time 0. According to the availability of each time slice calculated
by DBN, the availability function f (T2) of each safety barrier under
disruption is determined by fitting technology, as shown in Fig. 11.

When a disruption occurs, the availability of each safety barrier
decreases dramatically until it reaches the lowest value. The lowest
value (Az) of each safety barrier is 0.239, 0.455, 0.178, and 0.642,
respectively, as shown in Table 6. The smaller the Ap, the more signifi-
cant the decline in availability, the weaker the absorption capacity of the
system, and the more susceptible it is to disruption. However, the
resilience of a system depends not only on its absorption capacity but
also on its capability of adaptation and restoration. Taking RPB as an
example, although RPB’s A, is small, the availability of the system is
restored to a relatively stable state in a short time, which is faster than in
case of the other three safety barriers, as shown in Fig. 11 (a—d). To
comprehensively evaluate the resilience of the safety barrier, the per-
formance of the safety barrier is expressed as the sum of absorption,
adaptation, and restoration capacity, as shown in Eq. (5). The resil-
ience—based performance (Rp) of each safety barrier can be calculated
by Egs. (1)-(5) and the availability function in Fig. 11. The results are
shown in Fig. 12.

It can be seen from Fig. 12 that the EPB has a good resilience—based
performance. Although it takes a relatively long time to recover to a
stable state, its excellent adaptability can effectively resist the disrup-
tion. The performance of DPB is stronger than that of RPB. From the 9th
to the 28th hour, the resilience of DPB is slightly lower than that of RPB.
At other times, the resilience of DPB is significantly larger than that of
RPB, and the stable state is higher. The lowest performing safety barrier
is the IPB, whose absorption capacity, recovery speed, and final state are
significantly lower than the other three safety barriers. It means that
when the disruption occurs, the impact on IPB is larger than that of RPB,
DPB, and EPB. When the disruption occurs, the RPB and DPB have a
specific ability to prevent accidents from evolving into secondary
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Table 3
Components description of dispersion prevention barrier (DPB).
Symbol Description Symbol Description
X, Gas detector X7 Manual ventilation
Xy Detector coverage Xg Automatic ventilation
X3 Gas alarm Xo Emergency shutdown
X4 Inspection procedure Xi0 Operator’s awareness
Xs Manual inspection X11 Response procedure
Xe Layout - -

accidents. However, if a secondary accident occurs (e.g., massive gas
dispersion), due to the poor performance of the IPB, the probability of
the secondary accident evolving into a fire and explosion accident is
high. To prevent this from happening, the structure and repair rate of
IPB should be strengthened, and the failure rate of components should

Bk | Hot work barrier

system 7]

ei e Human ermr
(7]

be reduced. In this way, the resilience—based performance of the safety
barrier can be increased to withstand greater disruption intensity, as
shown in Fig. 3.

According to the resilience of each safety barrier, the integrated
resilience of the safety barrier system can be calculated, as shown in
Fig. 13. The total safety barrier system needs 96 h to reach a stable state,
and it takes longer than RPB and shorter than DPB, IPB, and EPB. Its final
resilience is 0.776, which is smaller than DPB and EPB and larger than
RPB and IPB. It can be seen from Figs. 12 and 13 that the resil-
ience—based performance of a safety barrier system depends on each
safety barrier. To prevent accidents and escalation, it is necessary to
strengthen the structure of each safety barrier to improve the resil-
ience—based performance of the safety barrier system.

S

Fig. 9. DBN model for IPB.
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Table 4

Components description of ignition prevention barrier (IPB).
Symbol Description Symbol Description
X Hot work permit Xg Generator
Xo Work guideline Xo Pump
X3 Supervision X190 Smoking
X4 Safety culture X1 Lighting stroke
Xs Awareness X12 Static electricity
Xe Follow work permit Xi3 Strike sparks
X7 Compressor - -

5. Discussions
5.1. Sensitivity analysis

It is essential to conduct a sensitivity analysis to test the robustness of
a new methodology. For a robust model, the results acquired from the
model are sensitive, but would not show sudden trend changes to any
small change in input parameter (He et al., 2018). Taking EPB as an
example, sensitivity analysis is carried out by changing the failure rate,
and repair rate of node X3, X4, X7, and Xg. Fig. 14 (a) represent the
resilience values with the changes of the failure rates from 0.5 times to 2
times of the components. It can be seen that when the failure rate in-
creases, there is a slight decrease in resilience. Fig. 14 (b) represents the
resilience values with the changes in the repair rates from 0.5 times to 2
times the components. It can be seen that when the repair rate increases,
the trend of resilience is increasing. The increase in failure rate has less
impact on safety barrier resilience than the maintenance rate. It means
that the factory can improve the maintenance rate to increase the safety
barrier system’s resilience. The results show that when the failure rate
and repair rate change, the resilience trend does not change, which
verifies the model.

In Fig. 15, the three lines are final steady resilience with different
node failure probabilities. The red line indicates the original system
resilience (i.e., without any change in node failure probability). The
black line represents the impact on system resilience after the failure
probability of each single node is reduced by 10%. The blue line shows
the impact on system resilience after the failure probability of each
single node is increased by 10%. Fig. 15 indicates that when the failure

Emergency gas
transfer failure

Fire suppression
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probability of a single node decreases, the resilience of the system in-
creases. Besides, in the light of Eq. (5), the results show that the system’s
ability of absorption increases, which means that the system’s ability to
withstand disturbance becomes stronger. Take node 3 as an example,
when the failure probability is decreased to 90%, the system’s ability of
absorption increases from 0.656 to 0.692, and the change of adaptation
and restoration ability is slight. When the failure probability rises to
110%, the system ability of absorption decreases from 0.656 to 0.619,
and adaptation and restoration ability change slightly. It can be seen
that the change of the failure probability of node 3 has the greatest
impact on system resilience, followed by node 5. The rest of the nodes
have slight influence on system resilience. Therefore, Fig. 15 can be
utilized to support decision-making in resource (e.g., human resource,
money, time, policy, etc.) allocation to ensure systems under control
before, during, and after disruptions. Compared with the traditional
static indicator assessment method, the proposed method can not only
find the critical nodes in the system, but also help to support decision-
making.

Table 5
Components description of escalation prevention barrier (EPB).
Symbol Description Symbol Description
X3 Flare system Xe Fire sprinkler
Xo Blowdown X7 Fire detector
X3 Water spray Xg Fire alarm
X4 Firewall Xo Blast wall
X5 Fire fighting water X10 Explosion venting
Table 6
The absorption capacity of each safety barrier.
Safety Availability under Availability when Absorption
barrier normal condition (A;) disruption occurs (Az) capacity
Ap
RPB 0.866 0.239 0.276
DPB 0.954 0.455 0.477
IPB 0.937 0.178 0.190
EPB 0.979 0.642 0.656

o
ki 7]

failure

\" ) )| |

Fig. 10. DBN model for EPB.



H. Sun et al.

Journal of Loss Prevention in the Process Industries 73 (2021) 104599

0.9
0.6
0.8
0.5
z X2
Z 5
E 0% g 06
< <
0.3 0.5 -
0.2 T T T T T T T T 0.4 T T T T T
0 10 20 30 40 50 0 20 40 60 80 100 120
Time (hour) Time (hour)
(a) Availability function of RPB (b) Availability function of DPB
0.8 0.9
0.6
E E 0.8
3 £
F 044 E
< <
0.7
0.2 4
0.0 T T T T T T T T 0.6 T T T T T T T
0 20 40 60 80 100 0 20 40 60 80 100
Time (hour) Time (hour)
(c) Availability function of [PB (d) Availability function of EPB
Fig. 11. The availability function f (T2) of each safety barrier.
0.9 0.8
0.8 4 A
0.7 4
0.7 =
/ |
0.6 8
Q i
v e £ 061
-2 =
7 0.5/ 6
K 2]
0.4 0.5
——RPB
0.3 + ——DPB 1
—IPB
——FEPB 0.4 T T T T T T
0.2 T T T T T T T T T 0 20 40 60 80 100
0 20 40 60 80 100 120

Time (hour)
Time (hour)

Fig. 13. The integrated resilience of the safety barrier system.
Fig. 12. The resilience of each safety barrier.
(1) The safety barriers are divided into 6 categories (e.g., RPB, DPB,
IPB, etc.) based on their functions instead of attributes (i.e.,
passive barrier, active barrier, procedural barrier, which are
shown in Table 1). This classification makes each safety barrier

5.2. Strength of the resilience—based method

Compared with the traditional methods for safety barrier evaluation,
this method has the following strength:
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Fig. 14. Sensitivity analysis of EPB: (a) time—dependent resilience change with
failure rate; (b) time—dependent resilience change with repair rate.
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Fig. 15. Effects of failure probability on system resilience.

more specific to be assessed, which leads to a more comprehen-
sive assessment.

(2) DBN is used to develop the performance assessment model for
safety barriers, which can represent the interdependence and
interaction between components in a complex system. Compared
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with traditional methods (e.g., BowTie model, Analytic Hierarchy

Process), the proposed approach is more suitable to deal with

uncertainty in a complex system.

Traditional methods only assess the performance of safety bar-

riers under normal situation. In this paper, evidence theory is

utilized to determine the failure probability of each component
under disruption situation to dispose of data uncertainties.

Therefore, the proposed approach evaluates the performance of

the safety barriers under two different situations (i.e., normal and

disrupted situations), making the results more objective.

(4) Safety barriers are evaluated based on how resilient they are. This
expands the scope of the performance evaluation to cover the
pre—failure, amid—failure, and post—failure stages of a safety
barrier. The restoration capability of a safety barrier is
considered.

(5) The performance determined by the traditional method is usually
a static value, which cannot quantify the change of the system
state under different disruptions. The proposed method can pre-
sent the changes in system performance over time and quantify
the impact of different intensities of disruption on the system.

3

—

6. Conclusions

Previous studies have proposed a variety of static metrics to evaluate
the performance of a safety barrier. For a highly complex engineering
system, internal and external disruptions are uncertain and emergent.
To overcome the shortcomings of the traditional performance assess-
ment method and dynamically evaluate the safety barrier performance,
a resilience-based performance assessment method is proposed. The
evidence theory is used to determine the failure probability of basic
events under the disrupted condition to deal with the uncertainties
associated with experts’ judgements. The DBN is used to calculate the
availability function of each safety barrier under two different condi-
tions (i.e., normal condition, and under disrupted condition). In the light
of the safety barriers’ availability functions under two different condi-
tions, the resilience—based dynamic performance can be determined by
the proposed resilience metric. The proposed method can be used to find
the vulnerable element of each safety barrier and evaluate the perfor-
mance and resilience of each safety barrier and, finally, the safety bar-
rier system under two different conditions. Taking targeted measures to
improve the resilience—based performance of the safety barrier system,
especially RPB and IPB, will effectively prevent accidents and
escalations.

This study reveals the importance of dynamically assessing the per-
formance of safety barriers and including their capability to absorb,
adapt to, and recover from disruptions in the performance assessment.
Unlike previous studies, with resilience thinking, safety measures can be
extended to recovery, which means that traditional assessment method
is not as wide as that of the proposed methodology. Replacing failure/
reliability thinking by resilience thinking in safety barrier performance
assessment, a system’s absorption, adaptation and restoration can be
improved to mitigate the influences of disruptions and ensure system
safety. In the light of the uncertainty of disruption in process systems,
resilience-based performance assessment is an ideal method to decrease
performance losses of the system. The adverse consequences can be
prevented by taking targeted measures to enhance the performance of
safety barriers. It has a particular engineering significance for assessing
the performance of the safety barrier system and preventing accidents.
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Appendix A

Appendix Al

The data of RPB
Symbol Expert 1 Expert 2 DS rule of combination DPr¢ NPrd

s F S, S F (S,F) Bel (F) Pl (F)

X 0.70 0.12 0.18 0.75 0.15 0.1 0.071 0.093 0.082 0.083
Xy 0.95 0.04 0.01 0.96 0.03 0.01 0.002 0.002 0.002 0.001
X3 0.95 0.04 0.01 0.96 0.03 0.01 0.002 0.002 0.002 0.001
X4 0.95 0.04 0.01 0.96 0.03 0.01 0.002 0.002 0.002 0.001
X5 0.90 0.04 0.06 0.88 0.07 0.05 0.001 0.013 0.012 0.007
X6 0.93 0.04 0.03 0.95 0.03 0.02 0.003 0.003 0.003 0.005
X7 0.40 0.50 0.10 0.50 0.45 0.05 0.518 0.526 0.522 0.00178
Xg 0.50 0.40 0.10 0.60 0.30 0.10 0.311 0.328 0.320 0.00198
X9 0.50 0.45 0.05 0.40 0.45 0.15 0.492 0.504 0.498 0.00146
Xi10 0.40 0.40 0.20 0.30 0.6 0.10 0.625 0.656 0.641 0.00158
X11 0.50 0.45 0.05 0.40 0.45 0.15 0.492 0.504 0.498 0.00242
X2 0.40 0.40 0.20 0.30 0.60 0.10 0.625 0.656 0.641 0.00167
Xi13 0.50 0.40 0.10 0.60 0.30 0.10 0.311 0.328 0.320 0.0005
X4 0.70 0.15 0.15 0.75 0.15 0.10 0.077 0.096 0.086 0.0003
Xis 0.75 0.20 0.05 0.60 0.35 0.05 0.158 0.162 0.160 0.000324
X16 0.85 0.05 0.10 0.70 0.10 0.20 0.028 0.051 0.040 0.00062
Xy7 0.80 0.10 0.10 0.70 0.10 0.20 0.047 0.070 0.059 0.00053
X8 0.70 0.20 0.10 0.75 0.15 0.10 0.087 0.100 0.094 0.005
Xi19 0.70 0.20 0.10 0.75 0.15 0.10 0.087 0.100 0.094 0.005
X20 0.70 0.20 0.10 0.65 0.15 0.20 0.111 0.137 0.124 0.003
Xo1 0.75 0.20 0.05 0.80 0.10 0.10 0.059 0.065 0.062 0.050
Xoo 0.90 0.04 0.06 0.88 0.07 0.05 0.001 0.013 0.012 0.0004
Xo3 0.95 0.04 0.01 0.96 0.03 0.01 0.002 0.002 0.002 0.0004
Xoa 0.95 0.04 0.01 0.90 0.09 0.01 0.0055 0.0057 0.0056 0.005
2 Success (S).
b Failure (F).
¢ Probability under the disruption (DPr).
4 probability under the normal conditions (NPr).

Appendix A2

The data of DPB
Symbol Expert 1 Expert 2 DS rule of combination DPr NPr

S F (S,F) S F (S,F) Bel (F) Pl (F)

X 0.6 0.35 0.05 0.5 0.45 0.05 0.356 0.360 0.358 0.05
X2 0.4 0.5 0.1 0.5 0.4 0.1 0.492 0.508 0.500 0.05
X3 0.75 0.1 0.15 0.8 0.12 0.08 0.046 0.060 0.053 0.03
X4 0.85 0.05 0.1 0.82 0.12 0.06 0.025 0.032 0.028 0.01
X5 0.7 0.15 0.15 0.75 0.1 0.15 0.064 0.092 0.078 0.05
X6 0.85 0.1 0.05 0.8 0.15 0.05 0.035 0.038 0.036 0.001
X7 0.7 0.15 0.15 0.75 0.15 0.15 0.081 0.108 0.095 0.01
Xsg 0.55 0.4 0.05 0.45 0.45 0.1 0.424 0.432 0.428 0.04
Xo 0.6 0.35 0.05 0.55 0.3 0.15 0.275 0.287 0.281 0.006
Xi0 0.85 0.05 0.1 0.82 0.12 0.06 0.025 0.032 0.028 0.01
X11 0.7 0.2 0.1 0.85 0.1 0.05 0.053 0.059 0.056 0.01

Appendix A3

The data of IPB
Initial events Expert 1 Expert 2 DS rule of combination DPr NPr

S F S,F) S F S,F) Bel (F) P1 (F)

X 0.8 0.10 0.1 0.90 0.05 0.05 0.017 0.023 0.020 0.033
Xo 0.85 0.10 0.05 0.70 0.25 0.05 0.059 0.063 0.061 0.067
X3 0.85 0.05 0.1 0.85 0.10 0.05 0.020 0.026 0.023 0.083
X4 0.75 0.20 0.05 0.75 0.15 0.10 0.078 0.085 0.081 0.005
X5 0.80 0.10 0.1 0.78 0.12 0.10 0.041 0.053 0.047 0.04
X6 0.85 0.10 0.05 0.80 0.15 0.05 0.035 0.038 0.036 0.045

(continued on next page)
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Appendix A3 (continued)
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Initial events Expert 1 Expert 2 DS rule of combination DPr NPr
S F S,F) S F (S,F) Bel (F) Pl (F)
X7 0.40 0.50 0.1 0.50 0.45 0.05 0.518 0.526 0.522 0.00178
Xg 0.50 0.45 0.05 0.60 0.30 0.10 0.336 0.345 0.341 0.005
Xo 0.45 0.45 0.1 0.55 0.40 0.05 0.424 0.432 0.428 0.005
Xi0 0.95 0.03 0.02 0.90 0.05 0.05 0.004 0.005 0.005 0.0015
X11 0.98 0.01 0.01 0.98 0.01 0.01 0.0003 0.0004 0.0004 0.00014
X2 0.80 0.10 0.10 0.85 0.10 0.05 0.03 0.036 0.033 0.0028
Xi3 0.75 0.2 0.01 0.80 0.15 0.05 0.060 0.061 0.061 0.001
Appendix A4
The data of EPB
Initial events Expert 1 Expert 2 DS rule of combination DPr NPr
S F S,F) S F S,F) Bel (F) Pl (F)
X3 0.75 0.15 0.1 0.8 0.15 0.05 0.059 0.065 0.062 0.001
Xy 0.8 0.1 0.1 0.85 0.1 0.05 0.030 0.036 0.033 0.001
X3 0.5 0.4 0.1 0.55 0.4 0.05 0.379 0.388 0.384 0.067
X4 0.95 0.03 0.02 0.9 0.05 0.05 0.004 0.005 0.005 0.0001
X5 0.7 0.25 0.05 0.75 0.15 0.1 0.099 0.106 0.102 0.04
X6 0.6 0.35 0.05 0.5 0.35 0.15 0.313 0.325 0.319 0.045
X7 0.65 0.3 0.05 0.5 0.4 0.1 0.288 0.297 0.292 0.05
Xg 0.5 0.35 0.15 0.6 0.35 0.05 0.313 0.325 0.319 0.03
Xo 0.95 0.03 0.02 0.9 0.05 0.05 0.004 0.005 0.005 0.0001
Xi10 0.85 0.05 0.1 0.8 0.1 0.1 0.023 0.034 0.028 0.001
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