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ABSTRACT Cyber attacks targeting Intelligent Electronic Devices (IEDs) in digital substations can disrupt
power system operation, causing equipment damage, instability, cascading failures, and even a blackout.
Cyber—Physical Power System (CPPS) datasets are critically needed to develop novel methods for the
detection and prevention of cyber attacks on digital substations. In this paper, a novel CPPS dataset is
proposed for cyber security of digital substations, including real-time power system measurements, i.e.,
electromagnetic transient three-phase voltages and currents, communication network traffic, and virtual
IED resource metrics. Various scenarios are simulated on an IEC 61850-compliant testbed consisting of
Real-Time Digital Simulator (RTDS) and physical and virtual IEDs in hardware-in-the-loop configuration.
The dataset contains different operating conditions and cyber attack scenarios, i.e., normal operation,
single-phase-to-ground fault, network reconnaissance, resource exhaustion, and IEC 61850 Generic Object-
Oriented Substation Event (GOOSE) and Sampled Values (SV) injection attacks. This work aims to provide
the research community with a comprehensive and high-fidelity dataset to be used for the design and testing
of novel methodologies to increase the cyber security of power grids.

INDEX TERMS Cyber—physical power system, cyber attacks, cyber security, dataset, digital substations,
hardware-in-the-loop, IEC 61850.

I. INTRODUCTION
Electrical power systems are the backbone of modern society,

control of physical facilities, e.g., power plants, transmission
and distribution lines, and substations. Additionally, Infor-

as they supply electricity at national and continental levels
for domestic consumption, economic activities, and critical
industrial applications. As power systems are complex and
highly interconnected, advanced digitalization is needed to
accelerate the energy transition. The physical power systems
are dependent on Operational Technology (OT) communi-
cation networks for real-time monitoring, protection, and
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mation Technology (IT) solutions are increasingly applied
to the energy utilities, interacting with their OT counter-
parts. The advanced integration of the physical power grid
with IT-OT communication networks forms a complex and
interdependent Cyber—Physical Power System (CPPS). How-
ever, such cyber—physical system interconnections require
careful considerations regarding infrastructure cyber secu-
rity. Indeed, with the increasing digitalization, cyber actors
could target the IT-OT communication networks with a direct
impact on power system operation. Such cyber attacks have
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already occurred worldwide, with the most notable being
BlackEnergy3 [1], CrashOverride [2], and IndustroyerV2 [3]
in Ukraine in 2015, 2016, and 2022, respectively. Thus,
cyber security and resilience of CPPSs are emerging issues,
endangering the stability and secure operation of power
systems.

One of the core components of the power grid is the electri-
cal substation. The substations are essential for transforming
voltage levels, reconfiguring the power grid topology, pro-
tecting the power grid from faults, and managing the power
flows. The evolution from conventional to digital substations
represents a significant shift in how power grids are designed,
operated, and maintained, driven by advancements in digital
technologies, automation, and data communication. In fact,
analog equipment and communications over copper wiring
are being replaced by digital devices and communications
protocols like the ones defined in the IEC 61850 standard [4].
This transformation enables fast real-time data exchange,
improved automation, and remote monitoring and control,
resulting in higher efficiency, reliability, and security of elec-
tricity supply. However, this shift also paves the way for
novel cyber threats due to the increased integration between
OT and IT communication infrastructures [5]. Also, while
the IEC 61850 standard is essential for the digitalization of
power grid operations, it significantly falls short in incor-
porating basic network security measures such as message
authentication and encryption [6]. Given the direct physical

impact that a successful cyber attack on digital substations
can have on power system stability, it is of utmost importance
to design and develop novel methodologies for the detection
and prevention of cyber attacks.

To conduct research in the field of digital substation cyber
security, and in broader terms CPPS cyber security, it is
crucial to have available comprehensive datasets including
data acquired from both the cyber and physical system lay-
ers. However, due to the criticality of power grids and the
required confidentiality of their architectures and operation,
real-world data is often inaccessible to third-party entities
and researchers. Thus, CPPS datasets are mostly generated in
tabletop simulation environments, with strong limitations in
terms of setup capabilities and scope of study. Furthermore,
CPPS data can be generated through Hardware-in-the-Loop
(HIL) experiments, involving industrial-grade equipment and
communication networking devices, or with the deployment
of simulated or emulated environments. The aforementioned
approaches can also influence the timing of the data collec-
tion both in terms of time resolution and data synchronization.
When the physical power system measurements are collected
asynchronously to the communication network traffic, the
quality of the acquired dataset degrades and its intrinsic
usability for the design and evaluation of novel method-
ologies becomes limited. Finally, considering cyber security
studies, the number of cyber attack scenarios considered and
their impact on the physical systems are limited to the ones

TABLE 1. Comparison between existing datasets available in the literature and the one proposed in this work.

Dataset Use case Infrastructure Physical Cyber
Radoglou-Grammatikis et al. [10] General ICS Slmulateq industrial dgvncgs deployed ona Not available DNP3
physical communication network
Matousek et al. [11] General ICS Both virtual and real ICS Not available IEC loi&ﬁsc 61850
Sahu et al. [14] Trag;;l;rsllon Emulated communication network and IEDs Not available DNP3
Huang et al. [15] Trag;;r;;sllon Emulated communication network and IEDs Not available DNP3
Zemanek et al. [16] Substation HIL Conﬁgi?;fﬁu:iﬁgt?gﬁ:;}/ iﬁ? s,physical (4o vailable  IEC 61850 GOOSE
Physical merging unit, IED, and Remote ct?r?gzta;: d
Eynawi et al. [17] Substation Terminal Unit (RTU). Current and voltage voltage IEC 61850 GOOSE
measurements generated with Omicron relay g
waveforms
Biswas et al. [18] Substation Emulated communication network and IEDs RMS ofﬂlne IEC 61850 GOOSE
simulation
Boakye-Boateng et al. [12] Substation Emulated communication network and IEDs Not available Modbus
IEC 104, IEC 61850
Milot et al. [13] Substation Physical IEDs and communication network Not available GOOSE and SV,
PTP, NTP
. . . EMT IEC 61850 GOOSE
Quincozes et al. [19] Substation Synthetic network traffic simulation and SV
HIL configuration with physical and
This work Substation virtualized IEDs, physical communication . EMT. IEC 61850 GOOSE
simulation and SV

network
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that can be comprehensively captured by the experimental
setup.

As indicated above, due to the complexity and size of the
CPPS, many different specialized datasets can be generated,
depending on the scope of the study. In this work, the focus
is on cyber attacks on digital substations and their physical
impact on power system stability. The two main reasons why
this work focuses on this research area are: (1) digital substa-
tions are fundamental operational nodes of the overall power
system, as they control the power grid voltage levels, power
flows, and topology; (2) digital substations are important
targets for cyber attackers, as showcased in already occurred,
real-world cyber attacks on the power grid in Ukraine in 2015,
2016 and 2022 [1], [2], [3].

A. RELATED DATASETS AND CONTRIBUTIONS

In the literature, the majority of datasets focus on general
IT cyber security [7], [8], [9], whereas only a few tackle
the cyber security issues of Industrial Control Systems (ICS)
and OT for electrical power grids. Moreover, most of these
datasets are limited to the acquisition of communication net-
work traffic and lack data from the physical system [10],
[11], [12], [13], even when the physical layer was simulated
during the experiments [14], [15], [16], [17]. Up to date, the
most complete cyber—physical dataset for digital substation
cyber security is presented in Biswas et al. [18]. However, this
study is limited to the IEC 61850 Generic Object-Oriented
Substation Event (GOOSE) protocol, while the Sampled
Values (SV) protocol is not considered. The deployed Intel-
ligent Electronic Devices (IEDs) are simulated in software,
and real hardware IEDs are not included. The physical system
data is generated offline through Root Mean Square (RMS)
simulations, thus limiting the analysis to electromechani-
cal transients and ignoring the Electromagnetic Transients
(EMT). In Quincozes et al. [19], a framework for the genera-
tion of an IEC 61850 intrusion detection dataset is presented.
Even though the substation’s physical system was simulated
in real-time through an EMT simulation in PSCAD, no real
communication network was deployed. In fact, the commu-
nication network traffic was synthetically generated by the
proposed framework.

A comparison between the relevant datasets available in
the literature and the one proposed in this study is provided
in Table 1. Based on this comparison, and to the best of
authors’ knowledge, the dataset proposed in this paper is the
first publicly available IEC 61850 digital substation dataset
that combines: (i) EMT simulations of the power system,
(i1) a HIL configuration including both IEC 61850-compliant
physical and virtualized IEDs, and (iii) cyber and physical
measurements collected during the actual execution of multi-
ple representative cyber attacks types. This combination is not
present in previous work, which lacks EMT-level dynamics
and simultaneous deployment of physical and virtualized
IEDs, or which do not capture real communication traffic
from a deployed communication network.

83422

The proposed CPPS dataset is designed to support research
problems that cannot be adequately addressed with existing
datasets, such as: (i) developing and benchmarking intrusion
detection and prevention systems that jointly exploit cyber
traffic and physical measurements including fast transients
and protection actions; (ii) evaluating the cyber—physical
impact of different attack classes on protection schemes and
system stability. By providing synchronized cyber and phys-
ical data at EMT resolution within an IEC 61850 HIL setup,
the dataset offers a level of fidelity that existing RMS-based
or synthetic-traffic datasets cannot replace.

The remainder of the paper is organized as follows.
In Section II, digital substation architecture and devices are
introduced; moreover, common cyber attacks exploiting the
GOOSE and SV protocols and their impact on the power
system are briefly introduced. In Section III, the testbed used
to acquire the dataset, simulated scenarios, and steps required
to pre-process the data are described. In Sections IV and V,
the acquired dataset is presented and then analyzed to provide
technical information and insight valuable for further studies.
Finally, Section VI concludes the paper.

Il. DIGITAL SUBSTATION: ARCHITECTURE, CYBER
ATTACKS, AND PHYSICAL IMPACT

Substation digitalization requires robust communication
standards and protocols to ensure seamless interoperabil-
ity between substation network devices. Commonly used
protocols for substation digitization include MODBUS,
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FIGURE 1. High-level representation of a digital substation
communication network and deployed devices.
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IEC 61850, IEC 60870-5-104, and DNP3. In recent times,
IEC 61850 has become the preferred standard due to its
comprehensive nature and ability to overcome most of the
constraints and challenges encountered by other similar
standards. Implementing this standard enables fast and reli-
able communication between IEDs in substations, enhancing
the speed and accuracy of protection and control systems.
As illustrated in Figure 1, IEC 61850 divides the substation
into three hierarchical levels: the process, bay, and station
levels. Communication within these levels is facilitated by the
process bus and station bus. The digital process bus reduces
the secondary wiring complexity for Current Transformers
(CTs) and Voltage Transformers (VTs). It also streamlines
the integration of substation automation features such as
power quality monitoring and disturbance recording. IEDs
and Merging Units (MUs) are the key operational devices
driving the digitalization of substations. IEDs can interface
with circuit breakers and can be configured for various
protection functions. At the bay level, IEDs are typically
configured with multiple protection functionalities, such as
overcurrent, differential, and distance protection among oth-
ers. Meanwhile, process-level IEDs directly interface with
circuit breakers to perform control operations such as circuit
breaker tripping, opening, or closing. Moreover, to further
increase power system scalability, flexibility, and resilience,
and reduce deployment and maintenance costs, the indus-
try is moving towards the concept of virtualized Protection,
Automation, and Control (vVPAC). This concept consists of
implementing centralized protection and control functions in
virtualized environments deployed within virtualized IEDs
(VIED) [20].

IEC 61850 defines the communication protocols for inter-
actions between devices deployed in electrical substations.
Key protocols include the Manufacturing Message Specifi-
cation (MMS), GOOSE, and SV. The GOOSE protocol is
used to transmit circuit breaker status and control commands,
whereas the SV protocol publishes physical power system
measurements, such as currents and voltages acquired from
instrument Current and Voltage Transformers (CTs and VTs).
However, due to the high frequency and stringent real-time
processing requirements, message authentication and encryp-
tion are not implemented in GOOSE and SV [6]. Indeed,
these signals must operate within 3 milliseconds, leading to
latency being prioritized over cyber security.

The lack of basic security measures makes these proto-
cols vulnerable to cyber attacks, as demonstrated in various
previous experimental studies [6], [21]. Among these vul-
nerabilities, GOOSE messages, which control the tripping of
circuit breakers, are particularly exposed to spoofing attacks.
In such an attack, an attacker can pretend to be a legitimate
sender and manipulate message fields to send false trip com-
mands to circuit breaker relays, potentially causing malicious
circuit breaker tripping [22]. Similarly, SV is vulnerable to
cyber attacks such as denial of service, masquerading, and
replay attacks. These attacks exhaust the IED resources by
flooding the network with a large number of SV frames

VOLUME 14, 2026

[23], [24] or exploit the protocol fields such as Application
Protocol Data Units (APDU) [6] or sample count (smpCnt)
[25] to report false measurements to IEDs. Power system
protection schemes, such as distance protection, rely on volt-
age and current measurements from CTs and VTs. Cyber
attacks that alter SV-reported measurements can compromise
IEDs’ functionality by blocking fault detection and delaying
protection activation. On the other side, GOOSE spoofing
attacks in a digital substation can cause malicious tripping
of circuit breakers. Such delayed operation or malicious trip-
ping can lead to the operation of backup protection zones
and protection schemes in other substations, power system
oscillations, generator desynchronization, system instabil-
ity, and power system cascading failures. These disruptions
may culminate in large-scale blackouts, further highlighting
the criticality of vulnerabilities in protection mechanisms to
cyber threats [22].

Ill. EXPERIMENTAL SETUP

The CPPS dataset is acquired with the deployment of a
state-of-the-art testbed simulating in real-time power system
measurements, i.e., currents and voltages, using the IEEE
5-bus test system, and emulating the communication net-
work traffic of a digital substation. Given the reliance on
Real-Time Digital Simulator (RTDS) to run the EMT sim-
ulation with a HIL configuration, and the deployment of real
industrial-grade hardware, i.e., physical IEDs, the generated
dataset provides the utmost levels of fidelity to the opera-
tion of cyber—physical systems. Moreover, the inclusion of
virtualized IEDs [20] deployed in a general-purpose Virtual
Machine (VM) allows for the analysis and comparison of
the performance and resiliency of novel digital substation
architectures. In the next subsections, the testbed, simulated
scenarios, and dataset acquisition and processing phases are
described in detail.

A. TESTBED

The dataset is generated by deploying a testbed consist-
ing of RTDS [26], one physical IED implementing distance
protection, and one virtualized IED providing instantaneous

Fiber optic
Ethernet—

Physical IED

|

GTNETx2 Card

Network SWitch s tnalized IED
Real-Time Digital Simulator E@
Compromised machine
FIGURE 2. Testbed architecture.
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overcurrent protection. The virtualized IED relies on an
open-source C library [27] and is deployed on a VM equipped
with a 4-core CPU @ 3.60 GHz, 16GB of RAM, and run-
ning Ubuntu 22.04 operating system. The two relays are
coordinated such that the overcurrent element clears faults
first, with the distance relay providing a time-delayed backup,
achieving selectivity across the hybrid physical/virtual setup.
The testbed architecture is represented in Figure 2. The phys-
ical and virtual IEDs are directly connected to a network
switch. The RTDS communication network traffic is for-
warded to the network switch through a GTNETx2 card [28].
In this IEC 61850 compliant configuration, RTDS is acting
as IEC 61850 GOOSE subscriber and SV publisher. RTDS
provides the 3-phase current and voltage measurements rela-
tive to one bus in the digital substation using IEC 61850 SV
with a rate of 4800 samples per second. The two IEDs are
subscribed to the SV stream published by RTDS, and as a
response, they publish GOOSE messages to operate a circuit
breaker simulated in the IEEE 5-bus test system in RTDS.

As previously mentioned, an EMT simulation is run in
RTDS to simulate the IEEE 5-bus system’s operation in real-
time, with a time resolution of 50 microseconds. Contrary
to RMS simulations which assume a dynamic operation and
cannot model the transient behaviors, EMT simulations allow
the capture of the instantaneous values of voltage and current
measurements, making them ideal for the analysis of fast tran-
sient phenomena such as fault conditions and switching oper-
ations. The simulated power system one-line diagram created
in RSCAD and loaded into RTDS is represented in Figure 3.

An additional workstation is connected to the network
switch to conduct cyber attacks. In a real cyber attack sce-
nario, the compromised device would correspond to a device,
workstation, or server present in the digital substation, which
was previously compromised by the intruder, and is being
used to perform further actions in the digital substation
communication network. The compromised device is used
to launch the communication network reconnaissance, and
GOOSE and SV injection attacks.

83424

B. SIMULATED SCENARIOS

Different operating conditions and cyber attack scenarios
are simulated to provide a comprehensive dataset contain-
ing various power systems dynamics, cyber kill chain steps,
and intruder behaviours. Although these scenarios are imple-
mented as isolated, single-stage events, they are designed
to represent the fundamental building blocks of real-world
attacks and can be combined to reconstruct more sophisti-
cated, multi-stage cyber campaigns. In the following, each of
the simulated scenarios is described in detail.

1) BASELINE

In the baseline scenario, a steady-state operating condition is
simulated. The power grid operates without any changes in
its loading, and as a result the instantaneous measurements
obtained for currents and voltages have constant magnitudes
and phase angles. The circuit breakers remain closed, while
the protection IEDs do not operate.

2) FAULT

For the physical fault scenario, a single-phase-to-ground
short-circuit is simulated. The type of simulated faults is
limited to single-phase-to-ground short circuits as they rep-
resent the most common disturbance in power systems and
are particularly relevant for studying protection schemes
and the impact of cyber attacks. After the fault occurs, the
short-circuit causes the magnitudes of the AC currents to
increase while the voltage magnitudes sag. This change is
detected by the protection equipment, namely the overcurrent
and distance relays. In the simulated testbed, after the fault
is detected, the tripping command from the IEDs is sent
to the circuit breaker, opening all three phases. In the case
without the reclosure mechanism, the circuit breaker will
remain open. In the case with a reclosure mechanism imple-
mented, at a predefined time after the first opening, the circuit
breakers will automatically close. This option is utilized for
short duration faults, in which the fault is cleared after a few
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seconds. Thus, by reclosing the breakers, the affected line can
be energized again. In case the fault is still occurring, the
circuit breaker will open again, disconnecting permanently
the affected power line.

3) RESOURCE EXHAUSTION

During the resource exhaustion attack, it is assumed that the
attacker was able to compromise either the host machine, vir-
tual machine, or container hosting the vIED. Then, this initial
access is exploited by the intruder to exhaust the computa-
tional and memory resources of the vIED. To simulate this
attack, the ‘stress’ [30], ‘nice’ [31], and ‘renice’ [32] Linux
commands are used to exhaust the VM computing resources
and to change the priority of the ‘stress’ and vIED processes.
To allow the assessment of the attack impact under different
conditions, three different priority levels are assigned to the
‘stress’ command process during the tests, i.e., 0,-15, and -19,
with the smaller values referring to the highest priority levels.
Furthermore, in the last case, the physical IED is completely
disabled, and only the VIED is allowed to act on the occurring
fault.

TABLE 2. Description of the simulated scenarios.

4) NETWORK RECONNAISSANCE

In this scenario, an active information-gathering process is
simulated. The attacker exploits the already compromised
machine to send probes to other devices in the network to
gather information about open ports, exposed services, and
devices and network configurations. This process is per-
formed with the use of Nmap [33], a powerful open-source
tool used for communication network discovery and cyber
security auditing. To simulate different stealthiness levels,
the communication network reconnaissance process is per-
formed by setting Nmap to operate on four timing templates,
i.e., ‘polite’, ‘normal’, ‘aggressive’, and ‘insane’ [34]. These
timing templates govern how quickly Nmap performs a scan,
handles responses, and decides when to resend packets. The
following command is used to scan the physical and virtual
IEDs simultaneously:

nmap — pl — 1010, 4443, 8080, 55147 — sV
—T{N} 192.168.0.10, 12

where the option ‘-p’ identifies the network ports to be
scanned for each host, ‘-sV’ enables the identification of the

Scenario Sub-scenario (# of runs) Description
Baseline Baseline (5) Normal operating conditions
Fault without reclosure (5) Single-phase to ground short circuit
Fault . Single-phase to ground short circuit. Circuit breaker reclosure is implemented in
Fault with reclosure (5) the RTDS model
Aggressive (1) Nmap ‘aggressive’ timing template is used
Network Insane (1) Nmap ‘insane’ timing template is used
reconnaissance Normal (1) Nmap ‘normal’ timing template is used
Polite (1) Nmap ‘polite’ timing template is used
Baseline priority A (5) Resource exhaustion during normal conditions. ‘Stress’ process priority set to 0
Resource Fault priority A (8) Resource exhaustion during a fault. “Stress’ process priority set to -15
exhaustion Fault priority B (10) Resource exhaustion during a fault. “Stress’ process priority set to -19
Only vIED (5) As above, but the physical IED is disconnected from the network
. Malicious control signal to open the circuit breaker is sent during normal
IED spoofing baseline (5) operating conditions while spoofing the physical IED identity
. Malicious control signal to close the circuit breaker is sent during a fault while
IED spoofing during fault (5) spoofing the physical IED identity
GOOSE IED spoofing during fault with reclosure (5) As above, but the circuit breaker reclosure is implemented in the RTDS model
injection VIED spoofing baseline (5) Malicious control signal to open the circuit breaker is sent during normal

VvIED spoofing during fault (5)

vIED spoofing during fault with reclosure (5)

operating conditions while spoofing VIED identity

Malicious control signal to close the circuit breaker is sent during a fault while
spoofing vIED identity

As above, but the circuit breaker reclosure mechanism is implemented in the
RTDS model

SV injection

High current and voltage measurements (1)
Low current and voltage measurements (1)

Replay fault (1)

Replay normal (1)

High current and voltage measurements are maliciously injected into the SV
frames

Low current and voltage measurements are maliciously injected into the SV
frames

Fault conditions measurements are maliciously reported in the injected SV
frames

Normal conditions measurements are reported in the injected SV frames

VOLUME 14, 2026

83425



IEEE Access

N. Cibin et al.: Cyber—Physical Power System Dataset for Cyber Security of Digital Substations

versions of the services running on open ports, and ‘-T{N}’
specifies the timing template to be used, with N parameter
varying from 2 to 5 to refer to the ‘polite’, ‘normal’, ‘aggres-
sive’, and ‘insane’ templates, respectively. To reduce the time
required by the reconnaissance process to be completed, it has
been limited to the IPs of the physical and virtual IEDs and
to network ports that were likely to be open.

5) SV INJECTION ATTACK

In this scenario, the attacker injects malicious SV frames
into the communication network to cause protection scheme
malfunctions. Four different types of SV injection attacks are
performed. In the first two cases, SV frames report extremely
low or high current and voltage measurements, respectively.
Then, in the last two cases, previously sniffed SV frames
are reinjected into the communication network to perform a
replay attack. In particular, in the second to last case, faulty
conditions are replayed during normal operating conditions;
conversely, in the last case, normal operating conditions are
replayed during a fault situation.

For the cyber attacks to be successful, it is of fundamental
importance to acquire a legitimate packet that was previously
published by the legitimate SV publisher, in our case, RTDS.
This allows the attacker to gain knowledge about the expected
SV frame structure and to impersonate the legitimate SV pub-
lisher. A detailed description of how the attacks are performed
is provided in the following.

The attack procedure can be divided into the following
sub-steps:

1. Sniffing: by running Wireshark [35] on the attacker
machine connected to the network switch, it is possible
to acquire the SV frames being sent in multicast by the
SV publisher, i.e., RTDS.

2. Parsing: after the original frames are sniffed, they are
imported and parsed in Python with the usage of the
Scapy module [36]. As previously mentioned, this step
allows the attacker to gain knowledge about the expected
SV frame structure and to impersonate the original SV
frames publisher.

3. Tampering: depending on the performed attack type,
the content of the frames is tampered by modifying the
reported measurements or any other field available in
the SV frame, e.g., the sample count field. How the
reported measurements are verified is further described
in Table 2. To allow a convenient and efficient injection
of the generated malicious frames, the modified SV
frames are exported and saved as a new PCAP Next
Generation (.pcapng) format file which is then used in
the last step.

4. Injection: the tampered SV frames are re-injected into
the communication network by executing the tcpre-
play [37] command and passing the just generated
malicious.pcapng file as an argument. Other than the
malicious.pcapng file, also the number of packets to
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be sent every second and the network interface to be
used are specified with the usage of the ‘-p’ and ‘-’
options, respectively. The usage of tcpreplay allows a
straightforward injection of the malicious frames with
a constant sending rate while spoofing the original SV
publisher identity.

All attack steps are automated and implemented in a
Python script which runs on the attacker’s machine. It is
crucial to note that, during the attack, RTDS SV publisher
MAC address is spoofed, and the malicious SV frames have
the same structure as the original one, thus the IED and vIED
cannot distinguish between the original and the injected SV
frames.

6) GOOSE INJECTION ATTACK
Similarly to the SV injection attack, in this attack scenario,
it is assumed that the attacker can obtain the unencrypted
GOOSE traffic by sniffing the messages multicasted through-
out the communication network. Subsequently, the attacker
modifies circuit breaker control parameters in the acquired
GOOSE message using Scapy. This modification consists of
changing the value of the control parameter from false to
true [22]. In the experiment, one spoofed GOOSE message is
injected every 100 ms, which leads to the malicious opening
of the circuit breaker. The GOOSE injections are performed
for both IED and vIED under various conditions, including
normal, fault, and fault with reclosure. All the data from all
tested scenarios are included in the dataset.

As for the SV injection attacks, the GOOSE injection
attack procedure can be divided into the following sub-steps:

1. Sniffing: by running Wireshark [35] on the attacker
machine connected to the network switch, it is possible
to acquire the GOOSE messages being sent in multicast
by the publisher.

2. Parsing: after the original frames are sniffed, they are
imported and parsed in Python with the usage of the
Scapy module [36]. As previously mentioned, this
step allows the attacker to gain knowledge about the
expected message structure and to impersonate the orig-
inal GOOSE publisher.

3. Tampering: depending on the type of attack that is per-
formed, the content of the frames is tampered with by
modifying the sent control signals or any other field
available in the GOOSE message. In particular, the
status number (stNum) and sequence number (sqNum)
fields are set to higher values with respect to the ones
reported by the legitimate messages. This modifica-
tion causes the GOOSE subscriber to discard legitimate
messages and accept malicious ones. To allow a conve-
nient injection of the generated malicious frames, the
modified GOOSE frames are exported and saved as a
new.pcapng file, which is then used in the last step.

4. Injection: the tampered frames are re-injected into the
communication network by executing a Python script
using the Scapy module.
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C. DATA PROCESSING

To ensure the dataset is readily and conveniently usable by
other researchers, a pre-processing phase was conducted.
This phase involved the temporal alignment and filtering of
both physical and cyber data to retain only data collected
during simulation runs. Additionally, to prevent the disclo-
sure of TU Delft and IEDs’ vendor-sensitive information,
the acquired network traffic was anonymized. The specific
steps involved in this pre-processing phase are detailed in the
following sections.

1) TEMPORAL ALIGNMENT

In our collected dataset, which includes both power system
measurements and communication network packets, an
inconsistency in time synchronization was identified. This
discrepancy arises because the power system measurements
from RTDS use a GPS clock for time reference, while the
packets’ timestamps are based on Coordinated Universal
Time (UTC). Since there is a known time offset due to leap
seconds between UTC and GPS time [38], this misalign-
ment could impact the accuracy of our analysis. To address
this, we applied a temporal alignment to ensure that all data
points are consistently referenced to UTC time, enabling
accurate comparisons and synchronization across the dataset.
In the case of the physical measurements obtained through
the RTDS, the time offset of 37 seconds was corrected in
the collected dataset. Furthermore, as the timestamps for the
communication network traffic and physical power system
measurements need to be exact, a further data processing
step is taken, in which the relative time from the start of the
simulation is converted to a timestamp in ISO 8601 format.

2) FILTERING

The testbed’s local area network was not completely iso-
lated from the rest of the laboratory communication network.
Therefore, additional communication network traffic unre-
lated to our study was acquired during the experiments. Since
this extraneous data does not contribute to the objectives of
our digital substation dataset, it was excluded from our net-
work traffic acquisitions. To ensure that the dataset remains
focused and relevant, the.pcapng files were filtered. This
filtering process specifically selects only the devices involved
in the experiment and the relevant communication protocols,
allowing us to isolate the data that directly pertains to the
digital substation environment.

3) ANONYMIZATION

For the anonymization phase, Tracewrangler was used [39].
This software is a network capture file toolkit running on
Windows that supports.pcap and.pcapng file formats and
allows for easy and effective sanitization and anonymization
of communication network data acquisitions. Two different
anonymization tasks are performed for IEC 61850 and
non-IEC 61850 communication traffic.
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TABLE 3. IP and MAC addresses of deployed systems and
multicast/broadcast addresses assigned to 1EC 61850 protocols.

Host/Endpoint MAC Address IP Address
RTDS 00:50:c2:f1:£1:f1CS Not available
vIED f5:a0:8d:e8:8f:2d 192.168.0.10

Attacker machine 4c¢:5¢:06:ef:5¢:¢9 192.168.0.11
IED 12:¢5:b1:f1:f1:f2 192.168.0.12
Network Switch 1¢:60:19:52:b9:08 192.168.0.1

SV Multicast 01:0c:cd:04:00:00 Not available
GOOSE Multicast 01:0c:cd:01:00:00 Not available
Broadcast JiRininininig Not available

For what concerns IEC 61850 GOOSE and SV traffic, the
frames are kept intact apart for the source and destination
MAC addresses which are replaced with the MAC addresses
reported in Table 3. Also for the non-IEC 61850 traffic, MAC
and IP addresses are replaced with the addresses reported
in Table 3. Moreover, all the packets payload that are not
recognized by Tracewrangler are anonymized by replacing
all the payload bytes with zeros. This way, the statistical
information of the communication network traffic such as
packet lengths and network throughput are not influenced,
but any sensitive information that might be contained in the
payload is not disclosed.

As can be noted from Table 3, the MAC address of each
machine is replaced with a randomly generated MAC address,
whereas the GOOSE and SV multicast MAC addresses and
the broadcast one are kept unchanged. Regarding the IP
addresses, they are mapped to a fictional subnetwork with
an IP range in 192.168.0.0/16. All the IPs not belonging to
the testbed, and thus not listed in Table 3, are replaced by
randomly generated IPs.

IV. DATASET DESCRIPTION

All the data associated with this work is available in the
associated repository [40]. For each simulated scenario, the
dataset consists of 3 different files:

1. RTDS physical data.

2. vIED resource monitoring data.
3. vIED communication network traffic acquisition.

In the scenarios in which a communication network-based
cyber attack was performed, the communication network
traffic is acquired in the attacker’s machine; further, ground-
truth labels are provided in comma-separated values (.csv)
format alongside the respective.pcapng files to distinguish
legitimate and malicious packets. The data was monitored
and acquired for 60 seconds for each of the simulated sce-
narios, except the reconnaissance scenario; in this latter case,
the data acquisition lasted 200 seconds. The choice of increas-
ing the monitoring time for the reconnaissance scenario was
made to allow Nmap scans to complete before the end of the
simulation. To further increase the dataset usability and result
reproducibility, each scenario was simulated multiple times
as reported in Table 2.

83427



IEEE Access

N. Cibin et al.: Cyber—Physical Power System Dataset for Cyber Security of Digital Substations

TABLE 4. Columns available in .csv data exported from RTDS.

Column name Type Description
Time Float Relati\fe timc? since RTDS
simulation start
I1 a Float [kA] Current phase A
11 b Float [kA] Current phase B
I1 ¢ Float [kA] Current phase C
FLT input Boolean Fault state signal
CBI1_state Boolean Circuit breaker state
ied_trip_signal Boolean IED circuit breaker trip signal
vied_trip_signal Boolean vIED circuit breaker trip signal
V1 a Float [kV] Voltage phase A
V1 b Float [kV] Voltage phase B
V1 ¢ Float [kV] Voltage phase C
formatted_datetime  Datetime Absolute time in ISO 8601
- format

The physical power system data was exported from RTDS
during EMT simulations of IEEE 5-bus test system. The
exported data consists of .csv files, with the first row reporting
the name of the column. Even though the simulation time
step was set to 50 microseconds in RTDS, due to RTDS data
exporting capabilities, the data was downsampled to a time
resolution of 1.6 milliseconds by keeping only one sample out
of thirty-two. The exported data consists of the three-phase
current and voltage measurements on bus number 1, status
of the controlled circuit breaker, and status of three control
signals, i.e., fault, physical IED, and vIED control. Moreover,
for each data record, the relative time from the start of the
simulation and absolute timestamp in ISO 8601 format are
provided. In Table 4, a detailed description of the data con-
tained in the .csv file exported from RTDS is provided.

For what concerns the communication network data, the
VvIED resources usage information was obtained by running
the ‘top” command in the VM hosting the vIED, and passing
the VIED Process IDentifier (PID) as command line argu-
ment [41]. The command provides detailed information about
computational, memory, and network usage with a time reso-
lution of 2 seconds, and the output is saved as .csv files. This
lower resolution, compared to that of the physical measure-
ments exported from RTDS, reflects the slower time-scale of
VvIED resource variations compared to the milliseconds-level
power system dynamics. Even though this introduces a tem-
poral resolution mismatch between vIED resource utilization
traces and the high-fidelity physical data, the dataset still
supports cyber—physical correlation by aligning all streams
on a common time base and enabling analysis at coarser,
event- or attack-phase-level aggregations.

Table 5 provides detailed information about the acquired
data. It should be noted that the VIED was deployed as a
single-core process, meaning that the maximum CPU usage
that can be allocated to the process is 25%, which corresponds
to fully consuming the computational resource of one CPU
core out of four.

83428

TABLE 5. Columns available in .csv file containing vied resource
monitored metrics.

Column s
name Type Description
Timestamp Datetime Absolute time in ISO 8601 format
CPU 1 Usage Percentage CPU core 1 load
CPU 2 Usage Percentage CPU core 2 load
CPU 3 Usage Percentage CPU core 3 load
CPU 4 Usage Percentage CPU core 4 load
RAM Usage Percentage RAM load
Network Sent  Float [GiB] Amount of data sent over the
network
Network Float [GiB] Amount of data received over the
Received network
PID Integer Process identifier
User String User running the monitored process
PR Integer Priority of the process
NI Integer The nice value of the process,
g which affects scheduling priority
VIRT Float Total amount of virtual memory
used by the process
RES Float The amount of physical memory
used by the process
S String Current state of the process
%CPU Percentage Total CPU usage consumed by the
process
o MEM Percentage Total system RAM used by the
process
TIME+ Datetime Total CPU tl'me the process has
used since it started
COMMAND String The command or executable name

of the process

Given that port mirroring was not available in the net-
work switch used during dataset acquisition, to acquire all
the relevant communication network traffic, Wireshark was
run both in the vIED and in the attacker’s machine. This
acquisition configuration allows for the interception of all
the packets relevant to the conducted experiments. Wireshark
output consists of a list of captured network packets. Each
packet contains various fields and layers associated with
network protocols, from data link layer up to the application
layer. Moreover, it provides detailed information about when
the packets are received and if they are corrupted or not. The
acquired packets are exported and stored in.pcapng format.

V. TECHNICAL VALIDATION

This section provides a technical validation of the dataset
to ensure the consistency and usability of the acquired data
for fault and cyber attack detection, prevention, and impact
assessment. This is done first by discussing the impact of
the single-phase to ground fault. Then, the network recon-
naissance and GOOSE/SV injection attacks are analyzed to
showcase the variations in communication network through-
put and inter-frames arrival times during an ongoing cyber
attack, respectively. Furthermore, we demonstrate how the
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FIGURE 4. Validation of temporal alignment between physical data, i.e.,
three-phase currents exported from RTDS, and cyber data, i.e.,
three-phase currents reported in SV frames received by the vIED and
monitored in Wireshark.

dataset is coherent with prior findings on the effects of SV
injection attacks on physical IEDs.

A. PHYSICAL AND CYBER DATA TEMPORAL ALIGNMENT

As discussed in Section III-C, the dataset needed to be pro-
cessed to ensure time consistency and alignment between
cyber and physical data. To validate the correctness of the data
processing, the timestamps of the physical measurements
exported from RTDS were compared to those of the data
reported in GOOSE and SV frames captured by monitor-
ing the communication network traffic at the vIED. This
comparison covered the three-phase current and voltage mea-
surements and the trip signals exchanged between RTDS and
vIED, with the three-phase current measurements presented
in Figure 4 as a representative result. As can be appreciated,
the three-phase current measurements obtained from the SV
frames are received with a delay lower than 2 ms with respect
to the data directly exported from RTDS. This delay is due
to the time required by RTDS to process and transmit the
data through the GTNETX2 card, by the frames to propagate
through the communication network and reach the vIED, and
by the VIED to process and timestamp the received frames.
The delay experienced in our testbed is consistent with the
one that would be experienced in a real digital substation

communication network, in which MUs need to measure the
currents and voltages, process and transmit them over the
process bus, and IEDs need to receive and process them.

B. PHYSICAL IMPACT OF THE SINGLE-PHASE TO
GROUND FAULT

To validate the protection functionality of the IEDs and
consequently capture the associated GOOSE and SV commu-
nications, a single-phase to ground fault on phase A of line 1
is simulated for a duration of 100 ms.

As can be observed from Figure 5, following the fault,
the current of phase A rises exponentially to almost 10 kKA.
Consequently, due to the high fault current, the vIED detects
a fault, and a trip command is issued almost instantaneously.
Following this, the circuit breaker opens after 50 ms to clear
the fault as indicated by the orange line in Figure 4. As a
result, the fault current is suppressed, and the fault is cleared
at around 12.06 seconds simulation time. It can also be appre-
ciated how the physical IED reacts to the fault too, but with a
delay of around 20 ms with respect to the VIED. This delay is
mainly due to the different protection schemes implemented
in the two physical and virtual IEDs.

C. NETWORK TRAFFIC THROUGHPUT INCREASE DURING
NETWORK RECONNAISSANCE

When an attacker uses Nmap to perform network reconnais-
sance, specially crafted packets are sent to the target hosts
and by analyzing the responses it enables to identify active
systems, open ports, running services, and operating systems.
This process inevitably increases the number of packets
flowing in the communication network. For this reason,
to balance network reconnaissance speed and stealthiness,
Nmap provides predefined timing templates. In Figure 6,
it can be appreciated how the number of packets received per
second and the total number of received packets vary depend-
ing on the chosen timing template, i.e., ‘polite’, ‘normal’,
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FIGURE 7. Cumulative probability of SV (left-side plot) and GOOSE
(right-side plot) inter-frame arrival time during normal and injection
attacks.

‘aggressive’, and ‘insane’. To improve throughput visualiza-
tion, SV frames are filtered out from the plotted network
traffic acquisition given that SV protocol publishes frames
with a constant rate of 4800 frames per second. As expected,
it can be noted that with the three most intensive templates,
the increase in communication network throughput is evident,
thus providing a great informative edge for the detection of
the cyber attack. On the contrary, the throughput difference
between the baseline case, i.e., normal operations without
an ongoing cyber attack, and the ‘polite’ timing template,
is much more subtle but still noticeable. Also, an informative
edge is still present given that by the end of the network
reconnaissance process a similar total number of packets have
been sent for each of the timing templates.

D. INTER-FRAME ARRIVAL TIME VARIATION DURING
GOOSE AND SV INJECTION ATTACKS

As specified in the IEC 61850-9-2 standard, SV publishers
are mandated to periodically send measurements at exactly
pre-defined time intervals. This time interval depends on
two factors, which are the measured signal frequency (f)
and Samples Per Period (SPP) parameter. Specifically, two
SPP values are specified in the standard, i.e., 80 and 256.
Given these two factors, the number of SV frames published
in each second can be computed by multiplying f by SPP.
In the testbed used for generating the dataset presented in
this paper, the system frequency is set to 60 Hz, whereas
the SV publisher defined in RTDS is set to publish 80 SPP.
This leads to the publication of 4800 SV frames per second,
leading to an inter-frame arrival time of 208.33 microseconds.
As represented in Figure 7, during normal conditions, almost
80% of the SV frames are received with an inter-frame arrival
time slightly above 200 microseconds as mandated by the
standard. Being the frame arrival time dependent on trans-
mission, processing, queueing, and propagation delays, it is
normal and expected that a fraction of the received frames
doesn’t match the expected frame arrival time. On the other
hand, it can be noticed that during an SV injection attack,
the inter-frame arrival time is considerably reduced. This is
because the SV subscriber is receiving both the original and
injected SV streams, leading to 9600 frames being received
every second.
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FIGURE 8. Response of IED and vIED during SV injection attack.

A similar behaviour can be observed in Figure 7, where
GOOSE frames inter-arrival time is depicted. In the case of
the GOOSE protocol, the standard does not mandate any
periodicity on the publishing of GOOSE messages. Still,
in the setup used during our experiment both the physical and
virtual IEDs are publishing at least one GOOSE message per
second. As for the SV injection case, when the GOOSE injec-
tion attack is ongoing, the inter-frame arrival time is reduced
due to the presence of injected GOOSE messages flowing
in the communication network and reaching the connected
devices.

E. IMPACT OF SV INJECTION ON IEDS
As found in Rajkumar et al. [6], when an IED receives
multiple SV streams identified by the same application iden-
tifier, i.e., APPID field in the SV frame, the IED ends up
in a blocked state. This is because the IED does not know
how to handle these conditions, and to prevent unintended
commands from being sent it stops working. In the simulated
scenario, the unexpected SV stream is the one injected by the
attacker during the SV injection attack. This behaviour can
be observed in Figure 8, where it can be noted that after the
fault has occurred, the physical IED does not react and does
not send any control signal to open the circuit breaker.
However, the vIED logic is implemented such that even
if multiple SV streams using the same APPID are received,
it keeps on operating and sending control signals to circuit
breakers. Indeed, it can be observed that the vIED reacts to the
fault and sends the control signal to open the circuit breaker
and clears the fault. This further highlights the problem of dif-
ferent implementations and outcomes of the same standard,
depending on vendor or library specifications [42].

F. IMPACT OF RESOURCE EXHAUSTION ATTACK ON VIED

During the execution of a resource exhaustion attack target-
ing the VIED, the attacker deprives the protection scheme
process, running on the virtual machine, of the necessary
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FIGURE 9. Delay in fault clearance due to a resource exhaustion attack
targeting the vIED. The dotted lines labelled ‘C1’, ‘C2) and ‘C3’ represent
the fault clearance times under normal conditions, stress case 1, and
stress case 2, respectively.

computational resources. This shortage can lead to a delay in
issuing the control signal responsible for opening the circuit
breaker and clearing the fault. As illustrated in Figure 9, when
the VIED is subject to resource exhaustion, specifically in
stress cases 1 and 2, the fault is cleared with a noticeable
delay compared to normal conditions where no cyber attack
is present. Under normal operation, the fault is cleared in
approximately 60 ms; however, during a resource exhaus-
tion attack, the fault clearing time can increase significantly,
reaching up to 100 ms in the depicted scenario. Such delayed
fault clearance can have a detrimental effect on the tran-
sient stability of the power system, potentially leading to
oscillations or even loss of synchronism if the disturbance
persists beyond the fault critical clearing time. As reported
in El Hariri et al. [42], resource exhaustion attacks can result
in even longer delays, and in extreme cases, may entirely
prevent the VIED from reacting to the fault and issuing the
required control command.

VI. CONCLUSION

This paper has presented a novel CPPS dataset specifically
designed to support research on cyber security of digital
substations. The dataset integrates real-time EMT measure-
ments, network traffic, and virtual IED resource metrics,
thereby providing a high-fidelity representation of both phys-
ical power system dynamics and cyber layer interactions.
By leveraging an IEC 61850-compliant testbed with HIL
integration of RTDS, physical IED, and virtual IED, diverse
operating conditions and cyber attacks scenarios were sys-
tematically simulated. The resulting dataset covers normal
operations, fault conditions, and multiple attack vectors,
including network reconnaissance, resource exhaustion, and
malicious GOOSE and SV injections. This comprehensive
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scope ensures that the dataset can serve as a benchmark for
evaluating, training, and validating advanced cyber attack
detection and prevention methodologies. By making this
dataset available to the research community, we aim to facil-
itate the development of resilient and adaptive solutions for
securing digital substations, ultimately contributing to the
reliability and stability of future power grids. Future work
will focus on extending the dataset to include additional
attack types, fault scenarios, a larger-scale cyber—physical
model, additional physical and virtual IEDs, and addressing
real-world deployment considerations to further enhance its
applicability.
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