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Abstract

In recent times, large language models (LLMs)
have gained a lot of traction for their ability to assist
in day-to-day tasks, especially coding tasks. At the
same time, cybersecurity threats are becoming in-
creasingly complex, sometimes requiring thorough
analysis by multiple experts in the area. Therefore,
it would be valuable to assess the ability of LLMs
to aid in malware inspection work.

This research focuses on the use of LLMs as a code
translation tool for beginner malware researchers.
Novices to the topic can use such a tool to trans-
late malware source code from C++ to Java, which
will help them understand the functionality by mak-
ing the code readable. Two zero-shot prompting
frameworks are presented and evaluated on their
efficiency, achieving a rate of syntactically correct
outputs between 62.2% and 63.9%, of which be-
tween 39.0% and 42.9% produce functionally pre-
served translations.

1 Introduction

Large Language Models (LLMs) have exploded in popularity
in the last few years due to their success in natural language
processing (NLP) and text generation. They have also shown
great performance in code generation [23] and code under-
standing tasks [16], exhibiting reasoning and knowledge syn-
thesis capabilities that could make them a useful tool for cy-
bersecurity researchers. Therefore, it would be worthwhile
to investigate their practicality as assistants in malware re-
verse engineering and binary code analysis. Much research
has already been done about the use of LLMs for cybersecu-
rity purposes, and a comprehensive literature review has been
composed by Jelodar et al. [13].

This research explores the use of LLMs as a translation
tool from C++ to Java. Such a tool can be of great help
to beginners in malware analysis who might not be familiar
with C/C++ syntax. The focus will be on the impact different
prompting methods have on the quality of the output. The
following research questions will be answered:

RQ1: Does Chain-of-Thought prompting improve the
compilation success rate of C++ programs translated to
Java when compared to simple prompting?

RQ2: Does Chain-of-Thought prompting result in a
higher rate of behaviour-preserving programs than sim-
ple prompting when translating C++ source code to Java?

RQ3: What is the difference in code quality between
Chain-of-Thought and simple prompting of LLMs when
translating C++ code to Java?

Chain-of-Thought (CoT) prompting [24] is shown to im-
prove the reasoning capabilities of LLMs by prompting them
to reason on a task before completing it. Its main benefit
compared to other methods is that it produces better outputs
without requiring any form of pre-training, which is typically
a performance-intensive process. Therefore, it can be used
with any off-the-shelf model, and whenever a new one is pre-
sented, a user can take advantage of its improvements with
the same strategy.

Extensive study on the bugs produced by LLMs in code
translation tasks has been done by Pan et al. [19]. Their
findings report varying success rates by LLMs in translation
between different source and target programming languages,
with up to 47.3% reported for GPT-4. Their work focused
on multi-shot prompting, leaving zero-shot prompting unex-
plored. As their approach relied on one prompting method,
no study was done on the effect different prompts have on the
outputs of the code.

The main contributions of this paper are a CoT prompting
approach to LLM-based code translation and an evaluation of
the differences in produced code between the CoT approach
and a simple approach. An experimental framework is estab-
lished to translate C++ code to Java, which is then tested for
syntax and semantic correctness.

2 Methodology for Evaluating LLM-Based
Code Translation

Subject of research. The LLM chosen for the purposes of
this research is Qwen3.5-9B[22]. At the time of writing this
paper, it is considered state-of-the-art; therefore, it should
represent the best attainable performance from an LLM. Its
size is relatively small compared to other popular open-source
models, including ones from the same Qwen family, which
makes it usable on personal computer hardware.

The languages chosen are C++ and Java due to their
widespread use, structural distinction, and expressivity.
Those qualities allow for sufficient behavioural analysis in
translation by LLMs, i.e., specific shortcomings or strong
points could be identified. The C/C++ family is still predom-
inantly used for malware development [6; 4], while Java is
often used to teach object-oriented programming principles.

Test data. To verify the correctness of the translation, a
dataset of Codeforces problems was chosen [20]. It contains
human-written sources in different languages (C++ and Java
included), whose behaviour is verified by test suites of input-
output pairs. This dataset serves as a controlled environment
to test for correctness of functional behaviour before extend-
ing the research to non-functional correctness. A total of 208
C++ correct solutions for different problems were selected.

Prompting methods. The chosen method to improve the
quality of the LLM output is Chain-of-Thought prompting.
It is shown to significantly improve the reasoning abilities
of LLMs in certain tasks [24], which sparks the question
of whether it can help in code translation. The main focus
will be on zero-shot prompting to keep the translation mech-
anism similar to that of compilers. It is expected that the non-
deterministic structure and non-perfect knowledge resource
of the LLM will lead to failed samples. Previous research on
LLM-based code translation has shown that conversing with
the model leads to significant improvements [19]; therefore,
it will not be investigated in this research.

3 LLM-Based Code Translation

Two frameworks for LLM-based code translation are pre-
sented — a simple one and a Chain-of-Thought-based one.
The simple one consists of briefly conveying the task and



prompting the LLM to complete it. The CoT approach in-
structs the LLM to make a step-by-step plan, identify poten-
tial problem points and only then translate the code.

3.1 Simple Prompt Template

The simple prompt consists of three sentences which serve
a different purpose — state the task, give context and specify
constraints. The full text is laid out below:

Translate this C++ code to Java code.

The main class name should be {class_name}.
Output only the code of the resulting program.
<C++ source code>

The class name parameter is provided to avoid compilation
errors due to Java’s strict class naming conventions. The test
data set used provides C++ sources along with their problem
identifier and contest ID. Problem identifiers are usually a sin-
gle Latin letter, with some problems having a numerical suf-
fix, while contest IDs are integers up to 4 digits in length. The
class name is constructed as <problem_id>_<contest_id>.

3.2 Chain-of-Thought Prompt Template

The CoT prompt retains the structure of the simple prompt —
task, context, and constraints — while elaborating more on the
context. The constraints sentence is modified to enable the
LLM to output its thinking process and gives clear instruc-
tions on the expected format of the final code. The full text is
laid out below:

Translate this C++ code to Java code.

The main class name should be {class_name}.
First, make a plan for the translation by consider-
ing what are C++ specific features and how they
could be translated. Also consider whether the
work could be split up in small incremental tasks.
Then, output the code of the resulting program with
token <CODE>> at the beginning and at the end.

<C++ source code>

Similarly to the first prompt strategy, the class name pa-
rameter is provided to avoid compilation errors.

It is thus expected that the LLM will first output its plan
(CoT), which is followed by token <CODE> at the begin-
ning of the code block. The code block should be closed by a
</CODE> token.

4 Experimental Setup and Results

The experiment flow is illustrated in Figure 1. The experi-
ment is split in two parts according to resource needs — LLM
part, consisting of prompting the LLM and getting a response,
and benchmark part, consisting of compilation, behaviour
tests and code quality measurements.

4.1 LLM Setup

The LLM prompting part of the research was carried out on
the DelftBlue supercomputer [8]. It grants access to Nvidia
A100 compute nodes with 10 GB of VRAM, which provide
resources to run sufficiently large models, such as the chosen
Qwen3.5-9B. CUDA version 12.9 was used.

C++ source Java source

v
Not compiled
e v é

Figure 1: Illustration of the pipeline for translating and evaluating
the code. The C++ sources are fed into the LLM with the prompts
described in section 3. The produced Java sources are first tested for
compilation correctness. The successfully compiled ones are tested
for behaviour correctness.

The prompt pipeline was built in Python 3.12, based on the
transformers library, version 5.9.0 [25]. Bitsandbytes [9]
was used for 4-bit quantisation to reduce VRAM allocation
and allow for a bigger context window. The choice of used
libraries was largely influenced by hardware and LLM com-
patibility needs. The model parameters used are suggested
by the creators of Qwen3.5 [22] — temperature = 0.6, top_p =
0.95, top_k = 20, min_p = 0.0, and repetition_penalty = 1.0.

Output was constrained to 30 000 new tokens to prevent
endless reasoning loops, whose impact is described in the lat-
ter sections. The LLM part was run for 100 hours to produce
a pair of responses for all 208 samples.

4.2 Benchmark Setup

The benchmarking step of the pipeline was carried out on Ap-
ple M1 with 16GB of system RAM, running macOS 26.5.
The process is orchestrated in Python 3.12 with subprocesses.
The compilation step invokes the Java compiler (Java 25) for
each file separately. The successfully compiled files are tested
on the matching test pairs in the open-rl/codeforces dataset.
Input is passed through standard input; standard output is
recorded in a file for later benchmarking and investigation of
errors. To limit execution time and avoid infinite loops, a time
limit of 5 seconds per test case is enforced, while the usual
time limits given for competitive programming problems are
2 seconds. The objective of this research is not to investigate
execution speed, so this limit is a reasonable assumption.

4.3 Prompt Extraction Results

The first step of getting results is extracting the Java code
from the LLM response. Prompt extraction results are pre-
sented in Figure 2 and Figure 3. Out of 208 samples, for
the simple prompt strategy, 196 “Java-esque” responses were
recorded. Manual investigation of the data reveals the follow-
ing failures:

1. Model gets stuck in a reasoning loop. This results in
an endless stream of text up to the limit of the context
window.

2. Not translating the input to Java. Some of the inputs
were output as C++ code.
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Figure 2: Results summary. The top chart presents the success
rates at prompt extraction, compilation and behaviour verification
steps. Data presented with 95% Wilson confidence intervals. The
bottom chart presents the percentage-wise distribution of samples
across prompt extraction, compilation and functional errors, miss-
ing tests and functionally correct translations.

Out of the 208 responses from the CoT strategy, 122 had the
correct format listed in subsection 3.2. Due to the higher
amount of failures of this strategy, no in-depth manual analy-
sis was made, but some samples were manually investigated.
The following failures were discovered:

1. Incorrect format, i.e., the token <CODE> was modified
or not used by the LLM.

2. Endless code stream up to the end of the context window.
It must be noted that even if the <CODE> token is put
in the beginning, it is missing at the end due to truncated
output.

4.4 Compilation Results

The samples which were successfully extracted in the pre-
vious step are evaluated on syntax correctness. Results are
presented in Figure 2 and Figure 3. Of the simple prompt
samples, 122 could be compiled, and of the CoT samples, 78
could be compiled. This results in 62.2% success in com-
pilation for the simple strategy and 63.9% for the CoT one.
CoT prompting yields slightly better results, but both mea-
surements are within the 95% Wilson confidence intervals;
thus, it is hard to draw conclusions about RQ1.

4.5 Behaviour Results

The successfully compiled samples are evaluated for func-
tional correctness. Results are presented in Figure 2 and Fig-
ure 3. Programs that exhibit the correct behaviour amount to
39.0% for the simple prompt strategy and 42.9% for the CoT
one. These results are within the confidence intervals of each
other; therefore, no definitive conclusions about RQ2 can be
drawn.

It can be seen that the number of tested samples is smaller
than the number of compiled samples for both proposed
strategies. Deeper investigation showed that this is a result
of the test dataset missing test cases for particular problems.

4.6 Code Quality Metrics

All successfully extracted source files were evaluated for the
code quality metrics. The results are presented in Figure 4.
Empty lines of code do not count towards any of the met-
rics, and lines that do not have functional behaviour are not
included in the lines of code metric. Lines that have both
functional behaviour and a comment in them count towards
the score for both metrics. Average lines of code for the
simple and CoT prompting strategies are 80.38 and 87.15,
respectively. The average lines of comments for both strate-
gies are 56.10 and 17.59, respectively. Addressing RQ3, CoT
prompting results in a higher amount of effective lines of
code, while the simple prompting produces code with more
lines of comments.

5 Discussion

The results presented in section 4 indicate a slight increase of
1-2% in performance for syntax correctness and about 4% for
semantic correctness, although it should be noted the number
of data samples is too small to draw definitive conclusions.
This measured improvement has a small chance of impact-
ing the real-world use of an LLM-powered tool. The main
benefit of LLMs is that a person can converse with them and
present, for example, the compile error message or a wrong
test case, which will allow the LLM to improve the output
further. Previous research on the topic has shown that about
48% of problems are fixed after the first message and a further
17% after the second [19].

The code quality measurements show that the average lines
of code per program stay mostly equal between prompting
methods, which suggests that both strategies produce code
of roughly the same functional complexity. The results also
show a vastly higher average amount of comments for the
simple prompt strategy. Investigation exposed the same prob-
lem found in subsection 4.3 — some of the extracted samples
represent a valid prefix of a Java program and thus were ac-
cepted in the prompt extraction step.

5.1 Comparison to Other Research

Pan et al. [19] investigate the performance of LLMs in trans-
lating between many sources and target programming lan-
guages, which include C++ and Java. Their work investi-
gates several models — CodeGen, CodeGeeX, StarCoder and
more, none of which are from the Qwen3.5 family — and does
not consider prompt failures due to their experimental design;
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Figure 4: Code quality metrics. Average lines of code computed
over all lines with functional code. Average lines of comments com-
puted over lines that contain a single comment or are part of a com-
ment block.

therefore, it is difficult to draw direct comparisons to their re-
sults. The data is also aggregated by source language; thus,
it is impossible to know the result for C++-to-Java translation
specifically.

Scaling the data from this research paper to exclude
prompt extraction errors and missing tests, the simple prompt
achieves about 22.5% successful translation, while the CoT
prompt achieves 25.2%. These results are most similar to
the results of CodeGen, which achieves 14% correct transla-
tions from C++, but it should be noted that this comparison
also relies on the assumption that success rates between target
languages are similar.

5.2 Threats to Validity

LLM train data. Some of the plans extracted from the
CoT prompts were manually evaluated to gain insights into
the work of the LLM, and it was found that they often con-
tained references to competitive programming concepts, such
as input time optimisation. This evidence strongly implies
that Qwen was trained on competitive programming datasets,
which means it might have encountered the data of this ex-
periment in its training process and might have memorised
solutions in both C++ and Java. Further investigation must
be done to confirm that the translation is replicating the be-

haviour of the source rather than providing an alternative so-
lution.

Model choice. The experiment was conducted on a sin-
gle LLM — Qwen3.5-9B. Despite being relatively recent, it
cannot be relied upon to make conclusions about the general
usability of LLMs for code translation. This is due to differ-
ences in architecture, training data and behaviour alignment
measures that might have been taken when releasing a model
for open use.

Malware behaviour. This research presented a use case
for translating malware for learning purposes, but the eval-
uation did not use malware samples. The choice to use the
dataset described in section 2 was motivated due to its com-
pleteness and user-generated nature, therefore serving as a
foundation to future research but not being conclusive.

Prompt templates. The CoT prompt resulted in high fail-
ure rates for extracting the code. Those failures could be a
result of a poor prompt or a lack of pre-training for the task.
The conditions for response validity could also be relaxed if
other strategies do not alleviate the problem.

6 Related Work

LLM code translation. Despite the non-deterministic na-
ture of LLMs making them impractical for compiler use, re-
search has been done to try and achieve an LLM compiler
nonetheless. Cummins et al. proposed LLM Compiler [7],
an optimising compiler working on LLVM-IR and assembly
code. Their evaluation showed that it achieves ”77% of the
optimising potential”. Other frameworks for LLM translation
are INTERTRANS [14] and UniTrans [26], which use inter-
mediate translation languages and automated test generation,
respectively.

Non-LLM code translation. Tools for code translation
have been developed on top of program-analysis techniques.
Such tools include C2Rust [12] and C2Go [11], which trans-
late C to Rust and Go, respectively, and Cappuccino [5] is a
C++ to Java transpiler. Similar to LLM approaches, they are
not able to translate any code perfectly but are an alternative
and predictable approach.



7 Responsible Research

7.1 Ethical Reflection

Even though this research focuses on the application of LLMs
as malware analysis assistants, concerns can be voiced about
the possibility of LLMs being used for malicious tasks. Re-
search has been done on generating malware with LLMs [1],
and while it can be used by adversaries, the insights from the
workings of such models are valuable for red team experts,
also known as “attack teams”.

Another cause for concern is the possibility of incorrect
outputs. LLMs are not perfect in their knowledge and are
prone to errors; therefore, users should be warned of the po-
tential problems before use. Translations made by an LLM
should not be trusted blindly.

7.2 Reproducibility

The open-rl/codeforces [20] dataset is published under the
Open Data Commons Attribution License (ODC-By) 4.0
[17], which allows use granted the authors of the dataset and
the ODC licence are credited. The Qwen3.5-9B [22] model
is distributed under the Apache 2.0 license [3], which allows
free use for research purposes.

To make the presented research reproducible, the full code
is published online '. Included are the chosen C++ code sam-
ples and test data. Due to the non-deterministic nature of
LLMs, it is highly likely that a new run of the experiment
will produce different results from the ones presented here.
To achieve a stable outcome of the experiment, efforts were
made to obtain as large a data sample as possible within the
time constraints of the projects. The responses are also pub-
lished in the repository to make the results verifiable.

8 Conclusions and Future Work

Large language models have found much use as a tool for
learning and have demonstrated great performance in cod-
ing tasks. The focus point of this paper was to investigate
their ability to translate C++ code to Java to help begin-
ners in learning the syntax of malware sources and propose
a method to improve said ability. The empirical evaluation of
a zero-shot simple prompt approach and a Chain-of-Thought
(CoT) approach showed that both methods have similar per-
formance. There is some evidence to show CoT is an im-
provement, but further investigation should be done. Chain-
of-Thought prompting also produced, on average, longer
code, which suggests that it is suited for more complex code.
Neither method would be practical in real use, as the rate of
successful translations is about one in five.

Furthermore, all tests were performed on benign code,
which is not representative of a real-world use of the code
translation tool for cybersecurity beginners proposed in this
paper. The experimental methodology can be extended with
non-functional behaviour tests and verification by formal
proof methods. It would also be interesting to see the perfor-
mance when translating from or to a less popular language,
which could happen if a malware source is obfuscated. The

!GitHub Repository — https://github.com/BlagoGunev/TUDelft-
CSE-research-project

framework for such an experiment could be modified to in-
clude a specification of this language, or the model can be
extended with web search functionality.

9 Al Usage Disclosure

9.1 Implementation Part

The LLM part of the research was implemented by hand.
Claude AT [2] was used for syntax reference and to help over-
come environment setup problems on the DelftBlue super-
computer [8]. All output from the model was manually in-
spected and verified not to have malicious intent.

The first iteration of the benchmark part was implemented
by hand. GitHub Copilot [15] was used as an in-editor code
agent. The model was prompted with a detailed overview
of necessary functionality and the first iteration as a tem-
plate. The final version of the benchmark was implemented
by Copilot with GPT-5.4-mini as the backend and was manu-
ally verified to only collect metrics as described in section 4.

Claude AI was used to implement the code for visualisa-
tion generation. Multiple revisions of the graphics were cre-
ated, and inspiration from previous research papers [19] was
drawn. Generated code was manually inspected and verified.
Small changes to formatting were implemented by hand.

9.2 Writing Part

All text in this research paper was written by hand. ChatGPT
[18] was used for inspiration on the structure format, and its
web search functionality was utilised to look up and sum-
marise relevant work on the topic of LLM malware analysis.
Elicit [10] was used as a search engine for related work and
references. Grammar and fluency were checked with Quillbot
[21].
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