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Abstract

Advanced manufacturing is undergoing a profound transformation, with data quickly
becoming its most strategic asset. The industry is pushing toward Industry 4.0 with its
sights already on the human-centric Industry 5.0. Manufacturing firms are rapidly inte-
grating AI, IoT, and advanced analytics to enable real-time decision making, predictive
maintenance, and full manufacturing lifecycle optimization. However, this data-driven rev-
olution exposes a critical vulnerability: the hidden direct costs and cascading downstream
consequences of inaccurate, missing, or corrupt data. This paper provides an in-depth ex-
amination of the data quality crisis facing modern manufacturing, exploring its quantifiable
impact on cost, safety, and strategic decision making; and identifies the tangible barriers
preventing scalable AI in manufacturing today. We investigate how bad data undermines
the digital thread, erodes both operational and strategic trust, and stalls the transition
to autonomous systems. Supported by recent industry surveys, academic findings, and
leading trends, we reveal that most manufacturers suffer from systemic data quality issues,
with billions lost annually to inefficiencies, rework, and flawed decisions. Addressing
this, the paper evaluates state-of-the-art solutions for real-time data validation, anomaly
detection, and predictive imputation. Building upon this, we identify key gaps—including
the lack of unified data quality frameworks, integration across legacy/modern systems,
and actionable imputation under uncertainty—and propose a roadmap to bridge them.
The paper concludes by outlining four research directions that support a seamless, scalable
transition toward a trustworthy data foundation in manufacturing. Industry 4.0/5.0 is
defined by data, insight, and actionable intelligence: only manufacturers that tame their
data chaos will thrive.

Keywords: data quality; Industry 4.0; Industry 5.0; digital thread; manufacturing AI;
Industrial IoT (IIoT)

1. Introduction
Manufacturing, across industries and geographic regions, has shown an accelerated

rate of data-driven sophistication [1] in its processes, workflow, factory optimization, and
quality assurance using advanced systems such as the Internet of Things (IOT) [2], and with
a growing emphasis on Artificial Intelligence (AI) [3]. While this rapid increase in using
data has led to major innovations, it has also created a substantial and underappreciated risk
to entire industries. Through the organic evolution driven by open markets, competitive
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behavior, and adoption of best-in-class practices, advanced manufacturing is in a race to
reach Industry 4.0/5.0.

Industry 4.0 has been about making factories intelligent [4], connecting machines and
entire workflows, harnessing data for unprecedented analysis, exponentially improving
efficiency and flexibility as more processes are connected along the digital thread [5], and
in many cases redefining the very business models that have been established over decades.
Industry 5.0 is simply an extension of this data-driven evolution, expanding beyond the
fully automated factory to merge with a newly focused, human-centric model. Industry
4.0 utilizes a complete system of saturated data extraction, connectivity, advanced analysis
and decision making [6], leading to fully automated systems—in many ways removing the
traditional roles of humans in manufacturing. Industry 5.0 evolves the system further by
bringing back the role of humans, but in ways that benefit from human creativity, design,
problem solving, and a focus on sustainability.

Using the context of advanced manufacturing rapidly striving toward Industry 4.0 [7],
this paper explores the current state of data creation, collection, validation, and error
correction. Specifically: How can we establish robust data governance that maintains accurate
and complete data in our manufacturing processes, given that Industry 4.0’s data-driven systems
require high quality insight to enable intelligent automation, predictive maintenance, and real-
time optimization across the factory? In answering this question, the paper works to better
understand the context and weight of this issue. The cost of bad data was conceptualized
as a specific estimate as far back as 1992, in what was called the “1:10:100 rule of data
quality.” [8] First presented by Geroge Labovitz and Yu Sang Chang, the “rule” (more of a
helpful discussion point) stated that it costs a company $1 per record to prevent bad data,
$10 per record to correct issues after the data is created, and $100 per record if the bad data
is left unchecked. Although the estimates have been updated and debated, the premise
creates a starting point for researching, identifying, fixing, and preventing bad data.

We will explore the acceleration and scope of data collection in manufacturing and
better understand how data is and will need to be used to achieve Industry 4.0, the cost
and consequences of bad/missing data in advanced manufacturing, and how other factors,
specifically the phenomenon of growing knowledge gaps in manufacturing due to an aging
workforce, can exacerbate the reliance on data to even maintain current processes. After
examining the scope of this problem, the paper will discuss current efforts to mitigate the
effects of bad/missing data.

After establishing the scale and scope of this data-driven challenge and understanding
the current efforts for mitigation, the paper will address the larger issues and gaps that exist
today. Specifically, it will address those issues/gaps that will prevent a successful transition
into Industry 4.0. The authors provide two innovations to help resolve the research problem.
First, a framework for how this problem must be addressed at the industry level in order to
be reliable and fully scalable, while simultaneously operating at minimal overhead cost.
Second, a novel process that produces effective, uncertainty-aware imputation—which is
critical in not only improving the data streams that will be used by advanced manufacturing
processes, but adds the high-value uncertainty context that is necessary to improve the
human-in-the-loop effectiveness. The paper concludes with four proposed future research
directions—each framed with a research question, objectives, and justification—aimed at
filling critical gaps in ensuring data integrity required for Industry 4.0/5.0.

2. Data Proliferation in Advanced Manufacturing
Today’s manufacturing centers are awash in data, although what seems to be a satu-

ration of data sources continues to be redefined as new technologies emerge and provide
novel, more focused, and higher definition data streams. IoT has been a major contributor
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to this trend [9], with a dramatic decrease in sensor cost combined with the industrializa-
tion of wireless, low power connectivity architectures [10]. Connected machines, a greater
ability to stream high bandwidth data, and the decreasing costs to store and manage this
data all contribute to a nearly exponential rise in data collection. This all, however, is a
symptom of the underlying cause of increased data creation/collection. The reason behind
this rise in data, collecting it wherever it can be found, is our growing ability to utilize it for
decision making.

Advances in computing, most notably with AI but also in areas of modeling, simu-
lation, and more robust traditional statistical analysis, have driven a digital revolution.
Across industries, companies are discovering that data once considered irrelevant can now
be analyzed to generate valuable insight. With the proper application of AI, this data
collection/process/analysis cycle has the potential for real-time insight, which can improve
the actionable intelligence provided to the human in the loop for rapid decision making.
In cases that are time-critical with high confidence of the data insight, the human can be
removed in favor of a self-contained autonomous decision making process.

The data collected, especially as more and varied sensor types are implemented, come
in diverse forms [11]. Data can be structured streams (e.g., time-series sensor readings,
equipment logs), but can also be unstructured or semi-structured data (e.g., machine vision
images, maintenance notes). As AI becomes more prolific in manufacturing applications,
particularly those on the edge, the AI insights themselves become data streams that flow
into more system-wide analyses, helping to optimize or make critical decisions across a
factory. This data being collected, especially with the many potential types of data, can
create new strains on systems that were not designed to process so much information. A
single production line in an advanced manufacturing plant could have thousands of sensors
continuously providing data such as temperatures, pressures, speeds, vibrations and more,
each updating in milliseconds. In parallel, the same production line could employ a high
resolution video feed, infrared cameras, complex vibrometer readings, and more. All of
this data must be reliably captured, aligned with the same timestamp, collected and stored
in such a way that is labeled for rapid analysis, and must be protected from loss, damage,
theft, or sabotage.

These massive data feeds exist because we are developing more and more ways to
use the data. For example, the production line mentioned above could use these data
streams to improve the quality and speed or reduce the cost of critical smart manufacturing
techniques [12]. This type of manufacturing process is likely monitored and analyzed to
ensure it is operating as intended, whether with AI or other data-driven tools. However,
with real-time insight [13] and embedded controls, an advanced AI could evolve process
monitoring to automated process control, predicting necessary tweaks in the process to
ensure a “first time right” result for the material produced. The data can be used to ensure
the machines themselves are operating at an optimum level, using predictive maintenance
to deliver a “just in time” approach to repairs and maintenance in a way that minimizes
cost while managing the risk of unplanned downtime. The data could be used to improve
how the material is processed, ensuring that the quality standards are met [14]. Finally,
this data can be connected to other processes along the production line and factory itself,
creating a true digital thread that paves the way for data-driven optimization at the factory
level [15]. To gain this level of advanced simulation and optimization [16], the data
necessary becomes exponentially larger, as does the storage and processing power required
to produce these insights.

The insights we are able to now gain from these data streams have the capability to
vastly improve efficiency, reduce costs, improve quality, and optimize the entire workflow.
As analytical applications are continuously developed, companies are mining their current
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processes and machines to extract data that already exists, but was not collected because it
did not have a purpose [17]. Called “dark data [18,19],” this is one more element pointing
to the rise in data volumes being collected, and the challenges faced by the wide variation
in data type and quality. While dark data can be difficult to retrieve not just due to physical
connection access and the reliability of aging sensors, there are novel approaches that can
utilize AI on legacy data that is even encrypted for IP protection. In the healthcare system,
a parallel application is Homomorphic Encryption (HE), which is used to gain insights
on privacy-protected data without decryption, both protecting privacy while still gaining
process insights [20].

3. From Volume to Criticality: Data as a Strategic Asset
As more and more tools have evolved to enable advanced insights and decision mak-

ing, manufactures have placed more value on the potential data that can be collected [21].
Combined with the abundance of sensors and data handling infrastructure, the issue is no
longer a lack of data. Instead, the challenge for manufacturers is now the ability to convert
massive quantities of raw data into trusted and usable data [22]. Raw data by itself has no
value. Creating and collecting this raw data has a growing cost. The paradigm change in
data-driven insights across the industry can encourage the blind collection of as much data
as possible, but if this data is siloed and ungoverned, it creates both cost and risk without
gaining any return.

Industry 4.0 requires that companies avoid a “data rich, information poor” paradox
by investing heavily in the full data process. To better align this focus, leading manufac-
turers now regard high quality data as a strategic asset on par with other critical business
elements including physical inventory and capital investments [23]. By implementing a
focused governing data quality policy ensuring accuracy, consistency, and context-rich
information [24], there is significant investment toward the conversion of mass raw data
into actionable intelligence [25].

An additional consequence of this newfound treatment of data is that its use is no
longer confined to operational efficiency, but is key to strategic decision making [26]. As
the digital thread is further connected and fortified, these data-driven insights can not only
provide insight to the breadth of the manufacturing process, but they can look forward and
backward in time to gain a better understanding of past events, and provide invaluable
insight as leaders make decisions on product designs, new markets, technology investments,
and supply chain reinforcement.

Original Equipment Manufacturers (OEMs) equipped with a robust digital thread
of connected data, especially if using AI-based insights [27], can even move beyond the
manufacturing process in their strategic decision making. Aligning manufacturing data and
insights with field performance data (sensors on the products themselves), the OEM can
create new insights that inform design changes and process optimization [28]. This brings
the level of strategic value even higher as it closes the lifecycle loop to create a positive
feedback loop of knowledge [29], driving the company closer toward not just Industry 4.0,
but a sustainable-focused Industry 5.0 [30]. That said, OEMs must also take caution as
they study manufacturing data. They have a responsibility to not expose (intentionally
or unintentionally) proprietary data, processes, or insights from manufacturers, which
could potentially occur if they adjust their products to include these insights without
proper obfuscation. In addition, they must also conduct the extensive experimentation and
validation needed when taking specific insights and generalizing them for a product.

Two key forces emerge from these insights. The first is that as data as a resource
has become more mission-critical not just for manufacturing but for long-term strategy,
companies are relying on data more while rapidly reducing tolerance for bad data. While
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this tolerance has dropped, it is not always clear what actions can be taken to ensure data
that is of a guaranteed high quality. The second force that has emerged is the need for
all manufacturers, big and small, no matter the industry, to utilize their data for both
operational and strategic decision making. If companies do not evolve quickly toward
Industry 4.0, they will soon lose their competitive edge. Even large companies could
face extinction from more nimble companies that utilize their data-driven insights well,
reducing costs, improving quality, reducing cycle time, and even closing the loop to directly
improve product design.

4. The High Stakes of Data Dropouts and Errors
Having established the dramatic increase in data within manufacturing, along with

the significant value placed on data for both operational and strategic decision making, it
is important to understand the consequences of using data that is incomplete, corrupted,
or misinterpreted.

4.1. Pervasive Data Quality Issues

Data quality issues are extremely common among manufacturers. A 2024 survey [31]
of 500 manufacturing leaders—representing industry verticals including electronics, auto-
motive, healthcare, energy, aerospace, and defense—revealed that 98% of manufactures are
struggling with data issues in their operations. The key issues respondents reported were
significant data streams that had incomplete/missing data; data that was outdated and
could not be used for relevant decision making; and data that was proven to be inaccurate,
creating either bad decision making or an erosion of trust with all data. A total of 40% of
respondents believed that their companies are falling behind competitively specifically
because they are failing to adopt automation, for which high quality data is critical. In
summary, the survey indicates that reaching Industry 4.0, or even advanced manufactur-
ing capability, is greatly hindered by systemic data issues, and that this problem could
contribute directly to companies losing any competitive advantage.

4.2. Decision Making Gaps

Another survey of 750 business and tech leaders [32] showed a concerning gap in the
ability to rely upon data for decision making. A total of 58% of leaders stated that most or all
of their key business decisions are based on inaccurate or inconsistent data. The implications
of this are clear: strategic decisions, investments, and attempts at optimization are made
using intelligence that is either incomplete or potentially in conflict with ground truth. A
total of 61% of respondents said that no one in their organization fully comprehends the
data used and does not know how to access it. A full 51% believe their organizations must
significantly increase current data management investments in order to achieve business
goals. The results from this survey provide strong implications that the manufacturing
industry will not achieve Industry 4.0/5.0 without a foundational change in how data
is captured, managed, and used. In fact, the gulf between companies with strong data
practices and those without will grow rapidly in the near future, because only those
companies with high quality data can fully implement advanced tools such as AI and the
digital thread in their organizations [33].

4.3. Cost of Poor Data Quality

It is difficult to account for all the direct and indirect results from poor data quality,
although an industry study [34] estimated that, on average, bad data costs organizations
$12.9 million per year. This estimate factors elements such as overproduction, higher
defect rates, delays in production and shipments, compliance penalty risk, missed quality
standards, risk of product recalls, and an overall loss in the ability to compete effectively.
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Another report [35] estimated that scrap and rework typically cost manufacturers up to 2.2%
of annual revenue on average, with even more costs that cascade due to a reduction in OEE
(Overall Equipment Effectiveness). A different method to estimate the cost of poor data [36]
reviewed the data records and their downstream effects, using industry data to estimate a
cost of approximately $10 per bad data record to correct, but $100 per bad data record if left
unchecked. This illustrates the order of magnitude higher costs due to cascading problems,
such as process inefficiencies, manual workarounds, and bad decisions. Companies that
allow bad data put themselves at a quantifiable disadvantage, creating major inefficiency in
the form of cost increases and delays, along with larger market risks including poor quality,
customer dissatisfaction, and regulatory penalties.

4.4. Strategic Cascading Effects

In addition to compounding downstream costs, bad data can prevent a company from
taking advantage of advances in AI [37] and other advanced analytical tools. A McKinsey
report [38] indicates that common data issues such as missing sensor data, a poor data
architecture, and miscalibrated data collection components can destroy any benefit from
AI or other continuous improvement efforts. Case studies showed that many high-value,
high-potential AI projects that had been vetted for strong Return on Investment (ROI) were
delayed for years (some permanently) due to poor data. If this data is not meticulously
controlled, ongoing projects can result in not just ineffective, but harmful results [39].
Finally, these cascading effects due to bad data can impact entire production lines due to
false alarms, the masking of actual equipment failures, and misled decisions that amplify
risk to the operation and potential safety of personnel [40].

5. Demographic Shifts and the Knowledge Gap
The importance of high quality data has been demonstrated by examining the cost

of poor quality data, cascading operational costs, misinformed decision making, and the
prevention of leveraging strategic tools such as AI. However, there is another global force
that illustrates the importance of high quality data (and the consequences of bad data). A
2017 systematic review of aging worker populations showed that in the US, 18.6% of the
adult working population was 65 years or older, with the percentage expecting to increase
0.6% yearly over the next decade [41]. At the same time, the COVID-19 pandemic provided
a unique window into what this knowledge loss might look like over time, with significant
critical knowledge missing as experienced workers were disproportionately absent [42].
While there have been a growing number of efforts in this area to either capture this critical
knowledge [43,44], transfer it to younger workers [45], or even use tools like generative AI
to help supplement the gaps [46], these solutions cannot be effective without good data.
Moreover, with a growing risk of a smaller experienced workforce, companies are already
forced to do more with less, working “smarter, not harder” by better utilizing data as
actionable intelligence [47]. These data-driven insights must not only be able to provide
workers with accurate information, but they must also be of a high enough quality to drive
interpretability and trustworthiness to aid workers who have less experience and intuition.
With fewer people—and a much lower experience level on average—expected to maintain
the same efficiency, quality, and strong decision making, manufacturers must implement
force multiplier tools such as automation, AI, and real-time insights [48]. This process does
not happen overnight, and it is clear that investments for data quality improvements must
be made immediately so that advanced data-driven tools can be effectively incorporated
into manufacturing operations.
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6. Ensuring Data Integrity: State-of-the-Art Methods and Research
Addressing the significant challenges outlined in the previous sections requires a

multifaceted approach to improving manufacturing data. The key processes required are
those that accurately detect, correct, and prevent data quality issues in real time. A growing
amount of academic research is focusing on improving data fidelity for manufacturing data
generally, and IoT data in particular. This section surveys current state-of-the-art methods
for (a) detecting data dropouts and anomalies in real time, (b) identifying and handling
corrupted data, and (c) predicting or imputing missing values to maintain continuous
data streams.

6.1. Detecting Data Dropouts and Anomalies in Real-Time

Real-time monitoring and profiling of data streams is foundational to identifying data
issues as they occur. One foundational strategy is to perform this data validation/profiling
at the source, preferably on an edge device that is physically located near the sensors and
other data stream origins. Effective, reliable, and automated methods are required to en-
sure that data dropouts are caught immediately (within milliseconds) [49]. When anomaly
detection is also used, data can be checked against its expected ranges, patterns, or continu-
ity. Another family of methods developed uses either redundant sensing or multi-sensor
fusion to identify data dropouts [50,51]. Multiple sensors can measure identical, related,
or offset parameters in order to compare values and identify any significant differences.
Other techniques, depending on the application, can compare sensor data to physics-based
measurements, which allows maximum independence between the measurements [52].
This can help if sensor data drops out completely, or if there is a sensor error causing a
significantly different output. The sensor fusion data can even be used to create a virtual
sensor [53] in order to create a more independent calculation that should align with the
other measurements and alert to missing/anomalous data if not. This architecture has been
expanded beyond an individual sensor feed and into a larger system [54], creating a digital
twin that can measure not only individual feeds but the complex expected interactions
between subsystems, data feeds, and physics-based simulations.

As with many analysis-driven problems, AI methodologies are being used to inno-
vate the ability to not only detect dropouts [55], but to find anomalies. As an example,
autoencoders and generative models can learn an internal representation of normal sensor
behavior; when new data is passed through the model, a high reconstruction error can
indicate an anomaly. Likewise, other AI models such as deep feedforward neural net-
works, convolutional neural networks (CNNs), and hybrid models can successfully detect
dropouts and anomalies [56–58]. In order to first train an AI model for this purpose, the
use of data quality assessment (DQA) [49,59] is a required step to ensure the data to be
used for training is high quality.

State-of-the-art practices for dropout and anomaly detection have increased, and
involve techniques such as combining multi-layered monitoring with a mix of rules-based
and AI-based methods. The purpose of these tools is to catch issues immediately, before they
affect production. If a dropout or anomaly is detected, the system can trigger mitigating
actions (alarm if there is a human in the loop), switching to backup/redundant components,
and isolating/flagging the suspected data so it will not be used in real-time analysis (or
downstream decisions).

Despite the progress in this area, significant challenges remain in balancing false
alarms with missed errors, efficiently adapting high quality models to new contexts, and
creating intelligent mitigation systems that are reliable when used in real time. Research
continues to refine these detectors for greater robustness and generality, as discussed further
in the Section 7.
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6.2. Identifying Corrupted or Erroneous Data

Although data dropout/anomaly detection has its own challenges, the ability to detect
data that has been corrupted can be significantly more difficult. Sensor data noise, biases,
drift, or even tampering from a bad actor can introduce errors that are not simply missing
or significantly off, but are still incorrect. Identifying data quality issues that are much more
subtle than dropout/anomalies [60] is an active area of research; it has seen significant
improvement with the evolution of AI-based techniques, but large gaps in generally effec-
tive practices still remain. Common data errors in sensor data feeds can include outliers,
drifting measurements over time, values stuck at a constant reading, and inconsistent
readings across duplicate sensors [61,62]. Establishing data quality dimensions and metrics
to systematically evaluate data feeds is critical, with methods assessing attributes such
as accuracy, precision, bias, consistency, and timeliness. Accuracy, for example, could be
assessed if a ground truth measurement is available for comparison. Various context-based
logical comparisons could be established (e.g., measuring how much product has been
placed in a box and comparing it to the maximum volume possible). In these cases, how-
ever, there is a clear weakness: while these can be effectively implemented for an individual
process, these methods are unique to the process and cannot be generalized [63].

The use of Statistical Process Control (SPC) [64] on the data itself is an interesting and
often effective method to identify subtle errors. Manufacturers use SPC charts to monitor
the quality of products/processes, and this same technique can be used to measure the data
stream itself, treating it as its own process. Control charts tuned to the expected parameters
of the sensor can alert to anomalies, bias, or drift. While mentioned in the previous section,
the tools used to identify anomalies have potential overlap with the process of identifying
more subtle differences.

Although tools that effectively measure subtle errors will likely also flag large anoma-
lies, an anomaly detection method will rarely be effective for subtle errors.

AI again is making strong improvements in this area, using a wide range of pattern
recognition models and algorithms [65] that can effectively spot when data “just looks
wrong” compared to historical patterns. To aid with generalizing AI models and making
them easier to use on a variety of processes, a promising trend in research is to develop
robust anomaly classifiers that can distinguish between process anomalies and data anoma-
lies, and to combine domain knowledge with data-driven models for this. One approach
is hybrid modeling: using physical models to set bounds and ML models to detect subtle
patterns within those bounds.

A growing concern for Industry 4.0 is that as the use of data-driven decision making
becomes more valuable and powerful, it alters the profile of risk management for the
organization. Many of the tools mentioned are meant to handle incidental data errors,
but this heavy reliance on data can also create a major security risk for the organization.
Specifically, a bad actor could perform a “false data injection” attack [66–68], introducing
specific data into a feed that will predictably cause the process to fail. This can take the
form of introducing false positives (resulting in line down alerts, wasted time and material,
etc.), but could also introduce more subtle altered data that causes a process to shift without
tripping an error alert, causing the process to potentially run the material in a production
process, create issues but cause the quality control to miss them, or even adjust the process
so that it eventually damages the manufacturing machinery.

The risk of false data injection attacks should be especially concerning to manufac-
turers, simply because we have not evolved enough toward Industry 4.0 for this to be on
our threat radar. Leaders of manufacturers are well equipped to handle established threats
to security, but as the role of data shifts to a central position, it will gradually become a
company’s most valuable asset, as well as its biggest risk. There has been progress made to
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both protect data from theft through many different cryptographic strategies, but also to
ensure that data has not been modified since it was created at the sensor level. Blockchain
has been a novel consideration for this challenge [69], providing a hash of a data package
to place on-chain, ensuring that the data’s authenticity can be validated indefinitely by the
owner. This subject holds significant potential within Manufacturing 4.0, and will be the
focus of additional research by the authors in the near future.

6.3. Predicting and Imputing Missing Data to Preserve Completeness

Despite the use of advanced tools aimed at prevention, some data loss in manufac-
turing is inevitable. Because of this, a critical capability is the ability to predict or impute
missing values (and to do so in real time), such that operations can continue with minimal
disruption. Data imputation [70–72] is well established in the field of statistics, but the high-
frequency, multivariate, time-sensitive nature of manufacturing data demands advanced
approaches. Traditional imputation methods such as mean substitution, forward-fill, or
linear interpolation can be effective for simple sensor measurements and have the added
benefit of simplicity and speed [73]. These methods can work adequately for short gaps or
data that changes slowly. However, these methods quickly lose effectiveness when dealing
with complex sensor feeds, and are especially ill equipped to handle multivariate context.
The multivariate relationships between data feeds can act as a major strength, however,
and tools suited to manage these complex connections can effectively predict what the
missing value should be.

State-of-the-art solutions leverage machine learning and deep learning for imputa-
tion [74,75]. Of particular effectiveness are those models that treat imputation as a predic-
tion problem. Regression or time-series forecasting [76,77] models work especially well for
many data types. More recently, deep learning models have shown impressive results in ac-
curately reconstructing missing data from complex sensor data streams. One such example
is the application of self-attention-based deep learning for time-series imputation [78].

Multi-variate imputation [79] is especially important for ensuring high quality data in
manufacturing. Instead of imputing each variable independently, these models leverage
correlations between variables. For example, if a pressure reading is missing, this type of
model can examine related variables such as temperatures or flow rates to infer what the
pressure likely was.

In process manufacturing applications where certain sensors might report only occa-
sionally, methods like matrix completion or tensor factorization [80,81] have been applied
to infer the likely data value in between readings. For this technique, a machine’s dataset
is treated as a matrix (sensors × time). Algorithms fill the missing data values by finding
low-rank structures.

7. Research Trends, Gaps, and Implications
This discussion summarizes key trends discovered in the extensive survey of this field,

highlighting areas of promise for manufacturers. We will then identify particular areas
of concern where significant gaps still exist in our ability to ensure high quality data at
scale. Finally, we will consolidate these findings into a framework that must be achieved
in the manufacturing industry in order to reach Industry 4.0, which can fully utilize data
to its maximum potential, building a strong digital thread and a foundation of AI-driven
insights at all levels of the manufacturing cycle.
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7.1. Trends
7.1.1. Growing Research Emphasis on Data Quality

In the last five years, there has been an exponential increase in publications that
explore data quality issues in manufacturing. While this was more of a niche focus for
manufacturing operations, the subject is now considered a foundational component of
smart manufacturing and Industry 4.0 across all industries.

7.1.2. Shift from Reactive to Proactive Data Management

Traditional quality control has typically taken a reactive approach, largely due to
the limitations in real-time data analysis and actionable intelligence. However, with the
increase in AI and edge computing, there is a growing capability toward proactive data
quality management [82]. Because of the clear benefits of proactive data management, a
growing number of manufacturers are adopting governance frameworks and automated
systems to continually ensure data integrity throughout the data lifecycle [83]. There are a
variety of approaches within this effort, from integrating quality checks at data generation,
using governance architecture to remove data silo effects, and investing time, money, and
expert personnel into data health. The investment is more easily justified due to increasing
evidence of a clear ROI for proactive data management.

7.1.3. AI and Hybrid Techniques at the Forefront

A significant trend is the growth of innovative methods that blend the domain
knowledge of a manufacturing process with AI techniques to handle data issues. Hy-
brid physics/ML approaches for anomaly detection are especially useful as the physics
models are well established, and using ML with a ground truth ballast ensures more accu-
rate and reliable results [84]. AI models for imputation as well as data augmentation are
rapidly improving and increasing in variety as more attention is focused on this area [85].

7.1.4. Real-Time and Edge Computing Focus

The drive for real-time responsiveness has encouraged more and more solutions to be
implemented on the edge [86]. With edge device capability increasing to handle more and
more complex computational tasks (including AI), there is a continuously improving trend
toward real-time data validation, compression, and even local ML inference on or near the
machines [87]. This improves latency, bandwidth usage, and reliability.

7.2. Gaps and Challenges
7.2.1. Unified Data Quality Frameworks

Manufacturing companies often lack a holistic framework that covers data quality
expectation across all levels. Standards can provide general data quality guidelines [88],
but as of yet there is no widely adopted, manufacturing-specific standard that integrates
with production systems. The focus of research projects tends to limit its scope to a narrow
slice (sensors, or databases, or specific processes). However, a unified framework [89] that
provides guidelines on measuring, monitoring, and improving data quality continuously
across the manufacturing process is still an open challenge. Even having common defi-
nitions of what constitutes data redundancy, how to quantify trust in data, etc., have not
been settled across the manufacturing industry. Developing this framework could help the
industry benchmark and certify its data processes (similar to how ISO 9001 [90] certifies
quality management systems).
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7.2.2. Interoperability and Heterogeneity

For the manufacturing industry, there is a wide range of equipment and tooling that
combines modern systems with legacy hardware. Ensuring data accuracy and consistency
across this range of heterogeneity is difficult [91]. Moreover, the integration of legacy
systems into a data quality standard [92] remains a wide a gap, and highlights the need for
a robust, flexible, and wide-reaching framework that can accommodate AI and century-old
sensors alike. Techniques to retrofit or infer data quality from limited outputs are needed,
such as guidelines for supplementing legacy systems with modern, external sensors to act
as reliable proxy data collection. Data format and semantic inconsistencies are another
challenge to be solved [93], with a vast array of machinery that spans not only the globe,
but many decades. Different machines label and structure data differently, which will lead
to misinterpretation if not aligned.

7.2.3. Real-Time Assurance vs. Volume

Maintaining high data quality in real time as data scales up is non-trivial. This
problem is exponential as more and more sensors are used, but the relationships between
data streams are also analyzed [94]. Even for single data streams that require large amounts
of data, that data might be generated faster than it can be properly analyzed. There is
currently a gap in ultra-fast data validation that is important today for these large data
processes, but will continue to be critical as data collection continues to scale up [95].
Solving this might require novel hardware solutions or smarter data reduction that does
not lose critical information. The balance between data volume and quality is tricky, because
collecting less data can make quality management easier, but might forfeit insight [96]. On
the other extreme, collecting all data creates a “needle in the haystack” problem for quality
monitoring. There are promising techniques like selective sampling or adaptive fidelity
(variable data rates based on process state) that could help alleviate this gap, but further
research is needed.

7.2.4. Human Factors and Data Culture

Technology alone is not enough to solve the larger problem. Adding to this gap is
the organizational and human aspects of data quality. Across manufacturing fields, many
operators and engineers are not yet fully trained in data literacy [97], and as a result they
might not know how to interpret a data quality metric, or understand what to do when
a data anomaly alert appears. As mentioned earlier, this is exacerbated by the growing
number of older workers retiring, taking that intuition through experience with them.
Developing intuitive tools and training for the workforce to fully understand data quality
is crucial, and remains a large gap in both research and industry [98]. Moreover, there is a
strong need to establish a “data quality culture” where everyone (from machine operators
to C-level executives) will value and promote data integrity [99]. This is a major culture
shift for not just one generation of workers, but most/all the generations working together
in a manufacturing organization.

7.2.5. Missing Data Prediction Confidence and Use Cases

While there has been progress in advanced imputation, a gap remains in quantifying
confidence and in deciding what automated actions can be taken on imputed data. If a
system predicts a critical value in a high-impact process, should the control system act
on it when the consequences of a false positive or negative could be devastating? Under
what conditions is that acceptable? Research must explore frameworks for decision making
under data uncertainty, with the ability to create a consistent model that acts predictably, yet
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is purposely flexible to ensure that the risk management element is applied proportionately
to the severity of the consequences [100].

7.3. Illustrative Example: Output Data Dropout

This section presents both a controlled illustrative example and a realistic industrial
case study to evaluate the proposed uncertainty-aware framework for missing output
reconstruction. The objective is twofold: first, to analyze the behavior of deterministic
and probabilistic models in a transparent synthetic environment; second, to validate their
applicability in a complex manufacturing-like process characterized by nonlinear dynamics
and strong multivariate dependencies.

Rather than treating missing data as a mere preprocessing inconvenience, this study
frames output dropout as a critical data quality issue capable of compromising down-
stream analytics, digital twins, and AI-driven decision systems. Reconstruction meth-
ods must therefore provide not only accurate estimates but also a quantification of
prediction reliability.

7.3.1. Synthetic Benchmark: Extended Ishigami Dataset

A synthetic multivariate dataset derived from an extended version of the Ishigami
function [101] was employed to create a controlled validation environment. The Ishigami
function (Y1) is widely adopted in uncertainty quantification due to its strong nonlinearity,
non-monotonic response, and significant interaction effects among variables.

Five independent inputs (X1, . . ., X5) were sampled uniformly in the interval [−π, π],
generating three outputs:

Y1 = sin(X1) +α sin2 (X2) + b X4
3 sin(X1)

Y2 = sin(X4) cos(X5) + 0.5X1

Y3 = exp(−X2
2) + X3 sin(X4)

where (α = 7) and (b = 0.1). A total of 1000 samples were generated. Y1 follows the
canonical Ishigami function, while Y2 and Y3 are additional nonlinear outputs introduced
to form a multi-output benchmark. Although synthetic, the dataset reproduces key proper-
ties commonly observed in industrial sensing systems, including nonlinear relationships,
heterogeneous outputs, and cross-variable dependencies.

To emulate realistic data degradation, 20% of the output values were randomly re-
moved, mimicking scenarios such as temporary sensor failures, communication losses, or
synchronization issues that disrupt the digital thread.

Two models were evaluated:

• A deterministic artificial neural network (ANN);
• A probabilistic Deep Kernel Learning (DKL) model combining neural feature extrac-

tion with Gaussian Process regression.

A schematic comparison between the deterministic ANN and the DKL architecture is
illustrated in Figure 1.

7.3.2. Model Implementation and Training Configuration

The architecture and training configuration of the ANN and DKL models are sum-
marized in Table 1. The models were implemented in PyTorch (Python 3.13.2). For the
ANN model, a fully connected feedforward architecture was adopted with four linear
layers, input → 32 → 64 → 64 → output, using ReLU activations after each hidden layer.
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The ANN was trained using the Adam optimizer (learning rate = 0.01) for 500 epochs,
minimizing the Mean Squared Error (MSE). To simulate output data dropout, 10% of the
target values were randomly masked. Only samples with complete targets were used
for training, while samples with missing targets were used for reconstruction evaluation.
Input and output variables were standardized using zero-mean, unit-variance normal-
ization (StandardScaler), and an 80/20 train–test split was adopted. For both datasets,
the hyperparameters were selected based on validation performance using a hold-out
validation set.

 

Figure 1. Schematic comparison between the deterministic ANN architecture and the Deep Kernel
Learning (DKL) model. The ANN produces a point estimate (ŷ), while the DKL combines the same
neural architecture with a Gaussian Process (GP) head to provide mean prediction and predictive
uncertainty (µ ± σ).

Table 1. ANN and DKL architecture and training configuration adopted for the Ishigami dataset.

Parameter ANN DKL

Architecture 32-64-64 64-64 + GP

Optimizer Adam Adam

Learning Rate 0.01 3 × 10−2

Epochs 500 500

Kernel - Matérn 1.5

Inducing - 200

Mask Rate 10% 10%

While the ANN produces fast point predictions (Figure 2), the DKL framework
(Figure 3) additionally provides predictive uncertainty, enabling reliability-aware
reconstruction.

Both models successfully identify abnormal outputs; however, the probabilistic formu-
lation consistently achieves higher reconstruction accuracy while simultaneously quantify-
ing prediction confidence. This capability transforms imputation from a purely numerical
task into a reliability-aware decision mechanism.

7.3.3. Industrial Case Study: Tennessee Eastman Process

While the synthetic benchmark provides a controlled validation environment, the
industrial case study demonstrates the practical applicability of the proposed framework
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under realistic operating conditions. For the Extended Tennessee Eastman Process (TEP)
dataset, the same reconstruction protocol was adopted. Input variables were standardized
to zero mean and unit variance, and an 80/20 train–test split was applied. The variable
xmeas_17 was selected as reconstruction target. Output data dropout was emulated by
randomly masking 10% of the target values in the evaluation set. The DKL model was
implemented in GPyTorch (Python 3.13.2) using a neural feature extractor followed by
a sparse variational Gaussian Process head. The GP head employed a Matérn kernel
and Gaussian likelihood, and variational inference was optimized via the ELBO objective
using inducing points. The specific DKL hyperparameters (learning rate, epochs, and
inducing point count) are reported in Table 2 with the implementation code used for the
TEP experiments.

 
Figure 2. Reconstruction of Y1 (canonical Ishigami function output) using the deterministic ANN
model. The nonlinear trend is captured; however, the model provides only a point prediction without
uncertainty estimation.

Figure 3. Probabilistic reconstruction of Y1 (canonical Ishigami function output) using the DKL
model. The shaded region represents the predictive uncertainty (µ ± σ).

The extended Tennessee Eastman Process (TEP) dataset introduced by Reinartz
et al. [102] was adopted as an industrial benchmark. The TEP simulates a complex chemical
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production plant characterized by nonlinear dynamics, strong cross-variable correlations,
and multiple operating regimes. Each observation contains 55 process variables, closely
resembling modern sensorized manufacturing environments where reliable data streams
are essential for automated decision making.

Table 2. ANN and DKL configuration and training parameters used for the output reconstruction
experiments.

Parameter ANN DKL

Architecture 128-64-1 64-32 + GP

Optimizer Adam Adam

Learning Rate 1 × 10−3 3 × 10−3

Epochs 400 300

Kernel - Matérn 1.5

Inducing - 400

Mask Rate 10% 10%

The process variable xmeas_17 was selected as the reconstruction target due to its
structured temporal behavior and measurable dependency on other process variables.
To emulate realistic data quality degradation, 20% of the target values were randomly
removed, reflecting practical scenarios such as sensor outages, communication failures, or
temporary acquisition faults.

Figure 4 illustrates the reconstruction obtained using the deterministic ANN model.
The network successfully captures the global trajectory of the sensor signal; however,
visible deviations remain, particularly in regions characterized by sharper transitions.
Quantitatively, the ANN achieves an RMSE of approximately 0.27 and an R2 score close to
0.83, indicating good yet imperfect reconstruction capability. These residual errors highlight
a fundamental limitation of deterministic models, which provide point estimates without
expressing prediction confidence.

 
Figure 4. Reconstruction of the xmeas_17 sensor using the deterministic ANN model. While the
global trend is captured, noticeable deviations from the ground truth remain in regions of higher
signal variability.

Similarly, the coefficient of determination increases from approximately 0.83 for
the ANN to nearly 0.87 for the DKL (Figure 5), confirming an improved ability to ex-
plain the variance of the process signal. This result indicates that the probabilistic for-
mulation enhances both local reconstruction accuracy and the global representation of
system dynamics.
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Figure 5. Probabilistic reconstruction produced by the DKL model. The shaded region represents the
uncertainty quantification, illustrating stable uncertainty estimates and strong alignment with the
ground truth signal.

A direct comparison of the performance metrics is reported in Figure 6. The con-
sistent improvement across both RMSE and R2 suggests that incorporating uncertainty
into the learning process yields more reliable reconstructions without sacrificing the
predictive stability.

 
Figure 6. Performance comparison between ANN and DKL models. The probabilistic approach
achieves lower reconstruction error and higher explanatory power.

The predicted-versus-true relationship shown in Figure 7 further supports these
findings. DKL predictions remain tightly concentrated around the ideal diagonal, whereas
ANN outputs exhibit a broader dispersion pattern. This reduced spread indicates improved
calibration and stronger agreement between predicted and observed values.

Beyond accuracy, uncertainty plays a central role in assessing reconstruction reliability.
The median coefficient of variation (CoV) is approximately 0.023, indicating that predictive
uncertainty corresponds to only about 2–3% of the reconstructed signal magnitude. Such
a low relative uncertainty suggests that the model operates in a highly confident regime
across most operating conditions.

Importantly, uncertainty bands expand near sharper signal transitions, demonstrat-
ing adaptive behavior: the model expresses higher uncertainty precisely where the
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reconstruction task becomes more challenging. This property is particularly desirable
in industrial environments, where distinguishing between confident and uncertain esti-
mates is essential for risk-aware decision making.

 

Figure 7. Predicted versus true values for the imputed samples. The tighter clustering of DKL
predictions around the diagonal indicates improved reconstruction fidelity.

Notably, the alignment between reduced reconstruction error and low predictive
uncertainty indicates that the probabilistic model is not only more accurate but also
better calibrated.

Overall, the industrial experiment confirms the trends observed in the synthetic bench-
mark: uncertainty-aware models improve reconstruction accuracy while simultaneously
providing actionable information regarding prediction confidence. This dual capability is
critical for maintaining trustworthy data pipelines and supporting reliable automation in
smart manufacturing systems.

The consistency between synthetic and industrial results strengthens the generalizabil-
ity of the proposed framework and highlights its potential for deployment in real-world
industrial scenarios.

From an operational perspective, the availability of both reconstructed values and
associated uncertainty estimates enables more informed decision making within industrial
data pipelines. Rather than blindly replacing missing sensor readings, maintenance systems
could prioritize inspections when uncertainty exceeds predefined thresholds, while highly
confident reconstructions could be safely reintegrated into analytics workflows.

For instance, in predictive maintenance scenarios, low-uncertainty imputations may
allow continuous monitoring without interrupting production, whereas high-uncertainty
estimates could trigger fallback strategies such as sensor redundancy checks or manual
validation. This distinction transforms missing value handling from a purely data-centric
task into a risk-aware operational process.
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More broadly, embedding uncertainty-aware reconstruction into digital infrastructures
contributes to preserving the integrity of the digital thread, ultimately supporting safer
automation and more trustworthy AI deployment in smart manufacturing environments.

7.4. Implications and Recommended Framework

Given these observations of the trends and gaps of ensuring high quality data for
manufacturing, we recommend concrete guidelines that will help to build the frame-
work/standards needed. These guidelines are critical in moving the industry toward
better data quality control, moving the whole of manufacturing closer to the ideals of
Industry 4.0/5.0.

First, the framework should be developed in a way that supports the uniquely wide
range of manufacturing applications. The level of detail should help to promote consistency,
but be mindful of the global variation in manufacturing practices and standards. To address
the challenge stated in Section 7.2.1 (Unified Data Quality Frameworks), the framework
should begin with relevant existing standards within the targeted industry, then develop
a guided path for data engineers, process owners, and manufacturing technicians to first
identify the company-level problems to be solved (increased revenue, reduced cost, faster
throughput, etc.) that the process being examined contributes toward. To address the
challenge stated in Section 7.2.3. (Real-Time Assurance vs. Volume), the team should
then examine the specific metrics that are most critical to monitor for the process and
explore (through experimentation, user experience, hybrid modeling, etc.) which driving
data streams contribute to the process metric’s performance. Once identified, the data
streams should be labeled and stored in a way that a data analyst unfamiliar with the
process can find, understand, and effectively use the data. Examples of this framework
for a given data stream could include the sensor used, process point where the sensor is
placed, units of measurement and timing, historical accuracy, logs of data failures, etc.). In
summary, the data selection and standards should be driven by both the top-level metrics
and process-level metrics. This provides discrete guidance on priority, the amount of effort
needed, and the specific level of detail required to map and connect a given data stream.
The approach should be driven by “minimum effective effort”, which ensures that the data
will be collected and framed in a way that solves the needed problems, without committing
excess resources to this already intensive effort.

Furthermore, the framework should be developed heavily toward the support of a
real-world manufacturing environment. Rather than the sterile, controlled laboratory, the
framework should be structured specifically to support manufacturing processes that have
operated for five or more decades, with equipment that has been operating that length of
time alongside modern IoT devices and AI process monitoring systems.

Second, the framework should be both modular and scalable. In testing how adaptive
it must be, we need to plan for the framework to support even quantum computing
applications in the factory, with computing capabilities able to handle a real-time analysis
of multivariate data. While further research is required, it seems most beneficial to develop
the specific framework for data quality at the sensor/instrument/machine level. This
ensures that the data integrity can be performed as soon as the data is created, providing
the maximum opportunity for data errors of any type to be detected and mitigated.

To address the challenge stated in Section 7.2.4. (Human Factors and Data Culture),
the framework should emphasize the modular level of sensor/instrument/machine not
just for scalability, but to better connect to the humans who will use this data. Ensuring that
the data is tied to metrics at the process level will empower the humans who are directly
managing that process. It increases their ability to understand the data and its connection
to the process causes and effects. This creates a much shorter chain of explainability, has a
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higher chance of including context, and ensures less skepticism by the operator or process
owner, even if they have not been specifically trained in data literacy. The effect of this
modular encapsulation of process, data, insights, and understanding has potential benefits
as the data framework expands upward. This is because validated data be connected with
other processes and factory-level insights, but can also be accompanied by the human
insights and acceptance from those sensor-/instrument-/machine-level modules.

This is also naturally efficient because only data certified as high quality is transmitted
to higher levels in the system architecture. This framework should be able to operate at that
single sensor, single unit level, but seamlessly integrate with other modular calculations for
data quality so that multivariate data quality can also take place at the lowest possible level
(e.g., an edge device that collects data from a group of sensors, and uses both individual
sensor data along with sensor fusion to properly determine data quality).

Third, there should be particular emphasis on the risk management elements for
this data quality framework. The data collection and models verifying quality should
include an embedded confidence assessment, providing rich insight into the reliability of
any data captured or imputation. A firm, quantifiable understanding of confidence can
be weighed against the process being monitored and its criticality (e.g., if it has significant
consequences for false positives or false negatives). This can create a consistent but highly
flexible framework to ensure that the level of risk appetite for a given process intervention is
well understood and appropriate. The need for confidence levels and an understanding of
uncertainty is also critical due to these models likely involving AI-driven decision making.
While AI can be very accurate, it must be balanced with a clear understanding of confidence
in the AI model’s output.

The example shown in Section 7.3 directly addresses this challenge, illustrating how
risk management can be better informed through a framework that includes an uncertainty-
aware assessment. This can be a critical improvement when placing greater trust on data-
driven insights, and can also serve as a partial gap when compensating for the knowledge
gaps left by retiring experts described in Section 5. While gaining that level of insight from
decades of experience may be impossible if not thoroughly documented while experts are
still among the workforce, providing a layer of uncertainty-aware context to data insights
can enhance the decision making of operators who are trained but less experienced.

Fourth, the framework should create as little overhead as possible. This is important
to ensure the framework can be indefinitely scalable, but has practical implications as well.
The verification that collected data is complete, accurate, and interpretable is necessary.
However, that does not mean that it is value-added. It adds no additional value to the
manufacturing process, even though it is required. As such, the process must be as lean
as possible to minimize the overhead burden on organizations. Only this framework will
ensure that large enterprises and small job shops can actively use the framework without
undue burden. An aspect of this should be the preference for intelligent software-based
validation over the use of redundant sensors. While there may be high risk implementations
where redundant sensors are necessary, it should be understood that there is always a cost
and added risk to increasing the number of sensors simply for the sake of data quality
verification. It can certainly help in some cases where the overhead and added complexity
are well worth the benefit created. For most implementations, however, there is the risk of
creating the Two Generals’ Problem [103], which illustrates how the redundancy used for
validation means that the redundant element must also be validated, effectively adding
overhead with no added benefit.

In order to address the challenge discussed in Section 7.2.2. (Interoperability and
Heterogeneity), it is critical to know how much effort should be spent in the process of
accessing, validating, and standardizing data feeds from legacy equipment with limited
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data output capabilities. Addressing this challenge involves the other recommended
framework elements described in this section: creating a unified framework, ensuring the
framework is modular/scalable, and incorporating risk assessment through uncertainty-
aware methods. While the process will vary by machine/sensor/data, a team working
to answer the question of incorporating legacy sensor data should consider the following
elements. At this point the team should have detailed insight into the top-level problems
the company is working to solve, and how the process in question directly contributes
to affecting those result metrics (e.g., revenue, costs, throughput). The team should also
know what process metrics must be tracked, and what level of accuracy, confidence levels,
and timeliness these metrics require. Based on this, the team will be able to explore the
sensor data required within the process, assessing what data is currently available. In the
case of potentially available legacy sensor data, the team can conduct a fairly accurate
assessment of the cost/benefit comparison. This comparison weighs the overall benefit
from acquiring/validating legacy sensor data vs. installing a new proxy sensor. Firm
requirements such as accuracy, accessibility, and reliability will already be known at this
time, allowing this cost/benefit decision to be well informed by the team.

8. Conclusions
The rise in data-centric tools such as advanced analytics, AI, IoT, vastly improved

computation capabilities, and an emerging digital thread in leading manufacturing firms
has significantly elevated the role and value of data in the manufacturing industry. In this
exploration of this topic, we successfully validated that the amount of data collected and
used for critical decision making has increased dramatically over the last several decades,
and the rate of data collection continues to accelerate as AI-driven tools require more
and more data to be effective. We have explored the level at which business leaders are
relying upon data to make not just operational but strategic decisions—even though these
same leaders simultaneously admit that their companies have major data shortcomings,
with bad/incomplete data informing decisions on a regular basis. A number of different
studies attempted to quantify the cost of this bad data, showing a multifaceted problem
that identifies both direct and indirect (though not insignificant) costs. We studied research
and applications for solving this problem, focusing on identifying missing data and corrupt
data and predicting missing values. After exploring the relevant trends of research and
development in this area, we identified critical gaps that must be addressed before the
manufacturing industry can approach a functional Industry 4.0/5.0. Finally, we proposed a
list of critical guidelines that should be followed as the industry builds toward a unifying
framework for data quality assurance in manufacturing.

The need for reliable, accurate, complete, and interpretable data cannot be overstated.
Manufacturing organizations are still relatively immature in creating strong digital threads
that can fully leverage connected, high quality data. AI applications are quickly growing,
however, and can make use of quality data at a specific process level today. That said, the
gap between today and an industry with consistently high quality data is extensive, and
is at risk of growing larger, not smaller, as more and more data collection is implemented
without a strong data quality framework. There are tangible, quantitative costs to poor data
quality, measured in the millions of dollars for the average manufacturing company. There
are opportunity costs that are incurred as poor data quality companies lose out on rapidly
evolving AI, optimization insights that span the entire operation, and protection against a
knowledge drain from retired experts and experience the risk of strategic blunders by using
inaccurate information; these costs are difficult to quantify, but will likely be realized in the
near future as data quality serves as a key differentiator between successful manufacturers
and companies that are forced to exit the market.
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Future Research Needed

To this end, the industry and research institutes globally must continue to pursue
efficient, effective, and flexible standards to ensure that data quality is verified/mitigated
at its source. There are four recommended research questions that can help propel the
industry toward Industry 4.0/5.0:

• Can we develop a unified framework that monitors and maintains data quality across
heterogeneous manufacturing systems (legacy and modern equipment, different data
types) in a scalable way?

• How can we design manufacturing control systems that not only detect data anoma-
lies/dropouts in real time, but can automatically react (through fail-safes or corrective
actions) to prevent quality or safety incidents?

• How can we incorporate domain expert knowledge into AI systems to create a con-
sistent interpretation of manufacturing data (enabling a smaller and less-experienced
workforce to use effective decision making)?

• What untapped insights can be gained by analyzing the “dark data” in manufacturing,
and how can we reliably integrate those insights into process optimization without
creating data quality issues?
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