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Abstract

This survey reviews recent developments in fault diagnosis for both linear
and nonlinear dynamical systems, covering model-based and data-driven ap-
proaches as well as passive and active detection and estimation methods. A
central focus is placed on the geometric interpretation of diagnosis filters
and their connection to the concept of behavioral sets, providing an intuitive
view of their performance. We also review optimization-based techniques
that enhance the robustness of linear filters when applied to nonlinear or
uncertain systems. Furthermore, we point out recent progress in active fault
diagnosis, where input design plays a key role in improving detectability
and estimation accuracy. To bridge theory and practice, we include a set of
real-world industrial applications that demonstrate the implementation and
effectiveness of these methods in realistic settings.
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Fault: an undesirable
deviation from the
nominal condition,
caused by sources such
as internal
malfunctions,
hardware degradation,
parameter variations,
external disturbances,
or stealthy
(adversarial)
manipulations
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1. INTRODUCTION

Health monitoring and control of engineering systems under potential faults or anomalies is a
critical concern in modern industry. This broad area of research, commonly referred to as fault
diagnosis, includes a diverse set of problems (1). This survey provides a structured overview of the
literature, organized around key problem formulations, system dynamics and information settings,
and various solution approaches developed to address them.

1.1. Problems

Fault diagnosis typically comprises four interrelated problems: fault detection, faultisolation, fault
estimation, and fault mitigation or fault-tolerant control. Fault detection refers to the ability to
determine whether an unexpected event or anomaly has occurred in a system (2, 3). Once a fault
is detected, fault isolation aims to identify the specific source or location of the fault within the
system (4, 5); it extends fault detection by distinguishing among multiple potential fault sources
to determine which has occurred. Fault estimation is the next level of fault isolation and aims to
quantify the magnitude, dynamics, or temporal evolution of the fault (6, 7). Finally, fault mitiga-
tion involves designing corrective actions or control strategies to minimize the impact of the fault
or restore system functionality (8, 9). While the diagnosis problems exhibit increasing conceptual
and technical complexity from detection to mitigation, each poses distinct theoretical and prac-
tical challenges depending on the system setting and available information. This survey focuses
on fault detection, isolation, and estimation (skipping mitigation), with particular emphasis on
the geometric interpretation of diagnosis filters and the intuition behind how they partition the
measurement space.

1.2. Settings

The analysis and design of fault diagnosis filters depend on several key components, including
(#) the underlying system dynamics (linear versus nonlinear dynamics), (4) the available informa-
tion (exact versus uncertain models), and (¢) the degree of freedom (passive versus active diagnosis).
With regard to the dynamics, the majority of fault diagnosis techniques have traditionally been
developed for linear time-invariant (LTT) systems (10, 11), where the system’s behavior can be
tully captured by a fixed set of matrices. However, real-world systems often exhibit nonlinear be-
haviors, possibly influenced by multiplicative noise (12), time-varying parameters (13), or other
general nonlinearities (e.g., 14-16). In such cases, fault diagnosis becomes significantly more com-
plex. Another important consideration is the extent of model information available to the diagnosis
algorithm. In some cases, the model is only partially known or contains structured uncertainties,
requiring robust or adaptive approaches (17, 18). In the extreme case, no model information is
available, and data-driven methods are required (19, 20). Furthermore, prior knowledge about the
class of possible fault signals, such as their temporal profiles (21), magnitudes, or sparsity (13, 22),
can significantly influence the design of detection and estimation schemes. Depending on the as-
sumptions about fault signal behavior and uncertainty, fault diagnosis can be approached from a
robust/adversarial perspective or a probabilistic/statistical framework (17), each of which offers
different guarantees and trade-offs.

An alternative lens through which one can strike a balance between these knowns and un-
knowns at the modeling level is game theory, where the interaction between the diagnosis system
and the fault signal can be modeled as a game between two players: a defender (the diagnosis
filter) and an attacker (the fault signal). In this formulation, the diagnosis algorithm must be
robust against worst-case scenarios, where the adversarial signal may actively seek to evade
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detection. It is worth noting that this game-theoretic viewpoint is typically less conservative
than the classical robust approach, as it explicitly accounts for the strategic interaction between
attacker and defender. The game-theoretic perspective is particularly suited for security-critical
applications, such as cyber-physical systems (23) and autonomous vehicles (24), where faults may
be deliberately introduced by intelligent attackers. However, game-theoretic formulations are
beyond the scope of this survey and are not covered.

While most existing work has focused on passive fault diagnosis, where the system is moni-
tored without intervention, a promising yet underexplored direction is active fault diagnosis. This
approach involves designing excitation inputs to improve fault detectability or enhance diagnostic
performance. Active strategies are particularly valuable in low signal-to-noise ratio settings (25)
or when fault effects on measurements closely resemble those caused by normal disturbances (26).
Despite improving diagnosis performance, the design of optimal probing inputs poses its own set
of additional challenges, as it often results in intractable, nonconvex optimization problems.

1.3. Solution Approaches

A core aspect of fault diagnosis is the design of filters or classifiers that process input-output
measurements and generate residuals or decision signals indicative of faults. These filters are
typically modeled as either linear or nonlinear systems and are often parameterized to opti-
mize performance criteria such as sensitivity, robustness, or detection delay. While linear residual
generators are well-established for LTT systems (27, 28), nonlinear observers (14, 29) and data-
driven classifiers—particularly those based on machine learning (30)—are gaining attention in
handling nonlinear dynamics. The filter design inherently involves trade-offs between fault sensi-
tivity and robustness to modeling uncertainties and disturbances. A unifying and intuitive way to
interpret diagnosis filters is through their geometric effect on the measurement space (31). Specif-
ically, the filter induces a partition of the input-output measurement space, where each region
corresponds to a particular fault mode (32). In the case of linear filters, this often results in sub-
space partitioning, where the residual space is structured to separate nominal and faulty behaviors
(33).

The survey discussion is organized based on system dynamics, available information, filter
parameterization, and solution methods, with particular attention to their geometric insights.
We also review emerging frameworks in game-theoretic and active detection, offering a com-
prehensive overview of current methodologies and outlining key directions for future research.
Furthermore, we illustrate the relevance of these methods through several modern applications,
including cyber-security in power systems, anomaly detection in autonomous vehicles, and health
monitoring of high-end industrial printers, supported by real-world case studies and, where
applicable, experimental implementations. Table 1 summarizes the reviewed literature.

1.4. Notation

Sets N, R (R,), and C denote the nonnegative integers (including zero), the (positive) real num-
bers, and the complex numbers, respectively. I denotes the identity matrix, with I, indicating its
size n. For any matrix X, the notations X and X imply its block Toeplitz and Hankel structures,
respectively, while X' represents the Moore—Penrose inverse. |-||o and [|-||; correspond to the
infinity norm and 2-norm of a vector, respectively, whereas ||-||;, denotes the £,-norm of a signal.
Signals in this article are (generalized) functions of either discrete or continuous time, depend-
ing on context, and often omit the argument—e.g., a multivariate signal x : 7 — R™, where the
time set 7 is either R, for continuous-time systems or N for discrete-time systems, is generally
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Residual: a diagnostic
signal that indicates
the presence of a fault,
remains decoupled
from other inputs, and
is computed from
known signals
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Table 1 Summary of the literature reviewed in the survey
Diagnosis problem
Setting Dynamics Fault detection Fault isolation Fault estimation
Perfect model Linear 11,23,27,28,34-37 4,5,8,10,22,31,32,38-42; | 6,7,12,47-51;25
26,43-46
Nonlinear 14 14, 52-62 13, 63-66
Imperfect model Linear 18, 67 68 69-71;72
Nonlinear 15,17,21,73,74 15,16,29,73 24
Data-driven Linear 20, 30, 75-79 33,80; 81 19, 82-94
Nonlinear 95,96 97-100 101, 102

Non-underlined reference numbers are for works on passive diagnosis; underlined numbers are for works on active diagnosis.
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represented in system equations simply by x. We use the operator q for the differentiation or
the forward time shift, i.e., qx(z) = x(t + 1) for a discrete-time signal x and qx(¢) = dx(¢)/d¢ for a
continuous-time signal. Since ¢ is a linear and commutative operator, we treat polynomials of ¢ as
typical LTT systems and occasionally evaluate these polynomials at some value of q in C to reveal
system properties such as poles, zeros, and matrix rank.

2. PROBLEM DEFINITION

Given a dynamical system of interest, a diagnosis filter is an engineered system that processes
available measurements and provides the required information for detection, isolation, and/or
estimation of faults present in the system. The standard setup is illustrated in Figure 1. Each
block is subject to different multivariate signals. The signalsu : 7 — R™ andy : 7 — R" denote
the control input and the dynamical system output, respectively, both of which are known and
measurable. The unmeasured signals f : 7 — R, w: T — R™ and d : T — R™ represent the
fault, noise, and natural disturbance, respectively. While the fault is the signal of interest, the
remaining unknown signals are expected to be filtered out by the diagnosis filter. The distinction
between noise and disturbance is common in the literature but subtle, as it depends more on the
problem than on the nature of the signals d and w. The disturbance signal d is generally low-
dimensional but has a large influence on the output, and as such it is expected to be decoupled at
the diagnosis filter. In contrast, the signal w includes process and measurement noise that can have
a larger dimension but a limited impact, typically being characterized by a random process or a
bounded signal. The diagnosis filter processes the available measurements u and y to generate the
residual r, which is the signal that enables the diagnosis task of interest. In general, the residual
must be (approximately) zero irrespective of the natural disturbance d, as long as the fault is zero
(i.e., f = 0). At this level of generality, we can formally introduce the residual as the function of
the exogenous four signals [i.e., r(f,w,d,u)] and translate the fault detection problem using the

f —>
w —> Dynamical Y Diagnosis .
d — > system filter

u

A

Figure 1

General configuration of systems and diagnosis filters. The filter processes the available control inputs u and
output measurement y and generates the residual r that offers information on the fault signal f, regardless of
natural disturbance d and exogenous noise w.

Sheikhi et al.



Figure 2

Two characterizations of a hyperplane (zzint green) containing the healthy input-output trajectories Bpe,iehy»
when the diagnosis filter is a linear dynamical system: the span of the hyperplane using the basis [v;,v;]
(green) and the span of the null space (i.e., the orthogonal complement) using the basis v (blue). The
trajectory resulting from a sinusoidal input is shown in dark green.

following mappings:
d+— r0,0,d,u)=0, Vu,d (disturbance decoupling), la.
f— rf,0,d,u)#£0, Vvud (fault sensitivity). 1b.

Equation 1a ensures perfect decoupling of d in the noise- and fault-free condition regardless of
u, whereas Equation 1b guarantees sensitivity to the fault, even when d is present.

2.1. Geometric Interpretation

Consider the configuration illustrated in Figure 1 and the detection problem characterized
through the mappings in Equation 1. The disturbance decoupling in Equation 1a essentially char-
acterizes a set containing all the healthy trajectories of the pairs (u, y) for the underlying dynamical
system in the absence of faults f. The minimal among such sets is often referred to as the behavioral
set (103) and is denoted hereafter by Bieyiehy-

The geometry of the set characterized by Equation 1a is determined by the diagnosis filter, i.e.,
the mapping from (u,y) to the residual r. When this diagnosis filter is itself a linear dynamical
system, the set Bycainy takes the form of a hyperplane, as depicted in Figure 2. There are two
ways to characterize Bhcalny: (@) describing the hyperplane using its basis and (4) describing its null
space. The former is primarily a subject of the system identification literature. Let us elaborate on
this further through a simple example.

Example (characterization of healthy behavior). Consider a first-order stable
continuous-time system described with qy + y = u, where g represents the differentiation
operator. Equation 1a indicates that r = 0 if qy +y = . As such, it defines a hyperplane
in the space with coordinates (#, y, qy), where one such trajectory results from a sinusoidal
input (see Figure 2). More specifically, any system trajectory (u,y, qy) is healthy if any of
the following hold:

u 10 u
=(01 |:alj|f0rsomesignalsot1,oe2 — [-111]|y |=0.
o
ay 11| L™ v
———
[vi,v2]
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equations that includes
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dynamical systems in a
general form
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The pair [vi, 2] serves as a basis for the healthy hyperplane, while the vector v* is a basis
for the null space. An advantage of the null-space representation is that it readily yields a
potential filter » = qy +y — .

While these characterizations perfectly fit healthy data points in linear systems, this may not
hold for nonlinear dynamics, a topic further discussed in Sections 2.3 and 3.1.

2.2. System Representations

To provide a systematic way to characterize the healthy behavior in Figure 2, we consider a class
of system dynamics as the mapping from (f, w, d, u) to y (see Figure 1) described via differential-
algebraic equations (DAEs) as

H(q)& + L(g)z + F()f + W(g)w +n(E,2z) =0, 2.

where & : 7 — R™ is the unknown latent signal (e.g., internal states or natural exogenous distur-
bances), z : T — R™ is the known measurement signal (e.g., input-output trajectories), f : 7 —
R"/ is the fault signal (diagnosis target), and w : 7 — R is the unknown stochastic or bounded
signal (e.g., process and output noise). The matrices H(q), L(q), F(q), and W(q) are polynomial
matrices in ¢. The nonlinearity is characterized by (&, z), and without loss of generality, we as-
sume that the nonlinear function 1(-) has no affine terms around the origin. The DAE is a rich
modeling framework in the sense that it can encompass LTT systems and a class of nonlinear
systems. For instance, consider the state-space representation

qx = Ax + Buu + Bff + de + Bmwy
y=Cx+D,u+Df +Dyd +D,w,

in which the system state is represented by x:7 — R™. The system matrices
(A, [B,,B4,B,,B,],C,[D,,Ds,D,,D,]) form a state-space realization, which can be readily
converted to transfer functions as well (104, 105), yielding

y =Gu@u+ Gr()f + Gi(a)d + G, (@)w, x(0) =0, 4.

where G,(q) € R, G¢(q) € R""7, Gy(q) € R*™™, and G, (q) € R””™ are transfer func-
tion (i.e., rational) matrices in q. The conversion from state space in Equation 3 to DAE in
Equation 2 is obtained by defining the matrices

H() = [A;qlgj, £ m L():= [g _01} = m
F(q) := B;; } W(q) = B}

The nonlinear extension is straightforward, for which we direct readers to Reference 106.

2.3. Residual Generation

Residual signals are typically generated using either hardware redundancy or analytical redun-
dancy. While hardware redundancy is commonly recommended in safety-critical applications (1),
this review focuses on the use of analytical redundancy to generate residuals. An example of ana-
lytical redundancy is a mathematical model describing the system under consideration. Taking the
difference between the actual system output and the model output readily yields a residual signal
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for diagnosis. However, in many cases, such as in the presence of the external disturbance signal
d, satisfying the conditions in Equations 1a and 1b requires a more involved residual generation
process.

Consider the noise-free linear system following the DAE model in Equation 2 by setting
1n(&,z) = 0 and w = 0. In this formulation, the aim is to exclude the contribution of the signal
& from the residual. We begin by formally defining the healthy behavioral sets Byeany (visualized
in Figure 2) as the sets of available measurement signal z consistent with specific properties dic-
tated by the model. The healthy and faulty behaviors of a linear deterministic system [n(&, z) = 0,
w = 0] are described as

Breatehy := {z | 3& : H(q)& + L(q)z = 0},
Bpay = {z | I # 0, & : H(q)& + L(q)z + F(q)f = 0},

which reflects a similar notion introduced in the behavioral approach theory (107).

We are now ready to parameterize the residual generator (diagnosis filter block in Figure 1)
for a given model in Equation 2. Let Ny (q) be the polynomial matrix whose rows span the left
null space of H(g), forming a minimal polynomial basis (11). The healthy behavior set Bpeimy can
then be equivalently characterized by

Bhealthy := {z | Nu(q)L(q)z = 0},

allowing us to generate the residual signal using polynomial matrix equations. Left-multiplying
Equation 2 by N (q) yields the residual signal

r = Ny (q)L(q9)z = =Ny (q)F()f,

provided that Ny (q)F(q) # 0. This parameterization effectively enforces the decoupling and sen-
sitivity conditions described in Equations 1a and 1b, respectively. To ensure the filter is realizable,
an arbitrary stable polynomial #(q) of sufficient order is introduced,' leading to the residual
generator

r=R(q)z=a"(q)Nu(@)L(q)z, 5.

which serves as a baseline for dealing with different classes of fault diagnosis. This practical intro-
duction of poles creates transient behavior in the residual, even in the absence of faults. Therefore,
the decoupling criterion of Equation 1a holds only asymptotically. That is, the residual satisfies
the following two properties: lim,_, o, r(¢) = 0 for all z € By, and r(t) # 0 for all z € By
Such a linear filter falls into the category of null-space-based residual generators that decouple
the contributions of internal states and possibly natural disturbances (105). For the more re-
stricted class of state-space systems, the filter in Equation 5 is a kernel representation of the system
(34, 108). The kernel-representation literature typically parameterizes the filter via state-space or
transfer-function approaches. For detailed presentations, we direct readers to References 35, 104,
and 105.

Another method to generate residuals is through observers. Unknown input observers (UIOs)
were initially proposed for unbiased state estimation in the presence of inputs that are not di-
rectly measurable (109). This methodology was extended for residual generation in fault diagnosis

'Once Ny (q) has been designed and its degree is known, #(q) can be selected as a stable monic polynomial of
equal or higher degree, with poles chosen depending on, e.g., the dominant frequency characteristics of the
signals involved.
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Schur stable:
describes a matrix
whose eigenvalues lie
in the open unit circle
of the complex plane

Hurwitz stable:
describes a matrix
whose eigenvalues lie
in the open left
half-plane of the
complex plane

Parity relation:

a residual generation
method that exploits
temporal redundancy
between inputs and
outputs to check the
consistency of the
system’s mathematical
equations with the
measurements over a
time window
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schemes (32). For brevity, we keep the noise-free assumption. Then, an observer-based residual
generator for the system in Equation 3 takes the form

qf( = AUIO§( + (TB” — KDu)u + Ky, qe = AUI()C + (KDf — TBf)f,

r = Cyiox + Dyio(y — D,u), r = Cyoe + DuioD A,

where e:=%—Tx denotes the estimation error, and the design parameters
(T, K, Auio, Cuio, Duio) are subject to the following matrix equality constraint:
|:’(I; D_;i):| |:‘é g‘;i| = |:—A(IZJIIJCI)(;I"I‘ 8i|, and Ayo is Schur/Hurwitz stable. 7.

The necessary and sufficient conditions for the existence of a solution to Equation 7, assuming
B, is full column rank without loss of generality, are given by the following (32): rank DyjoC is
equal to rank B,, and (A, DuioC) is a detectable pair, where A := A — B,(DyioCB,)'DyioCA. A
residual generator satisfying Equation 7 simultaneously decouples both d and x in the same way
that the null-space-based filter in Equation 5 does. Ding et al. (28) demonstrated the equivalence
between the observer and transfer-function parameterizations.

Finally, residual generators can also be built by exploiting the left null space of the extended
observability matrix, which can be fully parameterized by the pair (A, C). This approach is the so-
called parity relation (10, 36). A classical result from Patton & Chen (110) shows that the parity
relation design is equivalent to the use of a deadbeat observer. The simplicity of the design renders
parity-based filters attractive for fault diagnosis applications, as further detailed in the next section.

3. DETECTION

In this section, we present the problem of fault detection and review existing formulations. We
also compare different detection schemes from a design perspective.

Fault detection problems are binary classification problems in which the decision-making
system determines whether the operational state is faulty or healthy. According to the residual
properties, a nonzero value of r is sufficient to indicate a fault. Therefore, the diagnostic residual
signal does not necessarily need to be multivariate for the purpose of detection. In fact, any linear
combination of rows in Ny (q), leading to a scalar residual, can serve as a basis for designing the
detection filter. To take this into consideration, the filter transfer function R(q) in Equation 5 is
modified to

R(q) = 2" (q)v(@)Nu(q)L(q) = 2~ (9)N(q)L(q), 8.

where y(q) is a polynomial row vector representing a linear combination of the rows of Ny (q).
Defining N(q) := v(q)Ng(q) implicitly incorporates the role of y(q) into the design while simul-
taneously resulting in a scalar residual signal. Hence, filter design amounts to designing the row
polynomial vector N(q) and the realization poles #(q). However, in this review, we keep #(q) fixed
and focus on determining an optimal N(q) based on the given filter performance criterion. The
filter design, in its simplest form, can be expressed as a polynomial matrix inequality:

N(g)H(q) =0,
N(q)F(q) #0.

Whether this problem can be solved or not is assessed via the property of fault detectability for
linear DAE systems, formally defined as follows.

9.

Definition (fault detectability). A nonzero fault signal f is detectable if for any z and
& satisfying H(q)& + L(q)z + F(q)f =0, z lies outside the healthy behavior set—i.e.,
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Z ¢ Bhealthy- Moreover, a system described by Equation 2 is fault detectable if any fault £
satisfying F(q)f 0 is detectable.

A necessary and sufficient condition guaranteeing both the fault detectability and the feasibility
problem in Equation 9 is provided by (38)

normal rank [H(q) F(q)] > normal rank |:H(q )]

If we use the methods presented in the sidebar titled From Polynomial Matrix Algebra to Linear
Algebra, then the problem in Equation 9 is equivalent, up to a scalar factor, to the following:

—\\

, =0 (disturbance decoupling), 10

||1<T\i\711,||oo >1 (fault sensitivity),
where p must be chosen sufficiently large, so that p + 1 is the degree of N(q). Mohajerin Esfahani
& Lygeros (17) reformulated this nonconvex problem as a series of linear programs. Here, we
provide a simpler solution via the linear algebraic approach outlined in the sidebar titled From

Polynomial Matrix Algebra to Linear Algebra. First, find Ny as the left null space of ﬁp. Next,
take p as the leading left singular vector of NH\i\?p, which ensures that pTNH\\i?p # 0, provided that

the system is fault detectable and p is sufficiently large. Finally, rescale p so that || pil‘NH\\f‘p loo < 1.
By construction, ¥ := u' Ny satisfies the conditions in Equation 9.
Once the residual generator is designed, detection logic is applied in the diagnosis filter:

J@r) <Jyn = no faulg,

11.
J(r) > Jy, = fault occurrence,

where J(r) denotes an evaluation function applied to the residual signal, and Jy, is the detection
threshold that must be determined during the training phase (18, 62, 112). In the ideal scenario
(i.e., a noise-free linear system), Jy, is set to zero, and any nonzero residual is interpreted as an
indication of a fault.

3.1. Nonlinear and Robustification Approaches

The set of feasible residual generators, as solutions to Equation 10, results in detection filters that
are effective under the noise-free linear assumption [i.e., w = 0 and n(§,z) = 0]. However, this
assumption rarely holds in practical scenarios due to inevitable model imperfections. To address
this, one may consider enhancing the robustness of the filter. We begin by identifying the sources
of such imperfections, followed by proposing a mechanism to mitigate their impacts.

On the one hand, model imperfections may arise from various sources, including unmodeled
dynamics, inherent model uncertainties (24), and natural noise components that cannot be entirely
decoupled; in addition, nonlinearities can be treated as a form of imperfection within the class
of linear diagnosis filters. On the other hand, the mechanism for filter robustification remains
consistent, regardless of the specific cause of these imperfections. In the general DAE formulation
given by Equation 2, these effects are accounted for by the terms W(q)w + n(§, z), which we refer
to here as model mismatch. If we left-multiply Equation 2 by 27!(q)N(q), the scalar residual
becomes

_ N@ N(q) N(q) N(q) ~ N
, _ f— :
(q)L( 9z = ﬂ(q)H(q)E ﬂ(q)F(q) e )W( q)w 2 )n(i z). 12
=0 rf MM
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FROM POLYNOMIAL MATRIX ALGEBRA TO LINEAR ALGEBRA

Representing polynomial matrices as certain types of real-(complex-)valued matrices is particularly useful for fault
diagnosis filter design. First, it enables efficient methods for performing operations with them (111), such as prod-
ucts, inverses, and null spaces. Second, it further allows one to place polynomial matrix constraints and objectives
in standard convex optimization methods.

Let X(q) and Y(q) be polynomial matrices in operator q of sizes 7, X n. and 7, X n,, respectively. Then, we have

126 ; Py ;
X(q) =Yy Xa',Y(@):=)_ Y,

i=0 =0

where Y; € R™ " and X; € R™*" are constant matrices. We define the following representations, which are in a
block row form and a block Toeplitz form, respectively:

Y = [YO Y oo Ypy] € ]Rnrrx(ﬂ’ﬂ)nr’
XXX, 0 -0
\5\(‘0 _ 0 X() X1 coo XPX 0 € RP"rX(P+PX>”C7
: “.0
0---0 Xy X; - X,

where p determines the number of block rows of \3\(1,. The product of two polynomial matrices satisfies

Y(@)X(@) = ¥, 1 [TaT g1 - qPr#2x1] .

For example, the polynomial matrix X(q) = |:1 ; qi| can be decomposed as

-1 1] "=,
X(q)=[0}q+ [2} = > X"
S—— ~—— =0
X, X,

Letting p = 2, the Toeplitz format of X(q) is given by
1

AN

oS O

—_

0
1
2

0
|

S O N =

Ol

Its left null space is spanned by the vector [2 —1 0 1], which gives that N(q) = [2 —1 + q ] satisfies N(q)X(q) = 0.

Additionally, computing a left inverse, i.e., solving Y(q)X(q) = 1, is the same as finding Y such that Y'\S\(z =[100],
which gives the obvious solution Y=[00500],ie,Y(q)=[00.5].

Ideally, in null-space-based filters, only the fault contribution 7y should be present in the resid-
ual signal; however, a simultaneous contribution from model mismatch 7y degrades the filter
performance. We hereafter refer to 7y as the “mismatch signature.” Therefore, the objective of
residual generation is twofold: (#) to maximize fault sensitivity and (§) to minimize the impact
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of model mismatch. These objectives are inherently conflicting—i.e., minimizing the influence of
model mismatch often leads to reduced fault sensitivity and vice versa. This interplay is commonly
referred to as the FAR/MAR (false-alarm rate/missed-alarm rate) trade-off, which can be adjusted
by appropriately setting the detection threshold in Equation 11 (17, 67).

To robustify the residual generator against model mismatch, it is necessary to quantify the
contribution of model mismatch to the residual signal. To achieve this, Mohajerin Esfahani &
Lygeros (17) proposed a semisupervised approach that integrates available model information
with fault-free data obtained from the real system (24), a high-fidelity simulator (21), or a digital
twin (113). The underlying intuition is straightforward: The data may compensate for the missing
knowledge of the system. As a result, the extent to which the acquired data are representative of
the model mismatch can directly affect the filter performance.

The terms W(q) and n(§, z) may or may not be explicitly known. In either case, the primary
assumption is that 7y can be computed over a finite time window under the fault-free condition.
Depending on the model information available in the training phase, there are two ways to cal-
culate the mismatch signature. Given the real high-fidelity system trajectory z' and the linear
dynamics matrix H(q), we have

—a (ON@)(W(@w +n(&z") & w, W(q),n(),
a (@ON(@L(a) (2" — ™) 2", L(q),

information

™M =

where 2" corresponds to the linear model. In the first case, full knowledge of the real system is
assumed to be available during training (17), which is rarely practical in real-world applications.
In contrast, the second case relies only on measurable signals, namely ™! and z'™, thus enabling
broader applicability. For instance, z typically denotes an augmented vector of input—output sig-
Zlin = yreal _ y[in, since

both systems are driven by the same input signal u (21). The goal is to suppress the contribution

nals, which, in a special case, reduces to the output difference—i.e., 2 —

of ryim to the residual signal, which can be achieved by minimizing the £,-norm of 7y recorded
over a finite time interval [0, T € 7. Accordingly, the filter robustification is translated into an
optimization framework:

minimize ||7'MM 1%,
N

subjectto  NH, = 0, 14.

H\

where the optimization problem can be presented and solved as a sequence of quadratic programs

with linear constraints (17, 21, 24). The key point in deriving the quadratic program reformula-
tion is to express the cost function as a quadratic form in terms of the filter parameter N—i.e.,
[l7v ||2£2 = NQMMNT, in which the positive semidefinite Qupy is referred to as the mismatch sig-
nature matrix (17). In continuous time, a set of basis functions is proposed to approximate Qu,
whereas in discrete time, the computation is less involved as the basis functions reduce to simple
time-shift bases (21).

The optimization can be extended to accommodate multiple sets of signature signals resulting
from separate experiments. Let Ny, stand for the number of experiments. Then, the optimization
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= Bieaitny Of the linearized system

== = Healthy nonlinear trajectory
Set of healthy nonlinear trajectories
Robust filter

7] Nonrobust filter

Figure 3

Geometry of robust linear filters. The black solid line is the healthy behavior Byyiehy of the linearized
dynamic system, the dashed green lines are two sample trajectories of the healthy nonlinear system, and the
green and blue hyperplanes represent two linear filters. Both hyperplanes contain Byeyiehys; the green
hyperplane is the robust one containing the healthy nonlinear system trajectories with a smaller threshold
Jh.

problem in Equation 14 can be modified to

minimize — o\t
NE a . N( N ZQ;,)W[)N (average cost),
subjectto  NH, =0, with £ := P =1
HNF" ‘ =1L max NQ{)N' (worst-case cost).
0 1=Nexp

—\\
Although the constraint HNFP

constraints, whose number of constraints scales linearly with the filter degree (17). Building on
this, the proposed optimization framework offers three key advantages: (#) Convexity ensures
computational tractability and the ability to use commercial solvers (e.g., MOSEK, Gurobi, or
CPLEX); (b) the formulation scales efficiently, making it suitable for high-dimensional complex
systems; and (¢) the underlying convex structure (i.e., having feasible sets as a union of convex

‘ > 1 is nonconvex, it can be reformulated as a finite set of linear
[o¢]

sets) allows the use of tools from the scenario approach literature (e.g., 114) in order to provide
statistical guarantees for unseen mismatch signature matrices, which represent plausible future
experimental settings (17, 115). Figure 3 illustrates the robustified linear filters obtained through
this technique, together with a threshold defined by Equation 11.

Van der Ploeg et al. (24) presented a more specific formulation tailored to structural model un-
certainties, demonstrating that the framework in Equation 14 can be adapted to various scenarios
given the available model information. It is important to emphasize that the filter design assumes
no prior knowledge of the fault signal. However, in certain applications, such as power grids (21)
and wind turbines (116, 117), partial information about fault characteristics may be available. In
such cases, the filter performance can be enhanced by incorporating this fault information into
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the filter synthesis process, specifically within the optimization framework of Equation 14. Dong
et al. (71) exploited the frequency content of faults by optimizing a mixed H_/H, performance
index over certain frequency ranges. The results given by Pan et al. (23) assume that the fault
signals can be represented as a linear combination of predefined basis functions. Regarding these
parameterizations, the fault feasible set F is summarized as

Fo {f e R |f = [, FT{f) e?de, © C [r, —n]} (frequency content),

T ifeRYfF=300 a,-q.’)g), a € R, basis qﬁ]()i)} (basis functions).

Hence, addressing the underlying diagnosis problem in an optimization framework provides the
flexibility to incorporate additional prior information through new constraints or an alternative
parameterization or by modifying the objective function.

For the specific case of linear time-varying systems, the detection threshold is robustified using
a projection-based filter (74). More recently, distributionally robust techniques have been pro-
posed to enhance filter performance, particularly when the noise is assumed to be drawn from
an uncertain but structured family of distributions (18, 67). At the same time, set-based meth-
ods have received more attention, owing to recent advances in reachability analysis tools such as
zonotopic methods and the suitability of such methods for bounded cyberattack estimation (37).
Mu et al. (118) recently performed a comparison of several methods. Similar to the case of fault
isolation, set-based methods have the advantage of being applicable to a broad class of nonlinear
systems but suffer from higher online computational cost and difficulty with scalability.

3.2. Model-Free Approaches

Model-free approaches utilize historical data instead of models to solve diagnosis problems. These
methods can generally be categorized into unsupervised and supervised approaches. In the unsu-
pervised category, training data are used primarily either to learn statistical models (30, 95) or
to extract latent statistical structures for performing classical variational analysis and hypothesis
testing. Techniques such as principal component analysis (76), partial least squares (77), canon-
ical variate analysis (78), and their variants are widely employed for anomaly detection (for a
survey, see 119). In the supervised category, data-driven solutions are predominantly based on
system identification methods, which assume that the observed data belong to a known system
class. Conventional two-stage, or indirect, designs typically involve first identifying the system
model parameters and then applying model-based diagnostic methods. Subspace identification
methods are well-established techniques for linear system modeling, with notable variants includ-
ing N4SID (numerical algorithms for subspace state-space system identification) (120), MOESP
(multivariable output-error state space) (121), and PBSID (predictor-based subspace identifica-
tion) (122). Compared with the standard prediction-error method (123) and maximum likelihood
estimation (124), subspace identification methods offer advantages such as avoiding nonconvex
optimization and providing better numerical stability. Direct designs, on the other hand, leverage
subspace identification methods to construct observers or diagnosis filters directly from input—
output data, bypassing explicit system modeling. These approaches have been successfully applied
in several fault detection studies (80, 125).

When dealing only with sampled data, it is more natural to frame the problem in discrete time.
For brevity, we adopt the following innovation form as the data-generating system, representing
a minimal state-space realization of a finite-dimensional LTT system (123):

X1 = Ax, + B,u, + Bffz + Ke,,

15.
y: = Cx; + D,u; + fot +e;:.
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Process and measurement noises are modeled through the zero-mean innovation signal e, € R™
with a steady-state Kalman gain K € R™" (126). In data-driven settings, the Toeplitz and Hankel
data structures are instrumental in problem formulation and are introduced below. Let N represent
the number of collected samples in the training dataset. Define L as the depth of the Hankel matrix
constructed from N data points of an arbitrary signal s,, as follows:

S Sey1 tt SN-L

Y Str1 St42 Sty N-L+1
t,L +=—

StL—1 St+L *** St4N-1

The data collected over the time interval [#, #;] are stacked into a column vector §p, ) :=

[s;1 sr'I ITREE S;z 1. Similarly, the state trajectory over this interval is gathered in the matrix
Xit, ) = [Xy X441 - X;, |. The data equation corresponding to the system in Equation 15 for
a dataset of size N over a sliding time window of length L follows:

U] [1o][ U, 0

W = " ’ + ¥4 . L y 16.

' T7 Or | | Xpuen-1 T/ Fer + TOE,

—_——
GL

in which Oy, represents the extended observability and T is the lower triangular block-Toeplitz
matrix of Markov parameters (impulse responses) structured as

C M; 0 -0
CA * * . .
OL = . ) TZ = Ml MO C )
3H : |
cA M2_1 Mz—z M6

with x representing «, f; or e. The corresponding Markov parameters are given by
S TRV | S SOV )
! CA™'B, i>0 ! CA’IBf i>0 ! CA7'K i>0

Define K such that its rows span the left null space of Gy, implying K, G, = 0. For a
sufficiently large value of L, the existence of a solution for /K is guaranteed by the Cayley—
Hamilton theorem, exploiting the inherent temporal redundancy of LTT systems (10). One should
note that Gy, and K, respectively parameterize the hyperplane (green) and the normal subspace
(blue) illustrated in Figure 3 given a fault- and noise-free condition. In this context, data-driven
null-space-based filters aim to estimate K, directly from the recorded data (20, 75), whereas
conventional subspace identification methods focus on identifying Gy, (127, 128).

Regardless of the objective, two fundamental assumptions are typically required in data-driven
designs: (2) The training dataset Dyeaihy := {ul-,y,-};.\i 61 is fault-free and (b) the data are recorded

Xjon-
such that rank [ %‘\ L]i| = n, + Ln, (a condition that can be ensured by designing an input signal

0.L
with a persistency of excitation of sufficient order; see 103). According to Willems’s fundamental
lemma (103), any healthy noise-free trajectory of the system with length L satisfies

V4
_ u _ U
YU r41-1)) Xe» K _[Z’H—L = 0, and K}, ///t’L =0, 17.
Yies+-11 oL
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which can be seen as the data-based kernel representation (108). The corresponding residual
generator is designed as

r= I:Kz IC)L,] |:1'1[M+L1]:| = K%(Tif[t,wL—l] + T8 -1, 18.
Yira+i-11
KL
where ICyLOL =0and K} = —IC{TZ.

The proposed residual generator is a finite impulse response filter with horizon L as a design
parameter. In the diagnosis literature, K} characterizes the so-called parity space (36, 112). As
proved by Chen & Patton (109), Patton & Chen (110), and Ding (104), for any parity-relation-
based residual generator, one can derive an observer-based diagnosis filter with identical dynamics.
Thus, we suggest using the parity space at the design stage for its simplicity and then realizing the
solution in the observer form for its recursive implementation, which is online friendly. From
Equation 18, it follows that this approach provides decoupling only regarding the system states
and not the innovation (noise) signal. As a result, ensuring satisfactory fault detection performance
requires the detection threshold to be robust against the noise level (17, 18, 71).

Chen et al. (96) extended the kernel-representation-based design to a class of Lipschitz non-
linear systems, where K, is a nonlinear operator. Krishnan & Pasqualetti (79) characterized the
fault detectability in a data-driven sense based on the observed data informativity. Another class
of data-driven diagnosis schemes extends the UIO design (Equation 6) to data-driven settings
by additionally assuming access to the state trajectory Xy n—_z; (86, 129), unlike the data-based
kernel-representation solutions (Equation 17). This assumption is justified in applications where
the state information can be obtained or estimated reliably (130).

4. ISOLATION

This section discusses the isolation task as a natural extension to a multi-classification problem.
Assuming 7y > 1, the objective is to identify the specific source responsible for triggering the fault
alarm.

Whereas a scalar residual signal is sufficient for the detection, isolating the fault generally ne-
cessitates multiple residuals or a residual vector. Designing a set of dedicated filters, each tailored
to be sensitive to a subset of faults while remaining insensitive to others, leads to what is known as
the bank-of-filters approach (2, 80). This can be implemented in the DAE framework by augment-
ing & with fault signals intended to be decoupled from the residual signal (38). In other words, to
isolate the ith additive fault £; from the remaining faults f := [ fi o+ fie1 fisr -], the system
can be represented as

[H(q) F(q )] [?} + L@z +Fia) fi + W(a)w +n(&,2) = 0,

where F;(q) is the ith column of F(q), and the remaining columns are kept in f?(q) with respect to
f. The rest of the design follows similar steps outlined in Section 3. The necessary and sufficient

condition for the fault isolability of f; is given by (38)
normal rank [H(q) f‘(q) Fi(q )] > normal rank [H(q) ﬁ(q)]

In this scheme, each filter generates a scalar residual signal that indicates the presence of the
corresponding fault. A key idea in deriving the isolation scheme from existing approaches is to
treat the fault signals that the filter should ignore as additional disturbances to be completely
rejected (not to be confused with noise to be mitigated). In the null-space-based filters, the transfer
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function G,(q) is built on the augmented polynomial matrix [H(q) ﬁ‘(q )] (35). Accordingly, the
solvability constraint in Equation 7 must be adapted so that (B,;, D,) includes the corresponding
columns of (B, D) in observer-based approaches (32).

In a similar fashion, parity-relation-based designs leverage the multidimensionality of the gen-
erated residual to meet additional requirements posed by the isolation problem (80)—for instance,
in the case of f;,

O(,IC%T{ = 0, O{,’C{T{’ ;é 0.
Here, ; is a newly introduced design parameter taking a linear combination of rows in K. The

block Toeplitz matrices T{ and Tf are constructed based on the associated columns in (B, D).
The existence of a solution to the bank of filters is linked to the left invertibility of the fault
subsystem, i.e., the system from f to y (6, 50). In the DAE framework, this is expressed as

normal rank [H(q) F(q )] = ny + normal rank H(y),

which carries equivalent implications in both the state-space and the transfer-function model
descriptions (131, 132). An immediate consequence of the left invertibility is that 7, > n.

In cases where designing dedicated filters for individual faults is not feasible, a possible relax-
ation is to group a subset of fault signals and reconsider the isolation problem. This leads to the
concept of a structured residual set (4). A different perspective to achieve fault isolability involves
assigning a unique directional residual induced by a particular fault in the residual space, referred
to as the signature direction (8, 32). The isolation task, therefore, amounts to determining which
signature direction the generated residual signal most closely aligns with. The relative signature
directions can be optimized to maximize their separability. Although handling simultaneous faults
is straightforward with a bank of filters, it is generally more challenging in the directional residual
method. On the other hand, a bank of filters imposes stricter requirements on the system structure.
Further, Beard (8) and Massoumnia (31) investigated the underlying problem from a geometrical
standpoint and derived the necessary conditions for fault isolability in terms of output separability.

4.1. Nonlinear Systems

Fault isolation for nonlinear systems was first addressed using linearization at local operating
points, followed by decoupling the disturbances together with the higher-order terms from the
residuals (see, e.g., 73; for a survey, see 133). Zhang et al. (29) used a nonlinear DAE approach, rely-
ing on differential-polynomial representations. With that, Ritt-Wu’s algorithm is used to decouple
the effect of particular faults. A seminal work by De Persis & Isidori (14) used a geometric approach
to formulate the theory of diagnosability in nonlinear systems, considering continuous-time input-
and fault-affine systems of the form

y = h(x).

In this setup, the authors found geometric conditions for the problem of designing an observer-
based residual generator that is sensitive to only one of the faults f, proceeding to show how to
design such observers using a high-gain approach.

Both the algebraic method of Zhang et al. (29) and the geometric approach of De Persis &
Isidori (14) suffer from sheer design complexity, sometimes requiring pencil-and-paper calcula-
tions or computations with nontrivial complexity, such as Ritt—Wu’s method. Therefore, linear
approximations may be necessary for larger-scale problems. I'TT approximations can be (implic-
itly) used via the robustification approaches presented in Section 3 (see 17, 21). Alternatively,
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linear time-varying approximations or the particular case of linear parameter-varying approxima-
tions can be used. Bokor & Balas (15) and van der Ploeg et al. (52) developed the robustification
approach for linear parameter-varying systems. In the specific case of actuator faults, Zhang (53)
provided an adaptive Kalman filter for linear time-varying systems with stability and minimum
variance guarantees. Venkateswaran et al. (54) showed that, depending on some differential condi-
tions on g(-) and h(-), linear residual generators exist that provide perfect decoupling of nonlinear
systems; in this case, a systematic approach for designing diagnosis filters is available.

Several works have used nonlinear state estimators to approximate the nonlinear terms (16,
55,56). Boem et al. (57) addressed large-scale nonlinear systems subject to stochastic noise, which
give probabilistic false-alarm guarantees.

4.2. Multimodel Hypothesis: Passive and Active Methods

Instead of trying to understand which channel from a specified fault matrix is active, certain classes
of fault detection and isolation problems are better modeled by a multimodel hypothesis. That is,
in the DAE framework, a model of the type

H(q)x + L(9)z + W(@)w + n(x,z) = 0
is considered healthy, while 7z models of the type
H;(g)x + Li(q)z + Wi(q)w + ni(x,2) =0 with ie{l,...,m}

are considered to be the potential 7 fault modes. The objective of the fault isolation filter in
this multimodel classification scenario is to identify which of the 7z 4+ 1 modes is active. Halimi
et al. (58) and Kiisters & Trenn (59) established the necessary rank conditions to guarantee that
any two subsystems can be distinguished from each other.

4.2.1. Passive isolation. To address the isolation problem, the bank-of-filters approach has been
developed using methods such as parity space (39), UIOs (40), and sliding mode observers (60,
61). However, a drawback of this approach is that the computational complexity of the filters, in
both design and implementation, increases significantly as the system dimension and the number
of modes increase. Dong et al. (62) designed the filters via DAE methods, enabling reduced-
order designs that are tractable via convex optimization formulations. For linear systems under
sub-Gaussian stochastic noise, they provided false-alarm rate bounds that admit a logarithmic de-
pendency with respect to the desired reliability level, improving on the polynomial rate in the
work by Boem et al. (57).

Another approach for mode detection uses set-membership methods, which rely on reach-
ability analysis. These methods are better suited under bounded noise assumptions instead of
probabilistic ones. In set-based methods, the current output is compared with the reachable sets
of each mode, which enables the exclusion of modes whenever the output is out of the corre-
sponding mode’s reachable set. Harirchi & Ozay (68) reduced the set-membership check to the
feasibility of a mixed-integer linear programming problem.

4.2.2. Active methods. Multimodel classification performance is highly dependent on the in-
put. Therefore, designing optimal inputs can help better distinguish between the possible modes.
Heirung & Mesbah (134) published a survey on input design for the multimodel classification
problem that extensively reviews methods for both stochastic and set-based settings. For a few
cases—e.g., single input-single output LTT systems with a two-model hypothesis and simple in-
put constraints—analytical solutions have been derived. The focus in the past two decades has
been on more complex cases that require computational methods and dealing with the tractability
of the nonconvex optimization problems they form.
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Scott et al. (43) and Marseglia & Raimondo (26) used an active set-based diagnosis approach,
where an optimally separating input sequence is designed to maximize the chances of pinpointing
a single mode. Set-based methods are known to be computationally demanding, and input design
problems are particularly expensive. Blanchini et al. (44) partially addressed this issue by placing
the uncertainty propagation burden offline. More recent research has focused on the tractability
and generality of the set computations involved, and for that, sets such as constrained zonotopes
(41) for discrete-time ordinary differential equations and line zonotopes (42) for discrete-time
DAE:s have been developed.

Despite having better computation tractability, the stochastic case also involves nonconvex
optimization problems. Noom et al. (81) have recently made advances in this area; they used dis-
ciplined concave minimization by operating on a subdomain of the input space and showed that a
concave function serves as a good envelope approximation of the Bhattacharyya separation crite-
rion. A recent alternative is to use chance-constrained optimization. Guo etal. (45) proposed a new
separation criterion based on the Cauchy-Schwarz divergence, requiring a three-stage optimiza-
tion to obtain the optimal input. Qiu et al. (46) combined bounded and Gaussian uncertainties
using set-based confidence levels; the resulting input design problem is a mathematical program
with complementarity constraints.

4.3. Model-Free Approaches

Providing data-driven solutions to the fault isolation problem depends on the type of fault infor-
mation available prior to design. In general, it is assumed that only fault-free system trajectories
are collected and that F(q) is not known explicitly. Based on healthy data, it is reasonable to as-
sume that any present fault enters the system through actuators and/or sensors. The literature on
data-driven fault isolation design was developed predominantly for a class of additive actuator/
sensor faults (e.g., 33, 80, 88). Accordingly, in the state-space representation, the pair (By, D)
takes values from the columns of (B,, D,) for actuator faults and from (0, I,,) for sensor faults.
For the DAE formulation, we have
L11 0
Fg) = [Lm 1}

Once fault matrices are considered this way, one approach is to identify (B,,D,) using subspace
identification techniques in order to apply model-based methods for isolation. Instead of the men-
tioned indirect approach, a direct estimation of K} T% from the data is sufficient to implement a
parity-relation-based bank of filters, as proposed by Ding et al. (80).

Regarding directional residual signals, Sheikhi et al. (33) showed that the signature matrix
ICJL’T{" corresponding to an actuator or sensor fault can be estimated directly from the given data,
up to a similarity transformation. In fact, signature matrices characterize the subspaces spanned
by the columns of IC}L'Tf and can be directly retrieved using subspace identification techniques.
Thanks to the multidimensionality of the residual signal for a sufficiently large filter horizon L,
the directional residual approach partitions the residual space according to each fault-induced
direction, as illustrated in Figure 4. In this space, each hyperplane corresponds to a specific fault-
induced signature matrix. The intersection of these hyperplanes is related to the underlying system
zeros and is fundamental for characterizing mutual fault isolability (5), which can be verified using
only data (33). Although Gleizer (94) recently showed that the span of fault matrices can be iden-
tified, data-driven fault isolation for general fault matrices remains a relatively underresearched
area. For nonlinear systems, data-driven fault isolation solutions have been proposed for the class
of nonlinear systems described by Takagi-Sugeno fuzzy models (97), basis functions (98), deep
neural networks (99), and Koopman operators with guaranteed input-to-state stability (100).
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Figure 4

Conic partitioning of the residual space, a lower-dimensional projection of the input—output measurement
space, for the isolation problem using a linear filter. The dashed blue and orange hyperplanes depict the
column spaces of the signature matrices corresponding to fault modes 1 and 2, respectively

(lC{Tﬁ ,i € {1,2}). The solid lines denote the decision boundaries set by the isolation logic. Based on these
boundaries, the blue and orange cones indicate the partitions associated with fault modes 1 and 2,
respectively. The red circle is a sample residual signal, identified as fault mode 1 since it lies within the
corresponding conic region, i.e., closer to the blue hyperplane.

5. ESTIMATION

In estimation problems, the objective of the diagnosis filter (Figure 1) is that the residual r tracks
or reconstructs the fault signal f. Referring to Equation 2, we can see that in the absence of noise
(i.e., w = 0), this leads to the following objectives:

m ‘Tracking: For any x, lim,_,  |f(z) — r(z)| = 0.
m Reconstruction: For any x, r = q~*f for some prescribed delay .

Note that delayed reconstruction problems are only well-defined in discrete time and can be
understood as deadbeat implementations of tracking filters.

The filter design can make use of additional information about the fault signal. For example,
the fault may be assumed to piecewise constant or polynomial (12, 25, 63), band limited (71), slow
(84), periodic (87, 101), generated by a known autonomous system (135, section 8.5), or sparse (13,
22, 88). Fault estimation problems can be further characterized by the nature of the fault’s effect
on the system. The standard DAE description in Equation 2 presents what is called an additive
fault signal. In some cases, the faulty behavior is better described by multiplicative faults, i.e., when
the fault signal £ multiplies other system variables, such as x and z. Estimation of multiplicative
faults has its particular challenges and is therefore addressed separately in Section 5.3 for passive
methods and in Section 5.4 for active methods. The remaining subsections are devoted to additive
fault estimation: Sections 5.1 and 5.2 are devoted to model-based estimation methods for linear
and nonlinear systems, respectively, and Section 5.5 is devoted to model-free methods.
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5.1. Linear Systems

Using Equation 2 with n(-,-) = 0, the fault estimation filter —4(q)~'N(q)L(q) must satisfy one
of the criteria established above for fault tracking or reconstruction. First, note that for any N(q)
subject to N(q)H(q) = 0, we have that 2(q)r = N(q)F(q)f. If no more information on the fault
signal is known, this gives the following estimation condition:

N(q)F(q) = a(q)L 19.

Equation 19 may be difficult to solve in practice. The first observation is that one must find a
pair N(q), 2(q) such that the degree of N(q)L(q) is no greater than that of #(q). For state-space
systems with By # 0 and Dy = 0, this is not possible, and the estimator needs differentiators in
the continuous-time case (7, 136). In discrete time, differentiation is replaced by a time shift, and as
such, itis possible to relax the criterion in Equation 19 to a t-delay fault estimation (50) criterion,

N(@F@) =1, 20.

which results in the residual satisfying r = a(q)~'f. Thus, by picking #(q) = q°, where 7 is at least
the degree of N(q)L(q), we achieve a maximal-bandwidth delayed input reconstruction, also re-
ferred to as deadbeat estimation (51). Gillijns & De Moor (49), Kirtikar et al. (50), and Yong
et al. (69) showed for minimal state-space realizations that simultaneous -delay initial state and
input reconstruction requires that the fault-output subsystem be (r-delay) left invertible and have
no invariant zeros, a condition that translates, in the DAE framework, to the existence of a matrix
M(q) such that M(q)[H(q) F(q)] = Iforall g € C (25). We can see that the combined conditions
N(q)H(q) = 0 and N(q)F(q) = I are a strict subset of the latter via the following trivial example:

gx+x+u+d+f=0,
y+£f=0,

where obviously the filter r = —y provides delay-free fault estimation even though the state is not
observable. On the other hand, for systems with at least one invariant zero, asymptotic estimation
can be considered (47-49, 69, 70).

Given how difficult it is to find residual generators satisfying Equation 19 or 20, several recent
works have focused on estimation when some information about the fault is known. For example,
van der Ploeg et al. (12) considered the case of piecewise-constant faults, which reduces the esti-
mation criterion to the DC-gain version N(1)F(1) = #(1)I in discrete time. The fault can also be
assumed to have a more generic frequency content. This was considered by Dong et al. (71) in the
discrete-time case, where it is assumed that the fault spectrum lies in a subset 2 C R... Then, the
corresponding stringent condition

N()F(®) = a(@), VYo e Q,
which may be as difficult to solve as Equation 19, is replaced by
[IN(&)F(e”) — d(e)||3 <, for a finite collection of ® € £, 21.

making it amenable to use in optimization problems. In particular, Dong et al. (71) considered a
combination of the approximate tracking condition in Equation 21 with the #,-norm of the trans-
fer function from noise w to residual, which can be formulated as a simple quadratic constraint.
The result is a quadratic program problem, which makes it suitable for large-scale problems.
When the fault is assumed to be a function of time with unknown parameters, fault estimation
can often be recast as a state observer problem using a generator subsystem approach. For exam-
ple, a fault that is a polynomial function of time can be modeled as a chain of integrators whose
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initial states must be reconstructed in what is called an ultralocal approach (63). This approach
has been well-developed for nonlinear systems (see Section 5.2). Many other functions of time
can be modeled; e.g., a sinusoid f(#) = fysin (¢) + ficos (¢) can be modeled as the outcome of the
autonomous system f + f = 0.

Most fault reconstruction works rely on a state—fault parameterization of the behavioral set,
by first removing the contribution of the input u. Referring to Equation 3 in the absence of noise
gives the condition

r:=y-— TZU =0:xp + T{f 22.

Therefore, simply using a left inverse of [ Oy, T{ ] provides a perfect L-delay fault reconstruction,
provided such a left inverse exists. This coincides with the 7-delay initial state and input recon-
structability conditions of Kirtikar et al. (50). Dong & Verhaegen (19, 82) noted that the inversion
of [0 T{ ] can be avoided if one refrains from estimating or annihilating the initial state; in-

stead, by using a stable Kalman predictor representation, the filter is built by inverting only T{ ,
ignoring the presence of x, in Equation 22. The critical observation is that the estimation bias
depends on the transmission zeros from fault to output: When there are minimum-phase zeros,
the bias decreases exponentially with L, and when there are non-minimum-phase zeros (93), a
mixed causal-anticausal representation (as proposed in 85) enables minimal bias somewhere in
the middle of the reconstruction window; thus, tuning the delay becomes a fundamental step, and
faults in non-minimum-phase systems can only be estimated accurately with very long delays. For
zeros located on the unit circle, the bias cannot be controlled with the delay; e.g., for a zero at 1,
the fault reconstruction has a constant bias. Finally, the Markov-parameter approach facilitates the
consideration of time-domain properties of the fault signal. For example, Zhang (13) and Noom
etal. (88) considered the scenario where the fault is assumed to be the combination of a few signals
from a dictionary of possible fault signals. The sparsity in terms of the number of active dictionary
entries is achieved by adding a 1-norm regularizer on the fault signal. In large-scale systems, not
all components of the fault signal are necessarily nonzero at the same time; rather, only a subset
may be active during the filter horizon. This induces sparsity at the signal level, which Anguluri
et al. (22) exploited to recover the nonzero components.

5.2. Nonlinear Systems

When the nominal system has nonlinear dynamics, there are two dominant approaches in the
literature. One is to design a nonlinear fault estimator that effectively captures the effect of the
nonlinearities in the behavior; the other is to design a linear fault estimation filter that is robust
against the nonlinearities. The latter may use techniques similar to those discussed in Section 3.
For certain classes of nonlinearities, linear filters suffice. For instance, if the nonlinear term in
Equation 2 is just a function of z, then a new known signal z' = E(z) can be generated online, ef-
fectively turning the nonlinear DAE into a linear DAE for estimation purposes. In the cases where
E(z) multiplies the fault signal, this becomes a multiplicative fault problem, which is reviewed in
Section 5.3.

Ghanipoor et al. (63) extended the ultralocal approach in Section 5.1 to nonlinear systems,
approximating the fault signal as the outcome of a chain of integrators:

C]’zzj+15 O<j<7",
i, =0, 23.
f: Z»17
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where ¢; € R"/. This technique requires that the fault be 7 times differentiable and can provide
the rth-order Taylor expansion of the fault signal at a given point. The fault estimation filter then
becomes a nonlinear observer, in which the original system state is augmented with the states of
the actual fault internal state. The solution to the design problem is obtained by solving linear ma-
trix inequalities, providing an input-to-state stable nonlinear filter. These inequalities can include
objective functions, yielding semidefinite programs that minimize either the £, gain or the £;-Lo
induced norm from uncertainties to residual. Increasing 7 leads to high-dimensional observers and
scalability issues yet also provides more degrees of freedom for optimal synthesis.

Witczak et al. (64) also used linear matrix inequalities for observer design; the noise w
and the time difference of the fault f,,; —f;, are assumed to be in ¢;, and the nonlinearities
satisfy certain Lipschitz assumptions. In addition, the so-called observer matching condition
rank(B ;) = rank(CBy) = n/ is imposed. Zhu et al. (65) circumvented this condition; their ap-
proach also relies on linear matrix inequalities to build an intermediate estimator, instead of
imposing that there are no invariant zeros between the fault and output of the linear part
of the system. More classical results rely on adaptive high-gain observers (66), where the ad-
ditive fault is assumed to be the sum of known function templates whose weights are to be
estimated.

5.3. Multiplicative Faults

Faults are often better represented by changes in system parameters or unexpected dynamics that
enter the system. It is more appropriate to model such faults as signals that multiply the sys-
tem’s signals, such as inputs, outputs, and internal states. Van der Ploeg et al. (52) and Gleizer
et al. (25) addressed the estimation of multiplicative faults under the DAE framework. The
combined approaches enable the estimation of faults represented as

(H@) + Y frH@)e + (L) + Y £Li@)z + Fa)E + E@QF) + Wiw=0, 24
i=1 i=1

where f™ and f* represent multiplicative and additive faults, respectively. In much of the literature,
multiplicative faults are recast as intermediate additive faults. For example, instead of trying to
separately estimate f* and f™, one may choose to estimate the combined signal ' := * + E(z)f™
and at a later stage distinguish the individual components. This approach, however, can make
the estimation problem infeasible. Suppose, for example, that only one scalar multiplicative fault
is modeled, with H'(q) = 0 and f™L'(q)z = [fmu ™y fmyz]T. By simply recasting f7' := f™u,
f3 = /™y, and f7 := f™y,, one must estimate three fault signals instead of one, which, in fact,
is structurally infeasible if the system has only two outputs. In addition to these technical chal-
lenges, estimating the multiplicative component is generally more informative than estimating the
combined fault signal.

Multiplicative fault estimation poses distinct challenges. Even with knowledge of E(z), it is
not possible to separate the individual contributions from the additive and multiplicative compo-
nents of f* + E(z)f™ without extra assumptions about the fault signals, such as frequency content.
Furthermore, the multiplicative nature of the fault signal makes the map from f™ to the residual
a nonlinear map, thus requiring nonlinear components in the estimation design. Van der Ploeg
etal. (12) assumed that the faults are piecewise constant, and Gleizer et al. (25) extended this work
to the case where the faults are a combination of known time signals—i.e., f;""(t) = Y ; Dijii(t),
where pj; are parameters to be identified. This includes polynomial functions, which represent an
ultralocal approach.
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Figure 5

Fault estimation diagram for multiplicative faults. The regressor generator produces signals ¢; representing
the contribution of a unit fault. A moving-horizon linear regression computes the fault estimates f.

The fault estimation method proposed by van der Ploeg et al. (12) and Gleizer et al. (25) in-
volves three main components, as depicted in Figure 5: a residual generator, a so-called regressor
generator, and a regression block. To explain the concept, consider the case of (piecewise) con-
stant faults and one additive fault, where all faults only multiply known signals [i.e., Hi(q) =0
for all 7]. Let z’' := E(z) be the result of the nonlinearity applied to the known signals z. Then,
referring back to Equation 24, we can see that if N(q)H(g) = 0, then the residual described by
a(q)r = —N(q)L(q)z satisfies

r = al0)" N@)( (Gl + Fay) £ + Fa)f) = Y "M} (q )H + M@, 25,
i i=1

where G;(q) = Li(q) foralli =1,...,m,and 1(z) = 1 is the constant signal equal to 1. That s, the
residual is a linear combination, weighted by the faults, of the output of multiple linear filters of
the signals z, 2’ = E(z), and 1. The outputs are collected in the signal e in Figure 5. With this, a
linear regression can be performed from e to 7 over a user-specified time horizon to retrieve the
fault estimates f. When H(q) # 0 (i.e., the faults also multiply functions of the latent variables x),
Equation 25 holds approximately provided that the matrix H(q) admits a polynomial left inverse
and includes extra terms in G(q) (see 25).

5.4. Active Methods and Input Design

For linear systems with perfect model information, the performance of additive fault estimation
does not depend on the input. This is not the case in the presence of model uncertainties or
multiplicative faults. Similar to the multimodel isolation case (Section 4.2), active methods can
dramatically improve diagnosis performance.

Tan et al. (72) used a set-based approach to address the input design of additive faults in linear
parameter-varying systems with inexact scheduling variables. In such a case, the optimal input
tries to concentrate the system behavior where the scheduling variable uncertainty is the least.
The one-step-ahead problem is nonconvex, but the global optimal input can be computed by
solving 2™ quadratic programs. The authors also investigated how to combine fault estimation
and mitigation within the same framework.

Considering the estimation framework in Section 5.3, Gleizer et al. (25) proposed an input
design method for multiplicative fault estimation and found that it requires that the regressors
be persistently exciting of sufficiently high order. Moreover, when the noise w is nonzero, the
bias and variance of the estimation decrease as the richness of the regressor signal increases. The
authors proposed designing u to maximally excite the regressor e, which is a nonconvex problem;
therefore, local optimization methods are exploited, together with a convex relaxation to provide
suboptimality bounds.
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5.5. Model-Free Approaches

Most of the literature on model-free (or data-driven) fault estimation considers L'TT systems and
assumes that a fault-free dataset is initially available. This essentially allows a model to be identified
either directly or indirectly. Referring to the state-space description in Equation 3, one can adopt
a similar fault modeling approach to that in Section 4.3—i.e., if the class of faults is restricted to
sensors (By = 0, Dy =1), actuators (B; = B,, Dy = D,) (90, 91), or load disturbances B, =1,
D/ = 0) (87), then the full faulty system can be identified from healthy data. Existing literature
has addressed this identification problem through system matrices and/or Markov parameters (19,
85, 93), basis functions (91), or behavioral subspaces (92); Ding (125) provided an overview of the
more established methods.

Once a model is (implicitly) identified, model-based methods can be used. A challenge that
appears in the data-driven settings, though, is that identification errors can render the left in-
verse unstable, even when the real system admits stable left inverses. Wan et al. (89) explicitly
addressed this challenge and showed how to design stable approximate left inverses for fault esti-
mation by using high-order vector autoregressive with exogenous inputs (VARX) approximations
of the Kalman predictor representation of the system. Their method requires the fault-output
system to have no non-minimum-phase zeros, an assumption later dropped in a work by Yu &
Verhaegen (85). Challenges related to forward and inverse stability are overcome by design in
bilateral finite impulse response approaches (e.g., 91).

The problem of simultaneously identifying a system and its external input (or fault) has re-
ceived less attention. Several works have addressed the cases where several assumptions can be
imposed on the fault signal, such as being constant, slow-varying, or periodic (84, 87, 101). The
more fundamental problem where no assumptions are made about the fault signal first appeared in
a work by Palanthandalam-Madapusi & Bernstein (83). They used subspace methods to fully es-
timate (A, [B,, B¢], C, [D,, D¢]) directly from faulty data, assuming only that the unknown input
space dimension is known and the fault-output system is input and state observable. Gleizer (94)
recently extended this work and showed that the input-output system can be identified irrespec-
tive of the presence of faults and without requiring unknown input observability, provided that the
faults are open-loop and the input is random and zero-mean. This work then provides methods
that enable finding the smallest unknown input space dimension and the corresponding span of
fault matrices (B, D) that explain the data. These methods are exact in the absence of noise and
rely on simple linear algebra but can suffer from severe noise sensitivity. When considering the
fault signals to be a sparse linear combination of known signals, Noom et al. (88) also provided a
model-free version, where the identification of system parameters is done simultaneously with the
fault identification. This involves a combination of convex relaxations: nuclear norms as a relax-
ation of the rank for the identification part and the 1-norm as a relaxation of the 0-norm (sparsity)
for the fault part. Liu et al. (102) suggested using a fuzzy model to design an adaptive filter for a
class of Lipschitz nonlinear systems.

6. APPLICATIONS

This section illustrates how the theoretical developments of fault diagnosis reviewed in the pre-
ceding sections can translate into practice through several real-world applications. To this end,
we highlight distinct challenges encountered in different modern industrial applications and the
tailored methodologies developed in response. For clarity, each subsection includes a subtitle that
reflects the key difficulty or defining feature of the application (such as high noise levels, model
uncertainty, or sensing limitations), which serves as the primary motivation for the design of spe-
cialized fault diagnosis techniques. Each subsection presents one or two specific use cases, along
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Table 2 Example applications and their settings

Use case Setting Dynamics Problem Fault model
Power systems Imperfect Nonlinear Fault detection Additive
(Section 6.1) model
Autonomous vehicles | Perfect model | Nonlinear Fault estimation | Additive +
(Section 6.2) multiplicative
Mechatronics Perfect model | Linear Fault estimation | Muldplicative
(Section 6.3)
Industrial printing Data-driven Linear Fault isolation Multimodel
(Section 6.4)

with references that report detailed experimental validations and quantitative results; Section 6.2
additionally includes a link to a short video demonstration of an experimental setup and its results.
These applications are mapped to our proposed categories in Table 2.

6.1. Power Systems Case Study: High-Dimensional Nonlinear Dynamics

Fault detection in large-scale power systems is a critical task, particularly in the face of cyber-
physical threats and significant natural disturbances. These systems are characterized by nonlinear
dynamics and high levels of ambient noise due to demand fluctuations, renewable integration,
and load uncertainties. A representative scenario is the detection of cyberattacks on automatic
generation control loops in multiarea power networks (106). In such settings, faults or mali-
cious disturbances are designed to mimic nominal behavior under natural fluctuations, making
detection challenging.

Mohajerin Esfahani & Lygeros (17) utilized the robust fault detection methodology in
Section 3.1 to address these conditions, constructing residual-based detectors that are robust
against natural disturbances while remaining sensitive to adversarial faults. Svetozarevic etal. (116)
applied a similar detection framework to the nonlinear dynamics of wind turbine systems that con-
siders nonlinear aerodynamic dynamics and multiplicative noise. These results demonstrate the
potential of robust linear detectors to handle fault detection in high-dimensional, nonlinear, and
uncertain environments typical of modern power and energy systems.

6.2. Autonomous Vehicle Case Study: Inseparable Faults

Autonomous driving platforms require accurate real-time fault estimation to ensure safe operation
under dynamic and uncertain conditions. This problem is typically addressed in systems modeled
as linear but subject to structured uncertainties, actuator delays, and multiplicative noise whose
dynamic effects are inseparable from some additive faults. Of particular interest are faults affect-
ing steering performance, such as actuator degradation (multiplicative faults) or command biases
(additive faults), which can degrade tracking performance or lead to unsafe maneuvers.

Van der Ploeg et al. (24) developed fault estimation techniques and validated them experimen-
tally on a Renault Grand Scenic autonomous driving platform at the Netherlands Organization
for Applied Scientific Research (TNO); Figure 6a shows the experimental setup.” The filter
builds on the architecture proposed in Reference 12, in combination with a robustification layer
to account for structured uncertainty and delay. The filter succeeds in estimating joint additive
and multiplicative faults within 0.15 s, which is significantly faster than typical human reaction

2A short video of the experimental test is available at https://mohajerinesfahani.github.io/Publications/
journal/2024/FDI_experiment.mp4.
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Printer Printhead MEMS chip Ink channel

Figure 6

Fault diagnosis filters in real-world applications: (#) TNO Renault Grand Scenic autonomous driving test
platform. Panel adapted with permission from Reference 24; copyright 2025 IEEE. (b)) ASMPT AB383 wire
bonder (Jeft) (137) and ASML/VDL-ETG wafer-handling robot (right) (138, 139). Left image adapted with
permission from Reference 137; right image adapted with permission from Reference 138. () Canon
Production Printing varioPRESS iV7 industrial printer, with a schematic representation of the ink channel
use case (140, 141). Panel adapted with permission from Reference 140. Abbreviations: MEMS,
microelectromechanical system; TNO, Netherlands Organization for Applied Scientific Research.

times. The results demonstrated in this work show reliable estimation of both additive and multi-
plicative steering faults under realistic driving conditions, highlighting the applicability of robust
estimation in automotive settings.

6.3. Mechatronics Case Study: Low Signal-to-Noise Ratio

Health monitoring of high-tech manufacturing systems, such as ASMPT’s AB383 wire bonder,
faces unique challenges in fault diagnosis due to these systems’ ultrahigh precision requirements.
Faults in such systems are often extremely small (sometimes <0.1% deviation) and evolve slowly
over time (e.g., the case of wear and tear). This calls for fault estimation techniques capable of
handling low signal-to-noise ratio conditions, often using active detection strategies to enhance
sensitivity.

De Reij (137) implemented a robust estimation architecture on a 20-state linearized model
of the wire bonder, estimating five multiplicative and three additive faults using a combination
of the methods by Gleizer et al. (25) and frequency-domain techniques. Multiplicative faults
correspond to parametric degradation (e.g., stiffness or damping changes), and additive faults
represent factory floor vibrations; Figure 65 illustrates the experimental device of this use case.
Van Esch et al. (139) studied a hybrid fault model for selective compliance assembly robot
arm (SCARA) manipulators used in chip handling, where nonlinear tilt faults of small angular

Sheikhi et al.



magnitude proved particularly difficult to detect. They found that the detection threshold was
around 2°, with lower-magnitude faults (e.g., milliradian-level tilts) evading reliable detection.
These studies reinforce the importance of combining active detection with geometric and robust
estimation frameworks for successful deployment in high-precision manufacturing systems [see
the recent work by Gleizer et al. (25)].

6.4. High-End Industrial Printers Case Study: Limited Sensors

High-end industrial inkjet printers operate under extreme precision requirements, yet a wide
range of faults can lead to degraded performance. Fault isolation in this context is challenging
for several reasons. First, sensing is very limited at the nozzle level, with only a single sensor
available for both actuation and measurement. Second, most of the faults are multiplicative or
even increase system dimensionality. And third, reliable physics models—especially for the sev-
eral fault modes—are lacking. For this last reason, the fault diagnosis problem is thus approached
in a data-driven manner.

Van Peijpe et al. (142) developed a fault isolation framework based on piezoelectric self-sensing
and synthetic residual generation for classification. The nozzle system is modeled as a four-state
LTT system, with parameters obtained via system identification. The diagnosis approach employs
a supervised learning method, where synthetic fault signals are injected to train the classifiers.
A total of 11 fault classes are considered, with fault activity constrained using simplex priors;
Figure 6¢ shows the relevant components of the experimental setup alongside a schematic repre-
sentation of the ink channels. Amini (141) further enhanced the classification performance using
data analytics techniques and employed system-theoretic approaches to estimate severity levels
within fault categories (e.g., partial versus complete dried nozzle). The short timescale (50 ps per
jetting) and noisy data conditions make this a benchmark application for real-time, data-driven
fault isolation.

1. Problems and scalable solutions: We have reviewed classical problems in fault diagnosis,
namely detection, isolation, and estimation, emphasizing a common framework based
on differential-algebraic equation system descriptions and revealing its connection to
alternative system representations. This framework enables scalable filter design based
on convex optimization even when the system is nonlinear.

2. Geometric interpretation: We have provided a geometric interpretation of the under-
lying diagnosis problems, which establishes a connection with general classification
problems and provides insight into novel solution approaches.

3. Active and model-free design: We have discussed recent advances in active and model-
free fault diagnosis, while noting that these directions are still underexplored.

4. Modern use cases: We have presented four contemporary applications where each one
has its own unique set of challenges, closing the gap between theory and practice.

1. Computational scalability in active design: A formidable challenge in active design is the
inherent nonconvexity of the resulting optimization problems. Recent developments in
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nonconvex optimization algorithms (e.g., distributed optimization) can be helpful in this
direction.

. New robust design paradigms: Robust fault diagnosis often leads to conservative de-

signs. Promising directions to alleviate this conservatism include game-theoretic and
distributionally robust optimization approaches.

. Directmodel-free design: Most data-driven methods in fault diagnosis still rely on a two-

step approach, although direct data-driven design has only recently begun to emerge in
the diagnosis. However, performance characterization of direct approaches under noisy
conditions is still missing. Furthermore, access to fault-free data is often a prerequisite
in these approaches, which may not be available in certain applications.
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