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Propositions

accompanying the thesis
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A.C. Habben Jansen
September 15¢, 2020
Delft University of Technology

. The fact that systems are placed together on one ship already relates

them from the viewpoint of vulnerability. This even holds if the systems
are not physically or logically related. (This dissertation)

During concept exploration it is more useful to obtain guidance towards
less vulnerable concepts, than to find the least vulnerable concept. (This
dissertation)

When balancing scholarliness and usefulness in ship design research, the
decisive factor should always be usefulness. (This dissertation)

In order to design a ship, one first needs to design a ship.

The way in which scientific research is set up, focussing on a unique
contribution, inherently hinders collaboration with other researchers.

Naval ship design is no different than the popular TV shows ‘Say yes to
the dress’ or ‘Droombhuis gezocht’ (Dutch for ‘Wanted: dream home’): all
are about the acquisition of an affordable, feasible, and relevant product.

The cause of traffic jams in The Netherlands is stubbornness, not cars.
Mankind needs to save itself, rather than the planet.
The true value of an orchestra lies behind the music.

The best metric for the effectiveness of a naval ship (and other defence
materiel) is the number of shots not fired.

These propositions are considered opposable and defendable and have been
approved as such by the promotors prof. ir. J.J. Hopman and dr. A.A. Kana.
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. Het feit dat systemen samen op één schip zijn geplaatst, relateert ze al

aan elkaar vanuit het oogpunt van kwetsbaarheid, zelfs als ze geen fysieke
of logische relatie met elkaar hebben. (Dit proefschrift)

Tijdens conceptexploratie is het nuttiger om richting te vinden naar min-
der kwetsbare concepten, dan om het minst kwetsbare concept te vinden.
(Dit proefschrift)

Bij het afwegen van wetenschappelijke vooruitgang en praktisch nut tij-
dens onderzoek op het gebied van scheepsontwerp moet praktisch nut
altijd de doorslaggevende factor zijn. (Dit proefschrift)

Om een schip te ontwerpen, moet je eerst een schip ontwerpen.

De aard van wetenschappelijk onderzoek, waarbij wordt gefocust op een
unieke bijdrage, hindert inherent samenwerking met andere onderzoekers.

Het ontwerpen van marineschepen is niet anders dan de populaire tv-
programma’s ‘Say yes to the dress’ of ‘Droomhuis gezocht’: allen gaan
over het verwerven van een betaalbaar, haalbaar, en relevant product.

De oorzaak van files in Nederland is niet auto’s, maar koppigheid.
De mensheid moet zichzelf redden, niet de planeet.
De echte waarde van een orkest bevindt zich achter de muziek.

De beste maatstaf voor de effectiviteit van een marineschip (en ander
defensiematerieel) is het aantal schoten dat niet wordt gelost.

Deze stellingen worden opponeerbaar en verdedigbaar geacht en zijn als zodanig
goedgekeurd door de promotoren prof. ir. J.J. Hopman en dr. A.A. Kana.
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“He that will not sail till all dangers
are over, must never put to sea.”

Thomas Fuller (1608-1661)
English clergyman and writer






Contents

Summary iii
Samenvatting vii
1 Introduction 1
1.1 Nature of early stage ship naval design . . . . .. .. ... .. ..... 2
1.2 Vulnerability reduction of naval ships . . . . . . .. .. ... ... ... 7
1.2.1 Definitions of survivability . . . . . .. ... ... ... ... .. 9

1.2.2  Vulnerability reduction of distributed systems . . . . . . . . .. 10

1.3 Research objective and scope . . . . . . ... ... L. 13
1.4 Outline of the dissertation . . . . . . ... ... ... ... .. ..... 14

2 A review of ship design and vulnerability methods 15
2.1 What to design versus how todesign . . . . . . ... ... ... ... 15
2.2 Review of methods for overall ship design . . . . ... ... ... ... 19
2.3 Review of vulnerability reduction . . . . . . . .. .. ... ... ... 25
2.3.1 General considerations for ship vulnerability reduction . . . . . 25

2.3.2  Methods for ship vulnerability reduction . . . . . . .. ... .. 28

2.3.3 Methods for assessing vulnerability in other fields . . . . . . . . 33

24 Gapanalysis . . ... . 34
2.5 Selecting a mathematical approach . . . . . . ... ... ... ... .. 37

3 Early stage vulnerability assessment method 41
3.1 Mathematical principles of Markov theory . . . . . . .. .. ... ... 41
3.2 Set-up of the method . . . . . . . .. ... ... ... ... ... 43
3.3 Method computations . . . . ... ... .. oL 44
3.4 Methodresults . . . . . . .. ... 47
3.5 Extended features of the method . . . . . .. .. ... ... ...... 50
3.5.1 Scaling up in complexity . . . . . .. .. ... 51

3.5.2 Hit probabilities . . . . . ... ... 0oL 52

3.5.3 Systems to capabilities . . . . . . .. ... L 52

3.5.4 Automatic generation of the transition matrix . . . . . . . . .. 54

3.6 Eigenvalue analysis . . . . . . . ... ... oo 55

3.7 Method summary . . . . . . . ... L 57



4 Test case: Oceangoing Patrol Vessel
4.1 Testcaseset-up . . . . . . . o o e
4.2 Hit type assessment . . . . . ... Lo
4.2.1 Comparison of hit types . . . . . . . . . .. ... L.
4.2.2 Comparison of concepts . . . . . . .. ... L.
423 Conclusion . . . .. .. ..
4.3 Capability trade-off assessment . . . . . . . ... ... L.
4.3.1 Conventional concept . . . . . .. ... L L.
4.3.2 IPSconcept . . . . . .. . . ..
4.3.3 Conclusion . . . ... ...
4.4 Verification and validation . . . . . .. ... ... 0oL

5 Integration of the method into early stage design
5.1 Management of design knowledge . . . . . . ... ... oL
5.2 Relation of method to other early stage vulnerability methods . . . . .
5.2.1 Method integration framework . . . ... ... ... ... ...
5.2.2  Work flow for early stage design of distributed systems . . . . .
5.2.3 Computational integration . . . . . . . . ... ... .. ...
5.3 Final considerations for design knowledge . . . . ... ... ... ...

6 Extended opportunities of the method
6.1 Separate residual capability levels . . . . . . . ... ... ... ... ..
6.2 Hitswvs. failures . . . . . . . . . . ...
6.3 Level of detail in logical architectures. . . . . . . . ... .. ... ...
6.4 Closing remarks . . . . . . . . ... L

7 Conclusions
7.1 Conclusions . . . . . . . . . e
7.2 Contributions . . . . . . . . ...
7.3 Societal context and impact . . . . .. ... oL
7.4 Recommendations . . . . . . . .. . . ...

References
Acknowledgements
Curriculum Vitae

Publications

ii

59
99
63
65
67
69
69
70
74
75
7

83
83
87
87
91
92
95

111
111
113
114
115

119

129

131

133



Summary

Naval ships are designed to operate, survive, and win in hostile environments. In such
environments, there is a probability that a ship gets damaged, either due to warfare
activities or due to other risks, such as collisions or fires. Though this probability
may not always be large, it is definitely present. In some cases, damage is unavoid-
able. As such, vulnerability reduction is a major point of attention that needs to
be considered during the design of a naval ship. Various measures can be taken to
reduce the vulnerability. Traditionally, the focus has been on damage stability and
structural integrity. These topics continue to be highly relevant today, but ongo-
ing developments in electrification, automation, and digital transformation in (naval)
ship design have expanded the scope of vulnerability reduction to the perspective
of on-board distributed systems. These are the systems that supply and distribute
vital resources, such as electricity, chilled water, and data, to critical systems, such
as radars, weapon systems, and propulsion systems. The availability of distributed
systems has become equally important as the traditional naval architecture disciplines
in vulnerability reduction of naval ships.

The most important design decisions for distributed systems, such as which system
components to include, where to locate them, and how to connect them, are made
during the early design stage. At this stage, there is limited design information avail-
able for making these decisions. At the same time, these decisions have a major
influence on the vulnerability, as well as on other performance characteristics, such
as cost. In order to overcome these challenges, an adequate design process is needed,
including suitable methods and tools.

Early stage ship design can be subdivided in concept exploration and concept defin-
ition. During concept exploration, the focus lies on identifying overall performance,
trends, and trade-offs by exploring a vast set of solutions (i.e. ship concepts). Using
the results from concept exploration, the design process converges to a limited number
of alternative concepts, which are worked out in more detail during concept defini-
tion. At this stage, the focus lies on de-risking the concepts and identifying local per-
formance and potential bottlenecks. Concept definition eventually results in a single
concept that is used for defining a contract, and subsequently for detailed design and
engineering. Where concept exploration focusses on obtaining knowledge, i.e. gen-
eralised understanding on why certain trends and trade-offs exist, concept definition
focuses on information, i.e. quantifying actual parameters for specific concepts. This
results in a challenge: generalised design knowledge is needed for generating feasible
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specific concepts, while obtaining that knowledge also needs information from those
specific concepts.

Various design methods, both for overall ship design and vulnerability reduction spe-
cifically, exist to support the design of survivable naval ships. However, they are
in general less suited for obtaining the generalised design knowledge that is needed
during concept exploration, as they are either high-fidelity and aimed at the detailed
design stage, or provide a quantification of the vulnerability without identifying the
underlying factors that lead to that level of vulnerability. As such, there is a need for
an early stage design method that is meant for concept exploration, which elucidates
the driving factors for vulnerability in a fast and generic fashion, and at a low level
of detail. The knowledge that results from this method is intended to be used for
obtaining design recommendations and directionality on how a concept can be im-
proved, which serves as input for concept definition.

Following a further, in-depth gap analysis, a discrete-time Markov chain has been
selected as the mathematical basis for the new method. This mathematical tech-
nique is based on linear algebra. It describes various conditions of a system (in this
case: the ship) in a state vector and the probability that this condition changes after
events (in this case: hits that result in damage) in a transition matrix. For the new
vulnerability method, a compartment layout and a topology with the main system
components (which is named logical architecture in this dissertation) are assumed to
be available. A logical architecture is represented as a network with nodes and edges,
where the nodes describe the system components, and the edges describe the con-
nections between them. It is assumed that one hit occurs at each time step in the
Markov chain. This hit disables one compartment, including any system components
and/or routings that are located inside that compartment. Due to the probabilistic
nature of the Markov chain, all hit scenarios are inherently considered at once. The
associated computation provides the probability that individual connections are on
or off after one or more probabilistically defined hits. The availability of individual
connections is subsequently translated to the availability of higher-level capabilities.

The probability for the availability of the capabilities is presented in curves. These
curves quantify the vulnerability of the ship. It has been found that, due to the math-
ematical set-up of the Markov chain, the shape of the curves is only dependent on the
eigenvalues of the transition matrix. This also holds if the routing of the topology
through the ship is changed. The same eigenvalues continue to be decisive for the
vulnerability, only the actual numeric value changes. In other words: the eigenvalue
formulation is generalised for all possible routings given a fixed logical architecture.
Furthermore, the eigenvalues relate to specific connections in the logical architecture.
Using this knowledge, direction towards other, better routings of the same logical
architecture can be found through design recommendations.

The new method has been demonstrated with a test case of a notional Oceango-
ing Patrol Vessel (OPV). Two fundamentally different powering concepts have been
tested: a conventional concept, with separate, mechanical propulsion, and an Integ-
rated Power System (IPS), where both the propulsion power and the power for other
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users is electrical. The method has shown to be able to quantify the vulnerability by
means of various curves of residual capability, highlighting the advantages and dis-
advantages of both concepts. Furthermore, guidance towards improvement for both
concepts has been found by means of the eigenvalue assessment, that has provided
design recommendations on which routings to concentrate and which components to
relocate. The method also quantifies the interaction between different levels of resid-
ual capability, as improving one level may affect (either positively or negatively) other
levels. Additionally, extended features of the new method have been explored, such
as the opportunity to apply user-defined hit probabilities and the ability to consider
other levels of detail of a topology.

The knowledge that the new method provides, has been compared to results that
various other vulnerability methods provide. Combining various methods, an existing
work flow for early stage design of distributed systems has been updated. The quality
of this work flow is discussed in terms of design knowledge. Since design knowledge
is highly subjective and unspecific, it is unlikely that early stage ship design and
vulnerability reduction will ever have definite procedures and methods. Yet, that
does not mean that these cannot be wuseful, which should be the driving factor for
ship design research and practice.






Samenvatting

Marineschepen worden ontworpen om te kunnen opereren, overleven, en winnen in
vijandige omgevingen. In zulke omgevingen is er kans op schade aan het schip door
oorlogsvoering of door andere risico’s, zoals aanvaringen of brand. Deze kans is niet
altijd groot, maar wel reéel, en soms is schade onvermijdelijk. Kwetsbaarheisreductie
is daarom een belangrijk aandachtspunt tijdens het ontwerp van marineschepen. Ver-
schillende maatregelen kunnen worden getroffen om de kwetsbaarheid te verminderen.
Van oudsher heeft de focus vooral gelegen op lekstabiliteit en integriteit van de con-
structie. Deze onderwerpen blijven zeer relevant, maar recente ontwikkelingen in
elektrische energievoorziening, automatisering en digitalisering hebben de focus van
kwetsbaarheidsreductie uitgebreid naar distributiesystemen. Deze systemen voorzien
vitale gebruikers, zoals radars, wapens, en voortstuwingssytemen van onder andere
elektriciteit, koelwater, en data. De beschikbaarheid van distributiesystemen en de
middelen waarin zij voorzien, is net zo belangrijk geworden voor kwetsbaarheidsre-
ductie als de traditionele scheepsbouwdisciplines.

De belangrijkste ontwerpkeuzes voor distributiesystemen worden gemaakt tijdens het
conceptontwerp. Dit betreft onder andere welke componenten geselecteerd worden,
waar deze geplaatst worden in het schip, en hoe ze aan elkaar verbonden worden.
Tijdens het conceptontwerp is er slechts beperkte ontwerpinformatie beschikbaar om
deze keuzes te maken. Tegelijkertijd hebben deze keuzes een zeer grote invloed op de
uiteindelijke kwetsbaarheid van het schip, net als op andere factoren, zoals kosten.
Deze uitdaging vraagt om een adequaat ontwerpproces met passende ontwerpmeth-
odes en (software)programma’s.

Het conceptontwerpproces kan worden onderverdeeld in conceptexploratie en con-
ceptdefinitie. Tijdens conceptexploratie ligt de focus op het bepalen van trends,
ontwerpcompromissen, en algehele prestaties van het schip. Hiervoor wordt een uit-
gebreide set aan scheepsconcepten onderzocht. Met de resultaten van conceptexplor-
atie convergeert het ontwerpproces naar een beperkt aantal alternatieve concepten,
die tijdens conceptdefinitie in meer detail worden onderzocht. In deze fase ligt de
focus op het verkleinen van de ontwerprisico’s van de overgebleven concepten, en
het identificeren van lokale (systeem)prestaties en potentiéle knelpunten in het ont-
werp. Conceptexploratie focust zich op het verkrijgen van kennis, dat wil zeggen:
generiek begrip over waarom bepaalde trends en ontwerpcompromissen bestaan. Con-
ceptdefinitie focust zich op informatie, dat wil zeggen: het daadwerkelijk kwantificeren
van parameters voor specifieke concepten. Dit resulteert in een probleem: algemene
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ontwerpkennis nodig is om geschikte specifieke concepten te genereren, terwijl deze
concepten op hun beurt ook weer nodig zijn om die algemene kennis te vergaren.

Er bestaan verschillende ontwerpmethodes, zowel voor algeheel scheepsontwerp als
voor kwetsbaarheidsreductie specifiek, die kunnen helpen bij het ontwerpen van ro-
buuste schepen. Over het algemeen zijn deze methodes echter minder geschikt om de
generieke ontwerpkennis te verkrijgen die tijdens conceptexploratie nodig is. Dit komt
veelal doordat deze methodes te veel detail bevatten en bedoeld zijn voor het een later
ontwerpstadium, of doordat de kwetsbaarheid gekwantificeerd wordt zonder dat de
onderliggende factoren worden geidentificeerd. Er is daarom behoefte aan een ont-
werpmethode voor conceptexploratie die de belangrijskte factoren voor kwetsbaarheid
bepaalt op een snelle en generieke manier, op een laag detailniveau. Met de kennis die
zo'n methode oplevert, kunnen ontwerpaanbevelingen en sturing richting verbeterde
concepten worden gevonden. Deze kunnen dienen als invoer voor conceptdefinitie.

Na een verdere analyse van deze kennisleemte is een discrete Markovketen geselecteerd
als wiskundige basis voor de nieuwe methode. Deze wiskundige techniek is gebaseerd
op lineaire algebra. Verschillende condities van een systeem (in dit geval: het schip)
worden beschreven met een conditievector, en de kans dat deze condities veranderen
na een bepaalde gebeurtenis (in dit geval: een wapeninslag die resulteert in schade)
wordt beschreven met een transitiematrix. Om de methode te gebruiken, wordt aan-
genomen dat een basisplan van compartimenten en een topologie van de belangrijkste
systeemcomponenten beschikbaar zijn (in dit proefschrift wordt zo’n topologie dit een
logical architecture genoemd). Een topologie wordt weergegeven als een netwerk met
knooppunten en bogen, waarbij de knooppunten staan voor de systeemcomponenten
en de bogen voor de connecties tussen de componenten. Er wordt aangenomen dat
er één wapeninslag plaatsvindt bij elke tijdstap in de Markovketen. Deze wapen-
inslag beschadigt één compartiment, inclusief de systeemcomponenten en routeringen
die zich daarin bevinden. Omdat de Markovketen probabilistisch is, worden alle
schadescenario’s per definitie allemaal tegelijk beschouwd. De berekening geeft de
kans dat individuele connecties wel of niet werken na één of meerdere probabilistisch
gedefinieerde wapeninslagen. De beschikbaarheid van individuele connecties wordt
vervolgens vertaald naar de beschikbaarheid van meer generieke capaciteiten van het
schip als geheel.

De kans dat de capaciteiten beschikbaar zijn, wordt weergegeven in krommes. Deze
krommes kwantificeren de kwetsbaarheid van het schip. Het blijkt dat de vorm van
deze krommes alleen athankelijk is van de eigenwaarden van de transitiematrix. Dit
komt door de wiskundige eigenschappen van de Markovketen, en geldt ook als de
routering van de topologie in het schip wordt veranderd. In dat geval blijven dezelfde
eigenwaarden bepalend voor de kwetsbaarheid, slechts de daadwerkelijke numerieke
waarden van de eigenwaarden veranderen. Met andere woorden: de formulering van
de kwetsbaarheid als functie van de eigenwaarden is hetzelfde voor alle mogelijke
routeringen voor een gegeven topologie. Daarnaast relateren de eigenwaarden aan
specifieke connecties in de topologie. Met deze kennis kunnen ontwerpaanbevelingen
worden opgesteld die leiden tot andere, betere routeringen van dezelfde topologie.
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De nieuwe methode is getest met een testcase van een fictieve Oceangoing Patrol
Vessel (OPV). Twee fundamenteel verschillende energieconcepten zijn getest: een
coventioneel concept, met gescheiden mechanische voortstuwing, en een Integrated
Power System (IPS), waar zowel het voorstuwingsvermogen als het vermogen voor
andere gebruikers elektrisch is. Er is aangetoond dat de methode de kwetsbaarheid
kan kwantificeren door middel van verschillende krommes van restcapaciteit. Hier-
bij worden de voordelen en nadelen van beide concepten uitgelicht. Daarnaast kan
worden geidentificeerd welke aanpassingen aan het concept kunnen worden gedaan
om de kwetsbaarheid te verminderen. Dit wordt gedaan door middel van ontwer-
paanbevelingen die beschrijven welke routeringen geconcentreerd moeten worden, en
welke systeemcomponenten verplaatst moeten worden. De methode kwantificeert ook
de interacties tussen de verschillende niveaus van restcapaciteit. Als één niveau verbe-
terd wordt, kunnen andere niveaus immers ook veranderen, dan wel op een positieve
of negatieve manier. Daarnaast zijn enkele mogelijkheden voor verdere uitbreiding
van de methode onderzocht. Dit omvat onder andere de mogelijkheid om van te
voren te specificeren waar wapeninslagen waarschijnlijk zullen plaatsvinden, en de
mogelijkheid om andere detailniveaus van de topologie te onderzoeken.

De kennis die de nieuwe methode oplevert, is vergeleken met resultaten die an-
dere kwetsbaarheidsmethodes opleveren. Door enkele verschillende methodes te com-
bineren met de nieuwe methode, is een bestaande procedure voor het conceptontwerp
van distributiesystemen bijgewerkt. De kwaliteit van deze procedure is beschouwd
in termen van ontwerpkennis. Aangezien ontwerpkennis een zeer subjectief en niet
specifiek gedefinieerd begrip is, is het onwaarschijnlijk dat er ooit sluitende proced-
ures en methodes voor conceptontwerp worden gedefinieerd. Dit neemt echter niet
weg dat deze procedures en methodes niet nuttig kunnen zijn. Dit laatste is waar
het uiteindelijk om draait bij het ontwerpen van schepen, zowel op onderzoeks- als
praktijkgebied.
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Chapter 1

Introduction

The sea has been of vital importance for mankind since ancient times. It allows us
to trade, to discover the world, and to harvest natural resources, such as fossil fuels
or, more recently, future-proof alternatives such as solar and wind power. However,
equally common and old as maritime transport is the activity of naval warfare. In 1210
BC the Hittites, a people that lived in the area where Turkey is located nowadays,
conquered the Cypriots with their naval fleet, which is said to be the first naval
battle in recorded history (Mark, 2018). As time progressed, warships became larger
and more sophisticated. By the 17*" century the Dutch Republic had a considerable
navy, whose ships were mainly deployed for the Anglo-Dutch Wars. It happens to be
that the Slag bij Ter Heijde (see Figure 1.1), the famous naval battle where Admiral
Maarten Tromp lost his life, took place a mere kilometre away from the place of
residence of the author of this dissertation. Though the times of these enthralling
but grievous naval battles are long gone, the possibility that modern naval ships find
themselves in hostile situations remains.

Figure 1.1: The Slag bij Ter Heijde, painted between 1653-1666 by Jan Abrahamsz.
van Beerstraten, displayed in the Rijksmuseum in Amsterdam

Parts of this chapter are based on Habben Jansen et al. (2019, 2020b).



2 INTRODUCTION

In order to ensure that naval ships can operate and survive in hostile environments,
vulnerability reduction is a major point of attention that needs to be considered
during the design. However, many other key factors are involved as well, such as
seaworthiness, operational effectiveness, and cost. More often than not, some of these
key factors impose conflicting design requirements. It is simply impossible to acquire
the ship with the most advanced weapon systems, sailing at the highest speed, having
the best self-defence measures, for the lowest cost. In other words: naval ship design
is strongly characterised by making trade-offs (e.g. Andrews, 2011; van Oers et al.,
2018). Especially during the early design stages of a naval ship, this can result in
major challenges for the ship designer. In this stage he or she needs to make im-
portant design decisions, such as which powering concept to select, or which weapon
systems to include. The consequences of these decisions have a strong influence on
the final performance and cost of the ship. Yet, they need to be made with limited
information, as barely any plans or arrangements are available in the early design
stage, and if any, they are of very limited detail (Duchateau, 2016, p. 5). In order to
overcome these challenges, the naval ship designer needs an adequate and thought-
fully developed design process, including suitable methods and tools.

Many existing tools and methods for ship design focus on what a particular per-
formance of the ship is, but do not directly reveal why the performance is as it is.
This makes it difficult for the designer to identify important trade-offs and under-
lying driving factors, and to obtain guidance for improvement of the design, which
is needed to develop a satisfactory solution during concept design. For that reason,
this dissertation aims to develop an early stage design method that both assesses the
performance of a ship and identifies the reasons behind that performance. In other
words, it addresses both the what and the why in early stage ship design. This method
has specifically been developed within the context of vulnerability reduction, as this
is a key factor that applies to naval ships in particular.

This chapter first discusses the nature of early stage naval ship design in Section
1.1, which needs to be understood before the new method can be developed. The
same holds for the field of vulnerability reduction of naval ships, which is discussed in
Section 1.2. The research objective and scope are outlined in Section 1.3. The outline
of the remainder of this dissertation is given in Section 1.4.

1.1 Nature of early stage ship naval design

The early stage design challenge of making high-impact decisions with limited inform-
ation and resources does not limit itself to naval ship design, but is a known issue to
engineering design in general, such as discussed by e.g. Ostergard et al. (2016) for
design of buildings and Renzi et al. (2017) for the automotive industry. The challenge
has previously been captured by Mavris and DeLaurentis (2000) in a well known and
often used generic design timeline, of which an adapted version is presented in Fig-
ure 1.2. It clearly shows that the design freedom is large in the early stage, while
the problem knowledge is limited. At the same time, the committed cost increases
quickly. In other words, decisions made in the early design stage lock in a large share
of the cost, as well as many other performance metrics. These decisions are difficult
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Figure 1.2: Simplified generic design timeline, adapted from Mavris and DeLaurentis
(2000)

to modify in later, more detailed design stages, as the design freedom has reduced
significantly then. Hence, for obtaining an adequate design while avoiding overruns
in cost and time, there is a vital need for an adequate early stage design process, in-
cluding suitable methods and tools. These methods and tools have a strong influence
on the actual shape of the curves in Figure 1.2. Though presented in a simplified way
as continuous curves, the tools and methods that are selected may cause the curves to
be more discrete and step-wise. Hence, design methods and tools are a critical aspect
of the (early stage) design process, and will be discussed in more detail later in this
dissertation.

Apart from this observed mismatch between problem knowledge, design freedom, and
locked-in performance, several other challenges are involved as well in the early design
stage of naval ships (or ship design in general, as discussed by e.g. Gaspar (2013)).
These include, but are not limited to the enormous number of potential solutions,
the interactions between various systems and components within the ship, and the
probability that design requirements change over time, either due to progressive in-
sights or due to external factors such as political considerations. These challenges
are discussed and dealt with by e.g. Brown and Thomas (1998), van Oers (2011),
Duchateau (2016), and Shields (2017), and have led Andrews (2011) to defining naval
ship design as a “wicked problem”, i.e. a design problem in which defining the re-
quirements is more complex than finding the actual solution. This results from the
strong link between the requirements and the solution. Before generating a solution
to a design problem, feasible design requirements need to be developed. However,
in order to evaluate whether the requirements are indeed feasible, they have to be
checked with one or more physically realisable concepts, which are in fact solutions
themselves. In other words: generating a solution needs requirements, while defin-
ing requirements needs solutions: a self-loop that makes the design problem “wicked”.

In order to structure the complex early stage naval ship design process, it is usually
subdivided into separate sub-stages. These stages are defined as concept exploration
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and concept definition by van Oers et al. (2018). According to their definitions, these
stages have the following characteristics:

e Concept exploration: This stage aims to establish a set of operationally relev-
ant, technically feasible, and affordable requirements. This is done through a
divergent, exploratory investigation where numerous (up to tens of thousands)
potentially interesting concepts are investigated at a low level of detail, followed
by a more targeted convergence towards a smaller number of most promising
concepts.

e Concept definition: This stage aims to de-risk one or several concepts by devel-
oping them into sufficient detail, ensuring that the requirements that have been
established during concept exploration can actually be met.

It must be noted that this terminology is not prevailing universally. Andrews (2018),
for example, refers to early stage design as the concept phase. He uses concept design
for concept definition, and adds an additional stage in between: concept studies, which
is equivalent to the converging part of concept exploration. Outside of the naval ship
design scope, comparable terms are used as well. In the field of systems engineering,
which deals with the very topic of how to design, the concept development stage
is subdivided in needs analysis, concept exploration, and concept definition, for ex-
ample discussed by Kossiakoff et al. (2011). According to their definitions, the needs
analysis focusses on the validation of an operational need and the development of
a set of operational requirements. The concept exploration phase aims at explor-
ing engineering-oriented solutions to the operationally oriented requirements. Sub-
sequently, a preferred solution that meets the requirements is selected in the concept
definition stage. As discussed above, defining requirements and exploring solutions
could influence each other - at least in the case of naval ship design. As such, needs
analysis and concept exploration as defined by Kossiakoff et al. (2011) become inter-
twined. For that reason this dissertation uses the terminology of van Oers et al. (2018).

There is a difference between the considerations in concept exploration and concept
definition, and the types of questions asked at these stages (van Oers et al., 2018;
Habben Jansen et al., 2020b; Brouwer, 2008). During concept exploration, the over-
all performance and trends are assessed. The focus is on why certain trade-offs exist,
or why certain parameters drive the design. At this stage, obtaining directionality on
how these parameters make the design better or worse is more important than what
actual values for the parameters should be selected. In other words: the focus is on the
general performance of the ship as a whole. When proceeding towards concept defin-
ition, more specific issues become of increasing importance. Performance assessments
are then carried out on a more specific level, for example for individual systems or
components rather than for the entire ship, such that bottlenecks or worst-case scen-
arios can be identified. The assessments that are carried out at this stage, are more
specific and have a more quantitative nature. However, the overall performance of the
ship as a whole is still considered as well, but now in more detail. Going from concept
exploration to concept definition is therefore mainly an expansion of scope, not so
much a shift of scope. The same holds for the process after early stage design, where
plans and arrangements are developed in detail to check and confirm the performance
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Table 1.1: Overview of main activity and area of focus for different design stages,
adapted from Habben Jansen et al. (2020b)

Early stage design Detailed
Design stage Concept Concept design &
exploration definition engineering
Detailing,
Main activity Exploring De-risking checking,
confirming
Area of focus Overall performance | Local performance arll);taiefirlriziie
u and trends and bottlenecks P
analyses

of the ship and its systems, eventually for the purpose of construction. A summary
of the activities and focus areas for these design stages is provided in Table 1.1.

The different considerations of concept exploration and concept definition can further
be understood by using the DIKW pyramid, a commonly used hierarchical structure
in the field of information and knowledge management (Rowley, 2007). DIKW is an
abbreviation for the four elements in the pyramid: data, information, knowledge, and
wisdom, in ascending order of meaning and value (see Figure 1.3). Various defini-
tions for these four items exist, but according to the review of Rowley (2007), there
exists consensus on what the items mean. The bottom of the pyramid contains data.
Data has a specific nature, can often be computed or programmed, but has little
meaning in itself. Information is structured, organised, or formatted data, that is
meaningful to the recipient. Subsequently, knowledge includes information combined
with personal aspects such as experience, common sense and intuition. Rowley (2007)
finds that there are no common, clear definitions for wisdom, but concludes that is
associated with understanding, interpretation, decision-making and ‘right judgement’.

An important elaboration on these definitions is made in the definition of know-
ledge. In a further discussion on the definition of knowledge, Rowley (2007) refers
to the distinction between explicit knowledge and tacit knowledge. Explicit know-
ledge is knowledge that is recorded or documented, and that is easily communicated.
Tacit knowledge, on the other hand, is personal and resides in individuals though
experience. Frické (2019) elaborates further on this distinction, stating that explicit
knowledge mostly has a “know-that” nature, while tacit knowledge refers more to
“know-how”. In the original definition of the DIKW-pyramid, the knowledge refers
to the latter. Frické (2019) also performs a critical review of the DIKW-pyramid,
specifically focussing on the layout of the pyramid. The pyramid structure implies
that the bottom parts are needed to acquire the top parts. Hence, knowledge can
be obtained from information, and information can be obtained from data. In other
words: higher parts of the pyramid inherently include lower parts. According to Frické
(2019), this is irreconcilable with the tacit, “know-how” nature of knowledge, as its
elusiveness and subjectiveness can not simply be obtained by induction and empiric
reasoning. To support this argument, he refers to Weinberger (2010), who states that:



6 INTRODUCTION

high

g
=

Wisdom

Knowledge

Information

Meaning
Programmability

Data

low* high

Figure 1.3: DIKW pyramid, showing the hierarchy between data, information,
knowledge, and wisdom, adapted from Rowley (2007)

“The image that knowledge (much less wisdom) results from applying finer-grained
filters at each level, paints the wrong picture... Knowledge is more creative, messier,
harder won, and far more discontinuous.

Despite the discussion on the correctness of the DIKW-pyramid in its existing shape,
the pyramid can be used to better understand considerations in early stage ship design.
Since concept exploration mainly considers why certain trends and trade-offs exist,
focussing on the level of overall performance, this dissertation places concept explora-
tion at the higher end of the pyramid. More specifically, the considerations of concept
exploration are categorised as knowledge, as they are rather generalised and repres-
ent a higher degree of understanding. This can include both explicit, “know-that”
knowledge on the performance of the ship, but also tacit, “know-how” knowledge
that resides within the ship designer. Section 5.1 elaborates further on this. In terms
of generality and understanding, the category ‘wisdom’ even transcends the level of
knowledge, but as stated above, wisdom is commonly associated with decision-making
or ‘right judgement’. In the case of naval ship design, this suggests being able to define
or select ‘the right design’. Though concept exploration supports this, it does not ne-
cessarily include this inherently. Hence, concept exploration is allocated to knowledge
in the DIKW pyramid. Similarly, the more specific and quantitative nature of concept
definition is allocated to the lower part of the pyramid, at the level of information.
This is because selecting the right parameter values for a concept is quite specific,
but at a higher level than simply a collection of numbers and characters, i.e. data.

This hierarchy further illustrates the challenge in early stage design. Concept explor-
ation is intended to be carried out before concept definition. Yet, as it is located
higher in the pyramid, it can only be based on more specific and quantitative assess-
ments, at the level of the entire ship (Andrews, 2011). However, these more specific
and quantitative assessments are the focus of concept definition, which is carried out
after concept exploration. Hence, an incompatibility between concept exploration
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(focused on knowledge) and concept definition (focused in information) occurs. For
that reason, practical naval ship design therefore does not contain a strict distinction
between concept exploration and concept definition - it goes back and forth (van Oers
et al., 2018). There remains a need to obtain generalised design knowledge during
concept exploration, in order to acquire one or several feasible concepts in concept
definition. The availability of generalised design knowledge has two advantages:

1. The likelihood that concept definition will lead to feasible concepts is increased.

2. If concept definition nonetheless leads to infeasible concepts, guidance and dir-
ectionality for overcoming these problems is available.

Summarising this early stage design challenge, it can be stated that generalised design
knowledge is needed to generate feasible specific concepts, while it also needs inform-
ation from those specific concepts.

1.2 Vulnerability reduction of naval ships

Section 1.1 explained why it is challenging to make early stage design decisions that
have a large influence on the final performance of the ship. This holds for any perform-
ance metric, but for a naval ship, an undisputed key design factor is survivability. This
is because naval ships are designed to operate and win in a hostile environment. The
hostility of naval operations - as well as operations of other military forces - is usually
described in terms of the violence spectrum. The low end of this spectrum embod-
ies environments and missions of relative safety, where threats and required weapon
capacity are low. Analogously, the high end of the violence spectrum describes high-
violent warfare or combat, usually associated with deployment of offensive weapons.
Figure 1.4 shows an overview - which is not meant to be fully exhaustive - of missions
that are carried out by a typical navy, sorted in increasing level of violence.

Low High
Humanitarian Disaster Counter-drugs Anti-piracy Naval
aid relief warfare

Figure 1.4: Violence spectrum for typical naval missions. Note that this figure is
generic and not to scale, and that individual mission circumstances may deviate from
this example.

Examples of missions carried out by the Royal Netherlands Navy (RNLN) at the
lower end of the violence spectrum include the deployments of the Zr. Ms. Karel
Doorman for ebola relief in 2014 (Ministerie van Defensie, 2019) and the Zr. Ms.
Van Amstel for European border security management in 2016 (Nederlandse Omroep
Stichting, 2016). These missions were carried out in relatively safe conditions with
low threats, though Zr. Ms. Karel Doorman faced a rather serious security issue
when three stowaways were found to have boarded the ship (Nederlandse Omroep
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Figure 1.5: Template for military sea presence and typical associated operations.
Figure retrieved from NATO Naval Group 6 on Ship Design (2004).

Stichting, 2015). An example of a mission higher in the violence spectrum is the anti-
piracy mission of the - back then named - Hr. Ms. Rotterdam in 2012, when one of
its RHIBs suffered minor damage during a gunfight with pirates (Marineschepen.nl,
2012). Though incidents in the highest end of the violence spectrum involving Dutch
naval ships have not taken place in recent years, training in this part of the spectrum
continues to be a major focus of the RNLN (Ministerie van Defensie, 2018). A rel-
atively recent example of an incident in the high end of the violence spectrum is the
sinking of the ROKS Cheonan in 2010, which sank due to an underwater explosion.
46 crew members died as a result of the incident. Its cause remains disputed, though
evidence has suggested that the sinking resulted from a torpedo fired by North-Korea
(United Nations Security Council, 2010).

The violence spectrum has been formalised in further detail by the NATO Naval
Group 6 on Ship Design (2004), that defines a template with four categories of milit-
ary sea presence, including examples of operations. This template is shown in Figure
1.5. It shows that the examples of the RNLN missions typically relate to categories
lower in the spectrum, more specifically: humanitarian operations and maritime se-
curity. The ROKS Cheonan incident is an example of military power projection, where
naval forces were neutralised. These examples illustrate the hostile environment in
which naval ships are designed to operate. Though the probability of getting hit and
suffering damage from weapon deployment of an enemy may not always be large, it is
definitely present, and it may have severe consequences. Due to this, survivability is
a major design driver for naval ships. A survivable ship can operate, survive, and win
in a hostile environment, without compromising its ability to perform its designated
missions.
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1.2.1 Definitions of survivability

Survivability is a frequently used keyword in a military context, also beyond the
scope of naval ships. In its broadest sense, it is defined by the United States De-
partment of Defense as “All aspects of protecting personnel, weapons, and supplies
while simultaneously deceiving the enemy” (Gortney, 2010). Alternatively, NATO
defines survivability as “The capability of a weapon system to continue to carry out
its designated mission(s) in a combat environment” (as cited by Piperakis (2013), who
refers to an original NATO document). In order to make survivability more tangible
for ships, a definition that has historically often been used, is “The capability of a
ship and its shipboard systems to avoid and withstand a weapons effects environment
without sustaining impairment of their ability to accomplish designated missions”
(Said, 1995). To transfer this into actual engineering solutions, survivability is usu-
ally expressed as the product of three key aspects: susceptibility, vulnerability, and
recoverability (Said, 1995), (Ball and Calvano, 1994), (Piperakis, 2013), (Kim and
Lee, 2012). In some cases, survivability is defined as the combination of only suscept-
ibility and vulnerability, and recoverability is considered as a separate aspect (e.g. by
Boulougouris et al. (2017)). Nevertheless, regardless of the actual subdivision, the
three key aspects have the same definitions, which are now discussed in more detail.

Susceptibility is the inability of a ship to avoid damage. This strongly relates to
its inability to get hit. For a positive contribution to the survivability of a ship, its
susceptibility needs to be reduced. The most obvious measure that can be taken to
achieve this, is avoiding hostile situations. However, this is often a rather trivial solu-
tion. Though there are examples of naval ships designed to stay away from hostile
situations, such as a mine countermeasures vessel that remains in a safe area, while
it deploys UUV’s to handle the mines, naval ships are usually purposely designed
to operate in hostile environments. Hence, a more meaningful effort is reducing the
signatures of the ship itself. Signatures are all emitted signals of the ship that allow
others to see or identify it. Various types of signatures exist, such as visual, acoustic,
infra-red, and electromagnetic signatures. Reducing these signatures means reducing
the susceptibility of the ship. Typical measures for this include adequate propeller
design (with low vibrations and cavitation), deperming and degaussing the hull, cool-
ing the exhaust gasses, or applying grey paint to the hull. Most of these measures are
dealt with during the design of the ship, and to a lesser extent during operations.

Vulnerability is the inability of a ship to withstand damage of one or more hits. The
fact that a hit has already occurred is considered as starting point. Vulnerability
contributes negatively to survivability. In other words: to increase the survivability,
the vulnerability needs to be reduced. Various measures for vulnerability reduction
exist, such as damage containment by zoning, redundancy and separation of systems,
and protection with ballistic-proof materials. The purpose of most of these measures
is to obtain an intelligent layout, which is in general deemed the most effective pro-
tective measure (Brown, 1991). Similar to susceptibility, most vulnerability reduction
measures can be implemented during the design of the ship.

Recoverability is the ability of a ship and its crew to repair and recover from dam-
age. It contributes positively to the survivability. Contrary to susceptibility and



10 INTRODUCTION

vulnerability, recoverability is mainly dealt with by active operational response on
board. Examples include fire-fighting, flood containment, re-routing vital resources,
and treating injuries. The degree to which successful recoverability can be achieved
strongly depends on crew abilities and training. However, several measures to increase
the recoverability can be taken during the design already. For example, Piperakis and
Andrews (2012) argue that recoverability is highly dependent on the ship layout and
configuration, and propose a method to assess this in more detail during the design.
Autonomous reconfiguration of vital routings can also be addressed during the design,
as discussed by Janssen et al. (2016). Still, recoverability is mainly considered as an
operational aspect.

The relation between susceptibility, vulnerability, and recoverability is visually shown
in Figure 1.6. During the design, measures can be taken to remain at full capability
by reducing the susceptibility (represented by the blue line) or to minimise the loss
of capability after a hit by reducing the vulnerability (represented by the red line).
It can be argued that extensive susceptibility reduction measures reduce the need for
vulnerability reduction measures. However, a historic overview of incidents where
Western naval ships were attacked by anti-ship cruise missiles shows that some hits
are unavoidable, even if the ship is defendable (Schulte, 1994). The same holds for
situations where it is not possible to ascertain the hostile nature of an enemy until
it is too late (Reese et al., 1998). Hence, vulnerability reduction remains to be of
critical importance during the design of a naval ship, and is therefore the focus of this
dissertation.

Vulnerability in a military context refers to a man-made, hostile environment. How-
ever, that does not imply that vulnerability reduction measures only apply to damage
caused by weapon hits. Other circumstances can also imply a need for reducing the
vulnerability, such as accidental fires, collisions, or cascading failures that result from
increasingly complex system design. Examples of non-hostile environments that have
resulted in damage include the collision of the KNM Helge Ingstad with a tanker
(BBC, 2018) and repeated power failures on board Type 45 frigates (Elgot, 2016).
What matters for vulnerability is how the damage and its consequences can be re-
duced, not necessarily how the damage occurred in the first place.

1.2.2 Vulnerability reduction of distributed systems

Vulnerability reduction of naval ships comprises several topics of interest. Tradition-
ally, the watertight subdivision and damage stability have received much attention.
This highly important topic continues to be important today, and is for example ad-
dressed by Boulougouris and Papanikolaou (2004), and more recently in Boulougouris
et al. (2017). In addition to that, structural integrity and blast-resistant bulkhead
design are primary topics of interest (Erkel et al., 2002). However, recent develop-
ments in the field of naval ship design cause a need to expand the focus for vulnerab-
ility reduction. With the increasing interest in electrification, automation, and digital
transformation, the design of the ship’s on-board systems has become equally import-
ant as the more traditional naval architecture disciplines such as hydrodynamics and
structures (Brefort et al., 2018). As a result, reducing the vulnerability of a modern
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Figure 1.6: Stages of survivability, expressed as the ship’s state over time

warship no longer only comprises the hull and stability - resilience of the ship’s on-
board systems has become at least equally important.

The trend towards electrification commenced in the 1980’s and has since become more
distinct as a result of growing electrical demands for existing and future weapon sys-
tems, such as rail guns, and their associated sensors (Clayton et al., 2000). Doerry
(2015) identifies several advantages of an Integrated Power System (IPS), where the
ship’s propulsion and the electrical system are combined in one power system. These
advantages include - amongst others - an improved support of high-power mission
systems, higher efficiencies of prime movers and propulsors, and a reduced acoustic
signature. The trend towards electrification also poses challenges, such as insufficient
power supply of existing ship powering concepts, which require rethinking the ship’s
power system (see Jung (2019) for a practical example). Due to its advantages, the
IPS concept is particularly interesting for naval ships, more so than for commercial
cargo ships. Examples of naval ships with an IPS concept include the Zumwalt class
destroyers of the US Navy, the Type 45 destroyers of the Royal Navy, and the Daegu
class frigate of the Republic of Korea Navy. Other trends in (naval) ship design are
automation and digital transformation. Selected intended advantages of digital trans-
formation are reduced overall safety risks and reduced support costs (Bolton et al.,
2018). Automation and digital transformation have applications on board, such as
for manoeuvring and power control (see e.g. Gonsoulin (2018), Geertsma (2019)), as
well as for ship support, such as smart maintenance (see e.g. Raptodimos and Lazakis
(2019)).

In order to enable an these developments, complex networks for distributing vital
commodities such as electricity, fluids, air, and data are indispensable. The sys-
tems that provide those commodities are known as either distributed systems, a term
used by e.g. Doerry (2006) or distribution systems, a term used by e.g. De Vos
and Stapersma (2018). There is a slight and subtle difference between these terms.
Distributed systems are systems that are distributed throughout the ship, where dis-
tribution systems are systems that distribute vital commodities throughout the ship.
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In practice, these systems usually cover both characteristics, and the terms can be
regarded interchangeable. This dissertation uses the term distributed systems. A
simplified example of a distributed systems network, usually known as a topology or
a logical architecture, is provided in Figure 1.7.

DG DG
Electricity
SWB — Chilled water
DG = Diesel generator
SWB = Switchboard
cwP CWP = Chilled water plant
CU = Critical user
CU

Figure 1.7: Example of a simplified logical architecture, including supply and dis-
tribution of electricity and chilled water

With the increasing interest in IPSs, the distributed systems networks become more
complex and interdependent. This makes them more opaque and difficult to under-
stand during the design (Brefort et al., 2018). For example, the amount of connections
in the distributed systems networks may become so large that two seemingly unre-
lated components may both go off if one of them is disabled, even if they are not in the
vicinity of each other. In addition, the way in which the ship is used, becomes more
determinative for the design of distributed systems (Dougal and Langland, 2016).
With an IPS, energy can easily be shared between users. For example, a high energy
weapon can temporarily use power that is normally used for propulsion. This is not
possible with a conventional powering concept, where propulsion power is mechan-
ical. This increased flexibility only works if all components of the distributed systems
are able to handle this power division. If not, cascading failures may occur, which
increase the vulnerability.

The larger and more complex the distributed systems networks become, the more
likely it becomes that such failures may not have been expected or simulated in
advance. Hence, a ship with an IPS concept may be more prone to vulnerability
in the non-hostile way that has been described in Section 1.2.1, even if it is not
a naval ship. To identify and prevent such cascading failures, the vulnerability of
distributed systems needs to be addressed in the early design stage (Goodrum et al.,
2018a). However, this is a non-trivial effort. Following the same argumentation
as in Section 1.1, it can be stated that the vulnerability characteristics need to be
understood before a concept with low vulnerability - be it in terms of hits or in terms
of cascading failures - can be designed. At the same time, concepts are needed for
understanding the vulnerability characteristics. Hence, a method to overcome this
self-loop is desired.
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1.3 Research objective and scope

Section 1.1 has identified that there exists an incompatibility between generalised
design knowledge and specific design information in early stage naval ship design. As
a result, obtaining early knowledge on how design parameters influence the design
is non-straightforward, which makes it difficult to establish directionality and design
recommendations in the early design stage. Subsequently, Section 1.2 has specified
this challenge in the context of vulnerability reduction of distributed systems. Up to
now, existing ship design methods and vulnerability reduction methods are not yet
able to account for this challenge when vulnerability is addressed in the early design
stage. In order to overcome this challenge, the following research objective is defined:

Develop a knowledge-providing early stage ship design method that assesses the per-
formance of a concept, identifies the driving factors for that performance, and provides
design recommendations towards better solutions, in the context of vulnerability re-
duction of naval ships.

This research objective considers two perspectives: a generalised perspective regard-
ing the design knowledge and information incompatibility, and a more specific per-
spective regarding vulnerability reduction. The specific problem can be seen as the
manifestation of the generalised problem in a specific naval architecture discipline,
i.e. vulnerability reduction. This dissertation aims to contribute to solving the gener-
alised problem wvia addressing the specific problem. In other words, this dissertation
considers a ship design problem that manifests itself in vulnerability reduction, rather
than a vulnerability problem that occurs during ship design.

In order to address the research objective in a structured fashion, several limitations
have been defined to mark out the scope of this research. This comprises the following
issues:

1. This research, including the test case, applies to naval ships. As explained in
Sections 1.1 and 1.2, early stage design of naval ships enfolds several specific
challenges, and the topic vulnerability reduction particularly applies to naval
ships. As such, naval ships are the focus of this dissertation. Nevertheless, this
does not imply that this research is not applicable for other ship types. The
topic of vulnerability reduction, for example, is also relevant for other ships
that highly rely on distributed systems, such as DP-vessels, cruise ships, and
autonomous vessels.

2. The term ‘vulnerability reduction’ specifically relates to vulnerability reduction
of distributed systems. Section 1.2.2 has highlighted the topics of interest for
vulnerability reduction of naval ships. Though damage stability and structural
integrity have been identified as highly relevant aspects as well, they are not
included in the vulnerability assessment that is developed in this dissertation.
For the sake of simplicity, the remainder of this dissertation uses the term ‘vul-
nerability’ for vulnerability of distributed systems.

3. The method for assessing vulnerability that is developed in this thesis assumes
that the compartments of the ship and the logical architecture of the main
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components of the distribution system are known. As explained in Section 1.1,
physically realisable solutions are needed for early stage design. What doesn’t
exist, can simply not be assessed. However, the level of detail of the logical
architecture is limited to a selection of the most important components. The
logical architecture itself remains fixed during the assessment, while the way in
which the logical architecture is routed through the ship is a major subject of
the method.

1.4 Outline of the dissertation

Several steps are taken to achieve the research objective, which correspond to the
chapters of this dissertation. First, the field of research has briefly been introduced
in this chapter, as well as the research objective and scope. A generalised problem in
the field of early stage ship design and a specific problem in the field of vulnerability
reduction have been identified. Subsequently, Chapter 2 provides a review of previous
research and existing methods that have contributed to this field of research. More
specifically, Sections 2.1 and 2.2 focus on the generalised ship design problem, and
Section 2.3 addresses the specific vulnerability problem. Subsequently, Chapter 3 in-
troduces the vulnerability method, which is based on Markov theory. The relevant
mathematical background is provided, and the principle of the method is explained.
Chapter 4 provides a test case, where the method is applied and the associated results
and contributions are shown. Subsequently, Chapter 5 reflects on how the method,
that applies to the specific vulnerability problem, relates to the generalised ship design
problem. Chapter 6 provides an overview of other opportunities of the method. The
outline of these chapters, which together form the core of this dissertation, is summar-
ised in Table 1.2. Conclusions and recommendations for future research are provided
in Chapter 7.

Table 1.2: Overview of the outline of Chapters 2-6 of this dissertation

Problem Solution

Generalised
(early stage Chapter 2, Sections 1 - 2 | Chapters 5 - 6
ship design)
Specific
(vulnerability)

Chapter 2, Section 3 Chapters 3 - 4




Chapter 2

A review of ship design and
vulnerability methods

This chapter provides background related to the research objective that has been
outlined in Chapter 1. The goal of this chapter is to identify which research efforts
have already been carried out, and which methods have already been developed for
assessing and understanding the performance of a ship concept in early stage design.
First, Section 2.1 gives an overview of design methodology in engineering. Section
2.2 addresses design methods and tools for of early stage ship design. Subsequently,
Section 2.3 discusses vulnerability reduction methods specifically. The purposes and
contributions of both types of methods and research efforts are investigated. Based
on this analysis, the research gap and requirements for the new method are identified
in Section 2.4. Section 2.5 selects the mathematical basis for the new method.

2.1 What to design versus how to design

Since a ship is a physical product, it is natural to express a ship design in terms of
physical characteristics, which could range from highly specific (e.g. length, displace-
ment) to more abstract (e.g. profitability, operability). However, as the design of
complex ships can be categorised as a “wicked problem” (see Section 1.1) it is not out
of place to discuss the design process that eventually leads to the physical design in
more detail. In other words: not only what to design matters, but also how to design
it. To that end, this section gives an overview of design methodology. It is recognised
that the literature contributions in this field are inexhaustive. Without suggesting
that the overview of this section is complete, it covers a selection of contributions to
(ship) design methodology that are considered most relevant for this dissertation.

The wicked problem is investigated in more detail by e.g. Roberts (2000), who pro-
poses three types of coping strategies:

e Authoritative strategies: Reduce the level of conflict by appointing a limited
number of stakeholders who have the authority to come to a solution. This

Parts of this chapter are based on Habben Jansen et al. (2018, 2019, 2020a).
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approach can make the decision-making quicker, but has the drawback that the
authorities may be biased, or not fully informed. In terms of ship design, the
authority in this strategy shows similarities to the ‘overall ship designer’, whose
task it is to combine all sub-disciplines into a single design effort. Overall ship
design is discussed in more detail in Section 2.2.

e Competitive strategies: Select a ‘winner’ who gets the right to define the prob-
lem and establish the solution. Notwithstanding negative associations, this
strategy has distinct advantages, one of them being that competition can ac-
celerate the development of new ideas. However, in terms of ship design this
strategy is unlikely to succeed. For example, if the design of a ship is defined
from a structural perspective, it is unlikely that it will have good weight, stabil-
ity, and speed characteristics, thus leading to an infeasible or irrelevant solution.

e Collaborative strategies: Engage all stakeholders in the problem in order to
come to a commonly defined and appreciated solution. These strategies tend
to be preferred and have proven benefits in e.g. government and business.
However, substantial stakeholder interactions are required for these strategies,
which could be time-consuming and costly.

Various design approaches exist for coping with complex (engineering) projects, which
all aim to exploit the benefits of one or more of these strategies. Three approaches
that are common to the design of complex ships are discussed now in more detail.

An approach that is relatively new to the ship design community is concurrent en-
gineering. The approach originates from the aeronautic industry, and is for example
in use at the European Space Agency, as discussed by Bandecchi et al. (2000). They
use the following definition for concurrent engineering:

“Concurrent Engineering is a systematic approach to integrated product development
that emphasises the response to customer expectations. It embodies team values of co-
operation, trust and sharing in such a manner that decision making is by consensus,
tnwvolving all perspectives in parallel, from the beginning of the product life-cycle.”

Relating this to the coping strategies for wicked problems, concurrent engineering can
be defined as a collaborative strategy. As discussed by e.g. Koufteros et al. (2001)
and Koskela (2007), it embodies a set of key elements, of which a multidisciplinary
team is a major one. All team members, from all involved disciplines, congregate
in meetings held at a dedicated facility with a fixed layout. During these meetings,
design decisions are discussed and eventually made, using real-time input from the
various design disciplines. An integrated design model (in software) is used to in-
vestigate implications of design decisions. Another key element of these sessions is
that the customer is present and actively involved as well. The meetings are led
by an independent chair, who facilitates the process, but is not technically involved
in decision-making. Concurrent Engineering could lead to reductions in cost and
product development time, but it also has drawbacks. For example, it may be dif-
ficult to develop the integrated design model. Different design disciplines may need
different types of assessments for different design stages. This could make it complex
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to assemble all design information in one overarching model that includes all interde-
pendencies between the design disciplines.

Another approach that focusses on the design process is systems engineering. This
approach aims to decompose higher level needs, such as business needs or missions,
into more specific functions and eventually actual systems and components. This is
accompanied by clearly defined design stages, and formal documents that need to be
delivered at the end of each stage (see e.g. Kossiakoff et al. (2011) for a general over-
view, and Calvano et al. (2000) for systems engineering in the context of naval ship
design). Systems engineering is at the intersection between how to design and what
to design. Systems engineering is not easily categorised in one of the coping strategies
for wicked problems, but rather describes a set of steps in the design process. This
is usually visualised by means of the V-diagram. This diagram exists in many forms.
The one that is considered most relevant for this dissertation is provided in Figure
2.1. It shows how high-level missions (in this case of the ship) are made more spe-
cific in terms of operations and functions, which in turn result in actual systems and
sub-systems, which form the actual solution (i.e. the ship). The solution is checked
by means of verification, simulation, and validation to ensure that it is appropriate
for fulfilling the mission. A feature of this diagram that is highly relevant for this
dissertation is the role of requirements in this process. It can be seen that missions
and functions, for example, lead to requirements, and that requirements lead to a
certain performance and effectiveness. However, the relation between systems and
requirements is bi-directional. Hence, requirements lead to systems, but systems also
affect the requirements. This illustrates the nature of the wicked problem, and also
exposes the main challenge in applying the V-diagram in the design of complex ships
(or other products or structures), namely: requirements that are needed to define a
solution can only be defined through the solution. This has led Andrews (2011) to
question the appropriateness of systems engineering approach for defining require-
ments.

Another design approach that can be used for defining requirements and solutions is
set-based design. In a naval ship design context it has been discussed by Singer and
Doerry (2009). Set-based design addresses the issue that early in the design process,
the committed cost increases quickly, while design knowledge is limited (see Figure
1.2). In set-based design, feasible sets of parameters are investigated by individual
design disciplines. For example, from a structural perspective, feasible length-beam
combinations may be different than from a hydrodynamic perspective. These sets
are kept open longer than typically done in order to fully identify trade-offs. Once
these have been understood, the sets are narrowed down, and the level of detail in-
creases, resulting in an optimum solution. Hence, this approach aims to bring design
knowledge forward, and to delay committed cost. The approach is visually shown in
Figure 2.2. In terms of the coping strategies for wicked problems, set-based design
deliberately has a competitive nature in the initial stages, where specialists from the
different design disciplines are allowed to consider the design from their own perspect-
ive. Subsequently, a collaborative approach is applied to come to overlap in the sets,
and to eventually define a solution. A major challenge in set-based design is an ap-
propriate definition of the individual sets, especially since different design disciplines
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use different assessment tools, while variables used in these tools may link to multiple
design disciplines. This is discussed in more detail by Goodrum et al. (2018b), who
in response to that issue have developed a network representation for describing the
coherence of design variables within and between different design disciplines. Based
on that framework, they conclude that the naval architect, as in the overall ship de-
signer, not only generates design information, but also acts as an integration manager.

It must be noted that the (ship) design approaches discussed in this section are not
mutually exclusive. They all have their own key features. Concurrent engineering has
a rather facility-minded nature, systems engineering has a stronger focus on describ-
ing a process with a set of steps, and set-based design deals with how many design
alternatives should be considered over time. Yet, the methods have several common
characteristics as well. First, they all agree on the need to integrate different design
disciplines early on. Secondly, they agree that there needs to be a central authority
to facilitate and/or guide the design process. This has a very strong relation to the
role of the overall ship designer. To that end, the next section elaborates on methods
and tools that can be used to investigate what to design, within the context of how
to design as discussed in this section.

2.2 Review of methods for overall ship design

Historically, methods for early stage overall ship design have had a strong focus on
parametric design, i.e. selecting appropriate values for key parameters of the ship.
Typical examples of such methods include the design spiral (Evans, 1959) and the
parametric ship design method described by Parsons (2004). The parameters con-
sidered in such methods typically include hull form parameters, such as length, beam,
draft, and block coefficient, and mission-related parameters. In case of cargo vessels,
these mission-related parameters can be specified adequately by physical characterist-
ics, such as deck area or hold volume. However, for complex ships, such as naval ships
or commercial vessels like multi-functional offshore heavy lift ships, it is less straight-
forward to capture the mission in physical characteristics. Moreover, the relation
between key ship parameters and performance may be discontinuous. An example is
provided by Duchateau (2016), who shows that the longitudinal position of a working
deck, which is a continuous parameter, may cause strong discontinuities in displace-
ment of the ship, as the position of the working deck forces the superstructure to be
placed either forward, aft, or to be split. Such discontinuities are difficult - if not
impossible - to capture by parametric models. This makes them less suitable for early
stage design of complex ships. This argument is discussed in more detail by Pawling
et al. (2017).

As a result, parametric design methods are ill-suited for the early stage design chal-
lenge of complex ships, where requirements and concepts (i.e. technical solutions,
being models of actual ships), as well as knowledge and information are highly inter-
dependent. Over the past years, this issue has been discussed in considerable detail by
Andrews, who already advocated the need for an adequate design philosophy during
the early rise of computer-aided design (CAD) tools (Andrews, 1981). He identifies
the fact that “everyone’s problem is the designer’s problem” as an important charac-
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teristic of the tasks of the ship designer (Andrews et al., 2018). This illustrates the
fact that the designer is responsible for integrating all sub-disciplines (e.g. marine
engineering, safety, hydromechanics, structures), which can only be done through a
physically realisable concept. In other words, the relation between requirements, con-
cepts, knowledge, and information is first and foremost relevant for the designer, that
is, the ‘overall ship designer’. As such, this section focusses on a selection of existing
methods and tools that are available for the overall ship design perspective.

In response to this early stage design challenge, Andrews has developed the Design
Building Block (DBB) approach, of which an overview is provided in (Andrews et al.,
2012). This approach addresses the required characteristics from a layout point of
view, using an existing computer aided ship design system. An example of the graph-
ical screen of the DBB is provided in Figure 2.3. With the approach, a ship concept
can be generated based on individual blocks, which vary in size and detail throughout
the design process. A key feature of the approach is the subdivision of the building
blocks according to their function (i.e. float, move, fight/operations, and infrastruc-
ture) in contrast to the more traditional weight groups. The purpose of this feature
is to allow more innovative configurations and to elucidate the impact of adding or
removing blocks. The approach has an architectural nature, where the focus lies on
layout. The approach purposely relies strongly on the input of a capable human ship
designer. Throughout the design process, the designer receives visual feedback on the
design, while it is being tracked whether the solution is technically feasible. The num-
ber of solutions that can be developed and assessed with the DBB approach is few,
over the course of days. This makes the approach less suited for (automated) design
space exploration with an extensive amount of potential concepts, which could be
carried out during concept exploration. The approach, however, was never designed
to facilitate this. The level of detail is variable and increases over the course of the
design process.

Another method that has been developed to facilitate identifying trends, trade-offs,
and underlying reasons, is the Packing approach. It was originally developed by van
Oers (2011), and has later been adapted by Duchateau (2016). Similar to the DBB
approach, the Packing approach uses building blocks to define concepts. However, this
is done at a considerably lower level of detail, and for a higher amount of concepts
(~ 10.000’s), specifically aiming at concept exploration. With the Packing approach,
concepts are automatically generated, using a genetic algorithm. These concepts are
deemed feasible if they meet certain basic measures of technical feasibility, such as
sufficient stability and acceptable trim. The generated set of designs is part of a
larger work flow, where concept exploration and steering can be applied. This work
flow is presented in Figure 2.4. The Packing approach particularly aims to elucidate
trade-offs and design drivers with regard to overall sizing - the internal layouts that
consists of the separate blocks do not necessarily represent feasible layouts. The lim-
ited number of constraints aims to facilitate finding a broad set of potential solutions.
Visual feedback can be provided upon request of the designer by means of a 3D visu-
alisation. However, this is not deemed a key feature of the method, since there are too
many concepts for visually inspecting them all. Instead, the Packing approach helps
in linking design requirements to solutions and identifying trade-offs by representing
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Figure 2.3: Example of the graphical screen of the DBB approach, retrieved from
Andrews et al. (2012)

individual designs as scatter plots for two (or more) design variables, such as damage
length, displacement, or cost. By inspecting these scatter plots and subsequent in-
teractive steering of concept generation, the designer can identify which parts of the
design space are feasible, and why. An example of such scatter plots, including visual
representations of requirements, is provided in Figure 2.5. Despite this relatively high
degree of automation, the Packing approach still relies on the designer for elucidating
underlying reasons. For example, the designer needs to identify which scatter plots
are relevant, and how they should be interpreted. In terms of knowledge, this means
that some form of tacit knowledge of the designer is needed in addition to the explicit
knowledge that the Packing approach aims to elucidate. For example: in a test case
of Duchateau (2016), one scatter plot shows two distinct clusters for freeboard. The
fact that these result from two distinct options for the number of decks has to be
identified by the designer, by means of pre-conceived ideas on deck arrangements. In
this case this was rather obvious, but for other, more complex interactions, this may
be less trivial.

Another method for overall ship design originates from the Virginia Polytechnic In-
stitute and State University, and is subject to ongoing developments and updates. It
is known as a Combat, Power, and Energy Systems (CPES) assessment method. A
recent overview of the method is provided by Parsons et al. (2019). Contrary to the
DBB approach and the Packing approach, which use one model to describe overall
ship characteristics, the CPES method uses various different models to describe the
overall ship. For example, a network is used for the logical architecture, and a process
flow chart is used for describing ship operations. The different models are integrated
in an application called Model Center, which follows a pre-defined procedure to assess
overall ship performance, cost, and risk. A flow chart of this procedure is provided
in Figure 2.6. A considerable level of detail is required as input for the CPES as-
sessment method. For example, the logical architecture that is used in the example
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Figure 2.6: Flowchart of the CPES assessment method. Different models are avail-
able for different blocks in the flowchart. Figure retrieved from Parsons et al. (2019).

of Parsons et al. (2019) consists of more than ten different commodities (e.g. chilled
water, lubrication oil, fuels, electricity), each of them consisting of several tens of
nodes (i.e. components). Other modules provide e.g. a low-fidelity seakeeping ana-
lysis and propeller selection and optimisation. Compared to the DBB approach and
the Packing approach, this method covers a broader spectrum of the overall design
activity. Due to the required input, the method is best suited for the later part of
early stage design, such as concept definition.

The focus on power and energy systems is also used in the method S3D, which stands
for Smart Ship System Design. This is a tool for overall ship design with a specific
focus on electric ships (Chalfant et al., 2012). The tool has been developed in response
to the increasing complexity and sophistication of military systems, and is designed
to facilitate collaboration between different design disciplines (e.g. electrical, mech-
anical, thermal, and naval architecture). The tool has been designed to consider one
ship model at the time. The different design disciplines can work simultaneously on
this model. Each discipline has its own view on the model, thus eliminating designer
overload with non-relevant information. An example of the view for electrical engin-
eers is provided in Figure 2.7. The tool is linked to the Leading Edge Architecture for
Prototyping Systems (LEAPS), which is a common ship design data repository for
the US Navy (Chalfant et al., 2017). Similar to the Design Building Block approach,
the level of detail grows as the design process advances.

The examples of overall ship design methods discussed above have all been developed
within - but are not necessarily limited to - the context of naval ship design. An
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library from LEAPS at the left. Figure retrieved from Chalfant et al. (2017).

Table 2.1: Summary of ship design methods discussed in Section 2.2.

Method Area of focus Level of detail
Design Building Block  Overall layout Variable
Packing Overall sizing Low

CPES Power and energy systems Medium

S3D Electric ships Variable
Holistic ship design User-defined variables of interest Medium

example of a non-naval approach for overall ship design is the holistic ship design
optimisation method developed by Papanikolaou (2010). Similar to the Packing ap-
proach, it uses an optimisation algorithm to explore different design solutions that
are subject to a set of constraints. One of the major differences is that the ship’s par-
ticulars and loading conditions are assumed to be known. An optimisation effort is
carried out within the scope of those fixed parameters. For example, in one of his test
cases, Papanikolaou (2010) optimises for maximum transport capacity, a maximum
subdivision index and minimum structural weight for a Ro-Ro vessel. Hence, this
type of optimisation is carried out in a slightly later design stage than the Packing
approach, when overall sizing is known.

The methods described above are summarised in Table 2.1. It can be observed that
though all methods aim to facilitate early stage design in the overall ship design con-
text, every method has a specific area of focus. In addition to that, the level of detail
of all three methods is different, covering the full scope from concept exploration to
concept definition.
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2.3 Review of vulnerability reduction

Chapter 1 has explained that the challenges related to the interdependency between
concepts (related to specific information) and requirements (related to generalised
knowledge) manifest itself in particular in vulnerability of naval ships. To that end,
this section elaborates on design methods and tools that already exist to address
these challenges. Before these methods are discussed in more detail, several general
considerations for vulnerability reduction are discussed first.

2.3.1 General considerations for ship vulnerability reduction

A key feature of vulnerability requirements is that they are usually formulated in
relation to the impact level of a hit (or other damage). In other words: the required
residual capability depends on how severe the damage is. It is undesirable that a
low-cost weapon with minor impact disables a significant part of the ship (known as a
‘cheap kill’), so for minor damage, it is likely that the requirements prescribe a certain
ability to fight hurt. Likewise, it is unrealistic to require that full fighting capabilities
remain after severe damage - in those cases it is more likely that the focus shifts to-
wards evacuation, or leaving the theatre in an orderly fashion. This concept is known
as ‘graceful degradation’. The type of threat is a key element in graceful degradation.
Usually, a distinction is made between a symmetric threat and and asymmetric threat
(Wilson, 2010). The former relates to situations where both parties have comparable
weapons and combat power (e.g. a ship against a ship), while the latter refers to
situations where weapons and combat power are significantly different (e.g. a ship
against a drone). In case of a symmetric threat, a high impact level is more likely
to refer to a single hit with a large damage extent. For an asymmetric threat, a
high impact level could potentially also result from many hits with smaller damage
extents. Hence, both types of threat could result in the same impact level, while the
associated damage is distinctly different. Especially in recent yeas - that is, after the
Cold War - asymmetric threats have been a great area of concern (Wilson, 2010).

In order to facilitate graceful degradation, the vulnerability requirements are opera-
tionally oriented, as discussed by e.g. Reese et al. (1998) and Liwang and Jonsson
(2015). An example of the relation between impact level and residual capabilities,
expressed in a matrix, is provided in Figure 2.8. Reese et al. (1998) also provide
approaches for quantifying vulnerability requirements, making a distinction between
absolute and probabilistic terms. A requirement in absolute terms is expressed in
a deterministic fashion, where the requirement must be met with a probability of
1. This type of formulation is particularly applicable if meeting the requirement is
essential for success of the mission. With the probabilistic approach, the likelihood
of meeting the requirement is expressed as a probability. This approach accounts for
the perspective that a certain degree of loss of capability may need to be accepted.
The probabilistic formulation also has benefits for hit modelling. Though ship signa-
tures, such as the infrared signature, can influence the location of a hit (Schleijpen,
2010), hits can occur at any location, potentially in unexpected scenarios. Especially
in the concept exploration phase, the vulnerability of the ship as a whole, regardless
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Figure 2.8: Example of the relation between residual capabilities and impact level
for a support ship. Figure retrieved from van Meurs (2019).

the exact location of a hit, is of interest. A probabilistic approach in modelling hits
supports such a generalised assessment.

The operationally oriented formulation of vulnerability requirements relate to how the
ship and the distributed systems are used. However, other aspects are relevant as well,
such as how various components of distributed systems are connected, and where they
are located. In order to facilitate a comprehensive approach for designing distributed
systems, in particular with a focus on low vulnerability, Brefort et al. (2018) have
established a framework that describes these distributed systems. This framework is
not a design method in itself, but highlights the different characteristics of distributed
systems that need to be addressed for survivable design. This framework will be used
in Section 2.3.2 to classify various methods for vulnerability reduction, and is now
discussed in more detail.

Brefort et al. (2018) define three main characteristics of distributed systems: the
physical architecture, logical architecture, and operational architecture. The char-
acteristics are named ‘architectures’ because they express the conceptual structure
of distributed systems, from different representations. The framework is graphically
shown in Figure 2.9. The architectures are defined as follows:

e Physical architecture: The spaces in the configuration of the ship, as well as the
physical attributes of components of the distributed systems, located in those
spaces.

e Logical architecture: The functional characteristics of the system, as well as the
links between the various components of the distributed systems.

e Operational architecture: The way in which the distributed systems are used
over time, including what systems are needed in which order, or what processes
are carried out with the distributed systems.
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Figure 2.9: Architectural framework for representing distributed systems. Figure
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Each architecture can be expressed in its own form. The physical architecture, for
example, can be represented as a general arrangement, while a single-line diagram is
suitable for describing a logical architecture. Note that this is independent of the level
of detail. The operational architecture is more abstract to capture in a representation.
In terms of vulnerability, a part of the operational architecture are the operationally
oriented vulnerability requirements, as provided in Figure 2.8. However, system man-
agement procedures included in the platform handbook of a ship also represent the
operational architecture.

A key feature of the architectural framework are the overlaps between the three main
architectures. These overlaps capture characteristics of the distributed systems that
are not captured by solely one of the architectures. The overlaps are defined as follows:

e Physical solution: The description of what the system components look like in
the physical space of the ship, including connection elements, such as cabling,
piping, or shafts.

e Functional utilisation: The resource flow required between system components
in order to fulfil a mission of interest.

e Physical behaviour: The characteristics of a physical layout for a mission of
interest.

Similar to the main architectures, these intersections have their own way in which
they can be represented. A physical solution is typically represented as a routing
scheme, that links connections to actual locations in the ship. The functional utilisa-
tion can be expressed by means of a load balance, potentially over time. The physical
behaviour is less straightforward to capture in a representation. However, Brefort
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et al. (2018) give two examples of physical behaviour: the electromagnetic interfer-
ences that occur if an operational scenario requires high electrical loads, and the fact
that the appropriate size of a generator depends on the operational profile of that
generator.

The combination of all primary architectures and overlaps results in the system re-
sponse, which describes the performance of a system for a certain layout, certain
relations between components, and a certain mission of interest. It can be seen as
the overall description of one or more distributed systems. This also implies that for
comprehensive and survivable design of these systems, all architectures need to be ad-
dressed. To that end, this framework is used to evaluate various existing vulnerability
methods in the next section.

2.3.2 Methods for ship vulnerability reduction

Various method and tools exist for ship vulnerability assessments. Some of these
methods are aimed to be used in practical ship design by navies or shipyards, while
others are developed from a more fundamental research perspective. Examples of the
former type include the commercially developed tools RESIST (TNO, 2018), SUR-
VIVE (Schofield, 2009) and SURMA (Surma Ltd., 2018). Many of these tools have
been developed within the context of a specific country and/or navy. For example,
the tools mentioned above have been developed in The Netherlands, the United King-
dom, and Finland, respectively. The tools provide high fidelity assessments of a ship
exposed to one or more hits. They assess damage effects such as structural failure and
fire. The results of these tools comprise overviews of the damage stability, availability
of critical systems, and structural integrity after one or more hits. The computations
in these tools are in some cases based on first principles, but in other cases on more
detailed techniques. RESIST, for example, uses algorithms that hold an intermediate
position between Finite Element Methods (FEM) and Computational Fluid Dynam-
ics (CFD), in addition to analytical and empirical formulas. Because of this level of
fidelity, detailed plans such as a general arrangement, a structural arrangement, and
a logical architecture for distributed systems are needed as input for these tools. This
makes them highly useful for detailed design stages. For the early design stage they
are of limited use, due to the required level of detail. However, some tools have a
simplified version for the early design stage, such as SURVIVE Lite (Schofield, 2009).
This version can be used for more generic layouts and a reduced level of subdivision.
Another tool, called PREVENT (Heywood and Lear, 2006) applies a similar level of
detail. Two examples of different levels of fidelity are given in Figure 2.10.

Early-stage focussed methods for assessing vulnerability exist as well. Many of these
have a more fundamental or scientific background. Piperakis (2013) has developed a
method that is specifically aimed at the early design stage. It integrates susceptib-
ility, vulnerability, and recoverability in a method for assessing overall survivability.
The method is layout-based. It combines existing tools with a newly developed re-
coverability method. The method is suitable for assessing a relatively low number
of alternatives, but at a relatively high level of detail. This fits well in the concept
definition phase. A comparable level of detail is considered by Goodfriend and Brown
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Figure 2.10: Examples of different levels of detail for vulnerability methods: high
(RESIST, top) and low (PREVENT, bottom).

(2017). They only consider vulnerability, with a specific focus on distributed systems.
Their method uses a multi-objective genetic algorithm to explore the design space,
with high effectiveness, low cost, and low risk as objectives. The method has an ex-
ploratory nature, though it still requires a level of detail that may be more suitable for
later design stages. The work of Goodfriend and Brown (2017) feeds into the CPES
assessment method that is discussed in Section 2.2.

A method with a lower level of detail has been developed by van Oers et al. (2012).
Their method uses an genetic optimisation algorithm that generates 2D physical solu-
tions (i.e. routings) of distributed systems, where low vulnerability is one of the ob-
jective functions, quantified by minimising the loss of capability after one or more
hits. The method only considers variations on the shortest path. In a follow-up
study, Duchateau et al. (2018) also consider physical solutions that may be longer,
but potentially less vulnerable. Their method is in 3D, though the transverse direction
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Figure 2.11: Example of two early stage vulnerability methods with a focus on
routing: van Oers et al. (2012) (top) and Duchateau et al. (2018) (bottom).

only makes a distinction between port side and starboard. They also use a genetic
optimisation algorithm. Visual examples of these methods are provided in Figure
2.11, where it can be observed that the level of detail is significantly lower than for
e.g. RESIST. On a similar level of detail, the vulnerability of distributed systems is
considered by Kim and Lee (2012). However, their aim is not to generate physical
solutions, but to evaluate the availability of critical systems after one or more hits
in a probabilistic fashion. They investigate a binomial method, a Poisson method, a
tree diagram, and a Markov chain. Their method can be used with a limited level of
detail, but the mathematical set-up becomes complex when the number of redundant
components is increased. Furthermore, their method is well suited for evaluating pre-
defined concepts, but does not provide guidance towards other - potentially better
- concepts. Another method for assessing physical solutions in the context of vul-
nerability is provided by Shields et al. (2016). Their method has a slightly different
perspective than the methods described above. The method is not a design tool in
itself, but provides an estimation of the complexity of physical solutions. This estim-
ation can be used for evaluating how well a concept is understood, rather than for
generating concepts.

In addition to genetic algorithms and probabilistic models, networks are used as well
for vulnerability assessments of distributed systems in the early design stage. Good-
rum et al. (2018a) combine two networks, one describing the compartments of the ship
(i.e. the physical architecture), and one describing the logical architecture for distrib-
uted systems, to compute an operability score for damaged compartments. This is
done at three levels of fidelity, in increasing order: based on connectedness, based
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in connectedness in the right direction, and based on network flow. All compart-
ments are considered individually for damage. The network flow assessment partially
considers operational architecture, but no translation from the operability score to
residual capabilities is made. Since their method is network-based, it is very robust
and quick, allowing large numbers of layouts and damage scenarios to be considered.
Networks are also applied by de Vos and Stapersma (2018), who have developed a
tool that can automatically generate a vast number of logical architectures in order to
explore the design space. A genetic algorithm is used to obtain logical architectures
with low vulnerability as well as low ‘system claim’, which is defined as the degree
to which a topology ‘claims’ space, weight, and cost in the ship. They define the
reconfigurability of a logical architecture as a critical aspect of vulnerability reduc-
tion, which can be realised by connecting hubs in the logical architecture. As such,
their vulnerability metric is a network-based metric that quantifies the connectedness
between hubs, which they introduce as ‘max-flow-between-hubs’. They do not include
an actual flow analysis, i.e. it only matters whether the logical architecture is connec-
ted. This does not necessarily imply that sufficient flow and capacity is available. The
latter has been investigated by e.g. Trapp (2015), who has developed a method for
survivable design of flow networks. The flow computations require several additional
characteristics, such as flow volume and flow rate capacity, inherently requiring more
detailed input data. In his test case, a survivable network is defined as one that can
still operate - with sufficient flow - after the loss of one edge, regardless of which one.

All above mentioned methods require some sort of modelling of the ship and its
distributed systems, either with a significant or limited level of detail. However,
guidance on vulnerability reduction can also be found in generic design guidelines
that are based on experience and best practices. For example, the following design
rules are in use at the Netherlands Defence Materiel Organisation (van Meurs, 2019):

1. Avoid platform distribution systems.
2. Avoid single points of failure in vital distribution systems.
3. Separate redundant sources.
4. Separate redundant paths.
5. Route vital distribution systems on the same paths.
6. Run feed and return lines of closed loop systems together.
7. Protect redundant sources within the sphere of weapon effects.
8. Protect redundant system runs within the sphere of weapon effects.
9. Arrange cross-overs close to critical users.
10. Arrange cross-overs close to system sources.

11. In general, ring-shaped systems are a preferred solution.
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The advantages of these rules of thumb are that they have historically proved to be
useful, and that they can be applied in the very earliest stages of vulnerability reduc-
tion. However, they are rather difficult to quantify, and provide no insight in potential
trade-offs or compromises. For example, Rules 3 and 4 advise to separate redundant
sources and paths, but it is not discussed how this should be done, or whether there is
a practical limit to the amount of sources and paths that should reasonably be made
redundant.

As mentioned in Chapter 1, vulnerability reduction of distributed systems is par-
ticularly important for ships with an IPS concept, which is confirmed by several
literature contributions. For example, Cramer et al. (2011) have developed a method
that particularly focusses on the vulnerability of an IPS concept. They mention no
specific intended design stage, but as some of the input data is rather specific, such
as voltages, currents, temperatures and flow rates for given operational conditions,
a more detailed design stage seems most suitable for this method. The method also
introduces a way to compute an overall dependability metric (where dependability is
defined as operability over a range of damage scenarios), but it is noticed that this
computation is limited by the number of damage scenarios. A method to identify the
worst-case scenario is presented as well. Interestingly enough, a genetic algorithm
is used for this. This is exactly opposite from other methods that use a genetic al-
gorithm, as they usually intend to find the best solutions. TIPS ships are also main
topic of the work of Schuddebeurs (2014), who specifically considers advanced model-
ling and simulation techniques for de-risking IPS ships, aiming at high-fidelity results
that are particular useful for detailed design or modifications to in-service ships. A
more early stage context is discussed by Chalfant (2015), who confirms the need
for early stage vulnerability assessments for IPS ships, while at the same time not-
ing that the number of available suitable methods is limited. Doerry (2007) states
that vulnerability in IPS ships can be reduced by zonal design, where damage can
be confined to a single zone, without interrupting operations in adjacent zones. He
discusses this concept in more detail in (Doerry, 2006). In addition to damage by ex-
ternal threats, Doerry (2007) also notes that distributed systems on board IPS ships
need to operate adequately in normal operating conditions, which addresses the more
internally oriented aspect of vulnerability, which focusses on internal systems failure
rather than failure that result from weapon hits. To quantify this, he introduces a
Quality-of-Service metric that is based on, amongst others, the mean time between
failure rates for the different components and a fault effects analysis. Such types
of analyses in the context of IPS ships are not the subject of this dissertation, but a
more elaborate discussion can be found in e.g. (Logan, 2007) and (Menis et al., 2012).

A summary of the methods described in this section is provided in Table 2.2. It can be
observed that the physical and logical architecture are considered in every method.
The operational architecture seems to be considered to a lesser degree. If it is in-
cluded, it is mostly in terms of network flow and capacity (i.e. functional utilisation),
or in terms of recoverability.

The type of architecture that is considered in the various methods is not the only
point of attention. It has been noted in Section 2.3.1 that asymmetric threats are
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Table 2.2: Summary of vulnerability reduction methods discussed in Section 2.3.
P = physical architecture, L = logical architecture, O = operational architecture.

Method Architecture type Level of detail
RESIST, SURVIVE, SURMA P, L, O High
SURVIVE Lite, PREVENT P, L Low
Piperakis P, L, O Medium
Goodfriend and Brown P, L Medium
Van Oers et al. P, L Low
Duchateau et al. P, L Low
Goodrum et al. P, L, O Low
Kim and Lee P, L Low
Shields et al. P, L Low

De Vos and Stapersma L Low
Trapp L, O Low
DMO design rules P, L Very low
Cramer et al. P, L, O Medium
Schuddebeurs L, O High
Doerry L, O Medium

a major area of focus. In order to deal with this type of threat during the design,
a vulnerability reduction method needs to be able to account for multiple hits with
smaller damage extents, rather than the more traditional single, but more severe hit.
However, most of the methods of Table 2.2 use user-defined hit scenarios. This works
well for a limited selection of hits, but quickly becomes cumbersome for combinations
of multiple but smaller hits - especially because it is unknown where a hit will occur.
This is taken into consideration in the gap analysis and selection of the associated
mathematical approach, which will be discussed in Sections 2.4 and 2.5.

2.3.3 Methods for assessing vulnerability in other fields

Vulnerability assessments are also carried out in other fields of study. They are espe-
cially relevant for applications with resource flows through infrastructures, analogous
with the resource flow through distributed naval ship systems. The number of applic-
ations is extensive, but three examples are discussed here briefly.

A typical example of a non-naval vulnerability assessment is is the design of land
power grids. Liu et al. (2012) have defined an operational vulnerability index to
investigate the possible benefits of decentralised power generation. In terms of this
index, a good network with respect to vulnerability is one in which the long-distance
large-capacity power transmission is minimal. A major difference with naval ship
applications is that land power grids consider only one type of resource (electricity),
while for naval ships interdependencies with other types of flow, e.g. chilled water,
data, and fuels, need to be considered. Furthermore, the operational vulnerability in-
dex is not based on damage or loss of systems or compartments, but on the efficiency
of the transmission.
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Table 2.3: Difference in number of resources and operational scenarios considered
for various vulnerability methods. (Naval) ships added for reference.

Application No. of resources No. of operational scenarios
Electrical power grid one one

Highway one many

Health care facility many one

(Naval) ships many many

Another non-naval ship design example of a vulnerability assessment is the work of
El-Rashidy and Grant-Muller (2014), who have performed a vulnerability assessment
on a highway network. This example also considers one type of resource (cars), but
they have taken into account that the vulnerability depends on various operational
and external factors, such as different threats or traffic speeds. This is done by
defining vulnerability attributes that are calculated based on basic road traffic para-
meters, such as the number of lanes, the speed of the cars, and the congestion density.

The third example is the assessment of a health care facility. Arboleda et al. (2009)
have developed a method for assessing the operational vulnerability of a health care
facility during disaster events. In contrast to the two methods mentioned earlier,
this method takes into account that the system, in this case a health care facility, is
dependent on different types of resources, such as water, power, and the transporta-
tion of medical supplies. However, it takes into account only one default operational
scenario.

The characteristics of these vulnerability methods are summarised in Table 2.3. It can
be observed that the applications considered in this section are of a different nature
than naval ships. For these applications only one type of resource and/or one opera-
tional scenario is considered, while for naval ships both could be many. Note that this
is no measure for the quality of the vulnerability methods for other applications, as
different problems require different solutions. It is pointed out, however, that existing
methods for vulnerability assessments in other fields may not be directly applicable
to naval ship design.

2.4 Gap analysis

Based on the review of Sections 2.1 to 2.3, a research direction can be obtained from
identifying where a research gap still exists. This is done from both an overall ship
design perspective, as well as a vulnerability reduction perspective.

In terms of the overall ship design perspective, it can be stated that some methods
aim to develop a concept that can be used as a starting point for the remainder of the
design process. In other words: the methods focus on concept definition, usually with
a considerable level of detail. Though this step is indispensable for a successful design
process as a whole, it does not necessarily address the issue of the strong interdepend-
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ency between requirements and solutions (i.e. the wicked problem). In other words:
the methods do not directly provide design knowledge that is needed for identifying
the driving factors and finding directionality towards better concepts. To address this
issue, another - earlier - step needs to take place: developing concepts for the sake
of understanding these concepts. This is done during concept exploration. Of the
methods discussed in Section 2.2, Packing and the Design Building Block approach
mostly comply with this perspective. However, both methods require a considerable
level of human input for interpreting why the results are as they are. This is not
necessarily a bad thing. However, a more formalised, mathematics-based approach
for identifying underlying reasons for the ship’s performance may be helpful for more
complex interactions between concepts and performance.

In terms of the vulnerability perspective, it can be stated that the physical and logical
perspective on distributed systems is well present in existing vulnerability methods.
However, the operational architecture leaves room for further exploration. Especially
the need for operationally oriented formulations of vulnerability requirements (i.e.
the fact that residual capability needs to be linked to impact level) is not yet con-
sidered in existing vulnerability methods that are aimed at the early stage. The ability
to quantify and understand graceful degradation, including the driving factors and
interdependencies between the different levels of degradation, would greatly enhance
design knowledge on the operational perspective on vulnerability. This knowledge can
be used to obtain design recommendations for distributed systems. This supports the
purpose the concept exploration phase, i.e. obtaining generalised estimations of the
vulnerability trends of the ship as a whole (see Table 1.1). Based on this assessment,
the designer can decide which direction is most promising for further design efforts.
A typical, notional result of such an assessment could be (see Chapter 4 for an actual
test case on this topic):

“Based on the likelihood that the levels of residual capability will be met after damage,
a concept with an integrated power system seems more appropriate than a concept
with separate, mechanical propulsion. Further design efforts could focus on relocating
the aft switchboard and its associated electricity cables, as they have shown to be most
decisive for the level of vulnerability.”

As such, the new method helps the designer deciding in which direction to proceed for
less vulnerable (i.e. better) concepts. It is not intended to identify the least vulnerable
concept at this stage. Since more detailed will be added later on, the least vulnerable
concept in concept exploration is not necessarily the least vulnerable concept after
detailed design and engineering. Summarising: the design decisions and associated
methods for the concept exploration stage are all about directionality, in this case on
where to physically place the distributed systems, and why.

Combining the research gaps from the overall ship design perspective and the vulner-
ability perspective, the new method needs to comply with the following requirements:

e A focus on understanding concepts in the early stage, rather than generating
one or more concepts that can be used for further steps in the design process.
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A formalised, mathematics-based approach for identifying underlying driving
factors for the performance (in this case: vulnerability) of the ship.

Providing design recommendations on how the concept can be improved, using
the knowledge obtained from the original concept.

The ability to quantify graceful degradation, considering different levels of re-
sidual capability.

These requirements are the main requirements that follow directly from the gap ana-

lysis.

arise

However, based on the review of this chapter, several additional requirements
as well:

Different design disciplines need to be integrated early on, as discussed in Section
2.1. In terms of vulnerability, this means that different types of resources in
distributed systems, such as electricity, chilled water, and data, need to be
addressed simultaneously.

The method needs to be able to do an assessment in a rapid and generalised
fashion, to align with the purpose of concept exploration.

The level of detail needs to be aligned with concept exploration, i.e. limited,
but sufficient enough to provide a meaningful result.

The vulnerability needs to be assessed in a probabilistic fashion, because 1)
it is unknown where hits (or other damage) will occur, and 2) the concept of
graceful degradation can not ensure a probability of 1 that certain systems will
be available after damage.

The way in which hits are modelled needs to be able to represent asymmetric
threats, i.e. multiple hits with smaller damage extents, in addition to existing
methods that mostly consider single hits with a large damage extent.

Based on these requirements, an appropriate mathematical approach for the new
method can be selected. This is done in the next section. Subsequently, the new
method is developed. This method is intended to fill the specific gap outlined in this
section. Hence, the method in itself provides a solution to a self-contained problem.
The same holds for other methods discussed in this chapter. However, in order to
fully outline the contributions of an individual method, it needs to be discussed how
the method relates to other methods, and how the right method for the right problem
at the right time can be applied. By doing so, individual methods can be used as
leverage towards a common goal, in this case: designing survivable naval ships. As

such,

a final requirement for this research arises:

The contributions of the method need to be outlined with contributions of other
methods, resulting in a clear structure on when to use which method(s) for early
stage design of survivable naval ships.
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2.5 Selecting a mathematical approach

In order to find a mathematical tool or approach that meets the requirements for the
new method, several options have been investigated. First, methods for modelling
different types of resources, and their interdependencies, have been investigated, as
the integrated nature has been identified as an important requirement for the method.
An overview for modelling and simulating techniques for interdependent resources has
been provided by Rinaldi (2004). He elaborates, amongst others, on aggregate supply
and demand tools, dynamic simulations, agent-based models, and physical models.
Though it is explained how these models consider the interdependency aspect, they
are found to be less useful for the new method. Aggregate supply and demand tools
can be highly useful for e.g. load balances (functional utilisation, in terms of the ar-
chitectural framework), but that part of the operational architecture is not the topic
of interest for the new method. In terms of linking residual capabilities to disruptions,
dynamic simulations could be more suitable. However, they have a more deterministic
nature, which conflicts with the requirements for a probabilistic approach. Physics-
based models are useful for highly detailed assessments, down to the level of individual
components, but this quickly becomes too detailed for the concept exploration phase,
where the available design information is limited. Agent-based models also have a
rather deterministic nature. However, one of their advantages is that they describe
the state of components in a system, and they include the option that this state may
change over time or after certain occasions. This is considered a useful characteristic
for the method, and has been used for further investigation.

Combining the state description of components with a probabilistic assessment ap-
proach have lead to a closer investigation of network epidemics. This method is very
useful for investigating how a failure propagates through a network, based on the prob-
ability that a hurt node contaminates its neighbours (discussed by e.g. van Mieghem
(2014) in more detail). A typical application is epidemiology in public health. Within
a ship design context, epidemiology shows similarities with cascading failures. How-
ever, the way in which epidemiology models failure (be it disease or another type of
lost performance) does not entirely align with the ship design perspective. Cascading
failures in a ship are based on logical relations. For example, if a generator supplies a
switchboard, which in term supplies a critical user, loss of the generator will automat-
ically result in loss of both the switchboard and the critical user. The probabilistic
aspect in this situation considers how likely it is that the associated capability is still
available. In network epidemiology, however, the contaminations themselves are based
on probability. For example: if person A is infected by a disease, there is a certain
probability - say 40% - that he contaminates another person in his network. This way
of modelling does not outline with the logical relations between system components.
It makes no sense to say that there is a 40% probability that the switchboard will be
off if the generator is off. Their direct relation has a more logical nature: components
are either on or off. Hence, network epidemics are of limited use as well.

Subsequently, Markov theory has been investigated. Similar to epidemics, Markov
theory describes the different states of a system, and the probability that this state
changes. However, the state transitions are not dependent on a contamination prob-
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ability, but on user-defined transition probabilities that occur on either discrete in-
stances for a discrete-time Markov chain, or with certain rates for a continuous-time
Markov chain (also discussed in more detail by e.g. van Mieghem (2014)). The dis-
crete approach introduces the opportunity to link the state description (in the case
of the ship: the level of residual capability) to hits (discrete events). This aligns well
with the requirement to quantify graceful degradation. The probabilistic nature of
a discrete-time Markov chain also allows for simulating multiple smaller hits instead
of one large hit, which is needed to simulate asymmetric threats. As for the other
requirements, Markov theory is expected to be applicable as well. Its computations
involve vector-matrix multiplications, which can be carried out in a rapid fashion.
Interdependencies between the different types of resources can be addressed though
the definition of the states, and matrix decomposition can help in expressing the vul-
nerability of the ship in a formalised, mathematics-based way. Hence, Markov theory
has been selected as the mathematical basis for the new method. More specifically,
a discrete-time Markov chain will be used, as it allows for modelling individual hits
or failures. Continuous-time Markov chains inherently provide the steady state for
a system that is subject to transition rates over a longer period of time. Since re-
coverability and repair are not considered in this thesis, this by definition results in
the state where all capabilities are eventually lost. This is a trivial result that has
no practical meaning, especially because the way in which that state is obtained does
not matter due to the ‘averaged’ nature of the continuous time approach. Hence,
for this application, continuous-time Markov chains are not suitable. Nevertheless,
they have been applied in another early stage ship design research effort, where the
importance of components in a distributed systems network has been investigated
(Mooren, 2018). Since continuous-time Markov chains are not considered in this dis-
sertation, a discrete-time Markov chain will simply be referred to as ‘Markov chain’
for the remainder of this dissertation.

Various applications of Markov chains for the design of physical systems exist, often
with a focus on vulnerability. For example, Jung et al. (2002) apply a Markov chain
for designing electrical power systems under vulnerable conditions. A Markov chain
is used to describe load shedding of a power system. In combination with adapt-
ive control systems, the load shedding can be used to prevent catastrophic failures.
Markov chains are also applied in combat aircraft design for assessing vulnerability
(Pei et al., 2006). In these examples, the Markov chain is mainly used for analysis
purposes. Identifying driving factors and obtaining design recommendations - which
are requirements of the new method - are not covered in these studies. In a naval ship
design context, Kim and Lee (2012) use a Markov chain to assess the vulnerability
of a notional warship. They calculate the probability of kill for several vital ship
components. Information on the relationship between the components (e.g. whether
they are redundant or not) is included upfront in the Markov chain. However, this
component-based assessment is less applicable for the capabilities perspective that is
required for the new method, as one capability may require multiple components, or
one component may support multiple capabilities. The set-up of the Markov chain
in this dissertation therefore differs from the set-up used by Kim and Lee (2012).
Other applications of a Markov chain in maritime technology exist as well. Most of
them consider aspects of ship operations, in some cases connected to ship design. For
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example, Pruijn (2020) applies a Markov chain for estimating port waiting times for
vessels. Kana and Harrison (2017) provide decision-support on when to implement
new (environmental-proof) technologies on board, such as dual fuel engines, in the
light of uncertain future emission regulations. This is done with a Markov Decision
Process, which is a stochastic control process that uses a Markov chain. Niese et al.
(2015) also investigate policy-making under uncertain emission regulations, and link
this to analysing different alternatives for concepts in the early design stage. Strom
et al. (2018) use a Markov Decision Process to develop a contingency plan for a ship
faced with uncertainties in future missions, business strategies, and market states.






Chapter 3

Early stage vulnerability
assessment method

In response to the gap analysis and method requirements discussed in Chapter 2, this
chapter presents the principles of a new method for assessing vulnerability in the early
design stage. In Section 2.5, Markov theory has been selected as the mathematical
basis for the new method. Section 3.1 gives a brief explanation on Markov theory.
Subsequently, Section 3.2 discusses how Markov theory is applied in the set-up of the
new method. Section 3.3 explains which computations are carried out by the method.
The results of these computations are discussed in Section 3.4. These sections use
a simple, conceptual physical solution to prove the concept. Subsequently, Section
3.5 lists several steps that need to be taken to extend the method from the proof of
concept to a more practical setting. Together, these sections provide a method for
assessing the vulnerability. This is the first part of the research objective. In addition
to that, the second part of the research objective states that the driving factors for
the vulnerability, and design recommendations towards better solutions need to be
obtained. Section 3.6 explains how this can be achieved. A brief summary of the
method is provided in Section 3.7.

3.1 Mathematical principles of Markov theory

The basis of a Markov chain consists of a state vector s and a transition matrix 7'
Let n be the number of all possible states that the system can be in. The state vector
s is a row vector of length n. The values of the elements of s represent the probability
that the system is in that specific state. Hence, the sum of s equals 1. The initial state
is represented as s(0). The probability of transferring between states at discrete time
steps is described by T'. The dimensions of T" are n x n. Element T; ; denotes the
probability of transferring from state i to state j. For each row in T' the sum equals
1. An example of a system with two states is provided in Figure 3.1. An example of
an associated initial state vector is given in Equation 3.1. It is assumed here that the

Parts of this chapter are based on Habben Jansen et al. (2018, 2019, 2020a).

41



42 EARLY STAGE VULNERABILITY ASSESSMENT METHOD
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Figure 3.1: Example of a system with two states

system initially is in state 1. The associated transition matrix is given in Equation 3.2.

s(0)=1[1 0] (3.1)
0.4 0.6
r= [0.3 0.7} (82)

The behaviour of the system over time can be calculated by multiplying s with 7.
For example, for the first two time steps, the state probabilities become as follows:

s(1)=s(0) - T=[1 0] {gg 8‘;’} ~ 0.4 0.] (3.3)
s2) =s(1)-T =[04 0.6]- [8:‘31 8:‘;} ~[034 0.66] (3.4)

In general, this can be expressed for any time step h as:

s(h)=s(h—-1)-T (3.5)

If T does not change over time, this can be simplified to:

s(h) =s(0)-T" (3.6)

In some cases, depending on T, the system may reach a steady state after a certain
amount of time steps, i.e. s(h + 1) = s(h). If this happens, Equation 3.5 becomes
(Lay, 2006):

s =sT (3.7

This is in fact the eigenvector equation:

xA = Ax (3.8)

under the condition A = 1. This property is independent of s(0), and only holds if
Amaz = 1 is unique. In other words, if other eigenvalues equal 1 as well, a steady state
may not be reached (Lay, 2006). This property has proven to be highly relevant for
the new method, as the eigenvalues of the transition matrix can be used to link the
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level of vulnerability to specific parts of the physical solution. This will be explained
further in Section 3.6. Another property of a Markov chain is the fact that the time
steps h do not necessarily have to represent actual time steps in seconds or any other
time unit. They are event-based, meaning that they represent occasions where an
event occurs that may lead to a change in the state vector, i.e. a change in the
condition of the system. This general nature of the time steps is used as well for the
set-up of the new method.

3.2 Set-up of the method

Chapter 1 has mentioned that the compartments of the ship and the logical archi-
tecture of the main components of the distribution system are assumed to be known
for the vulnerability assessment. In other words: a physical solution needs to be
available. At the same time, the concept exploration phase exists to find out what is
wanted. It may sound contradictory that something needs to be known at this stage
already. However, at this stage, concepts are generated for the sake of exploring and
understanding the design space. Converging to an actual solution is done afterwards,
in the concept definition stage. Hence, the starting point for concept exploration does
not need to be closely related upfront to what the eventual concept that results from
concept definition will look like. In other words: there is a certain amount of freedom
to choose the starting point for concept exploration, as long as the scope, limitations
and assumptions of the concept exploration methods are acknowledged. The import-
ance of the latter is demonstrated by Jaspers (2017), who has shown for a particular
test case that clusters found in alternative ship design concepts were based on the
computational starting point, rather than on actual ship design related parameters,
such as length or displacement. Summarising: the starting point matters, but while
considering the scope of the applied methods, concept exploration allows freedom in
choosing the starting point.

A suitable rule of thumb for starting an exploration effort is that the starting point
should be representative for what needs to be investigated. For example, if the advant-
ages and disadvantages of an IPS over a conventional concept need to be investigated
(such as in the test case of Chapter 4), the two associated logical architectures needs
to be sufficiently detailed to capture that difference, without containing abundant
details. In the very early stages this could even be done by hand, where (automated)
tools can provide concepts later on. This is also discussed in Chapter 5.

If a basic physical solution of the ship is available, a Markov chain such as described
in Section 3.1 can be used to do an early stage vulnerability assessment. In terms of
the new method, the states represent the availability of systems. If ng is the number
of systems, and each system can either be on or off, the total number of possible
states is 2. In State 1 all systems are on, in State 2"« all systems are off, and the
intermediate states contain all possible combinations of several systems being on and
several systems being off. Hence, the state vector s has length 2™+, and the trans-
ition matrix T has size 2™= x 2"s. The transition probabilities can be derived from the
physical solution of the ship, which is assumed to be available. The ship is subdivided
in compartments. Let n. be the number of compartments. It is now assumed that
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the ship gets hit, and that the hit will disable one of the compartments, while all
other compartments remain intact. The hit probability is assumed to be equal for all
compartments and for any time step in the Markov chain. Hence, each compartment
has a probability of 1/n. to get hit. In other words: hit scenarios consist of multiple
hits with one damaged compartment per hit, which aligns with the requirement to
account for asymmetric threats. Based on which systems and routings are located in-
side a hit compartment, a transition to another state may occur. Repair of systems is
not considered, which means that it is not possible to transfer to states where systems
that were already off, are on again. The reason for leaving out repairs is that recover-
ability is mainly - though not exclusively - an operational aspect, and is mostly dealt
with by the crew rather than the designer. Nevertheless, the mathematical set-up of
the Markov chain relies on user-defined transition probabilities, so repairs could also
be accounted for with a Markov chain, as long as repair probabilities are known or
estimated.

At ¢t = 0 all systems are assumed to be on (State 1). At ¢ = 1 the first hit occurs in
an arbitrary compartment. If no systems or routings are located in the compartment
that was hit, there is no transition to another state. In all other cases, there will
be a transition to another state. Which state this is, depends on which systems
and/or routings are located in that compartment. The probability of transferring
to another state after a hit can be derived from the number of compartments that
a system occupies. It is not needed to know the exact location of the hit, as this
method considers all possible hit locations. In this fashion the first row of T can
be constructed. For all other rows, a similar procedure can be followed. However,
for these rows it needs to be assumed that the corresponding systems are already
down. The number of hits that happened previously to end up in that state does
not matter. In state 2™ all systems are down. Since there is no possibility to hit
any more systems, the probability of staying in that state is 1. Once the transition
matrix has been built, the probabilities for each state can easily be determined for
any number of hits with Equation 3.6.

3.3 Method computations

The set-up of the method described in Section 3.2 is now demonstrated by means of
three physical solutions of a conceptual nature. These physical solutions are referred
to with the abbreviation PS. Consider a square grid with 3 x 3 compartments. The
grid contains two different systems, system A and system B. The routings of systems
A and B occupy three and four compartments, respectively. The systems are placed
in the grid in various ways. In PS 1 the routings cross each other in one compartment.
In terms of the architectural framework, this is an overlap in the physical architec-
ture. In PS 2 the systems share the power source, so there is an overlap in the logical
architecture. In PS 3 the systems do not overlap, and they share no components.
Hence, there is no physical or logical relation between the two systems. The three
physical solutions are presented in Figure 3.2.

For each physical solution, there are two systems, that can be either on or off. This
results in four possible states for the availability of systems:
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Figure 3.2: Three conceptual physical solutions for the vulnerability assessment,
with a physical relation (PS 1), a logical relation (PS 2), and no relation (PS 3).
Figure adapted from Habben Jansen et al. (2018).

e State s1: Systems A and B are both on
e State so: Only system A is on
e State s3: Only system B is on
e State s4: Both systems are off

Hence, s has length 4, and T has size 4 x 4. In the initial state all systems are on, so:

s(0)=[1 0 0 0 (3.9)

The transition matrix is dependent on the physical solution. PS 1 is considered first.
The nine compartments are referred to with the abbreviations of the compass card
(N, E, S, W, their intermediate directions, and center compartment C). From the
initial state, the NW, NE and SW compartments can be hit without affecting sys-
tem A and/or B. Hence, the probability for staying in s; is 3/9. If the W, E or SE
compartment is hit, only system A stays on, so the probability for transferring to so
is 3/9. Similarly, if the N or S compartment is hit, only system B stays on, so the
probability of transferring to ss is 2/9. If the C compartment is hit, both systems are
off, so the probability of transferring to s4 is 1/9. These numbers fill the first row of T'.

The subsequent rows of T' can be filled in a similar fashion. The starting state is now
assumed to be so. In that situation only system A is on. This state implies that either
compartment W, E, SE or a combination of them is already off. Returning to s; is
not possible, because no repair of systems is assumed. Going to s3 is also not possible,
since system B is off. It is possible to stay in so. This happens if compartment NW,
NE or SW is hit (no systems in those compartments) or if compartment W, E or SE
is hit (any of those compartments has already been hit anyway). In other words, the
probability for staying in sy is 6/9. There is also a probability to transfer to sy, if
compartment N, C or S gets hit, i.e. a probability of 3/9. The third row of T' can be
filled likewise. The fourth row represents the state where all systems are off. If that
state is reached, it cannot be left, because under the current assumptions no repair
of systems is considered. T therefore becomes as follows for PS 1:
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3/9 3/9 2/9 1/9
0 6/9 0 3/9
0 0 5/9 4/9
0o 0 0 1

T = (3.10)

For PS 2 and PS 3, T can be obtained in a similar fashion. The transition matrices
for PS 2 and PS 3 are given in Equations 3.11 and 3.12, respectively. Their first rows
are different, which illustrates that 7" is a function of the physical solution.

[4/9 2/9 1/9 2/9]
o 69 0 3/9
L=y o 5/9 4/9 (3.11)

0 0 0 1

[2/9 4/9 3/9 0]
0 6/9 0 3/9
0 0 5/9 4/9

0 0 0 1

Ty = (3.12)

The probability of being in any state after any number of hits can now be calculated
by multiplying s(0) with 7", where h is the number of hits.

In order to highlight the need for an approach where all systems are assessed together,
such as the Markov-based method described above, a comparison is made with the
situation where all systems are assessed individually, as would be done if the problem
would be decomposed to individual systems to assess their vulnerability independ-
ently. For example, the availability of the systems would then merely be the product
of the probabilities that each individual system is available (see Figure 3.3), because in
standard probability theory, the probability that multiple events happen at the same
time equals the product of the probability of separate, independent events (Dekking
et al., 2005). With this approach, system A has a probability of 6/9 to be available
after a hit, and system B a probability of 5/9. For h hits, the probabilities for each
state then become:

Pr(sy) = (6/9) (5/9) (3.13a)
Pr(ss) = (6/9)" - (1 - (5/9)") (3.13b)
Pr(s3) = (1 (6/9)") - (5/9)" (3.13¢)
Pr(ss) = (1= (6/9)")- (1= (5/9)") (3.13d)

Since this approach does not account for the fact that the systems may overlap or
share components, the probabilities in Equation 3.13 are independent of the physical
location of the systems. For reference, the explicit mathematical expressions of the
vector-matrix multiplication of the Markov method for PS 1 are given in Equation
3.14. These equations are found by diagonalising T' (see e.g. Lay (2006) for more
details on diagonalising matrices. This technique has also been applied in further
developments of the method, see Section 3.6.). These equations are dependent on the
transition matrix, and thus on the physical solution. For PS 2 and PS 3 the transition
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Figure 3.3: PS 1 if the systems are assessed in a decomposed fashion. Figure
retrieved from Habben Jansen et al. (2018).

matrix and equations change. They can be obtained in a similar fashion as for PS 1,
such as described above. The difference in the equations for the decomposed approach
and the Markov method is a subtle but important property of this method, that
highlights the need for an integrated approach. The implications of this characteristic
are discussed in Section 3.4.

Pr(sy) = (1/3)" (3.14a)
Pr(sy) = —(1/3)" + (2/3)" (3.14b)
Pr(s3) = —(1/3)" + (5/9)" (3.14c¢)
Pr(sy) = (1/3)" — (2/3)" = (5/9)" +1 (3.14d)

3.4 Method results

The results of the calculations of Section 3.3 are curves that represent the probability
for every state after any number of hits. For this test case, results are calculated up
to 6 hits. The amount of hits is not decisive for the complexity of the computation,
as all hit scenarios are inherently included in the transition matrix. The reason for
selecting 6 hits is that it spans the scope from zero to serious damage, in order to
investigate what happens in between. The results are presented in Figures 3.4. For
PS 1, small differences between the Markov method and the decomposed approach
can be observed, but the deviation from the decomposed approach is small. For PS 2,
the deviation from the decomposed approach is larger. The most distinct deviation
from the decomposed approach occurs for PS 3. This is an interesting result, as PS 3
is the only physical solution where there is no overlap between system A and system B.

The difference between the Markov method and the decomposed approach has already
been mathematically derived in Section 3.3. In addition to that, the differences can
also be interpreted rationally. Consider for example PS 3. In this physical solution,
only 2 out of 9 compartments are empty (see Figure 3.2). With the decomposed ap-
proach, the number of empty compartments is 6 (for system A) and 5 (for system B).
Hence, the decomposed approach overestimates the number of empty compartments.
Due to this, the probability for s;, where both systems are on, is overestimated. The
probability for s4, where both systems are off, is overestimated as well. As the sys-
tems do not overlap, at least 2 hits are needed to arrive in this state. However, this is
not considered in the decomposed approach, where the two systems are independent.
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Figure 3.4: State probabilities for PS 1, PS 2, and PS 3. Figure adapted from
Habben Jansen et al.
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Following the same argumentation for s and s3, it can be derived that the probabil-
ities for these states are underestimated.

The absolute difference between the two methods is listed in Table 3.1. A positive
difference means a higher probability for the Markov method, while a negative dif-
ference means a higher probability for the decomposed approach. By definition the
state probabilities for the Markov approach and the decomposed approach both sum
to one for every number of hits. Subsequently, the underestimations and overestim-
ations of the decomposed approach always sum to one as well. Furthermore, the
absolute values of the difference are always the same. This is because the numbers of
hits and compartments are discrete integers, leading to discrete fractions that form
the probabilities. For example, the probability for s; after one hit for PS 3 is 14.81%
(i.e. 4/27) higher for the decomposed approach than the Markov method. This can
also be seen in Figure 3.4. Table 3.1 shows that the differences are the largest for one
hit, regardless of the physical solution. For an increasing number of hits, the differ-
ences become smaller, which indicates that there is eventually no longer any difference
between the results of the Markov method and the decomposed approach. This aligns
with the expectations, because for (very) large numbers of hits, the probability for s,
eventually approaches 1 (and 0 for the other states), regardless if the Markov method
or the decomposed approach is used. This is also supported by the equations for the
numbers in Table 3.1. For PS 1, this leads to Equation 3.15, which is the difference
between Equations 3.14 and 3.13:

dPr(s1) = (1/3)" = [(6/9)" - (5/9)"] (3.15a)
dPr(s2) = —(1/3)" +(2/3)" = [(6/9)" - (1 = (5/9)")] (3.15b)
(s3) )

)

dPr(s3) = —(1/3)" + (5/9)" — [(1 — (6/9)") - (5/9)"] (3.15¢
dPr(ss) = (1/3)" = (2/3)" = (5/9)" + 1 = [(1 = (6/9)") - (1 — (5/9)")]  (3.15d

In all these equations, except for 3.15d, all bases of the exponent are smaller than 1,
which results in an approximation of zero for h — oco. In Equation 3.15d two terms
with value 1 occur, but as they have a positive and negative sign, respectively, this
yields zero as well. Translated to actual physical solution, this means that Equation
3.15 is a metric for the interdependency between the two systems, which is highest
for a low number of hits, and decreases for higher numbers of hits.

Though these results are rather straightforward due to the relative low complexity of
the physical solutions, two interesting conclusions can be drawn with respect to the
vulnerability of on-board distributed systems:

1. Need for an integrated approach: The method shows that the vulnerability needs
to be assessed in an integrated fashion. If systems are considered separately with
the decomposed approach described above, a major assumption of probability
theory is violated, namely that the systems are independent. This is not the
case in reality. Though the need for an integrated approach appears to be gen-
erally known to designers of distributed systems, it may happen in practice that
systems are designed separately. For example, if designer X designs a surviv-
able electrical distribution system, designer Y designs a survivable fire-fighting
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0 1 2 3 4 5 6

sl | 0.0000 -0.0370 -0.0261 -0.0138 -0.0065 -0.0029 -0.0012
s2 | 0.0000 0.0370 0.0261 0.0138 0.0065 0.0029  0.0012
s3 | 0.0000 0.0370 0.0261 0.0138 0.0065 0.0029  0.0012
s4 | 0.0000 -0.0370 -0.0261 -0.0138 -0.0065 -0.0029 -0.0012

(a) PS1

0 1 2 3 4 5 6

s1 | 0.0000 0.0741 0.0604 0.0370 0.0202 0.0104 0.0051
s2 | 0.0000 -0.0741 -0.0604 -0.0370 -0.0202 -0.0104 -0.0051
s3 | 0.0000 -0.0741 -0.0604 -0.0370 -0.0202 -0.0104 -0.0051
s4 | 0.0000 0.0741 0.0604 0.0370 0.0202 0.0104 0.0051

(b) PS 2

0 1 2 3 4 5 6

sl | 0.0000 -0.1481 -0.0878 -0.0398 -0.0164 -0.0064 -0.0025
s2 | 0.0000 0.1481 0.0878 0.0398 0.0164 0.0064 0.0025
s3 | 0.0000 0.1481 0.0878 0.0398 0.0164 0.0064 0.0025
s4 | 0.0000 -0.1481 -0.0878 -0.0398 -0.0164 -0.0064 -0.0025

(c) PS3

Table 3.1: Difference between the results of the Markov method and the decomposed
method for PS 1, PS 2, and PS 3. The rows denote the four states, the columns denote
the number of hits.

system, and designer Z designs a survivable chilled water distribution system,
it does not necessarily imply that the combination of these three survivable
systems lead to a survivable ship as a whole.

2. Systems in one physical solution are related: it can be concluded from this proof-
of-concept that the fact that systems are placed together in one physical solution
(i.e. in one ship) already relates them from a vulnerability perspective. This
also holds if there is no physical or logical overlap between the systems. This is
a further reinforcement of the need for an integrated approach for vulnerability,
even if systems are seemingly unrelated.

3.5 Extended features of the method

The method described in Sections 3.2 to 3.4 has a conceptual nature. The physical
solution that has been used to illustrate the method has little complexity and is not
representative for a concept that is used during practical early stage design. Hence,
extended features are needed to make the method useful for that purpose. These
methods are discussed in this section. First, Section 3.5.1 explains how the logical
architecture can be scaled up in complexity. Subsequently, Section 3.5.2 elaborates on
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how different hit probability distributions can be incorporated. Section 3.5.3 explains
how a transition from individual systems to higher-level ship capabilities can be made.
Finally, Section 3.5.4 explains how the transition matrix is automatically generated
for larger, more complex physical solutions.

3.5.1 Scaling up in complexity

The logical architecture of the proof-of-concept only considers two systems, both
consisting of a supplier, a consumer, and a routing between them. Assessing the
availability of such systems is straightforward; if either the supplier, the consumer,
or the connection is off, the entire system is off. Otherwise, the system is on. This
is not representative for a logical architecture of distributed systems on an actual
ship, where more components and connections, possibly redundant, are included, and
where one or multiple hubs, e.g. electrical switchboards, valve chests or data switches
may be located between the supplier and the consumer (de Vos and Stapersma, 2018).
Furthermore, some components may be part of multiple types of distributed systems,
such as a chilled water unit, which is a consumer for electrical distribution, but a
supplier for chilled water distribution. A different definition of systems is therefore
needed.

Consider the example of a logical architecture in Figure 3.5. The system components
are the nodes, and the connections between them are the edges. Because this logical
architecture contains a single supplier and hub, and two different consumers, there
is no clear, isolated system that can be on or off, like in the previous situation. The
availability of the consumers depends on where a hit occurs. Furthermore, it may not
be clear whether a node is at the beginning or at the end of an edge, which is the
case for the hub. In order to account for that, the states are no longer described by
the number of systems, but the number of connections. These connections include
the start node and the end node. The fact that the hub is counted three times, does
not impose complications. If the hub is hit, it disables all three connections at once,
instead of only one connection. Likewise, if Consumer 1 is hit, Connections 1 and 3
are on, and Connection 2 is off.

Consumer 1

Consumer 2

Figure 3.5: Definition of connections as used for the new method. Figure adapted
from Habben Jansen et al. (2020a).

In addition to the increased complexity of the logical architecture, the number of
compartments in the ship increases as well for practical applications of the method.
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However, this does not impose complications for the computation. The size of the
transition matrix is independent of the number of compartments. The number of
compartments only influences the values of individual entries in the transition matrix.

3.5.2 Hit probabilities

When a compartment gets hit, a transition to another state may occur, depending
on what is located inside that compartment. Though the method does not model
individual hits, the hit probabilities of each compartment are still required for the
assessment. It is assumed that a hit occurs at each time step in the Markov chain,
disabling one of the compartments. Previously, each compartment was assumed to
have an equal hit probability, regardless of its size or location in the ship. To perform a
more representative assessment, it may be necessary to adjust this. For example, lar-
ger compartments are generally expected to have higher hit probabilities than smaller
compartments, or compartments in the centre of the ship may have higher hit prob-
abilities than compartments at the fore or aft end. To account for that, weight factors
can be applied.

In order to apply a Markov chain for the method, the weight factors must be scaled
in such way that the sum of all elements of each row in the transition matrix equals 1
(Lay, 2006). Let n. be the number of compartments of the ship. A weight factor w is
assigned to the hit probability of each compartment, as expressed in Equation 3.16:

1 1 1
wyr— 4wy — 4. twy,  — =1 (3.16)

Ne Ne Ne

This leads to:

Zwl e W, = Ne (3.17)

Any combination of values that complies with the scaling method of Equation 3.17
can be used within the method. For example, if the hit probability of Compartment 2
is twice as high as the hit probability of Compartment 1, the associated weight factor
is twice as high, as long as the sum of all weight factors equals the total number of
compartments. The two examples mentioned earlier, with higher weight factors for
larger compartments or compartments located in the centre of the ship, are discussed
in more detail in the test case presented in Section 4.2.

3.5.3 Systems to capabilities

Paragraph 3.5.1 has explained why systems need to be broken down in individual
connections to apply the new method on a larger scale. However, the eventual ques-
tion is whether critical capabilities are still available after hits, rather than which
connections are still on. For example, from an operational point of view it is not
directly important that a component fails, such as a diesel generator set. However,
it does matter that the self-defence capability is lost, if this particular diesel gen-
erator set provides the radar of a close-in weapon system (CIWS) with electricity.
This subtle, but important different perspective requires a transition from thinking in
connections to thinking in capabilities. These main capabilities may for example be
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‘fight’,‘move’, and ‘float’, which can be further broken down in sub-functions, such as
offensive and defensive fighting, if necessary. The capabilities that are required after
a hit may depend on the impact level of a hit. For example, if a hit with a minor
impact level has occurred, the focus may remain with the primary mission capability,
which is fight, while after a hit with a major impact level the fighting capability may
no longer be fully relevant, and the focus may be with float. The relation between
residual capability and impact level is visualised in Figure 3.6. These various levels
of capabilities may be interdependent (Liwang and Jonsson, 2015). Optimising for a
certain level of residual capability may compromise other levels of residual capability,
which results in a trade-off that is typically investigated during concept exploration
(see Section 1.1). This will also be shown with a test case in Section 4.3. In terms of
the architectural framework of Brefort et al. (2018), the required residual capability
is part of the operational architecture.

100%

\ Minimal, e.g. float

Medium, e.g. move and float

Residual
capability

Full, e.g. fight, move, and float

0%

Impact level

Figure 3.6: Example of the relation between residual capability and impact level.
The higher the impact level, the lower the level of required residual capability. Figure
adapted from Habben Jansen et al. (2019).

It may sound contradictory that there is a need for thinking in high-level capabilities,
while Paragraph 3.5.1 advocated for a method where distributed systems are broken
down into individual connections. However, these connections are needed because
of the supplier-hub-consumer structure of the logical architecture of the distributed
systems. For example, consider the distributed system of Figure 3.5 again. Let us
assume that Consumer 1 and Consumer 2 both are self-defence systems, for example
CIWSs. If a hit occurs that disables Connection 2, while Connections 1 and 3 remain
available, the self-defence capability is still available. However, if Connection 2 be-
comes disabled while Connection 3 already was disabled, the self-defence capability
is lost. Hence, in order to properly assess the availability of capabilities, individual
connections and their interdependencies are needed.

To make the transition from connections to capabilities, states of the Markov chain
that contribute to a capability need to be clustered, and their state probabilities need
to be added together. Logical relations should be taken into account while doing this.
If it is still assumed that Consumers 1 and 2 of Figure 3.5 are redundant CIWSs,
the self-defence capability is present if at least Connections 1 and 2 OR Connections
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Table 3.2: All possible states for the example network of Figure 3.5. The red states
represent states that contribute to the self-defence capability.

State number | Connection 1 Connection 2 Connection 3
1 1 1 1
2 1 1 0
3 1 0 1
4 1 0 0
5 0 1 1
6 0 1 0
7 0 0 1
8 0 0 0

1 and 3 are on. As can be seen in Table 3.2, States 1, 2, and 3 contribute to this
capability. The probability for the self-defence capability can thus be obtained from
individual state probabilities as follows, regardless of the number of hits:

Pr(self-defence) = Pr(s1) + Pr(s2) + Pr(ss) (3.18)

The same procedure can be followed for any capability of any concept that is con-
sidered for a vulnerability assessment.

3.5.4 Automatic generation of the transition matrix

Section 3.2 explained that the size of the transition matrix is 2"« x 2™=. For the proof-
of-concept, with two systems, this has resulted in a 4 x 4 matrix, which was derived
manually from the physical solution. This manual derivation serves the purpose of
explaining the method set-up, but quickly becomes cumbersome for larger numbers
of systems. Hence, an algorithm has been developed for automatic generation of the
transition matrix. This has been done in the form of a function in MATLAB. This
programme has been used for all computations described in this dissertation. The
function follows the same rationale as the manual derivation. The physical solution
is assumed to be available as matrix P.S, which consists of n, rows and n. columns,
where n. is the number of compartments. If system ¢ is located in compartment j,
element {4, j} of PS equals 1, otherwise it equals zero. Hence, a row of PS describes
in which compartments a connection is located. Subsequently, the transition matrix
is derived with the procedure of Algorithm 1.

The total number of elements in the T equals 22"s. This very strong increase in
size limits the number of connections that can be considered. For standard settings
of MATLAB, the maximum allowable number of connections is 13. In that case, T
consists of about 6.7e+07 elements, which equals 5.4e+08 bytes. This is reasonably
below the maximum memory (~2.8e+10 bytes). This way, the duration for generating
the transition matrix remains reasonable (in the order of several minutes). In addition
to that, sufficient memory for the rest of the computations remains. The practical
consequences of this limitation for an actual design effort are discussed in more detail
in Section 4.1.



EARLY STAGE VULNERABILITY ASSESSMENT METHOD 55

Data: Physical solution matrix (PS)
Result: Transition matrix

Derive number of connections (ns) from physical solution matrix;
Generate a vector of all possible states (27¢), expressed as binary numbers;
Generate a matrix (2" x 2"¢) that describes the difference between all states;
foreach state do
Count how many compartments need to be hit to go to the other states;
Divide that number by total number of compartments (n.)
end

Algorithm 1: Pseudo-code for automatic generation of the transition matrix

3.6 Eigenvalue analysis

Chapters 1 and 2 have highlighted the need for design methods that not only assess
the performance of a concept, but also elucidates the driving factors for that perform-
ance. In terms of the new method, this means that it is not only relevant to know the
shape the vulnerability curves of Figure 3.4, but also to understand why the curves
are shaped that way. With the latter, driving factors and potential trade-offs can be
understood more completely. It has already been shown in Equation 3.14 that the
vulnerability curves can be formulated explicitly with matrix diagonalisation. This
section shows how this technique contributes to understanding the shape of the vul-
nerability curves.

It has already been explained that the state probabilities can be obtained by mul-
tiplying the initial state vector with the k" power of the transition matrix. For higher
powers of h it quickly becomes cumbersome to write out all matrix entries explicitly.
However, higher powers of the transition matrix can also be expressed as:

T" = pPD"P~! (3.19)

which is by definition the equation for matrix diagonalisation (Lay, 2006). In this
equation, D is a diagonal matrix with the eigenvalues of T on the diagonal, and P
contains the respective right eigenvectors. This holds if and only if all eigenvectors
of T, i.e. all columns of P, are linearly independent (Lay, 2006). This dissertation
does not contain a proof that this universally holds for the transition matrix of any
physical solution in general. However, it can be checked upfront if a transition matrix
is diagonalisable by computing the rank of its associated matrix P. If the rank of P
equals its size, T is indeed diagonalisable. This has turned out to be the case for all
cases described in this dissertation, which indicates - but does not prove - that T is
always diagonalisable in the new method.

In addition to P, the diagonal matrix D needs to be constructed as well. This requires
the eigenvalues of T'. Since the vulnerability assessment only considers damage of sys-
tems, and not repairs, T is always an upper triangular matrix. Hence, the eigenvalues
of T' are the entries on its diagonal. As a result, the diagonal of D contains the same
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values as the diagonal of T'. For PS 1, which was also considered in Section 3.3, this
leads to:

A 0 0 0 3/9 0 0 0
{0 X 0 O] _|O 6/9 0 O
D= 0 0 X3 O 0 0 5/9 0 (3.20)
0 0 0 M\ 0 0 0 1
The associated right eigenvectors are the columns of P:
11 1 1
01 01
P= 00 1 1 (3.21)
0 0 01

The rank of P is 4, so the columns of P are linearly independent. As such, matrix
diagonalisation is indeed possible, so the state probabilities can indeed be expressed
explicitly. The inverse of P matrix is needed as well for this:

1 -1 -1 1
4 o1 0 -1
Pr=\0 o 1 _1 (3.22)
0 0 0 1
Hence, Equation 3.19 becomes:
111 1M o o o]t -1 -1 1
h_ |01 0 1|0 XN 0 0|0 1 0 -1
=loo11]]o o a oflo 0 1 -1 (3.23)
000 1/{0 0 0 MJ|o 0 0 1
Writing this out, this leads to:
A —/\’ij—AQ —AP+ AR /\’f—A’gh—)\Qth)\Z
=10 o0 N SYESY, (3:24)
0 0 0 bV

Finally, the state probabilities can be found by multiplying 7" with the initial state
vector, which is (see Equation 3.9):

s(0)=[1 0 0 0] (3.25)
For PS 1 this leads to:
Pr(s1) = A} = (3/9)" (3.26a)
Pr(sy) = =\ 4+ )b = —(3/9)" + (6/9)" (3.26b)
Pr(s3) = =\ 4+ )b =—(3/9)" + (5/9)" (3.26¢)
Pr(sq) = AP = M= M\ \b = (3/9)" — (6/9)" — (5/9)" +1 (3.26d)
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The right hand side of these equations is equal to Equation 3.14. Hence, it is shown
that the state probabilities are only dependent on the eigenvalues of T. A major
advantage is that this holds for any physical solution with two systems, regardless of
the number of compartments or the physical location of the systems in the compart-
ments. In other words: for PS 2 and PS 3 these eigenvalue equations still hold, only
the actual numeric values of the eigenvalues become different.

With this assessment, a specific, pre-defined physical solution can be used to generate
generalised design knowledge. This, in turn, can be used to search for alternative
solutions, and to evaluate the interdependencies between the states. Consider for
example the situation where there is a desire to maximise the probability that both
systems are on, i.e. to maximise Pr(s;). This probability is dependent on A; only.
This is element {1,1} of the transition matrix, i.e. the probability to remain in s;
given that the previous state was s; already. In this example, this probability is
3/9, corresponding to the number of compartments where no systems are located.
To increase the probability, this value needs to be increased. This implies that more
compartments need to be empty, i.e. systems A and B need to be concentrated
more, which is sensible from a physical perspective. However, this comes at a cost,
as increasing A; has a negative effect on the probabilities for sy and s3. Hence,
this leads to an increased probability that both systems are on after one or more
hits, but the probability that at least one of the systems is on, reduces. Though
this result seems rather straightforward for this conceptual physical solution, this
method can be extended to larger, more complex physical solutions as well, enabling a
better understanding of the trade-off between ship capabilities. Following the systems
to capabilities procedure of Section 3.5.3, the probabilities of individual states that
contribute to a capability need to be clustered and added together. The associated
equation is:

Pr(c;) = Zn: fo - AL (3.27)
k=1

where ¢; denotes the i capability level, \;, denotes the k" eigenvalue of the transition
matrix, where k£ runs from 1 to the number of states, h is the number of hits, and fi
is an integer factor that states how strong the contribution of A\ is, and which sign
it has. For example, in Equation 3.26b f; = —1 for A; and f;, = 1 for Ay. Depending
on which states are added together, fj is positive, negative, or zero. If fi is zero,
the associated eigenvalue \; has no influence on the level of vulnerability. Chapter 4
elaborates on this in more detail with a test case.

3.7 Method summary

This chapter has provided a proof-of-concept for a method for an early stage assess-
ment of the vulnerability of distributed systems. A basic physical solution is assumed
to be available at this stage. The method provides a quantitative metric for the vul-
nerability by means of a discrete time Markov chain. By means of the eigenvalues of
the associated transition matrix, the level of vulnerability can be linked to specific
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parts of the physical solution. Due to the generalised nature of the eigenvalue assess-
ment, one physical solution is representative for all physical solutions, given a fixed
logical architecture. Using this, the designer can obtain guidance and directionality
towards other, potentially better, physical solutions. The proof-of-concept has been
compared to a vulnerability assessment where the physical solution is decomposed
into individual systems. The latter violates the assumption that the individual sys-
tems are independent. The results of this decomposed approach deviate considerably
from the Markov approach, which inherently assesses the vulnerability in an integ-
rated fashion. This even holds if systems in a physical solution have no physical or
logical overlap. This enhances the need for an integrated approach. Finally, several
extended features are added to the method to make it better suited for a practical
early stage vulnerability assessment of distributed systems on board a naval ship.



Chapter 4

Test case: Oceangoing Patrol
Vessel

This chapter illustrates the new method by means of a test case with a notional
Oceangoing Patrol Vessel (OPV). This chapter assesses vulnerability in terms of hits,
i.e. for situations where the physical solution is relevant (see Section 3.2). Vulner-
ability in terms of complex distributed systems, i.e. for situations where the logical
architecture is relevant, is discussed in Chapter 6. The goal of this test case is to
demonstrate how the new method contributes to the research objective, which was
outlined in Chapter 1:

Develop a knowledge-providing early stage ship design method that assesses the per-
formance of a concept, identifies the driving factors for that performance, and provides
design recommendations towards better solutions, in the context of vulnerability re-
duction of naval ships.

Several steps are taken to show the contributions of the method. First, the test
case set-up is discussed in Section 4.1. Subsequently, various hit types are assessed in
Section 4.2 and design guidance for making trade-offs in residual capability is obtained
Section 4.3. These sections also reflect the test case results against the research
objective. Finally, Section 4.4 elaborates on the validity of the method compared to
other methods.

4.1 Test case set-up

The test case assesses different levels of residual capability of a notional OPV. The
test case uses an existing OPV model that has previously been used in other early
stage vulnerability research (Duchateau et al., 2018; de Vos et al., 2018). Using the
existing model limits the test case development time and keeps options for (future)
integration of different vulnerability research efforts open. The physical architecture
of the OPV is presented as a 3D model in Figure 4.1. Figure 4.2 provides the physical

Parts of this chapter are based on Habben Jansen et al. (2020a, 2019).

59



60 TEST CASE: OCEANGOING PATROL VESSEL

Figure 4.1: Physical architecture of the notional OPV used for the test case, visu-
alised as a 3D model. Figure retrieved from Duchateau et al. (2018).

Figure 4.2: Physical architecture of the notional OPV used for the test case, visual-

ised as a network. Fach node represents the geometric centre a compartment. Each

edge denotes a physical adjacency between compartments, i.e. the compartments are

located on both sides of the same deck or bulkhead. Figure retrieved from Habben
Jansen et al. (2020a).

architecture in terms of a network. This format is suitable as input for the computa-
tions.

The main capabilities ‘fight’ and ‘move’ are considered in this test case. The capabil-
ity ‘fight’ has two sub-capabilities: offensive and defensive. These sub-capabilities are
provided by an offensive high-energy weapon (HEW) and a defensive close-in weapon
system (CIWS). The capability ‘move’ is provided by two propellers, one on port side
(PS) and one on starboard (SB). The level of capability that is required after dam-
age depends on the impact level of the damage. For low impacts, practically no loss
of capability is accepted, while for high impacts the ‘fight’ capability does not have
priority any longer, and the focus shifts towards ‘move’. In other words: the higher
the impact level, the fewer residual capabilities are required. The different impact
levels and their associated required residual capabilities are presented in Table 4.1.
To ease the discussion of the results, a short qualitative term is provided for each level
of required residual capability.
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Table 4.1: Residual capability for impact levels (Habben Jansen et al., 2020a).

Impact level Required residual capability Qualitative
capability term
Negligible Offensive and defensive weapons, two-shaft  Full
propulsion
Minor Defensive weapon, two-shaft propulsion Considerable
Medium Defensive weapon, one-shaft propulsion Moderate
Major One-shaft propulsion Minimal

A distributed systems network enables these capabilities by providing power to the
weapons and propellers, and chilled water to the weapons. Two fundamentally dif-
ferent powering concepts are tested:

1. Conventional concept: A concept with separate propulsion, provided by mech-
anical energy with diesel engines (DEs) and shafts. The electrical power is
provided by diesel generators (DGs). Power is transferred to the weapons via
switchboards (SWBs). In addition to that, chilled water units (CWs) provide
chilled water to the weapons.

2. Integrated Power System (IPS) concept: For this concept, both the weapons
and the propellers are powered by electric energy. The chilled water for the
weapon systems is provided with two local CWs.

The attempt was made to make the physical architectures as similar as possible to
‘isolate’ the differences in the logical architecture. However, due to the difference in
logical architecture, this is not entirely possible, causing some of the results to be
dependent on the physical architecture. The logical architectures of these powering
concepts are visually presented in Figure 4.3. Figure 4.4 shows the associated physical
solutions.

The logical architectures consist of 11 or 12 nodes, and 12 connections. A typical
logical architecture that is assessed during early stage design consists of about 10-100
nodes (de Vos and Stapersma, 2018). Hence, the logical architectures in this test case
do not do full justice to the complexity of the design of on-board distributed systems.
Yet, the logical architectures for this test case have deliberately been developed this
way. As discussed in Section 3.5.4, the number of connections that can be considered
with this method is 13 for a normal, modern PC using standard settings of MATLAB.
This means that only small logical architectures can be assessed. At the same time, the
applied type of the damage scenarios differs from various existing methods: many hits
with a small damage radius, contrary to few hits with a large damage radius (Figure
4.5). The computations of this test case go up to 8 hits. Due to the probabilistic way
of modelling damage, this results in 8 separate hits in most cases. However, it also
includes scenarios where the 8 hits are clustered in 8 adjacent compartments, or even
where 8 hits all damage the same compartment. Though it is acknowledged that some
of these scenarios may be more likely than others to occur, the goal of this method
is to assess the vulnerability in a probabilistic way, taking into account asymmetric
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Figure 4.3: Logical architectures for the two powering concepts, with mechanical
energy (green), electrical energy (red) and chilled water (blue). Figure retrieved from
Habben Jansen et al. (2019).
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Figure 4.4: Physical solutions for the notional OPV. Purple lines represent routings
of both chilled water and electricity through the same compartments. Figure retrieved
from Habben Jansen et al. (2019).
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Figure 4.5: Relation between existing vulnerability methods and the new Markov
method, in terms of the type of damage scenarios and the complexity of distributed
systems. Figure adapted from Habben Jansen et al. (2020a).

threats. This gives an indication of the general vulnerability, rather than the specific
vulnerability for certain damage scenarios. This is in contrast with other methods,
that often focus on a smaller number of hits, but with more severe damage per hit.

4.2 Hit type assessment

With the test case set-up described in Section 4.1, the vulnerability method can be
tested. Both the conventional concept and the IPS concept are tested in three ways:

1. Uniform hit distribution over all compartments, similar to the proof-of-concept
(see Chapter 3).

2. Hit probabilities adjusted to the projected lateral area of the compartments.
3. Hit probabilities adjusted to the longitudinal positions of compartments.

For Options 2 and 3 the scaling method of Equations 3.16 and 3.17 is used. The
projected lateral areas of the compartments, which are required for Option 2, are
presented in Figure 4.6. The variety in projected lateral areas can clearly be ob-
served. Several compartments stand out for their exceptional large projected area,
i.e. their significant higher hit probability: the hangar, the radar mast, and the en-
gine rooms. This solely relates to the projected area, and does not account for any
other signature, which may not be available in the early design stages. The logical
architectures that are considered in this test case use the engine rooms for several
vital components and routings, which is expected to influence the results. The weight
factors for the hit probabilities for the longitudinal positions of the compartments as
used in Option 3 are given in Figure 4.7. It is assumed that the aft end of the ship
has a unit weight factor. The centre of the ship has weight factor 3, meaning that a
compartment in this zone has a three times higher hit probability than a compart-
ment in the aft zone. Similarly, the forward zone has weight factor 2.
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Figure 4.6: Projected lateral areas for all compartments. Figure retrieved from
Habben Jansen et al. (2020a).
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Figure 4.7: Weight factors for different longitudinal zones. Projected lateral areas
for all compartments. Figure adapted from Habben Jansen et al. (2020a).
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Table 4.2: Logical architecture connections required for different types of resources.
Prop = propulsion, E = electricity, CW = chilled water, & = AND, | = OR

Required connections in | Required connections in

conventional concept IPS concept
Prop PS 1 5& (121 (3&4))
Prop SB 2 6&(1]12](3&4))
E CIWS 7T& (3| (4&5)) 8& (121 (3&4))
E HEW 10& (4| (3 & 5)) 11& 3| (4& (1]2))

CW CIWS Eg ‘Eé ?1&&( (4‘ I(Zt?)&&%)))))' 9&T& (1]2](3 & 4))

CW HEW 9&12& (4] (3&5)) 2&10& (3] (A& (1]2)

Table 4.3: Resources required for the various levels of residual capability

’ Residual capability \ Required resources ‘

Full Prop PS & Prop SB & E CIWS & E HEW &
CW CIWS & CW HEW

Considerable Prop PS & Prop SB & E CIWS & CW CIWS

Moderate (Prop PS | Prop SB) & E CIWS & CW CIWS

Minimal Prop PS | Prop SB

4.2.1 Comparison of hit types

Using the physical solutions and the weight factors, the vulnerability assessment can
be carried out, following the set-up explained in Chapter 3 and Section 3.5. As ex-
plained there, the method calculates the probability for each state after any given
number of hits. Both concepts have 12 connections, resulting in 2'2 = 4096 states.
These states have been clustered according to the required residual capacity levels of
Table 4.1. In order to cluster the states, it is first determined which connections in the
logical architecture are needed for a certain type of resource (propulsion, electricity,
or chilled water). This overview is given in Table 4.2. Subsequently, it is determined
which resources are required for the various levels of residual capability. These logical
relations are given in 4.3.

Figure 4.8 shows the results for the conventional concept. The increasing impact level
is represented on the horizontal axis. This is done with an increasing number of hits,
up to 8 hits. This hit scale should be seen as a way to represent different impact
levels in an increasing order, and is not related to the likelihood of actually encoun-
tering such numbers of hits. The general trend in the presented data indicates that
higher residual capabilities have a lower probability of being available, which is in
line with the expectations. The case with minimal residual capability clearly stands
apart from the cases with higher residual capabilities. Furthermore, it can be seen
that the step from moderate to considerable capability is slightly larger than from
considerable to full capability. The differences between the different hit types (uni-
form, area, or zones) are not remarkably large. For the minimal residual capability,
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Figure 4.8: Probability of availability of main capabilities for the conventional
concept. Figure adapted from Habben Jansen et al. (2020a).

the zonal hit type shows the most optimistic results, though the difference with the
uniform hit type is small. For the higher residual capabilities, the uniform hit type is
more optimistic. The area hit type shows the most pessimistic results, except for the
moderate residual capability.

Figure 4.9 shows a similar graph for the IPS concept. The gap between minimal re-
sidual capability and the higher residual capabilities is still present, but it is smaller.
Furthermore, the difference between moderate and considerable residual capability is
remarkably small. Other than for the conventional layout, the area hit type yields
more optimistic results than the uniform hit type. This holds for all residual capabil-
ities. The zonal hit type leads to significantly more optimistic results for the case with
minimal residual capability. For other residual capabilities, the differences between
the zonal hit type and other hit types are smaller.

These results can be linked to the actual areas and weight factors for both concepts.
For the conventional concept, there are relatively many connections in compartments
with an area that is above average. This results in higher hit probabilities for these
connections, yielding more pessimistic results than the uniform approach. For the
IPS concept it is the other way around: many connections are located in relatively
small compartments, yielding more optimistic results than the uniform hit type. The
results of the zonal hit type are quite similar to the uniform hit type, apart from the
minimal residual capability case. This case only requires propulsion at one side. Since
the connections required for propulsion are mostly located at the aft, where the hit
probability is smaller, the zonal hit type yields more optimistic results. The compar-
ison between these or other hit types considers the interplay between vulnerability
and susceptibility. The uniform hit type can be thought of as a general indication
of the distributed system vulnerability of a concept, whereas comparing any other
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Figure 4.9: Probability of availability of main capabilities for the IPS concept.
Figure adapted from Habben Jansen et al. (2020a).

hit type with the uniform hit type gives an indication of the vulnerability given a
susceptibility context.

4.2.2 Comparison of concepts

In addition to comparing the results of different hit types for a given concept, such as
in Figures 4.8 and 4.9, it also possible to compare the results of the two concepts for a
given hit type. Figure 4.10 presents these results. The curves represent the absolute
difference between the two concepts. A positive difference indicates that the IPS
concept performs better, while a negative difference denotes a better performance of
the conventional concept. The scale on the vertical axis denotes the absolute difference
of the probability of having a capability available. For example, a value of +0.10 for
a certain capability means that the TPS concept has a 10% higher probability of
having that capability available. An interpretation of the results can be made by
relating the shape of the curves to the distributed systems networks and the layouts
of the concepts. This provides an estimation of the reasons behind the differences
in performance between the two concepts. These estimations are given below for the
four levels of residual capability.

e Minimal: For this case, propulsion at one side is required. The conventional
concept is better, because it requires significantly fewer compartments for propul-
sion than the IPS concept. However, the area and zonal hit types enlarge the
hit probability for the diesel engines and generators. Since the IPS concept has
an additional generator to account for this, it performs slightly better for these
hit types, compared to the uniform hit type. Nevertheless, it does not outweigh
the disadvantage of the larger number of compartments that are needed, and
thus the conventional concept is still preferred.
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Figure 4.10: Difference in probability of availability of main capabilities for both

concepts. Figure retrieved from Habben Jansen et al. (2020a).

Moderate: For this case, the CIWS is needed, in addition to propulsion at

one side. The conventional concept has redundant chilled water supply for the
CIWS. This gives the preference to this concept for low numbers of hits. How-
ever, the redundant chilled water routings run through a considerable number
of compartments. For higher numbers of hits, these are likely to be hit, elim-
inating the advantage of the conventional concept. Instead, the IPS concept is
preferred for such numbers of hits.

Considerable: For this case, all end users except for the high energy weapon
are required. In the IPS concept this weapon is strictly isolated from the re-
maining systems. The routings for the remaining systems systems run through
20 compartments in this concept. In the conventional concept, the high energy
weapon is not isolated, and the routings for the remaining systems run through
26 compartments. Hence, the compartments for the remaining systems are sig-
nificantly less likely to get hit for the IPS concept, which gives the preference
to this concept.

e Full: For this case, all end users are required. For the uniform hit type, the

conventional concept performs better. This could be because of the low number
of compartments taken up by the propulsion system and the redundancy in
chilled water for the CIWS. For the area hit type the compartments with diesel
engines or generators are significantly more likely to get hit. For the IPS concept
the supplier-part of the logical architecture is more flexible (2 out of 3 generators
may be lost without losing full capability), giving the preference to the IPS
concept for this hit type. The same applies for the zonal hit type, but in this
case the differences between the weight factors are not as strong as for the area
hit type.
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With this comparison, it can be seen that the IPS concept mostly performs better
when high residual capabilities are required, which is associated with low impact
levels. For minimal residual capability, usually required after more severe impact,
the conventional concept performs better. In other words, the IPS concept could
be described as ‘performs well for most damage situations, but is has less residual
capability in severe situations’. The conventional concept could be described as ‘is
likely to have minimal capability with severe damage, but is less able in withstanding
small damage’. These results are not meant to provide a decisive answer to the
question whether the conventional or IPS concept is better; that is up to the naval staff
and the designers. However, these results help in making this decision, by quantifying
the consequences of choosing one concept over the other for vulnerability.

4.2.3 Conclusion

If the hit type assessment is reflected against the research objective, it can be seen
that it partially fulfils the objective. It assesses the performance of a concept (in this
case: the vulnerability), but is does not directly identify the underlying reasons for
that performance. In terms of the main requirements for the method, it is able to
quantify graceful degradation, but is does not yet provide a formalised, mathematics-
based approach for identifying why the vulnerability is as it is. Hence, the focus on
understanding rather than generating results needs further attention. In terms of the
DIKW pyramid (see Chapter 1) it provides information, but not necessarily know-
ledge. As discussed in the previous two sections, the shape of the capability curves
can be explained by manual interpretation. Furthermore, the shape of the curves
confirms expectations that were already present upfront. A better, more formalised
understanding of the curves can be obtained with the eigenvalue assessment as de-
scribed in Section 3.6. This is considered in the next section. However, that does not
negate the usefulness of this section’s results. The fact that they align with upfront
expectations endorses the the quality of the method.

4.3 Capability trade-off assessment

In order to make the transition from calculating the vulnerability to understanding
the vulnerability, the eigenvalue assessment needs to be carried out. This can be done
using any hit type, so it does not matter whether a uniform hit distribution or weight
factors are used. However, for the sake of explaining the eigenvalue assessment, it is
easier to use a uniform hit distribution. Hence, this distribution will be used for the
eigenvalue assessment of this section.

As this section focusses on a uniform hit distribution, not all curves in the results
of Figures 4.8 (conventional concept) and 4.9 (IPS concept) are addressed. More
specifically, the only curves of interest are the solid curves of these figures. For
clarification purposes, these curves have been included in a new visualisation, which
is given in Figure 4.11. Both the conventional concept and the IPS concept are
assessed in more detail in this section. First, matrix diagonalisation needs to be
applied. This is only possible if the rank of P equals its size, i.e. if the rank of P is
4096. Using MATLAB, this is found to be the case for both the conventional concept
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Figure 4.11: Probabilities for the four levels of residual capability for the conven-
tional and IPS concept, for uniform hit probability. Figure retrieved from Habben
Jansen et al. (2019).

and the IPS concept. Hence, the curves of the different levels of residual capability
can be expressed as (see also Equation 3.27):

Pr(c) =Y fr-Ap (4.1)
k=1

where ¢; denotes the i*" capability level (in this test case i runs from 1 to 4), A
denotes the k" eigenvalue of the transition matrix (in this test case k runs from 1 to
4096, which is n, the number of states), & is the number of hits, and f; is an integer
factor that states how strong the contribution of Ay is, and which sign it has. This
factor results from the fact that individual states have been clustered to capabilities,
using the method described in Section 3.5.3, and the logical relations of Tables 4.2
and 4.3. For the uniform hit distribution, all values of f;, are integers, either positive
or negative. If weight factors for the hit distribution are included, f; may take other
values as well. This makes no difference for the procedure described in this section.

4.3.1 Conventional concept

The expression of Equation 4.1 can be set up for each individual vulnerability curve.
Table 4.4 gives the eigenvalues and factors for the curve that represents the probability
for full residual capability of the conventional concept, as presented in Figure 4.11
(the blue solid line). The corresponding state definitions are included as well, where
the numbers 1-12 relate to the individual connections in the concept, as defined in
Figure 4.3. Several observations can be made:

e Though there is a total of 4096 states, only 12 states have eigenvalues that con-
tribute to the probability for full residual capability of the conventional concept.

e Some eigenvalues have a positive contribution, while others have a negative
contribution. Many of these eigenvalues occur in pairs that cancel each other
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out. For each pair, connection 11 is off in one of the corresponding states,
while connections 7, 10, and 12 are on. This state is physically not possible, as
connection 11 shares routings with these other connections through the same
compartments. The meaning of the corresponding eigenvalues is strictly math-
ematical in this case. Nevertheless, they should not be ignored. If modifications
to connection 11 are made in such way that it no longer routed together with
other connections, the pair-wise cancellation may no longer be present.

e For every eigenvalue, the corresponding state includes the availability of at least
connections 1, 2, 7, 9, 10, and 12. Relating this back to the distributed systems
network of Figure 4.3, it turns out that these are all non-redundant connections.

e For some states, connections 6 and 8 are off. Their unavailability is related;
individual availability of either connection 6 or connection 8 does not occur.
For every state where connections 6 and 8 are off, there is a fellow state where
connection 11 is off.

e For most states, either connection 3, 4, or 5 is off, but no combinations of these
states.

Table 4.4: The eigenvalues, and their corresponding factors and state definitions,
that contribute to the curve of full residual capability for the conventional concept.
The numbers 1-12 in the state definitions relate to the individual connections in the
concept, as defined in Figure 4.3. Table retrieved from Habben Jansen et al. (2019).
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These observations are the result of assessing this specific concept, but are not re-
stricted to this physical solution. In other words: for every physical solution the same
eigenvalues are decisive for the vulnerability, provided that the logical architecture
itself does not change. With this generalised description, the concept can now be
better understood and improved. In order to do this, the results of the eigenvalue
assessment need to be translated into actual design recommendations for the concept.
The following procedure is proposed for this:
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1. From all curves representing the various levels of residual capability, select one
to study in more detail. For this test case, the curve of full residual capability
for the conventional concept is investigated.

2. Check how many eigenvalues contribute to the shape of that curve. This may
be decisive for how the further assessment is carried out. In this case, 12 ei-
genvalues contribute to the curve. The number of contributing eigenvalues is
no metric for the vulnerability - it can therefore not be stated that either more
or less eigenvalues is ‘better’. However, a smaller number of eigenvalues allows
the designer to do a manually-oriented assessment, while for a larger number
of contributing eigenvalues the assessment may require a more computational
approach. This test case illustrates a manual approach.

3. Check for repetitions or pairs in the contributing eigenvalues. For this test case,
four pairs with connection 11 occur, leading to eigenvalues that cancel each
other out. As such, only four eigenvalues contribute to the shape of the curve.
They will be addressed in this test case.

4. Change the remaining connections in such way that the eigenvalues with positive
factors increase and the eigenvalues with negative factors decrease. In order to
increase an eigenvalue with a positive factor, the connections that are on in
that state need to be reduced in size or concentrated. In order to decrease
an eigenvalue with a negative factor, the connections that are off in that state
need to be reduced in size or concentrated. From a mathematical point of
view it could also be an option to increase the size of the routings of the other
connections, but that would lead to increased vulnerability of those connections
for the sake of a lower relative vulnerability of the other connections. As such,
recommendations of size reduction and concentration of routings are preferred.

This can be applied to this test case. Consider the situation where there is a desire
to increase the probability that there is full residual capability after one or more
hits. The eigenvalues Ag1, Aagg, A337 and As93 have the strongest influence on this,
as they are not cancelled out by other eigenvalues. More specifically, Ag; needs to be
decreased, and Aggg, A3z7 and Asg3 need to be increased. For all these eigenvalues,
connections 6 and 8 are off. In order to decrease Ag1, the routings of these connections
should be made smaller or more concentrated. However, in order to increase Aggg,
A337 and Asg3, it is the other way around. This is a mathematical representation of
conflicting requirements that result from interdependencies between the connections.
However, a closer look at A2gg, A337 and Asg3 shows that either connection 3, 4 or 5
is off in their associated states. In order to increase these eigenvalues, the probability
to remain in any of these states should be increased. This indicates that all routings
related to connections other than 3, 4, 5, 6 or 8 need to be made smaller, or more
concentrated. Connections 1 and 2 are related to propulsion, and are not easy to
modify for the conventional concept. However, for connections 7, 9, 10, 11 and 12,
two modifications are proposed:

1. Bring CW2 above SWB2, closer to the CIWS. This concentrates the routings
of connections 9, 10 and 12, and reduces the routing length of connection 11.
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2. Concentrate the routing from SWBI to the CIWS (connection 7) with the rout-
ing between SWB1 and SWB2 (connection 5). This reduces the number of
compartments solely occupied by the routing of connection 7.

Original

® CIWS

Adjusted

Figure 4.12: Physical solution of the adjusted conventional concept. The original
concept is given for reference. Figure adapted from Habben Jansen et al. (2019).
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Figure 4.13: Probabilities for the four levels of residual capability for the adjusted
conventional concept. Figure retrieved from Habben Jansen et al. (2019).
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The concept is adjusted accordingly, such as presented in Figure 4.12. The results
of this adjustment are given in Figure 4.13. It can be observed that the adjustments
have the desired effect, as the curve for full residual capability lies higher, indicating
a higher probability for having this level of residual capability after one or more hits.
At the same time the curves for moderate and considerable residual capability have
increased as well. Hence, the positive effect of the modification goes beyond the
level of residual capability that was originally considered. In this case this effect is
positive. However, for other cases the residual capability of other levels may drop if
the residual capability of the level that was originally considered is increased. This
method elucidates and quantifies these interdependencies.

4.3.2 IPS concept

The same procedure can be applied to the IPS concept. Figure 4.11 shows that the
probability for minimal residual capability, i.e. at least propulsion at one side, is sig-
nificantly lower for the IPS concept (purple dashed curve) than for the conventional
concept. Consider the situation where there is a desire to increase this probability.
The eigenvalues and factors that determine the shape of this curve are presented in
Table 4.5. For this case all factors are either 1 or -1, so in order to determine the
eigenvalues with the largest influence, the magnitude of the eigenvalues need to be
considered. The largest eigenvalues, i.e. the eigenvalues with the largest influence
on the curve, are Ai1g2g, A19g4 and Asgqs. The corresponding factor is 1 for all these
eigenvalues, so they make a positive contribution to the curve. Hence, the probabil-
ity for minimal residual capability increases when the magnitude of these eigenvalues
increase.

The state definitions associated with these eigenvalues show that connections 1, 2,
5, and 6 are on, while the other connections are off. In order to increase the prob-
ability for minimal residual capability, the number of compartments associated with
these connections needs to be reduced, and concentration and/or separation of the
associated system components and routings may be beneficial. To that end, SWB1
is relocated one compartment lower compared to the original IPS concept that was
presented in Figure 4.4. As a result, the distance between SWB1 and both propellers
reduces. In addition of that, only one compartment is a single point of failure, instead
of two compartments for the previous situation. Since SWB1 has been relocated, the
routings from DG1 and DG2 need to be adjusted as well. As a result, the routing
from DG2 to SWB1 now has a partial overlap with the routing between SWB1 and
the starboard propeller. However, this does not affect the power supply to the port
side propeller, so the requirement to have a large probability for propulsion at one
side at least is still met. Propulsion power can also be supplied via DG3 and SWB2,
i.e. connections 3 and 4. However, the results of the eigenvalue assessment shows
that these connections have a smaller influence on the shape of the curve. These
connections are therefore left unchanged.

The adjusted layout is presented in Figure 4.14. The associated result is given in
Figure 4.15. Tt can be seen that the probability for having at least minimal residual
capability has increased significantly. Hence, the proposed solution has the desired
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effect. For the other levels of residual capability, the curves remain unchanged, so
no trade-off needs to be made. This is because the capability that is considered,
i.e. propulsion at one side at least, does not include components or routings of other
systems.

Table 4.5: Eigenvalues, factors, and state definitions that contribute to the curve of
minimal residual capability for the IPS concept (Habben Jansen et al., 2019).
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4.3.3 Conclusion

The results from the capability trade-off assessment align with the research objective.
Whereas the hit type assessment assessed the vulnerability of a concept, the eigen-
value assessment also provides the underlying driving factors. A major benefit of the
method is that its results are not only applicable to the concept that is modelled, but
to any concept with the same logical architecture. Hence, direction towards other,
potentially better concepts can be obtained. In terms of the DIKW pyramid, the
eigenvalue assessment adds knowledge to the problem. More specifically, the vulner-
ability curves themselves can be categorised as information, but the mathematical
equation that links the curves (performance) to actual parts of the ship (Equation
4.1) builds upon that information and provides knowledge. This also aligns with
the main requirement that a formalised, mathematics-based approach for identifying
driving factors and design recommendations is needed.
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Original

Figure 4.14: Physical solution of the adjusted IPS concept. The original concept is
given for reference. Figure adapted from Habben Jansen et al. (2019).
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Figure 4.15: Probabilities for the four levels of residual capability for the adjusted

IPS concept. The curves for considerable, moderate, and minimal residual capability

are similar for the adjusted and the original concept. Figure retrieved from Habben
Jansen et al. (2019).
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It should be noted that the eigenvalue assessments described in this section have led
to a better physical solution for both the conventional concept and the IPS concept.
However, this says nothing about whether it is the best solution. If desired, such
an analysis can be done by coupling the eigenvalue assessment to an optimisation
algorithm. However, the level of detail and the purpose of this assessment need to
be considered before doing this. As explained, this method aims to elucidate driving
factors for vulnerability for the purpose of getting insight, not for the purpose of
further development of the concept. This means that there is no strict need to obtain
the best solution at this stage.

4.4 Verification and validation

The test case in this chapter has demonstrated that the new method is able to provide
an estimation of underlying driving factors for the vulnerability of a naval ship, in a
formalised, quantitative fashion. As such, it can be stated that the method complies
with its requirements. In other words: it has been verified. This means that the
method fulfils its purpose in the right way, but not necessarily that the method fulfils
the right purpose. As such, another step - validation - needs to take place.

Validation is typically mostly based on logical induction and/or deduction. This fits
well for validating mathematics-based models, which are often used in engineering.
However, the method of this dissertation is a design method for an engineering context.
Though it is mathematics-based, it includes a large share of subjective statements.
Examples include questions like: “Which levels of residual capability to include?” or
“When are the vulnerability characteristics good /sufficient?”. Due to these subjective
issues, traditional validation can become problematic. This is discussed in consider-
able detail by Pedersen et al. (2000). In response to this issue, they propose a method
for validating design methods that involve subjectivity: the validation square. This
square is provided in Table 4.6. The method of this dissertation and the test case are
validated based on this square, using its validation steps.

The first quadrant of the validation square is theoretical structural validity. This
concerns whether the set-up of the method is correct. The first step of this method
is:

Table 4.6: The validation square of Pedersen et al. (2000), intended for validation
of design methods that involve subjectivity

Theoretical Theoretical
structural performance
validity validity

(step 1 and 2) (step 6)
Empirical Empirical
structural performance

validity validity
(step 3) (step 4 and 5)
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1. Accepting the construct’s validity.

In this step, a ‘construct’ is a building block of the method. A method may incorporate
multiple constructs. The proposed activity for the first step is literature review. In
the case of the method of this dissertation, the main constructs are a Markov chain
and network metrics. The suitability of a Markov chain has been discussed in Section
2.5, where a justification for using a Markov chain is given. Section 2.3.2 explains that
networks are a commonly and accepted used representation for distributed systems.
As such, it can be stated that Step 1 is fulfilled. The next step is:

2. Accepting the method consistency.

This step aims to build confidence in the way in which the constructs of the method
are put together. Flowcharts that describe information flow are proposed for this.
However, in the case of the method of this dissertation, a more mathematical ap-
proach can be used. A main claim about using Markov theory in combination with
a network description of distributed systems is that this approach assesses vulnerab-
ility in an integrated way, and that decomposing the network into individual pieces
yields an incorrect result. This claim has been justified with the comparison between
the integrated and decomposed approach, of which the results are provided in Figure
3.4. Further confidence can be gained by repeating this comparison for the OPV con-
sidered in this chapter. Using the same computations as described in Section 3.3, the
results of Figures 4.16 and 4.17 are obtained. These figures show that the decomposed
approach deviates distinctly from the integrated Markov approach, especially for the
IPS concept. The decomposed approach estimates lower probabilities for the residual
capabilities, i.e. higher vulnerability. Though it can be argued that this is on the
conservative - thus safe - side, a mathematically correct approach is preferred over a
safe approach. Hence, Step 2 of the validation square has also been fulfilled. This
means that the theoretical structural validity of the method has been confirmed.

Subsequently, the empirical structural validity needs to be assessed. This is the second
quadrant of the validation square. This quadrant aims to assess the appropriateness
of the example problem(s) that are used to verify the the usefulness of the method.
The according step is:

3. Accepting the example problems.

The proposed activity consists of documenting answers and associated data for the
following two questions:

1. Is the example problem similar to the problems for which the method is inten-
ded?

2. Is the example problem similar to the actual problems that need to be solved?

As for the first question: the method of this dissertation is meant for assessing com-
plex damage scenarios for logical architectures with a small number of edges (up to
13). The example problem of the OPV has deliberately been kept below that number.
The second question is a more serious issue. It has been stated in Section 4.1 that
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Figure 4.16: Vulnerability of the conventional concept if individual connections are
decomposed and assessed individually
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Figure 4.17: Vulnerability of the IPS concept if individual connections are decom-
posed and assessed individually
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a typical early stage logical architecture consists of about 10-100 nodes. Hence, the
method of this dissertation only supports the utmost lower end of that spectrum.
In addition to that, the 10-100 nodes logical architecture is already a simplification
made for the purpose of early stage design. Logical architectures of actual ships have
numbers of nodes in several higher orders of magnitudes. A full validation would
therefore also comprise a comparison with an early stage and a final vulnerability
assessment of a fully defined ship. This is not considered in this dissertation, since
such a model was not available. It must therefore be concluded that Step 3 can not
be entirely fulfilled. Nevertheless, the other quadrants of the validation square can
be applied, while keeping this limitation in mind.

The third quadrant of the validation square is the empirical performance validity. In
this square, the performance of the design solutions and the method are assessed with
respect to the example problem. First, Step 4 is needed for this:

4. Accepting the usefulness of the method for some example problems.

The proposed activity for this is to use representative example problems. The degree
to which the purpose of the method has been achieved for the example problem is a
metric for method usefulness. Note that this step is similar to the verification step
that has been addressed at the beginning of this section. Since the method fulfils its
previously defined requirements, it can be stated that it is useful within the scope of
the example problem. This leads to Step 5:

5. Accepting that usefulness is linked to applying the method.

For this step it is proposed to compare the results of the method with existing meth-
ods. As explained in Section 2.3.2, several vulnerability reduction methods exist.
However, none of these does the same as the method of this dissertation - which is
the very reason the new method has been developed. Comparing the new method
with existing method is therefore not straightforward. However, the DMO design
rules provide an opportunity for a comparison with the new method. Recall that
for the conventional OPV, the power cable to the CIWS and the crossover between
the switchboards have been concentrated. This aligns with Rule 5: Route vital dis-
tribution systems on the same paths. Furthermore, the forward chilled water plant
was relocated onto the path of the power cable of the high-energy weapon. This also
aligns with Rule 5. For the IPS concept, the length of the power cables needed for
propulsion was reduced by letting it run through a smaller number of compartments.
Furthermore, a reduction in overlap between the starboard and port side routing was
obtained by this measure. This aligns with Rule 4: Separate redundant paths. This
separation has also reduced the number of single points of failures, though these were
not entirely removed. This aligns with Rule 2: Avoid single points of failure in vital
distribution systems.

From this assessment it can be concluded that the new method aligns with previously
existing design rules. Not all rules have been covered by the new method. Since the
method does not make changes to the logical architecture, it will for example not
generate additional crossovers, which is an advice provided by Rules 9 and 10. The
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other way around, however, the new method provides knowledge that is not covered
for in the rules. For example, the interdependency between the different levels of
residual capability can be quantified. Hence, the conclusion of this step is that the
new method aligns with existing design knowledge, while it is distinctly different from
existing methods. This is regarded as a satisfactory conclusion for Step 5.

The last quadrant of the validation square is the theoretical performance validity,
which is about the performance of the designs solutions and method beyond the
example problems. The step associated with this quadrant is:

6. Accepting usefulness of the method beyond example problems.

Contrary to the first five steps, there is no proposed activity for this step. Instead, it
is argued that a successful implementation of Steps 1-5 ensures generality - thus an
‘agsurance’ that the method is useful beyond its example problems. It is also noted,
however, that validation eventually rests on (subjective) belief and faith. Hence, Steps
1-5 provide confidence for full validation, but do not guarantee it.

Summarising the results of Steps 1-5 of the new method, it can be stated that Step 3
has not yet led to a satisfactory result. As such, it must be concluded that validation
of the new method has not yet been fully established. Yet, all other steps have
been covered. This suggests that it is difficult to state that the method is either
validated or not validated - it is a more gradual interpretation. The conclusion for
the new method is therefore that it has been validated to the reasonably largest
extent possible. Recommendations that result from this statement will be provided
in Chapter 7.






Chapter 5

Integration of the method
into early stage design

The method introduced in this dissertation has been developed for a specific vulner-
ability context in early stage ship design. Yet, vulnerability and ship design as a
whole encompass a broader scope of problems and methods to solve these problems.
As such, this chapter discusses the integration of the new method in early stage ship
design. First, Section 5.1 elaborates on the advantages and challenges for managing
design knowledge in general. Subsequently, Section 5.2 discusses how the new method
can be combined with other early stage vulnerability methods, and how this affects
the work flow during the design process. Over the course of these two sections, it
turns out that the field of managing (design) knowledge is highly subjective and un-
specific. To that end, Section 5.3 provides several considerations to keep in mind for
research in this field.

5.1 Management of design knowledge

The method described in this dissertation has been developed as a specific solution to
a specific problem with respect to assessing vulnerability in early stage ship design.
This specific vulnerability problem, in turn, results from a generalised early stage
design problem: the interdependency between concepts and solutions (see Chapter
1). It could be stated that the specific solution contributes to the generalised prob-
lem through the specific problem. Though this reasoning is correct in itself, it does
not exploit the full potential of the specific solution. More specifically, a translation
of how the specific solution can be translated into a generalised solution could po-
tentially make the new knowledge applicable in a broader scope, enabling re-use of
that knowledge. This is schematically presented in Figure 5.1. Simply stated: the
top right box of the figure still has to be filled.

The translation from the specific solution to the generalised solution is not necessarily
as straightforward as taking the new Markov method (i.e. the specific solution) and

Parts of this chapter are based on Habben Jansen et al. (2020b).
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Figure 5.1: Envisioned translation from the specific solution to the generalised
solution, presented with green arrows. The grey arrows denote the ‘shortcut’, which
in itself is not wrong, but does not fully exploit the potential of the method.

applying it to more problems (i.e. the generalised solution). The Markov method
has been developed as a solution for a specific vulnerability problem, which has been
defined first. In itself there is nothing wrong with turning this order around, i.e.
finding new problems for which the Markov method can be applied as a solution, as
long as it does not ‘solve’ a problem for which another solution is already available.
This is considered in Chapter 6, but in this chapter, the translation from the specific
solution to the generalised solution is envisioned as an effort where different methods
and tools are integrated, that together provide knowledge that is ‘better’ than the
knowledge supplied by the methods individually. A major point of attention is that
this is highly subjective and hard to measure: when is combined knowledge from
methods ‘better’ than knowledge from separate, individual methods?

This topic relates to the field of knowledge management, and is not limited to the
ship design application. This section aims to outline the benefits and challenges of
knowledge management in the context of this dissertation’s topic. Nevertheless, sev-
eral general considerations for knowledge management are now discussed first.

The first question that arises in this discussion, is: “What is knowledge?”. Section 1.1
has already introduced this topic by means of the DIKW pyramid. As stated in that
section, knowledge is associated with a higher degree of understanding, but it is less
specific and rather difficult to capture or program. In addition to that, there is a dif-
ference between explicit knowledge and tacit knowledge. In terms of this dissertation,
the vulnerability method with its eigenvalue assessment provides explicit knowledge:
it states why the vulnerability is as it is, what the driving factors are, and what can
be done to make it better. Tacit ship design knowledge, however, is ship designer’s
knowledge through experience, rather than ship design knowledge through equations.
This is also discussed by Andrews (2007), who argues that there is an aspect of art
in ship design. He makes a distinction between art as by an artisan, and art as by
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an artist, and concludes that the former remains present in ship design, even in the
light of computer aided design. Hence, both explicit and tacit knowledge are present
in ship design.

To capture knowledge in organisations, knowledge management systems were intro-
duced around the 1990’s. Alavi and Leidner (1999) have defined knowledge manage-
ment systems as:

“information systems designed specifically to facilitate the codification, collection, in-
tegration and dissemination of organisational knowledge”.

Such systems are typically computer or ICT systems. Alavi and Leidner (1999) have
also investigated the perceived benefits and challenges for the - back then - early
application of knowledge management systems. The perceived benefits include, but
are not limited to saving time, enhancing communication, better serving the client,
and better accountability. The perceived challenges include the ability to convince
people to volunteer their knowledge, the responsibility for managing the knowledge,
confidentiality and security. Another topic of concern was how to implement know-
ledge management systems effectively.

The effective implementation is discussed in more detail by Walsham (2001). He ar-
gues that leveraging knowledge through ICT systems is hard to achieve, due to the
very nature of knowledge. Using the distinction between explicit and tacit knowledge,
it can be stated that knowledge captured in knowledge management systems is ex-
plicit knowledge. He argues that this is only useful if it connects well to the tacit
knowledge of the users of such systems, and states that this can not be replaced by
personal communication and relationships. This leads him to concluding that ICT-
based knowledge management systems can be beneficial to human activities as long
as their benefits and limitations are carefully kept in mind.

An example of a knowledge management effort related to ship design is the work of
DeNucci (2012), who has developed a tool to capture design rationale. It is not an
ICT system in itself, but a procedure to extract and re-use ship designer’s knowledge
on general arrangements and layouts. This was done by presenting a set of concept
designs, including unorthodox concepts, to a group of ship designers. The designers
were asked to identify what was not good on the layout of these concepts, and why.
By means of avoiding these aspects, or doing the opposite of what is not good, a
set of ‘best practices’ for ship design, i.e. design rationale, is captured. Examples of
rationale captured with this procedure include:

“If the fan rooms are too far forward, the suction of greem water in rough seas is
possible.”

and

“Boat launch and recovery is easier and safer when the boat and davit are near wa-
terline.”
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Figure 5.2: A design process and associated work flow as generalised solution for
the generalised problem

A key finding of this research is that the majority of the captured rationale is re-
usable, i.e. independent of the ship type or specific project. Hence, future design
and/or acquisition projects could use this rationale, which saves time and prevents
loss of knowledge if the designers who came up with this rationale are no longer
available. In terms of the definitions of knowledge, this type of rationale capturing is
an example of explicit knowledge: it is clearly formulated and documented, and can
easily be transferred to other (potential) users.

With this reflection on knowledge management, several directions for integrating the
new method in early stage ship design can be formulated, i.e. the translation from
the specific solution to the generalised solution can be made. The knowledge obtained
from the new method is explicit knowledge. Simply stated, that is nothing more than
factual statements. In that sense, they are comparable to the rationale of DeNucci
(2012): statements of knowledge that are generalised and re-usable, but not necessar-
ily actionable. In order to actually apply the knowledge, it needs to be transferred
into actionable tasks for a design effort. At the same time, the deep, tacit knowledge
that is the foundation for the explicit knowledge - regardless whether it is from the
method of this dissertation or another ship design or vulnerability method - is unlikely
to be captured in language or an ICT system. Hence, the transition from the specific
solution to the generalised solution can best be achieved by formulating an adequate
design process, that includes the method of this dissertation, as well as other meth-
ods. This confirms what was outlined at the beginning of this section. Hence, the
solution to the generalised design problem, is a generalised design process. This does
not only include an overview of which methods provide which results, but also a work
flow that can be acted upon during a design effort. This fills the final quadrant of the
problem and solution addressed in this dissertation, and is schematically presented in
Figure 5.2. Section 5.2 outlines what the design process and work flow are.
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5.2 Relation of method to other early stage vulner-
ability methods

The proposed new method, of which the details have been discussed in Chapters 3
and 4, has been developed in response to a gap that has specifically been identified
for this method. The same holds for other methods, especially the ones that have
been developed in a scientific research context. As such, multiple early stage design
methods exist that have all been developed as stand-alone methods. Yet, they all
cover a part of the same topic, in this case early stage design of distributed systems,
with a focus on vulnerability. Hence, proper integration of the methods into early
stage design as a whole is essential.

The need for integrating design methods in early stage design of distributed systems
is not new, and has previously been discussed by e.g. de Vos (2018). He subdivides
early stage design of distributed systems in a set of steps that together form a work
flow. This work flow is taken as a starting point, and is worked out below in more
detail to consider multiple design methods. More specifically, the work of de Vos
(2018), Duchateau et al. (2018) and the Markov method described in this dissertation
are combined into an early stage design framework, and an updated work flow. The
selection of these three methods results from the practical fact that all these methods
have been developed by researchers from the same university. However, the applica-
tion of the framework is not limited to these three methods.

5.2.1 Method integration framework

A key feature of integrating multiple design methods is using the right method at
the right time. Chapter 1 has already made a distinction between concept explora-
tion and concept definition in early stage design, that both have specific focus areas
and levels of detail. Also, Section 2.3.1 has identified three types of architecture for
distributed systems: the physical, logical, and operational architecture. Hence, two
‘dimensions’ in design of distributed have been identified: it matters where in the
design process you are, and what perspective on distributed systems you consider.
These dimensions are included in the framework, which is presented in Table 5.1.
This table shows that the physical, logical and operational architectures have been
condensed into two perspectives: the system perspective and the ship perspective.
The systems perspective has a stronger focus on fundamentals of marine engineer-
ing, such as assessments of capacities, flows, and (thermo)dynamics, using the logical
architecture. The ship perspective has a stronger focus on geometric aspects, such
as weights, volumes, and locations, using the physical solution. However, these are
not strictly separate things. A logical architecture may for example also include in-
formation on zoning or the location of components. This occurs for instance when
‘switchboard aft’ and ‘switchboard forward’ are included as two nodes in the logical
architecture. Hence, the framework uses the terms ‘system’ and ‘ship’ as perspectives.

The selected methods have been allocated to specific parts of the framework. All
methods exist of a way in which vulnerability can be assessed. Max-flow-between-
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Table 5.1: Framework for integrating early stage distributed systems design meth-
ods, with a focus on vulnerability. Table retrieved from Habben Jansen et al. (2020b).

Design stage
Concept Concept DeFalled
. . design &
exploration definition . .
Engineering
9 | System | | Max-flow- ilé(r);aitiz;e / GES,
2 y between-hubs P . S3D
3 logical architecture
2 Hurt state RESIST,
% Ship Markov percolation / SURVIVE,
[a¥ physical solution SURMA
Methods considered for integration | Examples of other
in this dissertation methods and tools

hubs is used by de Vos (2018). The max-flow-between-hubs approach aims to improve
reconfigurability of system designs. This approach requires only a logical architecture.
No routing or location information is required. Logical architectures are thus analog-
ous to e.g. system block diagrams or single line diagrams that are used in practice.
The idea behind focusing on logical architectures first, before addressing the actual
location of components and connections in the ship, is to filter the design space from
the perspective of operational performance of the systems; i.e. an energy flow per-
spective. It makes little sense to place and route systems that are deemed infeasible
or inoperable as such a system will never be realised. Theoretically, the actual lay-out
of connections (length, diameter, number of bends, etc.) has an effect on operational
performance of the systems, but in ship systems this effect is typically very small and
can be neglected. This is the reason the idea of focusing on logical architectures first
holds and why max-flow-between-hubs is particularly useful for concept exploration.

The mathematical definition and explanation of max-flow-between-hubs is given by
de Vos and Stapersma (2018). Note that this vulnerability metric is fundamentally
different from probabilistic methods to assess vulnerability. The metric is designed
to focus on a specific aspect of vulnerability which is considered the most elusive
aspect from the viewpoint of a logical architecture. As such, max-flow-between-hubs
is more like a designers rule-of-thumb; it does not require the ‘simulation’ of the ship
or system being hit and therefore does not require as much computational capacity
than the other vulnerability assessment methods discussed in this section. Three
robustness measures that are used in practice to decrease the vulnerability of systems
from an operationally oriented perspective have been identified by de Vos (2018):

1. Increasing redundancy by duplicating functionally similar components, either as
full back-up or with performance degradation, or by different type of components
(similar function, different working principle) such as accumulators.

2. Introducing separate ‘islands’ in the logical architecture (i.e. zoning). The
islands are able to operate as stand-alone systems in critical operations (islands
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Figure 5.3: Two possible solutions for the logical architecture. The bottom solution
is preferred by max-flow-between-hubs. Figure retrieved from de Vos and Stapersma
(2018).

should then also be physically separated; i.e. located in different zones in the
ship separated by blast-resistant and watertight bulkheads).

3. Increasing reconfigurability of the distribution systems by increasing the number
of paths between suppliers and users. This is achieved by additional supply lines
to vital users and by interconnecting the afore-mentioned islands by cross-overs.

Max-flow-between-hubs focusses on the last measure: reconfigurability of distributed
systems as arguably the most important and elusive aspect of system vulnerability.
It is assumed that reconfigurability of distributed systems is improved by increasing
the interconnectivity between the (most) central distribution points of the systems;
i.e. the hubs. By improving the maximum flow between hubs specific connection
patterns, like ring distributions, are preferred in conceptual system design solutions
as depicted in Figure 5.3.

Max-flow-between-hubs is allocated to the concept exploration of phase of the sys-
tems perspective, due to its designer’s rule-of-thumb nature. It is a quick, low fidelity
metric that provides a first estimation of the vulnerability of a logical architecture.
For concept definition, hurt state percolation is proposed. This way of addressing vul-
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sensor Mast

Figure 5.4: Example of a deterministic hit scenario with one hit covering two com-
partments, as used in the hurt state percolation method. Figure adapted from Duch-
ateau et al. (2018).

nerability is used by Duchateau et al. (2018). With this approach, the consequences
of a hit are determined by systematically removing parts of the system design, which
represents damage cases. For each of these individual damage cases it is checked
which system components are still connected, and whether these connections can
provide the required resources to (vital) users. A hit is defined as an occasion where
a compartment, bounded by bulkheads and decks, is disabled. A hit in one compart-
ment also affects the adjacent compartment in transverse direction (i.e. port side or
starboard), if applicable. It is user-defined whether the compartments above, below,
before, and aft of the hit compartment are affected as well. For small hits this is not
the case, while for large hits it is included. The damage of such a hit is assumed not
to propagate through blast-resistant bulkheads. An example of a hit scenario with
one small hit is provided in Figure 5.4. It comprises both the port side and starboard
compartment, but the damage does not propagate through decks of transverse bulk-
heads. All compartments have equal hit probability, so the method does not account
for signatures such as hot spots at this stage. Nonetheless, the method can account
for this, if desired.

The deterministic hit simulating approach makes the method suitable for the concept
definition stage. The approach can be used both on a system topology or a fully
routed topology throughout the ship. The difference between these two is the hit-
state information. If a topology is used as the system design, nodes or edges will be hit
and removed accordingly. If a routed topology is used, one or more compartments will
be hit, and thereby the associated nodes and edges of the topology. A depth-first tree
search algorithm on the damaged system topology forms the basis of this approach.
Each node in the network is checked for their individual supply requirements. The
results give insight into where bottlenecks in the system design occur once hit.

For single or dual hit cases it is possible to simulate all possible hit cases within the
order of seconds for a concept comparable up to about 40-45 edges in the logical ar-
chitecture. For more than two hits a combinatorial explosion of possible hit location
combinations occurs. Assessing such scenarios requires a finite number of random
cases. The vital users that are assessed can also be grouped into capabilities, such as
Anti-Air Warfare (AAW) or Anti-Surface Warfare (ASuW). This comes at the cost of
adding more simulations, as multiple combinations of systems may exist for a single
function. The hurt state percolation approach does not take into account remaining
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network capacity. Hence, a connected network in this method does not necessarily
imply a working network in reality - it is a necessary but not sufficient condition.

The Markov method of this dissertation is allocated to concept exploration of the ship
perspective. As stated in Section 2.4, the method aims to identify driving factors of
vulnerability in a probabilistic fashion. This particularly suits the concept explora-
tion phase. As explained in Chapter 3 the method has been developed for the ship
perspective, though it could in principle also be applied to the systems perspective.
For detailed design and engineering, various other methods exist. They have already
been discussed in Section 2.3. Methods like RESIST, SURVIVE and SURMA take
layout into account, and can be allocated to the ship perspective. Section 2.2 has
discussed S3D. Though intended for the early design stage, this tool allows for higher
levels of fidelity as well, and is thus allocated to detailed design and engineering in
this framework. GES is a similar tool, specifically designed within the context of the
Netherlands, by the same developers as RESIST (TNO, 2019).

5.2.2 Work flow for early stage design of distributed systems

The second part of the integration effort consists of further development of the list of
steps of de Vos (2018). The first steps, that lead up to the possibility of defining /
generating a logical architecture, are given below:

1. Define vital, mission-related components, i.e. end-users.

2. Define support components (suppliers) and distributed systems that the end-
users require to function.

3. Define hubs in each distributed system.

4. Generate or define by hand topologies that provide the logical relations in the
distributed systems, i.e. the connections between the components.

5. Assess performance of logical architectures (design solutions for interdepend-
ent distributed systems) with respect to different design objectives including
vulnerability.

The first four steps are independent of the system or ship perspective or design stage.
They precede any assessment and/or further development of the ship or system design.
Step 5 is the first time that the vulnerability of the logical architecture is assessed.
According to the framework, max-flow-between-hubs could typically be used for this
step. After this step, the distinction between the ship perspective and the systems
perspective starts to play a role. Once a logical architecture has been developed, it
needs to be routed through the ship (ship perspective) and the capacity and dimen-
sions of components need to be established (system perspective). These two steps can
be carried out in parallel. For the ship perspective, the procedure continues with:

6. Define the location of nodes in the ship.

7. Generate or define by hand the routing of edges through the ship compartments.
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8. Assess performance of routed design solutions of interdependent distributed
systems with respect to. different design objectives including vulnerability.

Step 8 comprises a vulnerability assessment of the logical architecture that is now
routed through the ship, i.e. a physical solution. The level of detail is still limited,
and at this stage it still matters why the vulnerability is as it is. Hence, for this
step, the Markov method can be used. Parallel to steps 6-8, the systems perspective
continues with:

9. Determine the amount of power (effort and flow) the users need in the opera-
tional conditions of interest.

10. Determine the individual capacity of the suppliers in order to balance total
power supply and demand.

11. Determine the principle dimensions and weights of all components.

Though steps 9-11 are allocated to the system perspective, they are not strictly isol-
ated from the ship perspective. Determining the dimensions and weights of com-
ponents, for example, needs to be carried out in close cooperation with the more
physically oriented ship perspective. However, the two tracks have deliberately been
separated because of the fundamentally different goals of the tracks. Similar to the
ship perspective, the system perspective needs a vulnerability assessment (Step 12).
This assessment needs to include capacity and load balancing. The methods described
in this section do not yet support this. Other methods can provide this, such as S3D
or GES. However, as indicated by the framework, these methods are typically applied
in a later design stage. Hence, a gap remains for a capacity assessment in the early
design stage. Chapter 7 gives several brief recommendations for this gap. After Step
12 the ship perspective and system perspective are brought together to ensure ad-
equate integration of these perspectives (Step 13: concept definition). At this stage
the concepts (one or multiple) have grown to a considerable level of detail, and a more
detailed vulnerability assessment is required (Step 14), such as hurt state percolation.
A summary of this list of steps, that together form the proposed integration of the
methods, is provided in Figure 5.5.

5.2.3 Computational integration

In Sections 5.2.1 and 5.2.2 three early stage methods for distributed systems design
have been integrated from a design process perspective. Yet, they are still individual,
stand-alone methods. Therefore, further integration on a computational level could
be beneficial in terms of efficiency. Computational integration itself does not neces-
sarily result in better designs, but it may make the transitions between the methods
easier and faster. Though the methods are currently still self-contained, they rely
on the same type of information: a logical architecture of distributed systems with
nodes and edges, either or not including a physical routing. This common feature
may offer opportunities for integration of these methods. An important consideration
for method integration is the size of the system model, i.e. the number of nodes and
edges in the logical architecture or physical solution. The max-flow-between-hubs
method requires a certain minimum number of nodes (especially hubs) to provide a
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Figure retrieved from Habben Jansen et al. (2020b).
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Figure 5.6: Example of a scaled-up test case of the hurt state percolation method.
Figure retrieved from Habben Jansen et al. (2020b).

meaningful result, and has been applied for a test case with 36 nodes (de Vos and
Stapersma, 2018). For the Markov method of this dissertation, the number of edges
is determinative for the computational effort. In Chapter 4 a test case with 12 nodes
and 12 edges has been carried out. For the hurt state percolation the number of nodes
and edges is less relevant. A test case considers about 20 nodes (Duchateau et al.,
2018), but the method has been applied with up to 100 nodes, such as presented in
Figure 5.6. The computational effort is determined by the number of hits, which is
currently limited to two. Larger numbers of hits require a random selection of rep-
resentative hits.

The typical number of nodes and edges for these methods are summarized in Table
5.2, along with the earlier discussed design stages and system modelling types. In gen-
eral it can be stated that the earlier an assessment is carried out, the less information
it should consider. The vulnerability methods of this chapter follow this statement.
Markov and max-flow-between-hubs, which are meant for concept exploration, require
indeed less nodes and edges than hurt state percolation, which is meant for concept
definition. However, it is also important to consider the two types of modelling sys-
tems. Though the system perspective (logical architecture) and the ship perspective
(physical soluition) on distributed systems may contain the same type of information,
as discussed in Section 5.2.1, a clear sequential approach can be identified: there
needs to be a logical architecture before it can be routed through the ship (physical
solution). Hence, in the ideal situation, the logical architecture that has been assessed
with max-flow-between-hubs can be used to make the physical solution that can be
assessed with the Markov method. However, in their current status, the methods
do not support the ideal situation because of a difference in their required number
of nodes and edges. For a full integration of assessing both the logical architecture
and the physical solution in concept exploration, the number of nodes and edges for
Markov needs to be increased, or the number of nodes for max-flow-between-hubs
should be decreased. For concept definition this issue is less relevant, as hurt state
percolation is not limited by the number of nodes and edges, but by the number of hits.

The discrepancy in required number of nodes and edges for Markov and max-flow-
between-hubs may be addressed by considering the way in which the codes and al-
gorithms have been written. This has not yet been addressed, as there was little need
to do so when the methods were developed as to be self-contained. This dissertation
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Table 5.2: Overview of main characteristics of the vulnerability methods for distrib-
uted systems design. Table retrieved from Habben Jansen et al. (2020Db).

Typical no. of . System
Method nodes / edges Design stage model type
Markov <12 Concept Phys1.cal
exploration solution
Max-flow- Concept Logical
between- >36 . .
exploration architecture
hubs
Logical
Hurt state 20 - 100 Concept architecture /
percolation definition Physical
solution

does also not consider this topic, as computational integration is not a goal in itself.
It needs to be carried out within the context of the design process of Figure 5.5. This
is left as a recommendation for future research, and is discussed in more detail in
Chapter 7.

5.3 Final considerations for design knowledge

This chapter’s discussion on design knowledge management only considers a small
part of this vast field. The challenge with design knowledge is that it is highly un-
specific and hard to capture or quantify. Section 5.1 posed the question: “When is
combined knowledge from methods ‘better’ than knowledge from separate, individual
methods?” Though Section 5.2 has provided a design process and work flow for com-
bining this dissertation’s method with other vulnerability methods in early stage ship
design, a definite answer to this question has not been established. Consider for ref-
erence Figure 5.7. It schematically shows the problem space for design of distributed
systems. Furthermore, it shows three separate, smaller parts of this problem space,
that have been addressed in this chapter. These three smaller problems all have a
separate solution, that are part of the solution space. But how much of the total
problem and solution do these methods form together? Are the three problems for
example 10%, 40% or 70% of the total problem? How can this be determined? Can
it be measured in percentages at all? Are the combined solutions a smaller or big-
ger portion of the solution space than the combined problems of the problem space?
Furthermore: design of distributed systems is only one of the fields in which the
generalised problem of this dissertation (i.e. the relation between requirements and
concepts, and knowledge and information) presents itself. This dissertation does not
address - to mention a few - general arrangements, structures, or hydromechanics.
Then what is the boundary of the problem, and the associated solution?

These are a lot of important and relevant questions, but due to the unspecific and sub-
jective nature of knowledge, it is unlikely that definite answers will ever be provided.
However, the inability to define definite answers does not mean that there are no
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Figure 5.7: Relation between problems and solutions discussed in this chapter.

useful answers. This issue does not only arise within the context of this chapter. It
stretches far beyond the topic of distributed systems design, and relates to the very
nature of research in the field of design and engineering, and the associated knowledge
that is sought. For ship design research, the following question arises:

Should ship design research be scholarly or useful, or can the two be combined?

This question continues to be a subject for ongoing debate, and is for example dis-
cussed by Edstrom (2017). She focusses on engineering education, which is different
from ship design (though ship design can also benefit from insights in the field of
engineering education, as discussed by Kana et al. (2016)). However, what is relevant
for this discussion, is Edstrom’s review of different types of research. A distinction is
made between a method-led research tradition, that focusses on proving something
with truth as the main criterion, and a problem-led research tradition that focusses on
selecting questions that are significant for real-world problems, and providing useful
insights that are relevant for these problems. In terms of these two traditions, ship
design research is mostly problem-led. This does not mean that methodology is not
important for ship design research, but the priority is more on usefulness and less on
scholarliness. Edstrom (2017) provides no advice on how to overcome this tension,
but instead argues to embrace it to enable a productive dialogue. Though there is in
general no preference for either usefulness or scholarliness, she recommends to have
mechanisms to uphold standards, in order to ensure that research efforts are neither
scholarly nor useful are filtered out. In terms of ship design, this can be supported
by peer review in both scientific and practitioner communities. The focus, however,
remains on usefulness, due to the problem-led nature of ship design.

Another issue to keep in mind is that all knowledge provided in this dissertation - or
publications in general - is inherently explicit knowledge: it has been coded or calcu-
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lated, documented, and can be transferred. Yet, the tacit knowledge of ship design,
embedded in designers’ experience, insights, or intuition, is by definition not yet cap-
tured. Though it is possible to translate tacit knowledge into explicit knowledge, the
fact remains that there is a component of art in ship design, as already discussed by
Andrews (2007) (see Section 5.1). What eventually matters, is whether knowledge -
either explicit or tacit - supports advances in ship design - either on a scholarly or
practitioner level. This problem-led approach should be a key driver for ship design
related research efforts.






Chapter 6

Extended opportunities of the
method

Chapters 3 and 4 have introduced a new method for an early stage vulnerability as-
sessment. The relation of this method to the early stage design process has been
discussed in Chapter 5. Though these chapters form the main body of this disserta-
tion, the opportunities that the new method offers, are not necessarily restricted to
these applications. As such, this chapter introduces other applications of the method.
The major difference between this chapter and the previous chapters is that the pre-
vious chapters have defined a new solution to an existing problem, while this chapter
aims to apply the existing solution to a new problem. These different perspectives are
discussed by e.g. Kossiakoff et al. (2011), who argue that both perspectives are accept-
able for developing new systems, products, or methods. They differentiate between
operational deficiencies and technological opportunities. The former is needs-driven,
and is comparable to what is done in the previous chapters. The latter is technology-
driven, and compares with the approach of this chapter.

This chapter discusses three further applications of the method. Section 6.1 provides
an alternative way for defining residual capability levels, which can be used to evaluate
graceful degradation and worst case scenarios. Subsequently, Section 6.2 discusses how
the method can be used to assess the quality of the logical architecture, in addition
to the physical solution. Section 6.3 discusses an opportunity to a smaller part of a
logical architecture at a higher level of detail. Several closing remarks are provided
in Section 6.4

6.1 Separate residual capability levels

As discussed in Section 2.3.1, the concept of graceful degradation is highly important
for defining requirements for residual capabilities after damage. This concept is incor-
porated in the test case of Chapter 4. The definitions for the residual capability levels
for the various impact levels have been provided in Table 4.1, and are repeated in

Parts of this chapter are based on Habben Jansen et al. (2020a).
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Table 6.1: Residual capability for impact levels (Habben Jansen et al., 2020a).

Impact level Required residual capability Qualitative
capability term
Negligible Offensive and defensive weapons, two-shaft  Full
propulsion
Minor Defensive weapon, two-shaft propulsion Considerable
Medium Defensive weapon, one-shaft propulsion Moderate
Major One-shaft propulsion Minimal

Table 6.1 for the sake of this section’s discussion. The table shows that higher levels
of residual capability always include lower levels of residual capability. For example,
if moderate capability is available, minimal capability is available as well. Similarly,
if considerable capability is available, moderate and minimal capability are available
as well. In other words: the capability levels build upon each other, with the idea
that an increasing impact level gradually results in loss of less important capabilities,
while the vital capabilities remain available.

The residual capability levels in Table 6.1 do not contain all residual capabilities that
are possible. For example, the capabilities ‘two-shaft propulsion, but no weapons’ and
‘only the offensive weapon’ fall out of the scope of the required levels. This indicates
that such capabilities do not follow the concept of graceful degradation. For example
‘two-shaft propulsion, but no weapons’ is more than minimal residual capability, but
less than moderate residual capability, since the defensive weapon is not available.
Similarly, ‘only the offensive weapon’ contains the first system for which loss is ac-
cepted, while it does not contain other, more important systems. Hence, in terms of
graceful degradations, these are ‘odd’ capabilities. Yet, they could be the result of
certain hit scenarios. Assessing the residual capabilities separately, rather than built
upon each other, indicates how good graceful degradation can be facilitated. In order
to separate the different residual capabilities, new definitions of the required resources
for the different levels are needed. These are provided in Table 6.2. Compared to the
original definitions of the capability levels, two extra levels have been added. The level
‘zero’ indicates that no residual capability at all is left. This level was not included
in the original definitions, as the probability to have at least zero capability is always
100% and thus trivial. The level ‘other’ contains all capabilities that do not follow
the concept of graceful degradation, such as the two examples given previously.

These separate definitions of the capability levels are applied to the same notional
OPYV that has been used in Chapter 4 (the original concept, before design modifica-
tions were made as a result of the eigenvalue assessment). The results for both the
conventional concept and the IPS concept are provided in Figure 6.1. For each num-
ber of hits, the probabilities of all levels sum to 1. This means that the ship is in
only one of the levels, rather than in at least one of the levels. The curves for full
residual capability are the same as the original test case of Chapter 4. This makes
sense, because ‘full residual capability’ is the same is ‘at least full residual capabil-
ity’. The probabilities for the considerable, moderate, minimal, and zero level are
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Table 6.2: Required resources for each capability level for the separate level defini-
tion. The original level definition (see Table 4.1) is added for reference.
& = AND, | = OR, @ = XOR, ~ = NOT

Required resources (sep-

Residual cap- | Required resources (ori-
ability ginal) arate)
Prop PS & Prop SB & E | Prop PS & Prop SB & E
Full CIWS & E HEW & CW | CIWS & E HEW & CW
CIWS & CW HEW CIWS & CW HEW
Prop PS & Prop SB & E
Considerable Prop PS & Prop SB & E | o1ws & CW CIWS & ~(E
CIWS & CW CIWS HEW & CW HEW)
(Prop PS @ Prop SB) & E
Moderate (Prop PS | Prop SB) & E | c1ws & W CIWS & ~(E
CIWS & CW CIWS HEW & CW HEW)
(Prop PS @ Prop SB) & ~(E
Minimal Prop PS | Prop SB CIWS & CW CIWS) & ~(E
HEW & CW HEW)
~Prop PS & ~Prop SB &
Zero N/A ~(E CIWS & CW CIWS) &
~(E HEW & CW HEW)
Other N/A Everything else

relatively small, where the considerable level has the largest probability of this set.
A remarkable result are the probabilities for other levels for both concepts. These
are about 15% for one hit and increase to 55-60% for higher numbers of hits. This
indicates that there is a substantial probability that the associated capability levels
are not met. However, this statement comes with two important remarks:

1. Other levels of residual capability are not necessarily bad levels of residual cap-

ability. Capabilities that fall outside the pre-defined levels may still be useful.
For example, if full propulsion but no weapons are left (which is one example of
an ‘other’ level), the propellers can still be used to leave the theatre in a rapid
fashion. How useful this is, is very much dependent on the circumstances.

. It is not known how these figures compare to existing ships that have been
designed in accordance with graceful degradation. The concept that is used for
this assessment, has very much been simplified compared to existing ships. If
Figure 6.1 is made for existing ships, the probability for other capability levels
may be lower. It may also be similar or even higher, due to the fact that damage
does not always occur in the way that it is ‘wanted’ or planned for. A validation
with an existing design needs to be carried out in order to assign the right value
to these results.

Though these two remarks provide some reservations for drawing strong conclusions
from this assessment, the result in itself provides an interesting direction for further
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Figure 6.1: Probability for the separate capability levels, using the notional OPV
of Chapter 4.

investigations. Similar to the test case of Chapter 4, the curves that form the cap-
ability levels can be expressed in terms of the eigenvalues of the transition matrix.
As such, the driving factors for the level of other residual capability can be identi-
fied. Subsequently, design recommendations for decreasing this curve can be obtained.
This eventually results in a modified concept, which can then be evaluated with the
procedure of Chapter 4. Hence, this approach provides a second way in which graceful

degradation can be assessed.

A second interesting feature of the separate capability levels is the ability to invest-
igate what is not left, instead of what is left. The curve for zero residual capability
indicates the likelihood for the worst case scenario, i.e. the scenario where there is no
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Table 6.3: States that lead to the worst case scenario for the conventional concept.

State 1 2 3 4 5 6 7 8 9 10 11 12
3719 0 0 0 1 0o 1 1 1 1 O 0 1
3841 0 0 O O 1 1 1 1 1 1 1 1
398t 0 0O O O O 1 1 1 0 O 1 1

residual capability at all. Though Chapter 1 has explained that such specific scenarios
are usually considered after the concept exploration phase, an early assessment may
already indicate weak spots in the logical architecture or physical solution. For the
conventional concept, the probability for this state is zero for 1 and 2 hits. In other
words: full loss of capability occurs only at 3 hits or more. For 3 hits, the probability
for the worst case scenario is 0.00013, i.e. 0.013%. This is a very small probabil-
ity, but it is still interesting to investigate when this happens, as it indicates the hit
scenario for which the ship is most vulnerable. The states that contribute to this
probability are listed in Table 6.3. One of the three hits that contribute to this state,
is always in the starboard drive train, as it shares no compartments with other parts
of the physical solution. For State 3719, the additional two hits are in SWB1 aft, and
the compartment above SWB2 forward, as electricity and chilled water routings are
located together there. For State 3841, the combination of DE1 and DG2 leads to the
worst case scenario, and for State 3981 the combination of DE1 and SWB2. Hence,
from the perspective of the worst case scenario, DE1 has an unfortunate location. If
it is hit, it does not only disable the port side drive train, but also the electricity
supply from DGI, as its routing runs through the same compartment. A hit over
there, combined with a hit in the starboard drive train and a hit in or near the for-
ward SWB2 compartment disables the entire physical solution. This indicates that
particularly the locations of the aft engine and routings may need to be reconsidered.

For the IPS concept, only 2 hits are needed to obtain the worst case scenario. This
is because the propulsion is not separated in this concept. The probability for the
worst case scenario after 2 hits is 0.0023, i.e. 0.23%. This is more than a factor
10 higher than the conventional concept, though still a very small probability. The
states that contribute to the worst case scenario for the IPS concept are listed in Table
6.4. Compared to the conventional concepts, more states contribute to the worst case
scenario. Yet, a closer observation shows that for all those states, Connections 1, 2,
4,5, 6, 7, and 8 are off. This only happens if SWB1 (aft) gets hit. This single hit
directly disables both propellers and the CIWS. If a second hit occurs forward, where
the HEW is located, the entire ship is disabled. Hence, SWB1 is a highly critical
part of this concept. This is not necessarily because of the physical solution, i.e. the
way in which the routings are located inside the ship. Even with just the logical
architecture itself, SWB2 is already critical. Hence, the advice here would be to
modify the logical architecture, rather than to apply the method of this dissertation
to obtain a better physical solution. A better physical solution can not make up for
a poor logical architecture.



104 EXTENDED OPPORTUNITIES OF THE METHOD

Table 6.4: States that lead to the worst case scenario for the IPS concept.

State
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6.2 Hits vs. failures

Up to now, this dissertation has considered vulnerability in terms of a man-made
hostile environment. As such, damage has been modelled probabilistically by a mul-
titude of hits that each disable one compartment. However, Chapter 1 has outlined
that vulnerability may also result from increasing complexity and interdependency of
the distributed systems themselves. The strong interdependencies between compon-
ents of the distributed systems may result in cascading failures that have not been
envisioned or modelled before. Contrary to hits, these type of failures are not neces-
sarily associated to physical locations in the ship. In other words: the damage occurs
in a system or component, not in a compartment. Though systems and components
are located in actual compartments, this is a fundamentally different perspective on
damage. As such, the more generic term ‘failure’ is used to describe such damage,
rather than ‘hits’. The method of this dissertation can also be used to assess this
type of vulnerability. Instead of hits in the physical solution, failures in the logical
architectures need to be modelled.

Some of the assumptions made for modelling failure instead of hits are slightly differ-
ent than the original assumptions of the method. What remains similar, is that one
failure occurs at every time step in the Markov chain. In addition to that, a failure
is still assumed to encompass one connection in the logical architecture at the time.
Similar to the original situation, a connection also includes the nodes at both ends
(see Figure 3.5). However, the consequences of this assumption are different. For
original situation it is possible that a multitude of connections is disabled by one hit.
This happens for example if a compartment where a switchboard is located, gets hit.
This hit disables both the connections from the generators to the switchboards, as
well as the connections from the switchboard to the users. It is also possible that a
hit occurs where no system is located, which results in no (further) loss of capabil-
ities. For the new situation this is different. A failure that results from complexity
of the distributed systems is inherently related to those systems. As such, it makes
no sense to include the option where a failure occurs that does not result in loss of
connections. In addition to that, it needs to be ensured that an increasing number of
failures represents an increasing impact level. For the OPV test case this was related
to the number of hits - be it with minor or major impact dependent on the location of
the hit - but the present test case is not based on hits. As such, the increasing impact
level is represented by an increasing number of lost connections. Also, connections
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Figure 6.2: Probability for capability levels based on failures in the logical architec-
ture, using the notional OPV of Chapter 4.

that have failed previously are not subject to further failure. For example: three fail-
ures represents the loss of three distinct connections in the logical architecture. This
way of modelling is similar to edge removal in network science (Ruths and Ruths,
2013). Note that node removal is not accounted for in this case, since one node may
be connected to multiple edges, while only one edge is removed at the time.

As can be derived from this discussion, the residual capability of a logical architec-
ture is very much dependent on how the failure is modelled. The assumption that one
connection is disabled at the time has no relation to how likely it is that this failure
scenario will actually occur. However, as this dissertation considers vulnerability, not
susceptibility, the starting point is the fact that failures will occur, and that there is
a need for an early assessment of the consequences of these failures. As these failures
may also be unexpected or may never have happened before, the bias on how likely
it is that a failure occurs has deliberately been left out.

This way of modelling failures in a logical architecture has been applied to the notional
OPV, again with a conventional concept and an IPS concept. Similar to Section 6.1,
the original concepts are used, before adjustments were made based on the obtained
design recommendations. The residual capability levels have been calculated up to
12 failures. Since both logical architectures consist of 12 connections, this is the situ-
ation where all connections have failed. Hence, this range spans the full scope from
zero to maximum failure. The results are presented in Figure 6.2. The results show
that for all capability levels, the curves for the IPS concepts are lower than for the
conventional concept. In other words: the logical architecture of the IPS concept is
more vulnerable. This connects to the conclusion of Section 6.1.

The curves of this way of modelling failure are mostly for analysis purposes, rather
than for obtaining design knowledge. Where the curves of the hit modelling type could
be expressed as explicit equations with eigenvalues of the transition matrix, this is not
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possible for the failure modelling type. This is because of the mathematical set-up
of the transition matrix. For the hit modelling type, it is possible that hits occur in
compartments where no system or routing is located. This results in no (further) loss
of capability, and is expressed as the probability to remain in the same state. This
probability is by definition an element on the diagonal of the transition matrix, which
corresponds to an eigenvalue. These eigenvalues are needed to understand the shape
of the curve. For the failure modelling type, however, it is not possible that a failure
occurs that does not disable one of the connections. Hence, all values on the diagonal
of the transition matrix are zero, except for the final state where all connections are
off (where the diagonal value is 1). Under these conditions, the rank of the matrix
does not equal its size, so matrix diagonalisation is not possible. Hence, the curves
can be used for an analysis, but not for obtaining design recommendations towards
improved logical architectures. Despite this limitation, this assessment, together with
the assessment type of Section 6.1 provides a metric for the quality of the logical
architecture itself. This is an addition to the original set-up of the method, which
considered the physical solution for a given logical architecture.

6.3 Level of detail in logical architectures

It has previously been noted in Section 3.2 that the logical architectures that can
be used for the method are limited to 13 edges. At the same time, there may be a
desire to perform a vulnerability assessment on a higher detail level than the OPV
test case discussed in Chapter 4. A compromise can be established by considering
a smaller part of the logical architecture, but in more detail. This is done in this
section, where only the chilled water distributed system is considered. In the OPV
test case of Chapter 4 the chilled water distributed system was limited to two or
three connections. This can now be increased to thirteen connections. However, this
comes at the cost of not including other parts of the distributed systems, such as
the electrical power system. As explained in Chapter 2, this violates the principle
that an integrated approach for vulnerability assessments (and design in general) is
needed. Hence, the focus on a single but more detailed distributed system should not
be a stand-alone assessment. It is envisioned that such an assessment is carried out
after an integrated assessment of the distributed systems as a whole. This first in-
tegrated assessment should capture the main principle of distributed systems design
(e.g. describe whether a conventional, IPS or hybrid concept is investigated), but
does not need to include more detail than that. After more detailed assessments of
individual distributed systems, which can also be done with the method described in
this dissertation, a second iteration of an integrated assessment can be carried out.
With the current specifications of the method, it is advised to use another method for
that second iteration, for example the hurt state percolation approach of Duchateau
et al. (2018) (see Chapter 5).

A second test case is set up to investigate the possibility to assess more detailed lo-
gical architectures of a single type of resource. This test case considers the chilled
water supply and distribution to the same two weapon systems as the OPV test case:
the defensive close-in weapon system (CIWS) and the offensive high energy weapon
(HEW). The CIWS is assumed to be more critical than the HEW. Chilled water to
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Figure 6.3: Two logical architectures for the chilled water distribution system,

adapted from de Vos (2018). The dotted lines in magenta represent the data network,

which is not considered in this test case, but which needs to be supplied with chilled
water. Figure retrieved from Habben Jansen et al. (2020a).

both weapon systems is supplied by two chilled water plants (CWP’s) and distrib-
uted via two chilled water hubs (CW hubs). Yet, the supply of chilled water to both
weapon systems is not sufficient to operate them. The weapon systems also need
other resources, such as data. Though data is not within the scope of this test case,
the components associated with data supply need to receive chilled water as well.
This means that the logical architecture of the chilled water distribution system also
contains a sensor mast (SM), two PC rooms (PC) and a command and information
center (CIC). Hence, the logical architecture consists of 10 nodes.

Two versions of connecting the 10 nodes are compared. These have been adapted
from de Vos (2018), and are presented in Figure 6.3. In the first one, the connectivity
of the nodes is low. Every node is supplied by only one other node, except for the
CIWS, which has a redundant connection because it is considered critical. In the
second version the connectivity is high. The SM, CIC and CIWS are all supplied by
two connections. In addition to that, forward and backward connections between the
CW hubs have been established. In the case of a chilled water distribution system,
a hub can be considered as a main pipeline (de Vos, 2018). As such, the version
with high connectivity is an initial step towards modelling a zonal distribution with
the main pipeline as hub-hub connection, while the version with low connectivity re-
sembles a radial distribution. It is acknowledged that the version that resembles the
zonal distribution does not fully compare to other examples of zonal distributions,
for example provided by Doerry (2006). However, if multiple logical architectures
of the high connectivity type are linked together, a more complete representation of
the full ship can be realised. This allows for more detail in the distributed systems,
while maintaining the benefit of smaller individual logical architectures of the separ-
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Figure 6.4: Probability of availability of the main capabilities for the chilled water
distribution plant. Figure retrieved from Habben Jansen et al. (2020a).
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Figure 6.5: Difference in the probability of availability between the high and low
connectivity architectures, in favour of the high connectivity version. Figure retrieved
from Habben Jansen et al. (2020a).

ate zones. The interdependencies between zones is an important point of attention
for such an assessments. Though the zones are designed to be independent, this can’t
be fully realised in practise, since distribution elements such as a main pipeline run
through multiple zones. However, a full investigation on linking multiple zones to-
gether is not included in this dissertation.

Similar to the OPV test case, damage can be modelled as either hits or failures. Since
hits have already been discussed in considerable detail throughout this dissertation,
this test case applies failures, similar to Section 6.2. The results of the test case can
be visualised in a similar way as the OPV test case. However, the residual capabilities
are different. A distinction has been made for both offensive and defensive residual
capability, only defensive residual capability, and only offensive residual capability.
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Figure 6.6: Probability for the worst case scenario for the high and low connectivity
architectures. Figure retrieved from Habben Jansen et al. (2020a).

The results are presented in Figure 6.4. It can be seen that for both connectivity ver-
sions, the probability for both defensive and offensive capability is the lowest. This
is in line with the expectations, as this is the most demanding residual capability.
The probability for defensive residual capability is higher than for offensive residual
capability. This illustrates that adding the redundant routing to the CIWS has indeed
the intended effect.

When the low and high connectivity versions are compared, it can be seen that the
high connectivity version performs better, which is also in line with the expectations.
An interesting difference between the two is the shape of the curves. The curves for
low connectivity have a concave shape right from the first failure, while the curves
for high connectivity first have a convex shape. As a result, the advantage of the
high connectivity version over the low connectivity version is most distinct for 2-4
failures. This is further illustrated by Figure 6.5, which shows the absolute difference
in probability of availability between the low connectivity and high connectivity ver-
sion. These results can be linked to the logical architectures. In the low connectivity
version, every connection except for the supply to the CIWS is non-redundant, caus-
ing rapid loss of capability when one of them is lost. The high connectivity version
can first rely on redundant routings, which results in delay of this effect.

The previous results consider capability that is still left after failure. Another inter-
esting perspective is to consider what is not left, similar to Section 6.1. This is the
same as the inverse of the previous curves, but provides a different perspective on
the availability of the residual capabilities. For example, the probability for defensive
and offensive residual capability for the low connectivity version becomes zero at the
fourth failure. This means that the combination of offensive and defensive residual
capability is definitely not available for four or more failures. However, this says noth-
ing about the minimum number of failures that is needed to loose the combination
of these capability. In other words: in order to identify the worst case scenario (in
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this case: both defensive and offensive capability lost), the perspective on capabilities
needs to be mirrored. This is done in Figure 6.6. It can be seen that for the low
connectivity version the probability for the worst case scenario is indeed 1 for four
hits or more. However, also for fewer hits a considerable probability for the worst
case scenario exists, starting at over 40% for only one hit. For the high connectivity
version the probability for the worst case scenario starts lower, increases less steep,
and becomes 1 at a higher number of hits compared to the low connectivity version.
The values for these curves are the sum of a subset of individual state probabilities. A
more detailed investigation of this subset can identify which actual states contribute
to the worst case scenario, and how they can be avoided.

6.4 Closing remarks

This chapter has presented extended opportunities for applications of the Markov-
based vulnerability method. Where the previous chapters have defined a ship design
problem for which the method is a solution, this chapter has applied the opposite
perspective: the method was taken as a starting point, and has been applied to other
problems. The discussions on the three extended applications of this chapter are
meant as a starting point for further investigations. As mentioned in Section 5.1,
defining new problems for an existing solution has the potential risk that it ‘solves’
problems for which other solutions are already available. As such, the three prob-
lems discussed in this chapter (separate residual capability levels, the vulnerability of
logical architectures, and the level of detail, respectively) need to be defined more pre-
cisely. Furthermore, existing alternative solutions need to be analysed. Subsequently,
the potential of the new method for extended applications can be exploited in a
suitable and relevant fashion.



Chapter 7

Conclusions

This chapter forms the closing part of this dissertation. First, the research objective
of Chapter 1 and requirements of Chapter 2 are revisited in Section 7.1, after which
a final research conclusion is drawn. Section 7.2 explicitly lists the contributions of
this dissertation. The societal context and impact of this research are discussed in
Section 7.3. Finally, recommendations for future research, in terms of vulnerability
reduction, distributed systems design, and ship design as a whole, are provided in
Section 7.4.

7.1 Conclusions

In order to draw conclusions from this research, the research objective needs to be
revisited. This has been defined as (see Chapter 1):

Develop a knowledge-providing early stage ship design method that assesses the per-
formance of a concept, identifies the driving factors for that performance, and provides
design recommendations towards better solutions, in the context of vulnerability re-
duction of naval ships.

This research objective is based on the underlying problem that during concept ex-
ploration generalised design knowledge is needed to generate feasible concepts, while
this knowledge actually depends on information from those specific concepts. Hence,
an incompatibility between generating concepts on the one hand, and assessing con-
cepts on the other hand occurs. This problem applies to early stage ship design in
general, but for naval ships it manifests itself in particular in vulnerability reduction,
which is the context of this research.

The different parts of the research objective have been considered throughout this
dissertation. A method to assess the vulnerability of a concept has been developed
in Sections 3.2 to 3.5. The method uses a discrete time Markov chain, which allows
for describing various conditions of a system (in this case: a ship) and the probability
that these conditions change over time. The development of a new method was not
a goal in itself, since other vulnerability methods exist as well, but the integration of
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all parts of the research objective needs a method that differs from existing methods.
This particularly links to the second and third part of the research objective, i.e. the
ability to identify driving factors and obtain design recommendations for vulnerabil-
ity reduction. This has been discussed in Section 3.6, which provides a way to link
the vulnerability of a concept to specific parts of the physical solution. This is done
through matrix diagonalisation and an eigenvalue assessment of the Markov chain,
which is the very reason that Markov theory has been selected as the mathemat-
ical basis for the new method. The eigenvalue assessment provides a derivation of
which specific routings in the physical solution have the strongest influence on the
vulnerability, and how these can be modified to improve a concept. Based on these
considerations, it can be concluded that the research objective has been met. How-
ever, the additional requirements for the method (see Section 2.4) need to be checked
in order to evaluate how good the new method meets the research objective:

1. Different design disciplines need to be integrated early on. In terms of vulner-
ability, this means that different types of resources in distributed systems, such
as electricity, chilled water, and data, need to be addressed simultaneously.

This is supported by the new method. Every connection in the logical architecture has
its own type of resource. By means of logical relations, individual connections can be
combined to form capabilities. The method has shown that the fact that distributed
systems are placed together in one ship already relates them from a vulnerability
perspective. This also holds if there is no physical, logical, or operational overlap
between the systems.

2. The method needs to be able to do an assessment in a rapid and generalised
fashion, to align with the purpose of concept exploration.

This requirement is met. For vulnerability assessments comparable to the test case of
Chapter 4, the computational time is in the order of several minutes. Up to several
additional hours are needed to make the translation from systems to capabilities and
to interpret the results. The total assessment takes less than one day to carry out.
This supports a fast and interactive dialogue that iterates between requirements and
concepts. The generalised nature of the eigenvalue assessment makes the results of a
single assessment applicable for any concept with the same logical architecture.

3. The level of detail needs to be limited, but sufficient enough to provide a mean-
ingful result.

This requirement remains a topic of attention. As stated in the research objective,
this method is intended for the early design stage, more specifically, the concept
exploration stage (see Section 1.1). In order to evaluate if the method supports this
stage, a test case has been carried out in Chapter 4. During this test case, it turned
out that the method supports logical architectures up to 13 edges, which in on the
lowest end of what is typically assessed in the concept exploration stage. Integration
of the method with other vulnerability methods showed that the different levels of
detail of the different methods do not yet fully align.
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4. The vulnerability needs to be assessed in a probabilistic fashion, because 1) it is
unknown where hits (or other damage) will occur, and 2) the concept of grace-
ful degradation can not ensure a probability of 1 that certain systems will be
available after damage.

The probabilistic approach is inherently provided by the Markov chain. The method
considers all damage scenarios at once, rather than modelling and aggregating indi-
vidual damage cases. The results are expressed in probabilities that certain levels of
residual capability are still met after damage.

5. The way in which hits are modelled needs to be able to represent asymmetric
threats, i.e. multiple hits with smaller damage extents, contrary to single hits
with a large damage extent.

Every hit scenario that is assessed probabilistically, consists of multiple hits (up to
8 for the test case, but other numbers of hits could be realised as well) for which
the damage is contained within one compartment. This aligns with the nature of
asymmetric threats. Hence, this requirement is met.

6. The contributions of the method need to be outlined with contributions of other
methods, resulting in a clear structure on when to use which method(s) for early
stage design of survivable naval ships.

The new method has been combined with two other methods in a procedure for early
stage design of distributed systems. This procedure combines the ship perspective
and the systems perspective for distributed systems design, which places the three
individual methods into larger contexts than what they were originally developed for.
At the same time, it is acknowledged that it is hard to measure or quantify the know-
ledge that is obtained from this combination of methods. Due to the problem-led
nature of ship design, it is of particular importance that this knowledge can be used.
This has been accounted for by making the three methods actionable in a work flow
for distributed systems design.

From these six requirements, the third one is currently limiting for the applicability of
the method. Hence, the overall conclusion is that the research objective has been met,
provided that the method currently is restricted to a logical architecture with limited
size and complexity. Recommendations to overcome this challenge are provided in
Section 7.4.

7.2 Contributions

This dissertation has provided the following contributions to the field of early stage
ship design:

e A probabilistic vulnerability assessment method on a residual capability level
has been developed. Distributed systems on board ships provide capabilities.
However, the relation between systems and capabilities is not one-to-one. The
new method takes this translation into account for assessing vulnerability. This
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is done at a probabilistic level, which suits the purpose of the concept exploration
stage, and accounts for the fact that graceful degradation of systems can not be
expressed in a deterministic way.

e An eigenvalue assessment of the transition matrix of the Markov chain has been
developed, which identifies driving factors for the vulnerability. Some routings
in a physical solution have a stronger influence on the vulnerability than others.
By means of the eigenvalue analysis of the method, the routings that are most
decisive for the vulnerability can be identified. This includes an assessment on
whether this influence is positive or negative. Using the fact that the eigenvalue
analysis holds for any physical solution for a given physical and logical archi-
tecture, direction towards better (i.e. less vulnerable) physical solutions (i.e.
routings) can be obtained.

e A quantification of interdependencies between various levels of residual cap-
ability has been developed, based on the eigenvalue assessment. If one level of
residual capability is improved by adjusting the physical solution, other residual
capability levels could change as well due to interdependencies between the
different levels. This change could be an improvement as well, but it could
also be an impairment compared to the original physical solution. Since the
method inherently takes interdependencies into account, the consequences of
a modification of the physical solutions for all levels of residual capability are
elucidated.

e An improved work flow for early stage design of distributed systems has been
developed, allocating the right vulnerability methods to the right problems.
The new method has been developed as a solution to a clearly bounded, self-
contained problem. Yet, this problem is part of early stage design of distributed
systems as a whole. As such, the new method, along with two other methods, are
combined in an existing procedure for early stage design of distributed systems.
This procedure has been updated to include these methods, and to distinguish
between steps that can be taken serial and in parallel.

7.3 Societal context and impact

The method described in this dissertation has been developed in the context of naval
ships. Since these are government owned ships that are financed from public resources,
this research has a direct link to the society as a whole. This research has the potential
to impact society in two ways:

1. More survivable naval ships. The method discussed in this dissertation provides
directionality and design recommendations on vulnerability reduction in the
early design stage. If applied successfully, the basis for less vulnerable, i.e. more
survivable ships can be established at this stage. Combined with more detailed
vulnerability assessment in later stages, this can lead to more survivable ships.
The more survivable naval ships are, the stronger the strategic advantage over
adversary parties is. Hence, more survivable ships are better in protecting the
nation’s interests.
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2. Cost savings. The design recommendations for less vulnerable ships that this
research provides are applicable to the early design stage. This is where most
of the eventual costs of the project are locked in (see also Chapter 1). If the
method of this research is successfully applied, the design can converge faster
towards a concept with the required vulnerability characteristics. This saves
time, and prevents costly design modifications in later, more detailed design
stages. As a result, less public resources are required for the project.

The method discussed in this dissertation is not the only method that can contribute
to more survivable ships and cost savings. Many other factors - both technical (what
to design) and organisational (how to design it) - impact the performance and costs
of a naval ship as well. Hence, it is not straightforward to express the advantages of
the method in actual monetary value or other performance indicators. As such, the
relation of the new method to the ship design process as a whole remains a key factor
of interest. This also holds for other research and design efforts. Dialogue between
different disciplines therefore continues to be indispensable, and needs to be applied
at both research and practitioner level.

The naval focus of this dissertation means that this work is envisioned to contrib-
ute to defence activities. This can - not necessarily, but at least optionally - involve
warfare. The act of warfare is highly politically sensitive, and could have severe and
devastating consequences. The question whether warfare can be justified, and in
which cases, is a field of research and dialogue in its own, and is not considered in this
dissertation. Despite the violent-laden nature of warfare, this research seeks to min-
imise consequences of weapon effects. The aim is to increase survivability, primarily
in terms of materiel systems, but indirectly also for personnel on board. Hence, the
focus of this research lies on surviving, not on engaging. Nevertheless, this ethical
aspect should not be passed over carelessly.

Despite the naval focus, this research can also be used for civil applications. Vulnerab-
ility reduction is also of interest to commercial ships. The difference with naval ships
is that vulnerability of commercial ships likely doesn’t result from weapon effects,
but from other factors, such as rough seas, collisions, or insufficient system reliability.
As a result, the method of this dissertation can also be applied to commercial ships,
in particular those that rely strongest on distributed systems. Relevant ship types
include cruise ships and autonomous vessels. With the method described in this dis-
sertation, these ships can be designed more survivable and less costly as well, just
like naval ships. This mainly leads to benefits for the shipyard or shipping company,
such as competitive advantage. However, it can also contribute to enhanced overall
safety for (passenger) ships, for example in the context of the Safe Return to Port
regulation of the International Maritime Organisation (as discussed by e.g. Vicenzutti
et al. (2016)).

7.4 Recommendations

Throughout this dissertation, various topics for further research have been touched
upon. As such, the following recommendations are proposed:
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With respect to the new method:

e Make the method applicable to larger, more complex logical architectures. The
allowed size and complexity of the logical architectures is the key limitation
of the method in its current status. The ability to include more connections
in the logical architecture would align better with the purpose of the concept
exploration phase and the integration with other vulnerability methods. How-
ever, due to the set-up of the method, the Markov transition matrix becomes
four times larger for every connection that is added. As such, efforts to include
another connection have currently been of limited use, as the same problem
arises again for the next connection. A solution to this problem would be of
great value for the usability of the method. A solution with a computational
nature is proposed. The code has been developed to provide correct calcula-
tions, but not to be particularly efficient. In other words: memory space could
be saved by a smarter set-up of the code. This is particularly the case because
the more connections are included in the logical architecture, the more sparse
the transition matrix becomes. Hence, the number of elements in the transition
matrix that actually matter, increases much slower than the size of the matrix
itself. If the complexity of the logical architecture is increased, the ability to
interpret the results needs to be considered as well. In other words: it is not
only about enabling a bigger transition matrix. Defining a procedure to handle
the additional information that it provides, is equally important.

e Compare the results of the method with a detailed vulnerability assessment of a
fully defined ship. During the verification and validation of the method, it turned
out that one of the steps in the validation process could not be completed fully.
This concerns the question whether the example problem of the test case is
similar to the actual problems that need to be solved. It has already been noted
that the method uses a highly simplified version of actual logical architectures
on board ships (see also the previous recommendation). In order to determine
the consequences of this simplification, the results of the test case need to be
compared to the results of a more detailed vulnerability assessment with a ship
model where the logical architecture is fully defined. Such a model could for
example be a model in RESIST, SURVIVE, SURMA or a comparable tool that
is meant for the detailed design and engineering stage (see also Section 2.3.2).
First, it needs to be checked if differences between such a tool and the new
method occur. If so - which is likely - the cause for these differences needs to
be found. Based on this result, the level of confidence of the new method can
be estimated, which completes the verification and validation.

e Explore options to apply the method for other problems where capabilities of dif-
ferent components and connections in a network are relevant. The new method
has been developed for assessing the vulnerability of distributed systems on
board ships. However, there are numerous other applications where compon-
ents and connections in a network provide certain capabilities. The new method
could potentially be useful to such other applications as well. Several oppor-
tunities have already been discussed in Chapter 6. Another example is fleet
management, where individual ships provide specific capabilities. In a naval
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fleet, a submarine could for example provide intelligence, a frigate provides of-
fensive power, and a replenishment vessel provides fuels and other resources.
The performance of a fleet as a whole depends on the availability and status
of individual ships. This situation is very similar to the distributed systems
context for which the new method has been developed. As such, the method
could potentially be interesting for this example as well. Applications may also
be found beyond the scope of (naval) ship design. It should be kept in mind,
however, that finding new problems for an existing solution is not a goal in
itself, because these new problems may already have their own solutions. What
matters, is whether the method can provide a useful contribution.

With respect to the design process for distributed systems:

e Develop an early stage method for capacity assessment of distributed systems.
The updated work flow for early stage design of distributed systems has shown
that a method for a capacity assessment is still lacking (see Section 5.2.2).
However, if a network is connected, it does not necessarily mean that suffi-
cient resources are available. As such, an early stage capacity assessment is a
valuable contribution to the design process for distributed systems. This re-
commendation has previously been made by de Vos (2018), who mentions that
additional knowledge on the load balance and decision-making for power divi-
sion is required for this. These issues are still to be solved for completing the
work flow.

e Enable computational integration of the new method with other vulnerability
methods. In order to integrate the new method with other methods discussed
in this dissertation (particularly in Chapter 5), computational compatibility is
required. This can be established by e.g. uniform descriptions of variables and
the physical solution, for example as a matrix, a graph, or a combination of
both. This is mostly a practical matter related to tool development. It does
not necessarily lead to better concepts, but it makes the design process faster
and easier.

e Explore options to include operational doctrine in the design of distributed
systems. Factors related to operational doctrine are usually not extensively in-
cluded in the product-oriented process of ship design. Yet, they can influence
the vulnerability, and other performance characteristics. For example, in case
of a threat, the crew may position the ship in such a way that an incoming
weapon is likely to hit the ship from a certain angle (M. van Diessen, personal
communication, December 2019). This makes some compartments of the ship
more likely to be hit than others. Though the new method allows for user-
defined hit probabilities, this operational view on hit probabilities has not yet
been included. Also for other methods this point of view could be used to im-
prove the quality of the results. Other examples of operational aspects include
priority-setting in which threats to encounter first (in case of multiple threats)
and how to divide the remaining resources over the users after damage. The
latter also relates to the first recommendation of this set.
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With respect to ship design in general:

e Support non-digital knowledge transfer between designers. This research, along
with various other ship design research efforts, has aimed to generate explicit,
specific and re-usable design knowledge. Though such knowledge is indispens-
able for advancing the field of ship design, it has also been acknowledged that
some of the design knowledge is contextual and personal, i.e. tacit knowledge.
In order to transfer such knowledge, personal contact is needed, such as having
contextual discussions or sharing design experiences. By definition, these are
hard to capture and do not always lend themselves for formalisation in (ICT
related) documents or procedures. As such, it is recommended to create and/or
maintain an environment where transfer of such tacit knowledge is valued, en-
couraged, and facilitated. This could apply to both teaching environments, such
as universities, as well as professional communities, companies, and organisa-
tions.

e Consider both scholarliness and usefulness in ship design research, while keeping
in mind that the latter is eventually decisive. The problem-led nature of ship
design research tends to be in tension with the method-led principle of other,
more fundamental sciences such as mathematics or physics. Yet, ship design also
relies on such sciences to succeed. Since the two are not necessarily mutually
exclusive, it is recommended to combine both views in future research topics for
ship design. This could mean that some findings may not instantaneously lead
to better ships or better design procedures. Yet, the very nature of ship design
- which is about designing real-world products for real-world problems - should
make the aspect of usefulness superior over the aspect of scholarliness.
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