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Abstract
The expansion of the Internet and wireless access
has led to a widespread increase of Internet of
Things applications. These smart devices are be-
coming a daily aspect of our lives. All the con-
venient and automated services provided by smart
devices come from a centralized service provider.
This service provider has access to all the personal
data associated with the devices and hence, poses a
threat to users’ data privacy. Blockchain-based ap-
plications provide many desirable features for the
IoT infrastructure, for example, decentralization,
trust, and immutability. This paper discusses the
integration of blockchain and IoT while expand-
ing upon existing studies in a smart home envi-
ronment where privacy needs immediate attention.
Furthermore, different privacy-preserving mecha-
nisms used in blockchain-based IoT solutions were
classified and analyzed. The evaluation reflects that
cryptographic solutions enhance overall privacy in
terms of data confidentiality and untraceability but
are low utility solutions for resource-constrained
IoT. An effective balance can be found in data ma-
nipulation solutions. Finally, suggestions and fu-
ture research directions on the subject of privacy in
blockchain-based IoT systems are offered as a re-
sult of this review.

1 Introduction
The term ‘Internet of Things’ or IoT was first observed in
1999 [1]. Now, it is a modern technology that allows various
devices to connect to the Internet and communicate with one
another. It is expected to grow to 50 billion devices by the
end of 2025 [2]. This steady growth can be explained by the
expansion of the Internet and wireless access. An IoT smart
environment is an ecosystem of smart devices. These devices
are permeating many aspects of our daily life and automating
tasks for us [3].

One such example of an IoT smart environment is the smart
home system, it consists of all the smart appliances in our
home, like smart lights, entertainment system, and more. De-
spite the multiple benefits of IoT, personal data and infor-
mation are often stored, mishandled, and misused, posing

a threat to users’ data privacy. Smart home appliances can
record the users’ offline activities in their personal space and
transmit data about them to the Internet [4]. State-of-the-art
IoT systems are centralized which means the services pro-
vided by the smart devices are obtained from a centralized
server. Sending highly sensitive data to centralized compa-
nies poses a significant threat to users’ privacy as they have
little knowledge of the whereabouts of their data [5]. In addi-
tion to the privacy concerns, the current devices are expected
to address challenges such as higher costs, single point of fail-
ure for data (centralized clouds), and inefficiency due to the
expansion of IoT [2]. A decentralized private-by-design IoT
architecture is required for efficient resource utilization and
protection of users’ right to privacy [6] as it eliminates the
need of entrusting data to centralized companies.

Blockchain is one of the different types of distributed
ledger technology. It is, in essence, a decentralized, dis-
tributed, and immutable ledger that can be seen as a poten-
tial solution to the IoT challenges. The integration of the two
technologies can be advantageous as blockchain delivers bet-
ter security and privacy for the user and device data by uti-
lizing sophisticated cryptography algorithms and providing a
secure computing environment. However, there are some is-
sues when combing blockchain with IoT [7] that need to be
looked into. The blockchain network must meet the demand
for increasing user privacy, taking into account the limited
resources of IoT devices and the adaptability of itself in IoT.

In this paper, we answer the following sub-questions:

• What are the current challenges in IoT devices and what
role can blockchain play in the integration of these tech-
nologies?

• What are the privacy requirements in IoT devices?

• What are the different methods for preserving privacy in
blockchain-based decentralization for IoT smart homes,
and how do they work?

• What evaluation methodology can be implemented on
industry-based use cases for privacy assessment in
blockchain-based IoT frameworks?

• What blockchain-based IoT frameworks have an effi-
cient privacy-preserving method that justifies overhead
of blockchain in IoT devices?

Keeping in mind the sub-questions and motivation of en-
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hancing privacy in IoT, here are the main contribution of this
research:

• Chronological assessment of trends in literature from the
past 5 years.

• Comparative analysis of real-time industry-based use
cases or case study implementation of privacy-
preserving frameworks.

• Identification of the privacy-preserving mechanisms in
blockchain-based applications

• Exploration into the extent to which data privacy could
be improved in blockchain-based IoT applications.

The work presented in this paper builds on previous re-
search to explore the available privacy mechanism in a
blockchain-based IoT smart home system. The remainder
of the paper is organized as follows. Related works are dis-
cussed in Section 2 followed by Section 3 that presents the
methodology of the research. Section 4 provides the neces-
sary background information. A detailed analysis of differ-
ent privacy-preservation mechanisms is presented in Section
5. Section 6 discusses the evaluation of the research. Fur-
thermore, Section 7 discusses responsible research. Finally,
conclusions with future research directions are explored in
Section 8.

2 Related works
In recent years, IoT and blockchain have keened the interests
of researchers. In this section, some of the researched works
are discussed with an updated view of insights gained from
them which includes solutions for the IoT environment, and
potential challenges of a decentralized IoT.

In [8], a thorough review of how can blockchain be adapted
to meet the requirements of IoT is presented. The paper ad-
dresses the current challenges and optimizations regarding
many aspects of a Blockchain-based IoT (BIoT) application,
where privacy is one of the aspects. It discusses the main
challenges of privacy as the auditability of blockchain in IoT
since smart devices can reveal personal or private user data
that could be stored on the blockchain. The mechanisms
compared in this paper are also discussed in the later sec-
tion of this paper. Furthermore, it concludes with future re-
search directions for the optimized BIoT designs as IoT de-
vices can be resource-constrained. In [7], the authors dis-
cussed the research challenges and opportunities in this field
along with different integration schemes for blockchain and
IoT. In addition, the study in [7] presents a detailed analysis
of recent research efforts in IoT privacy where the integration
with blockchain is proven to have a meaningful impact. Au-
thors of [9] proposed a lightweight blockchain by eliminating
the consensus mechanism to account for the limitations in IoT
devices in smart homes. According to the researchers, this is
the first study aimed at optimizing blockchain in the context
of smart homes. However, it mainly discusses the overhead
of blockchain and not an in-depth review of privacy in smart
homes. From a recent paper [10], privacy challenges were
discussed in the physical layer of IoT architecture where the
devices collect a large volume of data from the environment

and how privacy preservation techniques are needed to be de-
signed.

3 Methodology
Since this paper is a comparative study, research takes prece-
dence in the methodology. Blockchain, being a nascent re-
search topic, requires rigorous and traceable study and design
for creating or writing frameworks and case studies. This re-
search follows the recommendations as stated in [11]. As a re-
search project, this paper follows the guidelines as described
in [12] for evaluation and iteration within the scope of this
research. The paper will follow the following guidelines by
Hevner et al.:

• This study produces a practical artifact in the structure
of a method.

• This study aims to develop technology-based solutions
to a relevant business problem.

• This study’s quality is rigorously demonstrated by a
well-executed evaluation method.

• This study provides transparent and verifiable contribu-
tions.

• This study is based on the use of rigorous procedures in
both the production and assessment of the artifact.

• This study makes use of existing resources to achieve
desired results while adhering to the laws of the problem
environment.

• This study effectively communicates to both
technology-oriented and management-oriented au-
diences.

Furthermore, the search strings “Blockchain AND IoT
AND Privacy [“review”, “literature review” OR “survey”]”,
“Blockchain AND IoT AND Privacy AND smart home [in-
terval: 2017-2021]” were used in Google Scholar to obtain
the data set for the research and to achieve the stated results,
the paper aims to review the technologies generated from the
search result, as well as implementations in the industry. The
solutions will be compared in the aspects of privacy features
such as data confidentiality, untraceability, user anonymity,
and privacy risks such as data misrouting, linkability, and per-
formance of blockchain in the Section 5.2.

4 Background
In this section, we discuss blockchain and IoT technology.
The first subsection focuses on blockchain, its feature, types,
and applications. This is followed by an overview of IoT tech-
nology, then privacy in the current IoT model, integration of
blockchain in an IoT smart environment, and lastly, the chal-
lenges of privacy that need to be addressed.

4.1 Overview of Blockchain
Blockchain is a database that documents transactions among
participating parties in an immutable ledger. The blockchain
network is a peer-to-peer network, which means there are no
centralized clouds. After a transaction has been acknowl-
edged and cryptographically verified by other network partic-
ipants or nodes, it is added to the blockchain as a ‘block’. A



block contains information about the transaction’s time of oc-
currence, previous transactions, and transaction details. Since
the blocks contain the previous node’s hash, it forms a ‘chain’
of blocks where the first block is known as the genesis block.
This digital ledger is duplicated and distributed across the en-
tire network of computer systems on the blockchain [13].

Features of Blockchain
According to [14], the most important features of blockchain
technology are summarized as follows.

• Decentralization: In a blockchain-based system, there
is no trusted central authority that validates the transac-
tions or data exchange like in that of a centralized net-
work infrastructure.

• Persistency: One of the main features of Blockchain is
to create an immutable ledger. All network participants
agree upon a decentralized consensus, which makes the
blockchain tamper-resistant. Since all the nodes are im-
mutable, an attacker would need to alter the majority of
nodes in the blockchain for a successful attack, other-
wise, any change would be easily detected.

• Auditability: The ledger is distributed across the net-
work. This allows transparency among the participating
parties to acknowledge any data exchange of a particular
blockchain address.

• Anonymity: The users can have a self-generated address
for any interaction with the blockchain. Furthermore,
they can generate a list of addresses ahead of time in
order to conceal their identity. The decentralized nature
of blockchain also prevents the user’s real identities to
be exposed from a single point of failure. In this way,
blockchain protects user privacy to a certain extent.

Types of Blockchain
Blockchain can be categorized into three types based on au-
thentication and control mechanisms [5].

• Public Blockchain: Blockchain in which all members
can access and add to the ledger content. Public
blockchains are termed permissionless as it allows ev-
eryone in the network to keep a copy of the ledger. Bit-
coin is an example of a public blockchain.

• Private Blockchain: Compared to that of public
blockchains, a private blockchain is termed as permis-
sioned, and every network node is a recognized member
of a particular organization.

• Consortium Blockchain: A consortium blockchain is
also a permissioned blockchain network. It can encom-
pass many organizations and aid in maintaining trans-
parency among the stakeholders involved.

Blockchain-based Platforms for IoT
Industries that employ blockchain technology, such as
Unilever, Walmart, Visa, and others, have reaped benefits in
terms of transparency, security, and traceability. [15]. Among
these various domains is the IoT system.

For implementing blockchain with IoT systems, the pri-
mary step is to choose the blockchain-based platform which
can be adapted to merge with IoT. The most widely used

platforms that can be utilized in the implementation of BIoT
are Ethereum, Hyperleder, and IOTA as in addition to be-
ing open-source, the platforms efficiently connect blocks with
minimal overhead for transactions [16].

• Ethereum: A multipurpose blockchain that is used to de-
velop blockchain-based applications. Ethereum claims
itself as the ‘world’s first programmable blockchain’.

• Hyperledger: An open-source blockchain-based plat-
form focused on developing permissioned, enterprise-
grade blockchain solutions. Fabric is one of Hyper-
ledger’s sub-projects.

• IOTA: A Tangle-based distributed ledger technology
which is not considered as one of the blockchain-based
platforms but reviewed in this paper due to its relevance
to IoT.

4.2 Overview of Internet of Things
Internet of Things abbreviated as IoT is the future of com-
munication technology [3]. It is a network of physical ob-
jects connected and communicating through the Internet. The
‘things’ that connect and exchange data over the internet are
primarily embedded with sensors, nanotechnology, software,
and other relevant technologies without requiring any human-
to-machine or human-to-human interaction [17].

Goyal et al. [17] categorize the challenges faced by IoT
devices into the following categories: privacy, security, ac-
countability, legal and general. The privacy issues arise from
the sensitive data stored and exchanged by IoT-enabled de-
vices. This data should not be used without the consent of the
owner. Security issues arise due to the limited resources in
IoT. Accountability and legal issues arise due to the lack of
trust in these devices. A general concern in IoT devices is the
centralized nature of this technology. If the cloud server fails,
the whole network bears the repercussions [2].

Privacy in Centralized IoT
In the state-of-the-art IoT ecosystem, all the convenient ser-
vices come from a centralized service provider, which analy-
ses and manages sensor or appliance data gathered from the
smart home system. The centralized nature of smart home ap-
pliances presents privacy concerns for users’ data. The sheer
volume of data being collected, transmitted, stored, and po-
tentially being sold [5].

Users are required to put their trust in the companies that
provide Internet-based services. They have little to no un-
derstanding of the personal data that is transmitted, stored, or
sold to third-party entities. Users must not only trust central-
ized services to protect their privacy, but they must also trust
that their data is handled in a secure way. Malicious parties
can eavesdrop and acquire data without authorization when
dealing with unprotected data [5].

The state-of-the-art privacy-preserving solution involves
users passing via a privacy broker [18], which is essentially
an intermediate entity between the consumer and the IoT net-
work which can be prone to threats [5].

Blockchain-based Smart Home
One of the most common IoT use cases is the smart home,
which has already established itself as an integral part of



the digital revolution [19]. A smart home generally consists
of devices like lighting, temperature, and entertainment con-
trols, with the goal of automating tasks and providing smart
services to the residents of the home. However, these de-
vices pose a threat to users’ privacy as the IoT data processed
in smart homes is mainly personal. The current architecture
depends upon the centralized cloud services with a single ac-
cess point for data management and consequently originate
data transparency, privacy, and trust issues [20].

Researchers have proven that most smart home devices
lack fundamental security measures and could be easily com-
promised [21]. Blockchain functionality can improve the se-
curity and privacy of personal data in smart homes by en-
abling trustworthy, transparent, and secure sharing services
[19]. Blockchain offers several advantages to IoT, but it must
also meet security and privacy standards in order to be appro-
priate for integration.

The scope of this paper is limited to the privacy require-
ments of a blockchain-based smart home. According to [19],
the privacy requirements can be summarized as:

• Implementation of permissioned and restricted configu-
ration is required to secure sensitive IoT data from unau-
thorized entities.

• Adaptation of appropriate cryptographic primitives for
the resource-constrained IoT devices.

• Addition of several privacy-enhancing techniques de-
pending on the context of the application.

• Consideration of data rights on processing of an individ-
ual’s personal data.

Section 5.1 discusses the privacy-preserving mechanisms in
relation to the relevant blockchain platforms and frameworks.

Privacy challenges in BIoT
Users are subject to privacy threats such as linking attacks
and illicit data mining, as a result of the distributed nature of
blockchain and the sensitive data stored by IoT. An attacker
tries to find information connected to a user’s private data in a
linking attack [22]. This data may be used to create user pro-
files or anticipate patterns. In this section, privacy concerns
are generalized into user-oriented and device-oriented privacy
[23]. As shown in Figure 1, each category of the privacy chal-
lenges is divided into subcategories which are explained as
follows.

• User profiling: Profiling is the process of describing a
user’s activity, for instance, their daily routines or activ-
ities. In a BIoT system, a user’s future pattern or profile
can be anticipated based on the data published by the
devices on the blockchain. For example, a smart home
system may be aware of a user’s absence according to
their schedule, or it may convey future energy usage of
a device [24].

• User identification: Similar to user profiling, users can
be identified based on the information supplied by the
devices in the smart environment [23].

• Device profiling: As more and more smart devices get
connected to the Internet, more private and sensitive data
will be produced. Misuse of information pertaining to

Figure 1: Privacy challenges in blockchain-based IoT

the ownership, identification, and capabilities of devices
may result in device profiling issues [23].

• Targeted advertisements: User’s private logged data can
be used by malicious members (for example, a ser-
vice provider) in the smart environment to send cus-
tomers targeted advertisements [25]. This information
can be derived from a particular IoT device making this
a device-oriented privacy issue.

5 Analysis
In this section, different privacy-preserving mechanisms are
described followed by an evaluation based on privacy features
and risks. The mechanism can be divided into three cate-
gories, namely cryptographic solutions, data manipulations,
and trust-based solutions.

Figure 2: Privacy-preserving mechanisms in Blockchain-based IoT
frameworks

5.1 Privacy-preserving mechanisms
As shown in Figure 2, the mechanisms are discussed by a
short description followed by the framework or platform em-
ploying it and lastly, a general analysis of the mechanism.
Pseudonymization technique is available in all frameworks,
hence excluded from the figure.



Pseudonymization
Pseudonymization is the processing of private data in such a
way that the data is no longer linked or ascribed to the spe-
cific user without the use of any extra information [19]. Usu-
ally, user identifiers are replaced by pseudonyms in order to
achieve pseudonymization.

This technique can be seen in a public financial transaction
where there is no straightforward way to map the amounts
of cryptocurrency to an individual [19]. Similarly, in any
blockchain application, pseudonymous data can be stored on
the ledger. For instance, a user’s identifiers can be replaced
with pseudonyms in a smart environment. This pseudony-
mous data is still personal data and depending on the tech-
nique and the information available, it can be linkable to the
user. For instance, Bitcoin [26], a blockchain-based digital
currency had 3760 traced cases of bitcoin transactions by a
former federal agent over 12 months [27].

One-time address
The one-time address refers to the technique of establishing
an unique or ‘stealth’ address for each transaction or data with
a particular user. More precisely, by appropriately using cryp-
tographic algorithms in order to enhance untraceability for
the latter [28].

The author of [28] performed a theoretical analysis on the
proposed solution of faster Dual-Key Stealth Address Proto-
col (DKSAP) especially for IoT devices which can achieve at
least 50% performance improvement on the original DKSAP.
DKSAP uses two cryptographic keys namely, ‘scan’ and
‘spend’ keys and computes a one-time address for each trans-
action.

It can be observed that the classical one-time address might
not be a practical solution in IoT devices, as the devices need
to transmit data constantly which imposes a heavy computa-
tional burden by generating new addresses for every transac-
tion.

Mixing techniques
The mechanism of the mixing technique enables multiple
users to shuffle multiple transactions making them unlinkable
[29]. Coin-Shuffle [29] is an example of this technique in the
context of blockchain. It can be used to hide the history of a
particular user as the ‘mixed’ transactions correspond to mul-
tiple senders and receivers making the data linkability for a
single user difficult.

Despite the untraceability, mixing techniques have lower
user anonymity levels and can be compromised by intersec-
tion attacks [30]. Furthermore, a notion of added complexity
is introduced by mixing transmitted data.

Ring signature
Ring signature refers to the public verification of the signa-
ture by a group member without exactly identifying the actual
signer [31]. Authors of [31] presented a lightweight ring sig-
nature technique for resource-constrained networks such as
IoT networks. Each signature has added uniqueness for en-
hancing protection. The study in [32] shows that the implied
privacy is directly proportional to the group size ‘r’.

Although the user or group anonymity can be preserved by
using ring signatures, the transaction ledge is not confiden-

tial which can lead to linkability of the signature and receiver
[33].

Homomorphic encryption
Homomorphic encryption is a type of encryption that in-
cludes the ability to compute over encrypted data without
knowing the secret key. [34]. The output generated by the
computation over encrypted data is the same as the output by
the same operation over plain text. Ethereum has an AZTEC
protocol, which is based on cryptographic solutions like ho-
momorphic encryption over the inputs and outputs of a trans-
action, along with testing the logical correctness of the en-
cryptions [19].

In the proposed solutions by [35], a homomorphic consor-
tium blockchain model is presented for the smart home sys-
tem. The model largely guarantees the security of data and
was evaluated thoroughly.

Despite the high privacy preservation provided by homo-
morphic encryption, it usually has limited homomorphic op-
eration [34]. In addition, IoT devices also need to handle the
computational burden imposed by this encryption.

Zero-knowledge proofs
A zero-knowledge proof (ZKP) is a cryptographic solution
that allows a party or an entity to prove to another party
that they possess knowledge without conveying any compu-
tational information [45]. In the context of blockchain, ZKPs
are being re-explored and utilized to construct confidential
transactions. Blockchain platforms like Ethereum employ
ZKP as one of their protocols [19].

Unfortunately, the high computation and memory usage of
ZKPs limits their suitability with blockchain-based IoT. As
stated in [37], Zerocoins transaction is longer than 45kB and
requires 450ms for verification.

Zerocash [37], a ledger-based currency based on decentral-
ized anonymous payments leveraged zero-knowledge proofs.
Apart from providing anonymous transactions, the transac-
tion details are also hidden in Zerocash. The framework of
Zerocash uses the Zero-Knowledge Succinct Non-Interactive
Argument of Knowledge which means that the proofs can be
verified within a few milliseconds and the proof consists of
a single message from the prover. Less expensive crypto-
graphic solutions can ensure data compression and verifiabil-
ity between many parties but it is still a constantly evolving
field [19].

Differential privacy
Differential privacy (DP) is a form of data perturbation, and it
can maintain the confidentiality of data without endangering
data leakage [30].

In the survey [39], Hassan et al. discuss the efficient pertur-
bation methods to enhance privacy in the blockchain. It also
states how DP can be used in the current blockchain platforms
and architecture. The survey compares various DP solutions
in blockchain-based applications, where the IoT domain is
also one of the discussed applications. To the best of our
knowledge, there are not many DP solutions for blockchain-
based smart homes but it can be said with high assurances
that these solutions are an effective solution for IoT domains
[39] including smart homes.



Table 1: Comparison of the aforementioned mechanisms

Privacy mechanism Proposed
solution/platform(s) Feature(s) Risk(s)

One-time address [28], Ethereum
• User Anonymity
• Untraceable data

• Computational
burden

• Unencrypted data

Mixing technique [29], IOTA [36] • Untraceable data
• Increased complexity
• Low anonymity

Ring signature [31]

• User Anonymity
• Untraceable data
• Encrypted data

• Signature reuse
• Address correlation

Homomorphic encryption [35], Ethereum

• User Anonymity
• Untraceable data
• Encrypted data

• Computational
burden

Zero-knowledge proof [37], Ethereum, Fabric
[38]

• User Anonymity
• Untraceable data
• Encrypted data

• Data misrouting
• Computational

burden

Differential privacy [39]
• Lightweight
• Confidential data

• Trade-off b/w privacy
& accuracy

Off-chain mechanism [40], [41], IOTA [36],
Fabric [38]

• User Anonymity
• Linkable data
• Traffic correlation

Partner matching [42]
• User Anonymity
• Confidential data

• Address correlation

Secret sharing [43]
• User Anonymity
• Confidential data

• High memory usage
• Computational

burden

Editable blockchain [44]
• Blockchain features
• Right to be forgotten

• Still in development

In the context of BIoT application, data perturbation-based
mechanisms can be leveraged in the privacy preservation of
IoT nodes’ data. Although DP is a lightweight technique that
can be utilized in the implementation of various BIoT appli-
cations, it comes with a choice of enhancing privacy or im-
proving accuracy due to the added amount of noise [30].

Off-chain mechanism
In the case of the IoT ecosystem, not only peer-to-peer con-
nection is required but also machine-to-machine transactions.
Adding these transactions can increase the transaction pro-
cessing and chances of compromising the user’s privacy. The

off-chain mechanisms refer to the deployment of an off-chain
ledger linked to the on-chain ledger, which conserves the
blockchain resources and conceals the personal data included
in the off-chain ledger [40].

The authors of [41] presented an Exonum-based health
data ecosystem. Exonum uses the principle of off-chain
mechanism. In this example, the data is divided into two com-
ponents - open and closed. The closed component stores the
medical data whereas the open component stores the patient’s
identifier. Another example is the proposed solution by [46]
which combines a blockchain (with access control enabled)
with off-chain storage to store users’ personal data.



It can be observed that with the introduction of a new
chain/storage, the problems of increased cost, limited capac-
ity of the new chain, and routing security are bound to occur.

Partner matching
Partner matching is the mechanism of matching an individual
to another based on the preferences provided by that indi-
vidual, privacy information is disclosed or shared when part-
ners match. A simple instance that describes this mechanism
would be the matching between buyers and sellers [42].

An example of this mechanism in a BIoT application is
[47]. Laszka et al. introduced a trading algorithm in a
distributed setting. By leveraging access control, offer and
matches are made among users (prosumer) while preserving
anonymity using mixing of transaction.

It can be observed that this type of matching relies heavily
on the matching algorithm in terms of security, and computa-
tional overhead.

Secret sharing
In secret sharing, the hidden and sensitive value or informa-
tion is “encrypted with a one-time secret with the receiver and
attached to the transaction” [23]. According to [34], the main
idea behind secret sharing was to partition the document be-
tween N users and only when t out of N users cooperate, the
document can be reconstructed.

Authors of [43] put forward an attribute-based signature
scheme with multiple authorities, “the patient endorses a mes-
sage according to the attribute while disclosing no informa-
tion other than the evidence that has been attested to it” [43].
Diffie-Hellman’s (DH) key exchange is a way to securely
generate cryptographic keys and it was used in the afore-
mentioned solution to achieve privacy and become effective
against predict attacks [23].

Editable blockchain
As the name implies, an editable blockchain is a blockchain
that challenges the inherent immutable property of the
blockchains. This immutability characteristic of blockchains
leads to a data protection problem known as the ‘right to
be forgotten’. Although there are certain exemptions to this
right, one should always consider how to handle such cases.

Authors of [44] explore the possibility of creating an ed-
itable blockchain (alias redactable blockchain) by using a cer-
tain hash function (chameleon hash function) to edit or delete
data. This type of blockchain which is editable and preserves
the other properties of blockchain can be desirable for IoT
applications but unfortunately, it is a newly evolving research
area of blockchains which is not been implemented yet.

5.2 Evaluation methodology
The following evaluation criteria are used to assess the qual-
ity of privacy provided by the aforementioned solutions. The
criteria decided for this study were inspired from the evalu-
ation framework in [23] and divided into two groups where
the first group is the features that aim to enhance the over-
all privacy of the system whereas the other group is the risks
associated with the mechanism. These criteria were mainly
determined by studying the gaps in the literature with a focus
on protecting user data in a smart home system. The groups

are divided in such a way that they account for the privacy
concerns discussed in Figure 1.

To the best of our knowledge, the features of a privacy
mechanism in the scope of this research are:

• Data confidentiality: This criterion is a part of transac-
tion privacy. It denotes the extent of confidentiality of
the data which includes data encryption, obfuscation, or
separation.

• Data untraceability: This criterion refers to the condi-
tion where an adversary is unable to find information
about a transaction’s content or the users or devices in-
volved in the transaction.

• User anonymity: This criterion refers to different meth-
ods of hiding a user’s identifier.

The risks are:
• Performance concerns: This criterion considers the ca-

pacity and size of a transaction along with the computa-
tional requirements of the solution.

• Data linkability: This criterion is basically the potential
to correlate data from various sources.

• Data misrouting: This criterion refers to the risk of data
leakage, token or signature reuse, and transaction mis-
routing.

Table 1 summarizes the main properties of the dis-
cussed privacy-preserving mechanism and their correspond-
ing framework or platform. The pseudonymization feature is
available in all frameworks, hence excluded from the table.
It can be seen that the higher the privacy, the higher will be
the computational, and resource consumption. From this ob-
servation, Section 6 aims to provide potentially higher utility
privacy solutions for IoT smart homes.

6 Results and Discussions
From the Table 1, we observed the general qualities of a
privacy-preserving mechanism. It can be said with confidence
that achieving higher user and user data privacy requires high
resource consumption, computational burden, and delayed re-
sponse. Here are the highlighted results from this evaluation:

• Cryptographic solutions enhance overall data privacy
and can be used in various domains of IoT. This solu-
tion requires the devices to handle the high computa-
tional burden for encryption and decryption of private
data, leading to a lower utility solution for IoT devices.
Many of the evaluated mechanisms are being optimized
for the integration with IoT such as ZKP which might be
an option in the near future.

– The ring signature benefits outweigh the costs as
observed in the Table 1 and it demonstrates that this
mechanism could be a suitable match for IoT de-
vices as there are no performance limitations. Ac-
cording to the study in [34], it can be seen that this
mechanism is a high maturity solution and provides
transaction privacy but it has a disadvantage of dif-
ficult management of several signers. As a sugges-
tion, a ‘ring’ or group can be made with the compo-
sition of similar functionalities of home appliances.



• Data manipulation solutions showed an effective bal-
ance in the solution’s utility and suitability with IoT
devices. Although they are mostly traceable and unen-
crypted, they enhance overall privacy with low resource
consumption. A hybrid approach of data manipulation
solutions can be used in resource-constrained devices
like IoT and maintain privacy to a much greater extent.

– Differential privacy shows great prospective in the
IoT domain. According to the authors of [30] and
[39], DP can be easily implemented in a BIoT sys-
tem with a trade-off between accuracy and privacy.
No DP implemented BIoT solution was discovered
in the scope of this paper but it should be highly
recommended to expand research in it.

• Trust-based solutions create a secure link or group be-
tween ‘trusted’ parties to exchange data. Although user
anonymity and data confidentiality are available in these
mechanisms, the anonymity is limited to the pseudony-
mous feature (Section 5.1), which makes them suscepti-
ble to linking attacks. Moreover, the partner’s limitation
can account for operability in the system. In secret shar-
ing, high computational power needs to be considered
for generating cryptographical keys. The importance of
performance outweighs the benefits of this type of solu-
tion, making it unsuitable for IoT devices.

• From the platforms discussed in the scope of this paper,
IOTA and Hyperledger Fabric are a better choice for in-
tegrating with IoT devices as observed from the result
and Table 1 that Ethereum uses high computational bur-
den solutions as compared to others. There is no ‘one-
fits-all’ platform for solving the privacy issues, in order
to get high privacy sometimes a lower utility solution
can also be acceptable.

The evaluation methodology used in this paper compares
the mechanisms on two main criteria of features and risks
where most of them are qualitative. To improve this evalua-
tion, more quantitative criteria can be introduced. In addition
to that, improved analysis of the performance of these mech-
anisms can be done by testing them on a blockchain-based
platform with the same configurations.

The limited subset of mechanisms and platforms is far from
complete to conclude this paper. The mechanisms were cho-
sen from survey papers and implementations of the BIoT ap-
plications. The sets of mechanisms and platforms can be ex-
tended for future evaluations.

7 Responsible Research
This section discusses the research’s ethical implications as
well as its reproducibility.

7.1 Research Integrity
Considering the ethical conduct of responsible research, this
research is in a safe space of ethical aspects as no human in-
teraction or data was needed for the evaluation. This research
aims to analyze and compare different privacy mechanisms
in blockchain-based IoT frameworks. Although blockchain
technology raises some ethical issues, the most prominent

problem is its effect on the environment and potential crimi-
nal activity [48]. In this paper, blockchain-based frameworks
for IoT devices that require low computation power were ana-
lyzed. This will consequently decrease the energy used, hav-
ing a low impact on the environment. Moreover, the focus of
this paper is the privacy of users’ sensitive data with the ob-
jective of mitigating the potential criminal activities related to
IoT data.

7.2 Research Reproducibility
The methodology used in the system is general guidelines of
a design science research by Hevner et al., making it rea-
sonably straightforward to reproduce. Furthermore, based on
the information in this paper, any reader should be able to
retrace the sources of the described mechanisms and evalua-
tions. Besides, the documents referring to the framework and
literature that mentioned the presented privacy mechanisms
are provided.

8 Conclusions and Future Work
Data privacy is the right of a user on controlling how their per-
sonal data is collected and used. This privacy concern raises
with the emergence of IoT devices storing our data in large
volumes from our daily activities. A smart home environment
is one such example where data privacy needs attention. We
aim to tackle this concern by making the IoT decentralized
and private-by-design. Through this study, we compared and
classified privacy mechanisms based on the criteria that were
focused on mitigating privacy concerns in the smart home
system. The main privacy requirements of IoT include im-
plementation in a permissioned setting along with the appro-
priate privacy-preserving solutions.

The evaluation stated that the set of cryptographic solutions
provide the most privacy features compared to the other so-
lutions but need high computational resources making them
slightly unsuitable for IoT devices. Solutions involving ma-
nipulating data such as perturbation, isolation, or mystifica-
tion can provide a practical privacy solution for the IoT. An-
other set of solutions known as trust-based solutions don’t
seem like a good fit for the smart home system due to the
added overhead. Three blockchain-based platforms, IOTA,
Hyperledger, and Ethereum, were also briefly discussed in
terms of their available privacy option and suitability with
IoT. To sum up, it can be said that there is no ‘one-fits-all’
solution.

In the future, evaluations can be done with quantitative cri-
teria instead of qualitative measures used in this study. The
limited set of mechanisms and platforms can be expanded for
identifying suitable features and techniques. Furthermore, the
suggestions could be taken into consideration when develop-
ing or expanding research in BIoT applications.
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