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Decentralized Adaptive Ranking using Transformers
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Abstract

Centralized platforms like TikTok are cause for significant
concerns over information control, censorship, and bias. De-
centralized systems offer a promising alternative, but their
adoption is hindered by the lack of effective relevance rank-
ing of search results. Existing decentralized approaches rely
on heuristics that do not adapt to user behavior. This paper
presents DART, the first decentralized ranking algorithm
to leverage machine learning over users’ search activities.
DART adapts its ranking function using a Transformer-based
learning-to-rank model trained on a real workload from a de-
centralized file-sharing application. We find that it improves
over the best baseline by 19 % on our ranking metric (MRR).

CCS Concepts: - Computer systems organization — Peer-
to-peer architectures; - Information systems — Learn-
ing to rank.

Keywords: Decentralized Systems, Information Retrieval,
Relevance Ranking, Machine Learning
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1 Introduction

TikTok’s video recommendation algorithm can be used for
election interference. For instance, Romania has annulled
the 2024 presidential elections. In this case, the European
Commission considers “TikTok’s recommender systems” to
be the target of “coordinated inauthentic manipulation or
automated exploitation of the service” [6]. At the same time,
no decentralized alternatives exist to TikTok, Google, or
other Big Tech offerings. We aim to offer an alternative to Big
Tech’s black-box recommender systems, which determine
what we read, see, believe, and vote. To do so, we leverage
recent advances in machine learning to learn to recommend,
i.e., rank, information in decentralized networks. We present
the first such decentralized learning-to-rank algorithm.
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tional License.
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We focus on the problem of decentralized ranking of
search results. This focus is only one part of the greater goal
of decentralized search [17]. Decentralized search is charac-
terized by a network of nodes, which locally store only part
of the “global” information that is stored among all nodes.
When a node requires information that it does not store it-
self, it must request and rank information from other nodes.
However, decentralized ranking itself works best with global
information [1]. Thus far, no decentralized search algorithm
has mitigated this chicken-and-egg problem sufficiently, to
achieve mass popularity. Centralized platforms dominate, as
they simply offer a superior experience.

The lack of global information can be overcome by not
depending on it for ranking. For this reason, all related rel-
evance ranking work in decentralized systems is based on
static heuristics [9, 10, 16, 18, 23, 30]. This is a problem, as
information is not static. New information may be intro-
duced [1] and changes in wordings of descriptions may oc-
cur, also known as “semantic drift” [34]. Any ranking must
continually adapt to changes in information. We propose
to use machine learning to adapt to the dynamic nature of
information in decentralized systems.

Recently proposed attention models, known as Transform-
ers [28], are validated for ranking in a non-decentralized con-
text [20, 21] and particularly promising in their application to
decentralized ranking. These machine learning models offer
light-weight inference that can feasibly be run by nodes with
even lower-end hardware. At the same time, these models
can deal with the dynamic nature of information in decen-
tralized ranking systems. They can use online learning, i.e.,
fine-tuning, as new information is introduced.

We propose to make use of Transformers to continuously
learn to rank information in a decentralized network. Our
contribution is the design, implementation, and evaluation of
a decentralized learning-to-rank algorithm. We call this
algorithm Decentralized Adaptive Ranking using Transformers
(DART). Furthermore, we provide the first learning-to-rank
dataset compiled from workload on a decentralized system.

We introduce the concept of learning-to-rank and also
give an overview of the related work in decentralized rel-
evance ranking in Section 2, we define our system model
and assumptions in Section 3, give the design of DART in
Section 4, outline our methodology in Section 5, and present
the experimental evaluation in Section 6.
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2 Background and Related Work

Users tend to focus their attention on the first 2-3 search
results [32]. Hence, effective relevance ranking is paramount.
Learning-to-rank (LTR) describes a class of machine learn-
ing techniques that optimizes the ranking in a list of search
results based on patterns learned from past user interac-
tions. Research on the topic dates back to the late 2000s
and has since been a crucial technology in information re-
trieval [4, 15]. Recent approaches have started leveraging the
Transformer architecture, enabling context-aware ranking
models that improve upon traditional methods by employing
self-attention mechanisms [20, 21]. For our model, we build
upon the framework presented by Pobrotyn et al. [21]. We
consider this state-of-the-art in LTR, as they have demon-
strated significant improvements over traditional approaches
across standard benchmarks. Compiling feature vectors for
query-document pairs is a crucial step in any LTR-based sys-
tem [13]. Mostly, those vectors are composed of term-based
metrics, including formulas like BM25, which get extracted
from different elements of the document (e.g., body, title,
URL) [24]. In addition, quality scores like PageRank and us-
age statistics like dwell time also contribute to the feature set.
Available LTR datasets, such as WEB30k [24], Istella [8], and
Yahoo!’s [5], are curated by companies operating centralized
web search engines.

Ranking based solely on term-based metrics ignores a lot
of additional information that can serve as strong indicators
to assess the relevance of a document to the user and their
specific query. Google’s PageRank algorithm has inspired
a lot of research on decentralized web search [1, 2, 19, 31].
However, its principles do not extend to multimedia content
search (i.e., files with no cross-links) on which we focus in
this work. Other metrics must be considered as potential
indicators of relevance. A strong indicator of relevance is
the popularity of a document. In decentralized storage sys-
tems, this metric can be extracted from the resource quantity,
i.e., the number of nodes that provide it [9, 23, 30]. Rank-
ing by resource quantity has been proposed early on for
Gnutella [9]; it was implemented for the BitTorrent-based
client Tribler [23]; more recently, it has been proposed for
IPFS in CASearch [30]. Furthermore, ranking in CASearch
relies on bandwidth as an estimator for both content locality
and expected transmission speed. CASearch and Tribler also
consider the “freshness” of a document, i.e., the time since its
inception, in their respective ranking functions. MAAY [18]
and UsersRank [19] account for the freshness of user engage-
ment with a document, rather than the document’s publi-
cation age, within their ranking functions. Tribler uses the
number of leechers (i.e., peers that actively download the file)
to derive a similar metric. MAAY and UsersRank, further-
more, incorporate elements of collaborative filtering. Col-
laborative filtering is also at the core of G-Rank [10], which
examines commonalities between nodes and their behavior.
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Figure 1. Overview of the system model and its interactions.

3 System Model

This section describes our system model, including its scope
and actors, and the assumptions we make. An overview of
our system model is illustrated in Figure 1 and it consists
of five main steps. A user sends a query (1) to the network,
which returns results (2) that are reranked by the ranker
(3). The user’s clicks (4) are stored in the clicklog database,
which provides training data (5) to improve the ranker. Users
gossip their clicklogs and store them in their local database.

Our system considers a network of nodes, which form a
connected graph. Assuming the graph remains connected,
nodes may join or leave the network at any time. We as-
sume nodes engage in decentralized searches, i.e., searches
for information that other nodes store. Two main types of
information exist in our system: queries and documents.

Every search consists of a node sending another node a
query created by the user that operates the node. Whenever
a node receives such a query from another node, we assume
it answers with results. We call these results documents. Fur-
ther, we assume they have a title, along with user-annotated
tags, and a number of seeders and leechers. Seeders denote the
number of nodes storing the document, while leechers de-
note the number seeking the document at any given moment.
We assume documents can be retrieved from a distributed
database based on their title, using traditional text-based
matching of query and document title.

After a node receives documents as the results of its query,
it engages in ranking of the documents using a local model.
The goal of this ranking is to maximize the likelihood that the
user clicks the first ranked item, whenever the ranked results
are displayed in a user’s interface. We explicitly note that a
click is personal to a user. Therefore, there is no consistent
ranking of results for all nodes.

4 Design of DART

We introduce DART, the first self-learning decentralized
ranking algorithm. Our model architecture is based on the
learning-to-rank framework proposed by Pobrotyn et al. [21],
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Figure 2. Model architecture and data flow.

which we adapt to our decentralized setting. All hyperpa-
rameters presented in this section are derived from prelimi-
nary experiments designed for optimal performance on our
dataset, specifically our first experiment (Section 6.1).

This architecture leverages the self-attention mechanism
of transformers to construct a context-aware ranker. That
is, rather than scoring items independently, the scoring is
influenced by the interactions with other items in a given list.
We show the model architecture and data flow, which we ex-
plain momentarily, in Figure 2. The re-ranking of documents

is defined as R(X), where the input
X={x,%,..,x,} with xeRf

denotes the set of n results retrieved for a given query. The
ranker processes the input as a sequence of tokens. Each
token x; € Rf represents a vector of f = 31 features en-
coding the relevance of a document to a particular query
(see Table 1). The set of features is inspired from traditional
learning-to-rank datasets [24], as well as extracted from re-
lated work, namely Tribler [23], DINX [9], and Panaché [16].
We verified the utility of each feature through an ablation
study (see Table 2). The number of features is smaller than
that used in classical learning-to-rank datasets (see Table 3).
This allows for a smaller model, which reduces computa-
tional and memory overhead and fits our target deployment
on consumer-grade devices, which may lack dedicated GPUs.

The input tokens are linearly projected through a shared
fully connected layer FCgppp,eq to a space of size dgc = 24
and subsequently augmented with fixed positional encoding.
As the retrieved result set is already ordered according to
some preliminary ranking, we use positional encoding to
correct for position bias. This transforms each input token
x; € Xinto its embedding form

6 = FCpmped(%;) + PosEnc(i), ¢ € R¥%c.

The sequence of input embeddings {e;, ey, ..., €,} passes
through a Transformer encoder block with two attention
heads, a hidden dimension of 96, and a dropout rate of 0.1.
This encoder outputs a sequence of context-aware embed-
dings {21, 23, ..., z,} with z; € R%c.
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Table 1. Features of a Document-Query Pair

Description

0 BM25 score [25]

1-5 Term frequency (TF): min, max, mean, sum, and
variance [26]
6-10 Inverse document frequency (IDF): min, max,
mean, sum, and variance [26]
11-15 TF*IDF: min, max, mean, sum, and variance [26]
16 Cosine similarity of the TF*IDF 5-tuple
17 Number of query terms in the document title
18 Ratio of query terms in the document title
19 Number of characters in the document title
20 Number of terms in the document title
21 Number of terms in the query
22 Query matches document title exactly
23 Ratio of query terms matching the document title
24 Number of nodes storing the doc. (seeders) [23]
25 Number of nodes querying the doc. (leechers) [23]
26 Number of times the doc. has been clicked [9]
27 Number of times the document was selected when
one of the document’s terms was also part of the
query terms (hit count) [16]
28 Document rank in the result, before re-ranking
29 Number of user-annotated document tags [23]
30 Freshness (time since document creation) [23, 30]
Table 2. Ablation Study
Method Feat.IDs MRR A
DART (base) - 0.380 -
w/o term-based features 0-23 0.373 -0.007
w/o number of seeders 24 0.368 -0.012
w/o number of leechers 25 0.374 -0.006
w/o click count 26 0.374 -0.006
w/o query hit count 27 0.379 -0.001
w/o pos 28 0.368 -0.012
w/o tag count 29 0.375 -0.005
w/o freshness 30 0.377 -0.003

To obtain ranking scores, the tokens are independently
processed through another shared fully connected layer
FCscore, again of size dpc. The output of this layer is activated
by a sigmoid activation function to normalize the scores:

Si = O—(FCScore(zi)),

The ranking model is optimized using the NeuraINDCG
loss function, which directly approximates the NDCG metric
used for ranking performance evaluations, and has been
demonstrated to work best with this model architecture [22].

S € [0, 1]
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Further, the model undergoes training for up to 100 epochs,
incorporating an adaptive learning rate and early stopping
with a patience of 5 to prevent overfitting. In total, the model
comprises 8065 parameters, with a memory footprint of just

31.5kB.

Table 3. Learning-to-Rank Datasets

Dataset Queries Users Features

WEB30k [24] 30000 not published 136

Istella [8] 33018 not published 220

Yahoo! [5] 29921 not published 700

Tribler 9068 948 31
5 Method

This section gives the method by which we perform our ex-
perimental evaluation in Section 6. In our evaluation, we
compare the performance of DART with the state-of-the-art
of decentralized ranking algorithms (see Table 4) in three
experiments with increasing realism. Furthermore, we add
our own variation of DINX, which leverages the number of
seeders as a popularity metric alternative to click counts,
dubbed DINX-s. We re-rank documents in our dataset us-
ing each algorithm and assess its performance using Mean
Reciprocal Rank (MRR), a standard metric for ranking evalu-
ation [29, 33]. We explain this metric in Section 5.2.

Table 4. Baselines of Ranking Algorithms for Decentralized
Multimedia Search (CD = Context-Dependent)

Algorithm Year Ranking Strategy CD

DINX [9] 2001  Order by click counts °

DINX-s Order by seeders o

Panaché [16] 2002 Order by keyword hit count e

MAAY [18] 2006 Personalized to user’s inter- o
est in queried terms, doc.
popularity and relevance

Tribler [23] 2008 Heuristic based on title, seed- o
ers, leechers, freshness

G-Rank [10] 2023 User and doc. similarity °

DART 2025 Machine learning °

5.1 Dataset

Available datasets from centralized (web) search engines like
AOL [12] or Bing [24] lack key attributes specific to decentral-
ized applications, such as seeders and leechers. Furthermore,
decentralized content has a different structure, e.g., the ab-
sence of semantic identifiers (URLs). Document titles also
tend to follow domain-specific naming conventions, often
including metadata such as release years, quality indicators,
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and encoding formats. Given these distinct attributes, pub-
licly available datasets prove inadequate. This makes the
construction of a dedicated dataset essential for the realistic
evaluation of our algorithm in decentralized settings. There-
fore, we created our own dataset based on workload from a
real decentralized application, Tribler.

Tribler is a fully decentralized file-sharing application [23]
with integrated search and anonymized file sharing. Tribler
has been part of an ongoing research project since 2005 and
has over 40 000 monthly active users [27]. Tribler uses gos-
sip for search, content discovery, and node discovery. We
deployed a crawler to initially discover identifiers, seeders,
and leechers, of documents in the public Tribler network. We
later enriched this data with the document’s title, creation
date, and number of user-annotated tags, again by query-
ing the network. Using a temporary access-restricted API
(to disallow potential abuse) we obtain search result lists,
including the query, the ordered result list, and the clicked
result position. Our code, as well as our dataset of compiled
feature vectors, is available on GitHub [11].

5.2 Evaluation Metric

Numerous metrics have been developed to evaluate the qual-
ity of result ranking in information retrieval systems. The
most commonly used metrics [4, 21, 33] are Normalized Dis-
counted Cumulative Gain (NDCG) [14], Mean Average Pre-
cision (MAP) [3], and Mean Reciprocal Rank (MRR) [29].

NDCG considers the full list of results and measures its
alignment with the ideal ranking. This metric, however, is not
a good fit for decentralized workloads. Each clicklog contains
exactly one relevant document, with all others considered
irrelevant. Thus, an “ideal” ranking can be any arbitrary or-
der of results as long as the relevant document is found at
position 1. This is different from, e.g., WEB30k [24], where
documents are graded with multiple judgment levels. As
pointed out by Cao et al. [4], when relevance judgments
are binary (either relevant or irrelevant), the appropriate
metric is MAP. In our special case, because our dataset al-
ways determines exactly one relevant document per query,
MAP simplifies to MRR. We calculate MRR by averaging the
Reciprocal Rank (RR) across all evaluated clicklogs. RR is
calculated as

1
rank of relevant document’

Hence, its value ranges from 0 to 1, where a score of 1 indi-
cates optimal ranking.

Furthermore, we report Recall@k for a more intuitive and
easily interpretable evaluation. Recall@k quantifies the per-
centage of times that the desired document appears within
the top-k presented results.
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6 Experimental Evaluation

Our first experiment partitions the entire dataset into a con-
text and test set. Our second experiment examines ranking
performance when the context is smaller, i.e., clicklogs are
more scarce. Finally, our third experiment simulates a decen-
tralized system aligned with our envisioned system model
(see Section 3). It, therefore, provides the most realistic eval-
uation of DART and the baseline algorithms.

Recall that DART and other baselines depend on context,
i.e., a set of observed clicklogs before application, for their
performance. Henceforth, we refer to the context used for
our evaluations as C.y, C D, where D denotes all |D| =
9068 clicklogs available in our dataset. Similarly, Cieqt C D
denotes the set of clicklogs used for testing and evaluation.
In all instances, C.ty and Cieg; are disjoint. For evaluations
of Tribler and DINX-s, C is ignored.

6.1 Ranking Performance

Our first experiment demonstrates the ranking performance
of each algorithm on a random sample of 10 % of the en-
tire dataset, where the remainder is considered as context.
Explicitly, we partition D, such that
|D|

|Ctest| - 10
While Tribler and DINX-s are stateless algorithms that do not
operate on context, the other algorithms rely on context. That
includes DART, which derives its training and validation set
from it.

As we show in Table 5, DART significantly outperforms
the second-best algorithm, Tribler, which corresponds to the
dataset’s original ranking. To illustrate this improvement,
Figure 3 compares the distribution of clicked positions for
Tribler and DART. As desired, the distribution shifts to the
left, indicating that users are more likely to click results
ranked closer to the top. The average position for relevant
documents improved significantly, from 22 to 15. Further-
more, we note a high variance across all algorithms. We
postulate that this is caused by the high variance in result
set sizes within our dataset.

While DINX, Panaché, MAAY, and G-Rank show lower
MRR and Recall than the competition, their ability to sur-
pass random ranking indicates that their metrics capture
relevance at least to some extent. We postulate that with a
bigger data set or more homogeneous data, these algorithms
would perform better. Our following experiment will shed
more light on it.

and CCtX =D\ Ctest~

6.2 Impact of Context Size on Performance

Tribler and DINX-s are stateless, meaning they rank docu-
ments based solely on static features such as document title,
seeders, and freshness. DINX, as well as Panaché, MAAY,
and G-Rank, on the other hand, maintain a state that is up-
dated with each observed clicklog. Their ranking decision
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Table 5. Ranking Performance (Rec.=Recall)

Algorithm MRR (+ SD) Rec.@1 Rec.@5 Rec.@10

Random 0.18 + 0.26 0.15 0.31 0.42
G-Rank 0.25 £ 0.32 0.22 0.41 0.52
MAAY 0.27 + 0.34 0.26 0.43 0.52
Panaché 0.28 + 0.35 0.25 0.43 0.53
DINX 0.28 £ 0.34 0.26 0.46 0.55
DINX-s 0.31 £ 0.36 0.28 0.49 0.61
Tribler 0.32 £ 0.35 0.31 0.50 0.61
DART 0.38 £ 0.37 0.38 0.61 0.73

> 200 —— Mean: 22.01

g 130 —— Median: 6.00

2, 100

£ 50

0 I I I I
5 10 15 20 25 30
Clicked Position
(a) Tribler
> 200 —— Mean: 15.10
150 :

g Median: 4.00

2. 100

g 50

0 == \ \
5 10 15 20 25 30
Clicked Position
(b) DART

Figure 3. Comparison of clicked position distributions for
Tribler and DART, truncated at position 30.

is influenced by this data, and moreover, by the amount of
this data. As an ML-based algorithm, this also holds true for
DART. The number of available clicklogs may vary between
peers, e.g., depending on their uptime in the network. We
are therefore interested in an analysis of the relationship
between ranking performance and the number of observed
clicklogs.

For this experiment, we evaluated different context sizes,
setting

Copl =i for i€[0,1,...,|D| - 100].

In every iteration, we also randomly sampled

Ciest C D \ Cuy> suchthat [Cegl = 100.

The compilation of large sets of clicklogs into the feature
vectors needed for DART is computationally expensive. For
practical reasons, therefore, we do not evaluate DART for
every step in the interval but instead increase the size by
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Figure 4. Ranking performance with increasing context size.
Adaptive smoothing has been applied.

roughly 10 % each time (i.e.,i « [1.1-i] 4+ 1). We show the re-
sults of this experiment in Figure 4. Due to the high variance
in the data, we present a smoothed representation using a
moving average! to make the trend more apparent. As ex-
pected, Tribler and DINX-s are unaffected by the number
of observed clicklogs and demonstrate stable performance
from the onset. DART, however, quickly overtakes both base-
lines at only 56 observed clicklogs. Other algorithms” MRR
increases steadily but at a much slower pace. That trend sug-
gests that the peak for those algorithms is still ahead, with
some algorithms likely surpassing Tribler and DINX-s after
around 10 thousand clicklogs.

6.3 Decentralized Network Simulation

We finally demonstrate DART’s performance in a simulated
decentralized setting. When users perform searches, queries
and clicked documents often relate to previously issued
searches. Losing this correlation poses a challenge for DINX,
Panaché, MAAY, and G-Rank, which rely on exact term
match statistics. DART is more flexible as it is able to gen-
eralize from abstract user engagement patterns rather than
depending on exact term matches. Nonetheless, it remains
sensitive to extreme diversity in its context data. Recall, for
example, that the term-based click counters of DINX and
Panaché are included in DART’s feature set (feature ID 26
and 27 in Table 1). In this experiment, we simulate a decen-
tralized network by preserving the original user mappings
and chronology of the clicklogs in our dataset. This approach
ensures the most realistic evaluation of DART.

Specifically, for this experiment, we filtered our dataset
to include only users with at least 10 clicklogs that have
at least 30 documents in their result set, respectively. This
amounted to a total of 112 users with varying amounts of

We applied a moving avg. over a window of 200 data points. Fort DART, in
particular, we used a window size that decays logarithmically from 20 to 1.
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Figure 5. Ranking performance aggregated over 112 peers.

clicklogs. Consistent with prior experiments, we partition
each user’s set of clicklogs into 90 % context and 10 % for
testing. Contrary to prior experiments, however, we respect
the original chronology of clicklogs, such that the test set
corresponds to 10 % of each user’s most recent queries.

Given our assumption of full clicklog gossip, each user is
exposed to the complete set of context clicklogs, meaning
they all operate on the same dataset. Thus, for DART, we
simplify the experiment by training just one model. Finally,
we test the model against each user’s test set individually.
Our baselines, accordingly, make their rankings on the users’
test sets on the basis of all context clicklogs. This led to the
results shown in Figure 5. We observe that DART outper-
forms Tribler (p = 0.12), DINX-s (p = 0.36), and our other
baselines (p < 0.0009), in terms of RR.

7 Conclusion

Decentralization of any algorithm is challenging and decen-
tralized relevance ranking is a known difficult problem. Al
may underpin the revival of the peer-to-peer movement, as
Big Tech further gains dominance. We established the base-
line for such decentralized ranking using transformers. How-
ever, significant gains remain beyond our baseline, we be-
lieve. With our privacy-preserving dataset and open-source
prototype, we aim to contribute to further advancing decen-
tralized search. However, deployment of fully decentralized
machine learning whilst also offering privacy and spam re-
silience remains unsolved. In 2012, we successfully deployed
decentralized SGD inside Tribler [7]. We are working on
deploying DART. We believe that within a few years, the
problems of scalability, privacy, attack-resilience, and contin-
uous learning of deployed decentralized machine learning
will be mitigated.
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