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9.1 Introduction

Over the years, wireless communication systems have evolved into the most
widely used framework for communication devices and networks. Many appli-
cations have benefited from wireless sensor networks (WSNs) such as military
surveillance, autonomous driving systems and smart-homes. One important
factor to consider when designing WSNs is the limited power supply. Reducing
energy consumption due to radio communication is key to sustainability and
longevity of WSNs since radio communication is the major component of WSNs
that consumes large amounts of energy.

Radio communications’ energy consumption is mainly determined by the
amount of data transmitted throughout the entire network. Therefore, by reduc-
ing the amount of data transmitted and optimizing communication processes,
energy-efficiency can be achieved. For example, it can be done through data
compression, power-saving modes, and efficient routing algorithms. In the
literature, some promising frameworks have been proposed for improving the
energy efficiency of the WSNs such as censoring, ordered transmission and
compressive sensing (e.g. [Baraniuk, 2007; Appadwedula et al., 2008; Blum and
Sadler, 2008; Candès and Wakin, 2008]). Energy efficiency is achieved by either
reducing the number of transmissions in the networks (e.g. censoring and ordered
transmission) or compressing the data sent by the sensors (e.g. quantization and
compressive sensing).

This chapter is concerned with the security aspects of one kind of promising
energy-efficient framework mentioned earlier, namely ordered transmission. In
ordered transmission-based (OT-based) schemes, energy efficiency is achieved
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by omitting transmission of less informative data. The security threat we are
particularly interested in is Byzantine attacks, which are one of the most sig-
nificant security threats faced by WSNs. In Byzantine attacks, a fraction of the
sensors within the network may be compromised and completely controlled by
adversaries, while the fusion center (FC) is unaware of the behavioral identity
of the malicious sensors. This can lead to the intentional transmission of cor-
rupted data that degrades system performance. A number of studies have been
conducted in the literature to design various defense mechanisms for mitigating
the effect of Byzantine attacks on the overall system performance. However,
energy-efficient OT-based frameworks make it more challenging to address
security issues since only a portion of sensors’ data is transmitted to the FC during
each decision-making interval. Since FC does not receive data from all the sensors
all the time, it cannot fully learn the behavior of all the sensors.

In this chapter, we conduct an investigation into the impact of Byzantine
attacks on several energy-efficient OT-based schemes used in WSNs. The
organization of this chapter is as follows. In Section 9.2, some existing threats
from Byzantine attacks on conventional wireless sensor networks are briefly
discussed, along with some possible defense mechanisms. Section 9.3 introduces
the conventional OT-based (COT-based) scheme and investigates the impact
of Byzantine attacks on this system. In Section 9.4, a communication-efficient
ordered transmission-based (CEOT-based) scheme is presented, and an analysis
of the effect of Byzantine attacks on the overall system is conducted. Section
9.5 compares the resilience of CEOT-based with COT-based systems. Finally, a
summary of the chapter and some challenges related to the security of energy
efficient OT-based schemes employed in WSNs are presented in Section 9.6.

9.2 Byzantine Attack Model

Byzantine attack is a type of attack that occurs at the physical layer. This type
of attack can be traced back to the issue of Byzantine generals, first introduced
by Pease et al. [1982], where traitors attempted to mislead other loyal generals
by providing false information. In WSNs, this term specifically refers to the mali-
cious behaviors that occur within WSNs when certain sensors are compromised
and transmit false data within the network. There are different types of Byzantine
attacks such as data modification attack, data omission attack, and delayed attack.
Malicious nodes can selectively delay data (delayed attack), drop data (data omis-
sion attack), or alter data packets directly (data modification attack) to manipulate
the network.

In the existing literature, there have been studies of distributed WSNs under
Byzantine attacks (e.g. [Kailkhura et al., 2018; Vempaty et al., 2018; Quan et al.,
2022b]). The interactions between Byzantines and the WSNs can be viewed as
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games between attackers and the detection systems. Byzantines aim to undermine
the integrity of data transmitted, thereby lowering the reliability of wireless sensor
networks. Correspondingly, the FC can enhance the reliability of the network by
identifying the Byzantines and making suitable use of information coming from
Byzantines for mitigation purposes. Hence, strategic Byzantines attackers strive
to maximize their attack gains while attempting to avoid detection by the defense
system.

The level of effort required for an effective attack varies depending on the data
fusion system architecture. In centralized fusion, the system can better evaluate
the behavior of all the sensors so that the attacks can be mitigated, especially
when the majority of nodes are honest and the FC is trustworthy. However, in
decentralized fusion, each sensor can only communicate with its neighbors to
gather additional information regarding the phenomenon of interest before mak-
ing a decision. This decentralized approach makes the system more susceptible
to attacks since false data can be stealthily incorporated into the decisions of
neighboring nodes and diffused throughout the network.

9.2.1 Typical Attack Model in WSNs

There are several factors that can be used to classify Byzantine attacks in WSNs.
One such factor is the availability of additional information besides the sensing
results at the Byzantine nodes. If no extra information is available, the attacks are
referred to as independent attacks, meaning that the Byzantine nodes can only rely
on their own sensing capabilities. On the other hand, if the attacks involve the
acquisition of extra information by the Byzantine nodes, such as the current sens-
ing results of other malicious nodes, fusion rules, and defense strategies, they are
referred to as dependent attacks. The exchange of information in dependent attacks
allows malicious nodes to increase their accuracy in sensing and the success rate
of their attacks, making their collusion more effective. One approach to defend
against these types of attacks is to use statistical methods to detect and identify
malicious nodes that are demonstrating anomalous behavior [Quan et al., 2022c].
Another factor is the manner in which the attacks are executed. If the attacks are
launched with a certain probability, they are referred to as probabilistic attacks.
Defense algorithms for these types of attacks usually identify attackers by analyz-
ing the consistency of their attack behavior over time, such as reputation-based
schemes (e.g. [Quan et al., 2022c]) and cluster-based schemes (e.g. [Chen and
Wang, 2019]). Conversely, if the attacks are launched based on specific conditions,
such as when their posterior probability of being a malicious node exceeds a cer-
tain threshold, they are referred to as non-probabilistic attacks. These attacks are
much harder to model compared to probabilistic attacks and can be very difficult
to defend against, as the Byzantine nodes are intentionally trying to appear normal
while causing disruptions.
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9.2.2 Existing Defense Schemes

There are a number of studies exploring various defense mechanisms in the
literature aimed at mitigating the impact of Byzantine attacks on the overall
system performance. They either directly identify and isolate Byzantine attackers
or design the system parameters to mitigate the effects of attacks on the system.
There are many promising methods for dealing with Byzantine attacks in net-
works, such as game-theoretic techniques [Liu et al., 2020], reputation-based
methods [Nadendla et al., 2014; Quan et al., 2022c], and machine learning
techniques [Yang et al., 2020]. Several consensus-based algorithms have been
used in decentralized fusion to improve their robustness under attack. Efforts
have been made to exclude nodes with significant deviations from consensus (e.g.
[Liu et al., 2012]) and to design network parameters to mitigate the impact of data
falsification attacks (e.g. [Kailkhura et al., 2017; Mustafa et al., 2021]).

The previously discussed works have made strides in improving the resilience
of systems against Byzantine attacks, however, they still have limitations in
detecting distributed attacks when a large number of sensor nodes are attacked.
Some works, such as Hashlamoun et al. [2017, 2018] and Zhang et al. [2018],
have successfully reduced the impact of Byzantine attacks on wireless sensor
networks (WSNs) even when the majority of sensors are malicious. There are
also some works that have used the idea of quickest change detection to detect
the presence of anomalous measurements due to the malicious sensors in the
networks. A model of quickest change detection problems was proposed to detect
the presence of Byzantines. The malicious behavior of Byzantines is characterized
by distributions before and after the change time (e.g. [Fellouris et al., 2017;
Huang et al., 2021]). Aside from works that deal with performance analysis and
robust design of networks with fixed sample sizes, there are also studies that deal
with performance analysis and robust design of networks with unknown sample
sizes, such as sequential hypothesis testing (e.g. [Wu et al., 2018; Li et al., 2021]).

In the literature, there appears to be a large body of literature on performance
analysis and robust design of networks that utilize data from all the sensors to
make final decisions under Byzantine attacks, while the literature on performance
analysis and the robust design of energy-efficient networks with an unknown
number of sensors still needs more effort on methods, such as censoring-based
schemes, ordered transmission-based schemes, and sleep scheduling algorithms.
The reduced number of sensors needed to reach a final decision appears to meet
the increasing demand for low-energy consumption and long-lasting WSNs for a
variety of applications. Compressed sensing is also an energy-efficient framework
in which data sent by the sensors is compressed using quantization and com-
pressed sensing. These energy-efficient frameworks are still under investigation
in terms of their robustness and their robust design in the context of error-prone
environments and under attacks. In the rest of this chapter, we will focus on one
promising framework which is ordered transmission-based framework.
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9.3 COT-Based System

The COT-based scheme was initially introduced by Blum and Sadler [2008].
In this scheme, the FC receives the log-likelihood ratios (LLRs) instead of raw
data from only a subset of sensors. This approach has been utilized in a wide
range of detection problems to enhance energy efficiency while preserving the
detection performance of networks. For instance, Rawas et al. [2011] applied
the OT-based framework to the detection of noncoherent signals. Hesham et al.
[2012] applied the OT framework to sequential detection problems. Chen et al.
[2020a, 2021] applied the OT framework to quickest change detection problem.
Gupta et al. [2020] applied the OT framework to energy-harvesting systems.
In addition, researchers have explored the use of the OT-based framework in
various applications beyond detection tasks for transmission-saving purposes. For
instance, Chen et al. [2020b] proposed a scheme that applies the idea of ordered
transmission to the gradient descent approach. This new scheme guarantees the
same order of convergence rate but with fewer transmissions. Yang et al. [2019]
applied the concept of ordered transmission to the discretized estimation problem
and demonstrated its ability to significantly decrease latency without deteriorat-
ing estimation accuracy. The above literature demonstrates the versatility and
efficiency of the OT-based framework in various applications.

In this section, the COT-based system proposed by Blum and Sadler [2008] is
discussed. An evaluation of such a system under Byzantine attacks, as well as a
discussion of possible defense strategies, will be conducted.

9.3.1 System Model of COT-Based System

To elucidate the basic concepts of COT schemes, a binary hypothesis testing
problem is considered. The observations at the N sensors in the system indicate
either the presence (1) or absence (0) of a phenomenon of interest (PoI).
In COT-based frameworks, only a subset of sensors needs to transmit their
LLRs to the FC. Once the FC gathers sufficient observations for a final
decision of desired quality, it broadcasts a stop signal to halt further sensor
transmissions for the current decision interval. Sensors that have not yet trans-
mitted reset their timers for the next decision interval upon receiving the stop
signal.

For sensor i ∈ {1, 2,… ,N}, its observation yi is modeled as

yi =
{

ni, under 0,

s + ni, under 1,
(9.1)

where ni is the Gaussian noise with zero mean and variance 𝜎2 and s is the signal
strength at each sensor. ni and s are assumed to be independent, and all the
observations are assumed to be independent and identically distributed (i.i.d)
conditioned on the hypotheses. Each sensor i ∈ {1, 2,… ,N} computes its LLR,
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which is given by Li = log
(

fYi
( yi|1)

fYi
( yi|0)

)
, and sends it to the FC. Here, fYi

( yi|h) is

the probability density function (PDF) of yi given hypothesis h, for h = 0, 1. The
sensors send their LLRs to the FC according to the magnitude of their respective
LLRs.1 Based on this setup, the optimal decision rule is expressed as [Blum and
Sadler, 2008]{∑k

i=1 L[i] > 𝜉 + (N − k)|L[k]|, decide 1,∑k
i=1 L[i] < 𝜉 − (N − k)|L[k]|, decide 0,

(9.2)

where 𝜉 = log
(
𝜋0
𝜋1

)
is the threshold used by the FC. L[i] is the ith largest LLR and

𝜋h = P(h) is the prior probabilities of hypothesis h for h ∈ {0, 1}.

9.3.1.1 Attack Model
One possible security threat for an OT-based framework in an error-prone
environment is the order altering Byzantine attack (OA-Byzantine attack) [Quan
et al., 2022a]. If attackers launch OA-Byzantine attacks, they can manipulate
both the order and the data in the binary hypothesis testing problem. We assume
that every sensor in the network has a probability 𝛼 of being OA-Byzantine (B)
and a probability 1 − 𝛼 of being honest (H). Additionally, OA-Byzantine sensors
are assumed to possess perfect knowledge of the underlying true hypothesis.2 If
sensor i ∈ {1, 2,… ,N} is OA-Byzantine, the falsified observation is expressed as

ỹi =
{

s + ni − D, under 1,

ni + D, under 0,
(9.3)

where D ∈ ℝ+ is the attack strength. The above attack strategy involves generating
falsified observations from an altered distribution, achieved by shifting the mean
of the original distribution, and it is commonly utilized and discussed in the litera-
ture [Zhang et al., 2014; Kailkhura et al., 2017]. If sensor i is honest, its observation
yi as given in Eq. (9.1).

9.3.2 Performance Analysis

The effect of OA-Byzantine sensors on the FC’s performance can be evaluated from
two perspectives: the system’s detection performance and the average percentage
of transmission savings.

1 Specifically, if |L[1]| > |L[2]| > · · · > |L[N]|, then the sensor with the largest absolute LLR
value, L[1], transmits first, followed by L[2], and so forth.
2 Although difficult to achieve in practice, considering this scenario is still useful as it illustrates
the worst-case impact of OA-Byzantines.
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9.3.2.1 Detection Performance
The following lemma stated in Quan et al. [2022a] always holds for COT-based
systems:

Lemma 9.1 Under the optimum Bayesian decision rule, the detection perfor-
mance remains the same whether or not the system uses the COT-based scheme
in the presence of OA-Byzantine sensors.

Lemma 9.1 establishes that the COT-based system can achieve equivalent
detection performance compared to the unordered system, irrespective of the
presence of OA-Byzantine sensors. Hence, to assess the detection performance
of the COT-based system under OA-Byzantine attacks, we analyze the detection
performance of the corresponding unordered distributed system. According to
Quan et al. [2022a], the detection probability PFC

d and false alarm probability PFC
f

at the FC of an OT-based system are given as

PFC
d =

2N∑
t=1

(1 − 𝛼)N−bt𝛼bt Q

(
𝜉 − (𝜇1)At√

N𝛽

)
(9.4)

and

PFC
f =

2N∑
t=1

(1 − 𝛼)N−bt𝛼bt Q

(
𝜉 − (𝜇0)At√

N𝛽

)
, (9.5)

respectively, where Q(.) is the tail distribution function of the standard normal
distribution. Here, 𝛽 = s2

𝜎2 and At is the tth subset of the set {1,… ,N}. The cardi-
nality of set At is denoted by bt, i.e. bt = |At|, and (𝜇h)At

= 𝜇h|At| + 𝜂h(N − |At|) for
h = 0, 1, where𝜇1 = −𝜇0 = s2

2𝜎2 , and 𝜂0 = −𝜂1 = s2−2Ds
2𝜎2 . The optimal attack strength

D∗ that attackers can adopt is given by [Quan et al., 2022a]

D∗ = s
2𝛼
, (9.6)

which indicates the attack strategy to blind the FC, i.e. achieving a probability of
error of 1/2 so that the FC does not derive any information from the observations.

9.3.2.2 Average Number of Transmissions Saved Under OA-Byzantine Attacks
In the COT-based system, the average number of transmissions (ANT) saved Nt
under OA-Byzantine attacks can be calculated as

Nt =
N∑

k=1
𝜋1 Pr (𝓁 ≥ k|1) + 𝜋0 Pr (𝓁 ≥ k|0), (9.7)

where 𝓁 is the minimum number of transmissions required to make a final deci-
sion without any loss of detection performance. Hence, to calculate Nt, we need to
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first calculate Pr (𝓁 ≥ k|h) for h = 0, 1. According to Quan et al. [2022a], we have

Pr (𝓁 ≥ k|h) = ELk−1

[
F|Lk−1|(Lk−1|h)N−k+1𝟏{}

N!
(N − k + 1)!

]
, (9.8)

where F|L|(li|h) = 𝛼
(

Q
(
−li−𝜂h√

𝛽

)
− Q

(
li−𝜂h√
𝛽

))
+ (1 − 𝛼)

(
Q
(
−li−𝜇h√

𝛽

)
− Q

(
li−𝜇h√

𝛽

))
is the cumulative distribution function (CDF) of |Li| for h = 0, 1, and 𝟏{}
is an indicator function that is equal to 1 if Lk−1 = {L1,L2,… ,Lk−1} lies in
the region 𝟏{} and equal to 0 otherwise. Here,  is a hyperplane with k − 1
dimensions formed by the intersection of three hyperplanes,  =  ∩  ∩,
where  =

{
Lk−1 ∶

∑k−1
i=1 Li ≤ 𝜉 + (N − k + 1)|Lk−1|},  = {Lk−1∶

∑k−1
i=1 Li ≥ 𝜉 −

(N − k + 1)|Lk−1|}, and  =
{

Lk−1∶|L1|> |L2|> · · ·> |Lk−1|}. The set  consists
of Lk−1 for which the FC is unable to determine hypothesis 1. Similarly, the set
 consists of Lk−1 for which the FC is unable to determine hypothesis 0. The set
 consists of Lk−1 such that L1,L2,… ,Lk−1 are ordered by magnitude.

For a given k, (9.8) can be numerically evaluated using the Monte Carlo
approach. However, when the number of sensors N increases, the Monte Carlo
approach requires a significant increase in the number of samples to accurately
evaluate (9.8). It can become quite time-consuming to obtain the ANT saved
under attack with a substantial number of sensors deployed in the network.
While, for sufficiently large values of N, the upper bound (UB) (given in (9.9))
and lower bound (LB) (given in (9.10)) for the ANT saved can be obtained [Quan
et al., 2022a].

Ns
U
=

N−1∑
k=1

1∑
h=0

𝜋h

[
Pr

(|L[k]| ≤ qU − 𝜉
N − k

|h

)
+ Pr

(|L[k]| ≤ 𝜉 − qL

N − k
|h

)
−Pr

(|L[k]| ≤ min
(qU − 𝜉

N − k
,
𝜉 − qL

N − k

) |h

)]
(9.9)

Ns
L
=

N−1∑
k=1

1∑
h=0

𝜋h

[
Pr

(|L[k]| < qL − 𝜉
(N − k)

|h

)
+ Pr

(|L[k]| < 𝜉 − qU

(N − k)
|h

)]
(9.10)

qL and qU in (9.9) and (9.10) are given as qL = −
[∑

(ai − k∕N)2N𝜁2
h

] 1
2 + k𝛿h

and qU =
[∑

(ai − k∕N)2N𝜁2
h

] 1
2 + k𝛿h, respectively. Here, the value of ai for

i = 1, 2,… ,N changes with the value of k, that is ai = 1 if i ≤ k and ai = 0 if i > k.
𝛿h and 𝜁2

h are given as 𝛿h = 𝛼𝜂h + (1 − 𝛼)𝜇h and 𝜁2
h = 𝛽 + 𝛼𝜂2

h + (1 − 𝛼)𝜇2
h − 𝛿

2
h,

respectively. Since the pdf of f|L[k]|(l[k]|h) is

f|L[k]|(l[k]|h) =

{
fL[k]

(l[k]|h) − fL[k]
(−l[k]|h), if l[k] ≥ 0,

0, if l[k] < 0,
(9.11)
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where fL[k]
(l[k]|h) = NfL(l[k]|h)

(
N−1
k−1

)
FL(l[k]|h)(N−k)(1 − FL(l[k]|h))(k−1) and

fL(li|h) = 𝛼 (𝜂h, 𝛽) + (1 − 𝛼) (𝜇h, 𝛽), we are able to compute Pr
(|L[k]|<W |h

)
for W ∈

{
qU−𝜉
N−k

,
𝜉−qL
N−k

,min
(

qU−𝜉
N−k

,
𝜉−qL
N−k

)
,

qL−𝜉
N−k

,
𝜉−qU
N−k

}
in (9.10) and (9.9), which is

given as Pr
(|L[k]| < E|h

)
= ∫

E
−E f|L[k]|(l[k]|h)dl[k].

9.4 CEOT-Based System

In this section, we discuss another OT-based framework, called CEOT-based
scheme. It was first proposed by Sriranga et al. [2018] where sensors transmit
binary decisions instead of LLRs to the FC. The performance of the CEOT-based
system under two types of Byzantine sensors was evaluated: decision-falsifying
(DF-Byzantine) sensors, which perform pure decision-flipping, and OA-Byzantine
sensors, which not only flip decisions but also change the transmission order.

To demonstrate the basic concepts of CEOT-based schemes, we again consider
a binary hypothesis testing problem. Based on the local observations {yi}N

i=1,
each sensor i ∈ {1,… ,N} makes a binary decision 𝑣i ∈ {0, 1} regarding the true

hypothesis using the LLR test Li

𝑣i=1
≷
𝑣i=0

log
(
𝜋0
𝜋1

)
. Notably, sensor transmissions

remain ordered according to the magnitude of their LLRs. Specifically, if the
magnitudes of the LLRs are sorted as |L[1]| > |L[2]| > · · · > |L[N]|, the sensors
send their local binary decisions to the FC in the order of 𝑣[1], 𝑣[2],… , 𝑣[N]. Note
that 𝑣[k] is the kth transmitted local decision which comes from the sensor with
the kth largest LLR magnitude.

Thus, the optimal decision rule is given by [Sriranga et al., 2018]{∑k
i=1 𝑣[i] ≥ T, decide 1,∑k
i=1 𝑣[i] < T − (N − k), decide 0,

(9.12)

which follows the T out of N counting rule.

9.4.1 Attack Model

Two possible types of security threats are considered in this framework:
DF-Byzantine attacks and OA-Byzantine attacks. In the former, the Byzantine
sensors perform pure decision flipping, while in the latter, the sensors not only
alter decisions but also alter the sequence of the transmitted decisions. Each
sensor is assumed to have a probability 𝛼 of being a Byzantine sensor, and the
Byzantines are assumed to possess perfect knowledge of the underlying true
hypothesis.
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● DF-Byzantine attacks For a DF-Byzantine sensor i ∈ {1, 2,… ,N}, we have{
𝑣i = 1 − xi, with probability 𝛼p,
𝑣i = xi, with probability 1 − 𝛼p,

(9.13)

where xi represents the actual local decision made by sensor i, 𝑣i represents the
local decision transmitted to the FC by sensor i and p is the probability that the
sensor i flips its local decisions. If sensor i is honest, xi is the same as 𝑣i.

● OA-Byzantine attack Attackers falsify data in the same way as stated in
Section 9.3.1.

9.4.2 CEOT-Based System with DF-Byzantines

The performance of the CEOT-based system with DF-Byzantine sensors is
analyzed in terms of the detection performance and the number of transmissions
saved in the network. Next, we will first discuss the detection performance under
DF-Byzantine attacks, and subsequently evaluate and analyze the number of
transmissions saved.

9.4.2.1 Detection Performance
The following lemma stated in Quan et al. [2023] always holds for the CEOT-based
scheme under DF-Byzantine attacks:

Lemma 9.2 When the FC follows the Bayesian decision rule, the detection per-
formance of systems with and without the use of the CEOT-based scheme is the
same in the presence of data falsification attacks.

The lemma shows that the CEOT-based system can achieve equivalent detection
performance under DF-Byzantine attacks as an unordered system. Thus, the detec-
tion performance of the CEOT-based system under DF-Byzantine attacks can be
evaluated by analyzing the detection performance of the corresponding unordered
system. The detection probability PFC

d,CEOT and the false alarm probability PFC
f ,CEOT

of the FC are respectively given below as (see [Quan et al., 2023])

PFC
d,CEOT =

N∑
i=T+1

(N
i

)
Q

(
𝜉 − 𝜇1√

𝛽

)i[
1 − Q

(
𝜉 − 𝜇1√

𝛽

)]N−i

(9.14)

and

PFC
f ,CEOT =

N∑
i=T+1

(N
i

)
Q

(
𝜉 − 𝜇0√

𝛽

)i[
1 − Q

(
𝜉 − 𝜇0√

𝛽

)]N−i

. (9.15)

The optimal threshold T∗ that can be utilized by the FC is given by

T∗ =
[

log
(
𝜋0

𝜋1

)
+ N log

(1 − 𝜋̃1,0

1 − 𝜋̃1,1

)]
∕ log

(
𝜋̃1,1(1 − 𝜋̃1,0)
𝜋̃1,0(1 − 𝜋̃1,1)

)
. (9.16)
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9.4.2.2 Average Number of Transmissions Saved Under DF-Byzantine Attacks
Let 𝓁L = arg min

1≤k≤N

{∑k
i=1 𝑣[i] ≥ T

}
and 𝓁U = arg min

1≤k≤N

{∑k
i=1 𝑣[i] < T − (N − k)

}
define the minimum number of transmissions required to decide 1 and 0,
respectively, under DF-Byzantine attacks. Then, the ANT saved when the FC
decides 1 is expressed as [Quan et al., 2023]

Ns,1(𝛽) = E(N − 𝓁L) =
N∑

k=1
(N − k)P(𝓁L = k) (9.17a)

≥

⌈T⌉+𝛽∑
k=1

(N − k)P(𝓁L = k) (9.17b)

≥ (N − ⌈T⌉ − 𝛽)P(𝓁L ≤ ⌈T⌉ + 𝛽), (9.17c)

where ⌈T⌉ denotes the ceiling function, which rounds up T to the closest
integer that is greater than or equal to T. In going from (9.17a) to (9.17b),
some positive terms are dropped. To tighten the LB, an appropriate 𝛽 should be
selected since the difference between the actual ANT saved and its LB depends
on the omitted terms. According to the definition of 𝓁L, P(𝓁L ≤ ⌈T⌉ + 𝛽) in
(9.17c) can be expressed as P(𝓁L ≤ ⌈T⌉ + 𝛽) = Pr

(∑⌈T⌉+𝛽
k=1 𝑣[k] ≥ T

)
. Further-

more, (9.17c) can be lower bounded by Ns,1(𝛽)L = (N − ⌈T⌉ − 𝛽)P(∑⌈T⌉+𝛽
k=1 𝑣[k] ≥

T|∑⌈T⌉+𝛽
i=1 𝑣[i] ≥ T,1)𝜋1 due to the fact that any extra condition added will

maintain or reduce the probability. When a sufficiently large signal is considered,
P
(∑⌈T⌉+𝛽

k= 1 𝑣[k] ≥ T|∑⌈T⌉+𝛽
i= 1 𝑣[i] ≥ T,1

)
=
∑𝛽

i=0

(⌈T⌉+𝛽
i

)
(𝛼p)i(1 − 𝛼p)⌈T⌉+𝛽−i as

given in Quan et al. [2023]. Similarly, for an adequately large signal, the ANT
saved when the FC decides 0 is expressed as

Ns,2(𝛽) ≥ (⌈T⌉ − 𝛽)P(N−⌈T⌉+𝛽∑
k=1

𝑣[k] < 𝜅|N−⌈T⌉+𝛽∑
i=1

𝑣[i] < T,0

)
𝜋0 = Ns,2(𝛽)L,

(9.18)

where ⌊T⌋ denotes the floor function, which rounds down T to the nearest
integer that is less than or equal to it. We can easily obtain P

(∑N−⌈T⌉+𝛽
k=1 𝑣[k] <

𝜅|∑N−⌈T⌉+𝛽
i=1 𝑣[i] < T,0

)
=
∑⌊T⌋−⌈T⌉+𝛽

i=0

(
N−⌈T⌉+𝛽

i

)
(𝛼p)i(1 − 𝛼p)N−⌈T⌉+𝛽−i, where

𝜅 = T − (⌈T⌉ − 𝛽). Hence, a tight LB can be found by solving the following
optimization problem:

max
𝜷

Ns,1(𝛽)L + Ns,2(𝛽)L (9.19a)

s.t. 0 ≤ 𝛽 ≤ min (N − ⌈T⌉, ⌈T⌉) (9.19b)

𝛽 ∈ ℤ, (9.19c)

where ℤ denotes the set of integers. The constraint in (9.19b) arises because the
upper index of the summations in the expressions for Ns,1(𝛽)L and Ns,2(𝛽)L must
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be less than or equal to N. Even though the optimization problem in (9.19) is a
non-convex optimization problem, the optimal solution can be obtained by ana-
lyzing the property of its objective function and the corresponding discussion can
be found in Quan et al. [2023].

9.4.3 CEOT-Based System with OA-Byzantines

9.4.3.1 Detection Performance
Similar to the case of DF-Byzantine system, the CEOT-based system achieves
the same detection performance as the corresponding unordered system
under OA-Byzantine attacks. To evaluate the detection performance of
the CEOT-based system under OA-Byzantine attacks, we can analyze the
detection performance of the corresponding unordered distributed system.
According to Quan et al. [2022a], the detection probability PFC

d,CEOT and the
false alarm probability PFC

f ,CEOT of a CEOT-based system are, respectively,

given by PFC
d,CEOT =

∑N
i=T

(
N
i

)
𝜋i

1,1𝜋
N−i
0,1 and PFC

f ,CEOT =
∑N

i=T

(
N
i

)
𝜋i

1,0𝜋
N−i
0,0 , where

𝜋1,h = P(𝑣i = 1|h) = 𝛼Q
(
𝜉−𝜂h√
𝛽

)
+ (1 − 𝛼)Q

(
𝜉−𝜇h√
𝛽

)
.

9.4.3.2 Average Number of Transmissions Saved Under OA-Byzantine Attacks
Let Ns,CEOT denote the ANT saved in the CEOT-based scheme given as

Ns,CEOT = E(N − 𝓁) =
N∑

k=1
(N − k)Pr (𝓁 = k) =

N−1∑
k=1

Pr (𝓁 ≤ k). (9.20)

Here, 𝓁 is again the minimum number of transmissions required to reach a
final decision with desired accuracy. Since computing Pr (𝓁 ≤ k) is intractable, we
instead derive the UB and LB of Ns,CEOT . Let Λ =

∑N
i=1 𝑣i denote the global statistic

of the distributed unordered system. Note that the final decisions of the system,
whether ordered or unordered, remain the same under OA-Byzantine attacks.
Consequently, Λ < T indicates that there exists an 𝓁 such that

∑𝓁
i=1 𝑣[i] < T −

(N − 𝓁), while Λ ≥ T indicates that there exists an 𝓁 such that
∑𝓁

i=1 𝑣[i] ≥ T.
To determine the LB and UB of Ns,CEOT , we consider the worst-case and best-case
scenarios, respectively. They are shown as the following [Quan et al., 2022a]:

● The worst case: To determine the maximum𝓁 required to reach a final decision
based on a set of local decisions {𝑣i}N

i=1. In this case, there are two possibilities
that need to be considered: (i) Λ < T; (ii)Λ ≥ T. Given Λ < T, the worst-case
scenario would be if the local decisions are ordered in descending magnitude, i.e.

|r[1]| ≥ |r[2]| · · · ≥ |r[N]|, (9.21)
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where r[k] ∈ {0, 1} is the kth largest local decision.3 Similarly, given Λ ≥ T, the
worst-case scenario would occur if

|r(1)| ≤ |r(2)| · · · ≤ |r(N)|, (9.22)

where z(k) ∈ {0, 1} is the kth smallest local decision. Note that r[k] and z(k) are
not the same as 𝑣[k]. The values 𝑣[1], 𝑣[2],… , 𝑣[N] are ordered by the magnitude
of their corresponding LLRs, while r[1], r[2],… , r[N] (or r(1),… , r(N)) are ordered
by the magnitude of local decisions.

● The best case: To determine the minimum 𝓁 required to reach a final decision
based on a set of local decisions {𝑣i}N

i=1. We still need to consider two possibili-
ties: (i) Λ < T; (ii)Λ ≥ T. The best-case scenario when Λ < T would occur if the
magnitude of local decisions are ordered as (9.22). The best case given Λ ≥ T
would occur if the magnitude of local decisions are ordered as (9.21).

Hence, the UB N
U
s,CEOT and the LB N

L
s,CEOT are given by [Quan et al., 2022a]

N
U
s,CEOT =

1∑
h=0

N−1∑
k=1
𝜋h

[
P
(
𝓁0 ≤ k|Λ ≥ T,h

)
P(Λ ≥ T|h)

+ P
(
𝓁1 ≤ k|Λ < T,h

)
P(Λ < T|h)

]
, (9.23)

N
L
s,CEOT =

1∑
h=0

N−1∑
k=1
𝜋h

[
P
(
𝓁1 ≤ k|Λ ≥ T,h

)
P(Λ ≥ T|h)

+ P
(
𝓁0 ≤ k|Λ < T,h

)
P(Λ < T|h)

]
, (9.24)

where P(Λ ≥ T|h) =
∑N

i=T

(
N
i

)
𝜋i

1,h𝜋
N−i
0,h , P(Λ < T|h) = 1 − P(Λ ≥ T|h), and

P
(
𝓁0 ≤ k|Λ ≥ T,h

)
=

N−T∑
i=0

(N
i

)
𝜋i

0,h𝜋
N−i
1,h , (9.25)

P
(
𝓁1 ≤ k|Λ ≥ T,h

)
=

min (N−T,k−T)∑
i=0

(N
i

)
𝜋i

0,h𝜋
N−i
1,h , (9.26)

when k ≥ T, and

P
(
𝓁1 ≤ k|Λ < T,h

)
=

T−1∑
i=0

(N
i

)
𝜋i

1,h𝜋
N−i
0,h , (9.27)

P
(
𝓁0 ≤ k|Λ < T,h

)
=

min (T−1,k−(N−T+1))∑
i=0

(N
i

)
𝜋i

1,h𝜋
N−i
0,h , (9.28)

3 Λ < T implies that the total number of “1”s is less than T.
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when k > N − T. Here, 𝓁0 and 𝓁1 represent the minimum number of transmis-
sions required to reach a final decision for local decisions ordered in descending
and ascending order, respectively.

9.5 Comparison of COT-Based and CEOT-Based
Systems Under Attack

In this section, we compare the performance of COT-based and CEOT-based
systems under OA-Byzantine and DF-Byzantine attacks. Some simulation
results regarding the performance of the OT-based systems under attacks are
presented below.

9.5.1 Effect of OA-Byzantine Attacks on the COT-Based
and CEOT-Based Systems

Figure 9.1 demonstrates that, for the same attack parameters, the CEOT-based sys-
tem demonstrates greater resilience to OA-Byzantine attacks than the COT-based
system with respect to error probabilities. It shows that the quantization proce-
dure in OT-based frameworks improves the robustness of OT-based frameworks.
Figure 9.2 displays the nature of the average percentage of transmission savings
with respect to the attack parameter D. Initially, the average percentage of trans-
mission savings decreases as D increases. However, with further increases in D, the
FC begins to make more erroneous decisions, resulting in a decrease in the num-
ber of transmissions needed to reach a final decision and an increase in savings.
We can observe the existence of a minimum average percentage of transmission
savings, which corresponds to the optimal attack strength D∗ obtained from (9.6).
The LB obtained from (9.10) and the UB obtained from (9.9) are also shown in
Figure 9.2, and they track the changes in the actual saved ANT. The LB performs
better in tracking changes compared to the UB, allowing us to infer the optimal
attack strategy for the attacker, i.e. the value of D that the attacker will use to cause
the most damage to the system. The UB, on the other hand, offers insights into the
maximum number of transmissions saved on average in the network and alerts us
to the presence of outliers.4 These trends give us an insight into how to improve
the system’s robustness. Figure 9.3 shows that OA-Byzantine sensors can have less
impact on the final decision-making in the CEOT-based system. As D increases
sufficiently, Byzantine sensors are most likely to provide the first several local deci-
sions received by the FC. This scenario represents the worst-case performance of
the system. As D continues to increase, the influence of Byzantine sensors on the
number of transmissions saved in the network does not increase further, due to

4 For example, if the ANT saved exceeds the maximum value of the UB, it indicates potential
outliers where data significantly deviates from the actual, suggesting attackers are employing an
excessively large value of D.
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Figure 9.1 Pe as a function of D in the COT-based system and the CEOT-based system
when N = 300, 𝜎2 = 1, s = 3 and 𝜋1 = 𝜋0 = 0.5. Source: Adapted from Quan et al. [2022a].
Please see the online version for the colored version of the figure.
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the quantization of LLRs, thereby mitigating their effects on the system. By com-
paring Figure 9.3a,b, we can also observe that the LB obtained in (9.24) becomes
tighter as the signal strength s increases.

9.5.2 Effect of DF-Byzantine Attacks on the CEOT-Based System

Figure 9.4 shows that the optimal threshold T∗ obtained from (9.16) results
in the lowest possible error probability for the system.5 Additionally, it can be

5 The threshold closest to the optimal threshold T∗ is 49.5 in Figure 9.4 when 𝜋1 = 0.5 and
𝜋1 = 0.3.
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observed that both the CEOT-based and unordered systems exhibit identical error
probabilities for the given parameter values. This finding aligns with Lemma 9.2.
In Figure 9.5, we can observe that a relatively tight UB is obtained compared with
the UB obtained in the past work [Sriranga et al., 2018] for the average fraction
of the number of transmissions required in the CEOT-based system. The effect of
different values of prior probability and T on the performance of the CEOT-based
system is shown in Figure 9.6. From Figure 9.6, it is evident that as T approaches
T∗ (approximately N∕2), the system tends to require the maximum number of
transmissions in the network when both hypotheses have prior probabilities of
0.5. However, variations in the prior probabilities can influence the optimal T
that minimizes transmissions. A smaller T increases the transmissions needed
for deciding 0 but reduces those for deciding 1. With a lower 𝜋1 < 0.5, the
likelihood of the FC deciding 0 increases. Consequently, a system using T = 29.5
requires more transmissions compared to one using T = 49.5, given 𝜋1 = 0.3.
Thus, the ANT needed is related to the prior probabilities of hypotheses in the
system. According to Figures 9.4 and 9.6, it’s possible to save transmissions
while ensuring the quality of decisions by designing an appropriate threshold
at the FC.
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9.5.3 Discussion

In this section, we presented simulation results illustrating the impact of
OA-Byzantine attacks on both the COT-based and CEOT-based systems, as well
as the effect of DF-Byzantine attacks specifically on the performance of the
CEOT-based system. These performance comparisons provide valuable insights
into the design of robust OT-based systems. For example, CEOT-based systems
exhibit greater resilience to both OA-Byzantine and DF-Byzantine attacks com-
pared to COT-based systems. By designing appropriate thresholds, CEOT-based
systems can minimize the impact of both types of attacks on system performance.
When implementing an OT-based system to optimize network transmissions,
careful consideration of these factors is essential.

9.6 Conclusion

This chapter discussed several energy-efficient OT-based schemes for distributed
detection in the presence of Byzantine attacks. It has been assumed in the past
that OT-based framework operates in an attack-free environment. The designs
for optimal decision fusion rules at the FC were discussed, and they were found
to be highly effective under this assumption. However, some of the assumptions
made in those works may be violated in the presence of attacks. In this chapter, the
effect of Byzantine attacks on the performance of the COT-based system and the
CEOT-based system were investigated in Sections 9.3 and 9.4. Moreover, a compar-
ison of the resilience of CEOT-based and COT-based systems was made in Section
9.5, shedding light on how to employ OT-based frameworks in an attack-prone
environment. Some possible countermeasures to mitigate the impact of Byzantines
on OT-based systems were also discussed.

There are many open and challenging problems remain and require further
research. For instance, analyzing the performance of the OT-based schemes with
non-i.i.d. assumption under attacks is a very difficult problem. Designing robust
OT-based schemes in distributed detection is also challenging since a fraction of
multiple sensor data information is lost. Additionally, balancing energy efficiency
and security in distributed systems is an open question. There are also some other
promising energy-efficient schemes proposed in the literature (e.g. OT-based
energy harvesting scheme [Gupta et al., 2020], censoring-based scheme [Gu et al.,
2020]) by not receiving data from all the sensors all the time, which makes it
difficult for the traditional intrusion detection systems to track the identity of each
sensor in the networks. Therefore, further work on robust and energy-efficient
schemes will be valuable.
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