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Abstract

Detecting money laundering in financial transaction data is a task where graph neural networks (GNNs)
have shown strong potential. Such data is naturally represented as a directed multigraph, since two
accounts, each represented as a node, may exchange many separate payments, each forming a distinct
edge with its own amount, currency, and timestamp. Preserving these parallel edges, rather than
collapsing them into a single connection, retains the fine-grained structure that allows for distinguishing
laundering behaviour from ordinary activity. Yet these models also introduce a new vulnerability, as an
adversary could manipulate the transaction graph to alter the neighbourhood of a suspicious account
such that the GNN misclassifies it as benign. Existing adversarial robustness research operates on the
adjacency matrix, which records at most one edge per node pair and therefore cannot represent the
parallel transactions between two accounts that this task depends on. Multigraph GNNs therefore lack
both a framework for evaluating robustness under structural perturbations and defences against such
perturbations.

This thesis extends adversarial robustness analysis to multigraph GNNs through three contributions.
First, it reformulates GNN message passing and attack optimisation over the incidence matrix instead
of the adjacency matrix, yielding the first gradient-based structural attack that retains multi-edge
structure. Second, it introduces unnoticeability loss terms that constrain perturbations to maintain the
graph'’s statistical fingerprint, including the frequency of characteristic patterns such as short transaction
cycles, keeping the attack statistically plausible and unnoticeable at the macro level. Third, it scales the
framework to large networks with projected randomised block coordinate descent. On the IBM synthetic
anti-money laundering dataset, learned attacks substantially reduce detection accuracy compared to
non-learnable perturbations, and adversarial training recovers robustness, showing that multigraph
GNNss are both vulnerable to structural manipulation and defensible against it.
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Introduction

Financial institutions are legally required to detect money laundering, the practice of moving the
proceeds of illegal activity through sequences of transactions to disguise their origin. Estimates place the
annual volume of laundered funds between 2% and 5% of global GDP, equivalent to hundreds of billions
of US dollars [16]. Transaction volumes make manual review of suspicious activity infeasible [1], and
automated detection systems are therefore essential for regulatory compliance and financial security.

Financial transaction data is naturally graph-structured, where accounts can be represented as nodes
and each individual transaction as an edge between the two accounts involved. The same pair of
accounts may exchange many separate payments over time, so transaction graphs are multigraphs,
graphs in which multiple edges can connect the same pair of nodes. This structure matters for detection
because a simple graph, which allows at most one edge per node pair, collapses all transactions between
two accounts into a single connection, discarding individual amounts, timestamps, and currencies. A
multigraph retains each transaction as a distinct edge, preserving the parallel-edge structure, along
with the per-transaction attributes, that a collapsed representation would discard [5].

Graph neural networks (GNNSs) are machine learning models that learn a representation for each node
by aggregating information from its graph neighbours [13, 17, 20, 10]. Applied to transaction data, a
GNN assigns each account a feature vector encoding not only the account’s own attributes but also the
transactional context of its neighbourhood, capturing structural signatures of laundering behaviour
such as smurfing and circular fund flows [11]. Recently, specialised GNN architectures have been
developed for financial transaction multigraphs [3, 4] and demonstrate higher F1 scores than standard
GNNs on anti-money laundering (AML) detection tasks [5, 1].

Despite this strong performance, GNN-based detection systems introduce a new risk. An adversary who
can probe the model may manipulate the transaction graph to evade detection. By redirecting payments
to different counterparties, the adversary can alter the neighbourhood of a suspicious account so that
the GNN assigns it a benign label. This manipulation strategy, an adversarial structural perturbation,
has been shown to degrade GNN accuracy substantially even when the number of modified edges is
small [19, 21, 7, 9]. In the AML context, a successful perturbation could allow laundering activity to
pass undetected at scale.

Prior adversarial robustness research on GNNs operates on the adjacency matrix [19, 21, 7, 9, 12], which
records at most one edge per node pair and therefore cannot represent the parallel edges between the
same node pair that characterise a multigraph. Consequently, the robustness of multigraph GNNs
remains unexplored, with no attacks that operate on the multigraph’s structure and no defences against
them.

This thesis extends adversarial robustness analysis to multigraph GNNSs. The core contribution is an
adversarial robustness framework for multigraph GNNSs, presented as a scientific paper in Chapter 3.
Three contributions make up the framework:

1. We develop the first gradient-based structural attack method for multigraph GNNs, reformulating



GNN message passing and attack optimisation using the incidence matrix rather than the adjacency
matrix, enabling gradient-based optimisation over a continuously relaxed incidence matrix that
retains multi-edge structure.

2. We introduce unnoticeability loss terms that constrain adversarial perturbations to preserve the
multigraph’s macro-level statistical fingerprint, in particular the frequency of short transaction
cycles. Adversarial attacks must be unnoticeable to be effective, since a defender who spots the
perturbation can neutralise the attack without engaging the GNN at all [12]. In the graph domain,
unnoticeability requires numerical measures. Cycle-count statistics serve as such a measure,
keeping the attack statistically plausible and undetectable at the macro level.

3. We scale the framework to large financial networks using projected randomised block coordinate
descent (PR-BCD) adapted to the incidence-matrix setting, and demonstrate that adversarial
training can harden multigraph GNNs against the proposed structural attacks.

All three contributions operate on graph structure alone: the attack rewires transaction targets while
holding node and edge features fixed.

The broader importance of this work lies in its direct connection to financial integrity. Money laundering
enables and sustains a wide range of serious crimes by obscuring the origin of illicit funds. Detection
systems that can be bypassed by a knowledgeable adversary provide a false sense of security, allowing
laundering activity to continue at scale. Studying attacks on GNN-based AML systems is therefore not
an end in itself, but the necessary first step toward building detection systems whose robustness can be
tested and verified. The adversarial training results in this thesis show that multigraph GNNSs can be
hardened against structural attacks, pointing toward systems that remain reliable even under active
adversarial pressure.

Chapter 2 builds the technical background required to follow the scientific paper. It begins with the
fundamentals of deep learning and neural networks, then introduces graph neural networks and builds
up to the Graph Isomorphism Network (GIN), the architecture evaluated throughout the paper. The
chapter closes with adversarial robustness on graphs, covering the threat model, the projected gradient
descent (PGD) and PR-BCD attack methods, and adversarial training as a defence. Chapter 3 presents
the scientific paper that develops and evaluates the adversarial robustness framework for multigraph
GNNs, the core contribution of this thesis.



Background

This chapter builds the technical foundation needed to follow Chapter 3. It covers three areas in
sequence. The first section introduces neural networks and the gradient-based optimisation used to train
them. The second builds up the graph neural network framework, from basic graph definitions to the
Graph Isomorphism Network (GIN). The third covers adversarial robustness of graph neural networks,
introducing the threat model that defines how an attacker may act and the gradient-based methods
used to find structural perturbations on simple graphs, closing with adversarial training as a strategy for
hardening models against such perturbations. A final section presents the money laundering patterns
that the detection task in Chapter 3 targets, connecting the technical machinery to the financial problem
it serves.

2.1. Deep Learning & Neural Networks

A neural network is built from learned layers stacked in sequence. This section introduces the multilayer
perceptron and the gradient-based optimisation used to train it.

2.11. Neural Networks and Multilayer Perceptrons
A neural network is a function composed of multiple layers, each applying a learned linear transformation
followed by a fixed non-linear activation. Given an input vector x € RY, a single layer produces an
output

h=0(Wx +Db), 2.1)

where W € R¥*? is a weight matrix, b € R? is a bias vector, and ¢ is a non-linearity applied element-wise.
One common choice of non-linearity is the rectified linear unit ReLU(z) = max(0, z), the activation used
throughout Chapter 3. A multilayer perceptron (MLP) stacks L such layers in sequence, with the output
of each layer serving as the input to the next:

RO =y,  BO= a(w“>h“-l> + b“’)) . f=1,...,L 2.2)

The final output h'V is the network’s prediction. The weight matrices and biases are collectively the
model’s parameters 6, which are learned from data as described in Section 2.1.2. In Chapter 3, an MLP
appears inside each layer of GIN, transforming aggregated node representations into updated ones
(Section 2.2.5).

2.1.2. Training

A network’s parameters are adjusted to minimise a loss function Ls(i, y) that measures the discrepancy
between the model’s predictions # and the ground-truth labels y. A common choice for binary prediction
tasks is binary cross-entropy (BCE). For a predicted probability p € [0,1] and a true label y € {0, 1},

BCE(y, p) = —[ylogp + (1 — y)log(1 - p)], (2.3)
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which is low when p is close to ¥ and high otherwise. For multi-label classification, where each node
carries several independent binary labels, the total loss sums BCE over all labels and all labelled nodes.

The standard optimisation method is gradient descent. Starting from an initial parameter vector, each
update step moves 0 in the direction that most reduces the loss,

0—0- n V@Lds, (2.4)

where 1 > 0 is the learning rate (step size) and VgL is the gradient of the loss with respect to 9,
computed via backpropagation. In practice, gradients are estimated on small random subsets of training
examples, a variant known as stochastic gradient descent.

This same mechanism underpins both model training and adversarial attacks. In both cases, gradient-
based optimisation adjusts variables to minimise a loss, differing only in what is being optimised.

2.2. Graph Neural Networks

Graph neural networks learn representations over graph-structured data by propagating information
along edges. This section builds from the basic definition of a graph to the message passing framework
common to most GNN architectures, and then to the Graph Isomorphism Network, a specific architecture
with strong theoretical expressiveness.

2.2.1. Graphs

A graph G = (V,E) consists of anode set V = {v1,...,v,} of size n and an edge set & €V X V. The
graph’s topology is encoded by the adjacency matrix A € {0,1}"*", where A;; = 1if an edge from v; to
vj exists and A;; = 0 otherwise. Each node carries a feature vector, collected into a node feature matrix

X € R™4, where row i is the initial representation hgo) € R? of node v;. The set of nodes directly
connected to a node v; is its neighbourhood N (v;).

These definitions apply to simple graphs, in which at most one edge connects each ordered node pair. The
article in Chapter 3 operates on multigraphs: graphs in which multiple distinct edges may connect the
same pair of nodes. In the financial transaction setting, each edge represents one individual payment,
so parallel edges between the same account pair carry transaction-level information, such as amounts,
timestamps, and frequencies, that a single adjacency-matrix entry cannot preserve. Figure 2.1 illustrates
this distinction.

A multigraph is instead represented by its incidence matrix B € R, with one row per node and one
column per edge. Each column marks the source and target of a single edge, so parallel edges between
the same node pair occupy separate columns and stay distinct, where a single adjacency entry would
merge them. Because every individual edge is addressable, a structural perturbation can be written as a
continuous, differentiable change to B. Standard GNN attacks operate directly on the adjacency matrix
A and so cannot be applied to the per-edge multigraph formulation; Chapter 3 builds its attack on the
incidence matrix to address this incompatibility.

Simple graph Multigraph

O/O\ Q/%Q

Figure 2.1: Simple graph vs. multigraph. Left: a simple graph allows at most one directed edge per ordered pair of nodes. Right:

a multigraph allows parallel edges, so a pair of nodes can be connected by several distinct edges at once. Collapsing parallel
edges into a single weighted edge would discard per-edge information. Preserving each edge explicitly retains it.
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2.2.2. Message Passing

The message passing framework provides a unified view of GNN architectures. At each layer k, every
node collects the representations of its neighbours, aggregates them into a single vector, and updates
its own representation. Informally, each node listens to its neighbours, summarises what it hears, and
updates itself. Formally,

¥ = UPDATE(hS,"‘”, AGGREGATE ({h*™" : u e N(v)})). 2.5)

Because N(v) has no natural ordering, AGGREGATE must be permutation-invariant, meaning it returns

the same result regardless of the order in which neighbours are processed. Common choices are sum,

mean, and element-wise maximum. Figure 2.2 shows one round of message passing for a single node.
Before (layer k—1) After (layer k)

k=1 k-1
Qx Qx

‘ AGGREGATE
+ UPDATE
hg}k—l)

k k-
hg)) = ZueN(v) hg Y

k-1 k-1 k-1
Iy " iy " Iy "

k—
ni

Figure 2.2: One round of message passing for node v. Left: the node and its three neighbours carry representations from layer
k—1. Right: each neighbour sends its representation as a message (dotted arrow matching the neighbour’s colour) to v. These
messages are aggregated (e.g., by summation) and combined with v’s own previous representation to produce its updated
representation, shown as a blend of the neighbours’ colours. Repeating this for K layers gives each node a representation
summarising its K-hop neighbourhood.

The three components serve distinct roles. AGGREGATE collects neighbour representations into a
single vector. UPDATE combines this aggregated message with the node’s own previous representation.
For graph-level tasks, a READOUT operation pools all node representations into a single graph-level
vector. Since the paper focuses on node-level prediction, this operation is not developed further here.

After K layers, each node’s representation h(vK) summarises the structure and features within its K-hop
neighbourhood. GIN, introduced in Section 2.2.5, is a specific GNN architecture with a provably
expressive aggregation function.

2.2.3. Inductive vs. Transductive Setting

GNNs can operate in two settings that differ in what information is available at training time. In the
transductive setting, all nodes are present in the graph during training, even those whose labels are
withheld as a test set. The model can therefore exploit the structural position of unlabelled nodes even
before their labels are observed.

In the inductive setting, test nodes are completely unseen during training. The model must generalise
from representations learned on the training subgraph to nodes it has never encountered. This reflects
realistic financial monitoring, where new accounts appear after the model is deployed and must be
classified without retraining. Figure 2.3 contrasts the two settings.

The paper operates in the inductive setting. Models are trained on a subset of transaction networks
and evaluated on entirely separate, unseen networks, reflecting the realistic scenario where a deployed
model must generalise to transaction patterns it has never encountered during training.

2.2.4. Neighbourhood Sampling

Full-graph message passing requires loading the entire neighbourhood of every node into memory at
each training step. For a K-layer GNN, the receptive field of a single node expands exponentially with
depth, making this approach infeasible on large graphs.

Neighbourhood sampling bounds this cost by fixing a maximum fan-out S: at each GNN layer, only a
randomly drawn subset Ns(v) € N(v) of at most S neighbours is used. A mini-batch is formed by first
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a) Inductive setting b) Transductive setting

"z
.

Test graph

Training graphs

Figure 2.3: Inductive vs. transductive setting, from Prince [15]. In the inductive setting (a), the test graph is entirely absent during
training. The model must generalise to completely unseen graph structures. In the transductive setting (b), all nodes appear in
the same graph during training, including unlabelled test nodes, giving the model access to their structural position. The paper
uses the inductive setting, which reflects the realistic scenario where the model is evaluated on entirely separate, unseen
transaction networks.

sampling a set of target nodes, then tracing back through K rounds of neighbourhood sampling to
collect the nodes needed to compute their representations. The GNN forward pass, loss computation,
and parameter update all operate on this subgraph, keeping memory requirements independent of the
global graph size [10]. Figure 2.4 illustrates the principle.

1. Sample neighborhood 2. Aggregate feature information 3. Predict graph context and label
from neighbors using aggregated information

Figure 2.4: Sample-and-aggregate around a target node (red), as introduced by Hamilton et al. [10]. Left: at each hop the GNN
draws at most S neighbours (the fan-out), building a fixed-size K-hop neighbourhood (k = 1, k = 2) rather than using the full
graph. Middle: feature information is aggregated inward along the sampled edges, hop by hop, with a learned aggregator per hop.
Right: the resulting representation predicts the target’s label. This sampled subgraph replaces the full graph in the forward pass,
loss, and parameter update, keeping memory requirements fixed regardless of graph size.

The paper applies this technique to multigraphs to enable training and adversarial evaluation on large
financial networks.

2.2.5. Graph Isomorphism Network

Standard GNN architectures use mean or max aggregation, which can map structurally different
neighbourhoods to identical representations. Consider two rooted subgraphs that differ only in the
number of neighbours sharing the same feature value, say one centre with three such neighbours
versus one with a single such neighbour. Mean aggregation returns the same average for both. Max
aggregation returns the same maximum. Neither can distinguish them. Sum aggregation, however,
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produces different totals for the two cases, separating them. Xu et al. [20] formalise this, showing that
mean and max aggregators discard multiplicity and are strictly less expressive, whereas sum aggregation
avoids the collapse and makes GIN provably as expressive as the Weisfeiler-Leman graph isomorphism
test [18, 20].

The GIN update at layer k applies an MLP to a sum of two terms: the node’s own previous representation
up-weighted by 1 + V), and the sum of its neighbours’ previous representations.

e = MLPOL (1+e®@) ™0+ > nif (2:6)
ueN ()

Here MLP® is a multilayer perceptron (Section 2.1.1) specific to layer k, €%) is a learnable scalar, and
hg,o) is the initial node feature vector, which is row v of X.

For node-level prediction, the final representations hE,K) are passed through a classification head, a
learned linear projection followed by a sigmoid activation, producing one real-valued prediction per
label. Chapter 3 extends this architecture to multigraphs by replacing adjacency-matrix aggregation
with per-edge message passing using an incidence-matrix reformulation that preserves multi-edge
structure.

2.3. Adversarial Robustness on GNNs

Adversarial robustness studies what happens when an attacker deliberately modifies the input to fool
a model, and how models can be trained to resist such manipulation. This section introduces the
threat model that defines what the attacker may do, the gradient-based methods used to find effective
perturbations, and adversarial training as a strategy for building more robust models.

2.3.1. Adversarial Attacks
This section characterises the attacker through the threat model that constrains their actions, and then
describes the gradient-based optimisation used to find effective perturbations.

Threat Model

A threat model precisely specifies the rules under which an attacker operates. The concept of adversarial
attacks originated in the image domain, where Goodfellow et al. [8] demonstrated that imperceptible
perturbations to an image’s pixels could cause a neural network to misclassify it with high confidence.
Figure 2.5 illustrates this idea. A carefully crafted noise pattern, invisible to the human eye when added
to an image, completely changes the model’s prediction. The same principle applies to graph-structured
data, where small, targeted modifications to a graph’s edges can cause a GNN to misclassify nodes with
high confidence.

The attacker modifies only the graph structure. In the simple-graph setting studied by prior work this
means adding or deleting edges, while node features, node identities, and edge attributes remain fixed.
The total number of modifications is bounded by a budget A € N, fixed before the attack begins. In
the financial multigraph setting of Chapter 3, unconstrained edge deletion is unrealistic, since a settled
transaction cannot be erased from the banking record; the attack there instead rewires edges, redirecting
a transaction to a different counterparty, which changes structure without removing past activity or
introducing new edge attributes. The paper assumes the white-box setting, in which the attacker has
full access to the model’s parameters 0, its architecture, and the training data, making loss gradients
with respect to the graph structure available. This is a conservative choice, since a white-box attacker is
strictly stronger than a black-box one who can only observe model outputs, providing a meaningful
robustness upper bound. The attacker’s goal is untargeted, meaning it aims to degrade classification
performance across all nodes rather than flipping the label of any specific one, subject to the budget A.

Edge Perturbation as an Optimisation Problem

The attack can be stated as an optimisation problem. Following [19], let S € {0, 1}"*" be a symmetric
matrix encoding which edges are modified, where S;; = 1 means edge (i, j) is flipped (added if absent,
removed if present), and S;; = 0 means it is left unchanged. Letting A = 117 — I — A denote the
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+.007 x =
Fik e
x sign(V.J(0, x, y)) x + esign(V,J(0, x, y))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3% confidence

Figure 2.5: An adversarial example in the image domain, illustrating the concept introduced by Goodfellow et al. [8]. A panda
image (left) is correctly classified with high confidence. Adding the sign of the loss gradient, scaled by ¢, as an imperceptible noise
pattern produces a perturbed image (right) that is visually indistinguishable from the original yet fools the model into predicting
“gibbon” with 99.3% confidence. The same principle motivates structural attacks on GNNs, where edges play the role of pixels.

complement adjacency and C = A — A, entry Cjj equals +1 for non-edges and —1 for existing edges, so
A’ = A + C o S adds the selected non-edges and removes the selected existing ones, where o denotes
the element-wise product. The search space is combinatorial. Within a budget of A edge changes, the
number of candidate perturbation sets grows exponentially, making exhaustive search infeasible.

The standard solution is a continuous relaxation. Instead of searching over binary S € {0, 1}, we relax
to S € [0, 1]™", allowing gradient-based optimisation. At the end, the learned real-valued entries of S
are used as sampling probabilities to draw a discrete binary perturbation. The relaxed attack objective is

l’SI'élyl;l Lattack(f@(A +CoS§, X), y)/ (2.7)

where fg is the GNN, y are the ground-truth labels, Latack is an attack loss that is low when the GNN
misclassifies many nodes, and P = {S €01 :8=8T, 2i<j Sij < A}. Figure 2.6 illustrates the effect
of a structural perturbation on a graph. PGD [19, 14] and PR-BCD [7] are two solvers for this objective,
differing in how they traverse the space of candidate edge perturbations.

Original graph G Perturbed graph G

perturbation

—_—

Target gets misclassified

Figure 2.6: Effect of a structural perturbation on node classification. Left: the clean graph G with correct predictions for all nodes
(class A in blue and class B in peach); the cloud marks the attack target. Right: adding one edge (red) by solving (2.7) shifts the
target’s neighbourhood, and the GNN now predicts it as class A instead of class B. The figure shows a single targeted node for
visual clarity; the attacks studied in this work are untargeted, degrading predictions across many nodes at once rather than
flipping any one node in particular. Figure adapted from [21].

Projected Gradient Descent Attack
Projected gradient descent (PGD) [19, 14] solves the attack objective (2.7) by iteratively moving the
perturbation matrix S along the gradient descent direction and then projecting the result back onto the
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feasible set P. Starting from S = 0, each step reads

SO+ = proj (5% - a Vg Lowaek(fo(4 + € 0S¥, X), ), 28)
where a > 0 is the step size and proj,, is the Euclidean projection onto #,
projp(S) = argmin 3[IS" - S|3, 2.9)
S'ep

computed efficiently via the capped-simplex projection algorithm of Ang et al. [2].

Figure 2.7 illustrates PGD as gradient descent in the space of perturbations S. Each step moves toward
lower attack loss and projects back into the feasible region until the solution converges.

Feasible -
Region

— -

k Unconstrained ~~~~.

Minimum

Figure 2.7: PGD attack as gradient descent in the perturbation space S, illustrated in Friedrich et al. [6]. The attack loss Lattack has
an unconstrained minimum that falls outside the feasible region (left). Each iteration descends along the gradient and projects
back onto the feasible region boundary (right). The procedure converges to the optimal point within the feasible region, after
which the continuous entries of §* are used as sampling probabilities to draw the discrete binary perturbation.

PGD computes gradients with respect to all O(1?) entries of A simultaneously, which becomes memory-
intensive for large graphs.

Projected Randomised Block Coordinate Descent Attack

Projected randomised block coordinate descent (PR-BCD) [7] is a scalable alternative to PGD. Instead of
updating all O(n?) candidate edge entries simultaneously, PR-BCD randomly selects a small block of
candidate edges at each step and restricts gradient computation to that block alone. The block is
re-sampled at every iteration, so that different parts of the edge space are explored over the course of
the attack.

At each step, the gradient update and projection are applied only to the entries of S belonging to the
sampled block, with the total budget constrained to at most A edge flips. At the end, the continuous
entries of §* are used as sampling probabilities to draw a discrete binary perturbation.

PR-BCD scales to large graphs where full-graph gradient computation is infeasible, at the cost of
exploring only a random subset of candidate edges per step, which may yield a locally rather than
globally optimal perturbation.

2.3.2. Adversarial Training
Adversarial training hardens the model against structural attacks by incorporating worst-case perturba-
tions into the training objective itself. Figure 2.8 illustrates the core idea.

Min-Max Formulation

Adversarial training finds model parameters that remain effective even when an adversary selects the
most damaging perturbation. At each step, the attacker maximises the classification loss L over the
graph structure to find the perturbation S* that most degrades the current model. The model is then
updated so that it performs well on this worst-case perturbed graph. The objective is [14, 9]:

arg min max Las(fo(A+CoS, X), y), (2.10)
0 €
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Figure 2.8: A conceptual illustration of standard versus adversarially robust decision boundaries, from Madry et al. [14]. Left:
Data points from two classes that can be easily separated by a simple linear decision boundary (gray). Middle: The simple
decision boundary does not separate the perturbation regions (squares) around the data points. The red stars mark adversarial
examples within these regions that are misclassified. Right: A robust decision boundary (red) that correctly separates all
perturbation regions. Adversarial training learns such a boundary by exposing the model to worst-case perturbations at every
training iteration.

where # encodes both the budget constraint };. iSii <A and the relaxed domain [0, 1]"*". The inner
maximisation over S finds the most damaging perturbation for the current model. The outer arg min over
0 then finds parameters that perform well even under this worst-case graph. The inner maximisation is
solved approximately using PR-BCD, producing a perturbation S§* used to update 6.

Adversarial Training on Graphs
In practice, the objective (2.10) is solved by alternating between the inner attack and the outer model
update. Figure 2.9 shows the complete training loop.

defender (outer min) attacker (inner max)
,  current fo Inner attack
Model |
[ fo ) (PR-BCD)

minimise Ls maximise L g

Adversarial graph

worst-case A+CoS*
perturbation S*

A

Update 6 |
(gradient descent) J

o e mmmmmm omomom omomom ma,

1
1
1
’

Figure 2.9: The adversarial training loop. At each iteration, the inner attack (PR-BCD) maximises the classification loss L5 to
find the worst-case perturbation S* for the current model fp (red). The model parameters 6 are then updated by minimising L
on this perturbed graph (blue). Repeating this loop produces a model hardened against the class of structural perturbations the

inner solver can produce.

The alternating procedure runs as follows:

1. RunT steps of gradient ascent on L5 using PR-BCD on the current model fy to find an approximate
worst-case perturbation S”.

2. Sample a discrete binary perturbation from S* using its entries as probabilities.
3. Update the model parameters via gradient descent on Ls(fo(A + C 0 S*, X), ).

4. Repeat until convergence.

PR-BCD restricts each gradient step to a randomly selected block of candidate edges, enabling the inner
maximisation to scale to large graphs at the cost of some optimality.

This training procedure, applied with PR-BCD as the inner solver on financial transaction multigraphs,
is the defence evaluated in Chapter 3.
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2.4. Money Laundering Patterns

Money laundering leaves recurring structural traces in a transaction network. To disguise the origin of
illicit funds, launderers route money through chains of accounts whose connection structure follows a
small number of recurring shapes, largely independent of the amounts moved or the particular accounts
involved [5, 4]. Figure 2.10 shows the patterns that the detection task in Chapter 3 targets. Each pattern
is a small directed subgraph, and the task is to decide, for a given account, whether the account occupies
the marked position inside such a subgraph. Detecting these shapes in the transaction graph is the
concrete prediction task the multigraph GNN of Chapter 3 learns to solve.

> = <

(a) Degree-in = 4 (b) Degree-out = 4 (c) Directed biclique (d) Scatter-gather
(e) Fan-in = 3 (f) Fan-out = 2 (g) Directed cycle (length 5) (h) Gather-scatter

Figure 2.10: Money laundering patterns, following the synthetic pattern taxonomy of Egressy et al. [5]. Each subfigure is a small
directed subgraph in which an arrow denotes a transaction from one account to another, and the gray account is the node a
detector must flag as occupying the marked position. Degree-in and degree-out count incoming and outgoing transactions; fan-in
and fan-out count distinct counterparties rather than transactions; scatter-gather and gather-scatter route funds through a layer of
intermediaries; the directed cycle returns funds to their origin; and the biclique connects two groups of accounts all-to-all. The
degree, fan, and cycle sizes shown are illustrative; Chapter 3 fixes a threshold per pattern. The same structural shapes recur as the
targets that anti-money laundering detectors are built to find.

Each pattern abstracts a documented laundering typology. Fan-in and fan-out capture smutrfing, where
a launderer splits a large sum into many small transfers across distinct counterparties to keep each
transaction below the threshold that triggers a regulatory report [11]. Scatter-gather and gather-scatter
capture layering, where funds are dispersed across a set of intermediary accounts and recombined at a
single destination, severing the direct link between source and beneficiary; Egressy et al. [5] illustrate
scatter-gather with a hotel that mixes illicit cash into legitimate revenue before forwarding it to a
criminal owner. The directed cycle captures round-tripping, where money passes through a chain of
accounts and returns to its origin, restoring control over the funds while manufacturing an appearance
of unrelated trade. Degree-in and degree-out capture raw transaction volume in one direction, and the
biclique captures dense all-to-all transfer between two groups of accounts. The recurring shapes give an
automated detector a structural signature to search for, even when the launderer varies amounts and
accounts to evade fixed rules.

The patterns are deliberate simplifications of real laundering schemes rather than literal labels of
criminal activity. Egressy et al. [5] instantiate the patterns as a synthetic benchmark, generating
transaction multigraphs in which every account carries a known binary label for each pattern, so that a
detector can be trained and measured against an exact ground truth. Blanusa et al. [4] mine the same
shapes, including cycles and scatter-gather patterns, as real-time engineered features in a deployed
financial-crime system, evidence that the patterns carry detection signal beyond the synthetic setting.
Chapter 3 evaluates on the synthetic benchmark of Egressy et al., where each account carries one label
for each of eleven patterns: in-degree, out-degree, fan-in, fan-out, directed cycles of length two through
six, scatter-gather, and biclique. A label is positive when the account occupies the marked position in
the corresponding subgraph, and the multigraph GNN predicts all eleven labels per account at once.

Detecting the patterns demands an expressive graph neural network. Separating a fan from a raw
degree requires counting distinct counterparties rather than transactions, and detecting a directed cycle
requires tracing a path that returns to its start; the mean and max aggregators of Section 2.2.5 discard
the multiplicities that both distinctions depend on, whereas the sum aggregation of GIN preserves
them. Counting parallel transactions between the same pair of accounts further requires the per-edge
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multigraph message passing that Chapter 3 develops, since collapsing parallel edges into a single
adjacency entry erases the counts the patterns are defined by. The patterns of Figure 2.10 therefore
motivate the expressive multigraph GNN that Chapter 3 both attacks and defends.



Scientific Paper

This chapter presents the scientific paper that represents the core contribution of this thesis. The
evaluation uses the synthetic pattern detection benchmark. Extending the evaluation to attribute-rich
datasets such as AMLworld [1], lies outside the scope of this thesis and forms part of an extended
version of the paper that we aim to submit to the AAAI Conference on Artificial Intelligence.
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3. Adversarial attack

4. Adversarial training
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The attacker rewires transactions to
evade detection; the short-cycle dis-
tribution stays statistically unchanged.

Retraining on these attacks hardens
the GNN and restores detection.

Figure 1: Overview of our attack-and-defense framework for multigraph GNNs in anti-money laundering. Real financial
transactions form a multigraph; a GNN flags suspicious accounts; an adversary rewires transactions to evade detection while
a cycle unnoticeability term keeps the short-cycle distribution statistically unchanged; and adversarial training restores

robustness against these structural attacks.

Abstract

Anti-money laundering systems built on financial transaction net-
works must be robust against adversaries who can manipulate
transaction structure to evade detection. Graph neural networks
(GNN:ss) for this task increasingly operate on multigraphs, where
multiple parallel transactions can exist between the same account
pair, but existing adversarial robustness methods operate on the
adjacency matrix, which records at most one edge per node pair
and cannot represent these parallel transactions. Despite the recent
development of multigraph GNNss, structural adversarial attacks
on multigraph representations remain unexplored. We propose a
scalable framework for structural attacks and adversarial training
on multigraph GNNs. The framework uses an incidence-matrix rep-
resentation that makes node embeddings differentiable with respect
to graph structure, extends projected gradient descent (PGD) and
projected randomized block coordinate descent (PR-BCD) attacks
to the multigraph setting, and introduces unnoticeability loss terms
that constrain perturbations to preserve the macro-level statistical
fingerprint of the original graph, keeping them undetectable by
statistical monitoring systems. We evaluate the framework on a
synthetic pattern detection benchmark in a fully inductive setting.
Learned attacks reduce macro PR-AUC from 99% to 80% at a 10%
rewiring budget, substantially outperforming non-learnable per-
turbations, and adversarial training recovers robustness to 88%,

demonstrating that multigraph GNNs are vulnerable to structural
manipulation and that this vulnerability can be addressed through
adversarial training.

1 Introduction

Money laundering channels the proceeds of crime through the fi-
nancial system, and the illicit transfers hide among the billions of
legitimate payments that move between accounts every day. Esti-
mated to account for 2% to 5% of global GDP annually, laundering
proceeds sustain organized crime, drug trafficking, corruption, and
terrorist financing [15]. Detecting them increasingly relies on auto-
mated analysis of the transaction networks those payments form.
Graph neural networks (GNNs) have emerged as the leading tool
for the task, reaching high detection accuracy on structural pattern
analysis and transaction classification [2-4].

Financial transaction networks are naturally multigraphs. The
same pair of accounts may exchange many payments, loans, or
transfers over time, producing multiple parallel edges between
one node pair. Each edge is a distinct transaction carrying its own
amount, timestamp, and direction. A multigraph differs from a sim-
ple graph, which allows at most one edge per node pair, and from a
hypergraph, where a single edge connects more than two nodes;
only the multigraph captures repeated directed transactions be-
tween the same two accounts. The per-edge amounts, timestamps,



and transfer frequencies are essential for detecting suspicious pat-
terns, which become invisible once repeated transactions are col-
lapsed into a single aggregate connection. Multigraph structure
also arises beyond finance, in social interaction and transportation
networks where entities interact repeatedly [2].

Recent GNNs for financial crime detection operate directly on the
multigraph through per-edge message passing, where each trans-
action contributes its own message rather than being merged with
other transactions between the same accounts [2-4]. Per-edge mes-
sage passing contrasts with approaches that first aggregate parallel
edges into a single weighted connection per node pair, reducing
the multigraph to a weighted graph representable by a standard
adjacency matrix [13]. Per-edge GNNs distinguish transaction pat-
terns that adjacency-matrix methods cannot, making them strictly
more expressive. Their computation has no adjacency-matrix rep-
resentation, however, so the standard toolkit for analyzing model
robustness does not apply to them.

Financial criminals do not passively accept detection: money
laundering schemes are deliberately structured to evade automated
monitoring [10]. Breaking large transfers into many smaller ones,
routing funds through intermediary accounts, and timing transac-
tions to fall below reporting thresholds are documented evasion
tactics that amount to reshaping the transaction graph. The threat
raises a concrete question: can an adversary manipulate the struc-
ture of a financial transaction network, by adding or removing
individual transactions, to cause a multigraph GNN to miss illicit
activity? A detector that can be systematically evaded by such struc-
tural manipulation provides only illusory protection, validating
laundering schemes precisely when adversarial pressure is highest.
Structural attacks on GNNs formalise the threat. On simple graphs,
small, targeted structural perturbations can substantially degrade
the accuracy of a GNN [5, 7, 11, 17].

Existing work on structural attacks and adversarial defenses for
GNN s is formulated entirely in terms of the adjacency matrix and
therefore applies only to simple graphs. Adversarial robustness on
hypergraphs is a separate problem, with a different graph structure
and a different threat model [14]. Per-edge multigraph GNNss fit
neither formulation, so existing attack and defense algorithms are
incompatible with them at a foundational level. Their adversarial
robustness has remained unstudied, despite the growing adoption
of multigraph GNNs for financial crime detection.

Our work. We close this gap by proposing the first framework
for structural attacks and adversarial training on per-edge multi-
graph GNNs, built around three contributions.

Structural attacks on multigraph GNNs. We introduce the
first gradient-based structural attack framework that is natively
compatible with per-edge multigraph GNNs. Existing attack meth-
ods differentiate through adjacency-matrix entries, which cannot
represent distinct parallel edges and are therefore incompatible
with per-edge message passing. We resolve this incompatibility by
reformulating multigraph GNN computation using the incidence
matrix, which preserves full edge multiplicity and makes node em-
beddings differentiable with respect to the multigraph structure
through a continuously relaxed incidence matrix.

Cycle unnoticeability. We introduce unnoticeability loss terms
that constrain perturbations to leave the statistical distribution of

short cycles of length two and three invariant before and after at-
tack. Counting cycles of a given length from the graph structure
is tractable for small lengths via closed-form expressions [9, 16].
Cycle-count statistics form part of the macro-level fingerprint of
a financial transaction network, and a monitoring system that in-
spects these statistics independent of the GNN would register a
perturbation that alters them [11]. Maintaining cycle unnoticeabil-
ity keeps the perturbed graph within the statistical distribution of
the original, preventing trivial detection by such a monitor and en-
suring that measured degradation reflects model confusion rather
than a detectable structural shift. The framework naturally extends
to additional unnoticeability terms for other graph statistics.

Scalable attacks and adversarial defenses. We scale the attack
framework to large financial networks by adapting projected ran-
domized block coordinate descent to the incidence-matrix setting,
reducing memory requirements so that they no longer grow with
network size. We further demonstrate adversarial training on multi-
graph GNNs, showing that adversarial training hardens models
against the proposed structural attacks within the same framework,
enabling both attack evaluation and adversarial defense.

We evaluate the framework on the IBM synthetic pattern detec-
tion benchmark in a fully inductive setting. Learned attacks reduce
macro PR-AUC from 99% to 80% at a 10% rewiring budget, substan-
tially outperforming non-learned perturbations, and adversarial
training recovers robustness to 88%.

2 Background and Related Work

Graph neural networks (GNNs) have become a leading tool for
fraud detection in financial transaction networks, where accounts
are nodes and transactions are edges [2-4]. Among GNN architec-
tures, Graph Isomorphism Networks (GIN) [18] are among the most
expressive, and form the basis of the multigraph GNN of [4]. Their
layer update is

HED = MLP® (14 D) HE + AHP), )

where H*) e R"™*4 is the node feature matrix and A € {0, 1}"*" is
the binary adjacency matrix. The adjacency matrix collapses all par-
allel edges into a single entry per node pair, discarding transaction-
level information such as individual amounts, timestamps, and
frequencies that are essential for anti-money laundering detection.

Egressy et al. [4] extend GIN to multigraphs by replacing adjacency-
matrix aggregation with per-edge message passing. Each trans-
action edge contributes an individual message that combines its
source node’s features with its own edge features, and target nodes
aggregate over all incoming edges without collapsing parallel con-
nections. Because this aggregation iterates directly over the edge
multiset &, no adjacency-matrix representation of the computa-
tion exists. Gradient-based structural attack methods, which dif-
ferentiate through the entries of A, are therefore fundamentally
incompatible with this per-edge formulation.

Early work on adversarial robustness was driven by discoveries
in the image domain, where small but carefully constructed per-
turbations were shown to mislead neural networks [6, 12]. This
motivated a broader investigation into adversarial vulnerabilities



across modalities, including graphs. Within the GNN domain, re-
search has examined how structural manipulations can compromise
model reliability [5, 7, 11, 17].

Gradient-based structural attacks were shown to substantially
reduce GNN accuracy [17], with subsequent work improving scala-
bility [5] and introducing adversarial training strategies that harden
GNNs against them [7]. The field has since recognized that robust-
ness evaluation requires perturbations that are realistic and unno-
ticeable rather than arbitrary graph modifications [11]. Robustness
research also extends beyond simple graphs to multi-relational
structures, with adversarial attacks developed for knowledge-graph
embeddings [20] and heterogeneous graphs [19]. These approaches
represent structure as one adjacency matrix per relation type, so
they too cannot perturb the parallel edges of a single relation that
the per-edge multigraph setting requires.

Multigraph GNNs fall into two categories. The first aggregates
parallel edges into a single weighted connection per node pair,
reducing the multigraph to a weighted graph with an adjacency-
matrix representation [13]. Such methods are compatible with
standard adjacency-matrix-based adversarial attack and defense
algorithms. The second category preserves full edge multiplicity
through per-edge message passing, using an edge-indexed rep-
resentation that replaces the adjacency matrix altogether [2-4].
Existing adversarial training and attack methods operate on adja-
cency matrices and are therefore fundamentally incompatible with
this edge-indexed representation, making it impossible to evaluate
or adversarially train per-edge multigraph GNNs using existing
approaches. Our work fills this gap by proposing a framework for
structural attacks and adversarial training that operates directly on
multigraph structure, without collapsing edge multiplicity.

3 Problem Statement

Consider a directed, unweighted multigraph G = (V, E), where
V = {vy,...,0,} is a set of n nodes and & = {{ey,...,en}} isa
multiset of m directed edges. Each edge e; = (uj, w;) consists
of a source node u; € V and a target node w; € V. Let fy be
a multigraph GNN and let y denote the ground-truth labels. We
consider a white-box evasion setting: the attacker has full access to
fo and 0 is fixed during the attack.

A structural perturbation rewires a subset of edges by replacing
their target nodes while keeping source nodes unchanged. Rewiring
keeps the number of edges fixed, so the perturbation is a fixed-
dimensional variable amenable to first-order optimisation over the
incidence matrix; it also matches the anti-money-laundering setting,
where an adversary redirects future transactions rather than erasing
settled ones. Given a rewiring budget A € N, the adversarial attack
problem is

max )Lo/l(fe(é),y)’ ()

GeB(G.A
where B(G, A) denotes the set of all multigraphs obtainable from
G by rewiring at most A edge targets. The adversarial training
problem, which seeks model parameters robust to worst-case per-
turbations within the same budget, is

argmin _max .Cm(fe(é)»y)- ®)
0 GeB(G.A)

4 Structural Attacks on Multigraph GNNs

4.1 Incidence-Based GNN Reformulation

We reformulate the per-edge message passing of the multigraph
GIN [4] using the oriented incidence matrix B € R™*™, whose rows
correspond to nodes and whose columns correspond to edges. The
entries of B are defined as

-1 if edge e; leaves node v;,
B;j =¢+1 if edge e; enters node v;, (4)

0 otherwise.

With one column assigned to each edge, parallel edges are natu-
rally distinguished and the computation becomes expressible as
matrix products rather than an iteration over the edge multiset. The
original edge-list representation does not support differentiation
with respect to the graph structure, which gradient-based structural
attacks require. To enable such attacks, we decompose B into its
positive and negative parts: Bqg € {0, 1}, where (Bgs);j = 1 if
e; enters v;, and By € {0, 1}, where (Bg.);j = 1 if e; leaves v;
(both zero otherwise), so B = Bgst — Bgye.

At each layer k, node features propagate forward along outgoing
edges, combine with edge features before a nonlinearity, and ag-
gregate at the destination nodes. The same process runs in reverse
along incoming edges. Both messages are summed with a skip con-
nection and passed through an MLP to produce the updated node
features. The message passing update at layer k is defined as

k
=g + 2.

(k) _ (k)
wad - MLPde((

k
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(k) , (k)
(k+1) _ 1| gy(k) Hypyg+Hrey
R

k+1) _ (k 1 (k) TpT py(k+1 T k+1 13
z0) =z 4 iMLpLY) [BLHY, Bl HE, ZO]

where H®) € R™ are node features at layer k, Z*) e R™*4
are edge features, ¢ is ReLU, BN is batch normalisation, MLPE‘I:]()jl
and MLPifV) are direction-specific two-layer perceptrons, MLPS};e
updates edge features from the concatenation of neighbouring node
embeddings and the current edge embedding, and ef(ﬁ, er(ekv) are
learnable scalars. Expressing the update in terms of Bg;. and By
makes node embeddings differentiable with respect to B, so any
loss on the node embeddings propagates gradients directly to the

graph structure.

4.2 Structural Perturbations

To introduce perturbations to the graph structure, we employ a
continuous relaxation of the discrete attack problem, inspired by
[17]. Let p € [0, 1]™ denote a vector representing the probability
of rewiring each edge, and R € [0, 1]™*" denote a matrix assign-
ing scores to all nodes as potential new targets for each edge. We
set Rj; = —oo if v; is either the source or target node of edge e,
ensuring that an edge cannot be rewired to its original endpoints.



Applying a row-wise softmax to R then yields a probability distri-
bution Q;t) over all candidate target nodes for each edge e;. We can
then combine the probability vector p with the probability matrix Q
to define a relaxed incidence matrix B, which encodes the expected
structure of the perturbed graph. Specifically, for each edge ej, if it
is not rewired (with probability 1 — p;), it remains connected to its
original target node w;. If the edge is rewired (with probability p),
it connects to a new target node v; according to the probability Q ;;.
Formally, this relationship is given by

-1 ifl)i = uj,
Bl(][) =41- p(t) ifl)i = Wj, (6)
pj(.t)Q;f.) otherwise.

We optimize p and R jointly by gradient descent on a differentiable
surrogate loss L’ (Section 5), following [5]. After each update, we
project the probability vector p onto the feasible set, ensuring that
the expected total number of rewired edges remains within the
allowed budget Y’ p < A and that p € [0, 1]™. We use the function
II¢ by [1] for efficiently projecting p onto the capped simplex
defined by these constraints. Formally, this projection step is given
by
P(t+1) — HC(P(HI)) where

C={xel01]™| 27, x; <A}.

Finally, we generate K discrete incidence matrices B from the op-
timized probabilities p and Q to assess the attack’s effectiveness.
Here u;j and w; denote the source and original target node of edge
e;. Each matrix is constructed by first sampling a binary vector
E®) that identifies which edges are rewired, while respecting the
budget constraint, and then assigning new target nodes for the
rewired edges according to Q. We select the incidence matrix that
yields the lowest model accuracy as the final adversarial instance.
This sampling strategy is similar to that used by [17] for sampling
adjacency matrices. Formally, the sampling procedure is given by
Algorithm 1.

()

5 Cycle Unnoticeability

In multigraph transaction data, laundering activity is characterised
by recurring structural patterns, most notably short cycles. For an
adversary, a perturbation that degrades the GNN is only useful if
it also escapes a defender that inspects the graph for signs of tam-
pering. Unlike in the image domain, where unnoticeability has a
visual criterion, graphs offer no such criterion; unnoticeability must
instead be defined through numerical measures on graph statis-
tics [11]. We require that a perturbation leave the graph statistically
close to the clean transaction graph, so that a statistical monitoring
system would not register the change. We introduce a regulariza-
tion term that constrains the perturbation to preserve the statistical
distribution of short cycles, following the cycle-counting formu-
las of [9, 16]. We focus on cycle lengths two and three, which are
tractable to count exactly and correspond to reciprocal transfers
and triangular routing patterns that characterize common laun-
dering schemes. The framework naturally extends to additional
unnoticeability terms for other graph statistics.

To characterize cycle structure, we define the multigraph adja-

cency matrix A = BS,CBgst, where entry A;; counts the number of

Algorithm 1 Adversarial incidence matrix selection using random-
ized perturbation sampling

1: Input: rewiring probabilities p, target distributions Q
2: Parameters: rewiring budget A, number of samples K
3: fork=1,2,...,K do
4 Sample a binary mask indicating which edges to rewire:
m
. k
E®) ~ Bernoulli(p) s.t. Z E](. ) <A (8)
j=1

5. Sample new target nodes for the selected edges:

(k)
w; ifE" =0
A S A Vi ©)
v;  with probability Q ;;
6:  Construct the perturbed incidence matrix:
-1 if Ui = Uj
=(k
B =141 ifo,=w®  vij (10)
0  otherwise
7. end for .
8: Output: Perturbed incidence matrix B where
. )
k* = argmax Lo/ (fo(B . X, Z),y) (11)
k

directed edges from node v; to node v;. The diagonal entry (A€);;
then counts directed walks of length c that return to v;, so Tr(A®)/c
gives the total number of directed cycles of length c in the graph.
For ¢ = 2 and ¢ = 3, these coincide with true simple cycles. For
¢ > 4, however, walks revisit nodes and edges, so Tr(A°) over-
counts distinct cycles. We therefore limit the regularizer to cycle
lengths up to C, where C = 3 in practice.

The cycle regularizer measures the normalized mean squared
error in cycle counts between the original and perturbed graph.
Because the regularizer should penalize the addition or removal of
cycles rather than the exact number of parallel edges forming them,
we apply an elementwise saturation function ¢: R — [0, 1] to the
adjacency matrices before raising them to the c-th power. During
training we use ¢ = tanh, which is differentiable and saturates to 1
for large positive entries. For evaluation of the metric on a discrete
graph we use ¢(x) = min(x, 1), which clips multi-edges to 1 exactly
but is not differentiable. The cycle regularizer is then

1 & (Tr($(A)) - Tr(¢(A)0) |
Lcycle— (C 1);(

. (12)
c

where A" = By.(B),,)" is the adjacency matrix of the perturbed
graph. Minimizing Leycle keeps the directed cycle profile of the
perturbed graph close to the original.

Combining the cycle regularizer with the attack objective yields
the final surrogate loss L' = Lattack + A1Leycle, Where Lygtack is
the differentiable surrogate loss (Appendix A) and A; > 0 balances

attack effectiveness against cycle unnoticeability.



6 Scalable Attacks and Adversarial Defenses

6.1 Scalable Attacks

The projected gradient descent (PGD) attack introduced in Sec-
tion 4 can perform structural perturbations on multigraphs, but
scales poorly with the graph size. The approach requires optimizing
O(m - n) learnable parameters, which leads to infeasible memory
demands for massive graphs encountered in real-world applica-
tions. To address this limitation, we adapt the projected randomized
block coordinate descent (PR-BCD) method proposed by [5] to our
incidence-matrix setting.

At each iteration t of the optimization loop previously described,
we now operate on a restricted subset of edges &) C &, and for
each edge e; € &, we further consider only a subset of nodes
(Vj(t) C V.Let bg and b denote the predetermined dimensions of
this block of edges and nodes respectively. Typically, bg < m and
by < n, and these block dimensions can remain fixed regardless
of the overall graph size. This reduces the number of learnable
parameters to O(bg - bqy). The relaxed incidence matrix B from
Section 4 is restricted to the active block: the p;Q; term applies

only when e; € EW and v; € (Vj(t), and is zero otherwise.

To ensure continued exploration of the perturbation space, we
periodically refresh the active blocks. Whenever at least half of
the edge-selection probabilities p are nonzero, we replace the 50%
of edges with the smallest probabilities by newly sampled edges
and target candidates. This block refresh prevents overfitting to the
initial subset of edges and allows the attack to explore a broader
region of the perturbation space. After a predetermined number of
iterations, we stop resampling and continue optimizing the final
block, after which we again sample discrete incidence matrices as
previously described. The block size must satisfy bg > A to ensure
that there are enough edges in the block to maximally utilize the
rewiring budget.

6.2 Adversarial Training

To enhance the robustness of multigraph GNNs against structural
perturbations, we incorporate adversarial training into the learning
process. We approximate the inner maximization of the adversarial
training objective from Section 3 using the PGD or PR-BCD attack
methods described above, generating adversarial examples at each
training step. To scale to large graphs, we construct mini-batches
via neighborhood sampling [8]: at each training step, a set of tar-
get nodes is drawn and their K-hop subgraph is extracted; both
the inner attack and the model update operate on this subgraph,
keeping memory requirements independent of the global graph
size. The rewiring budget A is applied relative to the edges present
in the sampled subgraph. This approach encourages the model to
learn parameters that are robust to worst-case perturbations within
the specified budget. Because the examples do not need to be dis-
crete, we directly employ the soft perturbed incidence matrix B to
compute the loss and update the model parameters, avoiding the
overhead of sampling discrete instances.

7 Empirical Evaluation

We evaluate the framework along its three contributions: the struc-
tural attack on multigraph GNNss (Section 7.2), the cycle unnotice-
ability loss term (Section 7.3), and adversarial training as a defense
(Section 7.4). Section 7.1 describes the shared experimental setup.

7.1 Experimental Setup

Dataset. We evaluate on the IBM synthetic multigraph benchmark
used by [4], generated with the directed-multigraph pattern genera-
tor. Each split is an independently generated directed multigraph of
8192 nodes with an average node degree of 6, giving roughly 49,000
transaction edges per graph. Training, validation, and test graphs
are generated from separate seeds, so the model never observes
the test-graph structure during training and the setting is fully
inductive. Every node carries a binary label for each of 11 structural
patterns: in-degree, out-degree, fan-in, and fan-out, each positive
when the corresponding count exceeds a fixed threshold; directed
cycles of length two through six; scatter-gather; and biclique. These
patterns mirror laundering typologies such as reciprocal transfers,
triangular routing, fan-in and fan-out smurfing, and scatter-gather
layering.

Metric. The pattern labels are heavily imbalanced, so we report
the area under the precision-recall curve (PR-AUC) per pattern.
The macro average is the unweighted mean of the 11 per-pattern
PR-AUC values. PR-AUC is threshold-free and reflects detection
of the rare positive nodes, unlike accuracy. For patterns where the
positive class is the majority, we report PR-AUC for the negative
class instead, so each per-pattern value always corresponds to the
minority class.

Model. The detector is the per-edge multigraph GIN of [4], with
reverse message passing, edge-feature updates, ego-node identifiers,
and port numberings. We use 6 message-passing layers, hidden di-
mension 64, and ego dimension 32, with dropout 0.1 and a learnable
€. Port numbers are assigned dynamically within each mini-batch
rather than globally, so the port vocabulary only needs to span the
ports that occur in a batch; this keeps the port embedding small, at
dimension 8 over a vocabulary of 32. Models train for 120 epochs
with learning rate 1073, weight decay 107, and a cosine-annealing-
with-warm-restarts schedule (Ty = 8, Tipuit = 2, minimum learning
rate 10~°). Mini-batches are formed by neighborhood sampling [8]
with 32 target nodes and a per-hop fan-out of [10, 10, 10, 10, 5,5] in
both edge directions.

Attack protocol. All attacks use the PR-BCD attack of Section 6
on the incidence-matrix reformulation of Section 4, in the white-box
evasion setting with fixed model parameters. Each attack runs for
100 optimization steps with 50 block resamples and learning rate 0.1,
and selects the strongest of K = 25 sampled discrete perturbations.
The block size defaults to \/m candidate nodes and 2A edges.
The rewiring budget A is set as an attack ratio of the edges in
each sampled subgraph, swept over {0,0.5,1, 2,5, 10}%. The non-
learnable baseline, denoted naive, rewires the same number of edges
to uniformly random targets and applies the identical K = 25
sampling. The cycle regularizer of Section 5 is disabled (1 = 0)
for the attack-effectiveness experiments and swept separately in
Section 7.3. Because PR-BCD operates on neighborhood-sampled
subgraphs, its memory use is independent of the global graph size,
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Figure 2: PR-AUC drop (percentage points) per pattern, com-
paring the learned PR-BCD attack (y-axis) with uniform ran-
dom rewiring (x-axis), at a 5% (left) and 10% (right) rewiring
budget. Each marker is one of the 11 structural patterns, with
the macro average shown as a star. The dashed line is the
diagonal y = x.

which is what makes attacking and adversarially training on these
graphs feasible and what allows the framework to scale to larger
networks.

Seeds and aggregation. Every reported point aggregates 9 runs,
from 3 model-initialization seeds crossed with 3 attack seeds. Error
bars and shaded bands denote one standard deviation across these
runs. All experiments run on a single GPU.

7.2 Structural Attack Effectiveness

We first compare the learned PR-BCD attack against the non-learnable
naive baseline at equal budget. Figure 2 plots the PR-AUC drop of
each attack per pattern. Almost every pattern, and the macro av-
erage, lies above the diagonal at both the 5% and 10% budgets, so
the learned attack removes more detection accuracy than uniform
random rewiring. The gap is largest for the higher-order cycle pat-
terns, which the learned attack disturbs while random rewiring
rarely reaches.

To assess the plain robustness of the multigraph GIN on the
subgraph-pattern dataset, we attack it with PR-BCD at increasing
budgets. Figure 3 traces PR-AUC per pattern as the budget grows
from 0% to 10%. The macro average falls from 99% on the clean
graph to 80% at a 10% budget, and the degradation is uneven across
patterns. Detection of 5- and 6-cycles drops the most, from near
100% to below 65%. Out-degree and fan-out instead stay near 100%:
the attack rewires only edge targets, so a node’s out-degree, the
number of edges leaving it, never changes, and its fan-out, the
number of distinct nodes it points to, changes only slightly and
only for the few nodes whose outgoing edges are rewired.

7.3 Cycle Unnoticeability Trade-off

To quantify how the cycle unnoticeability term trades attack effec-
tiveness against macro-level noticeability, we sweep its weight A
at a 10% budget. Figure 4 reports attack effectiveness as PR-AUC

evaluation attack ratio
0% © 05% @ 1% @ 2% @ 5% @ 10%

out-degree -O
fan-out - O
biclique { 70— @—@
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Figure 3: Per-pattern PR-AUC of the multigraph GIN under
the PR-BCD attack as the rewiring budget increases from
0% to 10% of edges, with the macro average in the bottom
row. Dot color and size encode the attack ratio, and each row
spans its lowest-to-highest PR-AUC. The x-axis is reversed.

and noticeability as the square-root cycle-count error between the
original and perturbed graph. Preserving the cycle-count distribu-
tion leaves the macro-level statistical fingerprint that a monitoring
system inspects unchanged, so the attack cannot be flagged by a
cycle-count monitor independent of the GNN [11].

Raising A from 0 to 0.05 drives the cycle-count error down to
its floor while the macro PR-AUC degradation stays essentially un-
changed. Beyond 0.05 the cycle-count error is already saturated, and
PR-AUC on the 2-cycle, 3-cycle, and macro-average tasks recovers
as A grows toward 1. The weight 0.05, marked in the figure, sits at
the knee of the trade-off, and we use it for the adversarial-training
experiments.

7.4 Adversarial Training Defense

To test whether adversarial training restores robustness to the struc-
tural attack, we train models with the procedure of Section 6 at
several budgets and evaluate each under the PR-BCD attack. Fig-
ure 5 reports macro PR-AUC across test budgets from 0% to 10%.
The undefended baseline falls from 99% on the clean graph to 80%
under a 10% attack. Every adversarially trained model instead re-
tains about 88% under the same attack while keeping clean accuracy
near 99%, and the recovered robustness is largely insensitive to the
training budget: training against a 0.5% attack already yields most
of the benefit.
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Figure 5: Macro PR-AUC of models trained with adversarial
training at different budgets (rows; 0% is the undefended
baseline, separated at the top), each evaluated under the PR-
BCD attack at test budgets from 0% to 10%. Dot color and size
encode the test attack ratio, and the x-axis is reversed.

8 Broader Impact

Money laundering is estimated to account for 2% to 5% of global
GDP annually, cycling illicit proceeds back into the legitimate econ-
omy [15]. These funds sustain organized crime, drug trafficking, cor-
ruption, and terrorist financing; disrupting the laundering process
therefore reduces the financial capacity of the criminal operations
that depend on it. Graph neural networks trained on transaction
networks offer a scalable, automated path toward this disruption,
making adversarial robustness not merely a technical property but
a prerequisite for meaningful real-world impact. A detector that
can be systematically evaded provides only illusory protection, val-
idating laundering schemes precisely when adversarial pressure is
highest.

Our work introduces a systematic framework for generating
structural adversarial attacks against multigraph GNNs on large
financial networks. In financial crime detection, a successful at-
tack means illicit transactions are classified as legitimate, enabling
money laundering schemes to evade automated systems with direct
financial and regulatory consequences. While the full-knowledge
threat model limits immediate practical risk compared to black-box
settings, it establishes an upper bound on vulnerability and pro-
vides the worst-case evaluation that practitioners and regulators
need.

Our adversarial training defense recovers the accuracy lost un-
der attack, as demonstrated in Section 7. Nevertheless, adversarial
training introduces a robustness-accuracy trade-off: classification
accuracy on clean graphs may decrease as the model learns to re-
sist perturbations. Practitioners should evaluate this trade-off for
their specific deployment context and tune the unnoticeability con-
straints to match their graph’s distributional properties. Both false
negative rates for missed laundering and false positive rates for
blocked legitimate transactions should be monitored under clean
and adversarial conditions.

9 Conclusion and Discussion

This work presents the first structural attack and adversarial train-
ing framework for per-edge multigraph GNNs, whose robustness
has been unstudied despite their growing role in financial crime
detection. The incidence-matrix reformulation of multigraph GNN
message passing enables the first gradient-based structural attack
on per-edge multigraph GNNs. Learned attacks cause multigraph
GNN s to mispredict money laundering cycle patterns and substan-
tially outperform uniform random rewiring at the same budget,
confirming that the framework exploits structural vulnerabilities
that non-learned perturbations miss. Cycle unnoticeability regular-
ization provides meaningful control over the realism—effectiveness
trade-off: modest regularization substantially reduces the struc-
tural noticeability of the attack while leaving PR-AUC degradation
nearly unchanged, but beyond a critical weight attack effectiveness
degrades sharply. Scaling via projected randomized block coor-
dinate descent makes the framework memory-efficient for large
financial networks, and adversarial training on perturbed examples
hardens multigraph GNNs against structural attacks, enabling both
evaluation and defense within a single framework.

The framework targets structural perturbations only, specifically
edge rewiring. Node and edge feature perturbations fall outside the



current scope. Feature perturbations are a natural extension, as the
same PGD-based optimization applies directly once node and edge
features are treated as continuous.

Evaluation uses a graph pattern detection benchmark rather than
adirect AML classification dataset with licit/illicit transaction labels.
Pattern detection exercises the same structural vulnerabilities that
matter in the AML setting, so the results suggest the framework
transfers to transaction-level AML data; confirming this is a natural
next step. More robust AML models would directly benefit financial
institutions, where detection systems that resist adversarial manip-
ulation reduce the ability of financial criminals to evade automated
monitoring.

The cycle regularizer enforces rule-based unnoticeability: it en-
codes domain knowledge that short-cycle distributions should be
preserved under perturbation, constraining this through a fixed
loss term. Further statistics can be incorporated through additional
rule-based terms. A learned unnoticeability constraint would re-
duce the reliance on domain knowledge by replacing these fixed
statistics with a model that scores edge plausibility from the data
directly.

Future work should extend the framework to node and edge fea-
ture perturbations, as incorporating edge features can make attacks
more realistic and effective. The cycle regularizer demonstrates
that a single topological statistic can meaningfully constrain attack
noticeability; a natural extension replaces this fixed statistic with
a learned model that scores how plausible each edge is given the
graph and its labels, guiding the attack toward perturbations that
remain undetectable to a data-driven monitor. Adapting such a
model to multigraphs, where parallel edges require per-edge rather
than per-pair plausibility scoring, remains an open direction.
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A Multilabel Surrogate Loss

The accuracy-based loss £y, in the attack objective is non-differentiable

and cannot be optimized directly with gradient-based methods.
Following [5], we replace it with a differentiable surrogate. The
surrogate losses in [5] assume mutually exclusive classes and do
not generalize to multilabel settings, such as the benchmarks of [4],
where nodes carry multiple labels. We therefore introduce a new
surrogate that handles multilabel outputs directly.

Let z;c € R be the raw logit for node i € {1,..., N} and class
c € {1,...,C}, and let y;. € {0, 1} be the ground-truth label. We
map each binary label to a signed value 2y;c — 1 € {-1,+1} and
define the attack loss as

C
ZU((Zyic -1) Zic)a (A1)

c=1

M=

1
Lattack = W -
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where o is the sigmoid function. Correctly classified nodes produce
a positive argument (2y;c — 1)z;c > 0, pushing o(-) toward one.
Misclassified nodes produce a negative argument, pushing o(-)
toward zero. In both extremes the gradient of o is near zero, so
confidently classified or confidently misclassified nodes contribute
little to the gradient. Gradient signal therefore concentrates on
nodes with logits near zero, i.e., near the decision boundary, where
small structural perturbations are most likely to flip predictions.
The attack thus allocates its perturbation budget where it is most
effective.
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Proofs

A.l. Adjacency Matrix Factorization

Proof that A = BsrCB;St, Fix any pair of nodes v;,v; € V. By definition, (Bs)ix = 1 if edge ex leaves
v; and 0 otherwise, and (Bgst)jx = 1 if edge e, enters v; and 0 otherwise. By the definition of matrix
multiplication, (CD);j = X x CixDx;. Substituting C = Bgc and D = Bgst, and applying the transpose
identity (B )xj = (Bdst)j. the (i, j) entry of the product is

m
(BschzirSt)ij = Z(Bsrc)ik (Bdst)jk- (Al)
k=1

Because both factors are {0, 1}-valued, the k-th term equals 1 if and only if ex both leaves v; and enters
vj,i.e., ex = (v;,v;). The sum therefore counts the number of directed edges from v; to v;, which is A;;

by definition. Since (i, j) was arbitrary, A = Bsch§5t~ -
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