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Abstract

Modern software ships with substantial unused code. Dynamic linking loads entire shared libraries
when only a fraction is required, features accumulate over release cycles, and one-size-fits-all distri-
bution models ship complete binaries regardless of deployment context. This bloat directly expands
the attack surface available to adversaries: unused but mapped code provides gadgets for return-
oriented programming (ROP) and jump-oriented programming (JOP) attacks. Existing defenses
are partial. Address space layout randomisation is defeated by memory-disclosure vulnerabilities.
Execute-only memory prevents reading code pages but does not reduce their volume. The WX
policy prevents code injection but not code reuse.

Software debloating removes unused code, but existing tools face tradeoffs between source
access, soundness, precision, and deployment requirements. Binary-level tools such as Razor
operate only on the application binary and leave shared libraries fully mapped. Static-analysis tools
such as Decker are conservative in their approximation and likewise skip library code. Kernel-level
mechanisms can achieve strong isolation but require kernel modifications that limit deployment.
No existing system combines temporal restriction, where different code is accessible at different
stages of execution, with execute-only memory enforcement over the full dependency chain in user
space.

We present Machete, a software debloating framework that derives temporal memory-access
policies from execution traces and enforces them entirely in user space, without kernel modifica-
tions or source code access. Machete operates in three stages. A segfault-based profiler captures
page-granularity access patterns for both single- and multi-threaded programs. A modified Blue-
Fringe / EDSM learner infers a phase-structured finite-state machine from these traces, with
tunable scoring coefficients that control the security/performance tradeoff. An enforcement
runtime then runs each phase in a separate operating-system process with its own page-table per-
missions and execute-only memory over shared physical memory, debloating the full dependency
chain including shared libraries.

We evaluate Machete against Razor and Decker on 11 shared targets and 2 auxiliary multi-
threaded targets. Machete reduces executable pages by 86 to 95% from the original binary; even the
worst-case phase exposes 2 to 5 times fewer pages than both Razor and Decker. ROP gadgets drop
by 33 to 78% per phase, and all enforced variants have zero readable-executable application pages,
preventing runtime gadget discovery. For CPU-bound workloads, enforcement overhead is below
4%. For server workloads, overhead ranges from 2.7% (memcached) to 66.6% (lighttpd) depending
on phase-transition frequency, and a parameter sensitivity analysis confirms that the operator can
navigate this tradeoff through stable regions in the scoring-coefficient space. Machete is, to our
knowledge, the first system to combine temporal debloating of executable pages with execute-only
memory enforcement in user space.
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Introduction

Modern software systems contain substantial amounts of unused code. This bloat arises from
prevalent software engineering practices: dynamic linking loads entire libraries when only small
parts are used, features accumulate over time through scope creep, and one-size-fits-all distribution
models ship complete functionality regardless of individual user needs. Empirical studies have
quantified this phenomenon: Quach et al. found that only 5% of the GNU C Library is used across
over 2,200 programs in a standard Ubuntu Desktop installation, with even the heaviest user (the
VLC media player) requiring merely 18% [1]. This bloat is not just a performance concern but a
significant security risk. Libraries are often loaded in their entirety when only a subset is required,
increasing the deployed dependency footprint and thereby exposing applications to vulnerabilities
anywhere in that footprint, as illustrated by high-severity flaws in widely deployed dependencies
such as OpenSSL (Heartbleed) [2], log4j (Log4Shell) [3], and ImageMagick [4].

Unused code also directly expands the attack surface available to adversaries. In general, each
unnecessary function provides an additional potential target for exploitation and can increase
the pool of gadgets (small instruction sequences that attackers chain together in return-oriented
programming (ROP) and jump-oriented programming (JOP) attacks). Defenses against such code-
reuse attacks exist but have fundamental limitations. Address space layout randomization (ASLR)
randomizes code locations to prevent attacks relying on hardcoded addresses, yet memory disclo-
sure vulnerabilities allow attackers to discover these locations at runtime. Just-in-time ROP (JIT-
ROP) exploits such disclosures to scan code pages dynamically, build gadget chains on the fly,
and execute exploits without prior knowledge of binary layout [5]. Execute-only memory (XoM)
prevents this by denying read access to code pages, but it does not reduce the attack surface: all code
remains mapped and executable.

Software debloating techniques aim to address this problem by removing unnecessary code.
However, existing approaches face significant trade-offs. For this thesis, the most important com-
parison axes are source availability, soundness, policy precision, and deployment requirements.
Source-level and compiler-based techniques require access to source code, excluding commercial
off-the-shelf (COTS) binaries. Binary-level approaches such as RAZOR rely on execution traces
but are unsound; code paths never exercised during profiling are removed, causing crashes if
encountered at runtime [6]. Static analysis approaches such as Decker partition functions into
“decks” enabled on demand, but conservative call-graph approximations limit precision and require
compiler-level analysis [7]. Kernel-level mechanisms including TLASR and SMV provide strong
isolation but require kernel extensions or manual programmer specification [8,9]. Taken together,
these limitations leave a gap for a system that can operate on unmodified binaries, adapt code
permissions over time, resist code-disclosure attacks, and do so entirely in user space.

This thesis presents Machete, a software debloating framework that combines debloating
with execute-only memory to both reduce the volume of executable code and hinder direct code
disclosure. Machete derives temporal memory-access policies from execution traces and enforces
them entirely in user space, without kernel modifications or source code access. A temporal policy
recognizes that programs require different code at different points in their lifecycle, for instance
during initialization versus steady-state operation, enabling finer-grained attack surface reduction
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than static approaches. Concretely, this work is guided by one main research question and three
supporting subquestions:
o Main RQ: To what extent can temporal memory-access policies reduce the executable attack
surface of unmodified binaries without kernel modifications?

» RQ1: To what extent can execution traces be transformed into compact policies that gener-

alize across different executions of the same program for temporal software debloating?

» RQ2: To what extent does combining debloating with execute-only memory reduce exposed

executable pages and gadget availability for code-reuse attacks?

» RQ3: What runtime overhead does user-space enforcement of temporal memory policies

incur compared to unprotected execution?

Machete operates through a three-stage pipeline. First, it profiles a target binary and records which
file-backed code pages are accessed over time. Second, it learns a compact phase model from these
traces, where each phase captures a different part of the program’s execution and transitions are
triggered by new page accesses or system calls. Third, it enforces the resulting policy by running
each phase in a separate user-space process with its own page permissions over shared memory
and switching between phases as execution progresses. Because all of this happens in user space,
Machete requires no kernel modifications and can be combined with complementary analyses such
as static analysis or compiler annotations.

The remainder of this thesis is organized as follows. Chapter 2 provides background on
software debloating, execute-only memory, hardware isolation primitives, and automata learning.
Chapter 3 describes the design and implementation of Machete’s profiling, policy derivation, and
runtime enforcement stages. Chapter 4 presents the evaluation methodology and results. Chapter
5 concludes with a discussion of limitations and future work.



Background and Related Work

This chapter covers the research areas that Machete builds on: software debloating, execute-
only memory, in-process isolation with hardware primitives, and behavioural modelling through
automata learning.

2.1 Software Debloating

Modern software ships far more code than any single deployment actually uses. Quach et al. [1]
show that, on average, only 5% of the GNU C Library is used across over 2,200 programs in a
standard Ubuntu Desktop installation; even the heaviest user, the VLC media player, only needed
18%. This code bloat [10] comes from common practices like code reuse, feature accretion, and one-
size-fits-all distribution. Bloat is often discussed as a performance problem (larger binaries, slower
startup, more memory usage), but its security impact is just as important. Every function that is
shipped but never called increases the attack surface: unused code may contain vulnerabilities
and gives attackers a larger pool of instruction sequences, or gadgets, to chain into return-oriented
programming (ROP) [11] and jump-oriented programming (JOP) [12] attacks.

Recent systematisation-of-knowledge papers give a broad overview of the field. Alhanahnah
et al. [13] develop a taxonomy that classifies debloating tools by their input and output artefacts,
strategies, and evaluation criteria. Ali et al. [14] add an empirical comparison of debloating para-
digms and their compositions, while Brown et al. [15] compare the attack-surface reductions that
individual tools claim against the reductions measured under unified benchmarks. Together, these
surveys show that existing debloating techniques cover a wide range of trade-offs between how
aggressively they remove code and what soundness guarantees they can offer.

2.1.1 Source-Level and Compilation-Based Debloating

A natural place to remove unused code is the compilation pipeline, where the compiler has access
to full semantic information such as types, control-flow graphs, call graphs, and data-flow relations.
OCCAM-v2 [16] performs whole-program specialisation on LLVM intermediate representation by
combining pointer analysis, value analysis, and dynamic profiling to remove provably unreachable
functions. BLADE [17] builds program-dependence graphs at the source level to find and remove
code that does not contribute to a given set of target features. Koo et al. [18] observe that many
applications expose configuration parameters that implicitly define which code paths can run;
their system uses known settings to remove code that is unreachable under a given configuration.
More recent work explores data-driven strategies: Porter et al. [19] combine static analysis with
machine-learning classifiers to predict the dynamic callee set at each indirect call site, restricting
which functions can be invoked at runtime, and Chisel [20] treats debloating as a reinforcement-
learning problem where an agent iteratively removes source-level statements while a test suite
checks correctness.

Source-level and compilation-based approaches benefit from precise analysis but share one key
limitation: they need the application’s source code or intermediate representation. This rules out
commercial off-the-shelf (COTS) binaries, third-party libraries that are only available in compiled
form, and legacy software whose source code is lost. In addition, static analysis must conservatively
keep code that may be needed under some input, which limits how much code can be removed.
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2.1.2 Binary-Level and Post-Deployment Debloating

Binary-level debloating works on compiled executables and does not need source access, making it
applicable to the COTS binaries that dominate real-world deployments. The main challenge is the
lack of semantic information: without type annotations, symbol tables, or high-level control-flow
constructs, the analysis must either be conservative or risk breaking the program.

RAZOR [6] is a representative trace-based approach. It profiles the application under user-
supplied test inputs, identifies the executed code, and uses control-flow heuristics to keep additional
code that may be reachable from the observed paths. Despite these heuristics, RAZOR is not
sound: code paths that were never exercised during profiling are removed, and the debloated binary
will crash if those paths are encountered at runtime. The system therefore depends on having a
comprehensive test suite, which is hard to guarantee in practice.

Decker [7] is the closest prior work to Machete. It uses static analysis to partition a program’s
functions into decks, i.e., groups of functions that should be accessible together during an
execution phase. A runtime component enables and disables decks on demand as the program
moves between phases. On the SPEC CPU 2017 benchmarks, Decker achieves a 73% reduction in
reachable gadgets with about 5% overhead, and its transformation is sound: all functions needed
by a phase are enabled before use. However, its reliance on static analysis for phase identification
limits precision. Conservative call-graph approximations can group unrelated functions into the
same deck, and complex or indirect control flow, common in event-driven applications, is hard
to resolve statically. Moreover, its mprotect based approach to control execution permission is not
suitable for multi-threaded applications. Decker also requires compiler integration and operates at
function granularity, whereas Machete learns phases dynamically from execution traces, works on
unmodified binaries, and enforces permissions at page granularity.

Several other binary-level systems exist. LeanBin [21] lifts binaries to an intermediate repre-
sentation, debloats at that level, and recompiles, but the lifting step is fragile and can fail on
complex binaries. DamGate [22] uses dynamic adaptive gating to selectively enable features at
runtime. Mansouri et al. [23] target functions associated with specific Common Vulnerabilities and
Exposures (CVEs) and disable them in deployed binaries, while Huang et al. [24] debloat closed-
source Windows applications. Across all these approaches, a tension remains between soundness
and aggressiveness: systems that guarantee correctness tend to keep too much unused code, while
more aggressive systems risk crashes. To the best of our knowledge, no prior binary-level debloater
learns only behavioural models from execution traces to guide its reduction.

2.1.3 Library Debloating

Shared libraries are a major source of code bloat because linking against a library makes all
of its code accessible, even if the application only uses a small part. Several approaches target
this problem. Nibbler [25] does function-level debloating of binary shared libraries by removing
functions that are not reachable from the application’s call sites. Quach et al. [1] propose Piece-
Wise, a compiler-assisted technique that loads library components independently so that unused
parts are never mapped. D-Linker [26] relinks shared libraries from their object files, leaving out
objects that contribute no symbols the application uses. Ziegler et al. [27] generate per-application
library variants containing only the needed functions, while LibFilter [28] achieves a similar result
through binary recompilation of .so files. Zhang et al. [29] extend library debloating to resource-
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constrained embedded systems based on the MIPS (Microprocessor without Interlocked Pipeline
Stages) architecture.

Library debloating reduces the amount of mapped code but does not address bloat in the
application binary itself. It also does not account for how an application’s code needs change over
time: a library function may be needed during initialisation but not during steady-state operation,
and static library debloating cannot capture this distinction.

2.1.4 Kernel, Container, and Domain-Specific Debloating

Debloating has also been applied beyond user-space applications. Hacksaw [30] debloats the kernel
by inventorying the devices on a machine and removing code for absent hardware. Zhang et al.
debloat at the container level using filesystem-layer analysis [31], and at the framework level,
targeting unused code in machine-learning toolkits such as PyTorch and TensorFlow [32]. Although
these efforts are not directly relevant to binary debloating, because they show that debloating is
a broader systems problem rather than one confined to application binaries. However, they do
not address the setting studied in this thesis: user-space binary debloating with runtime-enforced
temporal memory permissions.

2.1.5 Thread-Level and Context-Aware Debloating

More recent work recognises that different threads in the same process play different roles and
need access to different parts of the code. Rommel et al. [8] introduce Thread-Level Attack-Surface
Reduction (TLASR), which uses the mmview Linux kernel extension to give each thread its own view
of the text segment. By removing code that a thread never needs, TLASR reduces the executable
code visible per thread by 84% to 98% in benchmarks including MariaDB, Memcached, OpenSSH,
and Bash. The gadget reduction makes an automated ROP-chain generator ineffective in all tested
cases. The key finding is that worker threads handling client connections only need 3-5% of the
total functions loaded into the process, which directly motivates the phase-based memory views
that Machete enforces.

However, TLASR requires both a custom kernel extension and developer-supplied source
annotations to define and mark thread boundaries. Machete learns phase transitions dynamically
from execution traces, works on unmodified binaries, and needs no kernel changes. Both systems
achieve per-thread or per-phase code reduction, but through different mechanisms: TLASR uses
developer-annotated thread-role identification with kernel-level enforcement, while Machete uses
learned behavioural models with user-space process isolation.

2.2 Execute-Only Memory

Even after debloating removes unused code, the code that remains can be read by an attacker with
a memory-disclosure primitive. Just-in-time ROP (JIT-ROP) attacks exploit this: given an arbitrary
read, the attacker scans code pages at runtime to find gadgets, builds an ROP chain on the fly,
and diverts control flow, all without knowing the binary layout beforehand. Execute-only memory
(XoM) prevents this by denying read access to code pages while keeping them executable, so the
attacker cannot scan for gadgets.
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2.2.1 Foundations and Implementations

Backes et al. [33] first showed that XoM can defeat JIT-ROP on x86. Because x86 page tables do
not have a native execute-only permission bit (the execute permission implies read), their system
approximates XoM in software by marking code pages non-present and intercepting read attempts
in the OS page-fault handler. NORAX [34] brings XoM to COTS binaries on AArch64, where the
hardware does support execute-only permissions, by separating embedded data from code sections.
HideM [35] achieves XoM in user space through split page-table manipulations. Lixom [36] utilizes
XoM to protect cryptographic keys by encoding them as immediate values in execute-only instruc-
tions, using Extended Page Tables (EPT) for strong isolation and Memory Protection Keys (MPK)
for a lightweight variant. Luo et al. [37] tackle the challenge of adding XoM to stripped binaries that
lack relocation metadata.

The main limitation of all XoM mechanisms is that they protect code confidentiality but do
not shrink the attack surface: all code pages stay mapped and executable. An attacker who cannot
read code can still execute it. To combine XoM with debloating so that only the pages needed in
the current phase are mapped and executable, dynamic permission management is required, which
neither XoM nor debloating alone provides.

2.2.2 Attacks on and Limitations of XoM

XoM does not guarantee absolute protection. Schink et al. [38] evaluate how well XoM holds up in
practice and show that implementation artefacts can leak information about execute-only pages.
Hornetz et al. [39] show that port-contention side channels can identify inaccessible code regions,
and Bhat et al. [40] propose ProbeGuard, which detects and mitigates probing attacks on XoM
pages. These results show that XoM alone is not enough and must be combined with attack-surface
reduction and runtime enforcement.

2.3 In-Process Isolation and Hardware Primitives

Enforcing per-phase or per-thread memory permissions at runtime requires a mechanism that can
switch permissions frequently and with low overhead. MPK, least-privilege memory views, and
system-call interposition are the three building blocks that Machete combines for this purpose.

2.3.1 Memory Protection Keys (MPK)

MPXK, available on recent Intel and AMD processors, assigns a 4-bit protection key to each virtual
page. The Protection Key Rights for User pages (PKRU) register is thread-local and writable from
user space via the WRPKRU instruction in roughly 20-100 cycles, and it controls read and write per-
missions per key domain. This makes MPK the fastest way to toggle memory permissions without
entering the kernel.

ERIM [41] is the best-known MPK-based isolation system. It combines MPK with binary in-
spection to make sure untrusted code cannot run WRPKRU outside designated call gates, and achieves
less than 1% overhead at 100,000 domain switches per second. Voulimeneas et al. [42] study the
attack surface that MPXK itself creates: if untrusted code can run a WRPKRU instruction, it can turn off
all protection-key restrictions. Their work shows that binary inspection or control-flow integrity is
needed to prevent such bypasses. Jenny [43] tackles a related problem: even when MPK correctly
isolates memory domains, an attacker in an isolated domain can still use system calls to escape.
Jenny prevents this by enforcing per-domain syscall policies.
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Other MPK-based systems explore different aspects of in-process isolation. ThreadLock [44]
provides per-thread MPK domains, TME-Box [45] looks at Intel’s Total Memory Encryption with
Multi-Key as an alternative to MPK, Giilmez et al. [46] use MPK to isolate Rust unsafe code, and
Wang et al. [47] use MPK to protect in-process monitoring infrastructure.

A key limitation of MPK for Machete is that it only controls read and write permissions; it
cannot control the execute permission. To restrict which pages are executable, which is at the core
of Machete’s enforcement, we need page-table-level mechanisms such as mprotect or, as Machete
uses, per-process page tables with separate execute permissions.

2.3.2 Least-Privilege Memory Views

The principle of least privilege, applied to memory, means that each part of a program should only
be able to access the memory it currently needs. Secure Memory Views (SMV) [9] is a direct ancestor
of Machete’s design. SMV introduces thread containers that split a multithreaded application’s
address space into memory domains, each with one of four privilege levels: read, write, execute,
or allocate. Enforcement happens at the kernel level via per-thread page tables, with negligible
overhead (around 2% on PARSEC, less than 1% on web servers). However, SMV requires the
programmer to manually define domain boundaries and assign threads to domains, which limits
its practical use.

Wedge [48] is an early system for privilege-separated compartments that motivated much of
this line of work. TLASR [8] provides per-thread text-segment views using kernel-level mmview
extensions, and uSwitch [49] achieves low-overhead context isolation by deferring domain switches
to the next system call boundary, avoiding per-switch kernel involvement.

The shared limitation of these approaches is where the isolation policy comes from: it is either
specified manually (SMV, Wedge), or derived from static analysis (TLASR). Moreover, some of them
(TLASR, SMV) require kernel modifications. None of them learns a phase-based policy from actual
execution behaviour. Machete fills this gap by deriving its policy automatically from execution
traces using automata learning and enforcing it entirely in user space without kernel changes.

2.3.3 System Call Interposition

Observing and controlling a program’s interactions with the operating system is needed for both
profiling and enforcement. Traditional interposition mechanisms have significant overhead or ex-
pressiveness limitations: ptrace requires two context switches per intercepted call (one to enter the
tracer, one to resume the tracee), making it impractical for production deployments, and seccomp-
BPF can only filter calls by number, not modify their arguments or observe their results. GHUMVEE
[50] applies ptrace-based interception to synchronise multi-variant execution for intrusion detec-
tion, demonstrating the security value of syscall monitoring while also illustrating the overhead
penalty that ptrace imposes.

Binary rewriting offers a lower-overhead path. Zpoline [51] replaces every syscall instruction
with a callqg *%rax trampoline that redirects all system calls through a user-space hook, eliminating
per-call kernel involvement and achieving overhead close to that of an ordinary function call.
Lazypoline [52] extends this with lazy rewriting: rather than scanning and patching all syscall
sites up front, it defers patching to first use, locating and rewriting each site on demand to reduce
initialisation cost while preserving the same low per-call overhead.

Machete’s interposition layer is built on top of K23 [53], which comes from this lineage
by combining the Linux Syscall User Dispatch (SUD) mechanism with zpoline-style instruction



CHAPTER 2: BACKGROUND AND RELATED WORK Yigit Colakoglu

rewriting. During profiling, K23 intercepts memory-management calls such as mmap and mprotect
that would otherwise escape the segmentation-fault-based tracer; during enforcement, it detects
phase transitions triggered by system calls. Blair et al. [54] take a different direction, automatically
synthesising per-microservice syscall policies from effect graphs, and Rosti et al. [55] use syscall-
level replication across variants to maintain service availability. These systems demonstrate the
breadth of syscall interposition applications, but none uses interposition to derive or enforce per-
phase memory-access policies.

2.4 Behavioural Modelling and Automata Learning

Debloating requires a policy that says which code is needed and when. Static analysis can approx-
imate such a policy, but its precision is limited because general program properties are undecidable.
An alternative is to learn the policy from observed executions, trading formal soundness for prac-
tical precision.

2.4.1 Learning from Execution Traces

Execution traces, i.e. ordered sequences of events recorded during program runs, are a rich source
of information about how an application behaves. Forrest et al. [56] showed that short-range corre-
lations in system-call sequences define a stable notion of normal behaviour for Unix processes, and
that deviations from this baseline can detect intrusions. The idea that regular patterns in low-level
event streams characterise an application’s behavioural modes is the starting point for Machete’s
phase model.

Later work has refined trace-based modelling. Multi-variant execution (MVX) systems compare
system-call streams across multiple diversified program variants to detect divergences caused by
exploitation; GHUMVEE [50] and A8 MVX [55] are representative systems in this family. Walkin-
shaw et al. [ 57] infer extended finite-state machines (EFSMs) from software executions, adding data
guards and state variables to capture richer behaviour than plain finite automata. Their formulation
of state transitions triggered by observable events is directly relevant to the phase-transition model
that Machete learns.

A gap in this body of work is that trace analysis has been used for software testing, anomaly
detection, and multi-variant execution, but not for deriving runtime security policies that restrict
memory access. Machete closes this gap by using execution traces not just to characterise behaviour
but to build a deterministic finite-state machine whose states directly encode per-phase memory
permissions.

2.4.2 Automata Learning Theory

The formal foundations for learning finite-state machines from observations come from the field
of grammatical inference [58]. De la Higuera [59] gives a thorough overview of the theory and
algorithms. The central idea is state merging: given a prefix-tree acceptor (PTA) built from positive
examples, states are iteratively merged to produce a compact automaton that generalises beyond
the training data. Oncina and Garcia [60] introduced Regular Positive and Negative Inference
(RPNI), the first polynomial-time state-merging algorithm, which merges states in an order fixed
by a breadth-first traversal of the PTA. The Blue-Fringe variant, later refined into Evidence Driven
State Merging (EDSM), improves on RPNI by using a RED/BLUE frontier to control which merges
are tried first and by scoring merges based on the evidence that supports them [61].
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Machete’s policy-derivation stage builds directly on this framework. We build a PTA from the
execution traces collected during profiling and run a modified Blue-Fringe / EDSM learner to
produce a compact deterministic FSM. The main difference from standard automata learning is that
our states are not abstract language classes but concrete execution phases with associated memory-
permission sets, and our transitions are triggered by newly observed page accesses or system
calls rather than input symbols. To the best of our knowledge, automata learning has been used
for software testing and program comprehension but not for deriving runtime memory-isolation
policies.

2.5 Control Flow Integrity

Control-flow integrity (CFI) [62] restricts the targets of indirect branches to legitimate destinations,
preventing an attacker from jumping to arbitrary gadgets. Zhang et al. [63] show CFI enforcement
for COTS binaries, Payer et al. [64] refine CFI policies to reduce the set of allowed targets per
indirect branch, and ShadowGuard [65] adds return-address protection through a cryptographic
shadow stack.

CFI and debloating are complementary. CFI constrains how remaining code can be reached but
does not reduce which code is present; debloating reduces the available code but does not restrict
how the surviving code is reached. Machete can be deployed alongside any CFI mechanism: the
debloated, phase-restricted binary benefits from both a smaller gadget pool and constrained control-
flow transfers.

2.6 Summary and Positioning

Four related gaps emerge from the existing work. First, software debloating reduces mapped code
but struggles to balance soundness against aggressiveness; binary-level approaches either sacrifice
soundness (RAZOR) or rely on conservative static analysis (Decker). Second, execute-only memory
prevents code disclosure but does not reduce the attack surface, since all code pages stay mapped
and executable. Third, hardware primitives like MPK allow fast permission switching but need an
external policy; existing policy sources are manual annotations, static analysis, or fixed compile-
time configurations. Fourth, automata-learning techniques can generalise behavioural models from
execution traces, but this has not been applied to derive runtime security policies for memory
isolation.

Machete bridges these four gaps in a single system. To the best of our knowledge, it is the
first system to combine debloating, execute-only memory, and learned behavioural models into one
enforcement framework. The policy-derivation stage learns phase-based memory-access policies
from execution traces using a modified Blue-Fringe / EDSM learner, and the runtime stage enforces
these policies using process-based page-table isolation, MPK, and SUD, doing so entirely within
user space, on unmodified binaries, and without kernel changes.

Compared to the closest prior systems: unlike Decker [7], Machete learns execution phases
dynamically rather than computing them statically; unlike TLASR [8], it requires neither kernel
extensions nor manual source-level annotations; unlike SMV [9], it derives its policy automatically
rather than requiring programmer specification and runs completely in user-space.



Machete: User-Space Temporal
Permission Tightening

This chapter presents the design and implementation of Machete, a software debloating framework
that restricts an application’s access to its own executable memory at page granularity. Machete
operates entirely in user space, requires no kernel modifications, and enforces phase-specific
memory permissions that go beyond what existing mechanisms such as MPK can express, most
notably control over the execute permission on individual pages.

We begin by stating the attacker model and the assumptions under which Machete provides its
security guarantees. We then give a high-level overview of the system’s three-stage pipeline before
describing each stage in detail: profiling, policy derivation, and runtime enforcement. The chapter
concludes with a discussion of the key design decisions and their limitations.

3.1 System & Attacker Model

Debloating and XoM mechanisms aim to reduce both the permissions and the volume of executable
data in memory. To fairly evaluate the security guarantees of our design under realistic worst-case
conditions, we therefore adopt a strong attacker model: we assume that the attacker has obtained
arbitrary read and write primitives on an already vulnerable application and seeks to escalate to
arbitrary code execution using these primitives.

We also make assumptions regarding the binary that we will be debloating. Namely, we
assume that the program is a W@X binary, meaning there are no regions in the program’s memory
mappings that are both writeable and executable at once. This is a reasonable assumption, as
modern operating systems enforce W@X by default through hardware support for the NX (No-
Execute) bit [66], and most applications that do not rely on JIT compilation do not map writable
and executable memory regions [33]. Under this assumption, our attacker is restricted to reusing
existing executable code mapped by our program to build malicious execution chains.

Finally, our execution sandbox leverages the Linux kernel’s Syscall User Dispatch mechanism
to interpose memory-related system calls and the Memory Protection Keys feature available on
recent Intel and AMD CPUs.

We explicitly exclude several classes of attacks from our model. We assume a trusted operating
system and kernel, and do not consider compromises of the kernel, hypervisor, or underlying
hardware. We do not attempt to defend against side-channel attacks (such as cache or speculative
execution side channels), denial-of-service attacks, or adversaries that can modify the program
binary on disk before deployment. Finally, we treat applications that rely on just-in-time (JIT)
compilation or self-modifying code as out of scope, since they violate the WX assumption on
which our design relies.

3.2 System Overview

Machete operates in three stages: profiling, policy derivation, and runtime enforcement. Each stage
builds on the artefacts produced by the previous one, and together they form a pipeline that trans-
forms an unmodified application binary into a hardened deployment in which only the memory
pages required by the current execution phase are accessible.
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In the first stage, the profiler runs the target application under a segmentation-fault-based
tracer that records every file-backed page access (read, write, or execute) and every system call, at
page granularity. Multi-threaded execution is handled by pinning the application to a single core
during profiling and logging per-thread metadata so that access patterns can later be attributed to
individual thread levels. In the second stage, the collected execution traces are converted into a
prefix tree acceptor (PTA) that captures all observed execution-segment sequences. A Blue-Fringe /
EDSM learner then merges states in the PTA to produce a compact deterministic finite-state ma-
chine (FSM) whose states represent execution phases and whose transitions are triggered by newly
observed page accesses or system calls. For multi-threaded programs, a separate FSM is learned
per thread level and the resulting machines are organised into a tree that mirrors the application’s
thread-spawning hierarchy. In the third stage, the runtime sandbox enforces the learned FSM by
mapping each phase to a dedicated operating-system process that shares the application’s physical
memory but maintains its own page-table permissions. Phase transitions are performed via register-
level context switches through shared memory, avoiding the overhead of repeated mprotect calls.
A lock-step synchronisation protocol keeps virtual memory consistent across all phase processes,
and the sandbox itself is hardened with randomised Syscall User Dispatch (SUD) offsets, execute-
only mappings, and MPK protection.

The remainder of this chapter details each stage in turn.

3.3 Profiling Memory Access Patterns

As established before, Machete relies on information collected about a program’s memory access
patterns during a profiling phase in order to calculate a memory-usage policy that is later enforced
at runtime. In this section, we describe the steps we take to obtain a comprehensive usage profile
for the application under analysis.

Our primary goal in this profiling step is to determine which parts of the virtual address
space the application depends on and how different memory regions depend on one another, at
page granularity. Because dynamic memory regions such as the stack and heap have unpredictable
layouts and cannot contain executable code in a W@X program, we focus on virtual memory pages
that are backed by files. Concretely, the profiler needs to answer three questions:

o Which virtual memory pages are accessed during the program’s lifetime?

o What is the type of each access (read, write, execute)?

o What are the temporal and dependence relationships between these accesses?
We employ a segmentation-fault-based profiling approach. At startup, the profiler disables all
permissions on file-backed virtual memory mappings, registers a segmentation fault signal handler,
and then re-enables pages on demand while logging all resulting faults, as illustrated in Figure 3.1.
To handle permission changes initiated via mprotect and mmap, the profiler also needs to interpose
relevant system calls; we do so using the Linux kernel’s SUD mechanism.

Upon startup, the profiler creates a Unix pipe and a separate watchdog process that contin-
uously reads from the shared pipe and writes messages to a log file. Once this communication
channel is established, the profiler runs an initialisation routine that populates an internal data
structure containing all file-backed virtual memory pages in the process’s memory map, sends this
data structure to the watchdog through the pipe, and sets all file-backed memory pages’ permis-
sions (except the interposer) to NONE. After registering its segmentation fault handler, it transfers

11
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Figure 3.1: Memory permission state during segfault-based profiling. Each column shows the permissions
of all file-backed pages after the profiler handles a fault. Every fault is logged to the watchdog process via a
Unix pipe.

execution back to the program, which immediately causes a segmentation fault and triggers the
handler.

The segmentation fault handler itself contains only a short code sequence that checks whether
the fault is valid (that is, not due to an MPK fault or an unmapped page), saves the register state
on the stack, and overwrites the return instruction pointer (RIP) so that it points to a dedicated
trampoline. This design reduces the risk of encountering a segmentation fault or deadlock inside
the signal handler itself, since recovering from either scenario is not possible.

In the trampoline, we must first determine the type of access that caused the segmentation
fault: write, read, or execute. Detecting faults due to missing execute permissions is straightforward,
because they are the only type of fault where the faulting address is equal to RIP. Special care is
needed for instructions at page boundaries; these can be detected by checking whether the instruc-
tion at RIP overlaps with the faulting address when the faulting address lies on a page boundary.
To distinguish between read and write faults, we inspect the instruction that caused the fault. For
this purpose, we use the community-made iced_x86 library? to decode x86 instructions and infer
the memory addresses they access.

After determining the type of access that caused the fault, the framework takes one of two paths.
For read or write accesses, it enables the corresponding permission on the faulting page and logs
the access. For execute accesses, the application undergoes an execution segment switch procedure
(see t3—t4 in Figure 3.1): the profiler revokes all permissions from all file-backed virtual memory
pages and then re-enables permissions only for the faulting page. This ensures that the profiling
stage captures the executable pages from which a given page is accessed within the observed runs
and yields a more complete memory-usage profile for those executions.

3.3.1 Ensuring Correctness During Parallel Execution

Additional care is required when applying this segmentation-fault-based profiling technique to
multi-threaded programs. Because all threads share the same address space, the profiler might miss

2https://docs.rs/iced-x86/1.21.0/iced_x86/
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memory accesses made by one thread if the accessed page has already been enabled by another
thread. To mitigate this, we reduce parallel execution and encourage interleaved thread scheduling
by setting the process’s CPU affinity to a single core while bootstrapping the profiler. This increases
profiling-time performance overhead but is a necessary trade-off to improve correctness. It does not
affect the application’s performance once the profile has been obtained, since the affinity restriction
is only applied during the profiling phase.

During profiling, we also log thread creation events and append additional metadata to each
log entry so that we can later analyse the access patterns of each thread separately.

3.3.2 Detecting Non-Trivial Memory Accesses

The segmentation-fault-oriented profiling technique reliably detects direct memory accesses made
in user space. However, it cannot observe indirect memory accesses performed in the kernel when
the profiled program issues a system call that requires a page to have a particular permission. To
address this limitation, we use the syscall interposition framework K23 [53] to intercept system
calls and analyse their arguments to determine whether they require specific page permissions. If
the required permission is missing, the profiler logs the access and updates the page’s protections
accordingly.

3.3.3 Working with Dynamically Mapped Files

Many applications dynamically map files into their virtual address space, for example to load
libraries or other resources. The profiling stage must therefore be aware of these dynamically
mapped files so that accesses to them can also be detected and logged. To achieve this, we interpose
all mmap system calls and check whether the requested region is file-backed. If so, we store infor-
mation about the newly mapped pages in an internal data structure and treat those pages like any
other file-backed page, enabling them only on access. This yields a comprehensive usage profile of
all file-backed memory over the program’s lifetime.

3.4 Deriving Sandbox Policies

Once the profiling stage is complete, Machete produces artefacts in the form of execution traces
that record which pages the program accessed, which system calls it issued, and the order in which
these events occurred. These traces characterise concrete runs of the application but are typically
specific to individual executions and may differ significantly across runs. Moreover, they do not
explicitly capture high-level control-flow semantics such as loops.

3.4.1 Modelling Application Behaviour as a Finite State Phase Machine

To reason precisely about application behaviour across multiple executions and to derive sandbox
policies that generalise beyond individual traces, we introduce a formal model of execution phases
and transitions between them. The model is inferred from execution traces collected during
profiling and abstracts the program’s behaviour into a deterministic finite-state transition system.
Intuitively, each state corresponds to an execution phase (a behavioural mode), and transitions are

triggered by newly observed actions that change the set of enabled items.
We first define the alphabet of observable items. Each item represents an operation on an object:
i=(0p,T), i€X (3.1)

13



CHAPTER 3: MACHETE: USER-SPACE TEMPORAL PERMISSION TIGHTENING Yigit Colakoglu

where Op is the operation class (e.g., read, write, execute, syscall), T is the object acted upon (e.g.,
a virtual page or a system call name), and X is the finite set of all observable items. Example items
include (Read, 0x1000) or (Syscall, open).

We define phases directly as sets of enabled items:

Qc2* (3.2)
where Q is the set of phases (states), and each g € Q is an item-set signature describing which items
are enabled or active in that phase.

Transitions between phases are defined over trigger items:

§:QXxZ—>0Q (3.3)
where 6(q, a) is the successor phase reached from phase q when item a triggers a transition. The
transition function is partial: not every pair (q, a) must be defined. To constrain how transitions may
occur, we impose a legality condition that captures the “new-item trigger” rule: transitions are only
triggered by items that newly appear and must remain enabled in the successor phase. Formally,

5(qa)=q' >a¢qraeq (3.4)
meaning that if a transition on item a from phase q to phase q’ exists, then a must not be in the set
associated with g and must be in the set associated with q'.3

We represent a concrete execution as a sequence of observed item sets:

7=1(S¢,S1,...8,), Sk CZ (3.5)

where each S is the set of items observed or enabled at step k of an execution. The sequence (Sy) is

produced by profiling and feature extraction over the raw logs to identify the “execution segments”

in each raw trace. For two successive observations, we define the set of candidate trigger items as
the newly appearing items:

A(Sk> Sk41) = Ska1 \ Sk (3.6)

where A(Sy, Si41) is the set of items that appear in Sy, but not in Sj. These items are potential

explanations for a phase change between steps k and k + 1 and must respect the legality constraint

above.
Given a set of execution traces
R={1,15 ..., Ty} (3.7)
the learning objective is to infer a phase-transition system
M = (Q,Z,4,q0) (3.8)

that is consistent with all traces in R. Here, q, € Q is the initial phase. Consistency means that for
each trace r € R, there exists a corresponding sequence of phases (qq, q1, ---, 5, ) sSuch that successive
phase changes obey the transition function &.

This model captures the essence of the application’s behaviour in the following sense: When the
program is in phase g, it is allowed to perform all actions represented by items in q. From this model,
obtaining a sandbox policy is straightforward: all pages associated with a phase q are accessible
while the program is in that phase, and other pages are not. As a result, the program behaves as
expected during the given phase. When it attempts to access a page that should trigger a phase
transition, the access causes a segmentation fault. Control is transferred to the sandbox, which
compares the observed operation against the candidate trigger items on the outgoing transitions of
the current phase. If the operation matches one of those items, the sandbox takes the corresponding
transition, enables the necessary pages, and resumes execution. The set-valued trigger domains

3This condition can also be partially captured by modelling each item @ € q as a self-loop transition §(q, a) =
g. However, using this notation makes the FSM-learning stage more complex.
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introduced during learning arise from segment-level aggregation in the traces, but at runtime the
sandbox still observes and matches one concrete page access or system call at a time. Note that
any transition items i are disabled during a phase due to the legality constraint (i.e., 5(q,a) = q¢' =
a ¢ q). It must also be noted that transition items with Op = Syscall are directly observable by the
sandbox using system call interposition.

3.4.2 Building a Prefix Tree Acceptor From Execution Traces

Since Machete’s raw output is a set of execution traces at the level of individual memory and syscall
events, the first step is to combine them into a single structure that can be refined into a more
compact FSM. To this end, we build a prefix tree acceptor (PTA) from the execution traces [59]. The
PTA is a deterministic finite-state transition system that accepts exactly the observed traces.

The atomic units when processing an execution trace are the execution segments that the
application has entered during its runtime. This is because the profiler does not log how many
times a page access happened, only its first occurrence, meaning we cannot reliably order items
within an execution segment. Segments can be reconstructed from the raw logs by splitting each
trace at execute events and grouping all items between two successive execute events (including the
execute event itself) into one segment. Formally, an execution trace is represented as a sequence of
execution segments 7 = (Sy, Sy, ..., S, ), Where each Sj. C X is a set of items.

In the trivial case with a single execution trace t = (S, ..., Sy,), the PTA is a trie whose nodes
correspond to execution segments and whose edges represent candidate trigger sets between seg-
ments. The root node represents the initial phase q, with item-set signature @. For each successive
pair (S, Sk4+1), we define the edge label as the set of newly appearing items: A(Sk, Sk41) = Sk41 \
S. Intuitively, an edge from a phase with item set Sj to a phase with item set Sy, ; is annotated
with the candidate trigger domain A(Sy, Sk41)-

Although representing an edge label as a set of items is not conventional, it makes the PTA
construction more intuitive: a candidate trigger set D = {i, ..., i} can equivalently be interpreted
as multiple single-item transitions (g, i;, q") for each i; € D. We keep the set-based view, because it
directly mirrors A(Sy, Si.1) and simplifies the later learning stage.

To construct a PTA that combines multiple execution traces, we incrementally insert each trace
while reusing and generalising previously created phases. In this construction, phases are repre-
sented directly as item sets, so each phase variable (e.g., ) denotes its own signature. Concretely, for
each trace 7 = (S, ..., S,;) we traverse from the root phase q, and, at each segment S, compute the
set of newly appearing items A, = Sy \ Sx_;, with the convention S_; := @. If |A;| = 0, the current
segment does not introduce any new items, so we simply advance the segment baseline by setting
Sk_1 = Sk and continue.

When |Ag| > 0, we attempt to follow an existing outgoing edge whose candidate trigger set is
compatible with A,. We distinguish three cases for an outgoing edge from the current phase with
candidate domain D: (i) Ay C D, in which case we can follow this edge without structural changes
because all newly appearing items in this segment are already covered by the existing candidate
domain; and (ii) D C Ay, in which case we still follow the edge but grow it by enlarging the target
phase’s item-set signature and the edge’s candidate domain to also include Ay. If no outgoing edge
is compatible with Ay (neither A, C D nor D C A, for any outgoing edge domain D), we create a
fresh phase with item-set signature S, and a new edge from the current phase labelled with Ay. The
complete construction is shown in Algorithm 3.1.
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Algorithm 3.1: PTA construction and shared-item lifting procedures

procedure BUILD-PROTO-PTA(R, %)

o = &5 Qg = 1{qo}; Ep = @
for each trace 7 = (S, ...,S,) € Rdo
q:=4qo
S ,1:=0
fork=0,1,...,ndo
S:==S5)
Ap =S\ Sk
if Ay = @ then
Sk-1:= Sk
continue
else
if exists (q, Dpaich, @') € Eg with Ay C D, then
q=q
else if exists (q, Dpaichs §') € Ep With D, € Ay then
N:=S\¢q
q=qUuUSs
extend D, With all items from A
(q, Eg) := LIFT-SHARED-ITEMS(q, Eg, Sigma)
for each outgoing edge from q’ with domain D, and target q” in E do
remove all items in N from D,

qg:=q
else
letq, =S
Qg = Qg U{qy}

Eg := Eg U{(q, Ak, qn)}
(q, Eg) := LIFT-SHARED-ITEMS(q, Efg, Sigma)
q:=dn
Sk-1= Sk
return ME = (QE’EEa CIO)

procedure LIFT-SHARED-ITEMS(q, Eg, )

let (q, Dy, q4), ---,(q, Dy, q;) be all outgoing edges from q in Eg
let L be the set of items in X that appear in at least two of Dy, ..., D,
if L = @ then return (q, Eg)
q=quUlL
E = Eg
for each outgoing edge (¢, D;, q;) in E. do
Dj:=D;\L
return (g, E)
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Figure 3.2: Stabilisation cases during Blue-Fringe merging. Green nodes denote the merged class c; grey
nodes denote cascade-merged targets. = denotes the merge operation.

We enforce determinism of the PTA with respect to candidate triggers using the helper routine
at Line 3.31. Given a phase g, the routine computes the set of shared candidate items and returns
an updated pair (g, E) in which shared items have been moved into the phase set and removed
from outgoing edge domains. This guarantees that no item can appear as a candidate trigger on two
sibling edges, which preserves determinism.

When items are lifted into a target phase q’ (for example during edge growth), we also propagate
this change to its outgoing edges: items that have become part of the phase set q’ are removed from
the candidate domains of all edges leaving q'. This keeps a consistent separation between items that
are always enabled in a phase and items that serve as candidate triggers for leaving that phase.

3.4.3 Blue-Fringe FSM Learning

Starting from the proto-PTA Mg = (Qg, Eg, qo), the objective of Blue-Fringe learning [59,60] is to
infer a compact deterministic model M; = (Q 1,2 0r, q{;) that remains consistent with the observed
executions while generalising beyond individual runs. This step is necessary because the raw PTA
can be large and highly trace-specific, which makes direct policy derivation difficult and brittle in
practice.

We use a modified Blue-Fringe / EDSM-style learner because it provides a practical balance
between structural guarantees and search efficiency: RED/BLUE frontier control bounds the merge
search space while evidence-driven scoring [67] in turn prioritises merges that simplify the machine
without collapsing semantically important distinctions. This is particularly useful for our setting,
where traces are rich in low-level events and naive global merging is both expensive and unstable.

We maintain a hypothesis H, = (I1;, i;, F;) at iteration t. Here, II; is the current equivalence
relation over proto-phases; equivalently, it induces a set of equivalence classes C;, where each class
represents one candidate learned state. For any class ¢ € C;, u;(c) C £ denotes its enabled-item
signature, and F;(c) denotes its outgoing frontier with refined trigger domains. RED, BLUE, and
WHITE are subsets of C;: RED is the committed core, BLUE is the immediate successor frontier of
RED, and WHITE contains the remaining classes. For each selected b € B;, we compute a pre-score
against every RED candidate r € R;, sort RED candidates by that score, and then evaluate them in
that order with full tentative merges.

For a tentative merge between RED class r and BLUE class b, we first form a merged class ¢ =
r U b, setu,(c) = u;(r) U u,(b), and combine both outgoing frontiers into F;(c). We then stabilise the
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result case by case. If refinement removes only already-enabled items, no structural repair is needed
(Figure 3.2.a). If an outgoing domain becomes empty, the corresponding target class is absorbed
into ¢ (Figure 3.2.b). If overlapping target groups create subset conflicts, cascade merges are applied
until consistency is restored (Figure 3.2.c). If sibling transitions share trigger items, shared items
are lifted into the source signature and removed from sibling domains to maintain deterministic
outgoing behavior (Figure 3.2.d). Stabilisation iterates until no further absorptions, cascades, or
domain updates occur.

The post-score is computed only after this fixed point is reached, so it captures both direct and
induced effects of the candidate. The acceptance policy is greedy: scanning RED candidates in pre-
score order, we accept the first candidate with post-score at least 8. If no RED candidate satisfies
the threshold, the BLUE class is promoted to RED. This preserves the Blue-Fringe frontier invariant
and guarantees monotone progress until B, = @.

The learned FSM translates directly into a runtime sandbox policy. Each state corresponds to a
phase in which a fixed set of pages is accessible; all other file-backed pages are unmapped or marked
inaccessible. When the program attempts an access that is not permitted in the current phase or
tries to make a syscall, the action hands control to the sandbox, which compares the observed event
against the candidate trigger items associated with the outgoing transitions of the current phase. If
a matching transition exists, the sandbox switches to the target phase by updating page permissions
accordingly; otherwise, the access is treated as a policy violation. The compactness of the FSM
therefore determines both the precision of per-phase permissions and the frequency of runtime
transitions.

3.4.3.1 Scoring Merges

The scoring procedure is split into a ranking phase and a decision phase. The ranking phase uses a
lightweight pre-score to order RED candidates for a fixed BLUE class before any stabilisation work is
performed. The decision phase computes a post-score after full stabilisation and applies the greedy
threshold rule described above.

Both scores are weighted linear combinations of feature terms that capture different aspects
of merge quality. The pre-score evaluates candidates based on four criteria: (i) the overlap between
the enabled-item signatures of the RED and BLUE classes, measured by their Jaccard similarity;
(ii) a penalty for mismatches between the types of items present in each signature; (iii) a reward for
structural simplification, favouring candidates whose merge would collapse transition complexity;
and (iv) a penalty that discourages merging classes whose syscall-bearing transitions would be lost,
since these transitions are cheap to enforce at runtime and serve as useful phase discriminators.

The post-score is computed after the stabilisation fixed point (Line 3.20) and therefore accounts
for cascade effects that are invisible to the pre-score. It evaluates: (i) the same signature overlap as
the pre-score; (ii) a penalty proportional to the number of cascade merges and absorptions triggered
during stabilisation; (iii) a penalty for items removed from transition domains as a side effect of
stabilisation; (iv) a penalty for the total domain size of cascade-merged edges, which quantifies how
much frontier structure was disrupted; (v) the net change in structural transition cost; and (vi) the
net change in syscall transition cost. A candidate is accepted if its post-score meets the threshold 6.

In practice, 6 is chosen empirically during calibration on representative profiling traces, guided
by the trade-off between model compactness and phase precision.

Adjusting the scoring coefficients directly controls the security-performance trade-off: higher
cascade and disruption penalties preserve fine-grained phases with tighter permissions but more
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frequent runtime transitions, while a larger structural-simplification reward merges phases aggres-
sively, reducing overhead at the cost of wider per-phase permission windows. For instance,
increasing the penalty for merging phases whose execute-item signatures differ produces more
phases, each with a narrower set of executable pages, at the expense of additional phase transitions
and therefore higher runtime overhead. The precise scoring formulas and feature definitions are
given in Appendix A.

3.4.4 Building FSMs For Multi-Threaded Programs

The Blue-Fringe learner described above operates on a single set of execution traces that share a
common thread of control. To handle multi-threaded programs, we decompose the learning prob-
lem hierarchically by thread level: a hierarchical identifier that distinguishes the main thread from
each child thread it spawns, and their children recursively. The profiler records, for each execution
segment, the thread level at which it was observed and annotates thread-spawning events with the
level of the newly created thread. Given a set of execution traces, we first partition all segments
by thread level and learn an FSM exclusively from the root-level segments using the procedure
described in the preceding sections.

Once the root-level FSM has been learned, we inspect each of its states for segments that
contain thread-spawning events. For every child thread level discovered in this way, we collect the
corresponding segments across all traces and submit them as a new, independent learning job. This
process recurses: each child FSM is itself inspected for further spawns. The result is a tree of FSMs
in which each node contains a learned phase machine for one thread level and edges record which
parent state triggered the spawn. This decomposition assumes that the thread-spawning structure
and the dominant per-thread access patterns are sufficiently stable across the profiled runs for one
FSM per thread level to remain meaningful. At runtime, the sandbox maintains one active phase
per live thread level and enforces each thread’s transitions independently, using the parent-child
links to activate the appropriate child FSM when a thread-spawning event is observed.

Figure 3.3 shows two representative FSMs produced by this pipeline for different benchmark
applications.

3.5 Enforcing the Sandbox During Runtime

The previous sections described how Machete profiles an application’s memory access patterns
and derives a finite-state phase machine whose states encode per-phase permission sets. In this
section, we describe how the sandbox enforces these permissions at runtime. The central challenge
is to switch the set of accessible pages on every phase transition with minimal overhead, while
preserving the correctness and consistency of the application’s virtual address space.

3.5.1 Per-Phase Memory Views

A naive enforcement strategy would call mprotect on every affected page at each phase transition.
For phases that differ in the permissions of many pages, this approach incurs substantial overhead
due to the large number of system calls required [7,41]. To avoid this cost, we instead represent
each phase as a separate operating-system process with its own virtual address space and page
tables. During bootstrapping, we remap the application’s memory regions as shared between all
phase processes. Because each process maintains independent page-table entries for the same
underlying physical pages, each phase can hold distinct permissions for the same data in memory.
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Algorithm 3.2: Blue-Fringe / EDSM learning loop.

procedure LEARN-BLUE-FRINGE(MF, 6)
1

2 H := hypothesis induced by Mg

3 R :={q}; B := non-RED successors of R in H

4 while B # @ do

5 | chooseb € B

for each r € R do compute s, (7, b)

let R := R sorted by descending sy

accepted := false

for eachr € R do

10 letH' :=H [> snapshot current hypothesis
11 s := TRY-MERGE-AND-STABILISE(H, r, b)
12 if $505(r, b3 s) > O then

O 0 N O

13 LIFT-SHARED-ITEMS at representative of r in H

14 accepted := true

15 break

16 else H := H' [> restore hypothesis

17 | if = accepted then R := R U {b}
18 | B:=non-RED successors of R in H
19 return learned FSM induced by H

procedure TRY-MERGE-AND-STABILISE(H, r, b)
20

21 merge representatives of r and b; let merged representative be c
22 W :=[c]; initialise merge statistics s

23 while W # @ do

24 | pop state x from W

25 | refine outgoing domains of x by removing items in u(x)

26 | if exists empty-domain edge from x to target t then

27 absorb t into x; update s; push x to W; continue

28 | if exists overlapping target groups with subset conflict at x then
29 cascade-merge conflicting targets; update s

30 push affected representatives to W; continue

31 | lift shared sibling trigger items at x into u(x); update s
32 return s

This approach emulates the per-phase isolation achieved by kernel-level mechanisms such as SMV
[9], but operates entirely in user space and requires no kernel modifications.

Since the learned FSM is available at startup, the sandbox can pre-configure the appropriate
page permissions for every process during the bootstrapping stage. Once this initialisation is
complete, a phase transition reduces to transferring the execution state from one process to another
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Figure 3.3: The memory access pattern of xz over time, where each dot represents a memory event on a
page logged during profiling. The resulting state machine is a compact representation of the memory access
patterns, where each state represents a different phase of the application’s execution.

and allowing the target process to continue where the previous one left off, without any per-page
permission changes at transition time.

This design offers two additional advantages beyond reduced overhead. First, it allows multiple
logical threads to execute concurrently, each within a phase that maintains a distinct set of
memory permissions, without the permission changes of one thread interfering with those of
another. Achieving this with mprotect alone is not possible since mprotect operates on the shared
address space of the entire. Second, although Memory Protection Keys (MPK) can provide similar
per-thread permission domains with even lower overhead, MPK does not support controlling the
execute permission on a page [66], which is one of the main contributions of Machete.

3.5.2 Guaranteeing Virtual Memory Consistency Across Phases

Although existing pages are remapped as shared during startup, most off-the-shelf binaries rely on
dynamically loaded shared libraries or map entirely new memory regions at runtime. Because each
phase process has an independent virtual address space, operations that affect virtual memory in
one process do not automatically propagate to the others. This requires careful handling to ensure
that all phase processes maintain a consistent view of the application’s address space throughout
execution.

We address this problem by interposing all system calls related to virtual memory management
and synchronising their effects across all phase processes. To intercept these calls, we reuse the
Syscall User Dispatch (SUD)-based interposition mechanism employed during profiling. Each
phase process runs a dedicated synchronisation thread in the background that listens on a shared
lock-free queue for incoming synchronisation requests. The queue is processed in lock-step order,
ensuring that all memory operations are applied in the same sequence across all phases.

When a process intercepts a virtual-memory system call, it pushes the corresponding operation
onto the shared queue and waits for all synchronisation threads to reach the same point. Each
synchronisation thread, upon reaching the pending operation, waits on a shared futex to receive
the result. Once all synchronisers are ready, the originating process acts as the leader: it executes
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Figure 3.4: VM consistency protocol. The leader process (A) intercepts a virtual-memory system call,
enqueues the operation, and waits for all follower processes (B, C) to reach the barrier. The leader executes
the syscall and publishes the result; followers apply the operation locally before acknowledging completion.

the system call and writes the result to the futex. The remaining phase processes use this result as
a source of truth when performing the operation in their own address spaces. For example, when
a new page is mapped in one phase, the synchronisation threads in the other phases map the same
page at the fixed address published by the leader. The originating process is permitted to return from
the system call only after all synchronisers have completed the operation and advanced to the next
queue entry. This protocol ensures that a thread never encounters a situation in which its current
and next phase hold different virtual memory states. Figure 3.4 illustrates the lock-step synchro-
nization protocol used to maintain consistent virtual memory state across all phase processes.

3.5.3 Transferring Control Across Phases

The process-based phase model described above effectively achieves a form of user-space virtual-
isation that simulates a continuous execution flow across the application’s lifetime. In practice,
the application constantly transitions between different processes while preserving its control flow
intact. From Machete’s perspective, a thread therefore corresponds to a logical control-flow entity
rather than a literal operating-system thread.

Because the runtime guarantees virtual memory consistency across all phase processes, trans-
ferring execution from one phase to another reduces to a register-level context switch. When a
phase transition is triggered, the sandbox snapshots the complete register state of the active thread,
including general-purpose, stack pointer, instruction pointer, extended (e.g., SSE/AVX), and thread-
local storage registers, and writes this snapshot to a shared memory region. The target phase’s
process is then woken, restores the saved register state, and resumes execution from the exact point
where the previous phase left off.
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Figure 3.5: Multi-process phase architecture. Each phase runs in a separate process with its own page-table
permissions over the same shared physical memory. Workers push their state o to the target’s transition queue.

A single FSM state may, however, host multiple concurrent logical threads. Dedicating the
entire phase process to a single execution flow would block other threads from making progress.
To address this, we model each phase process as an orchestrated container that manages multiple
worker threads internally. Each worker thread shares its virtual memory with the parent phase
process and is responsible for executing a single logical thread. Workers listen on a shared lock-free
queue for incoming transition events directed at their phase. When a transition event is enqueued,
a pending worker wakes up, restores the incoming register state, and begins executing the logical
thread. When the latter reaches a subsequent phase transition, the worker pushes an outgoing event
onto the target phase’s queue and returns to listening for the next event.

Each phase has an additional orchestrator thread that monitors the amount of free worker
threads and spawns new ones to prevent worker starvation. Pre-emptive spawning is preferred over
on-demand creation because each new worker thread must initialise its SUD configuration and
segmentation fault handler, which would otherwise introduce additional latency on the critical
path. Figure 3.5 illustrates the resulting multi-process architecture.

3.5.4 Hardening the Execution Environment

The process-based segregation model with shared data structures for efficient control-flow transfers
is a powerful enforcement technique, but it also introduces an additional attack surface that must
be protected. We take several measures to harden the debloating runtime against exploitation.
First, for system call interposition, we use an enhanced version of the K23 framework [53]
with additional measures to prevent bypasses. At startup, the sandbox collects all system call sites
recorded during profiling and rewrites their syscall instructions with call *%rax instructions that
redirect to a trampoline mapped at address 0x0. For any system call sites that the profiling stage did
not observe, SUD remains enabled as a fallback interposition mechanism. SUD is controlled by a
single byte in the process’s memory, located at an offset relative to the GS base of the current thread.
To make it harder for an attacker to tamper with this control byte, we do not use the immediate
GS base address; instead, all SUD control-value accesses are performed through the GS base plus
a constant offset. The latter is hard coded into the binary and is re-randomised each time the
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movabs rax, Oxdeadbeefcafebabe ; Randomized offset

mov gs:[rax], 1 ; Disable SUD

XOor rax, rax ; Clobber to prevent disclosure
Listing 3.1: SUD control byte toggle with randomised GS-base offset. The offset is re-randomised at each
launch and clobbered after use.

application is launched. The sandbox code itself is mapped as execute-only, preventing the attacker
from reading the randomised offset. Listing 3.1 illustrates this rewriting scheme.

Second, we rewrote the K23 framework so that the sandbox is fully self-contained and does not
depend on any shared libraries. This ensures that the sandbox itself does not introduce spurious
memory-access entries during profiling and is not affected by the debloating of library pages at
runtime.

Third, the entire address space belonging to the sandbox, including its heap, signal stack, and
all memory pages used for inter-phase communication, is protected using MPK. This prevents
the application from reading or writing sandbox-internal data structures, even if an attacker has
obtained arbitrary read and write primitives within the application’s own address space.

3.6 Design Decisions and Limitations

The defining architectural decision in Machete is the use of one operating-system process per FSM
state rather than repeated mprotect calls or a custom kernel module. This design yields three con-
crete benefits: it enables control over the execute permission on individual pages, which Memory
Protection Keys (MPK) cannot express [66]; it eliminates per-transition system-call overhead by
reducing phase switches to register-level context transfers; and it operates entirely in user space,
requiring no kernel modifications. The cost is a fixed memory overhead proportional to the number
of learned phases and is incurred by both duplicate page-table entries and per-phase synchroni-
sation threads, together with the lock-step virtual-memory consistency protocol described in the
preceding section. Because permissions are managed at page granularity, functions that share a
page are treated as an indivisible unit; achieving sub-page precision would require binary rewriting
or relinking, which we consider orthogonal to this work.

The security guarantees that Machete provides are bounded by the completeness of the execu-
tion traces collected during profiling. If a legitimate code path is never exercised, the learned FSM
will not contain a corresponding phase, and the runtime will treat the resulting access as a policy
violation. Blue-Fringe learning mitigates this limitation by generalising across multiple traces, but
it compresses observed behaviour rather than extrapolating to unobserved paths. Similarly, pinning
multi-threaded applications to a single core during profiling improves coverage of interleaved
thread schedules (albeit at the cost of profiling-time performance), yet it may still miss access
patterns that manifest only under true parallel contention. Additionally, the scoring coefficients
that govern the security-versus-overhead trade-off are explicitly tunable, but require empirical
calibration for each workload class.

Finally, Machete’s three-stage pipeline is deliberately modular: each stage is detached from
another via artefacts that can be obtained from other sources or used in different runtimes. The
learned FSM is a standalone policy specification that can drive enforcement runtimes other than
Machete’s own sandbox, including kernel-level memory-view mechanisms such as SMV [9] or the
mmview-based approach of TLASR [8]. Conversely, the process-based enforcement stage can accept
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policies derived by other means, such as the static analysis approach of Decker [7] or compiler
annotations. This composability is particularly valuable because Machete is, to the best of our
knowledge, the first debloating system that performs temporal debloating over executable pages
entirely in user space. Thanks to this, its policy-derivation stage can be integrated into compiler
toolchains alongside complementary techniques such as PartiSan [68] to produce hardened binaries
that combine phase-gated memory permissions, without requiring kernel modifications.
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Evaluation

This chapter evaluates Machete in terms of correctness, security, runtime overhead, and sensitivity
to sandbox-generation parameters, comparing it to Razor [6] and Decker [7]. Unlike these systems,
Machete combines dynamically learned execution phases, page-level enforcement, execute-only
memory, and shared-library debloating. After describing the experimental setup, we present a
comparative analysis demonstrating that this design achieves substantially stronger attack-surface
reduction than static rewriting or function-level temporal partitioning.

4.1 Experimental Setup

We evaluate all three tools on a shared set of 10 core utilities and one server program for which
comparable artifacts exist across Razor, Decker, and Machete. The 10 core utilities — bzip2, chown,
date, grep, gzip, mkdir, rm, sort, tar, and uniq - originate from the ChiselBench suite [20] and
were subsequently adopted by both Razor and Decker as their primary evaluation targets. These
programs were originally selected because they are open-source, widely deployed, cover a range
of functionality (compression, filesystem manipulation, text processing), and each contains known
CVE-listed vulnerabilities [20]. We additionally include lighttpd 1.4.82 that is an HTTP server we
debloated with both Razor and Decker, which exercises long-running, server behaviour absent from
the utility benchmarks.

Beyond the shared set, we include two Machete-only auxiliary targets: memcached 1.6.19 and
xz 5.8.2. These programs are not used for cross-tool comparison but serve to demonstrate Machete’s
applicability to multi-threaded software outside the shared benchmark set. Table 4.1 summarises
the full target list and indicates which tools cover each program.

Each tool works on different binary variants with different security and performance proper-
ties by design. For Razor, we compare a non-PIE baseline binary against the debloated binary
produced by Razor’s stitching and merging pipeline. For Decker, we compare an LLVM compiled
PIE baseline binary against its whole-program-debloated (WPD) counterpart; because the WPD
binary dynamically loads a runtime support library, we additionally report a WPD without runtime
variant that excludes the runtime library’s pages from the security accounting. Machete operates
on a PIE enabled binary compiled with GCC on the host machine, we compare the baseline
configuration (all pages enabled) against the sandboxed binary. We report both an enforced variant
(excluding the interpreter library) and an enforced with runtime variant that includes the pages of
libmachete interp.so in the security metrics. For lighttpd, we evaluate machete with two sandbox
granularities: the default 2-phase (fast) sandbox and a 3-phase (slow) sandbox, allowing us to
examine the security-overhead trade-off at different policy granularities.

Finally, we include k23 [53], the syscall interposition framework underlying Machete, as a
performance baseline. In this configuration, k23 runs the application in a single process with
syscall interposition only: it intercepts every system call but does not perform multi-process phase
switching, enforce per-phase page permissions, or apply debloating. Including k23 isolates the
overhead of syscall interposition from the additional mechanisms introduced by Machete (segfault-
based transition detection, cross-process context switching, and the virtual memory consistency
protocol). For this reason, k23 is reported only in the performance results.

26



CHAPTER 4: EVALUATION Yigit Colakoglu

Table 4.1: Evaluation targets and tool coverage.

Program Type Razor Decker Machete Notes

bzip2 1.0.8 Utility v v v Compression
chown 8.16 Utility v v v Filesystem metadata
date 8.16 Utility v v v Date formatting
grep 2.16 Utility v v v Pattern matching
gzip 1.2.4 Utility v v v Compression

mkdir 8.16 Utility v v v Filesystem creation
rm 8.16 Utility v v v Filesystem deletion
sort 8.16 Utility v v v Text sorting

tar 1.28 Utility v v v Archive manipulation
uniq 8.16 Utility v v v Deduplication
lighttpd 1.4.82 Server v v v HTTP server
memcached 1.6.19 Server X X v Key-value cache

Xz 5.8.2 Utility X X v LZMA compression

A caveat that must be noted is that the three tools cannot operate on the same physical binary.
Razor requires a non-PIE binary; Decker requires a PIE binary compiled with LLVM 10 and its own
build infrastructure; Machete operates on unmodified binaries built with GCC on the host. As a
result, the baseline binary differs across tools, and absolute metric values such as total gadget counts
or performance are not directly comparable across tool families. Where cross-tool comparison is
done, we report baseline values for reference and percentage change relative to each tool’s own
baseline for a fair comparison.

Absolute counts nevertheless remain meaningful for reasoning about the attack surface at
runtime. An attacker who has obtained a memory-corruption primitive operates on the process’s
virtual address space as it exists at the moment of exploitation: the set of pages currently mapped
executable, and the gadgets reachable within them, fully determines the code-reuse material avail-
able to the attacker. Build provenance is invisible at exploitation time. Hence, a tool that leaves 50
executable pages in a given phase presents a strictly smaller attack surface than one that leaves 400,
even if the two tools started from different baseline binaries.

A related concern is dynamic dependencies and runtime libraries. Mainly, Machete is the
only tool out of the three that debloats the entire dependency chain of a program instead of just
the binary itself, which means it can achieve significantly better security improvements. Besides
the existing shared libraries the programs depend on, both Decker and Machete rely on runtime
support libraries that are mapped into the application’s address space during enforcement. Decker
loads libdebloat rt.so (244 executable pages) and pulls in libm.so.6 (151 pages); Machete loads
libmachete_interp.so (82 executable pages). These libraries inflate the executable footprint and
must be reported transparently. We therefore present security metrics in both with runtime and
without runtime views throughout this chapter. A deliberate design goal of Machete was to keep
its runtime library lightweight: at 82 pages, it is roughly one-fifth the size of Decker’s runtime,
mitigating the paradox of introducing additional code while debloating.
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Table 4.2: Metric categories collected per target and variant.

Category Metric Definition
Pages exec_pages Number of executable pages available in a phase
rX_pages Pages simultaneously readable and executable (R+X)
Gadgets gadget_count Total gadgets across all classes (ROP, JOP, COP, syscall)
rop / jop / cop / syscall ~ Per-class classified gadget counts
Expressivity — practical_rop_classes Practical ROP classes satisfied (out of 11)
aslr_proof_classes ASLR-proof gadget classes satisfied (out of 35)
turing_complete_classes Turing-complete gadget classes satisfied (out of 17)
sp_gadget_types Special-purpose gadget types present (out of 10)
Performance runtime Wall-clock time (compression, xz): hyperfine, 10-20
runs
throughput Requests/sec (lighttpd) or ops/sec (memcached): wrk /
memtier

We collect security metrics at per-phase granularity using ROPgadget for gadget enumeration.
We also measure the Gadget Set Analytics (GSA) metrics from Brown and Pande [15,69] for classi-
fication, as gadget count alone can be a misleading security metric for debloating tools. For each
phase of every sandbox, we record the number of executable pages, the number of simultaneously
readable-and-executable (R+X) pages, and the classified counts of ROP, JOP, COP, and syscall
gadgets. Because Razor has no temporal debloating, we treat it as a single-phase sandbox. We further
compute expressivity indicators: practical ROP classes satisfied (out of 11), ASLR-proof classes (out
of 35), Turing-complete classes (out of 17), and special-purpose gadget types present (out of 10).

For performance, we measure compression runtime (bzip2, gzip, xz) using hyperfine with 20
runs and 3 warmup iterations, server throughput for lighttpd using wrk (10 runs, 4 threads, 100
connections, 10 s per run), and server throughput for memcached using memtier_benchmark (10
runs, 30 s, 4 threads, 50 clients per thread). Table 4.2 lists the full set of collected metrics.

All experiments were conducted on a single machine running Arch Linux with kernel 6.19.9,
equipped with an Intel Core 19-9980XE (18 cores, 3.00 GHz base) and 128 GB of DDR4-2133 MhZ
RAM. For all performance measurements, the CPU governor was set to performance, turbo boost
was disabled, and the page cache was dropped before each measurement session to reduce variance.

4.2 Correctness Analysis

Security and performance claims are meaningful only if the debloated artifacts preserve their
intended functionality. Before examining attack-surface metrics or runtime overhead, we therefore
verify that each tool’s output remains correct on a shared test suite.

The test suite comprises 208 test cases distributed across the 10 shared core utilities. The cases
exercise file-corpus inputs, flag variations, pattern-matching workloads, and filesystem operations.
Each test compares the debloated program’s output and exit code against the original binary; any
deviation, timeout, or crash is recorded as a failure. Table 4.3 reports the per-program results for all
three tools.
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Table 4.3: Per-program correctness results (pass/total). Bold entries indicate failures.

Program Tests Razor Decker Machete

bzip2 33 33/33 33/33 33/33
chown 3 2/3 3/3 0/3
date 10 10/10 10/10 9/10
grep 20 20/20 20/20 7/20
gzip 33 33/33 33/33 31/33
mkdir 4 4/4 4/4 3/4
rm 4 3/4 4/4 4/4
sort 28 28/28 28/28 28/28
tar 33 32/33 33/33 33/33
uniq 40 40/40 40/40 40/40
Total 208 205/208 208/208 188/208

Decker passes all 208 test cases. This is expected: Decker’s deck construction is driven by a
conservative static analysis over the program’s call graph that approximates the set of functions
reachable from any given call site. At runtime, the instrumentation inserted in compile-time
activates each deck (via mprotect) before its functions are invoked and deactivates it after they
return. Because the analysis is conservative, every function that could be needed at a given point
is guaranteed to reside in an active deck. The result is a sound transformation where no code path
that the program could exercise at runtime is removed.

Razor passes 205 of 208 test cases. The three failures are tar on a bz2-encoded input (the
compression-specific code path was not exercised during training), and chown and rm on recursive
directory traversals (the recursive traversal logic triggers trap instructions inserted by Razor’s binary
rewriter). All three failures reflect gaps in the training traces rather than corruption of the binary
itself: the debloated program is structurally intact, but the heuristic path finder did not retain the
specific code paths needed for these inputs.

Machete passes 188 of 208 test cases (90.4%). The 20 failures concentrate in grep (13 failures),
chown (3), gzip (2), date (1), and mkdir (1). Unlike Razor’s failures, Machete does not modify the
binary; these failures are sandbox violations in which a page permission fault during a phase does
not correspond to a transition from said phase. The grep failures are the most numerous, and all
10 failures on one of the two test files (test1) share the same root cause: testl is a 100 KB file
consisting of a single 64 KB line with no newline terminators, whereas the profiling input (trainl)
is a conventional 65 000-line text file. The absence of line terminators forces grep into bulk-read and
long-line processing code paths that are never exercised during profiling on well-structured input,
causing the sandbox to encounter page accesses for which no learned phase exists. The remaining 3
grep failures occur on a second test file (test2) that is structurally similar to the training input but
differs enough in content for three flag combinations (-E, -n, and bare pattern) to trigger untrained
paths. Similarly, the chown failures arise because the test cases exercise recursive ownership
changes that were not part of the profiling traces.

The correctness results illustrate a fundamental trade-off. Decker’s reliance on static analysis
yields a sound transformation at the cost of precision: it cannot remove code that the call graph
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conservatively deems reachable. Razor and Machete both depend on the completeness of their
execution traces, but Machete’s enforcement is stricter. Where Razor silently retains untrained code
paths through its heuristic path finder, Machete’s phase-based restriction means that any deviation
from the profiled behaviour manifests as a hard failure rather than silent over-approximation.
Stronger enforcement requires broader trace coverage, and the 20 failures observed here motivate
the profiling improvements discussed in Section 4.7.

4.3 Security Posture Improvements

This section evaluates whether Machete materially reduces the attack surface available to an
adversary, and how the reduction compares to that achieved by Razor and Decker. We examine five
aspects: phase granularity of the learned sandboxes; the resulting reduction in executable pages
and ROP gadgets; the effect of runtime support libraries; execute-only memory enforcement; per-
class gadget structure and expressivity. We also go over the security metrics for the two auxiliary
Machete-only targets.

Machete’s learned FSMs produce between 2 and 4 phases for most targets. Despite this modest
phase count, per-phase page availability varies substantially. Programs with distinct lifecycle stages
show the widest variation: tar ranges from 17 to 67 executable pages across its 3 phases, chown from
51 to 63, and uniq from 10 to 37. Even programs with only 2 phases exhibit meaningful granularity
accross phases (gzip: 22 to 28 pages; bzip2: 22 to 24). This variation is not manually designed; it
emerges directly from the Blue-Fringe learner’s state-merging decisions over the profiled execution
traces.

Figure 4.1 presents the central result of this chapter. For each shared target, we compare the
executable page count and classified ROP gadget count across the three tools and measure the
impact each tool has on their respective baseline binary. For Machete and Decker, we additionally
include the metrics for both with and without their runtime libraries. Each lollipop extends from
the tool’s own baseline (base of the horizontal line) to the debloated value (dot), so the length of
the stick directly represents the magnitude of reduction.

Across all 10 shared utilities Razor, and Decker without runtime cluster at similar levels
for both metrics. Razor’s debloated binaries achieve a modest reduction in executable pages (1-
11% depending on the target). The original .text section is retained in the binary as a read-only
segment, and the debloated code is placed in a new executable section; since only the new section
is mapped as executable, the reduction reflects the difference between the original code size and
the debloated code. However, because Razor operates only on the application binary and leaves all
shared libraries intact, the overall reduction is small relative to the total executable footprint. Decker
without runtime achieves a similarly modest reduction on some targets (notably chown, date, rm,
sort, and uniq) but leaves others essentially unchanged. Although Decker uses a custom linker
script to arrange functions by deck into page-aligned groups, and activates only the decks needed at
each point viamprotect, the conservatism of its static call-graph analysis limits the reduction: decks
often contain more functions than a given execution actually requires, and all pages belonging to an
active deck must be mapped as executable. Moreover, Decker operates only on application code and
does not restrict library pages. By contrast, Machete learns which pages are actually accessed during
profiled executions and restricts all file-backed pages (both program and library) on a per-phase
basis. As a result, Machete reduces executable pages by 86-95% relative to its own baseline across
all targets. Even in the worst-case (maximum) phase, Machete’s page count is 2 to 5 times lower
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Figure 4.1: Attack surface reduction across shared targets. Lollipop length shows magnitude of reduction;
dashed lines include runtime libraries. For machete, the difference between min and max phases are marked
as a highlight on the machete line.

than either Razor or Decker. The ROP gadget reduction follows the same pattern: Machete achieves
a 33-78% reduction (average 60%) even in the worst phase, while Razor and Decker achieve only
single-digit percentage reductions.

A key contributor to Machete’s advantage is that its enforcement covers all file-backed pages
mapped into the process, including shared libraries. In most of the evaluated programs, the majority
of executable pages belong to shared libraries (libc, libm, libpthread, and others). Razor rewrites the
application binary but leaves libraries fully mapped and executable. Decker instruments application
function calls but does not extend its deck partitioning to library code; library pages remain readable
and executable throughout execution. Machete treats library pages identically to application pages:
if a phase does not need a library page, that page is not accessible. This accounts for much of the
observed reduction.

Both Decker and Machete rely on runtime support libraries that are mapped into the
application’s address space during enforcement, inflating the executable footprint beyond what
the debloating strategy alone would produce. Figure 4.1 shows both the solid (what actually
runs) and dashed (accounting view) variants for each tool, making the runtime contribution
visible. For Decker, the runtime cost is substantial. libdebloat_rt.so contributes approximately
244 executable pages, and the additionally loaded 1ibm.so.6 adds another 151 pages. Including
the runtime, the total rises to approximately 825 executable pages per phase — roughly 1.5 times
the baseline average of 557. The runtime overhead thus dominates and largely cancels the modest
application-level reduction that the deck mechanism provides without it.

For Machete, libmachete _interp.soadds 82 executable pages. Without the runtime, Machete’s
enforced phases contain 20 to 57 pages; with it, 103 to 139 pages. The runtime roughly doubles the
page count, but even in the with runtime view, Machete remains 4 to 8 times lower than Decker
with runtime. This asymmetry is by design: the Machete interpreter was written to be as small as
possible and to be self-contained with no external dependencies, specifically to avoid the paradox
of introducing additional mapped (which itself could be considered bloat) code while debloating.
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Table 4.4: Average readable-executable (R+X) pages across shared targets.

Variant Avg exec pages Avg R+X pages
Razor debloated 445.2 445.2
Decker WPD (without runtime) 430.3 430.3
Machete enforced (with runtime) 114.6 0.0

Beyond quantitative reduction, Machete provides a qualitative security property that neither
Razor nor Decker offers: execute-only memory (XoM) on application code. Under Razor and
Decker, all executable pages are simultaneously readable (R+X). Recall that the attacker model
adopted in Section 3.1 grants arbitrary read and write primitives on an already-vulnerable applica-
tion. The write primitive enables code-reuse attacks such as ROP; the read primitive enables the
attacker to scan code pages at runtime to discover gadgets dynamically, bypassing ASLR via just-in-
time ROP. Under Razor and Decker, the R+X mapping of all executable pages leaves both primitives
fully exploitable on code. Under Machete, application code pages are mapped with execute-only
permissions, which neutralises the read primitive on code pages: the attacker can execute code that
is mapped but cannot read it to locate gadgets. As Table 4.4 shows, the enforced variants have zero
readable-executable application pages. This means Machete does not merely reduce the volume of
executable code; it prevents the attacker from reading whatever executable code remains.

Total gadget counts, while informative, do not capture which attacker capabilities survive after
debloating. Following the Gadget Set Analysis (GSA) methodology of Brown et al. [15], we break
down the classified ROP gadgets into the 11 practical classes (load_const, move_reg, load_mem,
store_mem, add, sub, and, or, xor, cond_branch, stack_pivot) and examine whether the reduction
is uniform or concentrated in a few classes.

We use tar as the illustrative case because it has 3 phases with strong page variation aside from
all tool variants being available for comparison. Figure 4.2 shows the per-class counts for Razor
(baseline and debloated), Decker (baseline and WPD without runtime), and Machete (baseline and
enforced). The top five rows (both baselines and debloated variants) are nearly identical across every
class: neither Razor’s binary rewriting nor Decker’s deck-based restriction substantially changes
the per-class gadget distribution for this target. Machete enforced (bottom row) is uniformly lower
across every class, reducing each to roughly 30 to 60% of its own baseline value. Classes that are
critical for exploit construction, such as add, move_reg, store_mem, and stack_pivot, are all reduced
proportionally, and cond_branch drops from 7-8 gadgets to 3.

It is worth noting that while Machete reduces the number of gadgets in every class, it does
not eliminate entire classes in most cases. Table 4.5 reports the expressivity metrics averaged across
the 10 shared utility targets. Razor (baseline and debloated), Decker (baseline and WPD without
runtime), and the Machete baseline all retain the full complement of practical ROP classes (11/11),
Turing-complete classes (17/17), and approximately 7 out of 10 special-purpose gadget types. Ma-
chete enforced averages 10.9 practical ROP classes and 16.8 Turing-complete classes; in its tightest
phases, it drops to 10/11 and 14/17 respectively (the mkdir and uniq sandboxes lose one practical
class in their smallest phase).

Expressivity is therefore not where Machete’s primary security advantage lies. The remaining
gadget set in Machete’s enforced phases retains near-full theoretical expressivity: an attacker who
can chain gadgets can, in principle, still construct a Turing-complete payload. However, Machete
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Figure 4.2: Per-class practical ROP gadget counts for tar. Colour normalized per column.

Table 4.5: Gadget expressivity averaged across shared targets. Machete shows cross-phase average and
tightest-phase minimum.

Variant Practical ROP Turing-complete SP gadget types

(out of 11) (out of 17) (out of 10)
Razor baseline 11.0 17.0 7.4
Razor debloated 11.0 17.0 7.2
Decker baseline 11.0 17.0 7.8
Decker WPD (no RT) 11.0 17.0 7.1
Machete baseline 11.0 17.0 7.2
Machete enforced (min-max) 10.0-10.9 14.0-16.8 7.0

raises the practical difficulty of exploitation in two complementary ways. First, the quantitative
narrowing of the gadget pool within each class reduces the number of alternative gadgets available,
forcing the attacker to work with fewer and potentially less convenient building blocks. Second,
execute-only enforcement prevents the attacker from scanning code pages to discover which
gadgets are available in the current phase. Together, these properties mean that even though the
theoretical expressivity of the remaining gadget set is largely preserved, the practical effort required
to construct a working exploit is substantially higher.

We additionally evaluate two Machete-only targets, memcached and xz, that are not part of
the shared comparison set. Both programs are multi-threaded, and their inclusion demonstrates
a capability that the other tools do not support: Decker’s architecture does not accommodate
multi-threaded debloating because it relies on mprotect syscalls that affect the virtual memory
permissions for all running threads, and Razor was not designed with thread-level enforcement
in mind. In Machete, xz produces a 2-phase sandbox with strong separation: 52 pages during
initialisation and compression setup, dropping to 21 pages during steady-state compression (a 60%
reduction mid-execution). memcached produces a 4-phase sandbox with 27 to 43 active pages per
phase, compared to 501 pages in the baseline. These results confirm that the phase-based narrowing
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observed on the shared utility benchmarks generalises to multi-threaded compression pipelines and
event-driven server software.

4.4 Runtime Overhead

The security improvements presented in the previous section are only practical if the enforcement
overhead is acceptable. This section quantifies that cost across two classes of workload: CPU-bound
compression utilities and syscall-dense server applications. In addition to the three debloating
tools, we include K23 [53], the syscall interposition framework on which Machete is built. k23 is a
low-overhead mechanism for intercepting system calls in user space using SUD and zpoline-style
instruction rewriting. Machete uses k23 internally for two purposes: intercepting memory-man-
agement syscalls to maintain virtual-memory consistency across phase processes, and detecting
syscall-triggered phase transitions. In the performance comparison, k23 runs the application under
syscall interposition only - it intercepts every system call but performs no phase switching, page-
permission enforcement, or debloating of any kind. Comparing k23 against Machete therefore
isolates the overhead of Machete’s process-level phase architecture from the baseline cost of syscall
interposition alone.

Table 4.6 reports the results for all shared benchmarks. For compression (bzip2 and gzip on
a 100 MB kernel tarball, 20 runs, 3 warmup iterations), all four tools are within a few percent of
their own baselines. This is expected: compression workloads spend nearly all their time in tight
computational loops with very few system calls or phase transitions, and Machete’s enforcement
mechanism is only invoked when a phase transition occurs. Programs that rarely transition
therefore incur negligible overhead. Razor and Decker show slight speedups on some targets
(Razor achieves —-3.2% on gzip), likely due to reduced instruction-cache pressure from the smaller
executable region. Machete’s worst case is +3.8% on gzip, which is the only target where the
overhead is measurably above noise; k23 is indistinguishable from baseline on both targets as they
are not syscall-heavy workloads. The bottom line for CPU-bound workloads is that phase-based
enforcement is essentially free, provided the learned sandbox properly separates the program’s
prologue and epilogue from its compute-heavy core.

lighttpd presents a completely different picture. Each HTTP request triggers a sequence of
system calls (accept, read, write, sendfile, close) that may cross phase boundaries, making the
enforcement overhead proportional to the rate of phase transitions rather than to the total runtime.
Razor preserves throughput well (-1.6%) because the debloated binary is standalone and requires
no runtime interposition. Decker incurs a modest -3.3% overhead; its compiler-inserted mprotect
calls at deck boundaries are relatively infrequent compared to the per-request syscall rate. k23
incurs -7.4% overhead, representing the cost of syscall interposition without any phase switching.
Machete’s 2-phase sandbox reduces throughput by 66.6% (34,344 rps versus a 102,982 rps baseline),
and the 3-phase sandbox by 90.3% (10,008 rps). The gap between k23’s 7.4% and Machete’s 66.6%
is attributable to Machete’s multi-process phase-switching mechanism: segfault-based transition
detection, cross-process context switching, and the VM consistency protocol that keeps all phase
processes synchronised.

Several factors contribute to this overhead, and it is useful to distinguish them. First, transition
detection relies on segmentation faults for some transitions: when the application touches a page
thatis not permitted in the current phase, the kernel delivers a SIGSEGV through its signal-handling
path, which incurs the non-trivial overhead of OS signal delivery before Machete’s interpreter
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Table 4.6: Shared benchmark performance. Overhead is relative to each tool’s own baseline.

Target Metric Variant Baseline Observed Overhead
bzip2 runtime Razor debloated 20.40s 20.27 s -0.6%
Decker 9.20s 9.18s -0.2%
Machete 9.12s 9.13s +0.1%
k23 9.12s 9.10s -0.2%
gzip runtime Razor debloated 6.13s 593s -3.2%
Decker 3.16s 3.18s +0.7%
Machete 3.21s 3.345s +3.8%
k23 3.21s 3.21s -0.0%
lighttpd throughput Razor debloated 89,371 rps 87,967 rps -1.6%
Decker 88,980 rps 86,010 rps -3.3%
k23 102,982 rps 95,373 1ps -7.4%
Machete 2-phase 102,982 rps 34,344 rps -66.6%
Machete 3-phase 102,982 rps 10,008 rps -90.3%

regains control. Second, all phase switching requires a cross-process context transfer: the interpreter
saves the complete register state to shared memory, wakes the target phase process via futex, and
puts the current process to sleep. This process on its own does not incur too much overhead, the only
slow operation on the chain is the futex wake syscall which incurs a context switching overhead.
Each phase transition pays the phase switching cost unconditionally and the transition detection
only for some transitions. For a server processing thousands of short-lived requests per second,
these per-transition costs accumulate rapidly, especially if there is a segfault based transition on the
hot-path.

The 2-phase versus 3-phase comparison is instructive. The 3-phase sandbox introduces an
additional phase boundary per request lifecycle, which roughly triples the per-request enforcement
cost. This demonstrates that the overhead scales with transition frequency, not with the number
of phases. The comparison also reveals an explicit security/performance tradeoff at the heart of
Machete’s design: the same mechanism that provides strong per-phase isolation (process-level page-
table separation with execute-only permissions) is also the source of its overhead on transition-
heavy workloads. Reducing this cost without sacrificing XoM is an open problem and a primary
target for future optimisation.

We additionally measure two Machete-only targets to broaden the performance picture. For xz
(a 13-second compression run), overhead is indistinguishable from noise for both Machete (-0.1%)
and k23 (-0.9%), confirming that CPU-bound workloads with few phase transitions incur negligible
enforcement cost. For memcached (a key-value server under 30 seconds of sustained load), Machete
incurs -2.7% overhead and k23 -1.7%. Unlike lighttpd, memcached absorbs enforcement with low
overhead despite being a long-running server. The difference lies in the learned finite state machine:
memecached’s architecture provides a more clear structure for Machete to learn, where different
threads have a specific subset of responsibilities that allow for easy segregation into distinct phases.
This confirms that the predictor of Machete’s overhead is the state machine that it runs, and not
the number of system calls or program’s utility. Table 4.7 reports the full auxiliary results.
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Table 4.7: Auxiliary Machete-only performance results.

Target Variant Median Mean Std dev Overhead
XZ Baseline 13.02s 13.06 s 0.22s —
Machete 13.00 s 13.03 s 0.14 s -0.1%
k23 12.90 s 12.96 s 0.19s -0.9%
memcached Baseline 296,067 ops/s 298,690 ops/s 292,029 ops/s —
Machete 288,003 ops/s 296,782 ops/s 279,260 ops/s -2.7%
k23 291,086 ops/s 293,890 ops/s 286,464 ops/s -1.7%

4.5 Sandbox Generation Parameter Sensitivity

The previous sections evaluated Machete under fixed sandbox configurations. A natural follow-
up question is whether the learned sandbox is fragile with respect to the scoring coefficients used
during state merging, or whether the parameter space admits stable regions from which good
sandboxes can reliably be obtained. More phases generally improve security by restricting each
phase’s executable footprint, but they also increase the number of runtime transitions and therefore
the enforcement overhead. The scoring parameters give the operator a way to navigate this tradeoff.
To investigate, we swept two parameter families over lighttpd, the shared target with the
richest feature set. For each sampled configuration, we derived a complete sandbox and measured
its phase count, average disabled executable pages per phase, and average gadget count per phase.
The first sweep varies exec_diff penalty and structural cost weight, with min_threshold
as a slice parameter. exec_diff penalty controls how strongly the learner resists merging phases
whose executable-page signatures differ; structural cost weight rewards merges that simplify
the state machine. The relationship between exec_diff penalty and the resulting phase count is
non-monotone. At very low values, the learner merges too aggressively, collapsing unrelated phases
together, which paradoxically makes later convergence harder and produces a moderate number of
broad phases. Around exec diff penalty =~ 0.4, a peak emerges where the penalty is just strong
enough to preserve meaningful code-page distinctions without over-constraining the search, yield-
ing up to 8 phases. Above that point, increasingly aggressive penalties prevent merges, and the phase
count drops again. structural_cost_weight has a more limited role and has a smaller influence on
the resulting sandbox. From these results we pick the default values at exec_diff penalty = 0.5,
structural cost weight = 5.0, and min threshold = 3.0 as they result in smaller sandboxes.
This makes it more likely to maintain correctness and reduces the overhead, but as we saw in the
results from Section 4.3, still results in considerable improvements to the application’s security.
Figure 4.3 shows the non-monotone phase-count relationship alongside the resulting per-phase
gadget exposure. The peak at exec_diff penalty = 0.4 isvisible across all structural_cost_weight
values above zero. Configurations with more phases consistently expose fewer gadgets in each
individual phase, which is the metric that matters under the attacker model adopted in this thesis.
The parameter space contains optima around exec_diff penalty ~ 0.4 and 0.8 from which the
richest sandboxes are reliably obtained; the current defaults sit in between those optima to achieve
a reasonable balance between performance and correctness with security.
The second parameter, syscall edge weight, serves a different purpose. Rather than control-
ling how many phases the learner produces, it controls what kind of events drive transitions between
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Figure 4.4: Effect of jaccard weight and syscall_edge weight on the learned lighttpd sandbox at three
min threshold slices.

them. syscall_edge weight penalises merges that would destroy transitions triggered by system
calls. We compare syscall edge weight against jaccard weight asitis an umbrella parameter that
penalizes difference accross all page types. A high value preserves syscall-driven transitions in the
learned state machine; a low value allows the learner to collapse them, often reducing the sandbox
to a single phase. This distinction matters for performance: syscall-triggered transitions are detected
through the interposition mechanism and do not require a segmentation fault, making them sub-
stantially cheaper than page-fault-triggered transitions. Steering the sandbox toward syscall-driven
boundaries therefore improves enforcement performance without necessarily reducing the number
of phases. Moreover, favoring syscall transitions is beneficial because they often mark significant
events in a program’s timeline, for example a server calling pol1l on the socket once its initialization
is complete.

Figure 4.4.a confirms that below syscall edge weight = 5.0 virtually all configurations col-
lapse to a single phase regardless of jaccard weight. Above that threshold, the results stabilise, and
jaccard weight has only limited independent effect. The current defaults sit well inside the stable
multi-phase region. The practical conclusion is that syscall edge weight should be kept high
enough to preserve syscall-driven transitions, both for the security benefit of maintaining multiple
phases and for the performance benefit of cheaper transition detection.

Taken together, the two parameter families are largely orthogonal: one controls how many
phases the learner produces, the other controls what kind of events trigger transitions between
them. Within each family, the parameter space contains stable pockets rather than knife-edge
optima, which means that moderate changes to the coefficients do not cause abrupt changes in
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sandbox quality. The current defaults sit in a stable but conservative region; for lighttpd, lowering
exec diff penalty toward the 0.2-0.6 range recovers meaningfully richer phase structure. More
broadly, the sweep demonstrates that the scoring parameters give an operator meaningful control
over the security/performance tradeoff: more phases and syscall-driven transitions improve secu-
rity, while fewer phases and cheaper transition types reduce enforcement overhead.

4.6 Discussion

The results draw a clear picture: Machete achieves substantially stronger attack-surface reduction
than either Razor or Decker, and the gap is not marginal. Three design decisions account for this.
First, temporal debloating allows Machete to restrict which code is executable at any given moment
rather than making a single static decision at build time. A program that needs compression
routines during startup but not during steady-state serving has those routines removed from the
executable footprint mid-execution, which neither Razor’s binary rewriting nor Decker’s deck
activation can express. Second, Machete debloats the entire dependency chain, not just the appli-
cation binary. Most of the executable footprint in the evaluated targets resides in shared libraries
(libc, libm, libpthread), which Razor and Decker leave fully mapped and executable; D-Linker
[26] addresses library debloating but does not touch application code. Machete treats library pages
identically to application pages, which is why the page-count reductions in Figure 4.1 are so much
larger. Third, because Machete’s sandbox is learned from dynamic traces rather than derived from
a static call-graph analysis, it is less conservative: code paths that are reachable in theory but never
exercised in practice are not retained. Even a single-phase Machete sandbox outperforms both
predecessors on every shared target, and multi-phase enforcement widens the gap further.

Machete does not, however, increase the theoretical security of the application as measured
by the GSA expressivity metrics. Table 4.5 shows that the enforced variants retain nearly the full
complement of practical ROP classes, Turing-complete classes, and special-purpose gadget types.
An attacker who can chain gadgets can, in principle, still construct a Turing-complete payload
from the surviving gadget set. What Machete does is raise the practical difficulty of exploitation in
two complementary ways. The quantitative narrowing within each gadget class (30 to 60% fewer
gadgets per class in the evaluated targets) forces the attacker to work with fewer and potentially less
convenient building blocks, where a single missing link in the chain can prevent a payload from
being assembled. More importantly, execute-only enforcement prevents the attacker from reading
code pages to discover which gadgets are available in the current phase. As Table 4.4 confirms, all
enforced variants have zero readable-executable application pages. Together, the reduced gadget
pool and the inability to scan for surviving gadgets mean that even though theoretical expressivity is
largely preserved, the practical effort required to construct a working exploit is substantially higher.

The performance results show that Machete’s overhead depends almost entirely on the learned
sandbox, not on the program itself. We see that the overhead ranges between 3% to 66% depending
on the sandbox the program is executed under. This is not a fixed cost: the parameter sensitivity
analysis in the previous section demonstrated that the operator can navigate the security/perfor-
mance tradeoff by adjusting the scoring coefficients, and that the parameter space contains stable
regions rather than knife-edge optima. The memcached result reinforces this point: despite being
a long-running server, its well-structured thread architecture produces a sandbox with infrequent
transitions and correspondingly low overhead.
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Two limitations warrant explicit acknowledgement. The first is correctness. Out of the three
tools, Machete had the lowest test-case pass rate (188/208). Every failure traces back to the same
root cause: the sandbox is derived entirely from dynamic traces, and code paths not exercised during
profiling are not represented in the learned FSM. When the application encounters such a path
at runtime, the phase-based restriction manifests as a hard failure rather than silent over-approxi-
mation. This is a fundamental limitation of a purely dynamic analysis approach, and it motivates
the static-analysis integration discussed in Section 4.7. The second limitation is that Machete can
produce sandboxes with high enforcement overhead on transition-heavy workloads, and tuning
the scoring parameters to find a better operating point currently requires manual experimentation.
Although the parameter space is tractable, automating this search remains future work.

4.7 Future Work

Machete is composed of two largely independent components: the sandbox generation pipeline,
which learns a phase-structured FSM from execution traces, and the enforcement runtime, which
enforces the sandbox at execution time. Both can be improved independently, and the evaluation
results point to specific directions for each.

The sandbox generation component is the most likely to benefit from near-term improvements,
because it is the root cause of both the correctness failures and the overhead problems identified
above. The most promising direction is to integrate static analysis into the learning pipeline. A static
call-graph or control-flow analysis could identify code paths that are reachable but were not exer-
cised during profiling, allowing the learner to assign them to appropriate phases rather than leaving
them unrepresented. This would directly address the correctness gap: the 20 test-case failures we
observed all involved code paths that a static analysis would have flagged as reachable. Beyond
correctness, static analysis would also enable two performance improvements. First, transition
points could be inserted at compile time as instrumented gates rather than detected at runtime via
segmentation faults, eliminating the signal-delivery overhead that dominates the per-transition cost
on lighttpd. Second, a static analysis that identifies hot paths and loop boundaries could inform
the learner’s placement of phase transitions, steering them away from high-frequency call sites and
toward natural program lifecycle boundaries.

The enforcement runtime needs to be extended to support a wider range of application archi-
tectures. The current implementation was designed for modern event-driven programs that rely
on threads and futexes for concurrency. However, established server software such as nginx and
OpenSSH uses multi-process architectures with signals as the primary event-delivery mechanism,
which is orthogonal to the concurrency model that the runtime assumes. Supporting these pro-
grams would require the runtime to take over the event-delivery mechanism: intercepting signals
destined for the application, performing any necessary phase transitions, and then dispatching into
the appropriate signal handlers. The core enforcement machinery (per-process page tables, execute-
only permissions, and the VM consistency protocol) would remain unchanged; the extension is
primarily in the interposition layer that bridges the application’s concurrency model to Machete’s
phase-switching architecture.
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Conclusion

This work began from a structural observation: the executable footprint of modern software is
significantly larger than what is required at runtime. Across typical deployments, only a subset of
mapped code is ever exercised, yet the entire dependency set remains available for execution. This
excess is not benign. Each additional executable page increases the density of usable gadgets for
code-reuse attacks, particularly in widely deployed libraries such as the GNU C Library. Existing
mitigations address orthogonal aspects of this risk. Address space layout randomisation obscures
locations but is undermined by disclosure primitives; execute-only memory removes read access
but leaves the executable set unchanged; and W@X prevents injection but does not constrain reuse.
What remains unaddressed is selectivity: none of these mechanisms governs which code should be
executable at a given point during execution.

Prior work has approached this problem from multiple angles, but with incomplete coverage.
Techniques operating at the source or compiler level inherently exclude closed-source and legacy
binaries. Binary rewriting systems such as Razor reduce application-level code but do not extend
to shared libraries, leaving a substantial portion of the attack surface intact. Static-analysis-driven
approaches such as Decker provide structured partitions but are limited by conservative call-graph
approximations and similarly omit library code. Other systems target only specific layers, such as
dependency loaders or kernel-level isolation mechanisms, trading generality or deployability for
stronger guarantees. Across there is no solution that covers three main requirements that make
a debloating framework effective: temporal enforcement, end-to-end coverage across both applica-
tion and library code and easy deployment without kernel tweaks.

Machete was developed to address these limitations by treating executable code as a tempo-
rally scoped resource. Rather than attempting to statically eliminate all unused code, it derives
phase-specific execution policies from observed behaviour and enforces them dynamically without
requiring source access or kernel support. The system combines three components: a profiling
stage that records page-level access patterns across executions; a learning stage that constructs a
compact, phase-structured model of program behaviour; and a runtime that enforces these phases
through process-level isolation with per-phase execute-only permissions over shared memory. This
design enables fine-grained control over the executable set throughout execution while remaining
deployable in standard user-space environments. The resulting system provides full dependency-
chain debloating and demonstrates measurable reductions in exposed code and gadget availability,
as validated against Razor and Decker across a diverse benchmark set.

The research questions posed in the introduction can now be answered directly:

o Main RQ: To what extent can temporal memory-access policies reduce the executable
attack surface of unmodified binaries without kernel modifications? Substantially.
Machete demonstrates that user-space enforcement via per-process page tables can achieve
page-level temporal debloating with execute-only memory, a combination previously available
only through kernel extensions. The approach is practical for workloads with infrequent phase
transitions and shows a clear path to improvement for transition-heavy workloads through
static-analysis-guided gate insertion.

o RQ1: To what extent can execution traces be transformed into compact policies that
generalise across different executions of the same program? The Blue-Fringe / EDSM
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learner produces compact FSMs from raw page-access traces. The parameter sensitivity analysis
showed that the scoring-coefficient space contains stable pockets rather than strips of local
optima, meaning the learned models are robust to moderate parameter changes. The main
limitation is that purely dynamic traces do not cover unseen code paths, which led to 20 out
of 208 correctness failures across the shared benchmark set. Static analysis integration is the
clearest path to closing this gap.
o RQ2: To what extent does combining debloating with execute-only memory reduce
exposed executable pages and gadget availability? Machete reduces executable pages by
86 to 95% relative to its own baseline across all shared targets. Even in the worst-case phase,
Machete’s page count is 2 to 5 times lower than either Razor or Decker. ROP gadgets drop by 33
to 78% per phase, with an average reduction of roughly 60%. Execute-only enforcement elimi-
nates all readable-executable application pages (zero R+X pages across all targets), preventing
runtime gadget discovery. The GSA expressivity metrics are largely preserved (10 to 11 out of
11 practical ROP classes), so theoretical attack capability is not eliminated, but the combination
of fewer gadgets per class and unreadable code pages raises the practical bar for exploitation
substantially. Full dependency-chain debloating, covering shared libraries alongside application
code, is also a major advantage over tools that operate only on the binary itself.
o RQ3: What runtime overhead does user-space enforcement of temporal memory poli-

cies incur? For all types of workloads, overhead depends on the learned sandbox: lighttpd with
a 2-phase sandbox incurs 66.6% throughput loss, while memcached with a 4-phase sandbox
incurs only 2.7%. The predictor is transition frequency, not program type. The process-based
phase architecture is not the source of overhead on transition-heavy workloads, it is the transi-
tion detection itself.

Concretely, this thesis contributes: (1) a segfault-based profiling technique that captures page-

granularity memory access patterns for both single- and multi-threaded programs; (2) a modified

Blue-Fringe / EDSM learner that infers phase-structured finite-state machines from these traces,

with tunable scoring coefficients controlling phase granularity; (3) a user-space enforcement

runtime that uses per-process page tables over shared memory to achieve per-phase execute-only

permissions without kernel modifications; and (4) a comprehensive evaluation comparing Machete

against Razor and Decker across correctness, security, overhead, and parameter sensitivity on 11

shared and 2 auxiliary targets.

Machete shows that the combination of temporal debloating and execute-only memory is
achievable in user space and yields security improvements that static and single-phase approaches
cannot match. The main open challenges are correctness coverage, where purely dynamic traces
leave unseen code paths unrepresented, and enforcement overhead on transition-heavy workloads.
Both are addressable through the static-analysis integration discussed in the preceding chapter.
The pipeline is deliberately modular: the profiler, learner, and enforcement runtime communicate
through standalone artefacts and can each be improved or replaced independently. This makes
Machete not only a working system but a foundation for future work on user-space memory
hardening.
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Scoring Feature Definitions

Table A.1: Pre-score feature definitions.

Feature | Definition Intuition
J(r,b) |u() N u(b)| — |u(r) U Jaccard similarity of the enabled-item signatures.
u(b)| Higher values indicate that the two classes already
share most of their items and are likely semantically

equivalent.
Dyype(r, b) |{i € u(r) /\ u(b): Number of execute items in the symmetric difference.
Op(i) = Execute}| Penalises merges between classes that differ in which

code pages they enable, since these distinctions directly
affect the attack surface.

Ggiruet(rs D) | [F(r)| + |F(b)| — |F(r) U Overlap between outgoing frontier edges. Rewards
F(b)| merges that collapse redundant structural transitions,
reducing the total number of edges in the learned FSM.

Gyys(r,b) | [{(c,D) € F(r)UF(b): Number of frontier edges carrying at least one syscall
Ji € D,Op(i) = Syscall}| | trigger item. Penalises the loss of syscall-bearing transi-
tions, which are cheap to enforce at runtime and useful

as phase discriminators.

This appendix gives the precise definitions of the scoring features used during Blue-Fringe merge
selection (see Line 3.1). Both the pre-score and the post-score are weighted linear combinations of
the form

s(r,b) = > w; - fy(r,b) (A1)

where r is a RED class, b is a BLUE class, and w; are configurable coefficients. The features f; are
defined below. Throughout, u(c) denotes the enabled-item signature of class ¢, and Op(i) extracts
the operation class of item i.

AA Pre-score features

The pre-score is evaluated before stabilisation and is used only to rank RED candidates for a given
BLUE class.
The pre-score is then:
Spre(r, D) = g + ay - J(r, b) — &y * Diype(r, b) + a3+ Gyruer(r, b) — a4 - Ggy(r, b) (A.2)

AB Post-score features

The post-score is evaluated after stabilisation (Line 3.20) and therefore captures cascade effects that
are invisible to the pre-score.
The post-score is then:
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Table A.2: Post-score feature definitions. All quantities are computed over the stabilised hypothesis.

merges triggered during

Feature Definition Intuition
J(r,b) As above Re-evaluated on the merged class ¢ =rUb and its
neighbourhood after stabilisation.
Ncascade(rs b) | Number  of  cascade | Each cascade merge collapses a pair of classes that

were previously distinct. High values indicate that

moved from transition
domains during stabilisa-
tion

stabilisation the initial merge has far-reaching structural conse-
quences.
Niemoved(”> b) | Number of items re-| Items removed from domains shrink the set of observ-

able triggers. High values indicate that the merge
obscures behavioural distinctions.

Dcascade(r’ b)

D|
(X,Dsy)EEcascaded

Total domain size of edges affected by cascade merges.
Quantifies how much frontier structure was disrupted
by induced merges.

Agtruct(r, b)

Net reduction in non-
syscall outgoing edges af-

ter stabilisation

Positive values indicate that the merge simplified the
structural transition graph.

Ayys(r, b)

Net reduction in syscall-
bearing outgoing edges

Penalised because losing syscall transitions reduces
phase discrimination at negligible runtime cost.

after stabilisation

Spost(r’ b) = By +B1-J(r,b) — B2 * Ncascade(r> b) (A.3)
_;83 : Nremoved(r’ b) - ﬁ4 ' Dcascade(r’ b) (A4)
+65 . As.truct(r’ b) - 56 : Asys.(ra b) (AS)

AC Coefficient mapping and defaults

The appendix formulas use generic Greek-letter coefficients. Table A.3 lists the correspondence
between these coefficients, the implementation parameter names (as they appear in the scoring
profile JSON and the command-line interface), and their default values. Note that a, (D) is
a simplification: the implementation maintains separate per-type penalties for read, write, and
execute items, which are summed and normalised by the total symmetric difference size. Because
execute-item differences dominate the security-relevant behaviour, the feature definition above
reports only the execute component; the full typed penalty iS (Wyeaq * Aread + Wwrite * Fwrite + Wexec *
dexee)/ |1(r) /\ u(b)|, where all three weights default to 0.5. Similarly, 3, in the post-score uses the
same per-type penalty mechanism applied to the cascade-accumulated symmetric difference rather
than a separate coefficient.

The default coefficient values were chosen by manual calibration on representative profiling
traces of the shared benchmark targets, balancing the number of learned phases against
the per-phase permission window size. The parameter sensitivity analysis in Section 4.5 system-
atically varies the most influential coefficients (exec_diff_penalty, structural cost weight,
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Table A.3: Coefficient mapping between appendix notation and implementation parameters.

Coefficient Parameter name

Default Role

Pre-score

o merge_bonus 8.0 Base bonus for any merge attempt

[o#) jaccard weight 0.0 Reward for signature overlap (Jaccard simi-
larity)

a, exec_diff penalty 0.5 Typed diff penalty (see note above)

as structural cost weight 5.0 Reward for structural simplification

Ay syscall_edge weight 20.0 Penalty for losing syscall-bearing transitions

Post-score

Bo merge_bonus 8.0 Same base bonus as pre-score

B jaccard_weight 0.0 Same Jaccard weight as pre-score

B cascade_penalty 0.0 Penalty per cascade merge during stabilisa-
tion

B3 removal_penalty 0.0 Penalty per item removed from transition
domains

Ba (typed diff) 0.5 Cascade typed diff penalty (same per-type
weights as a,)

Bs structural cost weight 5.0 Reward for net structural edge reduction

Be syscall_edge weight 20.0 Penalty for net syscall edge elimination

Acceptance
0 min_threshold 3.0 Minimum post-score to accept a merge

jaccard weight, and syscall edge weight)and confirms that the parameter space contains stable
regions rather than knife-edge optima.
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