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Executive Summary

The primary goal of this research is to develop an innovative information system architec-
ture for streamlining the awarding of carbon credits and compensating clean cookstove users.
Focusing on Rwandan households transitioning from conventional biomass burners to more
efficient cookstoves, the project seeks to promote healthy cooking practices and reduce car-
bon emissions.

Academic research has lacked a specific information system design to directly monitor emis-
sion reduction at the source to award carbon credits efficiently. This research proposes a
solution that includes distributing clean cookstoves and creating a digital platform to facilitate
carbon credit recording and distribution, along with an integrated payment mechanism. The
information system architecture plays a pivotal role in scaling sustainable cooking projects and
combating climate change.

To address the research question, "What is a possible design for a digital multi-actor platform
for the issuance of carbon credits?” a hybrid approach integrating Peffers’s design science
research framework and a system engineering methodology is employed. The study com-
prehensively analyses the Rwandan context, identifying 15 functional and 22 non-functional
requirements for the system. A functional and logical system architecture is then presented
with detailed interfaces. The system architecture’s evaluation includes verifying functions and
logical system elements against requirements and validating the system through expert inter-
views.

This research fills a gap in the literature by offering a systematic design cycle for tailored in-
formation systems in clean cooking projects, aiding stakeholders in context analysis, require-
ments elicitation, and system architecture design. It introduces an architecture valuable to
information systems researchers and practitioners, especially in sustainable finance projects.
The design cycle is a practical guide through various development stages, facilitating com-
prehension of essential requirements. These findings benefit researchers delving into infor-
mation system design for clean cooking and sustainable finance initiatives. Furthermore, the
adaptable system design provides a valuable resource for the FairClimateFund and related
initiatives, supporting the adoption of information systems and issue resolution in sustainable
finance, furthering the sustainability agenda.
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Introduction

1.1. Problem statement

Climate change is one of society’s biggest challenges in the 21st century. Human activities
have led to a change in climate, concerning researchers in various domains (Botta et al.,
2019)(Abbass et al., 2022). Legacy systems, such as energy systems and, therefore, the
burning of fossil fuel, agriculture, deforestation, and land use changes such as urbanization,
have all contributed to a rise in greenhouse gases in our atmosphere. Researchers have
highlighted the importance of greenhouse gas reduction for many years now (Monteiro et al.,
2022). However, the issues have become more and more relevant. Recent events such
as heat waves, floods, droughts, and mass extinctions have led to a public understanding
of the issue (Zuazua Ruiz et al., 2023). The broader realization of climate change-related
issues led to the Paris Agreement under the United Nations Framework on Climate Change
in December 2015 (Kreibich & Hermwille, 2021). The Paris Agreement acknowledges climate
change as a global emergency and highlights that it is a borderless issue requiring international
cooperation. The long-term goals to guide all nations are comprised of three main points
(United Nations, 2015):

» substantially reduce global greenhouse gas emissions to limit the global temperature
increase in this century to 2 degrees Celsius while pursuing efforts to limit the increase
even further to 1.5 degrees;

* review countries’ commitments every five years;

+ provides financing to developing countries to mitigate climate change, strengthen re-
silience and enhance abilities to adapt to climate impacts.

The global drive to reduce carbon emissions has been on the rise. 197 countries have joined
the Paris Agreement (Lee et al., 2023). This has led to an increase of major companies pledg-
ing to achieve net zero emissions (Kreibich & Hermwille, 2021). Most of these companies
rely on the compensation of remaining emissions through offsetting. This is directly linked
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to the goals mentioned above. The offsetting of carbon emissions in its most popular form
is realised through carbon credit issuance systems (Anjos et al., 2022). Emission trading,
which involves issuing carbon credits, is a market-based approach to control pollution by cre-
ating economic incentives to reduce carbon emissions. Within the voluntary emission trading
market, one approach is setting up systems enabling climate adaptation in Low- and middle-
income countries (Kreibich & Hermwille, 2021). Markets for carbon credits are introduced as
an important component of international efforts to fight climate change. By giving measurable
value to reductions in carbon emissions, they offer a way to reward and motivate environ-
mentally conscious behaviour. Their goal of making it easier for businesses to trade and buy
carbon credits, they try to aid in the shift to a low-carbon, sustainable future (Ji et al., 2018).
It is clear that economics, environmental responsibility, and policymaking interact dynamically
in this intricate and dynamic context. Advocates of carbon credit markets emphasise how they
can lower greenhouse gas emissions by providing affordable solutions, backing carbon offset
projects, and rerouting funds to renewable energy and conservation efforts. Critics, however,
have also expressed concerns, pointing up issues such as potential gaps and the possibility of
"greenwashing” techniques that could compromise these markets’ ability to reduce emissions
significantly (Wara, 2007). The critics contend that voluntary carbon credit markets often lack
robust oversight and standards, making it difficult to ensure real emissions reductions and that
they are seen by some as potentially providing a false sense of sustainability without driving
significant changes in emissions-intensive sectors. The basic idea of these systems is that
projects to reduce carbon emissions in developing countries are funded by companies pur-
chasing carbon credits. Therefore, the profit generated from these sales reduces worldwide
carbon emissions through the principle of sustainable finance (United Nations, 2015). For this
research, the term "sustainable finance” is used as follows: "Sustainable finance is defined as
investment decisions that take into account the environmental, social, and governance (ESG)
factors of an economic activity or project.” Delimatsis (2021). A financial tool used to repre-
sent a decrease in greenhouse gas emissions is carbon credits (Betz et al., 2022). Clean
cooking projects seek to lower emissions by promoting cleaner and more effective cooking
technologies. To reduce emissions and ensure the financial viability of the switch to cleaner
cooking solutions, sustainable finance can play a crucial role by sponsoring these initiatives
in return for carbon credits. Projects in developing countries, such as the switching from fossil
fuels to renewable or less harmful emissions, ultimately lead to an overall reduction of carbon
emissions. The difference between previous emissions and those after project implementa-
tion is calculated and certified by a third party according to a standard. One carbon credit is
issued per reduced tonne of carbon dioxide. Companies and consumers can purchase these
credits to offset their carbon emissions, reducing them in different locations (Gill-Wiehl et al.,
2023). There are two main methods for reducing and mitigating carbon emissions by means
of trading: mandatory and voluntary carbon markets. Certain organizations or sectors must
comply with predetermined emission reduction targets under mandatory carbon markets cre-
ated by governmental rules or international agreements (Anjos et al., 2022). The inability to
accomplish these targets is often punished by fines or other enforcement actions. Mandatory
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carbon markets offer an organized system for reducing emissions, complete with standards
and procedures for compliance. Voluntary carbon markets function on a voluntary basis, al-
lowing businesses or people to decide whether to take part and voluntarily reduce their carbon
emissions. Participants in these markets may voluntarily compensate emissions for ethical,
social, or public relations reasons even when they are not required to do so by law (Bayon
et al., 2012).

However, carbon offsetting projects have come under criticism recently for various reasons.
Offsetting projects are complex due to the contextual differences and multiple involved actors,
which leads to a few challenges that also lay the foundation for the mentioned criticism. The
core idea of carbon credit issuance is to finance projects that could not have been executed
without the financial support of carbon credits, called additionality (Michaelowa et al., 2019).
This requires strict pre-project analysis of the project context and is one reason for the lack of
automation and, therefore, the considerable efforts regarding resources and time in establish-
ing and running offsetting projects (Schneider et al., 2019). Despite these efforts, there often
is doubts if the additionality of offsetting projects is given (Michaelowa et al., 2019). Another
area for improvement is the verification and monitoring procedure of these projects. Stake-
holders such as governmental institutions, buyers, and sellers of credits all require accurate
and credible information on the issued carbon credits (Woo et al., 2021b). The information on
emission reduction relies on different methods, such as measurement and calculations. Many
offsetting projects are based in rural and developing countries, which is a result of the greatest
potential for net emission reduction due to the vast reliance on fossil fuels for energy gener-
ation and cooking in these countries (Wang & Corson, 2015). Since many offsetting projects
therefore aim for rural areas and developing countries, the ability to track and verify these
procedures is often limited due to a lack of well accessible infrastructure and often remotely
located projects sites (Ventrella & MacCarty, 2019). These limitations and recent publications
on that topic have resulted in a lack of trust in the system for carbon credit issuance (Gill-Wiehl
etal., 2023). While measurement and verification are challenging, the verification process also
requires standards to verify against. There certainly are various standards in place that en-
able the verification. However, using different standards, as the voluntary market does, makes
these incomparable or at least makes comparability challenging. Organizations such as "Gold
Standard”, a private organization certifying carbon credits, have called for uniform standardiza-
tion of carbon credit issuance (Gill-Wiehl et al., 2023). Uniform standards would make carbon
credits more comparable and enable other certification agencies and trusted entities to certify
carbon credits and, therefore enable voluntary offsetting projects to scale faster. The issues
within the voluntary carbon credit market mentioned earlier, including challenges, namely, ad-
ditionality, measurement, verification, and lack of standardization, lead to significant concerns
by researchers regarding the over-crediting of offsetting projects. Over-crediting refers to chal-
lenges leading to wrongfully issued carbon credits (Schneider et al., 2019).

The over-crediting of offsetting projects undermines the original initiatives. A recent publica-
tion which at the time of this research has not been peer-reviewed yet, analyzing different
methodologies for issuing carbon credits, mentioned over-crediting by these methodologies
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from 1.3 to 6.3 (Gill-Wiehl et al., 2023). In simpler terms, these values stand for the issuance
of up to 6.3 carbon credits despite only one carbon credit should have been rightfully claimed.
The various challenges in the multi-actor scenario of carbon credit issuance processes have
to be analyzed and improved to comply with the goals defined for reaching the Paris Agree-
ment. The voluntary carbon market refers to selling and exchanging carbon credits outside
regulated carbon markets.

An illustrative instance pertains to the quantification of carbon emissions stemming from
air travel, with a subsequent commitment to finance environmentally beneficial endeavours,
such as reforestation or renewable energy projects, to neutralize the associated carbon foot-
print. For example, in aviation, individuals allocate resources to initiatives to reduce an equiv-
alent volume of greenhouse gases, thereby contributing to the global effort to combat climate
change. This proactive approach empowers individuals to take responsibility for the environ-
mental repercussions of their journeys and extend support to initiatives to offset such impacts
(Lu & Shon, 2012).

Individuals, organizations, and businesses voluntarily acquire carbon credits in this market
to offset their carbon emissions. The voluntary carbon credit market allows companies in the
non-regulated market to take voluntary action to mitigate climate change (Michaelowa et al.,
2019).

1.2. Problem context definition

1.2.1. FairClimateFund

The FairClimateFund(FCF), which is the commissioning party of this research, is an organi-
zation that promotes sustainable development and combats climate change through various
programs. With a strong emphasis on clean energy solutions, the organization has been ac-
tively supporting clean cooking projects to lower carbon emissions. The organization hopes to
develop better cooking habits, reduce deforestation, and reduce indoor air pollution by tackling
the issues associated with traditional cooking practices, particularly in low-income communi-
ties. The FCF-supported clean cooking programs centre around distributing and marketing
clean cookstoves as an alternative to traditional biomass burners. These cookstoves use ad-
vanced technology like electricity, gas or pellets to assure fuel efficiency and considerably
lower carbon emissions. The main objective of the FCF’s clean cooking initiatives is to offer a
simplified method for allocating carbon credits and rewarding people who switch to clean cook-
stoves. The initiative intends to simplify the recording and distribution of carbon credits based
on emissions reductions realized via the use of clean cookstoves by using an innovative in-
formation system architecture and digital platform. This strategy ensures that households are
fairly compensated by receiving the compensation of issued carbon credits, which encourage
using clean energy sources and sustainable cooking techniques. The FCF offers the issued
credits on the previously mentioned voluntary carbon credit market. Their objective is to fully
funnel back the revenues after the subtraction of costs to the communities, which reduce their
carbon emissions (FairClimateFund, n.d.).
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1.2.2. Problem context

After clarification of general challenges in carbon offsetting projects and the introduction of
the problem owner of this research, it is vital to highlight the project-specific problem context.
Clean cooking projects, in which traditional biomass burners for cooking are exchanged with
alternatives that emit fewer carbon emissions, are not only prone to the previously mentioned
general challenges. Furthermore, These projects are challenged by local regulations, social
influences, and technical difficulties typical for complex socio-technical systems. Local reg-
ulations were explored and considered for this research. Social influences, such as lack of
awareness, acceptability of clean cookstoves, and others, differ depending on regional con-
text; these must be explored in the research. The technical aspect of the project also imposes
context-specific challenges. Through various different projects, the primarily remotely located
communities provided with clean cookstoves deal with power shortages, limited infrastructure
such as network coverage, and lack of maintenance services for such devices. The infras-
tructure for fuel delivery in the case of non-electric stoves also needs to be analyzed next to
others. Overall these context-specific factors will have a fundamental influence on the system
design (Bisaga & To, 2021).

The contextual variables and socio-technical aspects presented in this section will be a sub-
ject of the research. In addition, the FCF and recent publications have identified specific chal-
lenges, which are determined improvable by the design of an information architecture (Woo et
al., 2021a). The commissioning party of this research has highlighted the following challenges
through experience in the sector and previously conducted research:

» Duration of certification processes: Carbon credit generation takes two to three years
and depends on long processes of (manual) data collection. Monitoring, reporting and
verification are done through external auditing parties. These external procedures are
costly and stagnant (N. Van der Geest, personal communication, April 18, 2023)(Harrell
et al., 2016).

» Cost of registration: The registering of carbon credits takes approximately 5 per cent of
the cost of a credit. The costs for registration are especially high for micro-scale projects
(N. Van der Geest, personal communication, April 18, 2023).

« Assumptions on cookstove usage: The certification methodologies used for the cal-
culation of carbon credits to be issued mostly rely on assumptions on cookstove usage.
The lack of accuracy imposed by assumptions, has led to certification agencies and re-
searchers exploring options for real-time monitoring of cookstoves (N. Van der Geest,
personal communication, April 18, 2023)(Harrell et al., 2016)(Gill-Wiehl et al., 2023).

» Lack of transparency: Carbon credits currently lack the information on which involved
party benefits and to what extent. The credits are issued on a project-based approach
without full information on the producer of the credits. Project developers have to cover
their costs. However, the information on financial asset distribution is not disclosed to
the public in most cases (Wang & Corson, 2015). In addition, the intent of a sustainable
finance project is the achievement of environmental objectives, which should be made
visible by improving the traceability of credits and therefore ensuring transparency (N.



1.2. Problem context definition 6

Van der Geest, personal communication, April 18, 2023)(United Nations, 2015)(Kreibich
& Hermwille, 2021).

The challenges mentioned by the research commissioner and various publications on cook-
ing projects introduce an information architecture as a possible solution for the improval of
current carbon credit issuance systems (N. Van der Geest, personal communication, March
14, 2023)(Woo et al., 2021b)(Kreibich & Hermwille, 2021)(Ventrella & MacCarty, 2019). An-
other publication by Bisaga and To (2021), suggest the usage of different funding and delivery
models for cooking services. The suggested payment mechanism by the FCF seems to be
coherent with that and will be part of the information architecture design.



Research approach

The following research question is formed by a combination of the original problem statement
given by the FCF, including the mentioned challenges in the previous section, and desktop
research of academic literature concerning clean cooking projects which involve the issuance
of carbon credits: "What is a possible design for a digital multi-actor platform for the is-
suance of carbon credits?”. Literature and the research commissioner suggest introducing
real-time data collection in combination with an information system for the described prob-
lem as introduced in subsection 1.2.2. However, similar information systems have been sug-
gested, and their architecture has been described (Woo et al., 2021). Even though there are

Process Iteration
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Figure 2.1: DSRM Process Model (Peffers et al., 2014, p. 10)

information systems designs and architectures of which certain building blocks can be used, no
satisfactory solution has yet been approved for usage by the FCF. While possible architecture
characteristics of technologies such as distributed ledger technology have been discussed,
they still have to be analysed for suitability (N. Van der Geest, personal communication, March
14, 2023). The exclusive re-usage of information architecture building blocks is not expected
to lead to the desired system capabilities. Therefore, some building blocks must be designed

7
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from scratch according to requirements. This research aims to fulfil all involved stakeholder
needs to an acceptable level. The generation of an information architecture in an academic
context can be considered the generation of an artefact (Hevner et al., 2004). Design science
research methodologies are an ideal fit for the research question mentioned above (Peffers
et al.,, 2014). A representation of the introduced cycle is displayed in Figure 2.1. However,
design science research still exhibits several methodological flaws that must be addressed to
improve the maturity of the artefacts produced from it. For instance, methodological support
for problem formulation is remarkably lacking. Additionally, design science research does
not offer detailed procedure models which can be reproduced and operationalised (Braun
et al., 2015). The future purpose of this research, in addition to scientific contribution and
the provision of a reference architecture for similar challenges, is also a seamless handover
to platform developers. Considering the identified lack of operationalizability by Braun et al.
(2015) and the introduced concept of a requirements-driven design science research, another
design approach is introduced. A systems engineering life cycle process model and model-
based systems engineering, which is an approach to systems engineering. Both are used in
this research (Holt et al., 2015). The suggested requirements-driven approach by Braun et al.
(2015) is nested within systems engineering (International Organization for Standardization,
2018) and therefore provides justification for the usage of a systems engineering approach in
academic research. The match between the design science research methodology by Pef-
fers et al. (2014) and a requirements-driven design approach as suggested by Braun et al.
(2015) is visualized in Figure 2.2. Model-based systems engineering is an applied modelling
approach to support system requirements, design, analysis, verification, and validation activ-
ities (Walden et al., 2015). Concepts used in model-based systems engineering will enable a
seamless handover to developers for implementation, using standardised and non-ambiguous
communication (Hirshorn et al., 2017). While the proposed design science research method-
ology by Peffers et al. (2014) matches well with systems engineering life cycle processes,
the life cycle processes do not emphasise the evaluation and communication of design arte-
facts. Therefore, these steps of the research use the design science research processes as
suggested by Peffers et al. (2014).

2.1. Research strategy

This section and the following explain the steps involved in deriving answers to the main and
the sub-research questions shown in Figure 2.3. To answer the main research question, which
is the design of an artefact, sub-research questions adhere to applicable steps of the proposed
system life cycle processes as introduced by the International Council on Systems Engineering
(INCOSE) and the underlying standard for system life cycle processes by the International
Organization for Standardization (International Organization for Standardization, 2018) which
is shown in Figure 2.4. The detailed description of activities given by the life cycle stages and
the even more elaborate explanation of INCOSE are used for the execution of each applicable
step. Walden et al. (2015) suggest limiting the usage of stages to the applicable amount
depending on individual project context. Since the goal of this research is to provide a high-
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Figure 2.3: Main research and sub-research questions

level, conceptual system architecture and the subsequent design steps, the research covers
only the "Concept” and "Development” stages of the life cycle model.

What is the context of the system intervention? This section provides reasoning for the
first sub-research question and elaborates on the tasks necessary to answer it. The process
of issuing carbon credits for projects in developing countries has been established for quite
some time (Gill-Wiehl et al., 2023). However, as mentioned earlier, this is a tedious pro-
cess that involves multiple stakeholders. To design an information architecture that facilitates
improvements to the process, an inventory of stakeholders and their corresponding process
steps has to be done. The resulting overview will serve as a baseline to analyse the process.
As input for this step, FCF documents will be analysed to derive the process steps. Desk
research will serve as a means to cross-verify the gathered information. This is a crucial step
in the research process and corresponds to the generic life cycle stages "Exploratory” and
“concept” (Walden et al., 2015). Namely, the definition of problem space. Considering that this
step will lay the foundation for the research, it needs to be thoroughly executed. Lacking iden-
tification of process steps and system functionality will result in a failed system design, which
must be avoided by all means (Hirshorn et al., 2017). Therefore, model-based systems engi-
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neering approaches such as a behaviour modelling of the current process will be conducted
(Holt, 2021). Behaviour modeling refers to the functional analysis of a system and therefore
visualizes the system’s required functionality to achieve the desired outcome (Walden et al.,
2015). In addition to a behavioural view of the system, the corresponding stakeholders for
each of the steps will be identified and visualized in a system context diagram, which aids
the establishment of the System of Interest(SOI) boundaries (International Organization for
Standardization, 2018). All generated artefacts in that step will adhere to industry standards
to enable the handover mentioned above to platform developers. As for all steps of the re-
search, concepts of model-based systems engineering will be used. This will also ensure the
traceability of design decisions throughout the process (Walden et al., 2015). The second
step of the research will also adhere to the proposed generic life cycle stage (Walden et al.,
2015). Defining the objectives of a solution requires capturing stakeholder needs. Objectives
have to be derived from all stakeholder perspectives, and these perspectives can be consid-
ered "Stakeholder needs”, which is a common term used in systems engineering and model-
based systems engineering methodologies (Walden et al., 2015). It can not be expected that
stakeholders are familiar with requirement engineering terminology and the formulation of re-
quirements. However, non-ambiguous language in formulating requirements is necessary,
and requirements should comply with a standard. Therefore, stakeholder needs are gathered
and reformulated to adhere to the mentioned standards. This introduces the researcher as
a determinant, to curb the consequences, requirements engineering techniques will be used
(Walden et al., 2015). The identification of stakeholder needs is made by the conduction of
interviews. The semi-structured interviews ensure all necessary points are discussed while
leaving room to discover non-anticipated needs (Alshengeeti, 2014).



2.1. Research strategy 1

Which design principles and requirements define the system? This section describes
and reasons for the process of requirements elicitation. The previously captured stakeholder
needs have to be translated into properly formulated requirements which will serve as input
for the architecture design and later verification procedures (Walden et al., 2015). However,
stakeholder needs are only one input for this step; the second fundamental input for this stage
can be found in the second half of this section. Stakeholders are expected to give input re-
garding their expectations of the system. In the requirement elicitation phase, it is crucial that
these expectations are questioned and their root cause is identified. Stakeholders often sug-
gest solutions that need to be avoided by all means at this stage of system development (Holt,
2021). This requires the systems engineer to thoroughly analyze captured needs and ensure
that formulated requirements are reviewed with the stakeholders for verification. Stakeholder
needs in multi-actor systems incorporating multiple stakeholders are also expected to be non-
harmonious. Contradicting needs are common, and a prioritization of formulated requirements
is necessary. The generated power-interest grid will help to conduct the prioritization (Walden
et al., 2015). The stakeholder needs will mainly be derived from interviews and internal and
public documents of discovered stakeholders. Conducting interviews imposes the risk of a lack
of decisive information due to the non-availability of interviewees or stakeholders opposing the
system who refuse participation in design process steps. However, stakeholders opposing
the system are not expected, and the lack of availability will be curbed by early planning of
interview phases and substitutional measures such as desk research. The second input cat-
egory for the elicitation of system requirements is design principles. In information systems,
design principles relate to fundamental ideas and concepts that guide developing and design-
ing effective and efficient information systems (Gregor et al., 2020). These principles govern
decision-making and form the system’s overall structure and functionality. Practitioners use
design principles for applications in practice and researchers for knowledge capturing. For
the documentation of design principles and requirements, model-based systems engineering
approaches will be used, as will be for the whole system design, to ensure traceability and the
previously mentioned handover to platform developers. An overview of model-based systems
engineering methodologies and their application cases can be found in the publication by Di
Maio et al. (2021).

Which architecture designs can facilitate the specified requirements? This section pro-
vides and overview of the third sub research question. The architecture and design process
generates a system architecture and, depending on the use case, different variants. These
alternative architectures are required to reflect stakeholder needs captured as requirements
in the previous step (Walden et al., 2015). The system architecture enables the creation of
a holistic solution incorporating design principles and requirements, ideally making them con-
sistent. In design science, the research context is referred to as the generated artefact of this
research (Peffers et al., 2014)(Walden et al., 2015). The creation of the architecture will be
facilitated and visualized using model-based systems engineering modelling techniques. At
least two architecture models will be assessed against system requirements. In addition to the
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architecture models, a list of imperative interfaces. Trade-offs, improvements and suggestions
will be added to the models to lay the foundation for the following research step.

How well do the proposed architectures fulfil the specified requirements? This section
highlights the importance of validation and the proposed steps for the execution of such. To
ensure usability and a viable state-of-the-art architecture model, it is essential to go through
a proper verification cycle (Holt, 2021). This process step provides objective evidence that a
system fulfils its specified requirements (Walden et al., 2015). The verification of the architec-
ture model will be done with the help of experts. Expertise from experts in different fields must
be considered in this step. There are two aspects of the architecture that need to be validated.
The first one is how well it fulfils the stakeholder needs. The second aspect focuses on the
technical viability of the architecture. The verification tests if the proposed architecture meets
the intended functionality. It is also expected to discover and highlight design flaws that need
improvement before the platform is developed. The early detection of issues in the design
reduces the likelihood of the system being reworked at a later stage (Walden et al., 2015). In
addition, information systems architecture verification helps with the reflection and analysis of
the effectivity of used design steps, which is also part of the artefact and then be improved
by future researchers in similar use cases. However, it is also crucial for knowledge creation
in the academic sector to verify the architecture model. It is of fundamental importance to
achieve credibility that experts review the produced artefact. The discussed research flow is
also shown in Figure A.1.

2.2. Combined approach and document structure

The previously introduced research methods, namely design science research by Peffers et al.
(2014) and the systems engineering methodology proposed by Walden et al. (2015) strongly
influenced the decomposition of the main research question into the four sub-research ques-
tions and therefore also the structure of this document. It’'s important to note that the steps of
design science research and the chosen systems engineering approach do not perfectly align
with each other in a one-to-one manner. However, combining these approaches enhances the
research process by offering a comprehensive problem-solving strategy. An overview of how
the corresponding design cycle steps and the sub-research questions relate to each other is
provided in Figure 2.5. The research documentation follows the structure of a design cycle in
accordance with answering the sub-research questions in sequence. The chapter 3 answers
the sub-research question referring to the context in which the information system will oper-
ate. This means discovering the overall process of carbon credit issuance in clean cooking
projects and the relevant stakeholders. The following chapter 4, uses the previous finding to
derive requirements for the system. Contextual variables such as stakeholders and institutions
impose requirements on the system, which are listed and analysed for their type for the sub-
sequent design cycle steps. The overview of requirements answers the second sub-research
question by listing the defined system requirements. The following chapter 5 utilises the cap-
tured requirements into a functional architecture, describing the overall desired behaviour of
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Figure 2.5: Mapping of design cycles and research questions

the information system by decomposing it into functions. The functional decomposition is then
grouped into logical system elements to provide the system architecture mentioned in the third
sub-research question. In addition, the logical system architecture is used to define possible
technological solutions, finalising chapter 6. In the last step, in chapter 7, the functional archi-
tecture and proposed technologies are analysed for their suitability concerning the specified
requirements. The overall document is finalised by chapter 8, which comprises a discussion
and a conclusion.



Context analysis

This chapter presents a research study addressing the question: "What are the key challenges
and bottlenecks in the current process of issuing carbon credits in clean-cooking projects?”
The research approach utilised in this study is a systems engineering approach, which begins
with a comprehensive stakeholder analysis, followed by a process analysis and description,
also referred to as mission analysis (Walden et al., 2015). This approach aims to identify
the context of the socio-technical intervention of the SOI. To do so, an inventory of involved
stakeholders is created, and the functions fulfilled by various stakeholders in the system are
assigned to them. Identifying stakeholders and their corresponding functions enables the
researcher to approach the relevant parties for interviews to derive requirements and further
understand their involvement in the SOI. This aligns with the systems engineering approach by
Walden et al. (2015). Therefore, this chapter’s outcome is a description of the system context,
high-level functionality and the involved parties. It also describes the power dynamics within
the SOI. A process model relating chapter to each other is shown in Figure 3.1.

The research draws information from two primary sources: observatory participation and
desk research. Observatory participation, a qualitative data collection method commonly em-
ployed in social sciences, allows for an in-depth exploration of human experiences and be-
haviours within a specific context (Schubotz, 2019). The choice of observatory participation
as a research approach was driven by the absence of precursor projects and limited academic
literature on the specific topic of interest, which revolves around the ongoing execution of the
sustainable finance project undertaken by the FCF. Observatory research was conducted by
directly speaking to project developers of clean cooking projects, the head of finance and
the director of the FairClimateFund. Information derived from attending meetings on relevant
topics was also used to analyse the context.

The sustainable finance project, particularly its clean cooking initiative, is a small-scale
pioneering endeavour. As such, its procedural aspects present a valuable opportunity for
thorough investigation through the selected research approach. By delving into the organisa-
tional structure and processes involved, the study aims to shed light on the challenges and

14
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Figure 3.1: Process model

bottlenecks that arise during the issuance of carbon credits in the context of clean-cooking
projects.

To ensure the accuracy and validity of the findings, this research section is subject to
review by the FCF, the party responsible for developing the sustainable finance project. Their
input and collaboration in the research process will further enhance the reliability of the study’s
outcomes.

3.1. Voluntary carbon credit market

The voluntary carbon credit market is a platform in the larger picture of carbon emissions re-
duction. In this industry, businesses and individuals take action to offset their carbon footprints
by investing in projects that reduce greenhouse gas emissions (Kreibich & Hermwille, 2021).
Instead of regulatory-driven processes, voluntary carbon credits provide a more flexible and
voluntary approach, allowing companies to link their sustainability efforts with environmental
goals beyond legal duties (Bayon et al., 2012). This market helps to develop a culture of en-
vironmental stewardship across businesses and regions. The following stakeholder analysis
focuses on one specific case within the voluntary carbon credit market. It can serve as an
example case for developing digital, loT-driven platforms within sustainable finance projects.
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3.2. The FairClimateFund Case

The FairClimateFund’s initiative to establish a pilot program in Rwanda, in which clean cook-
stoves will be distributed. The pilot focuses on real-time monitoring of these clean cookstoves
and implementing an information system for calculating and issuing carbon credits. The case
serves as an illuminating case study within the context of this research. Employing a case
study approach provides the author with a valuable opportunity to conduct a comprehensive
design cycle, offering a practical blueprint that aids practitioners and researchers in compre-
hending the intricacies of this innovative endeavour.

3.3. Stakeholder Analysis

This stakeholder analysis identifies roles in the system and their corresponding actors (Var-
vasovszky & Brugha, 2000). To answer the first sub-question, which entails the analysis of the
carbon credit issuance process presently proposed by the FCF, it is required to understand the
relationships between actors and the corresponding processes in the system. As a first step,
such an analysis incorporates the creation of a stakeholder inventory (Walden et al., 2015).
The to-be-designed artefact is referred to as SOI, which is defined as the system whose life
cycle is under consideration (International Organization for Standardization, 2018). The SOI
is a socio-technical system comprised of various system elements and their interactions be-
tween them. The approach to creating a clear overview is to allocate system functions and, in
this case, process steps of carbon credit issuance to the executing party, making the parties a
system element themselves. System elements are the interacting components, usually tech-
nical subsystems (Walden et al., 2015). The information on the current carbon credit issuance
process used by the FCF will be broken down into logically sequenced steps. These process
steps are then mapped on the identified stakeholders to create an overview of the functioning
of the SOI, including the executing system element.

3.3.1. Stakeholder overview

This section introduces the stakeholders of the SOI and describes their role in the current
carbon credit issuance process proposed by the FCF. The stakeholder overview contains the
general description, the case-specific description, the business objective or mission, and the
role in the system.

3.3.2. Project developer

General role description: The stakeholder project developer in this research refers to the party
initiating an intervention within a socio-technical system.

Case description: Through funding locally-driven climate action initiatives in developing coun-
tries, the Fair Climate Fund aims to combat climate change and improve environmental justice.
The organisation recognises that marginalised communities experience the effects of climate
change more severely than other groups do and that they have few resources to cope with
and mitigate these effects. Governments, for-profit companies, and private citizens committed
to climate justice contribute money to the Fair Climate Fund, which then accumulates these
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funds to support its operations. These funds are then used to support initiatives created and
carried out by local groups, ensuring their active involvement and ownership (FairClimate-
Fund, n.d.-b).

Business objective: Their objective is to collaborate with their partners to offer cleaner cooking
options to 500,000 people and to plant 500,000 trees in order to offset a million tonnes of CO2
before the year 2025 (FairClimateFund, n.d.-c).

Role: The FCF, is the initiating party of clean cooking projects. Promising communities in de-
veloping countries are scoped, and the required project design is conducted by the FCF. The
FCF also organises the pre-financing of projects and the sales of the issued carbon credits.
During project execution, the project developer also monitors the project. Depending on the
purchasing party, the FCF reviews the party and decides if the transaction is approved. An
overview of the project developers’ functions in the system is displayed in Figure 3.2.
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Figure 3.3: Standardisation body and corresponding functions

General role description: The standardisation body is the party that issues standards in
sustainable finance projects. These standards aim to enable the comparability and trustwor-
thiness of sustainable finance projects (Woo et al., 2021).

Case description: The Gold Standard Certification Agency certifies worldwide projects ex-
hibiting social and environmental sustainability. The organisation establishes requirements
and standards for several industries, including water management, forestry, agriculture, and
renewable energy. An assessment procedure determines if projects seeking Gold Standard
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certification positively affect community participation, sustainable development, and climate
change mitigation. The certification shows that a project complies with the requirements for
emission reductions, environmentally friendly methods, and beneficial social effects. It guar-
antees stakeholders that the project complies with their requirements, has undergone indepen-
dent verification, and is advancing global sustainability goals (GoldStandard, n.d.)(Gill-Wiehl
et al., 2023).

Business objective: Through establishing standards and confirming the impacts of projects
worldwide, Gold Standard aims to hasten the achievement of the Sustainable Development
Goals and the Paris Agreement. Three strategic pillars—environmental markets, corporate
sustainability, and climate finance—are the focus of their strategy (GoldStandard, n.d.).
Role: Gold Standard has the role of creating standards and guidelines which have to be fol-
lowed to register carbon credits under their Gold Standard certification label, which is the re-
quired label by the FCF (FairClimateFund, n.d.-a). The gold standard also provides the most
accurate measurement reporting and verification (MRV) method according to academia and,
therefore, is a suitable source for standards (Gill-Wiehl et al., 2023). The Gold Standard also
operates the currently used carbon registry, which can be referred to as a storage for carbon
credits. A summary of the functionalities in the SOI, see Figure 3.3.
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General description: Verification bodies verify that sustainable finance projects meet spe-
cific criteria, such as the standards created by standardisation bodies. The verification bodies
audit projects and certify them in case of successful audits.

Case description: In 2018, Gold Standard established SustainCert, a certification organisa-
tion focusing on sustainability and ethical sourcing. SustainCert provides certifications that
guarantee conformity to certain environmental, social, and economic norms, emphasising the
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agriculture and forestry industries. Their certificates offer independent verification and cer-
tification for businesses that exhibit sustainable practices, moral sourcing, and accountable
supply chain management. The assessments offered by SustainCert encompass a range of
standards, including carbon footprint reduction, fair labour practices, and biodiversity preser-
vation (SustainCert, n.d.).

Business objective: SustainCERT’s business objective is to create and establish digital verifi-
cation solutions to improve MRV processes and enhance their credibility (SustainCert, n.d.).
Role: SustainCERT'’s task is to use assessment procedures created by Gold Standard to
assess the project and certify the project and the issued credits in case of a successful as-
sessment. One of the core functions is calculating the emission reduction and providing the
information for the issued carbon credits. An overview of verification bodies functions is shown
in Figure 3.4.

Cookstove provider

General description: The cookstove provider provides
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combining a more efficient cookstove than traditional
means of cooking and locally available biomass as -
fuel. The intended fuel for use is pellets ideally made [ ool
from locally produced sawdust. .
Business objective: Mimi Moto aims to work with local
entrepreneurs to scale their businesses. In addition to
the sales of the cookstoves, they also provide lessons learned from past projects and support
to entrepreneurs looking to start a business using their cookstoves (MimiMoto, n.d.).

Role: In the SOI, Mimi Moto sells the project cookstoves to the fuel provider, which the fuel
provider then distributes. The fulfilled functions by the cook stove provider are presented in
Figure 3.5.

Sales of cookstoves

roviding pellet sales informatio

Figure 3.5: Cookstove and fuel provider and
their corresponding functions

Fuel provider

General description: The fuel providers do provide alternative cooking solutions with fuel.
The alternatives that substitute traditional cooking means can vary (Champion & Grieshop,
2019)(Freeman & Zerriffi, 2014).

Case description: In the case given by the FCF, the chosen fuel are pellets. These pellets are
produced in factories close to the cookstove users by BioMassters. BioMassters’ secondary
function is the purchase and provision of 1400 Mimi Moto pellet stoves to the project subject,
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namely the households in Rwanda.

Business objective: BioMasster’s business objective is to replace charcoal for cooking by
producing wood pellets which can be used instead. The pellets are made from waste, so no
biomass is processed solely for production. BioMassters has a "pay as you go” purchase
model. In simple terms, this means that they hand out cookstoves for free with the condition
that fuel is purchased from them, which in the long run reimburses them for providing the
cookstove (BioMassters, n.d.).

Role: BioMassters is the fuel provider for cookstoves. They also provide information on sold
pellets, enabling the triangulation of data streams regarding emission reduction. BioMassters
also distributes the cookstoves to households via a leasing model or purchases. The fulfilled
functions by the fuel provider are displayed in Figure 3.5.
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Figure 3.6: Funding parties and their corresponding functions

General description: Funding parties provide financial resources for sustainable finance
projects. These parties can be classified into two groups. The first group provides funding
without any return. The other group provides funding for projects with the condition that they
will receive carbon credits once the project runs.

Case description: N/A since there is no defined funding party for the project yet.

Business objective: N/A since there is no defined funding party for the project yet.

Role: The role of a funding party is to provide financial resources for the project to be set up;
their functions can be found in Figure 3.6.

Purchasing parties

General description: Purchasing parties are stakeholders who purchase carbon credits. They
split into three different sub-parties. Individual purchasing parties are persons who want to
offset their carbon footprint. Private purchasing parties are companies that are offsetting emis-
sions resulting from business operations. Reselling parties are companies that purchase car-
bon credits to resell the carbon credits to third parties.

Case description: N/A since there is no defined purchasing party for the project yet.
Business objective: N/A since there is no defined purchasing party for the project yet.

Role: Purchasing parties in the SOI purchase the issued carbon credits for various purposes.
The role of purchasing parties varies depending on the credit amount purchased and what
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kind of party makes a purchase. Some large quantity purchases of carbon credits require an
application before the purchase of carbon credits is accepted by the FairClimateFund. The
functions are visualised in Figure 3.7.

Project subject

General description: The project subject in sustainable finance
projects is the actor in the SOl whose behaviour change in combina- it ol )

tion with the means enabled through funding results in the reduction |....... ,[ investments in 1§Z?L§fisma'e]
of GHG emissions.

Case description: In the FCF case, households in Rwanda are the RrolectonpiectitiovseholslinRwends)
project subject. The households in Kigali purchase the cookstoves .__,[ Purchasing pellets ]
and switch from burning wood or charcoal to the gasification of pel-

. . . . . 1 Cook stove operation ]

lets with the Mimi Moto pellet cookstove. Reducing the GHG emis- —_:[

sions form the baseline for issuing carbon credits (Freeman & Zer- [ Reducing carbon emission ]

rlfﬁ’ 20 1 4) [ Filling out surveys ]» -—-+

Business objective: The business objective of the household can
be described as improving their financial burdens regarding fuel for
cooking. The Mimi Moto pellet stove’s usage is likely due to fuel cost
reductions (Jagger & Das, 2018)(BioMassters, n.d.). Figure 3.8: Community
Role: The households use the cookstoves and purchase the pellets.  cooperative, project subject
The behaviour change of households, which means a change from ~ and the]ilr”fgtri:)e:sponding
traditional cooking ways to the usage of the Mimi Moto pellet stove,

reduces carbon emitted within these households. For certification purposes, the households
have to fill out surveys. Households are also recipients of income from carbon credits. A
functional overview of the project subject is shown in Figure 3.8.

.......... Receiving income from carbon
credits

Community cooperatives

General description: Community cooperatives are created through cooperation between all
project subjects. Certain larger investments can only be carried out by a collaboration of in-
dividuals. Therefore, community cooperatives are created, and the benefits -resulting from
investments are shared with the whole community.

Case description: For this specific project, the community cooperative comprises the 1400
households that will receive a Mimi Moto pellet cookstove. Regarding FairTrade-certified car-



3.3. Stakeholder Analysis 22

bon credits, 1€ per issued credit will go to the community cooperative, not taking away from
the household reward but serving as an addition. The cooperative can invest the accumulated
amount in any local climate adoption programs that fit the requirements FairTrade imposes.
Business objective: The goal of the community cooperatives is to decide and execute local
climate adoption programs of such a large scale that local individuals cannot carry them out.
An example of such a project is a small solar farm that the whole community can use.

Role: The community cooperative receives 1€ per issued credit, which the cooperative rein-
vests in local climate adoption programs. The community cooperatives function is shown in
Figure 3.8.

Institutions
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Providing regulations I Providing regulations Providing regulations |
R
The protection . R EAN Relating to (heQ' Dutch GDPR N " .
naturlal persons with| | On Universal service and Protection of Relating to Access to i ePrivacy Directive,
regard to personal users' right relating to e- Personal Data and Information Law No. Act ( )
data (EU) 2016/679 °°'";“”"'°_a"°"(snf‘°“':_°’ks Privacy Law No. 412013
Genera Data and services (Directive 58/2021
e e 2009/136/EC)
i Governing 2
2\ Information and o
Harmonised rulesom European data governance Communication Customs Religion
fair access to and use| | and amending Regulation Technologies Law No|
of data (Data Act - (EU) 2018/1724 (Data 2412016
Proposal) (To be Governance Act) Traditions Norms
considered)

Figure 3.9: International, national and informal institutions

General description: Institutions impose standards, regulations and policies that influence
the system through all its life cycle stages. More than one institution must be considered within
a socio-technical system such as the SOI, which spans various countries and continents. Reg-
ulations and policies, such as the ones on the protection of data, differ, and the institutional
context of all countries of operation has to be analysed. In addition to the national and in-
ternational institutions, there are informal institutions such as customs, traditions, religion and
norms. These informal institutions are context-dependent and change within every community
(Helmke & Levitsky, 2004).

Case description: In the clean cooking project of the FCF there is the European union, as
international regulator. Since the country the FCF operates from, the Netherlands, is located
within the European Union, various regulations of the European Union influence the system.
The Netherlands also have a set of regulations which have to be considered. The project will
take place in Rwanda, making it the third institutional stakeholder imposing regulations. An
overview of the case-specific stakeholders and the regulatory documents they provide can be
found in Figure 3.9.

Business objective: Institutions concerning information systems set regulations to protect cit-
izens’ rights. By regulating the collection, use, storage, and sharing of personal information,
the main goal is to preserve people’s privacy. The regulations demand specific consent for all
data processing operations to prevent unauthorised access to or publication of personal data
(Hsu et al., 2012).

Role: All institutions provide regulations, policies and guidelines for all life-cycle stages of the
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SOI. The functionality provided by institutions is the provision of regulations and policies. The
overview of the context-specific documents is displayed in Figure 3.9.

External Auditors

General description: External auditors are parties tasked with auditing procedures by the veri-
fication body. They are independent organisations which are sub-contracted by the verification
body. External auditors audit projects after the project launch and verify that the project is ex-
ecuted as the project developer claims.

Case description: N/A since no external auditor is defined for the project yet.

Business objective: N/A since no external auditor is defined for the project yet.

Role: Their role in the SOl is to collect data on the launched project through the execution and
review of surveys. The surveys are either handed out to households or filled in by external
auditors while visiting the households.

ERP System provider

General description: ERP systems or internal systems, in general, can be used by various
stakeholders. Typically, these systems are used in companies and aim to combine business-
relevant data streams within one information system.

Case description: Odoo, the company, is the ERP systems provider for the project developer.
The FCF(project developer) connects various internal data streams through the ERP system.
Therefore, the used information system has to be considered in the SOI.

Business objective: Odoo aims to provide easy-to-use business applications to its users. The
open-source community of Odoo helps customers with specific needs.

Role: The provision of the ERP system of the project developer.

3.4. Process description

The basic idea of carbon credit issuance in sustainable finance projects has been discussed
in the previous chapter. This section explains the process of carbon credit issuance in sus-
tainable finance projects using clean cookstoves. The information for this section has been
derived through the previously mentioned observatory research and conducted interviews. It
is worth mentioning that in the FCF case, the specific cookstove technology is the pellet gasi-
fication stove of Mimi Moto.

The project developer, the FCF, initiates the project by starting the project development. The
FCF researches possible areas of employment for the project. The details of this process
are not part of this research. A budget approximation is made, and possible stakeholders are
contacted in addition to deciding on other project points. The project is described and docu-
mented in a project plan document. The project plan document is sent to the verification body
for project certification. The verification body requires a project plan document for the later
issuance of carbon credits and overall project certification (Freeman & Zerriffi, 2014). Accord-
ing to the budget plan and the project plan document, stakeholders are contacted to acquire
funds for the pre-financing of the project. The initial investment in sustainable finance projects
mainly serves the purpose of financing the cookstoves and the access to pellets (Jagger &
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Das, 2018).

The fuel provider distributes the purchased cookstoves. As mentioned, the fuel provider,
BioMasster, who provides the pellets by establishing a local pellet production facility, dis-
tributes the cookstoves to households in the area. The cookstoves are distributed to house-
holds that agree to a leasing model of the cookstoves in the FCF case. In simple terms,
that means that the families agree to obtain the fuel exclusively from BioMasster. Simultane-
ously, pellet production is established. Pellets are produced from local organic waste products,
mainly sawdust from furniture production (Jagger & Das, 2018). The households operate the
cookstove with the pellets purchased from the fuel provider.

The information on these purchases is recorded by the fuel provider and forwarded to the
verification body. The cookstove operation with the pellets improves indoor air quality in the
case of an indoor kitchen. It also reduces the emitted GHG emission. This results from the
behaviour change of households. Instead of the traditionally used burning of wood and coal,
the gasification of pellets results in the two above-mentioned major factors (Jagger & Das,
2018). In complex socio-technical systems, behaviour changes also affect other systems.
The change to pellets also reduces the pressure on local forests, often cut down to produce
firewood (Mutshinyalo & Siebert, 2010). In return, that positively affects local wildlife and biodi-
versity (Mutshinyalo & Siebert, 2010). It becomes clear that the behaviour shift of households
is the essential function within the SOI intervention. Therefore, the SOI intervention requires
thorough analysis and safeguarding of that specific function. The households report the usage
of cookstoves and fuel to the verification body through surveys.

Households are also visited for audits by verification bodies, either through the organisation
themselves or external auditors. The verification body, which accumulates data from the fuel
provider and the surveys filled out by households, audits the information according to the stan-
dards of the standardisation body. These standards encompass formulas for calculating GHG
emissions. When the audits and calculations are completed, the verification body verifies the
credit claim. The credit claim verification is then forwarded to the standardisation body, which
is the Gold Standard in the FCF case. Also, the carbon credit registry operator the FCF uses
in the case. The Gold Standard issues the carbon credits and keeps them in their registry until
the credits are sold. The FCF has access to this registry and requests that they be deleted
when sold to the purchasing entities. There are different purchasing parties, which determine
if the purchasing party has to apply for the purchase or does not have to. In addition, this is
also determined by the amount of credits. More significant amounts of credits in one purchase
are negotiated and involve an internal decision-making process if the transaction is confirmed.
Purchases can be either a single event or reoccurring events over a set period. The income
from the sold credits is then used to pay off the initial funding and cover project development
and overhead costs. The income left after the subtraction of these costs is then returned to
the households, who are also "rewarded” for their behaviour change through financial means.
An additional 1€ per credit is also given to community cooperatives in the case of a credit cer-
tified by FairTrade. The system context diagram in Appendix B shows a complete overview of
stakeholders and their corresponding functions.
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3.4.1. Activity diagram

An additional view of the process in the form of an activity diagram is drawn to understand
the sequential order of functions and how they relate to each other. Institutional stakeholders
are not considered in the activity diagram because they unidirectional provide regulations that
do not fall into the traditional definition of fulfilling a function in the system by Walden et al.
(2015). The entire activity diagram is shown in Appendix B. Figure 3.10 displays the stake-
holders responsible for the majority of functions in the system. Out of 23 system functions,
13, more than half, are assigned to 3 out of 8 stakeholders. It, therefore, becomes quite clear
that the project developer, households and verification body enable the main functionality of
the system. It is worth highlighting that without the other functions, a successful process of
carbon credit issuance in clean cooking projects is impossible.

Nevertheless, it emphasises an uneven distribution of stakeholder functionality in the SOI. In
addition to executing most functions within the system, the three stakeholders presented in
Figure 3.10 also have the most interactions with other stakeholders, as visible in the complete
activity diagram in Appendix B. Past and current experiences by the project developer have
shown waiting times for the certification of credit claims of the verification body of up to two
years. The understanding of the importance of stakeholders in the fulfilment of system func-
tions, together with the findings from the next section, help to give input for involvement in
system design in the latter chapters.

Project Developer Households Verification body
Project development Cook stove operation Celtanikii tt_\e Gareer
reduction
[ Purchasing pellets ] [ Certifying credit claim ]
4
[ Reducing carbon emission
Filling out surveys
[ g Y ] Auditing
Project certification
Sales
T ( N\
— - — Ceritfication of carbon credit
Reviewing of applicants who Receiving income from carbon producer organisation
want to buy credits credits L )

Figure 3.10: Stakeholders with the majority of system functions

3.5. Stakeholder Positioning

The stakeholder mapping and the process description in the previous sections lay the founda-
tion for describing the stakeholder’s positioning within the SOI. Within socio-technical systems,
in which the coordination of multiple actors is required to achieve a common goal, it is crucial
to understand the interest in participating in the system and how powerful the stakeholders
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are compared to each other (Ackermann & Eden, 2011). A power interest grid is developed
to visualise the dimensions of interest and power. In Figure 3.11, the first dimension, interest,
corresponds to the x-axis. The second dimension, power, corresponds to the y-axis. The
grid is developed according to the actor classification approach by Bryson (2004) and the
strategies and recommendations for the clustering of stakeholders by Ackermann and Eden
(2011). Ackermann and Eden (2011) suggest grouping stakeholders into four categories. The
following section uses the suggested approach and categorises the SOI stakeholders into four
clusters, high-interest low-power (Subjects), hight-interest high-power (Players), low-interest
low-power (Crowd), and low-interest high-power (Context Setters). The clustering of stake-
holders according to Ackermann and Eden (2011) is necessary since the systems engineer-
ing approach by Walden et al. (2015) does not provide a structured approach for determining
the most influential stakeholders. Walden et al. (2015) refer to stakeholders as all who can
influence or be influenced by the system. For stakeholder consultation efforts and actor in-
volvement, it is crucial to understand if actors influence the system and to what extent. As
the term power is mentioned above, in the context of stakeholder determination by Walden
et al. (2015), it refers to the extent to which stakeholders can influence the system. In addition
to the power of stakeholders, the willingness to participate in the SOI intervention plays an
important role. This research defines "interest” as the willingness to actively engage in the
SOl intervention.

Simply put, that means a bidirectional communication effort between the party and other par-
ties during at least one system life-cycle phase. The outcome of the clustering of stakeholders
indicates the importance of needs consideration of these. This enables the classification of
requirements to answer the second sub-research question. The requirements, which are re-
formulated stakeholder needs, are linked to the stakeholder and will have to be considered
in the case of influential stakeholders but can be neglected or negotiated in the case of less
powerful ones (Ackermann & Eden, 2011). The power interest grid is shown in Figure 3.11.
For this research, no requirements were neglected or determined as having to be negotiated.
However, the insight generated by the understanding that some stakeholders are more power-
ful than others is valuable for the project developer. Project developers are enabled to derive a
plan for stakeholder consultation to achieve successful implementation of the system. The in-
formation derived for the positioning of stakeholders follows the basic brainstorming approach
suggested by Bryson (2004).

3.5.1. Subjects

High-interest low-power stakeholders, who are clustered as subjects, are highly interested
in participating in the SOI intervention. However, they do not hold much power to influence
the system and are rather influenced by it. In the SOI, the fuel provider and the cookstove
provider can be considered subjects. The fuel provider is highly interested in participation be-
cause their sole business model requires the sales of pellets to households. Therefore, it can
be expected that the fuel provider is interested in participating to sustain its existence. The
lack of power of fuel providers is because households can easily substitute the pellets using
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Figure 3.11: Power interest grid

other fuels or switch back to the traditionally used cooking fuel, rendering the fuel provider
obsolete.

The cookstove provider is driven by similar motivation to participate in the system. Their busi-
ness model relies on the sales of cookstoves, and involvement in the project from their side
facilitates their company’s growth. However, various cook stove providers offer many differ-
ent cook stove models (Champion & Grieshop, 2019). The ability to switch to a different cook
stove provider leaves them with little power in the System of interest (SOI).

It is suggested by Ackermann and Eden (2011) that subjects are loosely involved in the SOI
design process, which means that requirements are imposed on them in a unidirectional way.
Even though these parties do not hold much power and can relatively easily be substituted,
a consultation is required. The exchange of these parties is expected to only result in minor
changes of their requirements on the SOI.

3.5.2. Players

High-interest high-power stakeholders who fall into that category can be considered key ac-
tors in the SOI. This category fits two of the identified stakeholders. One of them, the project
developer, is only considered in the grid to highlight its power in contrast to other stakehold-
ers. The most important finding is that there are more powerful stakeholders than the project
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developer. Therefore, the interest in participation is the highest amongst all players and is not
further explained here.

The project subject is the other key actor in the SOI. The interest in participation in the system
is motivated by several factors. Indoor air quality improvement, which encompasses health
benefits for households, is understood to be the main one. In addition, switching to pellets
as cooking fuel leads to a cost reduction. This means that the household income is less bur-
dened by fuel purchases. Project subjects are considered influential players. The decision to
not participate in the SOI at any given time after the project starts would render all efforts in
that specific project useless. However, since households are scoped and approached ahead
of the project’s start, the risk of sudden non-participation is low. Nevertheless, households are
vital actors, and their functions are critical to the SOI and, therefore, rather powerful.
Ackermann and Eden (2011) suggest closely involving stakeholders classified as players. This
means actively communicating and thoroughly considering their needs and concerns to ensure
the functionality of the SOI after the intervention.

3.5.3. Crowd

Low-interest low-power stakeholders, such as purchasing and funding parties, are to be
considered but rarely involved in the SOI intervention design phase. Purchasing and funding
parties are not yet defined in the FCF case and also change during the project. Funding might
be sourced from one or multiple parties, and the overall amount of credits can be sold to one
but most likely to multiple purchasing parties. Since both parties are easily interchangeable,
they hold little to no power in the SOI. Their interest in active participation is also determined
to be low. The lack of interest in active participation was also confirmed by the interview
conducted with a purchasing party.

Stakeholders with low interest and power can still hold valuable information regarding the
SOI. They, therefore, should be passively informed regarding the SOI (Ackermann & Eden,
2011). Requirements given by these stakeholders are not assigned a high weight in the SOI
intervention design phase.

3.5.4. Context Setters

Low-interest high-power stakeholders, are described by Ackermann and Eden (2011) as
actors who set the context of the SOl intervention. This group entails regulatory bodies, stan-
dardisation bodies and verification bodies. The group comprises the most powerful actors in
the SOI. These stakeholders mostly require the intervention to comply with their regulations,
standards and procedures.

Regulatory bodies, such as the international and national institutions of countries of interven-
tion deployment, impose non-negotiable requirements. Non-negotiable refers to the unidirec-
tional involvement of these stakeholders, which means that the system does not influence
them but does influence them. This behaviour causes a shallow interest in participation. Reg-
ulatory bodies are the most influential actors in the system.

Standardisation bodies are similar to regulatory bodies. However, they differ since research
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has shown that these stakeholders consider feedback from sustainable finance projects to
adapt and improve their standards when necessary (Kreibich & Hermwille, 2021). Since stan-
dardisation bodies specifically develop standards for clean cooking projects, their interest in
the field is higher than that of regulatory bodies. Since standardisation bodies only consider
aggregated feedback from various projects but require compliance with their standards for
project certification, they are the second most powerful actor with a relatively low interest.
Verification bodies are the last stakeholder in the low-interest, high-power group. These bod-
ies make use of the standards established by standardisation bodies. The procedures they
execute are processes the intervention must comply with. The verification bodies can be de-
scribed as the standardisation bodies’ executive arm. Verification bodies can be switched.
However, there are few acceptable substitutes, and they must be certified by the standardis-
ation bodies, making them a powerful actor.

Context setter’s needs can be considered mandatory requirements on the SOI intervention
and must be considered without compromise.

3.6. Key Findings

This chapter presents a comprehensive analysis of the SOI within the context of clean-cooking
projects, aiming to address the primary sub-research question: "What is the context of the
system intervention?” A system context diagram is introduced to answer this question, high-
lighting the involved stakeholders and their respective functions in the system. Additionally,
the power-interest grid is employed to gain insights into stakeholder dynamics.

The combination of these approaches reveals that most functions within the SOI are carried
out by three stakeholders, who also wield significant power in the system. While the unequal
distribution of functions among stakeholders is not inherently problematic, empirical evidence
from previous projects, such as a conducted pilot project with clean cookstoves in India, by
the FairClimateFund demonstrates that the verification body, one of the three major stake-
holders handling most functions, acts as a bottleneck within the system. The registration of
credits and therefore enabling the FCF the sales of credits took up to two years from the point
of application for registration. Moreover, it is noteworthy that verification bodies play a critical
role as context setters in the system.

Furthermore, the analysis highlights the presence of various institutional stakeholders in the
SOl, underscoring the importance of diligent compliance efforts in the design of interventions
for the SOI.

In conclusion, these key findings shed light on the critical aspects and complexities within the
SOl and provide valuable insights for the SOI intervention.



System Analysis

This chapter addresses the second sub-research question: "Which design principles and re-
quirements define the system?”. The significance of system requirements cannot be under-
estimated, as they lay the foundation for crucial aspects such as system architecture, design,
integration, and verification, as highlighted by Walden et al. (2015). This study aims to develop
a viable, stakeholder-accepted SOI intervention, making it vital to comprehensively capture
stakeholder needs before embarking on the system architecture development. A critical as-
pect of eliciting system requirements is providing a minimal yet comprehensive set of high-level
requirements input for the systems architecture design and subsequent verification processes.
Each stakeholder contributes to the project with their expectations and limitations, making it
essential to consider and capture their perspectives. The carbon creditissuance system within
sustainable finance projects is a socio-technical system heavily reliant on the interactions be-
tween diverse stakeholders. Hence, it becomes fundamentally important to incorporate all
perspectives into the requirement elicitation process. To achieve this, an analysis of each
stakeholder’s viewpoint is conducted, alongside an effective capturing of their needs. The
researcher utilises a combination of desk research and interviews to extract and understand
these stakeholder needs. In the subsequent step, these requirements suggest that features
and limitations are analysed, aggregated and reformulated where necessary. Such refor-
mulation becomes indispensable when stakeholders present requirements that may not be
solution-free (International Organization for Standardization, 2018). Reformulation also tack-
les the issue of repetitive requirements given by stakeholders; repetitive or differently phrased
requirements with the same meaning are aggregated. This system design stage aims to avoid
imposing solutions prematurely and refrain from limiting the solution space. Therefore, the re-
searcher endeavours to rephrase and investigate the root problems behind the suggestions
provided by stakeholders (Holt et al., 2015). The reformulation of requirements in this re-
search takes place after the conduction of interviews. Stakeholder needs captured during
these interviews are directly rephrased into system requirements by the researcher. This ap-
proach ensures that the system requirements accurately reflect all stakeholders’ core needs

30
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Figure 4.1: Process model

and aspirations, fostering a holistic system architecture design process. The research can
explore various possibilities by staying solution-agnostic early and arrive at an innovative and
effective SOl intervention. As the subsequent chapters unfold, the rich tapestry of stakeholder
perspectives and requirements will be woven together to shape the future of sustainable fi-
nance projects and their vital role in addressing environmental challenges. An inventory of
requirements is then used to derive a systems requirements classification. The classification
is then analysed for its relationships and conflicting requirements.

4.1. System boundaries

As defined by Walden et al. (2015), the SOl is a system of systems. System of systems
refers to inter-operational sub-systems of an overarching system. The sub-systems interact
with each other to achieve a specific goal. In the FCF case, the system to improve carbon
reduction and other factors can be seen as such a system of systems. While the cook stove,
one of the systems, is also one of the systems enabling the reduction of carbon emissions.
However, it cannot achieve the goal by itself. A system to provide fuel is required to do so
as well. It is essential to understand the concept of the SOI since the SOI intervention is an
information system focusing on specific aspects of the SOI. It is evident that an information
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system alone cannot achieve all necessary tasks in the SOI by itself but can support and im-
prove the execution of certain system functionality. The process analysis and desk research
have led to a specific set of functions in the SOI, which can be improved. These functions
are coloured in purple and can be found in Figure B.3. Walden et al. (2015) refers to speci-
fying the system’s functionality designated for intervention as defining the system boundary.
The system functions prone to be improved by the intervention are presented in purple in Ap-
pendix B Figure B.3: Information system functionality. Therefore, this section’s desk research
and interviews specifically aim at deriving requirements for the information system and not the
overall SOI. Desk research was used to derive information on stakeholders who could not be
interviewed. This is reasoned by stakeholders refusing to participate in interviews or not re-
sponding to the request. The European Union and the Dutch Government were not contacted
due to various public regulatory documents available, which were reviewed by the author. The
Rwandan Department for Cybersecurity did not respond to the request, and the GoldStandard
and SustainCert refused participation in an interview. Therefore, all institutional stakeholder
information and derived requirements originate from documents published by the correspond-
ing stakeholder. Interviews were conducted with the project developer, namely the FCF, the
fuel provider (BioMassters), the cookstove provider (MimiMoto) and a purchasing party. The
author could not interview households in Rwanda due to data privacy regulations prohibit-
ing interview practices. Therefore, desk research was conducted reviewing the literature on
clean cook stove projects in the African region to derive requirements from the perspective of
households.

4.2. System Requirement Elicitation

This section provides information on the stakeholders’ requirements of the SOI. The condi-
tions outlined in this section are derived concerning the case presented by the FCF. For ini-
tiatives in sustainable finance that will be implemented in various contexts, the requirements
must be reevaluated and modified where applicable. The following subsection differentiate
requirements into functional (RF) and non-functional (RNF) requirements, where functional
requirements specify what a system or product should do, defining its core functionalities and
features. In contrast, non-functional requirements outline how a system should perform, in-
cluding criteria related to performance, security, usability, and other quality attributes which are
also defined in this chapter. A table presents the derived requirements organised according
to their source Table C.2.

4.2.1. Project developer

RF1.1 The system must collect, manage, and verify carbon emissions data from cook-
stoves. This requirement aligns with the project developer’s requested core functionality of
the system. What is referred to as carbon emission data is the data required to calculate car-
bon emission reduction. The data required to do so is the running time of the used cookstove
in households (Interview 11 section C.2).
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RF1.2 The system must enable data analysis to identify inconsistencies and to enable
project assessment and carbon credit calculation. Data analysis functionalities are de-
sired to gain insight into various topics. However, the main focus of analysing data is the
detection of outliers. Outliers can indicate errors and anomalies in the system. Aggregated
cookstove data must also serve as input to assess the performance of projects.

RF1.3 The system must reimburse project subjects financially. This requirement aims
to facilitate the functionality of the overarching system. The project developer highlighted
the importance of the functionality to reimburse households for emission reduction. House-
holds will receive direct payments when the carbon credits from their cookstove usage are
sold. There is a clear consensus in the literature regarding the necessity of such a function
to improve cookstove utilisation rates in households and to scale sustainable finance projects
further (Gill-Wiehl et al., 2021)(Schlag & Zuzarte, 2008)(Vigolo et al., 2018)(Freeman & Zerriffi,
2014)(Uwamariya & Loebbecke, 2020) (Interview 11, section C.2).

RF1.4 The system must transparently show all financial flows in the process of car-
bon credit issuance. A core belief of the project developer is to be transparent on financial
matters of carbon credits. The project developer requests that all costs incorporated in the
carbon credit price are dynamically calculated based on the specific project and visible to all
stakeholders

RF1.5 The system must link carbon credits to the project subject and the project sub-
ject context, such as region and community. Transparency is also desired concerning the
origin of carbon credits. Per credit, all information such as which specific household is respon-
sible for the carbon reduction, who this household is comprised of and where the household
is located should be linked to the carbon credit (Interview I1, section C.2).

RNF1.6 The system must facilitate scalability to encompass all future projects. Clean
cookstove projects are deployed in various countries by the project developer and also by other
project developers (Vigolo et al., 2018). Therefore, the system must be scalable to incorporate
all projects deployed by project developers (Interview I1, section C.2).

RNF1.7 The system must facilitate the certification process for carbon credits, adhering
to standards such as the Gold Standard and Fair Trade Climate Standard. The certifica-
tion by Gold Standard and the acquainted verification body is a requirement originating in the
positive reputation of the Gold Standard. The gold standard methodologies provide the most
accurate standard for carbon credit issuance in clean cooking projects (Kreibich & Hermwille,
2021) (Interview 11, section C.2) (Interview 12, section C.3).

RNF1.8 The system must collect data from cookstoves in near real-time, or at least
in reasonable intervals of 2-4 weeks. The information system aims to improve various
processes in issuing carbon credits in sustainable finance projects. One current issue in these
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projects is the delayed issuance of carbon credits. To reduce the issuance time, data must be
collected more frequently (Interview I1, section C.2).

RNF1.9 The system must be user-friendly and self-explanatory for easy access by project
participants. The information involves the cooperation of multiple stakeholders. Role inhab-
itants of stakeholder positions are subject to change, such as in the case of the purchasing
parties. This means that not all stakeholders can be excessively trained to use the system,
resulting in the need for a self-explanatory and easily accessible information system.

4.2.2. Funding parties

Although no funding parties were formally questioned for this master’s thesis research, it is
presumed that they will not impose any restrictions on the information system. It is not con-
sidered essential. The reviewed literature on clean cooking projects, did not hint at any needs
from the funding party’s side, and none of the interviewed parties did either.

4.2.3. Cookstove provider

RF3.1 The system must enable data analysis for predictive maintenance analysis. It
is desired by the cookstove provider to derive information on the maintenance and replace-
ment efforts of cookstoves. The data on exact cooking time is expected to help with more
accurate decision-making on maintenance and cookstove replacement cycles (Interview I3,
section C.4).

4.2.4. Fuel provider

RF4.1 The system must enable data analysis to target project application areas more
successfully. Itis desired that project performance, mainly using cookstoves, is aggregated
and put into perspective with the socio-economical context. This analysis can be used to scope
out communities for clean cookstove projects better. Past experiences by the fuel provider
have led to the understanding that different socio-economical backgrounds of communities in-
fluence the probability of continuous cookstove usage and acceptance. The additional insight
is expected to be valuable for scoping communities for sustainable finance projects (Interview
14, section C.5).

RNF4.2 The system must ensure free, prior and informed consent processes with peo-
ple and local communities. It has been highlighted by the fuel-providing party that the ac-
ceptance and probability of successful introduction of SOl intervention strongly depends on the
community consent ahead of SOl intervention (Filewod et al., 2023) (Interview 14, section C.5).

4.2.5. Project subject

RNF5.1 The system must align with the local payment mechanisms. The need for a
financial reimbursing mechanism in the information system is the reason for this requirement. It
needs to be ensured that nearly fully automated reimbursement is possible. This requires to be
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compatible with the financial transaction system used locally. In the context of Rwanda and the
sub-Saharan region in general, this is mobile payment. Mobile payment works by connecting

individuals’ "bank accounts” to a mobile phone and the individual’s identity (Uwamariya &
Loebbecke, 2020).

RNF5.2 The system must be encompassed with training on its use. Such as the need for
an easy-to-use system, there need to be training for more complicated use cases which cannot
be expected to be understood easily by the majority of users (Jagger & Das, 2018)(Schlag &
Zuzarte, 2008).

RNF5.3 The system must be affordable for low-income households. Sustainable finance
projects, specifically clean cookstove projects, are set in a low-income household context. Itis
a crucial aspect of the system that it is affordable to the user (Jagger & Das, 2018)(Gill-Wiehl
et al., 2021)(Vigolo et al., 2018).

RNF5.4The system must be easy to use and understand for users of all reasonable
ages and levels of education. Households in clean cooking projects within and without the
boundaries of specific communities differ in age groups, level of education and technological
ability (Vigolo et al., 2018). It, therefore, is essential to make interactions between the project
subject and the system as easy to understand as possible (Jagger & Das, 2018)(Diehl et al.,
2018).

4.2.6. Verification bodies

A review of the requirements of standardisation organisations on sustainable finance projects
has yet to show specific requirements for the proposed information system. Organisations
such as the Gold Standard announced that they are indeed working on such standards and the
deployment of information systems to ease the process of carbon credit issuance (GoldStan-
dard, n.d.). The Gold standard, however, provides requirements regarding remote auditing
processes, which is also what the information system in parts aims to do.

RF6.1 The system must enable communication with projects subject to verification bod-
ies. Verification bodies audit projects in certain intervals. The gold standard provides the
option to do these audits through remote means. It is required that the information systems
provide all information to the auditor and connect the project subject with the verification body
in case of the need for a remote audit (GoldStandard, n.d.).

RNF6.2 The system must document and provide evidence of the agreement mentioned
in R6.3. The requirement refers to the need to document agreements between stakeholders
and specifically the agreement mentioned in RNF6.3 (GoldStandard, n.d.).

RNF6.3 The system must be subject to a mutual agreement between the project devel-
oper, verification body and project subject for using it in remote assessments, following
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information security, data protection, and host country regulations. Itis required by the
standard that contracts need to be in place to ensure that all involved parties are informed and
agree on the functioning of the information system (GoldStandard, n.d.).

4.2.7. Purchasing parties

RF7.1 The system must provide project impact visualisation. Impact visualisation refers
to the system’s functionality to provide more detailed insight into the impact of carbon credits.
It is known to the purchasing party that a carbon credit represents the removal or reduction of
one tonne of carbon emission. However, it is desired to understand how, where and by whom
the removal or reduction occurred (Interview 12, section C.3).

4.2.8. International Institutions

The European Institutions provide four primary policy documents; however, for this research,
only the core document is analysed for high-level system requirements—namely, the General
data protection regulations (Tamburri, 2020). High-level requirements, also called design prin-
ciples in the field of information system research (Gregor & Hevner, 2013), are used to ensure
compliance of the information system under design when operational. This is called privacy by
design and is a principle originating in the field of systems engineering (Tamburri, 2020). The
other relevant documents, which have to be thoroughly reviewed in case of system deploy-
ment, can be found in Appendix B in the system context diagram. However, these documents
impose relatively fine-grained regulations compared to the high-level design principles in the
GDPR. Therefore, further analysis of the other policies provided by the European Institutions
is necessary to derive requirements; however, since this research tries to provide a general
high-level reference architecture for sustainable finance projects, a relatively high abstraction
level is chosen.

General Data Protection Regulation The General Data Protection Regulation applies to
information systems data privacy. It aims to give people more power over their data. Or-
ganisations must handle data more responsibly, obtain informed permission, report breaches,
and face harsher fines for infractions. It applies to businesses that handle the data of EU cit-
izens both inside and outside the EU. Enhancing privacy rights in the digital age is the aim.
To ensure GDPR compliance of information systems, researchers such as Tamburri (2020)
suggest making use of the GDPR principles for software development (Perera et al., 2019).
These principles are elaborated on in the following paragraphs. It is worth highlighting that
the GDPR defines three key roles. Firstly, the data subject refers to the individual whose per-
sonal data is collected, processed or stored. Secondly, the data controller is the entity that
determines for what purpose and how the personal data is processed. The last role is the data
processor, which is the entity that processes personal data on behalf of the data controller.
The terminology used by the GDPR is also adopted by the national institutions Rwanda and
the Netherlands (“Netherlands - Data Protection Overview”, 2023)(“Rwanda - Data Protec-
tion Overview”, 2023). In addition, the GDPR assigns rights to the data subject, which also
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serves as a high-level requirement. The rights specifically focus on specific features the sys-
tem needs, making them essential for the system design (Perera et al., 2019).

Principle: Lawfulness, fairness and transparency Lawfulness in data processing refers
to having a legal basis for it, as defined in GDPR articles 6-10. GDPR Article 6(1) out-
lines six legal reasons for processing data. Transparency means informing individuals about
data processing (Art. 13 and 14). Data subjects should easily know processing details, pur-
pose, controller, and rights—understandability matters, especially for minors. Fairness in-
volves processing data in a non-harmful way, considering context. This principle safeguards
the integrity and prevents discrimination (Negri-Ribalta et al., 2022)(“EU - Data Protection
Overview”, 2022).

Principle: Purpose limitation Purpose limitation refers to gathering and processing per-
sonal data only when a clear and valid reason exists. The data must have a specific purpose.
This links to transparency and the right to be informed (Art. 13 and 14). Purpose limitation
is crucial for handling minors’ data and sensitive categories, ensuring processing is based on
clear and valid reasons rather than unnecessary collection (Negri-Ribalta et al., 2022)(“EU -
Data Protection Overview”, 2022).

Principle: Data minimisation Data minimisation involves collecting and processing per-
sonal data only to the extent necessary for the intended purposes. The goal is to use the least
amount of data possible. This approach also emphasises using fewer personal data when
achieving a feasible goal without it, limiting data access, employing advanced security mea-
sures, and avoiding unnecessary copies. It is crucial for sensitive data, considering risks and
context, such as when dealing with minors or power imbalances. Data minimisation is crucial
for all data types, but even more so for sensitive categories (Negri-Ribalta et al., 2022)(“EU -
Data Protection Overview”, 2022).

Principle: Accuracy and Storage limitation Accuracy and Storage Limitation are dis-
tinct yet interconnected principles. Accuracy involves maintaining precise and current personal
data through reasonable measures, including rectification when contested (Right to Rectifica-
tion, Art.16). In contrast, Storage Limitation mandates not retaining data beyond necessity.
Defining retention periods, informing data subjects, and establishing deletion procedures are
crucial. The right to erasure (Art.17 and Art.19) aligns with this principle (Negri-Ribalta et al.,
2022)(“EU - Data Protection Overview”, 2022).

Principle: Integrity- and confidentiality Integrity and confidentiality are about secur-
ing data processing according to its risk level. Controllers must implement measures based
on purpose, context, data type, and risk. GDPR mandates both controller and processor to
safeguard data’s integrity, confidentiality, and resilience. Measures should encompass tech-
nical, organisational, and policy aspects (Negri-Ribalta et al., 2022)(“EU - Data Protection
Overview”, 2022).
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Principle: Accountability Accountability is the principle that, at its core, is the sum of
all previous GDPR principles. The idea is that organisations should be held accountable for
their actions (Negri-Ribalta et al., 2022)(“EU - Data Protection Overview”, 2022).

The GDPR principles are translated into the system design by comprehensively formulat-
ing functional and non-functional requirements. Functional requirements articulate the specific
capabilities the system must possess to incorporate GDPR principles, such as enabling users
to access and rectify their data. Non-functional requirements address aspects like data en-
cryption and access control, ensuring that the system performs in accordance with GDPR’s
privacy and security principles. This approach ensures that the fundamental principles of
GDPR are effectively integrated into the system’s structure and operation. Design principles
are concepts known to design science research but are a foreign concept to the system en-
gineering methodology applied by the author. Therefore, design principles are translated to
system requirements, as mentioned above.

RF8.1 The system must maintain documentation and demonstrate compliance with
GDPR principles and regulations. The system must maintain documentation on all pro-
cesses to be able to demonstrate compliance with the GDPR, which incorporates the ad-
herence to the principles mentioned in the first previous paragraphs (Negri-Ribalta et al.,
2022)(“EU - Data Protection Overview”, 2022).

RF8.2 The system must allow data subjects to request access to their data and pro-
vide it in a structured, commonly used, machine-readable format. The right to access
entitles data subjects to obtain confirmation from data controllers as to whether or not their
data is being processed and, if so, to access that data. Individuals have the right to request
and receive a copy of their data being processed (“EU - Data Protection Overview”, 2022).

RF8.3 The system must enable data subjects to request correction of inaccuracies in
their personal data. The right to rectification empowers individuals to request corrections
to inaccurate or incomplete personal data. Data subjects can notify data controllers of any
errors in their information and have those errors corrected as soon as possible (“EU - Data
Protection Overview”, 2022).

RF8.4 The system must enable data subjects to request the deletion of their personal
data under specific circumstances. The right to erasure is also known as the right to be
forgotten. This right allows individuals to request that data controllers delete their data in
certain circumstances. Individuals have the right to have their personal data erased if it is no
longer required for its original purpose, if consent is withdrawn or if data is unlawfully handled
(“EU - Data Protection Overview”, 2022).

RF8.5 The system must permit data subjects to object to specific data processing
activities. Individuals have the right to object or opt out of having their personal data pro-
cessed for particular purposes. Individuals have the right to object when data is processed,
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even based on legitimate interests, public tasks, or direct marketing. Upon receiving such an
objection, data controllers must stop processing personal data unless they can demonstrate
compelling, legitimate reasons that outweigh the individual’s interests, rights, and freedoms
(“EU - Data Protection Overview”, 2022).

RF8.6 The system must facilitate data subjects’ ability to receive their data in a
portable format and transfer it to other services. Individuals have the right to data porta-
bility if they want to receive their personal data from data controllers in a structured, frequently
used, and machine-readable format. This right applies when data processing is performed au-
tomatically and is based on consent or contract. Individuals can then send this data to another
data controller if they like (“EU - Data Protection Overview”, 2022).

RNF8.7 The system must provide clear, concise, and easily understandable infor-
mation to data subjects about how their personal data will be processed, including its
purposes, legal basis, retention period, and rights. The right to be informed highlights
the significance of open communication between data subjects and data controllers. Individu-
als have the right to clear, concise, and comprehensible information about how their personal
data will be treated under this right. Data controllers must disclose information about the pro-
cessing purpose, the data types gathered, the legal basis for processing, the retention term,
and their rights (“EU - Data Protection Overview”, 2022).

RNF8.8 The system must establish security measures to ensure the integrity and
confidentiality of processed personal data while not storing data longer than necessary
for the defined purpose. The system must have protections to preserve the accuracy and
privacy of personal information processed and prevent unauthorised access. Furthermore, the
system should only keep data for the time necessary to achieve its intended purpose, ensuring
that data is not maintained for longer than necessary (“EU - Data Protection Overview”, 2022).

RNF8.9 The system must ensure that individuals are not subject to automated deci-
sions without human intervention and must allow them to contest such decisions. In-
dividuals have the right not to be exposed to automated decision-making, which permits them
to avoid being solely subjected to decisions made by automated systems that significantly
impact them. It includes scenarios in which judgements are made without human interaction
using algorithms, machine learning, or other automated procedures (“EU - Data Protection
Overview”, 2022).

RNF8.10 The system must be compliant with the Directive 2009/136/EC. Directive
2009/136/EC is a legislation that focuses on privacy and electronic communication protection.
Websites must get informed consent from users before placing cookies or similar tracking
technology on their devices unless these cookies are strictly necessary for the website’s op-
eration. The directive also emphasises the significance of user privacy by mandating clear
and understandable information about the purpose of cookies and the possibility for users to
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withdraw their consent quickly. Its goal is to give people more control over their online pri-
vacy and data while encouraging transparency in the use of tracking technologies (‘EU - Data
Protection Overview”, 2022).

RNF8.11 The system must be compliant with the Data Act Proposal. The Data Act
proposal seeks to develop uniform standards for data handling, protection, and governance
across member countries. Individuals’ rights to their personal data are emphasised in the
plan, which includes requirements for transparent data processing, user consent methods,
and the right to view and control one’s data. The act also covers cross-border data transfers,
supporting secure and standardised means for such exchanges while fostering innovation and
economic growth through responsible data practises (“EU - Data Protection Overview”, 2022).

RNF8.12 The system must be compliant with the Data Governance Act. The Data
Governance Act establishes a regulatory framework to allow data sharing while preserving
data privacy and security requirements throughout the European Union. The act encourages
establishing organisations that serve as intermediaries to improve data sharing across indus-
tries while guaranteeing compliance with data protection requirements. It emphasises trans-
parency and accountability in data processing, giving people more control over their data. The
legislation also creates mechanisms for international data collaboration (“EU - Data Protection
Overview”, 2022).

4.2.9. National Institutions

In deploying an information system in which information is processed beyond national borders,
at least two institutions play an essential role in the design of the SOl intervention. The project
subject is located in Rwanda in the FCF case. On the other hand, the project developer and
other stakeholders are located in the Netherlands. It becomes clear that it is required to comply
with regulations in Rwanda and the Netherlands while also being compliant with international
regulations such as the ones imposed by European Institutions, as stated above.

Dutch Institutions The Netherlands is part of the European Union. It has introduced the
"Dutch GDPR implementation” act, which entails the same principles as the ones given by the
GDPR (“Netherlands - Data Protection Overview”, 2023). Even though the principles in the
"Dutch GDPR implementation” act are worded differently, they can be related to the same six
principles and essentially have the same meaning (“Netherlands - Data Protection Overview”,
2023). In addition to the "Dutch GDPR implementation” act, Dutch institutions also provide
the "ePrivacy directive (2002/58/EC)”. This directive mainly focuses on requirements for elec-
tronic communication and data storage of users’ behaviour (Leenes & Kosta, 2015). These
requirements correspond to a lower requirements abstraction level and are not the focus of this
research. It, however, is essential to consider in practical projects. To conclude, the high-level
requirements given by the European Institutions are equal to those given by Dutch Institutions.
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RNF10.1 The system must be compliant with the ePrivacy Directive (2002/58/EC.)
The ePrivacy Directive (2002/58/EC) is a legislation with a similar aim as the European Direc-
tive 2009/136/EC. It focuses on electronic communication and requirements for such.

Rwandan Institutions As stated above, Rwanda is the country where the project subjects
are located, and therefore, the SOI handles information on Rwandan citizens. Rwanda im-
poses three central policies regarding information systems. Namely, the "Relating to the Pro-
tection of Personal Data and Privacy Law No. 58/2021”, the "Relating to Access to Information
Law No. 4/2013”, and the ” Governing Information and Communication Technologies Law No.
24/2016”. Similarly to the Dutch Institutional documents, only one, the "Relating to the Protec-
tion of Personal Data and Privacy Law No. 58/2021” (“Rwanda - Data Protection Overview”,
2023), formulates high-level design principles, while the other two provide more fine-grained
requirements. Therefore, the other two documents should be addressed for this research
and highlighted so developers know which policies need to be considered in practical system
design efforts. However, even though Rwandan Institutions impose the exact high-level re-
quirements on the information system, there is a crucial difference in the collection, processing
and storage of data from Rwandan citizens. Rwanda requires data controllers to register with
the National Cyber Security Authority (“Rwanda - Data Protection Overview”, 2023).

RNF9.1 The data controller in the system must be registered with the Rwandan Cyber
Security Authority. As previously mentioned, the collection, processing or storage of data
of Rwandan citizens requires registration with the Rwandan Cyber Security Authority. The
registration is valid for a specific purpose of data collection, processing or storage (“Rwanda
- Data Protection Overview”, 2023).

RNF9.2 The system must comply with the Communication Technologies Law No.
24/2016. In Rwanda, the Communication Technologies Law No. 24/2016 sets a legal frame-
work for regulating communication technologies nationwide. The law establishes guidelines
for administering and licensing communication services and equipment. In the context of com-
munication technologies, it addresses cybersecurity, data protection, and consumer rights
issues. Furthermore, the law outlines standards for dealing with cybercrime and promoting
responsible and secure use of digital communication platforms in Rwanda (“Rwanda - Data
Protection Overview”, 2023).

4.3. Requirement Classification

Requirements can be classified into two separate classes—functional and non-functional re-
quirements. Functional requirements typically describe the system’s functionality. Non-functional
requirements are often further broken down into subcategories (Kurtanovi¢ & Maalej, 2017).
Desk research and interviews have led to the elicitation of various requirements, which must
be classified to derive a functional architecture of the information system in the next chapter.
The functional requirements mainly serve as an input for the functional architecture. However,
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it is essential to consider non-functional requirements in an early system development phase
to reduce the risks of making design decisions without aligning with non-functional require-
ments (Kurtanovi¢ & Maalej, 2017). The classification resulted in 15 functional requirements,
determining the system’s functionality, while 22 are non-functional.

Within non-functional requirements, a further classification exists to delineate the various
facets of system performance and adherence. An overview of the classification is shown
in Table 4.1. One primary category in this classification pertains to the system’s scalability;
the pinpointed requirement generically mentions the need to scale up the system within but
not exclusive to the context given in the FCF case. Another distinct cluster of requirements
emerges from the imperative need to conform to established regulations, thus, the "compliance
requirements.” These are extracted from legislative documents, and even those deemed less
relevant are referenced to ensure comprehensive analysis in practical application. Notably,
a significant portion of compliance requirements emanate from the institutional stakeholders
of the system. While institutions do indeed impose functional requirements on the system, a
substantial proportion of their requirements revolve around non-functional aspects, underlining
the importance of regulatory compliance with functionality in the early system'’s design. Per-
formance requirements, on the other hand, delve into the precise performance expectations of
the system. This encompasses the specification of data collection intervals and an emphasis
on minimising both initial and ongoing costs for project subjects. Usability requirements aim
towards optimising the user-system interaction. They delineate the specific nature of these in-
teractions and the user experience, ensuring that it aligns seamlessly with user expectations
and needs. Furthermore, a substantial cluster of requirements centres on the intricate system
deployment process. These requirements outline the various stages and states involved in the
system deployment process, pinpointing specific tasks and deliverables that must be metic-
ulously executed to ensure a successful deployment. Additionally, two requirements pertain
specifically to the interface between the reimbursing functionality, local financial transaction
services and the information systems used by stakeholders.



Table 4.1: Requirements grouped according to type.

Functional Non-functional Non-functional Non-functional Non-functional Non-functional Non-functional
requirements requirements requirements requirements requirements (Usability) | requirements (Process) requirements (Interface)
(Scalability) (Compliance) (Performance)
R |The system must| RN | The systemmustfa- | RN |The system must|RN |The system must|RN |The system must|RN |The system must|RN | The system must tie
F1.1| collect, manage, | F1.6| cilitate scalability to | F1.7| facilitate the certifi- | F1.8| collect data from |F1.9|be designed to be | F4.2| ensure free, prior|F5.1|in with the local pay-
and verify carbon encompass all fu- cation process for cookstoves in near user-friendly  and and informed con- ment mechanisms.
emissions data from ture projects. carbon credits, ad- real-time, or at self-explanatory sent processes with
cookstoves. hering to standards least in reasonable for easy access by people and local
such as Gold Stan- intervals of 2-4 project participants. communities.
dard and Fair Trade weeks.
Climate Standard.
R |The system must RN | The system must|RN | The system mustbe | RN | The system mustbe | RN | The system must be | RNF| The system must
F1.2| enable data anal- F8.8| establish  security | F5.3| affordable for low in- | F5.4| easy to use and un- | F5.2| encompassed with | 1.10| connect with CRM
ysis to identify measures to ensure come households. derstand for users trainings on how it and ERP systems
inconsistencies the integrity, and of all reasonable is used. of stakeholders
and to enable confidentiality of ages and levels of
project assessment processed personal education.
and carbon credit data while not stor-
calculation. ing data longer
than necessary
or needed for the
defined purpose.
R | The system mustre- RN | The system must RN | The system must
F1.3| imburse project sub- F8.9| ensure that individ- F5.5| ensure free, prior
jects financially. uals are not subject and informed con-
to automated de- sent processes with
cisions without people and local
human intervention communities.
and must allow
them to contest
such decisions.
R |The system must RNF| The system must be RN | The system must
F1.4| transparently show 8.10| compliant with F6.2| document and
all financial flows the Directive provide  evidence
in the process 2009/136/EC. of the agreement
of carbon credit mentioned in R6.3.
issuance.
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F1.5

The system must
link carbon credits
to the project sub-
ject and the project
subject context
such as region and
community.

RNF
8.1

The system must be
compliant with the
Data Act -Proposal.

RN
F6.3

The system must be
subject to a mutual
agreement between
project developer,
verification body
and project subject
for using it in re-
mote assessments,
following  informa-
tion security, data
protection, and host
country regulations.

F3.1

The system must
enable data anal-
ysis for predicitve
maintenance analy-
sis.

RNF
8.12

The system must be
compliant with the
Data Governance
Act.

RN
F8.7

The system must
provide clear, con-
cise, and easily
understandable

information to data
subjects about how
their personal data
will be processed,
including the pur-
poses, legal basis,
retention period,
and their rights.

Fa.1

The system must
enable data analy-
sis to more succes-
fully target project
application areas.

RN
F9.2

The system must
be compliant with
the Communication
Technologies Law
No. 24/2016.

RN
F9.1

The data controller
in the system must
be registered with
the Rwandan Cyber
Security Authority.

F6.1

The system must
enable  communi-
cation with projects
subject for verifica-
tion bodies.

RNF
10.1

The system must be
compliant with the
ePrivacy Directive
(2002/58/EC).
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F7.1

The system must
provide projet im-
pact visualization.

RNF
1.2

The system must be
in line with customs,
religion, tradition
and norms given
in the region and
community.

F8.1

The system must
maintain docu-
mentation and
demonstrate com-
pliance with GDPR
principles and
regulations.

F8.2

The system must
allow data subjects
to request access
to their personal
data and provide
it in a structured,
commonly used,
machine-readable
format.

F8.3

The system must
enable data sub-
jects to request
correction of inac-
curacies in their
personal data.

F8.4

The system must
enable data sub-
jects to request the
deletion of their
personal data under
specific circum-
stances.
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F The system must

8.5 | permit data subjects
to object to specific
data processing
activities, including
direct marketing.

R The system must

F8.6| facilitate data sub-

jects’ ability to
receive their per-
sonal data in a
portable format and
transfer it to other
services.
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4.4. Relationships

This section explains the relationships between functional and non-functional requirements.
Since the functional requirements serve as the primary input to the functional system archi-
tecture in the latter step, it is fundamental to understand the relationships to non-functional
requirements. These non-functional requirements further shape the "how” of the system’s
functions. While non-functional requirements can influence the system’s functions, they can
also be contradicting and seem to hinder. The requirements represent different stakeholders’
perspectives on the system, and they can be expected to have contradicting interests. There-
fore, all non-functional requirement groups are juxtaposed to the functional requirements. Re-
lationships of high importance, meaning fundamentally shaping or constraining the function,
are explained. However, one group, namely the non-functional process requirements, are
not linked to the functional requirements. Due to the nature of these requirements, they refer
to the system'’s state before deployment and, therefore, before the system’s function. Hence,
they cannot interact with functional requirements. These non-functional process requirements
serve as input for the deployment process description of the author in the next chapter sec-
tion 6.1. It must be highlighted that non-functional requirements relate not only to functional
requirements but also to the overall system. Compliance requirements from various institu-
tional stakeholders also impose requirements on all aspects of the system. The author de-
scribes the interplay between functional and non-functional requirements in the forthcoming
section, highlighting the intricate web of relationships and potential conflicts between these
two facets. Visual aids, such as coloured figures, are employed solely for clarity and ease
of comprehension, with colours serving as visual cues to help readers discern the connec-
tions between specific functional and non-functional requirements despite having no intrinsic
meaning in themselves.

4.4.1. Functional and Scalability requirements

Scalability requirements do not contradict any functional requirements. However, it is essen-
tial to highlight that the desired functionality of the system must be able to scale with additional
contexts. When scaling to different contexts, contextual requirements are subject to change.
Therefore, it can not be determined at this stage if scaling the system due to implement-
ing a similar project in a different context might impose constraints or hinder the system due
to changing institutional requirements, for example. However, the author expects scalability
to possibly impact all functional requirements and therefore suggests a thorough analysis of
these relationships when the system is scaled.

4.4.2. Functional and Performance requirements

Performance requirements fundamentally shape and constrain the functionality of the system.
RNF1.8, which specifies the cookstove data collection intervals, interacts with RF1.1, which
describes the system’s core functionality. The intervals in which data is collected are preferred
to be near-real-time but determined to be also acceptable in intervals of up to 4 weeks. The
flexibility of the project developer concerning the data collection interval originates from the
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Figure 4.2: Relationships between functional and performance requirements

fact that it has yet to be determined how the system collects the data from the cookstoves. To
leave room for a non-automated mean of data collection, the intervals are specified flexibly but
do shape the function. The second significant influence on functional requirements is given by
RNF5.3, which refers to the system’s affordability. While this does not directly contradict any
functional requirement, especially since no financial limits are explicitly specified, relating the
functional requirements to the cost aspect is crucial when the solutions are specified to fulfil
functional requirements. Therefore, RNF5.3 does influence all functional requirements.

4.4.3. Functional and Usability requirements

The two identified requirements regarding the system’s usability relate to all stakeholders.
However, it is worth highlighting that RNF5.4 focuses explicitly on the end users, e.g. the
households. RF1.3, which concerns the reimbursement of households, is a requirement
strongly affected by that. Households vary enormously in demographics, so households’
technical abilities are difficult to assess. Nevertheless, the system’s functionality regarding
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the reimbursing mechanism needs to be usable ideally by all households.

RF6.1, which focuses on the connectivity between project subjects and verification bodies,
is also essential to usability requirements. To audit households remotely, both involved par-
ties, the households and verification bodies, must be able to connect via the system. Since
the household’s technical abilities might differ, as discussed above, ensuring the function’s
easy usability is vital. In addition, RF8.2-RF8.6, which all concern the data subjects or the
household’s rights to their data in the project context, deals with the same issue previously
mentioned. It must be easy for data subjects to execute functionality regarding their right on
the platform, highlighting the importance of usability.

4.4.4. Functional and Interface requirements

Interface requirements define the interconnectivity to other information systems. While user in-
terfaces are also interfaces, these requirements are specified under the usability requirements.
RNF5.1 is directly linked to RF1.3. It further specifies that households’ financial reimburse-
ment must be through the local payment facilitator. RNF1.10 focuses on the interconnectivity
with information systems used by other stakeholders, such as the ERP system by Odoo from
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the FairClimateFund and the CRM system used by the fuel provider. Interconnectivity of infor-
mation systems ensures seamless interaction and reduces internal efforts for data collection,
processing and storage (Botta-Genoulaz et al., 2005). These requirements define the API of
the system.

4.4.5. Functional and Compliance requirements

The largest group of non-functional requirements is the group of compliance requirements.
While RNF8.10-RNF8.12, RNF9.2, RNF10.1 and RNF11.2 all concern the compliance with
specific legislative documents and, therefore, have to be reviewed for interactions with all sys-
tem functionalities in detail, there are three more specific non-functional requirements shaping
or constraining functional requirements. RNF1.7 concerns compliance with the Gold Standard
and the FairTrade standard. Even though these organisations do not currently impose spe-
cific requirements on an information system, they have project-relevant requirements. They
are also expected to develop information system requirements in the future (GoldStandard,
n.d.). RNF8.8, a requirement reflecting the data principles by the GDPR, influences various
functional requirements. All functional requirements concerning data collection, processing
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and storage must be safeguarded to ensure integrity and confidentiality. In addition, functional
requirements on data analysis and transparency contradict the principle that data collection
should be minimised. Furthermore, it must be ensured that data subjects are not subject to
automated decision-making. Hence, the insight from data analysis can only be used for auto-
mated decision-making with human interference.

4.5. Key findings

To answer the second sub-research question of this research, "Which design principles and re-
quirements define the system?” this chapter has delved into the multi-actor defined landscape
of requirements. Through exploration and the analysis of interviews, several key findings have
emerged, each contributing significantly to our understanding of the requirements landscape
for the system. Foremost among these findings is the prevalence of compliance-related re-
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quirements. Regulatory adherence is a significant pillar in carbon credit issuance for clean
cooking projects and, therefore, also for the information system architecture. This under-
scores the importance of aligning the system with the regulatory framework governing infor-
mation systems, emphasising the need for comprehensive documentation and the seamless
integration of these requirements into the system’s architecture. The chapter discovered that
most functional requirements come from the project developer. These key players in sustain-
able finance projects contribute their experience and knowledge regarding their understand-
ing of the workings of such programmes, providing functionality on experiences and pitfalls.
That highlights the significance of their opinions in determining the system’s functioning. The
chapter also shows the complex network of connections that link these requirements, which
reflects the complexity of clean cooking initiatives and carbon credit issuing. Understanding
these dependencies for system design is essential since changing one requirement may have
cascading effects on others. Due to this, requirements management must take a comprehen-
sive approach, ensuring that changes are carefully assessed for their broader effects. As we
move further, it becomes clear that the system’s scalability adds complexity. The discovery
shows the dynamic character of this endeavour that requirements must be reassessed in var-
ious scenarios when the system is scaled. Because scalability necessitates that the system
remains flexible and responsive to changing needs, frequent evaluations and modifications to
the requirements become essential to the system’s lifespan. In conclusion, this chapter has
highlighted the necessity of a comprehensive, compliance-centric, and stakeholder-inclusive
strategy, revealing the critical elements of regulations regarding issuing carbon credits in clean
cooking initiatives. The system’s success depends on its ability to identify and seamlessly in-
corporate these requirements into its design.



System Architecture

This chapter is an important link in the research towards designing a comprehensive solution
that aligns with the project’s requirements. Building upon the previously derived requirements,
this chapter focuses on creating a system architecture. Doing so addresses the sub-research
question: "Which architecture designs can facilitate the specified requirements?”. In the chap-
ters preceding this one, the author identified and articulated system requirements, forming the
input for the architectural design. Functional requirements are used to formulate functions
representing the system’s behaviour. In contrast, the non-functional requirements are partly
addressed in the following chapter 6 and later in the chapter 7, serve as a retrospective means
to assess the suitability of the chosen architecture and selected technologies. As the research
continues to delve into the system architecture, it aims to assign functions to logical system
elements, ensuring that technology suggestions can be made in the subsequent chapter. The
current previous and upcoming process step is visualised in Figure 5.1.

As outlined by Holt et al. (2015) the process of developing a system necessitates a pro-
found understanding of the problem at hand. In the context of this research, a comprehensive
examination of this understanding has been conducted through a process known as context
analysis chapter 3. This methodology provides a thorough grasp of the intricacies surround-
ing the problem. Moreover, in addition to comprehending the problem itself, it is imperative to
capture the perspectives and requirements of the various stakeholders involved in the system.
This critical aspect was expounded upon in the preceding chapter, as presented by Walden
et al. (2015). This chapter uses the findings from the context analysis and stakeholder require-
ments. This information is harnessed to establish a system architecture, a pivotal step in the
system development process. In systems engineering, an architectural design is defined as
a model primarily considering the system as a holistic entity. It delves into how the system’s
functions are distributed among its various subsystems, emphasising relationships between
them (Holt et al., 2015). For this research, we consider the information system as a subsys-
tem within the broader SOI. However, during the architectural design phase, the information
system takes the overarching system’s role, further divided into its interrelated subsystems. It
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Figure 5.1: Process model

is important to note that architectural design operates at a high level of abstraction, offering a
conceptual view of the system’s structure and functionality (Holt et al., 2015). In practice, the
architectural design is later enriched with a detailed design phase, where the focus shifts to
a lower level of abstraction, providing a more granular view of the system’s components and
their interactions. However, in the context of this research, a deliberately high level of abstrac-
tion is maintained to facilitate easy adaptation to a variety of real-world scenarios. Walden et
al. (2015) refer to this as the architecture definition process, which helps to create a global
solution. The architecture is expected to have characteristics satisfying contextual and stake-
holder requirements that represent the problem. The architecture also must be traceable to
these requirements (Walden et al., 2015).

The architectural design in the following sections uses two different types of system elements.
Firstly, functional requirements are reviewed and used as input for segmenting the informa-
tion system into functional system elements. As a second step, the functions are allocated to
logical system elements. These logical system elements represent abstract concepts of parts
of a system. These elements are still solution-independent and serve as a logical grouping of
functional system elements (Holt et al., 2015). A third type of system element is recognised
in the literature, and that is the physical system element to which functions are assigned in
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practice. On the other hand, the research does not use that kind of system element because
physical system elements define solutions for requested functionality, and the scope of this
research does not include a fully specified solution but a conceptual system architecture. The
generation of different system views is referred to as the "representation of a system accord-
ing to different purposes” in the field of systems engineering (Walden et al., 2015). Depending
on how these views are defined, they can either represent the viewpoints of stakeholders or,
as in the case of this research, functional and logical viewpoints of the system (Kossiakoff
et al., 2020). This research uses the systems segmentation into functional and logical system
elements since it aims to be understandable by stakeholders of various backgrounds who are
not experts in specific domains. They establish an understanding of the viewer following the
subject’s interest. The developers of information systems are expected to use the established
views in addition to creating their own domain-specific views of the system. All of the system’s
functional and logical components are traceable back via their indexes to satisfy the need for
traceability to system requirements that were previously mentioned.

5.1. Functional system elements

This section describes the architectural design of the system from a functional view. Holt et al.
(2015) defines a function as the execution of one or more functions that satisfy one or more
requirements. At this point, it is noteworthy that the to-be-satisfied requirements are functional
requirements. The review of functional requirements has led to the discovery of ten functions
the architectural design encompasses. The functions that the system must perform within
the functional system architecture are formulated using the previously identified functional
requirements as the fundamental blueprint. These features and capabilities of the system
are carefully created to match the requirements, ensuring that they directly correspond to the
stated user needs and operational goals. This shift from requirements to functions denotes a
critical stage in the system design process, where abstract specifications are converted into
usable parts that collectively form a coherent and fully functional system architecture. An
overview of these functions and how they interact with each other can be seen in Figure 5.2
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F1 Raw data collection The requirements RF1.2 and RF1.5 are where the idea for the
function of collecting raw data arose from. Data in its raw form is gathered from the cookstove
and other relevant parties providing information. Data from the cookstove is the amount of time
spent cooking. At the same time, information from stakeholders may include details about the
particular cookstove, the region in which it is delivered, and the project itself.

F2 Data storage The ability to store data is a function that is explicitly requested and implicitly
required by various other functions. The storing of information is necessary since it is required
for collecting and processing data. Itis impossible to provide the functionality of an information
system without first storing the necessary information.

F3 Data processing Data processing can be traced down to one of four functional require-
ments: RF1.1, RF1.2, RF3.1, or RF4.1. There is a demand for data analysis functions in these
four areas. It is anticipated that collecting data will make it possible to gain various insights
on projects involving clean cookstoves. Some purposes of the data analysis are to enable
predictive maintenance, better target project application sites for future projects, monitor the
project and identify any anomalies that may arise due to the monitoring. The requirement to
integrate data about pellet sales and cookstoves falls under the purview of the feature known
as data processing. This is because any combination or manipulation of data streams can
also be called data processing.

F4 Carbon credit calculation The system uses well-established procedures for calculat-
ing emissions, which standardisation organisations developed (GoldStandard, n.d.). These
approaches consider momentarily greenhouse gas emissions and provide formulas that can
be used in the computations to elicit differences from the previous situation before emission
reduction procedures occurred. After the reduced emissions have been determined and com-
pared to a baseline, hence, the previous situation, the system will compute the total amount
of carbon credits that can rightfully be claimed. The function traces back to RF1.2.

F5 Stakeholder communication The communication function between the various stake-
holders intends to streamline remote auditing by providing access to real-time data and is
derived from RF6.1. It enables lowering the costs associated with physical presence. In ad-
dition to this, they facilitate effective collaboration between auditors and other organisations.
During the entire auditing process, a function is expected to keep detailed audit trails, improv-
ing transparency and accountability (see F7).

F6 Data control This function of data control emphasizes data privacy by empowering stake-
holders to regulate who has access to, alters, or displays their data in a manner that complies
with privacy standards. Stakeholders can grant or revoke consent, ensuring compliance with
consent-based legislation such as the General Data Protection Regulation (GDPR), which was
also the main document imposing functional requirements being fulfilled by that function, as
seen in RF8.1-RF8.6. They also can export their data, make corrections to it, or ask for it to
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be deleted, which helps promote accuracy and privacy. Notifications, requests for data ac-
cess, and audit trails all contribute to a greater degree of transparency. In addition, features
centring on the user, such as customisable permissions and self-managed profiles, provide a
customised and secure experience while promoting trust and accountability.

F7 System behaviour tracking The information system function called system behaviour
relates to RF8.1. It acts as a recorder, keeping a record of all of the activities and procedures
within it. It acts as a digital audit trail, offering openness and accountability for enterprises,
which helps them meet regulatory requirements and industry standards. In addition, it is quite
good at recognising anomalies and suspect behaviours, which then causes warnings so that
immediate action can be taken. If there is a security breach, these logs become invaluable
for doing error analysis, which assists investigators in locating the source and breadth of the
intrusion. In addition to supporting compliance requirements, the system helps ongoing efforts
to improve business operations by locating bottlenecks, simplifying process optimisation, and
improving operational efficiency and security. In the end, it is a tool that ensures compliance
with organisational processes and the resilience of those processes.

F8 Payment facilitation The Payment function is related to RF1.3, which mandates that
project participants be compensated monetarily and states that such payments must be made.
The underlying reason for this is that participants in the project will receive a portion of the cash
generated from the sale of carbon credits, which will result in a greater incentive for them to
start and continue using clean cookstoves. As aresult, the information system needs to identify
the source of the sold credit and reimburse the household with a portion of that revenue. It
is necessary to transfer the portion of the revenue to the project subject while utilising the
services of the local payment facilitator to ensure accessibility.

F9 Impact visualisation The RF7.1 function that must be fulfilled can be conceptualised
like a project dashboard, a prevalent term in the industry. A dashboard of this type is a tool
that can visually show the impact of a project. In the project context, it can demonstrate where
and how these credits are earned, making the information simple to process. It was brought
to everyone’s attention that geographical maps may be used to demonstrate the origin of the
credits, emphasising the areas that have the most significant impact. Metrics for reducing
emissions can be displayed more effectively through charts and graphs, which depict trends
and efficacy.

F10 Financial flow visualisation The project developer stipulated RF1.4 as a functional
requirement, which is the function that aims to reveal all financial flows in the system trans-
parently. It was defined as having the functionality of a dashboard, which is comparable to the
Impact visualisation (F9). A transparent financial dashboard within a project acts as a clear
and open portal into all financial actions related to a carbon credit. This function provides an
overview of the project’s overall financial situation. It aims to present the sources of revenue,
expenditures, and real-time information regarding sales in a way that is simple to comprehend.
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Visualising financial data and gaining an understanding of patterns is made easier through the
use of graphical representations. The function should encourage financial transparency and
accountability, fostering confidence among stakeholders and allowing them to make decisions
based on accurate information. It is envisioned as a tool for stakeholder interaction, providing
an all-encompassing perspective of the flows of financial resources.

5.1.1. Functional interactions

The single functionalities represented by the functional system elements obtained from the
functional requirements can be logically separated. Nevertheless, it is essential to empha-
sise that various functions interact, and these interactions must be defined. Interfaces are
part of the logical system decomposition. Nevertheless, they do relate to functional system
elements. They are essential to any system since they enable communication between hu-
mans and systems, systems and systems, or between subsystems. The interactions that take
place between the functions serve as input for the process of assigning functional system
components to logical system elements. These logical system elements are then improved
with information regarding their required interfaces (Walden et al., 2015).

The overview in Figure 5.2 shows that most functions are related to data; out of ten func-
tions overall, four are directly involved in data handling. These functions can be considered
as interacting functions since the processing of data (F3) requires the presence of data and,
therefore, the storage (F2) and, previously, the collection of data (F1). The data is sourced
from two different sources: the cookstoves and the system’s stakeholders. The information
system then stores the data to be accessible for data processing. As a final step, the pro-
cessed data is either used for the calculation of carbon credits (F4) to facilitate payment when
applicable (F8) or is visualised to specific stakeholders for representation of impact (F9) or
the display of financial flow (F10). System behaviour tracking (F7) collects information on all
these processes and stores the information in the system (F2); data control gives all system
users and, therefore, a majority of the stakeholders the opportunity to have control over their
data and the data of others depending on the case (F6). Stakeholder communication is an-
other exception that relies on the data but has a clear, logical separation (F5). The function
enables stakeholders, mainly the households and the verification bodies, to communicate via
the system.

5.2. Logical system elements

A logical system element refers to the abstract concept of something; they are solution-neutral
and group functional system elements. Logical system elements in this research are therefore
used to aggregate functional system elements and, more importantly, to identify interfaces.
The benefits of this system modelling technique are that the solution-neutral logical system
elements can be applied across various projects but realised differently in different contex-
tual applications and types of sustainable finance projects (Holt et al., 2015). Following the
previous decomposition of the system into functional elements and their relations, the author
suggests a logical separation of the system Figure 5.3 into the four following, LSE serving as
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Figure 5.3: Functions grouped into logical system elements

the prefix for logical system elements:
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Functions are grouped, e.g. into a logical system element known as the "data handling sys-
tem” to streamline and centralise all activities related to data management within the overall
architecture. Inspired by NASA's description (Nguyen et al., 2008) of command and data han-
dling systems, this grouping includes functions like raw data collection, data storage, data
processing, system behaviour tracking, and data control (mars.nasa.gov, n.d.). The other log-
ical subsystems are chosen since their functionality clearly sets them apart from each other.
There is no overlap in the functionality of a payment and communication system. However, it
is important to highlight that all systems require the data handling system to function. Com-
munication, payment and visualisation all require the data handling system to access, store
or process data. The process of assigning logical subsystems facilitates assigning responsi-
bilities, splitting design efforts into logical work packages and understandability of the system
(Kapurch, 2010). Therefore, there is no formal structure to assigning functions to logical sys-
tem elements and other functional decomposition into logical subsystems are possible.

Data handling system The data handling system is a logical system element that combines
all functions linked to data into a single, cohesive whole. In light of this, the previously devel-
oped functions F1, F2, F3, F4, F6, and F7 are combined. The data handling system integrates
the vast majority of the system’s functions and emphasises the significance of its relevance in
the information system’s architecture.
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Communication system The communication system incorporating F5 enables effective
communication among various stakeholders. The logical system element serves a singu-
lar function, but a distinct logical system element is introduced due to its distinct functionality
compared to other functions.

Payment system The logical system element payment system is comprised of F8. Like the
communication system, it only facilitates one function significantly differing from others.

Visualization system The Visualisation system incorporates two functionalities, F9 and
F10. These two functions, which differ in what is visualised, are still of the exact logical na-
ture. Both functions aim at representing information to their target stakeholders, therefore
being grouped under the same logical system element.

5.2.1. Interfaces

Interfaces are described by the ISO 15288 standard for systems engineering as the collec-
tion of relationships and interactions between a system’s various components and across the
system’s boundary (Walden et al., 2015). To put it more simply, a system has internal and ex-
ternal interfaces, with the difference being that external interfaces cross the system’s bound-
ary, whereas internal interfaces do not. Both external and internal interfaces have their roots
in requirements, such as RNF5.1 and RNF1.10, respectively. RNF5.1 refers to an interface
across the system boundary when it says an interface is required with the local payment facil-
itator. This indicates that the interface is external because it crosses the system boundary. In
addition, it details a way for systems to interact with one another. However, RNF1.10, which
imposes a qualitative requirement on the interface between humans and systems, can be
entirely defined by the system architect because no interface given by another system has
to be considered. However, even though stakeholders did not give requirements on some
interfaces or have not been discovered in desk research, stakeholders have mentioned vari-
ous times that they have used information systems for various purposes for quite some time.
This leads the author to introduce the necessity to consider every stakeholder who serves
as a data source as an information system user also requiring connectivity to their system.
Hence, an external system-to-system interface is required when stakeholders give or require
information. An overview of logical system elements and their respective interfaces can be
found in Figure 5.4. The green arrows indicate internal interfaces between the logical sys-
tem elements, whereas the orange and red arrows indicate external interfaces across system
boundaries. The red arrow represents a human interface, and the orange arrow indicates the
interfaces between systems. Since the data handling system (LSE1) requires input and out-
put from stakeholders, some data may be transferred via system-to-system interfaces, while
other data will require the input of humans. It also varies from stakeholder to stakeholder
whether or not a human interface or system-to-system interface is required. The same can be
said for both the interfaces of the visualisation system (LSE4) and the system itself. The SOI
may require a human interface or link up with the information system that the stakeholders
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Figure 5.4: Logical system elements and their interfaces

use. Since it is not anticipated that individual households will use any information system, the
household “communication system” interface does not specify a system-to-system interface.
On the other hand, the payment system needs only a system-to-system interface in order to
communicate with the regional payment facilitator.

5.3. Key findings

In conclusion, this chapter aims to act as an information aggregation component leading to a
functional and logical system architecture per the principles described in ISO15288 (Interna-
tional Organization for Standardization, 2018), answering the sub-reserach question:"Which
architecture designs can facilitate the specified requirements?”. It uses the groundwork laid in
the previous chapters, specifically the analysis of the context and the requirements elicitation.
Functional system elements are crucial because they provide an overview of their behaviour
and trace back to requirements, ensuring that functional system elements meet functional re-
quirements. They contribute significantly to the process of subsequent design definition by
providing an overall comprehension of how the system operates, which is provided thereby.
On the other hand, logical system elements help identify interfaces within the system. Logi-
cal elements zoom in to specific interaction points, whether with other system components or
external stakeholders. In addition, the chapter delves into the critical endeavour of determin-
ing which system interfaces are internal and external. These interfaces play an essential role
in understanding connections between the logical system elements and the external stake-
holders or systems outside the system boundary. This all-encompassing approach ensures
that the system architecture addresses the internal processes it utilises and interfaces without
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difficulties with the larger ecosystem in which it functions.



Design Definition

In this chapter, we build upon the foundation laid by the previously established logical system
architecture. Our focus now shifts towards researching and incorporating technologies that ful-
fill the functions outlined within this logical system architecture. This approach is instrumental
in providing a more concrete and less abstract system architecture.By integrating technol-
ogy components into the architecture, we enable the evaluation of its practicality against both
functional and non-functional requirements. An exclusively functional architecture, devoid of
technology considerations, may prove less insightful when evaluated in isolation. In essence,
the inclusion of technology selection enriches the architectural framework, making it more ro-
bust and aligning it with the real-world context in which it will operate. According to Walden
et al. (2015), the goal of the design definition phase is to ease the implementation of the sys-
tem at a later design stage by giving more precise data and knowledge about the system and
its constituents. The functional and logical views considered by the system architecture are
enhanced with additional information during the system design phase. This is because the
system architecture considers a very high level of design and represents these views as func-
tional and logical perspectives. The valuable data pertaining to system implementation are
the primary focus of the information provided in this step of the design cycle. It assigns the in-
formation to the appropriate system elements based on the findings from the steps that came
before it or the results of additional research conducted with a more solution-oriented perspec-
tive (Holt et al., 2015). It, therefore, adds to the answer to the sub-research question: "Which
architecture designs can facilitate the specified requirements?” by providing more detail. Be-
cause of this, the system architecture described in the prior chapter is utilised, and additional
information is provided for each logical system element. Various different technologies can
be assigned to logical system elements. Depending on the level of abstraction and, there-
fore, the level of detail, many technologies are available. The author of this research analyses
state-of-the-art technology and proposes a technology selection based on that. However, the
research also provides an alternative to that by proposing and comparing a more "traditional”
system architecture. In addition to that, details on the interfaces that have been identified are

63



64

~ - - - - - - - - - - - - - - - — - ~
| ( A
(Chapter 3 Stakeholder analysis & Process |
Context analysis description ) ]
| | Process description & Stakeholders
\ ~ I “
_ _ _ _ _ _ _Processdescripon 8 Stakeholders | _ _ _ _ _ _
f e ~ A
|
(Chapter 4 Elicitation functional requirements Elicitation non-functional requirements
|System analysis q . q |
| N S |
_______________________________ -
15 Functional Requirements
Vs - - - - —_ - - - - - ¥ _ — — — — — ~
, , \
: Functional system design |
! (Functional system architecture) |
|
|Chapter 5 . ; I
lSysr.em architecture 10 Functional sistem elemeants |
| I 22 Non-functional
Logical system design | requiremants
' Logical system architecture
/
\
-~ s S S o o — - Vs
4 Logical system elements Interfaces
— . = — — Ty - - — — - T T ™ .
| | / Legend N
Chapter & . |
:Design Definition Technology selection : : St prvons e |
\ _ _ _ _ o _—_—_—__C — — — — — — _ J I |
2 Alternatives |
_— - - - - - = — — — = - - = — — — - | | Stepis of current chapter
| | | !
Chapter 7 ; L ] |
:System Evaluation Evaluation “ | : Stepis offolowing chapter | |
N J ~ /

Figure 6.1: Process model

listed. These steps are executed according to ISO15288 (International Organization for Stan-
dardization, 2018), which specifies deliverables for the design definition process, such as the
"system design definition” and an "interface definition,”. The chapter also elaborates on the
system’s deployment process since requirements concerning that process were discovered
in the requirements elicitation phase. System deployment, in general, is a fundamentally im-
portant aspect in the implementation phase (Walden et al., 2015). Therefore, it is also briefly
discussed to ensure that a complete set of information is passed on for future consideration by
stakeholders and developers. The current step in the overall process is visible in Figure 6.1.
The chapter starts with a process description of the system deployment process and then
describes a set of frameworks and technologies for each logical system element. Two alter-
natives are provided for the data handling system element, and a framework is provided to
guide the decision concerning the key difference of a centralised or decentralised architecture
of the alternatives.
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6.1. Information system deployment

In the previous chapters, context analysis and requirements elicitation were inputs for the
system architecture development. However, these chapters have also led to the discovery
of "process requirements”, which focus on the period before system deployment. In simpler
terms, these are requirements not focusing on the system’s operation but on what has to be
done before the system’s deployment. The discovered requirements are analysed and elab-
orated on to ensure possible system deployment while ensuring compliance with regulations.
The requirements for the process are presented in the form of a figure, and that figure displays
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Figure 6.2: System deployment steps

v

a process that consists of four steps, which can be found in Figure 6.2. It is recommended
that the steps be carried out in the specified sequence. On the other hand, the steps not con-
nected by arrows are free to be carried out in any order. The total number of derived process
instances is six section 4.3.

The first step, or P1, requires all stakeholders to know how data will be used. "Data usage”
refers to how personal data is processed, including for what purpose, how long the information
is stored, within what legal constraints, and the rights granted to stakeholders. This step is
partially derived from legislative documents. However, it also ensures that the system will be
as transparent as intended by supplying information on how it will behave to various stake-
holders.

P2 ensures that stakeholders have understood and agreed with the system behaviour with a
specific focus on their data by requesting consent from stakeholders. This ensures stakehold-
ers maintain control over their data by understanding the system’s behaviour.

Step P3 of the procedure for deploying the system refers to the requirement that a mutual
agreement be defined between the project developer, the verification body, and the project
subject. This ensures that remote auditing processes via the information system are possible
and agreed upon. P5 represents the documentation requirement that corresponds to the pre-
vious process step.

Before any personal data of Rwandan citizens can be collected or processed, the specific
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project context of Rwanda mandates that an organisation first registers with the Rwandan cy-
ber security authority (P4). It is necessary for the system’s users, or stakeholders who will
be interacting with it, to receive training on how to use it before it can be deployed. These
trainings are the final step before deployment, and depending on the stakeholder, they may
be started before, immediately after the system is deployed or continued later.

6.2. Information system design

The previous chapters and their findings have led to an understanding of the system func-
tionality and logical arrangement of system elements. The problem at hand and the proposed
system architecture describing the functionality hint at what is referred to as a "platform” in in-
formation systems. Though the term "platform” is not officially defined according to Inozemtsev
etal. (2022), other authors would describe a platform as a set of technical elements that can be
software and hardware associated with organisational processes and standards (De Reuver
et al., 2018). Ben Arfi and Hikkerova (2021) mentions the importance of digital platforms to
supportive knowledge sharing, and Kapoor et al. (2021) highlights that digital platforms facili-
tate the importance of inclusion of diverse participants in information systems. The mentioned
characteristics fit well with the functional system architecture, indicating that the information
system under design is a digital platform.

The information system design section considers the four logical system elements de-
scribed in the prior chapter and the interfaces that correspond to those elements. As was men-
tioned earlier, this section aims to detail logical system parts by providing additional information
while maintaining a level of abstraction that enables various solutions to be implemented. This
entails not placing any restrictions on the possible solutions, which is a fundamental principle
of systems engineering (Holt et al., 2015)(Kossiakoff et al., 2020).

6.2.1. LSE1 Data handling system

The data handling system can be characterised as the central element of the information sys-
tem being developed. This is attributed to its essential interconnectedness with all other sys-
tem elements and its encompassment of the majority of functions, as depicted in Figure 5.3.
The system effectively manages all necessary data functions and establishes connections
with all relevant parties. The establishment of connectedness with all stakeholders presents
a range of issues, which will be elucidated in the subsequent paragraphs. These challenges
encompass the use of frameworks and technologies aimed at addressing them. The "data han-
dling system” design definitions encompass two distinct choices. The initial alternative chosen
by the author suggests the integration of cutting-edge technologies, such as distributed ledger
technology and multi-party computation. This alternative was chosen since state-of-the-art lit-
erature in the field of data handling presents these technologies to tackle challenges identified
in the problem statement. Nevertheless, it is worth noting that the implementation of these
sophisticated technologies necessitates substantial initial capital outlays (Chowdhury et al.,
2018). The literature discusses the transformative impact of multi-party computation and dis-
tributed ledger technology on control, trust, and risks associated with data sharing, highlighting
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their potential benefits (Agahari et al., 2022)(Zhong et al., 2020). However, the issue of trust,
which is closely linked to data control and risks, has been accomplished by responsible cen-
tralised organisations that are trusted to handle data. The inquiry about whether these entities,
which perform the tasks assigned to the data handling system through conventional methods
involving centralised control and storage, should be substituted by technology is contingent
upon the specific use case and influenced by numerous factors (Chowdhury et al., 2018). In
the latter sections, the researcher lists different technologies for the "data handling system”
and compares them. The sections also provide frameworks to facilitate decision-making to-
wards one of the technology combinations.

Data Governance According to Micheli et al. (2020), the term "data governance” is still am-
biguous. However, Micheli et al. (2020) refers to it as shared stakeholder efforts to reach
common decisions. The platform under design connects various stakeholders and collects,
stores and processes personal and non-personal data. Functionalities of the system, such as
F9 and F10, the functions related to data visualisation, require stakeholders to access other
stakeholders’ data. Accessing and manipulating personal data from other stakeholders is
challenging, considering institutional and moral aspects. As discussed previously in the sys-
tem deployment section section 6.1, it is required that arrangements on how data is used and
by whom are made in advance. These arrangements ensure that stakeholders are informed
and consent to the proposed data handling procedures. Even though these arrangements are
made according to the GDPR requirements, such as RF8.1 to RF8.9, it is also necessary to
ensure that these agreements do not oppose GDPR principles. Put in simpler terms, arrange-
ments should align with the GDPR principles. Itis of general importance to design information
systems according to human values with moral connotation in mind (Perera et al., 2019). The
GDPR highlights human privacy and fairness values, which are also reflected in the chapter 4.
Data governance frameworks provide guidance for implementing such values, which is why
the author decided to introduce them.

Data governance framework Ensuring regulatory compliance in a multi-actor socio-
technical information system while addressing concerns amongst citizens regarding privacy,
trust, security and others handling data requires using a data governance development frame-
work as suggested by Alhassan et al. (2016). A promising data sovereignty governance frame-
work providing aid for the challenges mentioned above via data classification while providing
more detail for the data handling system is the similarly named framework by Singi et al.
(2020). The framework concerns two significant factors in reasoning for a structured data
governance approach, such as the one provided by their framework. The first is that organisa-
tions operating globally must comply with multiple laws, and the second is that these laws keep
evolving. The FCF case spanning various countries and their institutions, e.g. Rwanda, the
Netherlands and subsequently the European Union, reasons the proposal for the knowledge
graph-based data sovereignty governance framework to derive a detailed and internationally
compliant data governance procedure for the information system. In addition, the system’s
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scalability, as requested by the FCF (RNF1.6), further strengthens the need for an adaptable
platform governance design to incorporate future projects. The framework approach of data
classification ensures security constraints and access rights to specific data categories and
stakeholders. Figure 6.3 depicts an overview of the suggested framework. The core models
are data regulations, regional and data classification. Singi et al. (2020) explains that law and
regulations applicability depends on the data type. The central data type differentiation here
is personal and non-personal data separation. The framework classifies the data accordingly.
The regional model serves as a connecting element between the models of data classification
and regulation. The ’belongsTo’ and ’applicableTo’ relations establish connections between
the data subjects, regions, and data laws. The Data Regulation Model encompasses all of
the rules that are specific to the various regions. It represents data laws, which can be rules
and regulations, such as data protection and privacy, localisation, etc.. The laws are further
subdivided into categories according to the data operation (storage, processing, and transfer)
that they are compelled to comply with (Singi et al., 2020). While the suggested governance
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Figure 6.3: Data Sovereignty Governance Framework (Singi et al., 2020)

r
y

framework provides a solution to ensuring regulatory compliance with all involved institutions,
itis important to further enrich the system with information and another data governance model
focusing specifically on personal data. Personal data handling is subject to academic discus-
sions and will be an even more relevant topic in the future, therefore requiring substantial
attention (Alhassan et al., 2016). Research has identified another data governance model,
which is expected to tie in well with the model by Singi et al. (2020) since its modular design
can be adapted.

The identified model is a promising data governance model concerning the context in the
FCF case. Personal data sovereignty (PDS) is a data governance model focusing on busi-
ness entities and data subjects. Business entities and data subjects comprise the majority
of non-institutional stakeholders in the FCF case. The goals of PDS are "empowered data
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subject”, "economic growth”, "private profit’, and "knowledge sharing”. While private profit is
considered not in the scope of the overarching system of carbon credit issuance, the other
three goals suit the system well (Micheli et al., 2020). This Personal data sovereignty (PDS)
framework extends beyond the requirements set by the General Data Protection Regulation
(GDPR). In other words, it encompasses additional measures and practices beyond the min-
imum standards mandated by GDPR. The PDS model, in its comprehensiveness, offers an
enhanced level of data protection and privacy assurance, making it more robust and rigorous
than what is strictly required by GDPR.

The PDS model assigns data subjects more control over their data than traditional data
governance models, specifically focusing on privacy management and data portability. Privacy
management and data portability are found in the chapter 4, further highlighting the applicabil-
ity of the data governance model. PDS is also recommended by the international movement
"MyData”, a conglomerate of activists, non-profit organisations, think tanks and commercial
actors (Lehtiniemi & Haapoja, 2020). It tries to balance economic interests with interest in so-
cial change, hence, a move to a human value-based information system design (Micheli et al.,
2020). PDS suggests so-called "governance mechanisms,” which refer to strategies and in-
struments specifying how data is controlled and who can benefit from such. These strategies
range from policies, contracts and interfaces to only mention the most relevant aspects of the
information system under design. Micheli et al. (2020) suggests the following for governance
mechanisms to achieve personal data sovereignty:

* Principle of "technological sovereignty” The principle of "technological sovereignty”
describes the subject’s drive to keep ownership of related infrastructure in the case of
data governance and data infrastructure (Micheli et al., 2020). An information system
can refer to a separation of server infrastructure over various countries to ensure that
personal information is stored in the subject country of citizenship (Maurer et al., 2015).

+ Communities and movement Using community and non-profit efforts for privacy prin-
ciples such as the ones by "MyData,” which aims at providing individuals greater control
over their data. It promotes the idea that individuals should have the right to access,
control, and share their data while maintaining privacy and a secure environment. To
build a more user-centric and ethical approach to data management in the digital age,
MyData supports the development of technologies and practices that allow individuals
to benefit from their data (Micheli et al., 2020).

* Intermediary digital services Users are granted the ability to save their data, acquire
data dispersed over various platforms, and exercise control over how that data is shared
with third parties through intermediary services. These services have been made con-
siderably more relevant due to Article 20 of the General Data Protection Regulation (data
portability). They promise to eliminate impediments for individuals who wish to exchange
their data for research or other purposes, acting as trusted middlemen and boosting cit-
izens’ ability to make decisions regarding their data (Micheli et al., 2020).

+ GDPR Right to data portability The right to data portability, a requirement for the infor-
mation system under design (RF8.6), strengthens the suggestion for intermediary digital
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services. However, any other form of easy data extraction in a portable format satisfies
the governance mechanism.

Some of the recommendations about the framework for personal data sovereignty may not be
relevant in Rwanda because of the limited availability of technology resources. The fact that
the subject of the project in Rwanda is a significant stakeholder who supplies personal data
and, as a result, requires protective measures makes this a consideration of the utmost im-
portance to take into account. However, although the framework does not provide a particular
solution but recommends means for certain principles, the principles should still be consid-
ered as they contribute to the design. The combination of the suggested framework focusing
on data classification Singi et al. (2020) with the personal data sovereignty model of Micheli
et al. (2020) is expected to provide enough guidance for the data governance of the system.
It is worth mentioning that it provides a high-level view, enriching the logical system element
"LSE1 Data handling system” with enough information for further development while staying
abstract and ensuring usability for other sustainable finance projects.

Data processing and storage The requirements and principles laid out in GDPR affect
data processing just as they do any other data-related function of the system. Protecting
individuals’ right to personal autonomy is fundamental to the GDPR. One of the six principles
established by the GDPR is to protect individual privacy, which requires confidentiality and
integrity of their data (‘EU - Data Protection Overview”, 2022). Data integrity refers to the
reliability and accuracy of the data, whereas data confidentiality aims to ensure that information
is only accessible by those authorised to do so (Alhassan et al., 2016). Different actors enter
several data types and retrieve data from the platform. Functions such as F1, which considers
input data and functions such as F9 and F10, which require processed data to be visualised
for stakeholders. Hence, data is retrieved. Since a wide variety of various stakeholders carry
out these actions, it is necessary to have a method of data processing and storage compliant
with the principles outlined above.

Data processing Multi-party computation (MPC) is a cryptographic approach that trans-
forms traditional processing capabilities within platforms (Keller, 2020). Secure multi-party
computation (MPC) enables the collaborative computation of functions on individual datasets
while maintaining data security and secrecy and facilitating collaborative analysis. By incor-
porating MPC into the platform, users may participate in data-driven activities with assurance
since it mitigates the risk of disclosing sensitive information. The primary advantage of MPC is
its capacity to guarantee secure calculations while maintaining the confidentiality of individual
participants’ inputs (Goldreich, 1998). This implies that significant knowledge can be extracted
from datasets without disclosing raw data, mitigating potential hazards associated with data
breaches or unauthorised entry. Furthermore, integrating Multi-Party Computation (MPC) pro-
motes the development of trust and facilitates collaborative interactions among users- (Keller,
2020). Individuals can engage in intricate data operations, including analytics, modelling, and
machine learning, by utilising their aggregated data sets while simultaneously upholding strin-
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gent privacy constraints. Considering the FCF example, wherein data streams originating
from cookstoves are integrated with data streams pertaining to pellet sales and afterwards
connected to families’ personal data, adopting the MPC approach appears to contain signifi-
cant potential. Furthermore, it is imperative to monitor, trace, evaluate, and, depending on the
data type, convey transparently to relevant parties while safeguarding individuals’ privacy in all
of these data procedures. The assessment scheme provided by Helminger and Rechberger
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Figure 6.4: Assessment scheme for MPC in the GDPR (Helminger & Rechberger, 2022)

(2022) explains the suggestion for MPC, which is displayed in Figure 6.4. Helminger and
Rechberger (2022) argues that MPC can facilitate data protection by design (DPbD), which
describes integrating privacy objectives into the early design. However, the various available
MPC protocols must be assessed for their applicability to ensure GDPR-compliant privacy
by design. To facilitate an understanding of the scheme, it is important to notice that various
stakeholders input personal data into the system. In addition, the resulting carbon credits from
project subjects and the financial reimbursement households must receive are also personal
data. The first decision gate described by Helminger and Rechberger (2022) refers to the
chosen approach. What is referred to as the absolute approach is also the most in line with
the requirements and principles determining the design. It refers to the idea that personal data
is perspective-independent. In simpler terms, if one stakeholder inputs personal data, it has
to be considered personal data by all other stakeholders. These two main criteria for the as-
sessment scheme lead to the final question of the assessment, which concerns personal data
minimisation. The assessment scheme’s purpose for this research serves as a guideline for
developing a data processing procedure using MPC protocols. However, future developers
are expected to assess the protocol against the proposed scheme to ensure the data protec-
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tion of individuals while not restricting data-driven business opportunities such as the desired
data analysis requirements RF1.2, RF3.1 and RF4.1.

Data storage The processing of data also requires the data to be collected and stored.
Information systems are based on the handling of data. However, traditional databases have
reached their limits in protecting and storing data, concerning an additional need for trusted
data storage (Li et al., 2018). As described by Kreibich and Hermwille (2021), the voluntary
carbon credit market is facing criticisms and has to reclaim its integrity. Hence, trust is a critical
challenge in today’s voluntary carbon credit market (Richardson & Xu, 2020). To tackle the
issue of lacking trust in the carbon credit market, various authors have suggested the use of
distributed ledger technology (Richardson & Xu, 2020)(Patel et al., 2020)(Saraji & Borowczak,
2021). Several authors assessed the applicability of using DLTs, but empirical evidence for the
applicability in the voluntary carbon credit market (Woo et al., 2021)(Bao et al., 2020). How-
ever, chapter 3 clearly shows the involvement of a trusted entity for the verification and certi-
fication of carbon credits, namely, the standardisation body that operates the carbon registry
and the related verification bodies ensuring adherence to the standardisation body-provided
standards. Research has shown that for this project as a standardisation body assigned en-
tity, the "Gold Standard” provides robust and credible methodologies (Kreibich & Hermwille,
2021). Nevertheless, recent initiatives from the stakeholders mentioned above towards infor-
mation systems based on distributed ledger technologies and academia point out the benefits
of that. This led to considering distributed ledger technology for the data handling system,
specifically data storage. Blockchain, or what is also referred to as distributed ledger technol-
ogy, is primarily designed for the secure and transparent storing of data. The system saves
data by organising it into a sequence of blocks, with each block holding a collection of trans-
actions or information items. The blocks in question are interconnected sequentially, creating
an unchangeable series wherein recorded data is rendered highly resistant to modification or
deletion (Richardson & Xu, 2020). The blockchain’s data security is ensured through using
cryptographic algorithms, which safeguard against unauthorised access and tampering (Saraji
& Borowczak, 2021). The storage of data on the blockchain is distributed throughout a network
of nodes, mitigating the potential vulnerability of a singular point of failure and augmenting the
accessibility of data. Transparency is a fundamental characteristic of public blockchains, as it
allows for the open accessibility and verification of data by any individual, guaranteeing trust-
worthiness and the capacity to conduct audits. Relating that to the FCF case, which requires
explicitly a transparent display of financial flows (RF1.4), distributed ledger technology seems
like a promising fit. In addition, auditing procedures by verification bodies might be eased or
rendered irrelevant, which could also lead to an overall effort and cost reduction in the process
(Patel et al., 2020). Public blockchains are characterised by openness and lack of permission
requirements, allowing anybody to participate in the network. These networks distribute data
storage throughout a global network of nodes, ensuring decentralisation. These networks
allow for universal participation, transaction validation, and access to the complete ledger, en-
suring transparency and security via consensus methods.
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In contrast, private blockchains are characterised by their confinement to a particular group or
organisation, providing a more centralised form of control over data storage accessible only to
a restricted range of authorised users. Implementing this mechanism enhances the efficiency
and scalability of private blockchains in targeted scenarios but at the expense of reduced de-
centralisation and transparency compared to their public equivalents. Public blockchains place
a higher emphasis on facilitating widespread accessibility and fostering worldwide trust (Lai
& Chuen, 2018). In contrast, private blockchains prioritise restricted access and customised
data management designed for a particular user. Kim and Huh (2020) proposes a consortium-
based blockchain architecture for trading carbon credits. Consortium-based blockchains are
a fusion of public and private blockchains commonly employed by a collective of reputable or-
ganisations with mutual interests (Jines et al., 2017). Within these networks, a predetermined
group of entities controls and regulates access rights, combining the advantages of decentrali-
sation with permission-based access (Dib et al., 2018). Consortium members actively engage
in the validation process. At the same time, the transactions are duly documented in a mutu-
ally accessible ledger, thereby using the inherent transparency and security features offered
by blockchain technology. Blockchains have proven to be highly advantageous when several
entities must cooperate while simultaneously upholding a specific authority and confidentiality
over their collective data (Gai et al., 2019). The multi-actor context of the FCF case and the
need for data confidentiality make distributed ledger technology a promising approach.

Combined technologies Data processing and storage are two functional system ele-

ments allocated to the logical system element "data handling system”. The architecture defi-
nition for these functions is a multi-party computing data processing protocol according to the
suggested assessment framework by Helminger and Rechberger (2022). For the data storage
functionality, distributed ledger technology has been discussed. However, it has been high-
lighted that in the current process of carbon credit issuance in sustainable finance projects,
a central trusted authority oversees and certifies the process. Nevertheless, a consortium-
based distributed ledger technology can complement and enhance trust in the system and
might even be able to replace the trusted entity fully.
Data processing and data storage are two interrelated functions of the system, connected via a
functional interface as seen in Figure 5.3. This requires the proposed architectural definitions,
namely MPC and distributed-ledger technology, to interplay. Zhong et al. (2020) introduces the
term secure multi-party computation (SMPC) in contrast to the so far introduced multi-party
computation (MPC), however, referring to the same concept as discussed in this research.
The publication by Jiang et al. (2022) proves that a combinable system architecture, including
MPC and distributed ledger technology, is feasible and enables stakeholder privacy while not
hindering multi-party computation, hence, data processing.

Interfaces The system must contain Interfaces, as displayed in Figure 5.4. There are at
least five interfaces defined so far for the data handling system element. These interfaces
might be what is known as application programming interfaces (APIs), which is another name
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for system-to-system interfaces (Uddin & Robillard, 2015). The various stakeholders utilise
one or more internal information systems whenever they interact with the system. Tools for
enterprise resource planning (ERP) and customer relationship management (CRM) are the
typical kinds of systems that are utilised in the process (Lamothe et al., 2021). In order to
ensure the scalability of the system, it is necessary to incorporate not only other projects but
also possibly other stakeholders and to connect it to a variety of information systems. Accord-
ing to research, the number of businesses that rely on information systems and, as a result,
API usage is growing rapidly (Malaurent & Karanasios, 2020). However, such systems are
not the only reason to introduce APIs. Often, stakeholders’ systems are more generic, like
Microsoft Excel and similar tools. In the ideal scenario, all these diverse systems and appli-
cations being used are connected through APIls. During this project’s stakeholder study, it
was determined that the many stakeholders who interacted with the system used two distinct
information system types. Two customer relationship management (CRM) systems, which are
owned by the purchasing parties (interview purchasing party) and by the fuel provider (inter-
view fuel provider), and one ERP system owned by the project developer (interview project
developer). In addition to the required application programming interfaces (APIs) for informa-
tion systems and applications, there must also be a human interface for those stakeholders
who are not connected through system-to-system interfaces or need an additional human in-
terface for non-automated data transfer. For example, households are not expected to use
any information system or application. A human interface is required since they need to control
their data within the system.

Hardware interface As discussed earlier, the data handling system comprises five dif-
ferent interfaces. One of these interfaces, precisely the one between function F1 and the
cookstove, has yet to be detailed. This is because there has yet to be a conclusive choice
taken regarding how the information system gets the data from the hob. In earlier data collec-
tion pilots involving cookstoves, the data was obtained from the cookstoves with the assistance
of people who read out the data from the cookstoves and then entered it by hand into the in-
formation system (Interview project developer). On the other hand, it is envisioned that the
system will automatically read the data from the range hood using either the mobile network
or some other method. However, this has not yet been decided, and as a result, it is a black
box interface to the system.

Alternative design

The mapping of logical and functional system elements to the suggested architectural design
definition serves the latter verification of requirements against the chosen architecture. The
previously mentioned discussion and decision on whether a traditional architecture or a more
innovative architecture should be chosen are compared in the following two paragraphs by
explaining which of the architectures would tackle which functionality. The term trust in the
following refers to the underlying purpose of these architectures, which is to ensure the trust
of stakeholders in the "data handling system” with a specific focus on the six principles given
by the GDPR subsection 4.2.8.
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Figure 6.5: Logical and functional design definition mapping in case of a decentralized architecture

Technology-based trust and control Figure 6.5 shows the logical system element LSE1
including its assigned functionality. The architecture choices for the logical system element
are mapped to the functions the logical system element is composed of. For F1, which fo-
cuses on the data input of data into the system, the data sovereignty governance framework,
specifically the suggested data classification, is applicable. For the data storage (F2) and sys-
tem behaviour tracking (F7), hence, data collection on system and stakeholder transactions,
consortium-based distributed ledger architecture is proposed. Data processing (F3) and car-
bon credit calculation (F4) use MPC protocols to fulfil their tasks in line with design principles
and requirements. The function data control (F6) pertains to implementing data governance
measures on the platform. The data sovereignty governance framework selects the PDS prin-
ciples while also using GDPR principles and local regulations to regulate the platform’s data
governance, as governance impacts all functions.

Central entity trust and control The visualisation of the utilisation of a conventional design
for data processing systems is depicted in Figure 6.6. The dissimilarities pertaining to the de-
centralised architecture depicted in Figure 6.5 involve the functions labelled F2, F7, F3, and
F4. The implementation of a centralised data handling system involves the utilisation of a cen-
tral database that is under the control of a single institution. Utilising a centralised database
under the control of a single body renders multi-party computing methods obsolete. Hence,
the use of the central entity’s infrastructure is employed for the purposes of data processing
(F3) and carbon credit calculation (F4). The remaining two functions of the "data handling sys-
tem,” namely the collecting of raw data (F1) and data control (F6), experience relatively fewer
significant modifications when assigned to a centralised organisation. The execution of data
control (F6) by a central body can align with the concepts proposed by the PDS governance
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Figure 6.6: Logical and functional design definition mapping in case of a central architecture

model as outlined by Micheli et al. (2020). Furthermore, it is recommended to implement the
data classification model proposed by Singi et al. (2020) to assure compliance in the collection,
storage, and processing of data.

Alternative decision guidance framework This section introduces a step-by-step decision
framework to guide the decision towards a centralised or decentralised architecture of the
data handling system. In addition, the benefits and drawback of each of the architecutres
are mentioned. The differences are visualised in Figure 6.7. The utilisation of a centralised
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Figure 6.7: Comparism central and decentral data handling system

entity to control, store, and process data inside a multi-actor information system presents
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numerous notable benefits when compared to distributed ledger technology and multi-party
computation. To begin with, the implementation of a clear accountability framework stream-
lines governance and regulatory compliance, particularly in businesses that have rigorous
legal obligations (Peck, 2017). Furthermore, the process of centralisation frequently leads to
improved efficiency and scalability, as it allows for the optimisation and more effective use
of resources. This, in turn, leads to faster data processing and lower operational expenses.
In addition, it can potentially cultivate trust among participants by simplifying the verification
process, hence diminishing the necessity for intricate consensus methods (Chowdhury et al.,
2018). As Chowdhury et al. (2018) defines, blockchain technology is a specific purpose tech-
nology whose usage focuses on use cases in which administration is split between multiple
stakeholders who lack trust in each other. In this specific use case, the author of this re-
search extends the definition to incorporate trust between all stakeholders and not only those
with administrative power. Extending the definition serves for sustainable finance projects to
all stakeholders roots in recent academic publications questioning the credibility of the over-
arching concept of carbon credit issuance in the voluntary carbon credit market (Kreibich &
Hermwille, 2021). The general need to reacquire trust, therefore, extends to all stakeholders
of the system. It is noteworthy to highlight again that design definition is a step to enhance
logical system elements with additional information. Even though at this stage, the aim of
the systems engineer is to define the system as solution-neutral as possible, it is agreed that
partial decisions for the design have to be made and guidance for decisions has to be given
(Angelov, 2023). Contextual analysis in chapter 3 describes that the current process of car-
bon credit issuance uses a trusted entity, while literature, as explained in this section, suggests
technological means to substitute these entities. A framework by Chowdhury et al. (2018) aims
at guiding practitioners with decision-making if a central or decentral approach to information
system architecture should be used. The framework depicted in Figure 6.8 offers a series

ere any tru
deficit among
parties?

s'there any trusted

Yes third party?

transaction be
immutable?

Use Database Use blockchain

Figure 6.8: Decision tree to determine the use of blockchain (adapted) (Chowdhury et al., 2018)

of decision gates that can be responded to with either affirmative or negative answers, in or-
der to determine the appropriateness of employing a centralised database or decentralised
database, hence, blockchain technology. The author provides responses to these inquiries
and emphasises the areas where judgements need to be made in order to facilitate the se-
lection of architecture. The involvement of numerous parties in the provision, storage, and
processing of data is evident, thereby satisfying the initial requirement for the rationale behind



6.2. Information system design 78

adopting a blockchain architecture. The necessity to validate carbon credit claims (RNF1.7)
underscores the requirement for the record of transactions to remain unalterable. Hence,
ensuring the precision and reliability of data is of utmost importance. Moreover, scholarly re-
search conducted by Betz et al. (2022) and Kreibich and Hermwille (2021) has demonstrated
that a deficiency in trust intrinsically characterises the system. Nevertheless, the framework
also proposes that the utilisation of a trusted intermediary provides justification for opting for a
database over distributed ledger technology. The present planned interactions among stake-
holders involve the inclusion of a trusted entity responsible for certifying carbon credit claims.
This prompts an inquiry into the rationale behind the examination of blockchain technology for
the design of the system. Given that scalability is an essential requirement for the system, the
framework suggests the utilisation of a centralised database. The framework, however, pri-
marily concentrates on a broad methodology and neglects to recognise the advantages that
result from transitioning away from reliance on a trusted intermediary. Additionally, it does
not provide further clarification on the specific constraints of a scalable blockchain solution.
This study suggests conducting a more comprehensive analysis of both proposed solutions.
Evaluating the advantages of employing a reliable intermediary as opposed to utilising trust-
enhancing technologies, and examining the market perception of these solutions, falls outside
the purview of this research study. In order to address the inquiry, the scholarly publication
authored by Peck (2017) might also be employed for assistance.

6.2.2. LSE2 Communication system

The second element of the logical system is referred to

as LSE2, which pertains to the communication system. ﬁSEz Communication systeﬁ

As mentioned earlier, the system element encom-

passes solely stakeholder communication (RF6.1).

The communication system is derived from RF6.1, [ E5 Stakeholder }
C

External service

which pertains to the requirement for project subject ommunication (RF6.1)

and verification bodies to possess the capability to en-

gage in communication. The criterion is drawn from \ /
a document outlining remote auditing processes as

specified by the representative standardisation body  Figure 6.9: Communication system design
for the system. The examination of the context and definition

subsequent desk research has brought to light the is-

sue of technical availability in Rwanda (Interview 14, section C.5) (Bjorkegren & Karaca, 2022).
The system’s functionality necessitates considering audibility in relation to communication.
Therefore, communication may necessitate the use of visual communication to confirm the
contextual conditions that are necessary for the auditing process. Various international op-
erational companies offer Well-established audio-visual communication channels, which are
used for communication between fuel providers and project subjects, for example (Interview
fuel provider). This connection is established through the use of cell phones with audio-visual
capability. When the technical infrastructure does not permit the establishment of a direct con-
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nection, it is recommended that local businesses, such as the fuel provider, assume the role of
an intermediary. Intermediaries or cell phones using established audio-visual communication
channels must significantly influence the information system architecture to define it further.
Systems engineering refers to the external execution of a function through another system as
an enabling system (Walden et al., 2015). The execution of the stakeholder communication
function (F5) is, therefore, via an enabling system outside the design scope of the informa-
tion system under design. To summarise, the communication system, a subsystem within the
proposed information system, can be reasonably overlooked in the system’s architectural de-
sign. This is attributed to the widespread availability of external communication platforms like
Microsoft Teams, which offer robust and well-established communication capabilities. Nev-
ertheless, the significance of developing interfaces to connect with these external systems
seamlessly cannot be overstated. These interfaces serve as crucial connectors, ensuring that
the proposed information system can efficiently and effectively interact with external commu-
nication tools, allowing for a harmonious integration of communication capabilities.

6.2.3. LSE3 Payment system
Establishing a platform payment system in

Rwanda poses a complex problem, partic- / LSE3 Payment system \
ularly in ensuring accessibility for individu-

, ) . nstructured Supplementary Service
als (Interview fuel provider). The digital en- Data (USSD)
vironment of the nation exhibits notable dif-
ferences in smartphone ownership and inter- F8 Payment facilitation

- : . . (RF1.3)

net connectivity, particularly in rural regions.
These differences can pose significant ob-
stacles for a substantial public segment in ef- \ /
fectively participating in online payment plat- Figure 6.10: Payment system design definition

forms. Nevertheless, USSD (Unstructured

Supplementary Service Data) mobile payment systems are crucial in addressing these diffi-
culties (Carr, 2007). In contrast to conventional mobile applications or online platforms, USSD
services operate independently of smartphones or high-speed internet connectivity. The in-
trinsic accessibility of USSD makes it a compelling choice since it enables a wider range of
Rwandans to engage in the digital economy. In addition, the accessibility of data plans and
smartphone devices may present economic obstacles to participation, particularly for persons
with little financial resources, which is often the context in sustainable finance projects. USSD
services are characterised by low data consumption, rendering them a financially efficient op-
tion for individuals with restricted means. Moreover, these services can be readily accessed
using commonly available and generally recognised basic mobile phones, which are famil-
iar to a significant portion of the Rwandan population (Interview fuel provider)(Uwamariya &
Loebbecke, 2020). Frequently, USSD services are supported by reputable mobile network
operators, which possess a considerable degree of trust among consumers who have histori-
cally depended on their services for fundamental communication requirements. In the context
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of the FCF example, the difficulties surrounding facilitating connections between individuals
in Rwanda and platform payment systems are acknowledged. However, it is worth noting
that USSD mobile payment services are crucial in effectively tackling these obstacles. The
inclusive nature of these solutions, along with their accessibility, affordability, and compatibil-
ity with current mobile infrastructure, make them well-suited for enabling a broader range of
individuals to engage in the digital financial ecosystem. This includes individuals who have
limited access to smartphones and the internet. Nevertheless, despite the significant advan-
tages of USSD services, scholars like Lakshmi et al. (2017) have documented several security
concerns and risks associated with these services. Hence, it is crucial to thoroughly assess
the selected USSD service provider under the principles and requirements of the designed
system, which pertain to the abovementioned concerns. To conclude, the payment system, a
subsystem within the proposed information system, does not necessitate dedicated design by
information system developers. In Rwanda, an existing system known as USSD already fulfils
this function effectively. Rather, the focus should be on integrating the information system with
these “enabling systems” and establishing robust interfaces for seamless connectivity. This
approach ensures the preservation of valuable functionality while maintaining compatibility
with established systems, minimizing redundancy, and streamlining the information system’s
capabilities.

6.2.4. LSE4 Visualization system

The data visualisation system focuses on a stakeholder-centric perspective regarding impact
visualisation (F9), acknowledging that diverse stakeholders, such as purchasing parties, may
possess different demands for impact visualisation (Interview purchasing parties). It is ac-
knowledged that the interpretation and portrayal of data can exhibit significant variation, con-
tingent upon stakeholders’ objectives. The primary focus of this system is to prioritise the
provision of anonymity data, along with the design principles and needs of the system. By
implementing this approach, the confidentiality and protection of sensitive data are guaran-
teed while simultaneously granting stakeholders the flexibility to customise the visualisation
of outcomes according to their unique circumstances and goals. However, the functionalities
ensuring these principles are part of the logical system element LSE1. It is contentious that
granting stakeholders the authority to select the manner in which data is presented facilitates
variations in the representatives of purchasing parties and between projects. The platform un-
der design facilitates the creation of visualisations by providing users with an interface. This
allows them to generate visual representations that are both relevant and actionable according
to their needs, thereby aligning with their specific goals. The versatility and efficacy of only
providing anonymised data and incorporating user-driven impact visualisation. This allows for
catering to the different requirements of stakeholders. The provision of an interface to stake-
holders is discussed in the previous section. The stakeholder project developer necessitates
the inclusion of function F10 to promote transparency within the overarching sustainable fi-
nance project, specifically concerning the visualisation of financial flows. The interface (API)
is utilised to supply the pertinent anatomised data in alignment with design principles and sys-
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tem requirements. This data is then integrated with the project developer’s website, per their
request (Interview project developer). Similar to LSE2, the communication system and its
functionality, the visualisation functionality is executed via an enabling system, and only the
provision of relevant data via an interface is within the design scope (Walden et al., 2015). In
simpler terms, this means that the visualisation system, operating as a subsystem within the
proposed information system, is not in the direct focus of architectural design. Instead, the pri-
mary focus should be directed towards delivering the requisite data and interfaces. By doing
so0, users who seek to visualize data are empowered to employ their preferred visualization
tools and platforms, catering to individual preferences and specific visualization needs. This
approach maximizes flexibility and user autonomy, offering a tailored and efficient approach to
data presentation while obviating the need for an intricate, dedicated visualization subsystem.

6.3. Key findings

It is noteworthy but not surprising that the most emphasis in the architectural and design defi-
nition process lies on the data handling system (LSE1). The chapter elucidates the correlation
between architectural selections and the comprehensive procedure of carbon credit issuing
while addressing the study inquiry: "Which architectural designs can effectively accommo-
date the specified requirements?”. In conclusion, this chapter of design definition explores the
architectural choices relevant to the four fundamental logical system components: the "data
handling system,” the "communication system,” the "payment system,” and the "visualisation
system.” The "data handling system” receives significant attention and importance due to the
extensive set of requirements it imposes, particularly those mandated by GDPR compliance.
This particular component functions as the fundamental basis of our information system, sym-
bolising the necessary commitment to the principles of data security, preservation of privacy,
and responsible data management. For the "data handling system”, two alternatives regard-
ing the architectural choices are provided. The chapter additionally provides a framework
to guide the decision process for architectural choices regarding the "data handling system”.
No clear tendency towards choosing one of the alternatives could be identified by the author,
mainly by the fact that a decision for an alternative can only be made after a thorough analysis.
Both alternatives provide the functionalities required to achieve the overall goal of the system.
However, other non-technical factors are expected to influence the usability of different alter-
natives. An example is that the different alternatives must be accepted by other stakeholders
interacting with the subsystem, and public acceptance of technology-based trust mechanisms
is also concerning to the author. Public acceptance might influence the perceived credibility of
the subsystem and therefore might impact carbon credit sales. In contrast, the "communica-
tion system” and the "visualisation system” are categorised as enabling systems intended to
be provided externally by third-party entities or corporate enterprises. This strategic impera-
tive allows for aligning our fundamental capabilities with our primary objective while leveraging
external expertise to coordinate communication methods and data presentation. However, the
concept of the "payment system” presents a unique challenge, specifically in the context of
Rwanda. Incorporating local resources, particularly the USSD service, is a necessity arising
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Figure 6.11: Overview Logical System design definition for distributed architecture

from the determined need to connect all project subjects to the payment system. Despite
including an inherent element of risk when using USSD services, it is the most promising
solution. The design paradigm we employ involves carefully balancing priorities and interde-
pendencies. This is supported by a strong commitment to maintaining data integrity, ensuring
robust security measures, and aligning with existing regulatory frameworks. The comprehen-
sive design configuration presented Figure 6.11 serves as an overview of system architecture
and design definition. One notable finding is the identification of an architectural alternative
that allows for the removal of the trusted party in the carbon credit issuance process. Based
on the findings of the context analysis, it has been determined that the involvement of trusted
entities in sustainable finance initiatives contributes to the lengthy duration of carbon credit
issuance. The potential of technological solutions to replace these parties holds promise in
expediting the process of issuing carbon credits while upholding established standards and
ensuring compliance.



System Evaluation

The responsibility of assuring the dependability and functionality of complex socio-technical
systems is of utmost importance in their development (Holt et al., 2015). This chapter fo-
cuses on system evaluation, which is a critical element in the process of system deployment
and utilisation and aims at answering the sub-research question:” How well do the proposed
architectures fulfil the specified requirements?”. The evaluation step and the previous steps
are displayed in Figure 7.1. This research focuses on two interconnected ideas crucial in
evaluating systems: verification and validation (Walden et al., 2015). Verification refers to
the systematic procedure of checking the accuracy and correctness of a system’s develop-
ment, ensuring that it aligns with its predetermined requirements and planned functionalities
(Holt et al., 2015). The primary objective is to assess the extent to which the system fulfils
its pre-established requirements. Verification, at its core, aims to address the fundamental
inquiry, if the system is built correctly. This phase facilitates the identification and resolution
of conflicts or faults that may have arisen throughout the design and development phases, so
guaranteeing that the system remains consistent with the initial vision. In contrast, the valida-
tion process is centred around assessing the extent to which the system effectively achieves
its intended objectives within the practical context of real-world usage. The primary objec-
tive of this inquiry is to address the fundamental query if the system fulfils its purpose (Holt
et al., 2015). Validation is a critical process that ensures the system adheres to its specified
requirements and effectively fulfils its users’ authentic needs and expectations. This phase
frequently includes user testing, real-world situations, and performance evaluations to verify
that the system functions as intended and provides the anticipated value. However, since the
systemis still in a conceptual state, the above-mentioned approaches are not suitable. For this
reason, expert interviews are conducted which represent stakeholder groups. Verification and
validation are two crucial components of system evaluation, playing a pivotal role in assessing
a system’s quality, reliability, and functioning prior to its deployment. The system evaluation
process employs two separate approaches to address the inquiries offered by verification and
validation. Initially, a thorough examination is conducted on the stipulations outlined in chap-
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Figure 7.1: Process model

ter 4 and subsequently correlated with the functionalities and logical constituents delineated
in chapter 5. The system architecture needs to be designed to effectively cater to the initial
identified requirements, hence meeting the needs of the stakeholders. The matrix depicted
in the Table C.3 illustrates the correlation between criteria and the entities stated above. The
second approach seeks to ascertain whether the system effectively achieves its intended ob-
jective. As delineated in chapter 1, this study’s system architecture and intermediate findings
are intended to guide project developers and act as input for information system developers
in their respective processes. Hence, the consultation of a specialised system engineer with
expertise in information systems is sought to assess the design and intermediate outcomes in
terms of their utility to the developers. Furthermore, an interview is conducted with a project
developer to assess the efficacy of the aforementioned deliverables from their standpoint.
Both interviews follow the same structure, sequentially discussing each main deliverable of
the research cycle steps. The interviewees comment on their usability and readiness for a
handover to project or information system developers.
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7.1. System verification

As previously mentioned, the author mapped the initial requirements onto functions and sys-
tem elements in Table C.3. Two categories are introduced, in green, the category for re-
quirements which are determined to be considered by the architecture. The other category,
orange, indicates that the architecture does not consider requirements or cannot be verified at
this stage. Since the architecture is in a conceptual stage, and certain requirements focus on
more detailed aspects, these requirements must be verified later. The following paragraphs
explain all requirements classified as orange. The author opted not to elaborate on the ful-
filled requirements because it is anticipated that the mapping onto functions in the verification
matrix would make it self-explanatory. In other words, the matrix should clearly indicate which
requirements have been met by the introduced functions, making additional explanations re-
dundant.

The system must facilitate scalability to encompass all future projects. The scalability
requirement cannot be verified at this stage due to pending decisions for the architecture. As
described, the centralised architecture performs better in regard to scalability when compared
to the decentralised alternative. However, also centralised architectures vary in scalability;
therefore, the requirement has to be verified at a later stage.

The system must facilitate the certification process for carbon credits, adhering to
standards such as Gold Standard and Fair Trade Climate Standard. The need to re-
ceive certification from the Gold Standard and Fair Trade Climate Fund is undoubtedly critical.
Both organisations provide very elaborate documentation on the certification of clean cooking
projects. However, neither of the organisations provides guidelines or requirements for inter-
acting with an information system such as the one proposed by this research. It is suggested
that the system architecture be reviewed and discussed with the above-mentioned stakehold-
ers.

The system must be designed to be user-friendly and self-explanatory for easy access
by project participants. & The system must be easy to use and understand for users of
all reasonable ages and levels of education. The user-friendliness is mainly determined
by the user interface. The need for an interface is discussed in chapter 5. However, it is not
detailed enough to evaluate if the requirement is fulfilled.

The system must connect with CRM and ERP systems of stakeholders. Similarly to
the previous requirement, stakeholders’ connectivity with CRM and ERP systems can not yet
be verified. This is influenced by the conceptual stage of the system but also by the lack of
knowledge of final stakeholders in the system.

The system must be affordable for low income households. To determine the cost of
the system, it needs to be further specified and leave the conceptual stage. In addition, the
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requirement specifies that the system must be affordable for households and does not specify
costs for other stakeholders. At the stage of the research it is not clear how the costs will be
distributed per stakeholder. Literature also defines the term affordable in the context of clean
cooking projects as variable (Gill-Wiehl et al., 2021).

The system must establish security measures to ensure the integrity, and confidential-
ity of processed personal data while not storing data longer than necessary or needed
for the defined purpose. Despite being a critical requirement, as previously explained, the
conceptual stage of the system and the lack of detailed design, prohibits this requirement from
being verified at this stage.

The system must ensure that individuals are not subject to automated decisions with-
out human intervention and must allow them to contest such decisions. The system
architecture currently does not incorporate the function of automatic decision-making. Never-
theless, data analysis functionalities are requested and incorporated into the system’s func-
tional architecture. How the outcomes are used cannot be determined now; therefore, the
requirement must be verified later.

Institutional requirements The following requirements cannot be verified due to two fac-
tors. The first is that legal expertise is necessary for a legal assessment, necessitating a
greater processing time than this project allowed. Therefore, further study on this is neces-
sary. The legal documents provided by the institutions were reviewed. However, compliance
can not be assured. The second factor is that the current development stage of the system
does not allow for a complete verification against legal documents resulting from the concep-
tual stage it is currently in.

» The system must be compliant with the Directive 2009/136/EC.

» The system must be compliant with the Data Act -Proposal.

» The system must be compliant with the Data Governance Act.

* The system must be compliant with the Communication Technologies Law No. 24/2016.
» The system must be compliant with the ePrivacy Directive (2002/58/EC).

* The system must be in line with customs, religion, tradition and norms given in the region
and community.

7.2. System Validation

The system validation makes use of expert interviews. One interview was conducted in col-
laboration with a company actively developing clean cooking projects. This approach has
been undertaken to capture the practical insights and perspectives of experienced practition-
ers working in the field. Furthermore, the second interview within this protocol has been con-
ducted with an experienced systems architect specialising in information system design. This
interview aims to provide valuable insights from an individual with the expertise to evaluate the
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readiness of the deliverables for further development. Combining these perspectives ensures
a comprehensive assessment of the various facets of the design cycle, ultimately contributing
to its validation and refinement.

7.2.1. Evaluation: Systems Engineer

Overall, the system engineer described the system architecture and intermediary results as a
fundamental step enabling developers to understand what the system needs to do and in what
context it has to be placed in. However, before the system is deployed, it was suggested that
all design steps be reviewed and further detailed to ensure a successful system deployment.
The key aspects to improve on discovered in the interview are mentioned below.

» The system engineer emphasised the importance of refining requirements before engag-
ing in system design to ensure a successful deliverable when the information system is
developed.

* The inclusion of a thorough cost analysis was recognised as an essential component to
make well-informed judgements and maximise the efficiency of the design, underscoring
the significance of considering financial limitations during the architectural process.

7.2.2. Evaluation: Project Developer

The project developer described the system architecture and the subsequent results as in-
sightful and helpful in facilitating an understanding of project developers. Some aspects of the
system architecture and the design process were described as being too "technical’. It was
also highlighted that other stakeholders should be consulted to ensure that their perspectives
are represented. The key points which need to be improved are listed below.

* It is suggested that all relevant parties engage in a comprehensive evaluation of the
deliverables to ascertain their efficacy from all perspectives

» There are specific components of the deliverable that are described as being too "tech-
nical.”

7.3. Key findings

The evaluation of a system architecture holds significant importance as it is a crucial check-
point for quality assurance- and to answer the sub-research question: "How well do the pro-
posed architectures fulfil the specified requirements?” (Holt et al., 2015). The utilisation of
this approach enables the detection and resolution of design deficiencies and incongruities
before the system’s progression in the developmental phase, therefore resulting in time and
resource conservation. Furthermore, the system evaluation process verifies that the architec-
tural design is in accordance with the expected functionality and requirements, mitigating the
potential for expensive difficulties that may arise after the system is deployed (Walden et al.,
2015). The chapter has highlighted the need for improvement according to two approaches.
Verifying functions and system elements against requirements has resulted in a list of require-
ments that have to be verified later for various reasons. The validation with experts has led to
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the insight that the architecture and intermediary results must be further developed for system
deployment. However, expert interviews have also shown that the level of technical detail is
not expected to be clear to every stakeholder, which conflicts with the idea of providing devel-
opment guidelines for project developers of clean cooking and sustainable finance projects.
The overall results of the system evaluation show that the system architecture is in coherence
with the requirements which could have been verified. Despite not all requirements being ver-
ified due to the reasons explained in this chapter, there is no violation of requirements. It's
important to note that while these results provide valuable insights into the system’s alignment
with current requirements, they should be interpreted carefully. A comprehensive verifica-
tion of the system architecture can only be achieved after further development, testing, and
refinement of the architecture.



Conclusion

This chapter concludes the research by answering the main research question. In addition,
societal and academic contributions of the research are discussed. Lastly, limitations to the
research and future research topics are elaborated.

8.1. Answering the main research question

This research presented a design science cycle according to Peffers et al. (2014) further de-
tailed by using systems engineering guidelines and best practices by Walden et al. (2015) to
elaborate a design of a multi-actor platform for the issuance of carbon credits. The following
sub-research questions are answered and reflected on to answer the main research question.

SQ1 What is the context of the system intervention? In order to examine the existing pro-
cedure of carbon credit issuance in clean cooking initiatives, an analysis was conducted on the
FCF case in Rwanda. The present investigation encompassed a comprehensive examination
of the stakeholders involved. The identification of pertinent stakeholders was accomplished by
utilising participatory observation techniques at the FCF and examining internal documents.
Furthermore, the researcher identified relevant institutional stakeholders through comprehen-
sive literature and documentation reviews. The carbon credit issuance process functions were
then assigned to the stakeholders. Furthermore, the stakeholders, who play a significant part
in the given context, were augmented by including the occupant’s role in the FCF instance. The
aforementioned study was subsequently employed to explicate the intricacies of the carbon
credit issuance procedure, furnishing a comprehensive perspective of the entire system. The
stakeholders were subsequently arranged in a grid format to represent the power dynamics
among them visually. The analysis led to the identification of key stakeholders and bottle-
necks within the process. The project developers, households, and verification bodies are the
three primary stakeholders who exert significant influence over the many capabilities inside
the process, demonstrating considerable power. The observation that a stakeholder with sig-
nificant influence contributes to a slower overall process is pertinent, as it is currently deemed

89
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infeasible to replace this stakeholder. The multi-actor environment, multinational institutional
actors, and intrinsic collaborative efforts pose additional obstacles.

SQ2 Which design principles and requirements define the system? In order to ascertain
the requirements and design concepts pertinent to the information system, the stakeholders
identified earlier were either subjected to interviews or their publicly available and internal pa-
pers were examined. In specific instances, the needs and requirements articulated by stake-
holders were rephrased to function as high-level requirements for the development of the sys-
tem. During the second phase, the requirements were classified into two distinct categories:
functional and non-functional requirements. This classification yielded a total of 15 functional
requirements and 22 non-functional requirements for the system. The non-functional criteria
were categorised into six distinct groups based on their respective types.

Scalability (1 requirement)
» Compliance (9 requirements)

» Performance (2 requirements)

L]

Usability (2 requirements)

* Process (7 requirements)

Interface (2 requirements)

Two distinct categories of requirements are significantly larger compared to the remaining
categories, specifically the "compliance” and "process” requirements. Although the "process”
requirements only have a limited connection to the information system design as they mostly
pertain to the deployment procedure of the system, they have not been disregarded to guar-
antee that all stakeholder needs are taken into account during the design phase. The sub-
sequent collection of requirements, which was notably larger, pertained to compliance. In
the subsequent phase, a comprehensive analysis was conducted on the functional require-
ments to ascertain their relationships with various non-functional requirements groups. Unlike
functional requirements, non-functional requirements do not directly impact the system’s func-
tionality. Instead, they shape the functions given by the system’s functional requirements. In
order to identify the relationships between functional and non-functional requirements, their ef-
fects on each other were documented. The comprehensive compilation of requirements and
principles addresses the sub-research question. It is important to highlight that the project
developer inputs a significant proportion of functional requirements, whereas a considerable
portion of non-functional requirements, particularly those pertaining to "compliance,” are typi-
cally provided by institutions.

SQ3 Which architecture designs can facilitate the specified requirements? For the ar-
chitecture design phase, the author divided the answer to the sub-research question over two
chapters, chapter 4 and chapter 5. The initial chapter examines the functional requirements
of the preceding sub-research question and utilises them to deduce functions for the system.
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As a consequence, a total of ten functions were identified as necessary for the system to ef-
fectively fulfil its intended overall functionality. These functions are referred to as functional
system elements. The functions were further examined in terms of their interrelationships.
The functions and their interconnections were assigned toslogical sub-systems in the subse-
quent phase. The process of categorising elements into logical sub-systems is intended to
identify functions with a tight relationship and can be associated with technological resources
in subsequent stages. Consequently, four distinct logical subsystems emerged, with the "data
handling system” encompassing six out of the ten overall functions. The other logical sub-
systems, namely the "communication system,””
encompass the remaining four functions. These findings facilitated the understanding that the
’data handling system” is the subsystem requiring the most attention since it also incorporates
the functions most restricted by "compliance” requirements. The logical system elements ex-
hibit interconnections among themselves and with stakeholders, which engage with specific
logical system parts. This stage is conducted in order to ascertain the various interfaces that
are necessary. The interfaces can be classified into two categories: external interfaces and
internal interfaces. The external interfaces are further delineated based on their respective
utilisation: machine-to-machine interfaces and interfaces designed for human interaction.
The second chapter, chapter 5, picks up on the previous and provides more detail about the
logical system elements and the system’s deployment. The process requirements that were
previously obtained are utilised as input to delineate the necessary steps of the process prior
to system deployment, to guarantee adherence to the aforementioned requirements.

In the subsequent phase, additional elaboration is presented regarding the system’s con-
stituent elements. The data handling system garners significant attention due to its extensive
and relevant functions, leading to the decision to offer two alternatives for it. The system el-
ement has been enhanced with comprehensive information pertaining to data governance,
processing and storage, as well as its software and hardware interfaces. The first alterna-
tive presents a decentralised high-level architecture for the "data handling system,” whereas
the subsequent alternative outlines a centralised solution. The chapter additionally presents
theoretical frameworks that can be utilised to facilitate the decision-making process on archi-
tectural choices.

payment system,” and “visualisation system,”

The other subsystem receiving noteworthy attention in the design is the "payment system”.
This originates from the crucial need to reimburse the project subjects financially. A locally
available payment service integration is discussed.

The other two systems are determined as enabler systems by the author and, therefore, are
not suggested to be designed, but external solutions should be used. Ensuring the function-
alities of these systems is achieved via a focus on the interfaces with them.

In summary, the sub-research question is answered by providing two different architectures
and frameworks for guidance in the decision process for these.

SQ4 How well do the proposed architectures fulfil the specified requirements? The
system evaluation verifies and validates the system architecture. The researcher has verified
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the requirements by mapping the functions and logical system elements. The resulting matrix
was then analysed for requirements which are not fulfilled by the system architecture. Overall,
14 requirements can not be verified at this stage of system development. Two main reasons
are identified for the non-verified requirements. The first is the high-level architecture, which
does not allow for a detailed analysis to verify requirements. In simpler terms, it means that
design decisions have not been made at this stage, and more details have to be added to
determine if requirements are violated or met. The second reason is the lack of resources to
assess the legal documents fully. It can not be guaranteed that the various legal documents
were interpreted correctly and have only been reviewed on a high level. Therefore, all require-
ments concerning compliance with legal documents are considered not fulfilled. The system
validation, concerning its usability in practice, was conducted via the use of interviews. Two
experts were tasked with answering the usefulness of the system architecture and interme-
diary results from two different perspectives. The expert in systems engineering reflected on
the usability of the system model, hence the system architecture and all intermediary results,
to information system developers. It was indicated that the system model’s level of detail is
insufficient to start development. All system model aspects must be further detailed but fulfil
the requirements for a high-level systems model. The second expert is a project developer
who reflected on the usability of the research for project developers. This perspective requires
a less technical view and aims to facilitate an understanding of the system model. However,
the interview led to the insight that certain aspects of the system model are indeed described
as too "technical”.

Overall, the proposed architecture fulfils the functionalities requested by stakeholders. Nev-
ertheless, 14 out of 37 requirements are not verifiable at this stage of system development,
which is a significant amount. The system model, however, still meets its purpose of providing
guidance to the project developer.

What is a possible design for a digital multi-actor platform for the issuance of carbon
credits? The study aimed to develop a multi-actor platform designed to facilitate the issue
of carbon credits in clean cooking projects. To accomplish this objective, the study presents a
design cycle, utilising a case study conducted in the specific setting of Rwanda. Additionally,
the study proposes a system architecture and offers decision-making frameworks to guide
significant decisions pertaining to the design of the system. The problem context discussed
in chapter 1 serves as input to answer the question. The design was intended to improve on
the existing process, with a particular emphasis on the length of the certification process, the
cost of registration, presumptions regarding cookstove usage, and the lack of transparency.

All of these issues were addressed in the design that was provided in this research, which is
anticipated to make a considerable improvement. The answer to the first sub-research ques-
tion was that the system’s verification and certification bodies are responsible for the lengthy
certification procedures. An approach that would enable the exclusion of these parties and
fully automate the certification process while ensuring trustworthiness through the use of inno-
vative technologies is the decentralised system architecture given in chapter 5. If verification
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and certification authorities are open to joining the proposed system, the centralised architec-
ture is also anticipated to speed up the certification process.

As a result, the cost of registration is anticipated to decrease even though this research cannot
guarantee it due to a lack of cost estimates. The technology offers a starting point for reducing
the amount of human effort during the process, therefore reducing costs.

By using loT technology to monitor the cookstove, the third point—the assumption regarding
the use of the stove is addressed. The method eliminates the use of assumptions and can
measure the usage.

The lack of transparency was the final significant factor in the problem scenario. The system
adds a feature that can expose all system transactions to parties with access to this data while
transparently tracking them all.

The author believes that because the system answers all of the initial issues and the sub-
research questions, the main research question, which was formulated to address these chal-
lenges, is answered.

In summary, the comprehensive research undertaken to address the main research question
and its four sub-research questions has provided valuable insights into designing a digital
multi-actor platform for carbon credit issuance in the context of clean cooking projects.

SQ1 The first sub-research question revealed the complex stakeholder landscape, with
certain entities holding significant power and the potential for bottlenecks in the credit reg-
istration process. This understanding is vital in designing interventions that address these
dynamics effectively since it highlights the inherent complexities of such a design.

SQ2 The second sub-research question emphasised the paramount importance of regu-
latory compliance in carbon credit issuance and the diverse network of requirements interde-
pendencies. This underscores the need for a comprehensive, stakeholder-inclusive strategy
in system design.

SQ3 The third sub-research question culminated in a comprehensive architecture that
underlines the significance of the "data handling system” and the challenges of choosing al-
ternatives within it. This chapter also identified the potential for technology to replace trusted
parties, potentially expediting the credit issuance process.

SQ4 The fourth sub-research question engaged in system evaluation, revealing a coher-
ent alignment of the system architecture with the requirements that could be verified. How-
ever, it is crucial to interpret these results carefully, recognising that full verification can only
be accomplished after further development and refinement of the architecture.

Addressing Core Problems of Clean Cooking Projects This research has successfully
addressed fundamental challenges that concern clean cooking projects. The result is an in-
formation system architecture that effectively resolves these issues and lays the foundation for
a more streamlined, transparent, and impactful future for carbon credit issuance within clean
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cooking initiatives.

One of the primary obstacles the research addresses is the duration of the certification pro-
cess. By introducing an architecture designed to optimise data management and data acces-
sibility for diverse stakeholders, we anticipate a notable reduction in certification time. Ad-
ditionally, the prospect of transitioning to technology-driven verification procedures promises
swift, automated certification processes. This enhancement expedites the process and en-
hances the overall efficiency of the carbon credit issuance process.

The information system also addresses the second challenge, carbon credit registration costs.
As the certification process becomes more efficient and automated, a corresponding reduc-
tion in associated expenses is anticipated. This cost-effectiveness improves clean cooking
projects’ economic viability.

The third pivotal issue, namely the assumptions regarding cookstove usage time, has been ef-
fectively resolved by introducing a monitoring device. Therefore, the information system relies
on precise measurements rather than assumptions, resulting in a significantly more accurate
data collection process and, by extension, more reliable carbon credit calculations.

The architecture ensures targeting the transparency issue by the seamless interconnection
of data related to cookstove usage, users, emission reductions, carbon credits, and credit re-
cipients, offering a comprehensive and transparent view of the entire process. This elevated
level of transparency instils confidence among stakeholders and addresses concerns raised
in recent research regarding the potential over-issuance of credits.

The research has presented a comprehensive and transformative approach to the persis-
tent challenges confronting clean cooking projects. The architecture conceived effectively
resolves these core issues and sets the stage for more environmentally responsible, efficient,
and sustainable clean cooking initiatives. It contributes to collective environmental and health
objectives.

8.2. Adaptability of the Designed Information System Architecture
The designed information system architecture, tailored for clean cooking projects in the spe-
cific context of Rwanda, the author assumes that it possesses a crucial quality that enables
broader applicability: adaptability. While the architecture is meticulously crafted to address
the intricacies of the clean cooking project in Rwanda, it is intentionally kept on an abstract
level to serve as a foundation that can be flexibly adapted to different contexts and projects
within the realm of carbon credit issuance. The value of the design cycle steps and the com-
prehensive explanations within them extends beyond the boundaries of Rwanda. Project de-
velopers engaged in clean cooking initiatives in various geographical and operational contexts
can leverage the principles and methodologies outlined in this research. By doing so, they can
tailor the architecture to suit their unique needs while benefiting from the structured design ap-
proach that considers functionality, compliance, and adaptability. Thus, The research serves
as a valuable reference guide for practitioners looking to embark on similar endeavours, of-
fering an exemplary system design process. Another key factor enabling the adaptability of
the information system architecture is its uniformity in data collection. This characteristic is
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integral to the architecture, enabling it to cater to clean cooking projects and other initiatives
where data collection is imperative to issuing carbon credits. The author believes that the
system, due to its high level of abstraction, can also be adapted to fit a context outside of sus-
tainable finance projects. For projects requiring a similar basic concept of collecting, storing
and processing data in a way in which data is kept confidential, and the processes need to be
executed compliant, the research and the produced system architecture can serve as valuable
input. In essence, the level of abstraction, and therefore, its adaptable nature of the designed
information system architecture, positions it as a versatile tool that transcends the confines of
a single context.

8.3. Societal contribution

The system design presented in this research study exhibits considerable promise for the Fair-
ClimateFund and similar endeavours within clean-cooking and sustainable financing domains.
There are numerous significant benefits associated with its implementation in these particu-
lar circumstances. The model presented in this study serves as a tool for understanding the
complexities of the design process in the fields of clean cooking and sustainable financing.
Presenting a model design cycle assists stakeholders in acquiring a comprehensive under-
standing of the structured process of creating information systems to meet similar require-
ments. Additionally, the model showcases a comprehensive and adaptable system design
that demonstrates versatility and applicability outside its initial context. The versatility of this
reference design allows for its use as a foundational reference architecture in sustainable fi-
nance initiatives. The inherent flexibility of the system architecture allows project developers
and stakeholders to customise the contextual aspects to suit their own initiatives. The pro-
jected result of this endeavour is a higher adoption rate of information systems in different
initiatives, which is anticipated to address the difficulties and obstacles commonly associated
with projects of a similar kind. The collaborative attempt described herein plays a crucial role
in tackling the issues associated with clean cooking, sustainable financing, and related initia-
tives, hence promoting the overall sustainability agenda.

8.4. Academic contribution
The academic literature has a deficiency in the accessibility of reference architecture and de-
tailed guidelines specifically designed for clean cooking projects that aim to utilise information
technologies in order to tackle the inherent problems and obstacles associated with their en-
deavours. This study aims to address this gap by providing two significant contributions:
First and foremost, it provides a carefully organised and systematic design cycle as a
demonstrative example for developing information systems specifically designed to facilitate
clean cooking projects. The design cycle outlined in this research functions as a pragmatic
guide for stakeholders, facilitating the stages of context analysis, requirements elicitation and
system architecture design of information systems that are specifically developed to meet the
distinct requirements of clean cooking initiatives.
Additionally, this study presents a reference architecture that is designed to function as a basic
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structure. The provided reference architecture holds the potential to benefit researchers and
practitioners in the field of information systems who aim to expand its utilisation in sustainable
finance projects. By providing this reference architecture, the research aims to build an initial
foundation to facilitate a more comprehensive investigation into the deployment of information
systems in sustainable finance.

The aforementioned contributions aim to address a deficiency in the academic domain. They
offer practical advice for clean cooking initiatives and establish a strong basis for extending
information systems in the wider field of sustainable financing. Through these endeavours,
our aim is to facilitate the development of novel solutions, foster more research, and promote
the collaborative goal of sustainability within these areas.

8.5. Limitations

Various limitations have substantially influenced the approach and consequences of this aca-
demic research, operating within its defined scope. It is imperative to recognise and accept
the significance of these restrictions, which include data sources, stakeholder participation,
legal restraints, and the author’s competence in the legal domain.

The utilisation of data obtained from private enterprises gives rise to an inherent constraint.
The potential for bias in the available data may increase, impeding our capacity to obtain
thorough insights. A comprehensive approach involving meticulous data validation and cross-
referencing techniques has been implemented to address this issue. A second aspect is the
relatively low number of stakeholder interviews and the lack of verification cycles with stake-
holders after every intermediary design step. Enhancing stakeholder representation is ex-
pected to provide more reliable insights. Although attempts have been undertaken to involve
a wide range of stakeholders, it is imperative to acknowledge the potential constraints inherent
in the breadth of interviews. To enhance the comprehensiveness of future research endeav-
ours, broadening the pool of individuals interviewed may be imperative to embrace a more
diverse array of opinions. This measure would guarantee that the system effectively caters to
the diverse and complex requirements and anticipations of all parties involved.

Another factor limiting the research was legal limitations. The capacity to conduct direct in-
terviews with households has been restricted due to legal requirements. The aforementioned
limitations, which are crucial for protecting individuals’ privacy and legal entitlements, impose
restrictions on our ability to understand the perspectives and experiences of end-users inside
households. To address this constraint, we have utilised other methodologies and sought in-
put from additional stakeholders and desk research to enhance the comprehensiveness of our
assessment.

The last factor is the lack of resources to assess the legal context fully. Considering the geo-
graphical dispersion of the system’s stakeholders, who are situated in several countries and
are subject to distinct legal frameworks and rules, it is very advisable to involve the expertise of
a legal professional. The knowledge of legal experts in this field is crucial for conducting com-
prehensive evaluations of legal documents and guaranteeing full adherence to system-wide
regulations, especially when dealing with the intricate aspects of international legal norms and
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obligations.

In summary, these constraints highlight some of the complexities and difficulties that are asso-
ciated with academic research in socio-technical systems and system engineering in general
due to requiring multiple domains to collaborate to achieve a common goal (Konrad & Bohle,
2019). Itis crucial to acknowledge and overcome these limitations in future research endeav-
ours to improve the comprehensiveness and validity of our findings by combining research
efforts from various domains. This will ensure that our results accurately reflect the complex
nature of the system and its operational environment.

8.6. Future research topics

One important area for future investigation is refining the system architecture designed ex-
pressly for clean cooking initiatives. Given the promising outlook of information systems in
these projects and the project’s relation to tackling concerns related to the environment and
health, itis crucial to enhance the system architecture in order to deploy the system. A practical
implementation of the system is an essential research component. The empirical validation of
this study will offer significant insights into the system’s functioning, practicality, and flexibility
within the specific context of clean cooking projects. A pilot of this nature ought to be under-
taken in cooperation with essential stakeholders, such as local communities, clean cooking
organisations, and regulatory bodies, to guarantee a thorough evaluation of its practicality in
real-world scenarios. This procedure will additionally provide insights into potential obstacles
and possibilities for improvement.

The second pivotal domain of study revolves around stakeholder involvement and system ac-
ceptance in the context of clean cooking initiatives, focusing on the role of verification and
certification entities. To facilitate the effective incorporation of information systems into clean
cooking initiatives, it is imperative to thoroughly examine the various players involved, encom-
passing governmental entities, non-governmental organisations, and industry participants, to
engage them in the system design process actively. The study should investigate the extent
to which verification and certification authorities are inclined and prepared to collaborate with
information systems. The verification and certification processes are crucial in ensuring the
dependability and compliance of clean cooking solutions with global standards and quality
criteria. Examining how these entities can be incorporated into the system development pro-
cess is of utmost importance. This study should aim to comprehensively examine the various
motivations, obstacles, and cooperation procedures that are necessary for effectively engag-
ing verification and certification bodies. Exploring mutual benefit should also examine how
information technology can effectively speed up verification processes, alleviate administra-
tive costs, and boost transparency for these organisations. This, in turn, can contribute to the
better acceptance and market availability of clean cooking solutions.

An essential area for future research involves thoroughly analysing the transnational legal
regulations requiring compliance while incorporating information systems in clean cooking ini-
tiatives. Given the frequent cross-border nature of these efforts and their adherence to a
complex network of international regulations, it is crucial to involve legal professionals with
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the necessary expertise to traverse and evaluate the convoluted legal framework effectively.
The aforementioned areas of future research are expected to be fundamental to the future
success of information systems in clean cooking projects.

8.6.1. Enhancing Research Methodology

In addition to the above-mentioned future research recommendations, the author suggests
improvement on design science research methodologies. Both approaches combined by the
author exhibit a similar structural framework; however, they diverge significantly in the level
of detail they provide for implementation. Design Science Research Methodology (DSRM)
furnishes a high-level depiction of artefact generation for research purposes. While DSRM
aligns with the objectives of this research, it lacks granularity in the execution of individual steps
within the design cycle. The selected systems engineering approach offers comprehensive
guidance to address this deficiency, breaking down DSRM design cycle steps into sub-steps.
Nevertheless, adhering to the extensive detail of the systems engineering approach surpasses
the available resources for this research project. Consequently, the author has selectively
incorporated the systems engineering approach in areas necessitating deeper insight. This
selective integration has resulted in varying levels of system abstraction within different design
cycle steps, a situation deemed suboptimal. In light of this, the author recommends that DSRM
research should emphasize the development of methodologies to address these challenges,
particularly in the context of conceptual designs.

8.7. Ethical reflection and personal opinion

Clean cooking initiatives have arisen as possible undertakings in the pursuit of sustainable de-
velopment, intending to address environmental and health issues such as indoor air pollution
and deforestation (Diehl et al., 2018). This is particularly relevant in regions such as Rwanda.
Nevertheless, it is crucial to conduct a thorough examination of the ethical aspects associated
with these initiatives. Some of these aspects are discussed in the following paragraphs.

External Interference in Foreign Countries Implementing clean cooking initiatives in for-
eign countries raises ethical concerns about external intervention. Although the underlying
motives may be commendable, the imposition of solutions by external entities can be per-
ceived as a potential infringement upon the sovereignty and self-determination of the recipient
nation (Schmidt, 2018). The question arises as to whether interventions should prioritise the
needs and aspirations of the host community over external agendas, prompting the need for
reflection.

Foreign Ownership on Local Enterprises The presence of foreign ownership in domestic
enterprises, specifically in the context of pellet manufacturing firms in Rwanda, gives rise to
ethical considerations about economic autonomy and ownership (Appiah-Kubi et al., 2020).
There are concerns regarding the eventual beneficiaries of these endeavours. The ethical
implications of the issue extend beyond its economic dimensions, encompassing power dy-
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namics, the utilisation of resources, and the empowerment of local communities.

Pro-Poor Principle in Achieving Equitable Benefit Distribution The ethical problem arises
from the lack of a transparent allocation of advantages stemming from clean cooking initiatives,
thereby perpetuating existing inequalities and injustices. To tackle this issue, it is advisable to
employ the pro-poor principle. This principle prioritises the most economically disadvantaged
and marginalised groups within society to ensure that they receive significant advantages and
gains from these initiatives (Ravallion & Chen, 2003).

Considering the intricacies associated with external interventions, ownership structures, and
benefit distribution is imperative. From an ethical standpoint, the objective must be to create
a fair and morally sound system to govern clean cooking initiatives to promote environmen-
tal sustainability, social justice, and community empowerment, specifically in the context of
Rwanda.

8.8. CoOSEM programme linkage

The CoSEM program provides a comprehensive academic curriculum focusing on the prin-
ciples and methodologies of designing socio-technical systems. This research is strongly
aligned with the curriculum of the CoSEM program, as it explores the creation of a system
that is firmly embedded inside a technical, legal and social multi-actor context. The resulting
artefact exemplifies the integration of advanced technical capabilities and thorough adherence
to procedural and legal obligations while incorporating various stakeholder perspectives. This
research aligns specifically well with the Information and Communication track in the CoSEM
program. Fundamentals, such as architecture, service, and platform design are inherently
connected to creating an information system architecture, which can be described as a plat-
form. In conclusion, the CoSEM program has proven to be a crucial foundation for under-
standing and effectively managing the complexity of developing socio-technical systems and
this research. This study, which is grounded in the Information and Communication field,
represents a concrete manifestation of the ideas of the program. It utilises a wide range of
concepts from several courses to create a technologically advanced system that is sensitive
to the complexities of its legal and social environment.
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Appendix C

Index | Interviewee Date and time Protocol Type Appendix
used
11 Project July 28th, 2023 IP1 Requirement | section C.2
developer elicitation
12 Purchasing August 11th, 2023 IP1 Requirement | section C.3
party elicitation
13 Cookstove August 1st, 2023 IP1 Requirement | section C.4
provider elicitation
14 Fuel provider | August 18th, 2023 IP1 Requirement | section C.5
elicitation
15 System September 7th, 2023 P2 Validation section D.2
Engineer
16 Project September 8th, 2023 P2 Validation section D.3
developer

Table C.1: Interviews overview
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C.1. (IP1) Interview protocol requirements elicitation

This Interview protocol was used to elicit requirements from the interviewed party. The protocol
served as a foundation. However, deviations from the protocol were encouraged to enable
the discovery of non-anticipated topics relevant to the interviewed party in the context of clean
cooking projects. The interview protocol structure is shown in the following section.

Research objective The main objective of this interview is to elicit requirements from a party
directly involved in clean cookstove projects.

Interview type Semi-structured interview
Interview Length and Format Approximately 45 to 60 minutes via video call

Interview steps

* |Introduction of research

» Background information

— Relationship of the interviewed party and clean cooking projects

» Understanding the current process

— Are there any challenges or limitations in the process of your involvement in clean
cooking projects currently or being anticipated?

* Requirements for the information system

— Are there any features or functions you envision for the information system?

— Are there any specific data points you would like to capture with the information
system?

— Are there any preferences or concerns regarding the system’s usability and inter-
face?

* Closing

— Is there any additional insights or comments you may have?
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C.2. (I1) Interview project developer summary
Date: July 28th, 2023
Channel: MS Teams

Overview: The interviewee represents the Fair Climate Fund, an organization involved in
sustainable development projects. The interviewer seeks to gather information about the
project developer’s requirements and expectations for a digital platform to manage carbon
emissions data from cookstoves and facilitate the carbon credit certification process.

Platform Functionality: The project developer envisions a platform to collect, manage, and
verify carbon emissions data from cookstoves used in sustainable development projects. The
platform should facilitate the certification process for carbon credits through compliance with
standards such as Gold Standard and Fair Trade Climate Standard. Privacy regulations and
concerns about sharing project participants’ names and faces should be considered when
designing the platform.

Data Collection and Transfer: Data should be collected from cookstoves in near real-time,
with the possibility of monthly intervals for data transfer. Data transfer from cookstoves to the
platform should be fully automated or seamless. The project developer acknowledges the cost
considerations of real-time data transfer and emphasizes the importance of cost efficiency.

Scalability: The platform must be scalable to accommodate all projects the Fair Climate
Fund undertakes in the future. The developer aims to connect all projects to the platform to
streamline data collection and certification of carbon credit. Country-specific requirements and
regulations may impact scalability plans and need to be considered.

Usability, Training, and Support: The platform should be user-friendly, self-explanatory,
and easily accessible to project participants. User training will be necessary to collect accu-
rate data and ensure the platform’s practical use. Data analysis on the platform could help
identify inconsistencies and abnormalities, contributing to more accurate project assessment
and carbon credit calculation.

Cookstove Lifecycle and Replacement: The project developer acknowledges the need
for cookstove replacements after a certain lifespan (around 3-5 years). Financial models for
carbon credit payments could be used to fund replacements and encourage the continuous
use of improved cookstoves. Compliance with Standards: The project developer emphasizes
adherence to carbon certification standards, particularly Gold Standard and Fair Trade Climate
Standard. Compliance with financial accounting standards is also essential, with annual audits
conducted by accountants.
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Conclusion: The project developer expresses the dynamic nature of the development pro-
cess and the challenge of aligning ideas with changing regulations. Collaboration with other
organizations developing similar technology is considered to avoid duplication of efforts.
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C.3. (I2) Interview purchasing parties
Date: August 11th, 2023
Channel: MS Teams

Overview: The interviewee represents a company providing other organizations with infor-
mation system hardware in the Netherlands. The company has purchased carbon credits
previously.

Reasons for Purchasing Carbon Credits: The interviewee explains that the Dutch Gov-
ernment requires their organization to compensate for carbon emissions resulting from their
operations. This results from directly supplying the Dutch government with hardware compo-
nents. These supplier contracts by the Dutch government require the supplier to offset the
emissions resulting from the operations necessary to supply the hardware.

Data and Verification Process: The interviewee explains that they provide a certification
to the government as proof of their carbon credit purchase and offset. However, it is empha-
sized that tracking the actual impact and utilization of this data is challenging. The interviewee
mentions another organization offering offsetting carbon emissions, which provides a dash-
board showing the impact of carbon credit projects. The interviewee believes such a visual
representation would be valuable for their organization.

Future Changes and Needs: The interviewee expresses the need for more transparency
and visualization of the carbon credit impact, similar to the dashboard’s functionality mentioned
above.

Conclusion: The conversation concludes with the interviewee indicating they are receptive
to information systems that provide more transparency, real-time tracking, and visualization of
carbon credit impact.
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C.4. (I3) Interview cookstove provider
Date: August 1st, 2023
Channel: MS Teams

Overview: The interviewee works for MimiMoto, a company that designs and produces Tier
4 cookstoves designed to work on compressed biomass pellets.

Carbon Reduction Monitoring: Carbon reduction in these projects is monitored using Gold
Standard methodologies, which involve calculations based on fuel usage and cooking time.

Proposed Information System Features: The interviewee suggests that an information
system could track the cooking time for each cookstove. Monitoring cooking time enables
predictive maintenance and provides information on cookstove durability.

Integration with Information System: The interviewee discusses the challenges and ben-
efits of integrating real-time monitoring with an information system. While real-time monitoring
is possible, the practical implementation depends on the distributors’ capabilities if the sys-
tem still needs to be fully automated. The interviewee refers to the collection of data via fuel
providers.

Ideal Integration and Considerations: The interviewee explains that while real-time moni-
toring is technically possible, costs must be weighed. The interviewee mentions an interest in
exploring real-time monitoring options, potentially through memory chips or a more compre-
hensive network.

Conlcusion: The conversation highlights the challenges and opportunities in clean cooking
projects and the potential benefits of integrating an information system for better monitoring
and scalability.
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C.5. (I4) Interview Fuel provider:
Date: August 18th, 2023
Channel: MS Teams

Overview This interview covers the perspective of the fuel provider on the information sys-
tem under design.

Data Protection Laws in Rwanda The conversation commences with a discussion concern-
ing data protection laws in Rwanda, which resemble the GDPR and compliance with one of
the regulatory frameworks is also expected to resolve compliance issues with the counterpart.

Customer Management System (CRM) The interviewee provides an overview, explaining
that the CRM system is designed to track customer data, contracts, sales, and interactions.
Additionally, it facilitates cashback processes related to carbon credits, with all transactions
conducted through the mobile money system.

Cashback System The interviewee elaborates on the cashback system, which offers cus-
tomers financial incentives based on their clean cookstoves and pellets purchases. He under-
scores the integration of this system with the mobile money platform for seamless transactions.

Cookstove Usage Data Collection The interviewee mentions an ongoing trial involving
GPS trackers embedded in stoves to gather usage data, which can then be correlated with
pellet purchases. The primary objective of this initiative is to facilitate data analysis and gain
insights into cooking patterns.

Insights from the Trial The interviewee provides insights into the ongoing trial, emphasizing
its additional goal to validate the accuracy of usage data and discern cooking patterns. This
includes understanding the duration of stove usage, typical cooking times, and variations in
cooking patterns throughout the day.

Conclusions: In conclusion, this conversation delves into critical aspects of data protection

compliance, the functionalities of the CRM system, the collection of cookstove usage data,
and initial findings from the ongoing trial.

C.6. Requirements tables



Table C.2: Requirements grouped according to stakeholder

Stakeholder Role occupant Document\interview Index |Requirement (R) Type
1 Project developer Fair Climate Fund Interview project developer RF1.1 | The system must collect, manage, and verify carbon | Functional
emissions data from cookstoves.
RF1.2 | The system must enable data analysis to identify in- | Functional
consistencies and to enable project assessment and
carbon credit calculation.
RF1.3 | The system must reimburse project subjects finan- | Functional
cially.
RF1.4 |The system must transparently show all financial | Functional
flows in the process of carbon credit issuance.
RF1.5 | The system must link carbon credits to the project | Functional
subject and the project subject context such as region
and community.
RNF1.6 | The system must facilitate scalability to encompass | Scalability
all future projects.
RNF1.7 | The system must facilitate the certification process | Compliance
for carbon credits, adhering to standards such as
Gold Standard and Fair Trade Climate Standard.
RNF1.8 | The system must collect data from cookstoves in near | Performance
real-time, or at least in reasonable intervals of 2-4
weeks.
RNF1.9 | The system must be designed to be user-friendly and | Usability
self-explanatory for easy access by project partici-
pants.
RNF1.10 The system must connect with CRM and ERP sys- | Interface
tems of stakeholders
2 Funding parties N\A N\A N\A N\A
3 Cookstove provider Mimi Moto Interview cookstove provider RF3.1 | The system must enable data analysis for predicitve | Functional
maintenance analysis.
4 Fuel provider BioMassters Interview fuel provider RF4.1 | The system must enable data analysis to more suc- | Functional
cesfully target project application areas.
RNF4.2 | The system must ensure free, prior and informed | Process
consent processes with people and local communi-
ties.
5 Project subject Rwanda households | Uwamariya, M., & Loebbecke, C. (2020). Learning from the | RNF5.1 | The system must tie in with the local payment mech- | Interface

mobile payment role model: lessons from Kenya for

anisms.
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neighboring Rwanda. Information Technology for Develop-
ment, 26(1), 108-127

Schlag, N., & Zuzarte, F. (2008). Market barriers to clean | RNF5.2 | The system must be encompassed with trainings on | Process
cooking fuels in sub-Saharan Africa: a review of literature. how it is used.
Vigolo, V., Sallaku, R., & Testa, F. (2018). Drivers and bar- | RNF5.3 | The system must be affordable for low income house- | Performance
riers to clean cooking: a systematic literature review from holds.
a consumer behavior perspective. Sustainability, 10(11),
4322.
Diehl, J. C., van Sprang, S., Alexander, J., & Kersten, W. | RNF5.4 | The system must be easy to use and understand for | Usability
(2018, October). A scalable clean cooking stove matching users of all reasonable ages and levels of education.
the cooking habits of Ghana and Uganda. In 2018 IEEE
Global Humanitarian Technology Conference (GHTC) (pp.
1-8). IEEE.
Filewod, B., Mercer, L., Pierfederici, R., & Groom, B. (2023). | RNF5.5 | The system must ensure free, prior and informed | Process
Response to the UNFCCC’s A6. 4-SB005-A02 Information consent processes with people and local communi-
Note: Guidance and questions for further work on removals. ties.
6 Verification bodies Gold Standard Document: Site Visit and Remote Audit Requirements and |RF6.1 |The system must enable communication with | Functional
Procedures projects subject for verification bodies.
RNF6.2 | The system must document and provide evidence of | Process
the agreement mentioned in 6.3.
RNF6.3 | The system must be subject to a mutual agree-|Process
ment between project developer, verification body
and project subject for using it in remote assess-
ments, following information security, data protec-
tion, and host country regulations.
7 Purchasing parties Computacenter Interview purchasing parties RF7.1 | The system must provide projet impact visualization. | Functional
8 International institutions | European Institu- | The protection of naturlal persons with regard to personal |RF8.1 |The system must maintain documentation and |Functional
tions data (EU) 2016/679 (Genera Data Protection Regulation) demonstrate compliance with GDPR principles and
regulations.
RF8.2 | The system must allow data subjects to request ac- | Functional
cess to their personal data and provide it in a struc-
tured, commonly used, machine-readable format.
RF8.3 | The system must enable data subjects to request cor- | Functional
rection of inaccuracies in their personal data.
RF8.4 | The system must enable data subjects to request the | Functional

deletion of their personal data under specific circum-
stances.
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RF8.5 |The system must permit data subjects to object to | Functional
specific data processing activities, including direct
marketing.
RF8.6 |The system must facilitate data subjects’ ability to | Functional
receive their personal data in a portable format and
transfer it to other services.
RNF8.7 | The system must provide clear, concise, and eas- | Process
ily understandable information to data subjects about
how their personal data will be processed, including
the purposes, legal basis, retention period, and their
rights.
RNF8.8 | The system must establish security measures to en- | Compliance
sure the integrity, and confidentiality of processed
personal data while not storing data longer than nec-
essary or needed for the defined purpose.
RNF8.9 | The system must ensure that individuals are not sub- | Compliance
ject to automated decisions without human interven-
tion and must allow them to contest such decisions.
On Universal service and users’ right relating to e-|RNF8.10 The system must be compliant with the Directive | Compliance
communications networks and services (Directive 2009/136/EC.
2009/136/EC)
Harmonised rules on fair access to and use of data (Data Act | RNF8.11| The system must be compliant with the Data Act - | Compliance
-Proposal) (To be considered) Proposal.
European data governance and amending Regulation (EU) | RNF8.12 The system must be compliant with the Data Gover- | Compliance
2018/1724 (Data Governance Act) nance Act.
9 National Institutions 1 Rwanda Institutions | Relating to the Protection of Personal Data and Privacy Law | RNF9.1 | The data controller in the system must be registered | Process
No. 58/2021 with the Rwandan Cyber Security Authority.
RF8.1-
RNF8.13
Governing Information and Communication Technologies | RNF9.2 | The system must be compliant with the Communica- | Compliance
Law No. 24/2016 tion Technologies Law No. 24/2016
10 National Institutions 2 | Dutch Institutions ePrivacy Directive (2002/58/EC) RNF10.1 The system must be compliant with the ePrivacy Di- | Compliance
rective (2002/58/EC)
Dutch GDPR Implemenation Act RF8.1-
RNF8.13
11 Infromal Institutions Rwandan/Dutch Customs/Religion/Traditions/Norms RNF11.2 The system must be in line with customs, religion, tra- | Compliance
Institutions dition and norms given in the region and community.
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Table C.3: Requirements to functions mapping

Logical system element/Process

LSE1 Data handling system LSE2 LSE3 LSE4 Visualization Deployment process
step Communi- | Payment system
cation system
system
Personal data sovereignty (PDS)
Architectural choice/Process phases Data Consortium -based Multi-party External Unstruc- External service Phase 1 Phase 2 Phase 3 Phase 4
sovereignty|  distributed ledger computation (MPC) service tured (Enabling system)
gover- technology (Enabling Supple-
nance system) mentary
framework Service
Data
(USSD)
Function F1 Raw F2 Data F7 F3 Data | F4 Carbon | F6 Data | F5 Stake- F8 F9 Impact F10 P1 Inform P2 P3 P4 P5 P6
data storage System process- credit control holder Payment | visualiza- | Financial | stakehold- | Request Mutually Register | Document | Conduct
collection behaviour ing calculation communi- | facilitation tion flow visu- erson consent agree- with the mutual | training on
tracking cation alization data from ment Rwandan agree- system
usage stakehold- | between Cyber ment usage
ers project Security
developer, | Authority
verifica-
tion body
and
project
subject
Index Requirement (R)
The system must collect, manage,
RF1.1 and verify carbon emissions data from F1
cookstoves.
The system must enable data analysis
RE1.2 to identify inconsistencies and to en- 3
able project assessment and carbon
credit calculation.
RF1.3 Thel systelm must reimburse project F8
subjects financially.
The system must transparently show
RF1.4 all financial flows in the process of car- F10
bon credit issuance.
The system must link carbon credits
RF15 to the project subject and the. project LSE1
subject context such as region and
community.
RNF1.6 The system must facilitate -scalability
to encompass all future projects.
The system must facilitate the cer-
tification process for carbon cred-
RNF1.7 its, adhering to standards such as

Gold Standard and Fair Trade Climate
Standard.
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RNF1.8

The system must collect data from
cookstoves in near real-time, or at
least in reasonable intervals of 2-4
weeks.

F1

RNF1.9

The system must be designed to be
user-friendly and self-explanatory for
easy access by project participants.

RNF1.10

The system must connect with CRM
and ERP systems of stakeholders

RF3.1

The system must enable data analysis
for predicitve maintenance analysis.

F3

RF4.1

The system must enable data analy-
sis to more succesfully target project
application areas.

F3

RNF4.2

The system must ensure free, prior
and informed consent processes with
people and local communities.

P1

B2

RNF5.1

The system must tie in with the local
payment mechanisms.

F8

RNF5.2

The system must be encompassed
with trainings on how it is used.

P6

RNF5.3

The system must be affordable for low
income households.

RNF5.4

The system must be easy to use and
understand for users of all reasonable
ages and levels of education.

P6

RNF5.5

The system must ensure free, prior
and informed consent processes with
people and local communities.

P1

RF6.1

The system must enable communica-
tion with projects subject for verifica-
tion bodies.

F5

RNF6.2

The system must document and pro-
vide evidence of the agreement men-
tioned in 6.3.

P5

RNF6.3

The system must be subject to a mu-
tual agreement between project de-
veloper, verification body and project
subject for using it in remote assess-
ments, following information security,
data protection, and host country reg-
ulations.

P3

RF7.1

The system must provide projet im-
pact visualization.

F9

RF8.1

The system must maintain documen-
tation and demonstrate compliance
with GDPR principles and regulations.

P5
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RF8.2

The system must allow data subjects
to request access to their personal
data and provide it in a structured,
commonly used, machine-readable
format.

P6

RF8.3

The system must enable data sub-
jects to request correction of inaccu-
racies in their personal data.

P6

RF8.4

The system must enable data sub-
jects to request the deletion of their
personal data under specific circum-
stances.

P6

RF8.5

The system must permit data subjects
to object to specific data processing
activities, including direct marketing.

P6

RF8.6

The system must facilitate data sub-
jects’ ability to receive their personal
data in a portable format and transfer
it to other services.

P6

RNF8.7

The system must provide clear, con-
cise, and easily understandable in-
formation to data subjects about how
their personal data will be processed,
including the purposes, legal basis,
retention period, and their rights.

P1

RNF8.8

The system must establish security
measures to ensure the integrity, and
confidentiality of processed personal
data while not storing data longer than
necessary or needed for the defined
purpose.

RNF8.9

The system must ensure that individu-
als are not subject to automated deci-
sions without human intervention and
must allow them to contest such deci-
sions.

RNF8.10

The system must be compliant with
the Directive 2009/136/EC.

RNF8.11

The system must be compliant with
the Data Act -Proposal.

RNF8.12

The system must be compliant with
the Data Governance Act.

RNF9.1

The data controller in the system must
be registered with the Rwandan Cyber
Security Authority.

P4

RNF9.2

The system must be compliant with
the Communication Technologies Law
No. 24/2016

RNF10.1

The system must be compliant with
the ePrivacy Directive (2002/58/EC)
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RNF11.2

The system must be in line with cus-
toms, religion, tradition and norms
given in the region and community.

sa[qe] syuswalinbay ‘9’0

8¢l



Appendix D

D.1. (IP2)Interview protocol validation

The purpose of the interview structure that follows is to validate the different deliverables that
are linked to every stage of the design cycle. This includes evaluating the context analysis in
its entirety, defining the requirements, creating a logical and functional systems architecture,
and choosing the right technologies.

Research objective The research objective is to comprehensively validate and refine the
deliverables at each step of the design cycle by soliciting insights from both clean cooking
project practitioners and systems architects, ensuring readiness for development.

Interview type Semi-structured interview
Interview Length and Format Approximately 45 to 60 minutes via video call

Interview steps

* |Introduction of research

» Background information

— Relationship of the interviewed party and clean cooking projects. Relationship of
the interviewed party and information system architecture.

» Usability of deliverables

How valuable is the context analysis to your domain?
How valuable is the requirements elicitation to your domain?
How valuable is the system architecture to your domain?

How valuable is the technology selection to your domain?

129
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* Closing

— Are there any suggestions to improve the deliverables from your perspective?
— Are there any additional insights or comments you may have?
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D.2. (I5) Validation Interview Summary: Systems Engineer (Con-
sultant)

Date: September 7th, 2023
Channel: MS Teams

Interview summary: During the interview conducted with a Systems Engineering Consul-
tant employed at an IT firm in Germany, significant insights were obtained while assessing the
information system architecture design. The assessment encompasses various components,
including contextual analysis, requirements elicitation, and system architecture and design
definition. The consultant placed significant emphasis on the imperative nature of redefining
requirements before advancing to the phase of system design. This particular step holds sig-
nificant importance as it guarantees the seamless alignment between the architectural design
and the defined requirements and goals of the project. Additionally, the consultant emphasised
the significance of utilising visual aids to present an overview since this can greatly improve
stakeholders’ comprehension of the system’s architecture and capabilities. The utilisation of
visual aids, within this particular context was perceived as crucial in fostering a shared com-
prehension among everyone involved in the project. Furthermore, the respondent highlighted
the importance of incorporating a multi-actor perspective in the architectural design. This ap-
proach is fundamental to establishing a strong basis for accommodating the diverse roles and
interactions of different stakeholders within the system. With respect to solution neutrality,
the expert acknowledged its value; nonetheless, it was observed that the presentation of dif-
ferent solutions can yield advantageous outcomes. These alternate options not only offer a
more comprehensive viewpoint but also assist in refining the design by examining many pos-
sibilities. In brief, the primary comments provided by the Systems Engineering Consultant
emphasised two fundamental areas that require enhancement. Firstly, the necessity for the
refining of requirements to establish a robust basis for system design. Furthermore, the neces-
sity of performing a thorough cost analysis was recognised as crucial to making well-informed
judgements and maximising the efficiency of the design. These observations emphasise the
significance of thorough planning and analysis in developing efficient information system ar-
chitectures.

D.2.1. Key findings:

» The consultant emphasised the importance of refining requirements before engaging
in system design to ensure a successful deliverable when the information system is
developed.

» The visual aids were considered to be crucial in building a collective comprehension of
the system, hence facilitating stakeholders’ comprehension of the structure and func-
tionality of the design.
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* The incorporation of a multi-actor perspective into the architectural design was com-
mended for its ability to establish a robust framework that can effectively handle a wide
range of stakeholder roles and interactions.

* The inclusion of alternative design methods can be advantageous as it promotes a more
comprehensive understanding and aids in the refinement of the design by considering
other options despite the preference for solution neutrality.

» The inclusion of a thorough cost analysis was recognised as an essential component to
make well-informed judgements and maximise the efficiency of the design, underscoring
the significance of considering financial limitations during the architectural process.
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D.3. (I6) Validation Interview Summary: Project Developer
Date: September 8th, 2023
Channel: MS Teams

Interview summary: The researcher conducting the interview with a project developer for
clean cooking projects, posed questions to the respondent regarding the usefulness of the
provided artefacts during the research for an information system in a clean cooking project
from the perspective of a project developer. In this discussion, the artefacts in question were
referred to as "a context analysis,” "requirements,” "system architecture,” and "design defini-
tion.” The employee that was questioned is a developer on the project, and they claimed that
all deliverables are beneficial. However, certain deliverables have an overwhelming amount
of technical detail, which makes them difficult to understand. It would be useful if you could
include that the individual who was interviewed suggested that all of the stakeholders review
the deliverable. This would be helpful.

” »

D.3.1. Key findings:

* The project developer indicated that all artefacts serve to enhance comprehension of
both the design process and the system itself.

* |t is advisable that all relevant parties engage in a comprehensive evaluation of the de-
liverables to ascertain their efficacy from all perspectives.

* From the point of view of a project developer who does not have competence in infor-
mation systems, there are specific components of the deliverable that are described as
being too "technical.”



	Preface
	Executive Summary
	List of Figures
	List of Tables
	Acronyms
	Introduction
	Problem statement
	Problem context definition
	FairClimateFund
	Problem context


	Research approach
	Research strategy
	Combined approach and document structure

	Context analysis
	Voluntary carbon credit market
	The FairClimateFund Case
	Stakeholder Analysis
	Stakeholder overview
	Project developer

	Process description
	Activity diagram

	Stakeholder Positioning
	Subjects
	Players
	Crowd
	Context Setters

	Key Findings

	System Analysis
	System boundaries
	System Requirement Elicitation
	Project developer
	Funding parties
	Cookstove provider
	Fuel provider
	Project subject
	Verification bodies
	Purchasing parties
	International Institutions
	National Institutions

	Requirement Classification
	Relationships
	Functional and Scalability requirements
	Functional and Performance requirements
	Functional and Usability requirements
	Functional and Interface requirements
	Functional and Compliance requirements

	Key findings

	System Architecture
	Functional system elements
	Functional interactions

	Logical system elements
	Interfaces

	Key findings

	Design Definition
	Information system deployment
	Information system design
	LSE1 Data handling system
	LSE2 Communication system
	LSE3 Payment system
	LSE4 Visualization system

	Key findings

	System Evaluation
	System verification
	System Validation
	Evaluation: Systems Engineer
	Evaluation: Project Developer

	Key findings

	Conclusion
	Answering the main research question
	Adaptability of the Designed Information System Architecture
	Societal contribution
	Academic contribution
	Limitations
	Future research topics
	Enhancing Research Methodology

	Ethical reflection and personal opinion
	CoSEM programme linkage

	References
	Appendix A
	Appendix B
	Appendix C
	(IP1) Interview protocol requirements elicitation
	(I1) Interview project developer summary
	(I2) Interview purchasing parties
	(I3) Interview cookstove provider
	(I4) Interview Fuel provider:
	Requirements tables

	Appendix D
	(IP2)Interview protocol validation
	(I5) Validation Interview Summary: Systems Engineer (Consultant)
	Key findings:

	(I6) Validation Interview Summary: Project Developer
	Key findings:



