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A B S T R A C T
The Internet of Medical Things (IoMT) is getting extreme attraction as it motivates unprece-dented growth in the healthcare industry. Security breaches in IoMT can lead to threateningpatients’ lives. For IoMT, existing medical remote attestation techniques (EMRATs) havelimitations such as neglecting operational symptoms of compromised systems, like inconsistentmedical sensor readings. Moreover, EMRATs do not enable medical-forensic-based attestationhistory and are inefficient for mutual attestation between a doctor network and a sensor networkmonitoring a patient. This mutual attestation guarantees safe remote surgeries.In this paper for IoMT, we present a novel remote attestation protocol, BDMFA (Blockchain-supported and Deep learning Medical Forensic-enabling Attestation), to overcome the limita-tions of EMRATs. BDMFA utilizes deep learning and Blockchain to learn from sensor readingsand store attestation history. We prove that BDMFA is resilient to a higher number of attacksthan that resisted by EMRATs. Moreover, we present a proof-of-concept implementation forBDMFA using SMART (Secure and Minimal Architecture for Root of Trust). We proved thepractical feasibility of BDMFA by implementing it using Omnetpp equipped with Castalia. Fora system with 50 patient-sensors and 25 doctor-terminals, BDMFA needed only 2.6 s to completeattestation and less communication cost than that needed for related state-of-the-art protocolsby 28.4%. For larger systems, we carried comparative analysis confirming that our proposedprotocol BDMFA requires less cost and is more scalable and efficient than related protocols.

. Introduction

The ability of Internet of Things (IoT) to maximize the utilization of wearable monitoring devices is growing vastly. This resultedn advanced assortments called IoMT [1,2], which are high-quality healthcare applications and systems whose devices integrate IoTacets [3,4]. This also enables tremendous benefits to patients such as servicing those that have emergencies or are located inemote areas, especially in the presence of advanced communication technologies (such as 5G), wearable monitoring devices canend critical health data such as ECG (Electrocardiogram), heart rate, blood pressure, blood sugar, thyroid, and cholesterol readings.his sending is done regularly in real-time and could involve big health-data volumes. IoMT is believed to be the most significantechnology in the present and future of the healthcare industry as it enables virtual doctors and remote surgeries [5].Remote attestation is one of the techniques to verify the integrity of the software of network devices. In this context, the attestednd attesting devices are typically called prover and verifier, respectively. Here, the prover sends its software report to the verifier. It is
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Internet of Things 29 (2025) 101464 
common for provers to rely on secure hardware [6,7] or/and trusted software [8]. Hence, there are two types of attestation methods:software-based and hardware-based. The former type requires realistic constraints and assumptions but not cryptographic credentialsor secure hardware. Remote attestation protocols typically have minimal hardware requirements like memory protection unit andRandom Access Memory (RAM). Building secure and efficient protocols for attestation of IoMT systems poses many challenges [7,9].The critical role of IoMT systems led their privacy and security to become important issues [10,11]. Consequences of privacyand security breaches of IoMT range from unauthorized access to patient’s medical data to threatening the lives of the patients viahijacking or compromising medical sensors and devices. For IoMT, existing medical remote attestation techniques (EMRATs) sufferfrom several issues. EMRATs are not fully medically oriented as they do not benefit from the medical shreds of evidence and signs ofcompromised systems. An example of these signs is the inconsistency of medical sensor readings and doctor subscriptions. EMRATslso do not enable medical forensics that is based on attestation history. This is so as EMRATs neither benefit from the attestationistory of the system nor structure and store this history in a form enabling medical forensics of the system. Finally, EMRATs arenot efficient for mutual attestation between a network of doctors communicating with a network of medical sensors monitoring aatient. This mutual attestation is required before diagnosing, subscribing to a medicine, or carrying out a remote surgery [12]. Forthese scenarios, both the patient and doctor sides are interested in instantly verifying the security of the devices used on the otheride [11,13].This paper proposes a novel attestation protocol, DMFA (Blockchain-supported and Deep learning Medical Forensic-enablingAttestation), for IoMT to overcome issues of EMRATs. To the best of our knowledge, DMFA is the first IoMT-attestation techniqueenabling medical forensics. The use of deep learning in DMFA contributes to its novelty as this makes DMFA more accurateand intelligent than related state-of-the-art protocols. DMFA is cloud-assisted, Blockchain-based, and composed of several phasesincluding key generation, attestation, CS deep-learning, and Blockchain usage. The key generation phase builds necessary robustublic and private keys to be used by different system entities. The attestation phase is partitioned into two main sub-phases forttesting main components of IoMT: (1) WBAN and (2) HN. The sub-phases are WBAN-Attest and HN-Attest. The CS deepearning phase uses deep learning methodology to build classifiers 𝙲𝚕𝚊𝚜𝚜𝚒𝚏𝚢𝑤 and 𝙲𝚕𝚊𝚜𝚜𝚒𝚏𝚢ℎ that are used in WBAN-Attestnd HN-Attest, respectively. The Blockchain usage phase is used in DMFA to store readings of WBAN, HN, and the attestationistory. The deep-learning classifiers are built and refined regularly based on the content of the Blockchain. The classifiers are usedo recognize the medical characteristics and shreds of evidence of compromised IoMT systems. Regular analysis of the Blockchainontent enables effectively treating forensic issues related to IoMT systems.We implemented DMFA and evaluated it from many different perspectives. We proved that DMFA is secure against a higherumber of software and hardware adversaries than the related state-of-the-art (EMRATs). We also proved that DMFA can protectand resist various security attacks. This was done via carrying out formal security analysis and designing mathematical operationalsemantics to DMFA. We carried a proof-of-concept implementation for DMFA using SMART, a robust architecture for remoteattestation of embedded systems. We verified multiple aspects and did a detailed comparison of DMFA against related state-of-the-art protocols [9,14]. We proved the practical feasibility of DMFA via implementing it using Omnetpp [15] equipped withCastalia simulator [16]. In this context, for instance, in an IoMT system that has 50 patient sensors and 25 doctor terminals, DMFAneeded only 2.6 s to complete the attestation process. The DMFA lowers communication cost than that needed for the relatedstate-of-the-art protocols by 28.4% for this same system. Our carried discussions, calculations, and experiments (in Tables 1, 7, 11,and 12) ensure that DMFA is superior compared to the related state-of-the-art protocols. The evaluation results obtained from thesimulation tool are shared in a public repository.1The rest of the paper is organized as follows. The related work is discussed in Section 2. Section 3 presents the framework ofthis paper. The network model of the paper is presented in Section 3.1. The threat model of the paper is illustrated in Section 3.2.The Blockchain usage in DMFA is justified in Section 3.3. The system assumptions and the solution requirements are outlined inection 3.4. The details of DMFA are presented in Section 4. In Section 5, the security analysis and operational semantics of DMFAre presented. The evaluation and discussion of DMFA performance are presented in Section 6. Finally, the paper is concluded inection 7 and presents future research directions as well.
2. Related work

The applications of IoMT have gained huge attention with their ability to improve the quality of healthcare services by involvingedical sensors, different computing systems, and connected clinical systems as major components. One of the primary concernsf IoMT is security as it is vulnerable to various types of attacks, including denial of service (DoS), malware, eavesdropping, andulnerabilities related to privacy and confidentiality. According to recent studies, the novel blockchain-based approaches can helpn improving the confidentiality of IoMT networks [17]. Hence, in our proposed protocol DMFA, we have incorporated blockchains a primary concept. Attestation in IoMT is also one of the primary concerns to be studied carefully for the proper working of theetwork. To the best of our knowledge, few works only discussed attestation methods in IoMT. However, we have done a thorougheview of the most related state-of-the-art protocols. Due to the lack of closely related state-of-the-art, here we focused attestationethods on IoT devices.In general, remote attestation is a security protocol that identifies attacks/adversarial behaviors in devices/networks. Thisincludes enabling client terminals to authenticate their hardware against remote hosts (providing that incidents of honest use of the
1 https://github.com/maelzawawy/DMFA.
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Table 1An overview of competitive schemes with its general features, security features, and limitations.Scheme General features Security features Limitations
Asokan et al. [9] ∙ First formal security attestationscheme for large-scale deviceswarms.

∙ Multi-device attestation.
∙ Resistant to DoS attacks.
∙ Identifies compromised devices.
∙ Resistant to physical attacks, inwhich the attacker’s aim is toclone a compromised device.
∙ Double verification.

∙ Vulnerable to impersonationattacks and not secure fromhardware adversaries.

SALAD [14] ∙ First collective attestationprotocol for highly dynamic anddisruptive networks.
∙ Allows obtaining the attestationresult from any device.

∙ Increases resilience againsttargeted DoS attacks.
∙ Capable of mitigating physicalattacks in an efficient manner,which is achieved by adaptingand extending differentaggregation schemes.

∙ The communication cost iscomparatively higher than ourprotocol.

Mtra [29] ∙ Multiple-Tier Remote Attestation(MTRA) protocol.
∙ Flexible way of integrityverification for heterogeneous IoTdevices.

∙ Resistant to man-in-the-middle,replay, impersonation, wormholeattack,Time-Of-Check-To-Time-Of-Use(TOCTTOU) attack, verifier-basedDoS attack.

∙ The expected memory sizeneeded to be increased for betterperformance.

Diat [30] ∙ Data integrity attestation forresilient collaboration ofautonomous systems protocol.
∙ Ensures that the information tobe forwarded from one device toanother is not modified atspecific times.

∙ Ensures the integrity of dataexchanged in a collaborativeautonomous system.
∙ Provides Off-Device andOn-Device Security.
∙ Module data integrity.

∙ Vulnerable to sophisticateddata-only attacks.

ESDRA [31] ∙ Efficient and Secure DistributedRemote Attestation Scheme. ∙Drastically reduces the singlepoint of failure by usingdistributed attestation.

∙ Uses signature and HMAC forprotocol design.
∙ Resistant to a compromiseddevice attack.

∙ Can not apply to IoMT.

DMFA - our technique ∙ Considering operationalsymptoms of compromisedsystems.
∙ Enabling medical-forensic-basedattestation history.
∙ Efficient for mutual attestationbetween a doctor network and asensor network monitoring apatient.

∙ Resistant to man-in-the-middle,replay, impersonation, DoSattacks.
∙ Resistant to a compromiseddevice attack.
∙ Enforced by Blockchain security.

∙ Does not treat IoT systemswhere IoMT are mixed with othertypes of IoT systems suchindustrial ones.

protocol are more frequent than that of security attacks). The remote attestation systems are classified into three categories basedn architectural designs such as (1) software-based [16,18,19], (2) hardware-based [20–22], and (3) hybrid schemes [23–25]. Allthree categories have their own pros and cons, depending on adversarial behaviors, security levels, and hardware assumptions.Although code size and energy consumption could be issues in software-based attestation schemes, in most cases, these systemsprovide low-cost solutions compared to hardware-based ones. However, the latter systems are less secure than the former ones.On the other hand, hardware-based schemes use a specialized hardware platform as a secure execution platform such as TrustedPlatform Module (TPM) [26], ARM TrustZone [27], and Intel Software Guard Extensions [28] that ensures secure execution ofrotocols from compromised modules on the software. For low-cost IoT systems, the hardware solutions are not unsuitable as theyneed high-cost modules. In hybrid systems, a minimum amount of read-only hardware-secure memory is maintained to enablesecure and uninterrupted execution of remote attestation protocols. In all cases, our proposed protocol offers more security featurescompared to standard TPM systems.Asokan et al. [9] proposed the first formal security attestation scheme, SEDA (Scalable Embedded Device Attestation) for large-scale device swarms (large, dynamic, and self-organizing networks). They claim that SEDA represents the first step in a new line ofresearch on multi-device attestation and adheres to the common assumption — made in most (single-prover) attestation techniques.However, SEDA is vulnerable to impersonation attacks and not secure from hardware adversaries. The scheme SALAD (Secureand Lightweight Attestation of Highly Dynamic and Disruptive Networks) [14] proposed in 2018 is the first collective attestationprotocol for highly dynamic and disruptive networks. They identified that the existing protocols are inefficient when the devices
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in the network are mobile. In SALAD, the authors presented a novel distributed method, where devices incrementally establish aommon view on the integrity of all devices in the network. They claim that SALAD increases resilience against targeted DoS attacks,nd physical attacks, and allows obtaining the attestation result from any device. However, the communication cost of SALAD iscomparatively higher than our protocol. Tan et al. [29] proposed a Multiple-Tier Remote Attestation (MTRA) protocol, by exploitingdifferences in resources and computational power among various types of networked IoT devices. The powerful devices which areequipped with TPM are verified through trusted hardware while others are verified through software-based attestation. To increasethe entropy of the attestation responses, a randomized memory region is used. They claim that MTRA provides a flexible way ofintegrity verification for heterogeneous IoT devices. However, in MTRA the attested memory regions are not randomized, and theexpected memory size needs to be increased for better performance.Kuang et al. [31] designed an Efficient and Secure Distributed Remote Attestation Scheme for IoT swarms (ESDRA), the firstmany-to-one attestation protocol for device swarms. One of the primary advantages of ESDRA is that it drastically reduces the singlepoint of failure by using distributed attestation. They claim that ESDRA reduces the attestation time and provides better results inenergy efficiency as compared with list-based attestation schemes. However, it is not applied to IoMT devices. In 2020, Kuanget al. [32] proposed a Data-Oriented Runtime Attestation scheme (DO-RA) based on Data-Oriented Control Flow Graph (DO-CFG)hat matches a single legitimate target for each control-flow transfer. The DO-RA ensures rationality and fulfills the uniqueness ofprogram control. The authors claim that DO-RA is very capable of detecting the rationality of control flow, software integrity, andniqueness of control flow within an acceptable overhead. However, this scheme cannot apply to IoMT devices. In Table 1, we havepresented an overview of competitive schemes with their general features, security features, and limitations.Wang et al. [33] presented encryption technique that is among most convenient ones to be employed by attestation techniquesfor social and medical systems. Other such techniques are the ones presented by Huang et al. [34] and by Su et al. [35].Abera et al. [30] designed a Data Integrity Attestation for Resilient Collaboration of Autonomous Systems protocol (DIAT) whichverifies the correctness of data by attesting the correct generation as well as the processing of data using control-flow attestation.Moreover, DIAT ensures that the information to be forwarded from one device to another is not modified either at the time ofcommunication or during generation or processing at the source device. To demonstrate the scalability of large-scale systems, theauthors evaluated DIAT in a simulation environment. However, DIAT is vulnerable to sophisticated data-only attacks.Wu et al. [36] proposed a lightweight anonymous authentication scheme between patients and medical servers in IoMT. Theyombined blockchain with biometric in order to form a shared session secret key. The authors claim that it can protect the privacyof patients through mutual authentication between patients and servers. They used BAN logic for formal security verification.Alam et al. [37] proposed a novel authentication protocol to ensure confidentiality among the IoMT in covid-19 and futureandemic scenario. The authors claim that the scheme is ensuring confidentiality, computationally efficient, preserves anonymity,nd resistance against several attacks.Recently, Guo et al. [38] proposed a privacy preserving and lightweight authentication protocol for enhancing privacy andsecurity. They have introduced Physical Unclonable Function (PUF) as the fourth factor, in addition to the factors, such as passwords,biometric features, and smart cards. They claim that the scheme is resistant to sensor node capture and smart card stolen attacks.The formal verification of the scheme is done using BAN logic and simulator tool used is ProVerif. However, the usage of ECC makeshigher computation cost. Bojjagani et al. [39] proposed a new secure privacy-enhanced fast authentication key management schemethat effectively applies to lightweight resource-constrained devices in healthcare systems. The authors claim that the framework isapplicable for quick authentication, efficient key management between the entities, and minimizing computation and communicationoverheads. The formal verification is done with BAN logic and simulation is done using Scyther and Drozer.
3. System and threat model

In this section, we present the details of the framework of the protocol. The network model of our proposed protocol is presentedin Section 3.1. The threat model is illustrated in Section 3.2. The use of Blockchain in DMFA is justified in Section 3.3. Finally, thesystem assumptions and the solution requirements are outlined in Section 3.4.
3.1. Network model

In Fig. 1, we present a modern system model for IoMT that is composed of several WBANs [40], several HNs, a medicalmanagement, an emergency vehicle, a Trust Authority (TA), a CS, and a Blockchain. The healthcare data, such as blood pressure,heart rate, and mobility are collected by WBANs via its sensor devices located on the human body. The sensors could be RadioFrequency Identification (RFID) tags or implementable medical devices such as a cardiac pacemaker, neurostimulator, gastricstimulator, and cochlear implant. The biometric data is then delivered to a CS via a reader (an access point) using a public channel.ubsequently, the server communicates with HNs of doctors, medical management, and ∖or an emergency unit. Therefore, forpatients, the medical data and doctor diagnoses, meta-data (transactions) about the aforementioned data are stored in the CS. Thisenables convenient medical services including invigilating patient status in real-time and custom-made healthcare advice. The TAis the trusted party of the system and its responsibilities include initializing and attesting the system. The Blockchain is managedby a consortium of hospitals and medical management. Only CS can add transactions to the Blockchain whose ledgers can be readby access points of WBANs and HNs. Blockchain is essential in our attestation protocol as we will describe later.We assume that CS plays a minor role in our model and it is resource rich with high storage, communication, processing, andcapacity. Since CS is the system’s main storage, it stores transactions of system attestations, patients’ health data, and doctors’
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Fig. 1. IoMT-Network model treated by DMFA.

diagnoses. Hence, adversaries can easily target the CS. In this case, adversaries have the motivation of tampering with the attestationhistory of results and can update the confidence level in any of the system parties. According to our proposed protocol, immediatelyafter the upload of an attestation transaction, the CS uploads the Blockchain with triple transaction attributes such as random secret,sensor readings, and doctor diagnoses, upon the successful commitment of other miners. Hence, the TA, access points of WBANs,and HNs can use classifiers (built from the Blockchain content) to check the originality of attestation transactions and the cloudservers in the network form a Peer-to-Peer Network (P2P) network.
3.2. Threat model

In DMFA, the threat model is based on the widely used DY threat model [41] and CK-adversary model [42,43]. Hence, thesystem communications occur via open vulnerable channels. Also, end-point parties (except TA and cloud servers) of the systemlike personal, hospital servers, and patient sensors are not trustworthy. We assume that TA and cloud servers are fully trustedparties. This results in the potentiality of an adversary to eavesdrop, modify, or remove communicated messages. Moreover, the CK-adversary assumes that an adversary can compromise the credentials of system parties. Our model also assumes that an adversarycan physically hold end-point entities (expect TA and cloud servers) of the network and hence obtain information stored on thesedevices via applying power analysis attack [44].Problem Statement: The problem studied in this paper is to design a novel attestation protocol that overcomes the issues ofEMRATs for IoMT networks. This implies designing an efficient and effective protocol for attesting remotely and securely the integrityof software running on entities of specific pairs of WBANs and HNs. The problem also includes attesting to the integrity of the maincommunications among these entities. Hence, the problem involves discovering malware on these system entities. Despite the criticalrole of modern IoMT systems in the health industry, to the best of our knowledge, there are no proposed solutions in the literatureto conveniently address this problem.In DMFA, an adversary (𝑑 𝑣) has following capabilities:
• An 𝑑 𝑣 can observe and attack on attestation execution.
• An 𝑑 𝑣 can try to implement any type of software and hardware related attacks.
• More specifically, 𝑑 𝑣 can implement an impersonation attack or 𝑑 𝑣 can act as an inter-mediator and try for a man-in-the-middle attack.

3.3. Blockchain
Blockchain became essential for future IoMT applications as it can reduce costs and provide traceability. In this way, Blockchainintegration to IoMT improves healthcare services by improving the system’s resilience to many attacks. In general, the features ofBlockchain for healthcare domain are as follows:
5 



M.A. El-Zawawy et al.

h

t
𝑔

Internet of Things 29 (2025) 101464 
• Protection of healthcare data.
• Personal health record data management.
• Managing Electronic Medical Record (EMR) data.
• Tracking disease and outbreaks.
• Interoperable electronic health records.
• Safeguarding Genomics.
• Electronics health record data management.
• Point of care Genomics management.
The specific needs and advantages of using Blockchain in DMFA are as follows. Our proposed protocol benefits from theattestation history of system entities. This is done in two ways. The first way is to apply modern techniques of deep leaning on theBlockchain content in a way that supports revealing medical characteristics of compromised IoMT networks, such as inconsistentreadings of patient sensors. The other way is to analyze the Blockchain content to reveal medical forensic issues of the system.Hence, the temper-proof and decentralized aspects of Blockchain make it a good choice for storing this history. Our model assumesa private Blockchain because it is in line with the fact that healthcare data is typically confidential. Therefore, it is not convenient toscarify its privacy by storing it on a public (or a hybrid) Blockchain [45]. As Blockchain technology is a mature field now, efficientsolutions exist for most concerns (scalability, latency, or energy consumption) related to its usage in IoT environments, in general,and in IoMT, in particular [46,47].

3.4. Requirements analysis
The objective of this research is to design a secure IoMT attestation protocol that overcomes the issues of EMRATs and henceas the common security properties of attestation protocols besides the following characteristics:
1. Benefiting from the attestation history of the system and having the resilience to compromise this history.2. Applicable on demand for quick checks before relying on remote medical devices on carrying a surgery or any critical medicaloperations.3. Medically oriented in the sense that it utilizes the medical symptoms of compromised IoMT systems.4. More efficient and effective than existing most related state-of-the-art techniques.
In DMFA, we have the following assumptions:
• In a simulation of real-life situations, we assume that the system has a huge number of WBANs.
• In line with related schemes, we assume that the adversary is not capable of compromising a hardware-protected memory ineach end-point entity.
• Although DoS attacks resulting from a physical adversary are typically out of the scope of similar problems, we also treat themin this paper.

4. DMFA – novel attestation protocol

In this section, we present DMFA, a novel attestation scheme for IoMT networks. The scheme is cloud-assisted and utilizesBlockchain. The proposed scheme is composed of several phases including key generation, attestation, CS deep learning, andBlockchain usage. Table 2 presents notations used in our proposed scheme. We assume that network entities are synchronized viatheir clocks. This is a common assumption for several recent schemes [48–53]. Our scheme uses current timestamps and randomsecrets which help to protect our proposed scheme against replay attacks. The details of each phase of DMFA are described below.Fig. 2 presents main steps of DMFA. The intuition behind our protocol design is as follows. The protocol relies on keys built byTA for WBANs, HNs, and their members. The attestation phase of DMFA has two sub-phases attesting WBANs first and then HNs.However, the steps of the second sub-phase build on the results of the first sub-phase. The attestation process involves attestingdevices in two ways. The first way is attesting the content of device memory against correct stored values. The second-way attestingdevice reading uses a machine learning classifier built on data stored in Blockchain. Hence, a reason behind our protocol design isto strength the attestation process by considering the functionality of attested devices.
4.1. Key generation phase

In this phase, the TA builds robust keys for each WBAN, each HN, and their members. This is done as follows. The TA generateswo cyclic groups that have identical (large) prime orders (𝑜): 𝐺1 which is additive and 𝐺2 which is multiplicative. We assume that
1 and 𝑔2 are generators for 𝐺1 and 𝐺2, respectively. Then, TA builds a map 𝑓 ∶ 𝐺1 × 𝐺1 → 𝐺2 [54] such that:

1. ∀𝐴, 𝐵 ∈ 𝐺1, 𝑎, 𝑏 ∈ 𝑍∗
𝑞 ∶ 𝑓 (𝑎𝐴, 𝑏𝐵) = 𝑓 (𝐴, 𝐵)𝑎𝑏 and 𝑓 (𝐴, 𝐵) can be calculated in polynomial time.2. For some 𝐴, 𝐵 ∈ 𝐺1, 𝑓 (𝐴, 𝐵) does not equal the identity of 𝐺2.
6 
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Table 2Notations used in the paper.Notation Meaning
𝐺𝑖 , 𝑔𝑖 Cyclic group, and its generator, respectively.
𝐺1 × 𝐺2 Sets multiplication.
𝑔1 ∗ 𝑔2 Scalar multiplication (in group context).
𝜃1 + 𝜃2 Group addition (in group context).
 Weight matrix.
𝑐𝑖 , 𝑡𝑖 Challenge, and timestamp, respectively.
ℎ(), 𝑍∗

𝑞 Hash map and {0,1,. . . ,q-1}, respectively.
∥,𝐸 ,𝑝

𝐸 ,𝑠
𝐸 Concatenation operation, ID, public and private keys of entity 𝐸, respectively.

𝛥, 𝛥𝑖 Maximum tolerable time delay.
𝚂𝚒𝚐(𝐾 , 𝑚) API for signing a message 𝑚 with a key 𝐾.
𝚅𝚎𝚛𝚂𝚒𝚐(𝐾 , 𝑚, 𝑛) API for verifying that 𝑛 is the signature of 𝑚 using key 𝐾.
𝙴𝚗𝚌(𝐾 , 𝑚) API for encrypting a message 𝑚 with a key 𝐾.
𝙳𝚎𝚌𝚛𝚢𝚙𝚝(𝐾 , 𝑚) API for decrypting a message 𝑚 using a key 𝐾.
𝑐 𝑠,, Cloud server, sets of sensor readings and doctor descriptions of WBAN and HN, respectively.
𝑤, 𝑠, 𝑝, (𝜔𝑖1 , 𝜔𝑖2 , 𝜇𝑖) WBAN instant, sensor, personal server, and sensor attestation parameters, respectively.
ℎ, 𝑑 , 𝑡𝑠, (𝛾 𝑖1 , 𝛾 𝑖2 , 𝛽𝑖) HN instant, doctor terminal, team server, and terminal attestation parameters, respectively.
(𝛺𝑖 , 𝛺𝑖′), (𝛤 𝑖 , 𝛤 𝑖′) Pairs of attestation results and their signatures for sensor and doctor terminal, respectively.
,, ,,,  , Collective attestation results for WBAN and HN.
𝑑 𝑣,𝑑 𝑣𝑠 ,𝑑 𝑣ℎ Any adversary, software adversary, and hardware adversary, respectively.

Fig. 2. An overview of our proposed attestation protocol.

After that, TA fixes 𝜃1 and 𝜃2 ∈ 𝑍∗
𝑞 and builds two hash maps: ℎ1 ∶ {0, 1}∗ → 𝑍∗

𝑞 and ℎ2 ∶ {0, 1}∗ → 𝐺1 [48]. TA calculates 𝑠
𝑇 𝐴 = 𝜃1and 𝑝

𝑇 𝐴 (regular elliptic curve point) as the scalar multiplication of 𝑔1 i.e. as 𝜃1 ∗ 𝑔1.For each WBAN, 𝑤 with ID 𝑤, TA calculates:
𝑠
𝑤 = 𝑓 (𝜃2 ∗ ℎ1(𝑤 ∥ 𝜃1), 𝜃1 ∗ ℎ2(𝑤 ∥ 𝜃2)), (1)

and
𝑝
𝑤 = 𝑔2 ∗ 𝑠

𝑤. (2)
Then, TA sends (via a secure channel) 𝑠

𝑤 to the personal server of 𝑤. For each sensor, 𝑠 (with ID 𝑠) in 𝑤, TA chooses 𝜃′𝑠 ∈ 𝑍∗
𝑞and calculates

𝜃𝑠 = 𝑔 ∗ (𝜃′𝑠 + 𝜃2), (3)
𝑠
𝑠 = 𝑓 (ℎ1(𝑠 ‖ 𝜃𝑠), ℎ2(𝑠 ‖ 𝜃𝑠)), (4)

and 𝑝
𝑠 = 𝑔2 ∗ 𝑠

𝑠. Then TA sends (via a secure channel) 𝑠
𝑠 to the 𝑠. Similarly, for each HN (ℎ), TA calculates 𝑠

ℎ, 𝑝
ℎ, and sends

𝑠
ℎ to the team server of ℎ. TA also calculates 𝑠

𝑑 and 𝑝
𝑑 for each doctor terminal 𝑑 in ℎ and sends 𝑠

𝑑 to the doctor terminal in ℎ.Also for the cloud server, TA calculates 𝑠 , 𝑝 , and sends 𝑠 to the cloud server.
𝑐 𝑠 𝑐 𝑠 𝑐 𝑠
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Table 3WBAN-Attest: the WBAN part of our attestation protocol.

4.2. Attestation phase
The main content of the attestation protocol is shown in Tables 3 and 4 which partition DMFA into two main sub-protocols,WBAN-Attest and HN-Attest, respectively. More precisely, In these tables, we have shown the roles played by WBAN and HNprecisely. In Fig. 2, we present an overview of the main steps of our proposed attestation protocol. The protocol has two sub-stages:ne concerns the sensors network and the other sub-stage concerns the doctor network. The protocol treats the two networks in aequence. The results of the second stage build on the results of the first one. The attestation process starts (as shown in Table 3)with TA that fixes the WBAN of a patient and the HN of the doctor team that treats remotely the patient. TA challenges the personalserver, 𝑝, of WBAN using the random string 𝑐1 and captures the current timestamp. Upon receiving the challenge, 𝑝 creates a newchallenge 𝑐2, assigns the result of attesting its memory to 𝜔, and records the current timestamp into 𝑡2. Then, 𝑝 challenges all sensorsf its network using 𝑐2. When a sensor (𝑠𝑖) receives 𝑐2, it does the following steps:
1. Attesting its memory and assigning the attestation result to 𝜔𝑖1,2. Capturing the current medical reading of the patient and assigning the captured value to 𝜔𝑖2,3. Creating a message 𝛺𝑖 containing 𝜔𝑖 and 𝜔𝑖 ,
1 2
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Table 4HN-Attest: the HN part of our attestation protocol.

4. Signing the message 𝑐2 ∥ 𝛺𝑖 using the private key 𝑠
𝑠𝑖

of the sensor and assigning the signature to 𝛺𝑖′, and5. Reporting back (𝛺𝑖, 𝛺𝑖′) to 𝑝.
Upon receiving the message (𝛺𝑖, 𝛺𝑖′) from 𝑠𝑖, 𝑝 does the following. It captures the current timestamp and checks if 𝑠𝑖 respondedwithin an acceptable time interval (𝛥1). If this is the case, 𝑝 checks the signature 𝛺𝑖′ against the message 𝛺𝑖. If the message is notcorrupted, 𝑝 does the following:
1. Extracting 𝜔𝑖1 and 𝜔𝑖2 from 𝛺𝑖,2. Using its loaded tables of correct memory attestation results, checking the attestation result of 𝑠𝑖 and assigning the result to

𝜇𝑖(∈ {0, 1}) using the method Attestation(),3. Assigning the reading 𝜇𝑖2 to the array  at index 𝑖.4. Assigning the tuple (𝜔𝑖1, 𝜇𝑖) to the array  (hosting attestation results) at index 𝑖.
If any of the two tests done by 𝑝 do not return proper results [𝑖] and [𝑖] are assigned −1 as a mark of this issue. After 𝑝 waitsnough for the replies of challenged sensors in its WBAN, it does the following:
9 
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1. Adding 𝜔 to ,2. Using the classifier 𝙲𝚕𝚊𝚜𝚜𝚒𝚏𝚢𝑤 built by the deep machine learning phase of the protocol (presented later in the section), 𝑝classifies  as consistent or inconsistent. The result is assigned to 𝑐 . An inconsistent set of readings of the sensors in theWBAN may well indicate a compromised sensor in the WBAN.3. Signing the array  using the private key (𝑠
𝑤) and sending the signature 𝑤 of  to the server of the corresponding hospitalnetwork. This is done using the method ChaHN (𝑡𝑠,𝑤), and4. Encrypting the concatenation  ‖  ‖ 𝑐 and sending its encryption ′ to TA.

Upon receiving the encrypted array from 𝑝, TA checks if 𝑝 responded within the acceptable time interval (𝛥2). If this is the case,TA sets  to 1 (otherwise to −1). Then, TA decrypts ′ to extract  ‖  ‖ 𝑐 . Afterward, TA encrypts 𝑚 using the public key 𝑝
𝑐of the cloud server to produce 1. TA then sends 1 to the cloud server (using 𝚂𝚗𝚍𝙲𝚂𝚎𝚛𝚟𝚎𝚛(1)) and encrypts  using the publickey 𝑝

ℎ of the server of the corresponding HN to produce ℎ. Finally, TA challenges the server of the corresponding HN (using
𝙲𝚑𝚊𝙷𝙽(𝑡𝑠, (𝑐1 ∥ ℎ))) and processes the arrays  and 𝑐 (using 𝙿𝚛𝚘𝚌𝚎𝚜𝚜1(,𝑐 )). The method 𝙿𝚛𝚘𝚌𝚎𝚜𝚜1 includes the followingsteps. TA checks the array  to decide if any sensor is compromised. If this is the case, then TA notifies the network owner. Alsoif 𝑐 is ‘‘inconsistent’’, a notification is sent to the network owner.The application of the RFID system in IoMT results in potentially insecure links between the TA and servers of WBAN andHN. This is the reason that the communicated messages on these links are encrypted in our protocol. This is not the case for thecommunications inside WBAN and HN.When the team server, 𝑡𝑠, receives the challenges from TA and 𝑝, it does the following (as shown in Table 4). The server 𝑡𝑠ecrypts ℎ using 𝑠

ℎ to extract 𝑐′1 ∥ . Then, 𝑐′1 is replaced with the received string 𝑐1. This enables using  to verify theignature 𝑤 received from 𝑝. In this way, we guarantee the security of the link between 𝑡𝑠 and 𝑝 and that between 𝑡𝑠 and TA. Theest of the steps in Table 4 have similar explanations to corresponding parts of Table 3 except for the following:
1. The server 𝑡𝑠 challenges each doctor terminal with the string 𝑐3 and the array of patient reading .2. Each doctor provides a subscription based on the readings of the patient sensors. The subscription is assigned to 𝛾2. This isexpressed using 𝚂𝚞𝚋𝚜𝚌𝚛𝚒𝚙𝚝𝚒𝚘𝚗().3. Using the classifier 𝙲𝚕𝚊𝚜𝚜𝚒𝚏𝚢ℎ built by the deep machine learning phase of the protocol (presented later in the section), 𝑡𝑠classifies  as consistent or inconsistent. The result is assigned to 𝑠. An inconsistent set of doctor subscriptions may wellindicate a compromise end-point in HN.4. TA processes the arrays  and 𝑠 (using 𝙿𝚛𝚘𝚌𝚎𝚜𝚜2(,𝑠)). The method 𝙿𝚛𝚘𝚌𝚎𝚜𝚜2 includes the following steps. TA checks thearray  to decide if any end-points of HN is compromised (or not). If this is the case, then TA notifies the network owner.Also if 𝑠 is ‘‘inconsistent’’, a notification is sent to the network owner.

4.3. CS deep machine learning
The objective of this phase is to show how the classifiers (𝙲𝚕𝚊𝚜𝚜𝚒𝚏𝚢𝑐 and 𝙲𝚕𝚊𝚜𝚜𝚒𝚏𝚢ℎ) used in the protocol can be built usingdeep learning methodology. Here, we present details related to 𝙲𝚕𝚊𝚜𝚜𝚒𝚏𝚢𝑐 only because the other one is similar to this one. Wesuppose that 𝑅𝑋 = (𝑥1,… , 𝑥𝑛) is a sequence of readings of medical sensors. We assume each reading is encoded as a one-hot vector,such that 𝑥𝑖 is the one-hot vector for the 𝑖th sensor in the sequence. We recall that the one-hot vector has all its entries as zeros,except for one entry that has the value 1 representing the value of the sensor reading. These vectors are embedded in space viamultiplication with weight matrix  as follows:

𝑅𝑌 = (𝑦1,… , 𝑦𝑛), 𝑠𝑢𝑐 ℎ 𝑡ℎ𝑎𝑡 𝑦𝑖 = 𝑥𝑖 ×  𝑎𝑛𝑑  ∈ (𝐾 ,𝐷), (5)
where (𝐾 ,𝐷) is an embedding space whose dimensionality is 𝑘 and 𝐷 = max𝑖(𝑙 𝑒𝑛(𝑥𝑖)). The weights in  are initially random andduring the training phase, the weight values are refined through back-propagation.This phase uses several convolutional layers each of which has several filters. We denote the number of layers as 𝜒 and thenumber of filters in the layer 𝑖 as 𝜓𝑖, where 1 ≤ 𝑖 ≤ 𝜒 . The input of the first layer is 𝑅𝑌 and the input of the deeper convolutionallayer is the output of its previous convolutional one. A filter 𝑗 of layer 𝑖 generates an activation map, denoted as 𝜆(𝑖, 𝑗). All filtermaps of a layer can be stacked together to build a matrix, denoted by 𝛬𝑖. For layer input, 𝐼 , the equations to produce 𝜆(𝑖, 𝑗), and
𝑖 are formalized as follows:

𝜆(𝑖, 𝑗) = max{0,𝑜𝑛(𝐼 , 𝑒(𝑖,𝑗), 𝑏𝑠(𝑖,𝑗))}𝑎𝑛𝑑 (6)
𝛬𝑖 = [𝜆(𝑖, 1), 𝜆(𝑖, 2),… , 𝜆(𝑖, 𝜓𝑖)], (7)

where 𝑒(𝑖,𝑗), 𝑏𝑠(𝑖,𝑗) and 𝑜𝑛 denote the weight, bias, and mathematical calculations of the filter 𝑗, respectively. Finally, we calculatethe max pooling [55,56], 𝜚, over the output of the final layer as follows:
𝜚 = [max 𝜆(𝜒 , 1), max 𝜆(𝜒 , 2),… , max 𝜆(𝜒 , 𝜓𝜒 )] (8)
= [max𝛬𝜒 (1), max𝛬𝜒 (2),… , max𝛬𝜒 (𝜓𝜒 )]. (9)

Hence, 𝜚 enables the classification layer to focus on segments of patient readings most relevant to the classification process.
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Table 5Block structure for a set of diagnosing transactions.Block
Header
𝑡𝑏 Timestamp
𝑏 Owner ID
𝑝
𝑜 Public key of owner

𝑚𝑡 Merkle tree root
𝐻𝑝𝑏 Hash of previous block
𝑏 Version of block
Payload
𝐸(𝑝

𝑜 , 𝐷 𝑇1),… , 𝐸(𝑝
𝑜 , 𝐷 𝑇𝑛) Encrypted transactions

𝐻𝑐 𝑏 Hash of current block
𝑏 Block signature

Finally, 𝜚 is forwarded to the perceptron layer (PL) whose purpose is to calculate the probability that the current sensor readingsare not consistent. This is calculated as follows:
𝜒 = max{0, 𝑝1 × 𝜚 + 𝑝2}
𝜒1 = exp(𝑒𝑇1 × 𝜒 + 𝑝3) (10)
𝜒2 = exp(𝑒𝑇2 × 𝜒 + 𝑝4) (11)

𝑃 𝑟𝑜(𝑙 𝑎 = 𝑐 𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑡 | 𝜒) = 𝜒1
𝜒1 + 𝜒2

(12)
𝑃 𝑟𝑜(𝑙 𝑎 = 𝑖𝑛𝑐 𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑡 | 𝜒) = 𝜒2

𝜒1 + 𝜒2
(13)

where 𝑝1 and 𝑝2 are the layer parameters, (𝑒1, 𝑝3) and (𝑒2, 𝑝4) are the classifier parameters for consistent and inconsistentclasses, respectively, and 𝑙 𝑎 is a label that indicates whether current sensor readings are consistent (c) or inconsistent (i).During the training for a set of samples, {𝑅𝑌1,… , 𝑅𝑌𝑘}, the cost map that is to be minimized is:
𝙲𝚘𝚜𝚝 = −1

𝑘

𝑘∑
𝑖=1

∑
𝑗∈{𝑐 ,𝑖} 𝑓 𝑢{𝑙 𝑎𝑖 = 𝑗} log𝑃 𝑟𝑜(𝑙 𝑎𝑖 = 𝑗 | 𝜒 𝑖), (14)

where 𝜒 𝑖 is the result of running the neural network on sample 𝑅𝑌𝑗 , where 𝑙 𝑎𝑖 is the known label for 𝑅𝑌𝑗 , and 𝑓 𝑢{𝑙 𝑎𝑖 = 𝑗} is anauxiliary map whose value is 1 if 𝑙 𝑎𝑖 = 𝑗 is true and is 0 otherwise.
4.4. Blockchain usage

This phase is concerned with Blockchain construction and addition. It can be achieved as follows:
1. The trust authority sends 1 to a cloud server 𝑐 𝑠 which decrypts 1 using the computed and established secret key 𝑠

𝑐 toget 𝑡4, 𝑐1, and 𝑚. Then, 𝑐 𝑠 checks timeliness of 𝑡4 by the test |𝚃𝚒𝚖𝚎𝚂𝚝𝚊𝚖𝚙() − 𝑡4| ≤ 𝛥𝑐 . If the test result is positive, 𝑐 𝑠 stores thepair (𝑐1, 𝑚) to its cash.2. The trust authority sends 1 to the cloud server 𝑐 𝑠 which acts similar to 1’s reception. In case, if the test result of 𝑡8 ispositive, 𝑐 𝑠 stores the pair (𝑐1, 𝑛) to its cash.3. The cloud server matches the pairs in its cash memory (using the challenges in the first place of the pairs) and builds diagnosetransactions 𝐷 𝑇 = (𝑐1, 𝑚, 𝑛).4. For a set of diagnosing transactions, the cloud server builds a block and adds it to the Blockchain. The block addition issubject to the successful commitment of the consensus by all cloud servers in the network.
Table 5 presents the block structure. We assume that 𝐷 𝑇1,… , 𝐷 𝑇𝑛 is a set of diagnosing transactions built during a 𝑐 𝑠 session.After creating a block, the 𝑐 𝑠 sends a copy of the block to other cloud servers (miners) in the network of P2P CS. The verificationand addition process is inspired by the consensus mechanism used in [13,57]. The process starts by identifying the leader cloudserver (𝑐 𝑠𝐿) that has 𝛶 as a leader. A leader-fix algorithm can be applied for this step and 𝑐 𝑠𝐿 executes Algorithm 1. The algorithmsteps ensure that 𝑐 𝑠𝐿 sends a copy of the block together with encrypted secret parameters concatenated to a timestamp.When a cloud server 𝑐 𝑠′ receives a message, it executes Algorithm 2. Through this algorithm, 𝑐 𝑠′ decrypts the received messagend initializes a valid parameter to false. Then, 𝑐 𝑠′ checks the validity of the received message by checking the timeliness ofhe message (Step 3) and rebuilds some contents of 𝛶 such as 𝑚𝑡, 𝐻𝑐 𝑏, and 𝑏(𝛶 ). Then, these values are compared against thecorresponding values already contained in 𝛶 . In case, the results of all tests are correct, 𝑐 𝑠′ marks the block as OK (Step 6) andsends a confirmation message to 𝑐 𝑠𝐿. When 𝑐 𝑠𝐿 receives this message it runs Algorithm 3 which does necessary checks, turns thecorresponding flag into 1 (Step 3), and increments the vote counters (Step 4). When 𝑐 𝑠𝐿 receives verification from more than 70%of minors, it sends a commit message to all other minors and adds 𝛶 to the Blockchain.
11 
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Algorithm 1 Initial Leader Action

Input: A block 𝛶 .
Output: Block messages sent among cloud serves.

Steps:
1: 𝑉𝑛 ← 0; (Vote counter)2: 𝑐4 ← Challenge();3: for each cloud server 𝑐 𝑠 do4: if (𝑐 𝑠 ≠ 𝑐 𝑠𝐿) then 𝑐 𝑠𝐿 does the following:5: 𝑐 ← 0; (Minor flag)6: 𝑐5 ← Challenge();7: 𝑡𝑛 ← Timestamp();8: 𝑚𝑒𝑐 ← 𝐸(𝑝

𝑐 , 𝑡𝑛 ‖ 𝑐4 ‖ 𝑐5);9: for each cloud server 𝑐 𝑠′ do10: if (𝑐 𝑠′ ≠ 𝑐 𝑠) then11: SND(𝑐 𝑠′, (𝛶 , 𝑚𝑒𝑐 , 𝑡𝑛));
Algorithm 2 Message Verification

Input: A message (𝛶 , 𝑚𝑒𝑐 , 𝑡𝑛).
Output: Result of verifying the message.

Steps:
1: 𝑡′𝑛 ‖ 𝑐′4 ‖ 𝑐′5 ← Decrypt(𝑠

𝑐 , 𝑚𝑒𝑐 );2: 𝐹 𝑙 ← False;3: if (|Timestamp() − 𝑡′𝑛| ≤ 𝛥) then4: if (𝑚𝑡(𝛶 ) and 𝐻𝑐 𝑏(𝛶 ) are not compromised) then5: if (𝑏(𝛶 ) and 𝑡𝑛 are not compromised) then6: 𝐹 𝑙 ← True;7: 𝑚𝑒𝐿 ← 𝐸(𝑝
𝐿, 𝑐′4 ‖ 𝑐′5 ‖ 𝐹 𝑙);8: SND(𝐿, (𝑚𝑒𝐿, 𝐹 𝑙));

Algorithm 3 Final Leader Action

Input: A message (𝑚𝑒𝐿, 𝐹 𝑙).
Output: A new version of the Blockchain (after adding 𝛶 , in case it is verified) or the same Blockchain again (in case 𝛶 isnot verified).

Steps:
1: 𝑛′′ ‖ 𝑛′′𝑐 ‖ 𝐹 𝑙′ ← Decrypt(𝑠

𝐿, 𝑚𝑒𝐿);2: if (𝑐′′4 ‖ 𝑐′′5 == 𝑐4 ‖ 𝑐5 & 𝐹 𝑙 == True & 𝑐 == 0) then3: 𝑐 ← 1;4: 𝑉𝑛 ← 𝑉𝑛 + 1;

5. Security and operational analysis

In this section, we discuss the security of DMFA in two ways. Firstly, we prove that DMFA is secure by proving that theapplication of DMFA ensures that no good system state (good attest results) can be reported by adversaries to TA for systems thathave compromised software. Against physical adversaries, DMFA ensures that genuine system states cannot be faked for physically-secure network entities. This has the advantage of restricting the spread of physical attacks and making them not practical for IoMTetworks. We also prove that DMFA can protect and resist various security attacks. Secondly, we present mathematical operationalemantics to states of DMFA and the network system. We then utilize the semantics to prove the security of DMFA. This is doneia establishing a bridge between the semantics and the security analysis of the first way.

12 
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In the following, we present the security definition. More specifically, we formalize the security concept of adversarial scenariothat is commonly used in state-of-the-art attestation techniques [9,58], and [14] to express the security of an attestation scheme,
𝑆 𝑐 ℎ.
Definition 1. An adversarial scenario is a function

𝑑 𝑣𝑐 𝑒(𝑑 𝑣, 𝑆 𝑐 ℎ, 𝑝𝑎𝑟𝑚𝑎𝑐 , 𝑝𝑎𝑟𝑠𝑖𝑔 , 𝑛𝑜𝑒, 𝑛𝑜𝑎) ∈ {0, 1}𝑛𝑜𝑒 , (15)
such that:

• 𝑑 𝑣 can motivate TA to initiate an attestation execution during which 𝑎𝑑 𝑣 would observe and attack the IoMT network.
• 𝑝𝑎𝑟𝑚𝑎𝑐 and 𝑝𝑎𝑟𝑠𝑖𝑔 are scenario parameters measuring the robustness of mac and signature protocols, respectively, used in 𝑆 𝑐 ℎ.
• 𝑛𝑜𝑒 is the number of active network devices that are running the attestation scheme, 𝑆 𝑐 ℎ, and that are accessible by theadversary, 𝑑 𝑣. Our threat model (introduced in Section 3.2) explains the communication model between the 𝑑 𝑣 and networkdevices.
• 𝑛𝑜𝑎 is the possible number of communications between 𝑑 𝑣 and network devices. We assume that 𝑑 𝑣 is computationallybound and hence 𝑛𝑜𝑎 is polynomial.
• The range of 𝑑 𝑣𝑐 𝑒 is the set of binary vectors of length, 𝑛𝑜𝑒. Hence, an output of 𝑑 𝑣𝑐 𝑒 is a binary vector of length,
𝑛𝑜𝑒. Each such vector denotes the results of performing an adversarial scenario. Therefore, a value 1 at the 𝑖th location of thisvector denotes a genuine (secure) software for the network entity 𝐸𝑖.Although the parameters do not include explicit random functions, some of them may rely on hash functions acting as simple randomones.We now formalize the security of DMFA in presence of software and hardware adversaries in Theorems 1 and 2, respectively.

Theorem 1. DMFA is secure against every software adversary, 𝑑 𝑣𝑠. This amounts to that there exists a negligible function,  𝑠 thatatisfies the following inequality for every network device, 𝐸𝑖 whose software is compromised at attestation time:
𝑃 𝑟𝑜[𝑑 𝑣𝑐 𝑒(𝑑 𝑣𝑠,𝙳𝙼𝙵𝙰, 𝑝𝑎𝑟𝑚𝑎𝑐 , 𝑝𝑎𝑟𝑠𝑖𝑔 , 𝑛𝑜𝑒, 𝑛𝑜𝑎)(𝑖) = 1] ≤  𝑠(𝑝𝑓 ),

where, 𝑝𝑓 is a polynomial function in 𝑝𝑎𝑟𝑚𝑎𝑐 , 𝑝𝑎𝑟𝑠𝑖𝑔 , and 𝑛𝑜𝑎. Moreover, in presence of DMFA, 𝑑 𝑣𝑠 cannot launch denial of service andeplay attacks on DMFA.
Proof. To break the security of DMFA, 𝑑 𝑣𝑠 must be able to forge a genuine state for a sensor, 𝑠𝑖 (or a doctor terminal 𝑑𝑖) whoseoftware is compromised at the attestation time of the sensor (or the terminal). This requires 𝑑 𝑣𝑠 to communicate a genuinettestation proof for 𝑠𝑖 (or 𝑑𝑖) in the form of attestation message (𝛺𝑖, 𝛺𝑖′) (or (𝛤 𝑖, 𝛤 𝑖′)) that is eventually delivered and verified byhe personal (or team) server and TA. To communicate such message, 𝑑 𝑣𝑠 must prepare a message 𝜔𝑖1 ∥ 𝜔𝑖2 (or 𝛾 𝑖1 ∥ 𝛾 𝑖2) whichhen gets signed with the private key 𝑠

𝑠𝑖
(or 𝑠

𝑑𝑖
) of 𝑠𝑖 (or 𝑑𝑖). The attestation protocol forwards (𝛺𝑖, 𝛺𝑖′) (or (𝛤 𝑖, 𝛤 𝑖′)) to TA via healthy personal (or team) server. The server will only forward the message upon the success of verifying the message signatureand the time frame within which the message was received.Therefore, 𝑑 𝑣𝑠 needs to break the security of the used signature scheme, to be able to communicate a valid message (𝛺𝑖, 𝛺𝑖′)or (𝛤 𝑖, 𝛤 𝑖′)) for the current attestation process. The signature is calculated using the current challenge 𝑐2 (𝑐3), the private key 𝑠

𝑠𝑖(or 𝑠
𝑑𝑖

) of 𝑠𝑖 (or 𝑑𝑖) and the particular reading (or subscription) of 𝑠𝑖 (or 𝑑𝑖), and memory attestation of 𝑠𝑖 (or 𝑑𝑖). The fact that
𝑑 𝑣𝑠 cannot overcome the security of Trusted Execution Environment (TEE) which contains and executes the code of DMFA meanshat 𝑑 𝑣𝑠 cannot read the private key or the challenge. Similarly, 𝑑 𝑣𝑠 needs to break the security of the encryption scheme, toe able to fake an attestation message ′ (or ′) to manipulate the DMFA step of reporting to TA.Nevertheless, 𝑑 𝑣𝑠 is unable to replay past messages of sensors or messages prepared by genuine sensors. This is so becauseevery sensor reading is signed with its private key. Hence, messages of other sensors do not contain a valid signature if the senderis not the message creator. Therefore, changing the message results in an invalid attached signature and 𝑑 𝑣𝑠 again needs to breakhe signature scheme. Also, old messages get removed from genuine sensors, as they contain outdated attestation challenges. All inall, 𝑑 𝑣𝑠 cannot communicate valid attestation messages on behave of any compromised sensor or server. Therefore, 𝑑 𝑣𝑠 cannotass the attestation process using a sensor whose software is compromised at the attestation time of the sensor. The discussion aboveakes it evident that the design of DMFA prevents 𝐴𝑑 𝑣𝑠 from spreading fake messages on purpose. Therefore, DMFA prevents
𝑑 𝑣𝑠 from launching denial of service attacks. This is also supported by the fact that invalid attestation messages for a sensor (or aerminal) can be discovered at personal (or team) servers before reaching TA and also these messages invalidate the whole lists ofBAN (or HN) sensors (or devices). □

Theorem 2. DMFA is secure against every hardware adversary, 𝑑 𝑣ℎ. This amounts to that there exists a negligible function, ℎ thatatisfies the following inequality for every network device, 𝐸𝑖 whose TEE is genuine but whose software is compromised at attestation time:
𝑃 𝑟𝑜[𝑑 𝑣𝑐 𝑒(𝑑 𝑣ℎ,𝙳𝙼𝙵𝙰, 𝑝𝑎𝑟𝑚𝑎𝑐 , 𝑝𝑎𝑟𝑠𝑖𝑔 , 𝑛𝑜𝑒, 𝑛𝑜𝑎)(𝑖) = 1] ≤ ℎ(ℎ𝑒),

where, ℎ𝑒 is a polynomial function in 𝑝𝑎𝑟𝑚𝑎𝑐 , 𝑝𝑎𝑟𝑠𝑖𝑔 , and 𝑛𝑜𝑎. Moreover, 𝑑 𝑣ℎ cannot launch replay attacks in presence of DMFA.
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Proof. We show that 𝑑 𝑣ℎ is not able to forge a genuine system report for a sensor (doctor terminal) 𝑠𝑖 (or doctor terminal 𝑑𝑖)whose software is compromised at the time of its attestation; however, at that time the sensor hardware is uncompromised. By proofof Theorem 1, this is equivalent to 𝑑 𝑣ℎ, not being able to contribute genuine attestation messages on behalf of the sensor. Werecall that these messages must be delivered to and successfully proved genuine by the personal server and TA. However, 𝑑 𝑣ℎan break TEE in the set of sensors, 𝑆, of WBAN including 𝑠𝑖, but not that of 𝑠𝑖. Hence, for these sensors, 𝑑 𝑣ℎ can know keys andpdate the execution state of DMFA execution. More specifically, 𝑑 𝑣ℎ can construct genuine attestation messages (𝛺𝑖, 𝛺𝑖′) (or
𝛤 𝑖, 𝛤 𝑖′)) for elements of 𝑆. Hence, these messages would be accepted by the team server.However, to contribute a genuine system report  (or ), this report has to also include a genuine attestation message (𝛺𝑖, 𝛺𝑖′)(or (𝛤 𝑖, 𝛤 𝑖′)) for 𝑠𝑖. However, the assumption that TEE of 𝑠𝑖 is not compromised, makes building (𝛺𝑖, 𝛺𝑖′) (or (𝛤 𝑖, 𝛤 𝑖′)) is impossible.Moreover, similar to the proof of Theorem 1, replay attacks cannot be launched by 𝑑 𝑣ℎ. □

Theorem 3. DMFA can protect against impersonation and Man-In-The-Middle attacks.
Proof. Impersonation: The security of TEE of the sensor (or doctor terminal) prevents the adversary 𝑑 𝑣 from accessing the privateey of the sensor. Therefore, 𝑑 𝑣 is not able to build attestation messages and pretend to be a sensor or medical device. Therefore, inthis way, DMFA is safe against many impersonation attacks, such as a sensor-impersonation attack, a personal-server-impersonationattack, and a team-server-impersonation attack.Man-In-The-Middle (MITM): Suppose that an adversary 𝑑 𝑣 eavesdrops attestation messages (𝛺𝑖, 𝛺𝑖′) (or (𝛤 𝑖, 𝛤 𝑖′)) between thepersonal (or team server) and a sensor 𝑠𝑖 (or a doctor terminal 𝑑𝑖). Assume that later, 𝑑 𝑣 attempts to build a new version ofmessages that resemble the original attestation ones. For this end, 𝑑 𝑣 needs to eavesdrop on the random nonce used for theattestation process and to know the sensor reading. However, 𝑑 𝑣 does not know the private key of the sensor. Therefore, even if𝑑 𝑣 is successful in building a message, it would not be able to modify its signature sent along with the message. Therefore, DMFAis protected against the man-in-the-middle attack. □We now present our proposed operational analysis for DMFA. This analysis is based on mathematical operational semanticsthat is composed of a set of system states and a set of inference rules. The rules specify the transitions between the states accordingto details of DMFA and our system model. In Definition 2, we progressively present the semantic systems states.
Definition 2.

1. The set of ground states of entities of our system model is defined as 𝜉 ∈  = {⋈, 𝚄𝚗𝚍𝚎𝚛𝙰𝚝𝚝𝚎𝚜𝚝, 𝚂𝚎𝚌𝚞𝚛𝚎, 𝙲𝚘𝚖𝚙𝚛𝚘𝚖𝚒𝚜𝚎𝚍}. Theunknown state of an entity is denoted by ⋈.2. The set of system states of a WBAN-entity (sensor or server) is defined as 𝜉𝑤 ∈ 𝑤 = {⊥, ⊤} × . The symbol ⊤ (⊥) denotesthat the WBAN-sensor has (has no) previous readings that contributed to the construction of the classifier 𝙲𝚕𝚊𝚜𝚜𝚒𝚏𝚢𝑤().3. The set of system states of a HN-entity (terminal or server) is defined as 𝜉ℎ ∈ ℎ = {⊥, ⊤} ×. The semantics of ⊥ and ⊤, inthis case, are defined with respect to the classifier 𝙲𝚕𝚊𝚜𝚜𝚒𝚏𝚢ℎ().4. For a WBAN, 𝑤, a wban-state is a map from the set of IDs of 𝑤-entities to 𝑤 ∶ 𝜓𝑤 ∈ 𝛹𝑤𝑏𝑎𝑛 = (𝑤) ⟶ 𝑤.5. For a HN, ℎ, a hn-state is a map from the set of IDs of ℎ-entities to ℎ ∶ 𝜓ℎ ∈ 𝛹ℎ𝑛 = (ℎ) ⟶ ℎ.6. The set of semantic states, 𝜗 ∈ 𝑠𝑚, of DMFA is defined as 𝛹𝑤𝑏𝑎𝑛 × 𝛹ℎ𝑛.
Our inference rules below calculate the infimum (denoted by ⋀) of members of . Therefore, we assume the following orderelationship on members of :

𝙲𝚘𝚖𝚙𝚛𝚘𝚖𝚒𝚜𝚎𝚍 ≤𝜉 ⋈ ≤𝜉 𝚄𝚗𝚍𝚎𝚛𝙰𝚝𝚝𝚎𝚜𝚝 ≤𝜉 𝚂𝚎𝚌𝚞𝚛𝚎.On top of ≤𝜉 , we define other order relationships ≤𝑤𝑏𝑎𝑛 and ≤ℎ𝑛 on members of 𝛹𝑤𝑏𝑎𝑛 and 𝛹ℎ𝑛, respectively. The new relationshipsapplies ≤𝜉 component-wise on images of maps in 𝛹𝑤𝑏𝑎𝑛 and 𝛹ℎ𝑛. Hence, we can calculate the supremum and infimum of membersof these sets. The following definition presents DMFA-APIs and DMFA-RunSeq as formal definitions for a run of DMFA. Thisfacilitates presenting the inference rules of our proposed semantics.
Definition 3. DMFA-APIs ={𝚃𝙰1(), 𝙿𝚂1(𝑐1), 𝚂𝙴1(𝑐2), 𝙿𝚂2(𝛺𝑖, 𝛺𝑖′), 𝚃𝙰2(′), 𝚃𝙰3(), 𝚃𝚂1(𝑐1,ℎ), 𝙳𝚃1(𝑐3,), 𝚃𝚂2(𝛤 𝑖, 𝛤 𝑖′), 𝚃𝙰4(′)}. A
DMFA-RunSeq is a finite sequence of DMFA-APIs.For a pair (𝑤, ℎ) of a WBAN and HN, the initial state to run our semantics is ((𝑤) ⟶ {(⊥,⋈)},(ℎ) ⟶ {(⊥,⋈)}). There areseveral types of semantic states. Each type has an enormous number of members with different value assignments. The finite statemachine of the state types, with transitions between states, is illustrated in Fig. 3.We introduce inference rules guiding transitions of our proposed operational semantics, for DMFA, in Table 6. The table showshe rules concerning WBAN states. The rules concerning HN states are similar to the presented ones. The pattern of the rules isresented in Rule (16). The pre-conditions denote necessary conditions for the network system to reach state 𝜗𝑐 𝑢𝑟 from state
𝑝𝑟𝑒𝑣.

Pre-conditions

(𝐼 ,𝑝,𝑠) ⊧ 𝙳𝙼𝙵𝙰 − RunSeq ∶ 𝜗𝑝𝑟𝑒𝑣 ⟶ (𝜗𝑐𝑢𝑟, 𝜉)
(16)
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Fig. 3. Finite state machine of state types in DMFA semantics.

The rule specifies that the state transition is due to the execution of the sequence DMFA-RunSeq by network entities whose IDsare in 𝐼 which is a sequence of sets of IDs. Execution is assumed to be done using 𝑝 and 𝑠 as deep learning classifiers of WBANand HN servers, respectively. 𝜉 denotes the overall security status of the system. For example, Rule 17 is read as follows. Executingthe API 𝚃𝙰1() has to start in a state (𝜓𝑤, 𝜓ℎ) that determines the state of the server 𝑝 as (⊥,⋈) or (⊤,⋈). This means that the WBANis not already being attested. In this case, the execution reaches a Secure state 𝜗𝑐 𝑢𝑟 = (𝜓𝑤′, 𝜓ℎ′) under which 𝜓𝑤′ determineshe state of 𝑝 as (𝑐 𝑜, 𝚄𝚗𝚍𝚎𝚛𝙰𝚝𝚝𝚎𝚜𝚝). Hence, 𝑐 𝑜 is the result of checking whether the server 𝑝 contributed to the construction of theeep learning classifier.The security analysis and the operational semantics proposed above are linked in Definition 4 and Theorem 4 presented below.
Definition 4. A semantic state 𝜗 = (𝜓𝑤, 𝜓ℎ) ∈ 𝑠𝑚 is secure if there are negligible functions enabling 𝜗 to satisfy inequalities ofTheorems 1 and 2.
Theorem 4. Assume that for a DMFA-RunSeq 𝑅𝑆, the judgment ({𝑒},𝑝,𝑠) ⊧ 𝑅𝑆 ∶ 𝜗𝑝𝑟𝑒𝑣 ⟶ (𝜗𝑐 𝑢𝑟, 𝜉) is inferred by application ofconvenient inference rules of our proposed DMFA operational semantics. Assume also that 𝜗𝑝𝑟𝑒𝑣 and the system are secure during inferringof the judgment. Then 𝜗𝑐 𝑢𝑟 is secure and 𝜉 = 𝚂𝚎𝚌𝚞𝚛𝚎.A manual structural induction on the inference rules (Table 6) of the operational semantics proves Theorem 4. The proof workson structure of inference rules and traces different application cases of the rules.
6. Implementation and evaluation

In this section, we discuss the implementation details and evaluate the performance of DMFA. The machine that we used tocomplete the experiments is a Dell (Vostro) Intel(R) Core(TM) i7-3612 QM CPU @ 2.10 GHz, 8.00 GB RAM on Windows 10 (64-bits) OS. For ease of readability, we organize this section into three subsections. In the first subsection (Section 6.1), we present aroof-of-concept implementation for DMFA using SMART, a robust architecture for remote attestation of embedded systems. Wethen, in Section 6.2, show multi-aspects and detailed comparisons of DMFA against related state-of-the-art protocols: SEDA [9] andALAD [14]. We finally show the result of proving the practical feasibility of DMFA, via implementing it using Omnetpp equippedwith Castalia simulator in Section 6.3. We share the files obtained as results from the simulations tool that we used to evaluate
DMFA, via a public repository.2

2 https://github.com/maelzawawy/DMFA.
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Table 6Inference rules of DMFA semantics.
𝜗𝑐𝑢𝑟 = (𝜓𝑤′ , 𝜓ℎ′) 𝜓𝑤(𝑝) ∈ {(⊥,⋈), (⊤,⋈)}

𝑐𝑜 = (𝑝 contributed to 𝑝) ⊤ ∶ ⊥
𝜓𝑤′ = 𝜓𝑤[𝑝 ↦ (𝑐𝑜,UnderAttest)]

({𝑇𝐴},𝑝 ,𝑠) ⊧ TA1() ∶ (𝜓𝑤 , 𝜓ℎ) → (𝜗𝑐𝑢𝑟 ,Secure)

(17)
𝜗𝑐𝑢𝑟 = (𝜓𝑤′ , 𝜓ℎ′) 𝜓𝑤(𝑝)(1) = UnderAttest

∃𝑠𝑖 ∈ 𝑤,𝜓𝑤(𝑠𝑖 ) ∈ {(⊥,⋈), (⊤,⋈)}
𝑐𝑜𝑖 = (𝑠𝑖 contributed to 𝑝) ⊤ ∶ ⊥

𝜓𝑤′ = 𝜓𝑤[𝑠𝑖 ↦ (𝑐𝑜𝑖 ,UnderAttest)]

({𝑝},𝑝 ,𝑠) ⊧ PS1(𝑐1) ∶ (𝜓𝑤 , 𝜓ℎ) → (𝜗𝑐𝑢𝑟 ,Secure)

(18)
𝜓𝑤(𝑠𝑖 )(1) = UnderAttest

({𝑠𝑖 },𝑝 ,𝑠) ⊧ SE1(𝑐2) ∶ (𝜓𝑤 , 𝜓ℎ) → (𝜗𝑐𝑢𝑟 ,Secure)
(19)

𝜗𝑐𝑢𝑟 = (𝜓𝑤′ , 𝜓ℎ′) 𝜓𝑤(𝑠𝑖 )(1) = UnderAttest,∀𝑠𝑖 ∈ 𝑤
𝜉 = (∀𝑠𝑖 ∈ 𝑤(VerSig(𝑝

𝑠𝑖 ; 𝑐2 ‖ 𝛺𝑖 , 𝛺𝑖′))
ς |𝑡𝑖3 − 𝑡2| ≤ 𝛥1)) Secure ∶ Compromised

({𝑝},𝑝 ,𝑠) ⊧ PS2(𝛺𝑖 , 𝛺𝑖′) ∶ (𝜓𝑤 , 𝜓ℎ) → (𝜗𝑐𝑢𝑟 , 𝜉)

(20)
𝜗𝑐𝑢𝑟 = (𝜓𝑤′ , 𝜓ℎ′) 𝑐1 ‖ 𝑚← Decrypt(𝑠

𝑇𝐴;′)
𝜉𝑖 = (Process1(,𝑐 )(𝑠𝑖)) Secure ∶ Compromised

𝜓𝑤′ = 𝜓𝑤[𝑠𝑖 (2) ↦ 𝜉𝑖 ∣ 𝑠𝑖 ∈ 𝑤]
𝜉 = (∀𝑠𝑖 ∈ 𝑤, 𝜉𝑖 == Secure) Secure ∶ Compromised

({𝑇𝐴},𝑝 ,𝑠) ⊧ TA2(′) ∶ (𝜓𝑤 , 𝜓ℎ) → (𝜗𝑐𝑢𝑟 , 𝜉)

(21)

(𝑆1 ,𝑝 ,𝑠) ⊧ Seq1() ∶ 𝜗𝑝𝑟𝑒𝑣 → (𝜗′𝑐𝑢𝑟 , 𝜉1)
(𝑆2 ,𝑝 ,𝑠) ⊧ Seq2() ∶ 𝜗′𝑐𝑢𝑟 → (𝜗𝑐𝑢𝑟 , 𝜉2)

𝜉 = 𝜉2
⋀
𝜉2

(𝑆1;𝑆2 ,𝑝 ,𝑠) ⊧ Seq1;Seq2() ∶ 𝜗𝑝𝑟𝑒𝑣 → (𝜗𝑐𝑢𝑟 , 𝜉)

(22)
∀1 ≤ 𝑖 ≤ 𝑛, (𝑖𝑒 ,𝑝 ,𝑠) ⊧ API𝑖() ∶ 𝜗𝑝𝑟𝑒𝑣 → (𝜗𝑖𝑐𝑢𝑟 , 𝜉𝑖)

𝜗𝑐𝑢𝑟 =
⋀𝑛
𝑖=1 𝜗

𝑖
𝑐𝑢𝑟 𝜉 =

⋀𝑛
𝑖=1 𝜉𝑖

𝑆 = {𝑖𝑒 ∣ 1 ≤ 𝑖 ≤ 𝑛}

(𝑆,𝑝 ,𝑠) ⊧ API1();… ;API𝑛() ∶ 𝜗𝑝𝑟𝑒𝑣 → (𝜗𝑐𝑢𝑟 , 𝜉)

(23)

6.1. Prototype
In this section, we present a proof-of-concept implementation for DMFA. Among famous architectures (such as SMART [24],

TrustLite [25], and Tytan [23]) for remote attestation of embedded systems, we choose to carry a SMART-based implementationor DMFA. Our choice is supported by the minimal hardware requirements of SMART and its wide functional and securityharacteristics. Our architecture has several parties including a Read-Only Memory (ROM) storing the attestation code and keynd a Memory Protection Unit (MPU) organizing ROM access. The ROM is initialized with the device-specific key at manufacturingime according to the steps of key generation provided in Section 4.1. In Fig. 4, we show the implementation of DMFA as anupdated architecture of SMART.The architecture of Fig. 4 has several assumptions including the following ones. The ROM content cannot be modified byny program executed on the device. This guarantees the integrity of our protocol, DMFA, code. The MPU ensures that onlyhe attestation code at ROM can access the attestation key. This can be done by ensuring that the program counter points to theppropriate address space of ROM when the key is read. In line with SEDA [9], unlike SMART, and in the context of our architecture,MPU also manages part of rewritable (non-volatile) memory, used to store main entities of DMFA. More specifically, the privatekey of devices, WBAN-Attest, and HN-Attest are stored in ROM. This guarantees the integrity of these entities. The publicey of devices, the main challenge value (), and necessary device software are stored in rewritable (non-volatile) memory, RAMoutlined in Fig. 4). The MPU table of the figure has rules that control accessing RAM and ROM. The rules combine attestationrotocols (WBAN-Attest and HN-Attest) with keys to building a trusted computing platform (TCP). For instance, Rule 𝑅2guarantees that only WBAN-Attest can read and write .
6.2. Costs and comparisons

In this section, we compare DMFA, the proposed scheme of this paper, against most-related state-of-the-art attestation protocols:SEDA [9] and SALAD [14]. Although the limited number of existing attestation techniques targeting IoMT emphasizes the importanceof our work, it forced us to do our best to determine the most-related state-of-the-art techniques to compare our protocol against.The aspects of our comparisons are security features, communication, storage, and computational costs. We start by comparingthe security and functionality features of DMFA against the specified most-related state-of-the-art protocols. These featuresinclude IoMT-orientation, attesting the validity of medical readings, attesting consistency of doctor subscriptions, machine-learningutilization, Blockchain support, the formal definition of protocol security, formal proof of protocol security, resilience to reply
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Fig. 4. Proof-of-concept implementation of DMFA.
Table 7Comparing security and functional features of DMFA against most-related state-of-the-art protocol.# Feature SALAD [14] SEDA [9] DMFA

1 IoMT-orientation × × ✓
2 Attesting medical readings × × ✓
3 Attesting consistency of doctor subscriptions × × ✓
4 Machine-learning utilization × × ✓
5 Blockchain support × × ✓
6 Formal definition for protocol security ✓ ✓ ✓
7 Formal proof for protocol security ✓ ✓ ✓
8 Resilience to reply attacks ✓ ✓ ✓
9 Resilience to MITM attacks ✓ ✓ ✓
10 Resilience to impersonation attacks ✓ × ✓
11 Security against hardware adversary ✓ × ✓

The marks ✓and × are used to distinguish which protocol satisfies and which does not satisfy, respectively, the studiedfeature.

attacks, resilience to MITM attacks, resilience to impersonation attacks, and security against hardware adversary. The comparisondetails are presented in Table 7 and it is evident that while many security and IoMT-functionality features are supported by DMFA,they are not supported by protocols that we compare against.In the WBAN-Attest phase of DMFA, the messages 𝑐1, 𝑐2, 𝛺𝑖, 𝛺𝑖′,′, 𝑐1 ∥ ℎ, and 1 are communicated among differententities in our IoMT network system. We use the assumptions in Table 8 for lengths (in bits) of primitive data structures buildingcommunicated messages of DMFA and related work. Our calculations in this section assume a WBAN network that has 𝑛 patientsensors and one personal server. The messages 𝛺𝑖, 𝛺𝑖′,′,ℎ, and 1 require 64, 256, (160 + (𝑛 + 1) ∗ 33 + (𝑛 + 1) ∗ 32 + 32), (160 +
160 + (𝑛+ 1) ∗ 32), and (32 + 160 + ((𝑛+ 1) ∗ 33 + (𝑛+ 1) ∗ 32 + 32)) bits, respectively. Therefore, the messages 𝑐1, 𝑐2, 𝛺𝑖, 𝛺𝑖′,′, 𝑐1 ∥ ℎ,and 1 require 160, 160, 64, 256, (257 + 𝑛 ∗ 65), (352 + 𝑛 ∗ 32), and 289 + 𝑛 ∗ 65, respectively. Hence, the total cost of communicationin the WBAN-Attest phase of DMFA is 1538 + 𝑛 ∗ 162 bits.In the HN-Attest phase of DMFA, the messages 𝑐3,, 𝛤 𝑖, 𝛤 𝑖′,′, and 1 are communicated among different entities in ourIoMT network system. Our calculations in this section assumes a HN network that has 𝑚 doctor terminal and one team server.Table 9 shows the costs of the main message components of this stage. Therefore, the messages 𝑐3,, 𝛤 𝑖, 𝛤 𝑖′,′, and 1 require
160, 𝑛 ∗ 65, 64, 256, (257 + 𝑚 ∗ 65), and 289 + 𝑚 ∗ 65, respectively. Hence, the total cost of communication in the HN-Attest phaseof DMFA is 1026 + 𝑛 ∗ 65 + 𝑚 ∗ 130 bits. Therefore, the total communication cost of DMFA is equal to 2564 + 𝑛 ∗ 227 + 𝑚 ∗ 130
17 
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Table 8Assumption of the length of different message pieces communicated in DMFA.Message piece Length in bits
Boolean value 1Timestamp 32Memory attestation result 32Classification result 32Patient sensor reading 32Doctor subscription 32Identity certificate 32Code certificate 32Nonce (random number) 160Symmetric key 256Signature 256

Table 9Communication costs of messages used in HN-Attest phase of DMFA.Message Message cost (in bits)
 𝑛 ∗ 32
𝛤 𝑖 64
𝛤 𝑖′ 256
′ 257 + 𝑚 ∗ 65
1 289 + 𝑚 ∗ 65

Table 10Comparing communication cost of DMFA against related state-of-the-art schemes.Scheme WBAN-Network HN-Network Total
𝑁𝑚 𝑁𝑏 𝑁𝑚 𝑁𝑏 𝑁𝑚 𝑁𝑏SEDA [9] 4 1280 + 𝑛 ∗ 256 4 1280 + 𝑚 ∗ 256 8 2560 + 𝑛 ∗ 256 + 𝑚 ∗ 256SALAD [14] 7 832 + 𝑛 ∗ 256 7 832 + 𝑚 ∗ 256 14 1664 + 𝑛 ∗ 256 + 𝑚 ∗ 256

DMFA 𝟓 𝟏𝟓𝟑𝟖 + 𝐧 ∗ 𝟏𝟔𝟐 𝟒 𝟕𝟑𝟕 + 𝐧 ∗ 𝟔𝟓 +𝐦 ∗ 𝟔𝟓 𝟗 𝟐𝟐𝟕𝟓 + 𝐧 ∗ 𝟐𝟐𝟕 +𝐦 ∗ 𝟔𝟓

𝑚 denotes number of doctor terminals, 𝑛 denotes number of patient sensors, 𝑁𝑚 denotes number of messages, and 𝑁𝑏 denotes number of bits.
Table 11Comparing computational requirements of DMFA against related state-of-the-art protocols.Protocol Computational requirements

SEDA [9] 12 ∗ 𝑡𝑠 + 32 ∗ 𝑡𝑐SALAD [14] (3 + 5 ∗ (𝑚 + 𝑛)) ∗ 𝑡𝑠 + (6 + 8 ∗ (𝑚 + 𝑛)) ∗ 𝑡𝑐
DMFA 𝟏𝟒 ∗ 𝐭𝐬 + 𝟐𝟎 ∗ 𝐭𝐜

bits. The most related state-of-the-art techniques that we compare against do not consider the communication with the cloud server;hence, we need to remove the cost of ′ to get a comparable cost of DMFA. This results in a total cost of 2275 + 𝑛 ∗ 227 + 𝑚 ∗ 65for DMFA.Our comparative analysis for DMFA communication costs against related schemes is concluded in Table 10 and Fig. 5. Theanalysis confirms that the communication-cost requirements of DMFA are less than that of related schemes.To analyze the computational cost of DMFA, we let 𝑡𝑠 and 𝑡𝑜 denote the time required for encrypting∖signing a message andoncatenating a pair of messages, respectively. The WBAN-Attest and HN-Attest phases of DMFA consumes 7 ∗ 𝑡𝑠 + 11 ∗ 𝑡𝑐nd 7 ∗ 𝑡𝑠 + 9 ∗ 𝑡𝑐 , respectively. Therefore, the total computational consumption of DMFA is 14 ∗ 𝑡𝑠 + 20 ∗ 𝑡𝑐 . The relativelyestricted number of main operations needed in DMFA contributes to its efficiency. Table 11 shows our comparative analysis forcomputational requirements of DMFA and related protocols. The computational requirements of DMFA are mostly less than oromparable with that of related protocols.During the WBAN-Attest phase of DMFA, the patient sensor stores the result of the memory attestation, the sensor reading,nd a signature. Hence, this phase needs storage of 32 + 32 + 256 = 320 bits. Similarly, the HN-Attest phase of DMFA needs atorage cost of 320 bits. Therefore, the total storage requirement of DMFA is 640 bits. Table 12 shows the comparative analysis oftorage requirements of DMFA and most related schemes. The table confirms that the storage requirement of DMFA is less thanthat of related protocols.In conclusion, our comparative analysis confirms that our proposed protocol DMFA requires less cost and is more scalable andfficient than related protocols. Our results assume that the personal and team servers are conveniently communicable at all times.Otherwise, these servers could be potential bottlenecks for DMFA performance.
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Fig. 5. Comparison of DMFA’s communication cost against related state-of-the-art schemes concerning the numbers of patient sensors and doctor terminals.
Table 12Comparing storage requirements of DMFA to related state-of-the-art protocols.Scheme Storage requirements (in bits)

SEDA [9] 672 + (𝑚 + 𝑛) ∗ 64SALAD [14] 48 + (𝑚 + 𝑛) ∗ 112
DMFA 𝟔𝟒𝟎

6.3. Practical feasibility
The simulation tool that we used to implement and prove the practical feasibility of our proposed attestation scheme isOmnetpp equipped with Castalia3 simulator. Castalia is a simulator for Wireless Sensor Networks (WSN) and networks of low-powerembedded devices including Body Area Networks. The simulation process takes into consideration the properties of our systemmodel (introduced in Section 3.1). We share the simulation results in a public repository.4 Applying Castalia commands (such as

CastaliaResults) on the shared files and their manual investigations are effective ways to know some configurations thatproduced the results and to obtain some of the results presented below. Table 13 concludes the main parameters of our simulation.he parameters and values of this table are fixed after investigating common corresponding parameters and values used in relatediterature. Our model has 10 sub-networks, patient and hospital ones, with 10 servers. We deploy different numbers of devices forach sub-network. The experiments are carried out using static and dynamic sensors and doctor devices.Our simulation is based on experimental cases presented in Table 14. and the results of running our experimental cases arepresented in Table 15.The parameters that we used and measured for our experimental cases include the average time needed for attesting personaletwork (𝐴𝑇1 ), the average time needed for attesting hospital network (𝐴𝑇2 ), average energy consumed per node (𝐸𝐶 ), the averagenumber of transmitted packets (𝑁𝑇
𝑃 ), and the average number of received packets (𝑁𝑅

𝑃 ). The times 𝐴𝑇1 and 𝐴𝑇2 are pictured in Fig. 6.It is clear from the figure that the required attestation time is almost linear in the number of attested devices. This guarantees thehigh applicability of DMFA on large-scale IoMT networks. Also, the restricted influence of turning some of the sensors or medicalerminals into moving objects (in scenarios 𝐶3, 𝐶5, 𝐶7, and 𝐶10), on attestation times, reveals promising benefits of DMFA. Thisis so because although considering mobility is not a core requirement in our system model, it is still a system character that DMFAis capable of treating efficiently. Also, the low energy needed (on average, per node, around 6.789 mJ) confirms the efficiencyand practicality facets of DMFA. These facets are also ensured by the smooth increase in the numbers of received and transmittedpackets against the increase in network capacity as shown in Fig. 7.
3 https://omnetpp.org/download-items/Castalia.html.4 https://github.com/maelzawawy/DMFA.
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Table 13Simulation parameters.Network parameter Value
Operating system Windows 10Simulator Omnetpp & CastaliaRouting protocol MultipathRingsRoutingNo. of sub-networks 10No. of personal networks 5No. of team networks 5No. of experimental cases 10No. of system servers 10No. of trust authorities 1Connection bandwidth 20 MHzRange of No. of patient sensors 25−100Range of No. of doctor terminals 25−100Communication 802.15.4 MACNoise bandwidth 194 MHzRange of sensor mobility 0−5 mphRange of doctor terminal mobility 0−5 mph

Table 14Scenarios used for testing practical perspectives of DMFA.CID S# T# 𝑆𝑛# 𝑇 𝑛# 𝑀𝑆# 𝑆𝑆 𝑀𝑇 # 𝑆𝑇

C1 25 25 5 5 0 0 0 0C2 50 25 10 5 0 0 0 0C3 50 25 10 5 30 5 10 5C4 75 25 15 5 0 0 0 0C5 75 25 15 5 50 5 25 5C6 100 50 20 10 0 0 0 0C7 100 50 20 10 100 5 50 5C8 100 75 20 15 0 0 0 0C9 100 100 20 20 0 0 0 0C10 100 100 20 20 100 5 100 5
SID: Case ID, S#: Total No. of sensors, T#: Total No. of doctor terminals, 𝑆𝑁#: No. of sensors per sub-network,
𝑇𝑁#: No. of doctor terminals per sub-network, 𝑀𝑆#: No. mobile sensors, 𝑆𝑆 : Speed of mobile sensors, 𝑀𝑇 #: No.of mobile doctor terminals, 𝑆𝑇 : Speed of doctor terminals.
Table 15Results of scenarios used for testing practical perspectives of DMFA.CID 𝐴𝑇1 𝐴𝑇2 𝐸𝐶 𝑁𝑇

𝑃 𝑁𝑅
𝑃C1 1.42 2.08 6.798 51 43.321C2 1.66 2.44 6.798 63.731 56.859C3 1.78 2.62 6.798 67.474 58.064C4 1.89 2.79 6.798 70.311 59.389C5 2.01 3.93 6.798 79.165 67.728C6 2.18 4.22 6.798 68.267 57.118C7 2.30 4.46 6.798 70.582 58.477C8 2.41 4.69 6.798 79.313 69.219C9 2.50 4.90 6.798 94.855 85.655C10 2.62 3.88 6.798 67.059 57.714

CID: Case ID, 𝐴𝑇1 : Average time needed for attesting personal network (sec) 𝐴𝑇2 : Average time needed for attestinghospital network (sec), 𝐸𝐶 : Average energy consumed per node[mJ], 𝑁𝑇
𝑃 : Average number of transmitted packets,

𝑁𝑅
𝑃 : Average number of received packets.

7. Conclusion and future work

In this work, we presented DMFA, a novel attestation protocol for IoMT networks. One of the primary advantages of DMFA isthat it enables all the features of the cloud and blockchain which increases the security of the attestation protocol. To ensure theaccuracy of the system, the attestation phase is partitioned into two main sub-phases: WBAN-Attest and HN-Attest. Formalsecurity analysis reveals the resistive power of DMFA against different adversarial behaviors. Compared to related state-of-the-arttechniques, the implementation results show that DMFA reduces the needed communication cost by 28.4%. We have analyzedaverage times needed for attesting WBAN and HN networks and identified that the time is almost linear in the number of attesteddevices, which guarantees high applicability of DMFA on large-scale IoMT networks. In DMFA, even if the mobility is not a corerequirement, then also it is still a system character that DMFA is capable of treating efficiently. Also, the low energy needed (onaverage, per node, around 6.789 mJ) confirms the efficiency and practicality facets of DMFA. The performance analysis metricsnd implementation results show that DMFA outperforms well in an IoMT domain.
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Fig. 6. Average time needed for attesting personal (𝐴𝑇1 ) and hospital (𝐴𝑇2 ) networks in DMFA.

Fig. 7. Transmitted packets against received ones for experimental cases of DMFA.

There are interesting directions for future work in the research venue of this paper. Some recent issues in IoMT systemsead researchers to believe that, it is important to develop an attestation method that would, besides attesting devices, trace theonsequences of fake medical data delivered from infected patient sensors. Our use of Blockchain in DMFA would pave the way toevelop such protocol as the Blockchain preserves the attestation history whose investigation might help in this situation. Anotherirection for future research is to study the problem of this paper in presence of medical drones and robots which are becoming mainlayers in delivering medical services in modern smart cities. It is not instantly clear whether DMFA would be straightforwardlypplicable to such extended and complex medical system models.
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