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Blockchain-based systems become increasingly attractive targets for cybercrime due to the rising amount of value
transacted in respective systems. However, a comprehensive overview of existing attack vectors and a directive
discussion of resulting research opportunities are missing. Employing a structured literature review, we extract
and analyze 87 relevant attacks on blockchain-based systems and assign them to common attack vectors. We
subsequently derive a research framework and agenda for information systems research on the cybersecurity of

blockchain-based systems. We structure our framework along the users, developers, and attackers of both
blockchain applications and blockchain infrastructure, highlighting the reciprocal relationships between these
entities. Our results show that especially socio-technical aspects of blockchain cybersecurity are underrepre-
sented in research and require further attention.

1. Introduction

Blockchain-based systems become increasingly relevant in business
and society. While the blockchain technology originally gained traction
as the backbone of the digital currency Bitcoin, a multitude of applica-
tions ranging from supply chain management (Bumblauskas, Mann,
Dugan, & Rittmer, 2020; Guggenberger, Schweizer, & Urbach, 2020; Liu
& Li, 2020), financial services (Ali et al., 2020) to the Internet of Things
(Chanson, Bogner, Bilgeri, Fleisch, & Wortmann, 2019; Lockl, Schlatt,
Schweizer, Urbach, & Harth, 2020) exists today. These applications aim
at leveraging the inherent characteristics of the technology, such as
decentralization, tamper-resistance, and transparency (Hughes et al.,
2019; Schweizer, Schlatt, Urbach, & Fridgen, 2017).

As a result, blockchain-based systems hold an increasing amount of
value, both monetary and in the form of business process information.
For example, the total value of all Bitcoins in circulation is valued at USD
795 billion as of January 2022 (CoinMarketCap, 2022). Moreover, many
blockchains facilitate smart contracts, allowing individuals and orga-
nizations to implement arbitrary business logic on a decentralized
infrastructure. Consequently, such systems can maintain crucial infor-
mation for business processes. For example, the German Federal Office
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for Migration and Refugees develops a blockchain-based system for
managing highly sensible refugee identities along the asylum process
(Guggenmoos, Lockl, Rieger, Wenninger, & Fridgen, 2020), while a
consortium of shipping companies processes global container shipping
flows through blockchain technology (Jensen, Hedman, & Henningsson,
2019).

This ever-rising value stored in blockchain systems creates increas-
ingly attractive targets for attackers. Recent years reported several
prominent cybercrimes on respective systems. In addition, blockchain-
based systems have become increasingly complex. The DAO, suppos-
edly the first completely decentralized organization based on block-
chain, became the victim of a famous hack in 2016, leading to a loss of
USD 50 million for its investors at the time (Mehar et al., 2019). In the
realm of cryptocurrencies, the currency exchange Mt. Gox suffered
several attacks resulting in the decay of the exchange with severe con-
sequences for its customers (Feder, Gandal, Hamrick, & Moore, 2017).

Despite the relevance of such incidents, the cybersecurity of
blockchain-based systems has been considered as being strong by in-
formation systems (IS) research so far (Frizzo-Barker et al., 2020;
Hughes et al., 2019). However, several researchers called for a more
critical perspective (Beck, Avital, Rossi, & Thatcher, 2017; Hughes et al.,
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2019) and additional research on the security of blockchain (Mendling
et al., 2018). While initial technical surveys on the security of
blockchain-based systems exist, the IS community lacks a systematic
overview of attack vectors and resulting research avenues. However,
research on the security of blockchain technology is required to increase
acceptance of (Saad et al., 2020) and trust in its applications (Hughes
et al.,, 2019). In summary, while the security of blockchain-based sys-
tems seems "virtually indisputable" in IS literature, it is nevertheless
considered a risk (Frizzo-Barker et al., 2020, p. 9). IS researchers and
practitioners alike should holistically consider the cybersecurity threats
to blockchain-based systems to design, develop, and evaluate applica-
tions based on such systems (Warkentin & Orgeron, 2020). To fill this
research gap, we aim to answer the following question:

What are known attack vectors of blockchain systems and which IS
research avenues concerning the cybersecurity of blockchain-based sys-
tems can be derived?

We answer this question by collecting and analyzing attacks on
blockchain-based systems through a structured literature review (SLR).
As such, we cover both public and private as well as permissioned and
permissionless blockchains. We identify a total of 87 relevant attacks
and subsequently structure them along a generic blockchain technology
stack. Based on the findings of the SLR, we derive a comprehensive
research framework and agenda for the interdisciplinary IS community.
Thus, we aim at contributing to the discussion on the attack vectors and
security threats to blockchain-based systems and proposing a compre-
hensive collection of resulting future research opportunities. As a result,
this article aids practitioners in building secure applications by
providing an overview and context of existing attacks on blockchain-
based systems.

The remainder of this paper is structured as follows. Section 2 sets
the necessary foundations, covering blockchain and related cyberse-
curity research. Section 3 describes the research method, while Section 4
presents and discusses the attack vectors identified in the SLR. Section 5
derives a comprehensive IS research framework and agenda for block-
chain cybersecurity from the analysis of the previously identified at-
tacks. The following Section 6 provides an extensive discussion of this
paper’s contribution and implications, while Section 7 closes the paper
with a conclusion.

2. Foundations
2.1. Blockchain technology

Blockchain is a novel type of a highly resilient distributed data
structure, which allows redundantly storing transactions grouped in
blocks on the nodes of a peer-to-peer (P2P) network (Glaser, 2017). Each
block is linked with its predecessor by referencing the hash value of the
previous block. To issue a new transaction, a client propagates it to the
blockchain network. Peers collect these transactions, group them in a
block, and propose this block according to specified rules to the network.
A consensus mechanism then ensures that the system’s peers agree on a
common state of the blockchain. Once an agreement is reached on a
block, the respective peers append it to their blockchain (Chanson et al.,
2019).

To increase the applicability of blockchain-based systems, different
concepts of blockchain arose over the past decade. A popular categori-
zation by Peters & Panayi (2015) distinguishes between public block-
chains, where transactions are publicly visible, and private blockchains,
where transactions are only visible to authorized parties. Furthermore,
permissionless blockchains allow anyone to participate in the P2P
network and validate transactions, while Permissioned systems retain
this right to authorized parties exclusively. Along these architectural
dimensions, different consensus mechanism alternative to the compu-
tationally intensive and, thus, inefficient proof-of-work in Bitcoin
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emerged (Sedlmeir, Buhl, Fridgen, & Keller, 2020). While some ap-
proaches offer improved scalability or efficiency, they require an
increased amount of trust in the nodes participating in a blockchain
network. Thus, they are so far mainly practicable in permissioned
blockchain settings, where nodes are known and trusted to a certain
extent.

Advancements of the basic technological concept allow for imple-
menting arbitrary logic on blockchain systems through smart contracts
(Schweizer et al., 2017). Smart contracts are computer programs, which
are stored on the peers of the P2P network. When functions in these
programs are invoked through transactions, the network’s peers execute
their logic redundantly. The smart contracts are transparently auditable
by the peers participating in the network. Advanced ideas on the use of
respective smart contracts involve developing nexuses of smart contracts
creating decentral autonomous organizations (DAOs) (Beck, Miiller--
Bloch, & King, 2018), such as the previously mentioned The DAO.
Management and operational rules in DAOs are encoded in autono-
mously operating smart contracts, which are controlled by their share-
holders, thus creating organizations without a central management
(Wang et al., 2019b; Ziolkowski, Miscione, & Schwabe, 2020). Appli-
cations of blockchain technology are wide-ranging and present in almost
all sectors of industry (Frizzo-Barker et al., 2020), for example in hu-
manitarian supply chains (Dubey, Gunasekaran, Bryde, Dwivedi, &
Papadopoulos, 2020) or improved crowd forecasting methods (Rupa-
singhe, Burstein, & Rudolph, 2019).

In recent years, several generic research agendas concerning block-
chain technology have emerged. While some explicitly consider the
cybersecurity of blockchain-based systems and the risk resulting from
their application as a critical topic, the majority focus on other areas of
IS research and disregard this aspect. In addition, cybersecurity is often
regarded as an inherent feature of blockchain systems, rather than a
threat. Risius & Spohrer (2017); Beck et al. (2017); Rossi, Mueller-Bloch,
Thatcher, & Beck (2019) as well as Lindman, Tuunainen, & Rossi (2017)
do not explicitly mention cybersecurity as an avenue for IS research.
However, the authors emphasize the importance of interdisciplinarity in
research on blockchain technology. This aspect should be considered for
constructing an IS cybersecurity research agenda for blockchain.
Frizzo-Barker et al. (2020) focus on developing a business-oriented
research agenda but acknowledge that security is considered an
inherent characteristic in common definitions of blockchain technology.
Nevertheless, the authors indicate that the security of blockchain-based
systems can be both benefit and risk. Hughes et al. (2019) identify se-
curity as a distinct theme in IS research, and mention the reliance on
public key infrastructure as an implicit cybersecurity threat. The authors
state that research on the security of blockchain-based systems is
required to increase trust in the technology. Considering the application
of blockchain to emerging countries, Schuetz & Venkatesh (2020)
emphasize the detrimental impact of security weaknesses in
blockchain-based systems used by citizens in developing economies,
while Warkentin & Orgeron (2020) assess information security through
blockchain in the public sector.

2.2. Cybersecurity aspects of blockchain technology

Information security generally aligns along the C-I-A triangle
comprising the goals of confidentiality, integrity, and availability
(Whitman & Mattord, 2011). Research lately extended these founda-
tional goals of information security to include authenticity, account-
ability, auditability, trustworthiness, non-repudiation, and privacy
(Berger, Biirger, & Roglinger, 2020). Cybersecurity is broadly defined as
“[t]he approach and actions associated with security risk management
processes followed by organizations and states to protect confidentiality,
integrity and availability of data and assets used in cyber space” (Schatz,
Bashroush, & Wall, 2017, p. 66). Cybersecurity attacks represent
intentional and unauthorized access to systems and thus pose a threat to
information systems’ security goals (Miede et al., 2010). Attackers aim



V. Schlatt et al.

to reach an unauthorized target by carrying out several planned steps to
achieve their ultimate goal (Howard & Longstaff, 1998). Along the way,
attackers employ tools facilitating the exploitation of vulnerabilities in a
system. The attackers’ motivations are diverse and depend on the attack,
the attacked application, which layer of the information system is
attacked, and many more aspects (Howard & Longstaff, 1998).

Blockchain technology represents a combination of previously
existing technologies, which characterize its properties and provides IT
systems security with new semantics. Blockchain technology’s key se-
curity characteristics include aspects such as integrity, immutability,
decentralization, and pseudonymity (Schweizer et al., 2017). Never-
theless, its inherent properties also introduce specific challenges to
cybersecurity. The distributed nature, extensive use of cryptography,
and information transparency exacerbate issues in secure software en-
gineering. Properties such as backward immutability further introduce
new security challenges. Several prominent examples illustrate that at-
tacks exploiting vulnerabilities specific to blockchain technology are
feasible and become an increasing threat to applications based on the
technology. Yet, the technology is regularly hailed as inherently secure
and applications can be found in multiple highly critical areas of society,
such as supply chains (Garg et al., 2021) or detection of counterfeit
products (Modgil & Sonwaney, 2019). Trust in blockchain and its se-
curity is often one of the major arguments for the adoption of the
technology (Pournader, Shi, Seuring, & Koh, 2020). Thus, research on
the actual level of cybersecurity and potentially compromising attacks is
highly relevant.

The computer science community took up the lack of coherent
overviews of attack vectors of blockchain-based systems from a tech-
nical perspective. However, many publications are focused on specific
instantiations of blockchain-based systems and thereby limited in their
scope and generalizability. Furthermore, they lack the derivation of an
interdisciplinary research agenda suitable for the realm of IS. Accord-
ingly, Conti, Sandeep Kumar, Lal, & Ruj (2018) present threats to se-
curity and privacy in Bitcoin and its proof-of-work consensus
mechanism. Chen, Pendleton, Njilla, & Xu (2020) present an overview of
vulnerabilities and attacks on Ethereum smart contracts. The findings
are thus limited to the Ethereum blockchain. A further approach to
structuring attacks limited to Bitcoin is given by Zhu et al. (2020). The
respective authors systematize attacks, concentrating on the target
surface of data by assigning attacks to three clusters: data privacy at-
tacks, data availability attacks, and data consistency attacks. A publi-
cation by Rahouti, Xiong, & Ghani (2018) provides a further account of
attack vectors of the Bitcoin blockchain system and its consensus
mechanism.

Recently, more generic overviews of attacks on blockchain systems
emerged sporadically in the computer science literature (Averin &
Averina, 2019; Li, Jiang, Chen, Luo, & Wen, 2020; Morganti, Schiavone,
& Bondavalli, 2018; Shrivas, Dean, & Brunda, 2020). While aiming to
provide a comprehensive overview, the respective papers are still
limited in their scope. Saad et al. (2020) provide an overview of attacks
on blockchain technology by assigning 17 distinct attacks to three
pre-determined attack surfaces related to blockchain system compo-
nents. Based on these findings, the authors derive research avenues
concerning the improvement of technical components of blockchain
technology. Similarly, Homoliak, Venugopalan, Hum, & Szalachowski
(2019) survey the security of blockchain-based systems. Furthermore,
the authors define a reference architecture detailing weaknesses and
potential points of attack. In sum, the authors identify 29 attacks but
lack to derive avenues for interdisciplinary research from their findings.
The paper identifying the largest amount of attacks presents 49 attacks
(Shrivas et al., 2020) but misses to comprehensively derive future
research opportunities. Also, the methodical approach of the respective
papers often seems untransparent and, therefore, lacks reproducibility.
For example, while Li et al. (2020) offer a systematic review of attacks
on blockchain systems, they do not further describe how they gathered
their data (i.e., stating search strings or databases). Magazzeni,
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McBurney, & Nash (2017) develop a research agenda limited to the
verification and validation of smart contracts. Taylor, Dargahi, Deh-
ghantanha, Parizi, & Choo (2020) offer a comprehensive literature re-
view and research agenda concerning the security benefits gained from
utilizing blockchain technology, but miss to shed light on the opposite
effect, i.e., the security risk arising from blockchain.

3. Research method

Our overall research process divides into two distinct stages. First,
we identified relevant attack vectors and related attacks on blockchain
systems by conducting an SLR. Second, we discuss the resulting over-
view of attack vectors and derive a comprehensive IS research frame-
work and agenda for the cybersecurity of blockchain-based systems
under consideration of existing research agendas.

The main objective of the SLR is to produce a comprehensive sum-
mary of attacks against blockchain systems and resulting attack vectors.
We follow the widely accepted approach by Webster & Watson (2002) to
conduct our SLR. Fig. 1 illustrates the SLR process with its individual
stages. As an initial step, we extracted search terms from the research
question, specifically attack, blockchain, and system. We further refined
our list of search terms by including insights from existing attack over-
views (Averin & Averina, 2019; Li et al., 2020; Morganti et al., 2018;
Shrivas et al., 2020). These overviews frequently use the terms vulner-
abilities, threats, and issues closely related to attacks. We also excluded
the terms smart contract and cryptocurrency, as we found in initial
searches that these terms are almost exclusively used in conjunction
with the term blockchain in articles. Furthermore, we deliberately
excluded the terms distributed ledger technology or DLT, as this study’s
focus is to provide in-depth insight into blockchain-oriented attacks.
This approach allows the study to be more concise. We created a Boolean
search string based on these terms, which we applied to search the da-
tabases for titles, abstracts, and keywords.

Subsequently, we identified appropriate databases for our search. We
selected the ACM Digital Library, IEEE Xplore, and arXiv to cover papers
with a technical focus, and AISel and Web of Science (WoS) to cover
relevant IS journals and conferences specifically. WoS is a meta-database
and, thus, covers multiple databases indexing IS literature, such as
Elsevier. This approach lead to the inclusion of five databases, returning
5332 results using the identified search string. We deliberately consid-
ered both journal publications as well as conference proceedings for our
SLR, as research on blockchain is still in its infancy and evolving quickly
(Rossi et al., 2019). Thus, much work is published at conferences.
Furthermore, conferences are common outlets for publication in the
computer science discipline. The search process was conducted between
July and August 2020. We did not limit the database queries in terms of
publication date.

We performed several steps to filter the relevant data from the
identified literature. During the title and abstract screening, we
excluded all non-English articles and literature dealing with non-
blockchain DLT. This pre-screening resulted in a total number of
n = 291 articles, on which we performed in-depth text screening. For the
final analysis (n = 161), we only included articles that specifically deal
with attacks on existing blockchains and did not consider attacks on
merely conceptional systems.

Subsequently, we constructed a systemization of the identified at-
tacks by systematically ordering the identified attacks along attack
vectors of a generic blockchain technology stack. The development of
this systemization was conducted highly iteratively. Following Nick-
erson, Varshney, & Muntermann (2013), a systemization has to be
concise, robust, comprehensive, and explanatory. Therefore, the
research team continuously discussed and revised the preliminary sys-
temization until the given requirements were satisfactorily met.

By analyzing commonalities, characteristics and specificities across
the identified attacks and attack vectors, we derive a comprehensive
research framework for IS research on the cybersecurity of blockchain
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4

\ 4

Data extraction
Identification of 161 relevant articles

Fig. 1. SLR approach.

systems. In doing so, we take insights from existing research frameworks
into account.

Along this conceptual research framework, we propose a research
agenda offering fruitful avenues for IS researchers aiming to shed light
on perspectives on the cybersecurity of blockchain-based systems.

4. Results
4.1. Consolidation of attacks and identified attack vectors

This study analyzes 161 articles published between 2013 and August
2020. The full results can be found under Schlatt, V., Guggenberger, T.,
Schmid, J. & Urbach, N. (2021). A more descriptive and attack-centred
analysis of the identified attacks is available under (Guggenberger,
Schlatt, Schmid, & Urbach, 2021). Even though Bitcoin went live in
2009 already, it took four more years for the first articles analyzing the
security of blockchain-based systems to emerge. After the first signifi-
cant attacks on blockchain-based systems, e.g., Mt. Gox (Feder et al.,
2017), caused a stir, publications of scientific papers on blockchain se-
curity increased rapidly until 2020. The peak is currently in 2019, with
70 publications. Considering the distribution of articles, we identify that
the number of conference proceedings doubled from 2018 to 2019. The
total number of journal articles even tripled in that timeframe. This
observation demonstrates the increasing research in the field of block-
chain cybersecurity. Furthermore, the rising number of journal articles
indicates that the research converges toward a higher maturity level. We
extracted a total of 87 attacks out of the literature.

We derive a comprehensive systemization of these attacks along

generic attack vectors in blockchain-based systems in a next step (see
Fig. 2). We explicitly include all types of blockchain technology in our
scope. In an iterative process, we subsequently analyzed and sorted the
87 attacks derived from literature along different criteria. These initially
included the attacker’s goal, the resulting implications of attacks,
commonalities in the attacks’ conduct, and others. We applied several
categorizations and followed the guidelines by Nickerson et al., (2013)
to define ending conditions for our categorization process. Thus, the
research team continuously discussed and added attacks to different
categories, until a concise, robust, comprehensive, and explanatory,
systematization was identified (Nickerson et al., 2013). After several
sorting rounds, we found that assigning attacks along the generic tech-
nology stack of blockchain-based systems produces a selective and
exclusive systematization wherein each attack is uniquely assigned to a
specific attack vector. We build upon existing representations (Ismail &
Materwala, 2019; Pay, 2017; Saad et al., 2020) to derive a generic
blockchain technology stack consisting of five layers. In Fig. 2, we
denote the number of unique attacks identified per attack vector below
the respective attack vector.

The P2P network represents the basic layer for data storage and ex-
change between nodes of any blockchain system. The second layer
contains the consensus mechanism of a blockchain system, a protocol for
achieving consensus on the system’s current state between the network
nodes. The virtual machine (VM) and the respective programming lan-
guage of a blockchain system constitute the third layer and attack vector
in our systemization. It contains the components responsible for writing,
translating, and executing application logic. Building upon these layers,
the application logic represents the fourth attack vector and subsumes
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n = 87 attacks
Consensus s . Client Application
P2P Network Mechanism VM / Language Application Logic / Wallet
n=15 n=27 n=11 n=10
On-Chain Off-Chain
n=17 n=11

Fig. 2. Attack vectors and identified attacks.

smart contracts and off-chain programs responsible for implementing
application logic. We divided this vector into two different sub-vectors.
Attackers can either attack the on-chain application logic by exploiting
vulnerabilities in smart contracts deployed on the blockchain or attack
the off-chain application logic on connected applications. In general, users
employ client applications/wallets to interact with blockchain systems,
which constitute a further attack vector in the blockchain technology
stack. From a superordinate perspective, the attack vectors can be
broadly classified into blockchain infrastructure, subsuming the P2P
network, consensus mechanism, VM, and blockchain applications,
including the application logic and wallets.

4.2. Overview of the identified attack vectors

The first attack vector subsumes attacks on the P2P network. This
attack vector relates to the communication between nodes within the
network. Attacks in this category are often not specific to blockchain
systems but rather relate to generic communication network attacks.
Examples of such attacks are distributed denial of service (DDoS) attacks
or domain name system (DNS) attacks. During a DDoS attack on block-
chain systems, a distributed network of attackers floods the blockchain
system with transactions of small amounts in a short period, which
occupy the storage of the following blocks (Saad et al., 2020). As a
result, the attacker can launch other attacks, like double spending. The
routing attack poses another risk explicitly aimed at blockchains’ P2P
networks. Thereby, the attacker initially parts the network’s users into
separate groups and afterward tampers the messages between them,
thereby withholding information from each group (Apostolaki, Zohar, &
Vanbever, 2017). As a result, attackers can achieve a fork into two
chains, increasing the chance of a successful double spend. In total, we
subsume 15 attacks under the attack vector P2P network.

The second attack vector constitutes the consensus mechanism.
Different consensus mechanisms with different vulnerabilities exist.
However, the proof-of-work consensus mechanisms of Bitcoin and
Ethereum remain the most popular and widely examined instances.
Attacks on blockchain systems’ consensus mechanism mostly charac-
terize as malicious exploitations of the consensus mechanisms’ inherent
and deliberate design. The 51% attack on the proof-of-work consensus
mechanism is a prominent example. A (group of) miner(s) possess(es)
more than 50% of the system’s hash rate, allowing them to mine new
blocks and thus decide which transactions are included therein (Sayeed
& Marco-Gisbert, 2019). This attack can be achieved through with-
holding a privately mined chain of valid blocks from the public and
releasing it before the public chain gets as long as the private instance
(Sayeed & Marco-Gisbert, 2019). Paying other miners for writing empty
blocks, known as Goldfinger attack (Kroll, Davey, & Felten, 2013), is
another malicious attack regarding the consensus mechanism, especially
applicable to the proof-of-stake consensus mechanism (Wang, Wang,
Cao, Li, & Xiong, 2019a) and focused on the human factor of cyberse-
curity. Another exemplary elaboration of this attack vector is the race

attack, whereby a merchant does not wait for confirmation before
accepting an attacker’s transaction of funds. Meanwhile, the attacker
(potentially a malicious miner) creates a second block containing a
transaction with the same transaction data but is directed to another
address controlled by himself. The attacker then hopes that the mer-
chant accepts the first transaction while the second block is validated
first, entailing the invalidity of the first transaction to the merchant
(Saad et al., 2020). Most attacks on the consensus mechanism of
blockchain systems target the canonical-chain rule (i.e., longest chain in
Bitcoin and Greedy Heaviest Observed Subtree (GHOST) in Ethereum)
and build upon the stochastic nature of consensus mechanisms in com-
mon public blockchain systems. In the final systemization, we assigned
27 attacks to the consensus mechanism, stressing the relevance of this
attack vector.

The layer of the VM and inherent programming language is responsible
for the change of state in blockchain systems. The VM is responsible for
translating the business logic, written with a particular programming
language, to computer instructions so that regardless of the environment,
the results are deterministic (Hirai, 2017). In this layer, we mainly
identified attacks resulting from bugs in implementing a blockchain
system’s VM and programming language. Therefore, attacks on program
functions only belong in this group if the functions’ implementation
differs from the official documentation. In case the function is imple-
mented correctly but used in an insecure way, we considered this attack
to be part of the on-chain application logic group. An appropriate
example is the short address attack, which exploits an Ethereum VM
vulnerability regarding wallets ending to "0" digits. If the attacker exe-
cutes a purchase through a smart contract with a precise balance and
removes the last 0 of the address, the virtual machine adds the missing
0 without having the buy function checking the sender’s (= attacker’s)
address (Saad et al., 2020). Subsequently, the attacker’s address’ bal-
ance multiples by 256 each time they execute the purchase. We identi-
fied 11 attacks on this attack vector.

The fourth attack vector covers attacks on the application logic built
upon blockchain system infrastructures, usually deployed by third
parties. We distinguish between on-chain application logic and off-chain
logic. Smart contracts, which are directly deployed and executed on a
blockchain system, are examples of on-chain application logic. The off-
chain application logic, in contrast, connects users with applications
running directly on the blockchain system. Smart contracts are typically
written by users and not an inherent part of the blockchain protocol or
client and, thus, differ from the VM/ language. Once enshrined in a
validated block, the smart contract code cannot be modified subse-
quently (Moubarak, Filiol, & Chamoun, 2016). For example, the reen-
trancy attack exploits a vulnerable smart contract and, hence, the
on-chain application logic. In this attack, an incautious user can lose all
their Ether temporarily saved in a smart contract to an attacker if they do
not update the contract’s balance before sending Ether (Chen et al.,
2020). The off-chain attack vector contains attacks exploiting weak-
nesses introduced on a layer on top of a blockchain system. For example,
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during a refund attack, the attacker evades the P2P communication
network by feigning cancellation of an order as man-in-the-middle and
exploiting the vulnerability that users accept refunds over off-chain
communication channels (e.g., e-mails). Consequently, the merchant
sends the refunds to the man-in-the-middle-attacker instead of the
customer (McCorry, Shahandashti, & Hao, 2016). In summary, we
assigned 16 attacks to on-chain application logic and 11 attacks to off--
chain application logic.

The last attack vector concerns the client application/wallet. Please
note that distinct blockchain systems make different use of the word
client and wallet. This article regards the wallet as the cryptographic
vault containing cryptographic keys while the client makes use of the
wallet and manages connections to the blockchain system. The users of
blockchain applications and their wallets pose a considerable security
risk. Phishing is a generic attack on information systems but also of
particular relevance to blockchain-based systems (Hasanova, Baek,
Shin, Cho, & Kim, 2019). Another attack is particularly relevant for the
Ethereum ecosystem, which often makes use of the Remote Procedure
Call (RPC) API to implement DApps. In the case of an unprotected RPC
connection, any user could directly connect to the client to perform
arbitrary functions. This situation is especially critical when the client
has unlocked the wallet, exposing access to the user’s private keys (Bui,
Rao, Antikainen, & Aura, 2019). We added 8 attacks to this attack
vector. Again, in this category, generic attacks on IT systems are pre-
vailing, such as social engineering attacks, exploiting vulnerable imple-
mentations of cryptography, and others.

5. Research agenda
5.1. Research framework for blockchain cybersecurity

The literature review demonstrates the rising number of articles
examining blockchain vulnerabilities and attacks. We assume that this
increase in interest is related to the increasing penetration of blockchain
systems within diverse application areas. The higher the entrusted value
within a blockchain system, the higher the risk of loss, and, therefore,
the higher the need for a better understanding of vulnerabilities and the
resulting cybersecurity risk. To account for this need, we derive a
comprehensive research framework for the cybersecurity of blockchain-
based systems from the analysis of attacks on such. Based on this
framework, we infer a comprehensive research agenda for IS.

The derived research framework (Fig. 3) entails the main entities and
relationships involved in cybersecurity incidents in blockchain-based
systems. We developed the respective framework in an incremental
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manner by conceptualizing existing blockchain research frameworks
based on insights gained from analysing the attacks identified in our
literature review (Chapter 4). In line with generic research frameworks
for blockchain, we therefore divide the entities relevant for research on
the cybersecurity of blockchain-based systems into a human and an IT
fraction (Rossi et al., 2019). Thus, we take a socio-technical perspective
on failures of IS (Bostrom & Heinen, 1977) to derive our framework,
because blockchain-based systems must be understood as
socio-technical systems (Ehrenberg & King, 2020). We identify three
entities on the human side: users of blockchain applications (which often
serve as an entry point and victim for cybersecurity incidents), de-
velopers of blockchain-based systems (responsible for creating many
attack opportunities and safeguarding blockchain-based systems), and
attackers (a dimension added particularly in the context of research on
the cybersecurity of blockchain-based systems). The IT side is divided
into the underlying blockchain infrastructure, such as the Ethereum
platform, and blockchain applications running on top of the protocol
(Rossi et al., 2019). The former can often show inherent weaknesses
relevant for cybersecurity on a protocol-level, which can only be coun-
tered by interdisciplinary approaches (as discussed below). The latter
show more “traditional” weaknesses and can benefit from existing ap-
proaches to cybersecurity. As evident from the analysed attacks, recip-
rocal effects characterize the relationships between the entities in the
cybersecurity research framework.

On the one hand, users use and thereby impact the security of
blockchain-based applications and perceive their level of security. On
the other hand, blockchain applications constrain and influence the actual
and perceived security of their users. Likewise, developers design,
implement, and change blockchain-based systems, entailing both
blockchain applications and the blockchain infrastructure they are built
upon, and thereby influence their security properties. In contrast, the IT
of blockchain-based systems enables and constrains developers in their
options for implementing security features. Attackers play a central part
in the cybersecurity research framework for blockchain, as they are
involved in all cybersecurity incidents. The attackers are characterized
by a reciprocal relationship with both users and developers, as well as
blockchain applications and blockchain infrastructure: On the one hand,
attackers exploit both users and developers as important attack vectors.
On the other hand, they often introduce and exploit direct vulnerabil-
ities on a technological level. Both the IT as well as the human entities
constrain and influence the behavior of attackers. The impact of bilateral
relationships between two entities on other entities and their relation-
ship to each other introduces additional complexity. Each of the entities
in the framework and their complex relationships offer fruitful avenues

Human IT
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Fig. 3. Blockchain cybersecurity research framework.
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for future research. Thus, we develop relevant research propositions
(Pn), each aligning with one or more elements in the framework
(Hughes et al., 2019).

P1: The more users are aware and educated about the security of
blockchain-based systems, the less cybersecurity incidents induced by users
will occur.

The skills and values of users have an impact on the success or failure
of IS (Bostrom & Heinen, 1977). In the realm of cybersecurity, this can
reflect in the awareness and education about cybersecurity of specific
systems. Research indicates that improvement of these factors will lead
to improved security behaviour of IS’ users (Li et al., 2019), which may
not serve as an entry point as often as a result. We propose that this
relationship is present in blockchain-based systems, too, and urge
research to evaluate the relevant circumstances. This research proposi-
tion focuses on the users and blockchain applications entities in the
research framework.

P2: Goal-oriented design of blockchain-based systems will positively in-
fluence the security-relevant behaviour of their users.

The behaviour of users can not only be influenced by education and
raising awareness, but also through the design of systems. Best practices
from the realm of cybersecurity show that mechanisms such as a
requiring Two-Factor-Authentication can increase the cybersecurity of
systems’ users (Ciolino, Parkin, & Dunphy, 2019). We posit, that this
aspect is relevant for the design and development of blockchain-based
systems, too. More knowledge about users and their perceptions of
security-relevant design choices, as well as a detailed analysis of attacks
on blockchain-based systems involving users, will lead to design of more
secure systems. This research proposition focuses on the users and
blockchain applications entities.

P3: Incentives to design secure blockchain-based systems will lead to a
higher focus on security by their developers.

As socio-technical systems, the attitudes and reward systems of
humans involved in the development and use of blockchain-based sys-
tems need to be aligned with the purposes of the IS (Bostrom & Heinen,
1977). We propose that the adequate design of such reward systems and
incentives may serve as a motivator for the secure design of
blockchain-based systems. For example, financial rewards for finding
security issues in the codebase of blockchain-based systems, may
incentivize developers to focus on cybersecurity, as do financial losses in
the case of incidents (for example, if tokens in a blockchain system
belong to their developers). This research proposition focuses on the
developers and IT entities.

P4: Increased availability of open source software components for
blockchain-based applications will lead to more secure software development.

Although disputed, open source software is regularly considered as
an approach for improving the security of software (Hoepman & Jacobs,
2007). Especially in the realm of blockchain technology, where software
is regularly developed by different individuals or scattered across or-
ganizations, it is important to be able to audit code independently.
Standardized and tested open-source components, such as the ERC-721
token interface, may serve as way for more individuals and organiza-
tions to develop secure blockchain-based applications, that have been
transparently audited by experts. This research proposition focuses on
the developers and IT entities.

P5: The correlative interaction between humans and blockchain-based
systems will lead to new attack vectors to be exploited.

IS’ success as well as failure is characterized by a reciprocal rela-
tionship between the socio and the technical parts (Bostrom & Heinen,
1977). Several attacks identified offer illustrative examples for this
relationship: phishing attacks involve users as attack vectors in (tech-
nologically) secure systems (Hasanova et al., 2019). Goldfinger attacks,
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on the other hand, involve the developers or maintainers of
blockchain-based systems (Kroll et al., 2013). We suppose that more
human-centred attacks will occur, while technological security ad-
vances. This research proposition focuses on the human element.

P6: A rising number of small-scale blockchain-based systems will lead to
more attacks focused on entire networks.

Important parts of any blockchain-based system build upon scale for
improved security. For instance, 51%-attacks become more feasible, as
the computing power of the network decreases. Successful attacks from
the recent past indicate the importance of this aspect. Concurrently, the
number of blockchain networks and applications keep rising. We,
therefore, suppose that the number of attacks affecting entire networks
increases with this development. This research proposition focuses on
the IT element.

5.2. Research agenda for blockchain cybersecurity

An interdisciplinary perspective on cybersecurity of blockchain-
based systems is central to the proposed research framework. While
blockchains are highly automated systems, they must still be understood
as socio-technical systems (Ehrenberg & King, 2020). Especially in the
realm of cybersecurity, humans play a vital role. From our literature
review, we conclude that particularly a socio-technical perspective is
lacking in current studies. A majority of the identified papers focus
solely on the technical aspects of blockchain security and only few re-
searchers extend this purely technical perspective. For example, the
major studies identified in our literature review, which provide an
overview of multiple attacks, all cluster these attacks by means of
technical categories (Averin & Averina, 2019; Homoliak et al., 2019; Li
etal., 2020; Morganti et al., 2018; Saad et al., 2020; Shrivas et al., 2020).
We identified no study taking a perspective focusing exclusively on
human aspects of cybersecurity. Against this background, building upon
the previously developed research framework and propositions, we
propose future research avenues along the derived research framework.
Table 1 summarizes the proposed research agenda.

The relationship between users and blockchain applications offers
various opportunities for research. Users are a vulnerable gateway for
attacks on blockchain-based systems. In contrast to exclusively techno-
logical agents, humans seldom act deterministically, making it difficult
to identify effective countermeasures. General IT/IS security research
has long since identified humans as an essential topic of interest (Ghafir

Table 1

IS research agenda for blockchain cybersecurity.
Entity Proposed Blockchain Cybersecurity Research Avenues for IS
User e Which attacks on blockchain-based systems are induced by

users and what are effective countermeasures?

How do users perceive the security of blockchain applications?
How to educate and train users to use blockchain applications
securely?

How to design secure software development processes for
blockchain technology?

What are the socio-technical implications of developers
becoming attackers, such as in the Goldfinger attack?

What is the impact of the open-source software culture in the
realm of blockchain technology on cybersecurity?

What motivates attackers of blockchain-based systems?

Which goals do attackers of blockchain-based systems pursue?
How can data science help in identifying and preventing attacks
on blockchain-based systems?

How does the design of blockchain applications influence the
security-related behaviour of their users?

How to design blockchain applications perceived as secure?
Which differences in cybersecurity risk arise from different
instantiations of blockchain technology?

Which actual risks are associated with attacks on blockchain
infrastructure?

How to design and evaluate secure consensus mechanisms?

Developer

Attacker

Blockchain
Application

Blockchain
Infrastructure
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et al., 2018). In the realm of blockchain, a corresponding research
question might be which attacks on blockchain-based systems are induced
by users and what are effective countermeasures? As our literature review
reveals, phishing attacks are present in blockchain systems, too (Hasa-
nova et al., 2019). In this regard, how to educate and train users to use
blockchain applications securely could be a corresponding research
avenue worthwhile pursuing. Offering opportunities for experimental
research, the question of how users of blockchain applications perceive their
level of security might be of interest. Similar endeavors were already
conducted regarding the notion of trust in blockchain by users (Marella,
Upreti, Merikivi, & Tuunainen, 2020; Ostern, 2018), but are lacking
regarding the security aspects.

The opposite relationship between blockchain applications and users
offers corresponding avenues for IS research. How to design blockchain
applications perceived as secure and how does the design of blockchain ap-
plications influence the security-relevant behavior of their users may be
interesting research questions for design science research (Gregor &
Hevner, 2013). Answering the first question is essential for the wide-
spread dissemination of blockchain technology in society, as a positive
perception of security is a fundamental requirement for the acceptance
of the technology (Saad et al., 2020). The answer to the second question
can help reducing the cybersecurity risk originating from users, which
we identify as under-researched in currently available studies.

Developers design, implement, and change blockchain IT (encom-
passing both infrastructure and applications). In this light, we again
emphasize the socio-technical aspect of cybersecurity attacks on block-
chain systems and their respective countermeasures. Erroneous smart
contract implementations described in the papers identified in our
literature review, e.g., The DAO smart contracts (Mehar et al., 2019) or
those exploited through Multiple Withdrawal Attacks (Rahimian,
Eskandari, & Clark, 2019), can lead to significant cybersecurity threats,
which are exacerbated through the tamper-resistant nature of block-
chain technology. Thus, the question of how to design secure software
development processes for blockchain arises. Initial research in this field
has already been conducted (Destefanis et al., 2018). Furthermore, de-
velopers can also act voluntarily as cybersecurity threats, e.g., in Gold-
finger attacks (Kroll et al., 2013). The socio-technical implications of
attacks such as the Goldfinger attack might serve as a future field of
research, as the motivation of maintainers to attack their own system
remains blurry. Furthermore, open-source software development is an
integral element of most major blockchain projects. It is also regularly
considered as a way to improve software security (Hoepman & Jacobs,
2007). Nevertheless, the impact of open-source software development
on cybersecurity is a controversial topic in the academic discourse
(Lawton, 2002; Payne, 2002; Schryen, 2011). The impact of the
open-source software culture in the realm of blockchain technology on
cybersecurity might therefore be an interesting research area for the
interdisciplinary IS research community.

A central but so far underrepresented element in research on the
cybersecurity of blockchain-based systems are attackers. Each attack on
an IT system is associated with a motivating goal of the attacker
(Howard & Longstaff, 1998). To ensure comprehensiveness, we cover an
extensive range of attacks on different types of blockchain-based sys-
tems but acknowledge that attackers’ factual goals may vary. Therefore,
if an attacker aims to compromise a Bitcoin wallet to steal funds, only a
subset of the identified attacks may be relevant. Identifying and inter-
preting attackers’ motivation and goals may, thus, serve as a fruitful op-
portunity for future research and aid in a better understanding of
cybersecurity of blockchain-based systems. The study by Morganti et al.
(2018) already characterizes attacks by the types of attackers likely to
perform them, while initial research on the reward expectations of at-
tackers performing double spend attacks has pointed another way in this
direction (Ramezan & Cyril, 2020). From an interdisciplinary perspec-
tive, applying and evaluating methods from fields such as data science to
identify and prevent attacks on blockchain-based systems seems like a
sensible option to extend the current research landscape. Several papers
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in the realm of cryptocurrencies show the potential of applying data
science methods in blockchain ecosystems (Sun Yin et al., 2019; Yin and
Vatrapu, 2017).

The IT components of blockchain systems, namely the blockchain
infrastructure and blockchain applications, incorporate technical secu-
rity features and thereby enable and constrain developers in designing
and implementing secure solutions. Due to the technology’s inherent
properties, blockchain-based systems materialize differently from reg-
ular IT systems. We note that certain attacks, such as the 51%-attack, are
only relevant in systems employing specific consensus mechanisms or
wallets. As a result, researchers could compare different instantiations of
blockchain technology regarding their cybersecurity risk. Furthermore, it is
essential to note that exploits of blockchain-based systems are often less
severe on an application-level compared to exploits in the blockchain
infrastructure. The P2P network, the consensus mechanism, as well as
the VM are globally distributed and, thus, accessible to all legitimate
network participants, resulting in a different risk level. Providing more
context regarding the risk associated with attack vectors and attacks
could offer more guidance on the secure design of blockchain-based
systems, an aspect which currently only few studies cover (Li et al.,
2020; Morganti et al., 2018). We provide a first systemization of attacks
in this paper, but future research could measure the risk associated with
certain attack vectors and attacks on blockchain-based systems to offer more
context, for example, using proven modelling techniques such as attack
trees (Mauw & Oostdijk, 2006). Consensus mechanisms are at the heart
of blockchain technology and provide opportunities for several attacks
illustrated in the results of our literature review (Saad et al., 2020;
Sayeed & Marco-Gisbert, 2019; Wang et al., 2019a). As our SLR shows,
most attacks on blockchain-based applications target the consensus
mechanism. How to design and evaluate secure consensus mechanisms
might offer a promising research field for the interdisciplinary IS com-
munity, as consensus mechanisms often rely on economic and social
theory rather than purely technical knowledge.

This study offers future research directions, too. The comprehensive
body of literature on attacking blockchain-based systems compiled
through our literature review provides opportunities for various meta-
analyses. For instance, empirical research could connect the attacks
with their factual occurrences, thus helping to improve risk assessment
and studying actual impact beyond theory. By applying, evaluating, and
improving the proposed research framework, future research may also
help in better understanding the socio-technical nature of cybersecurity
in blockchain-based systems and beyond. Furthermore, the systemati-
zation regarding criticality of attacks on specific parts in the blockchain
technology stack, which have already been touched upon and are dis-
cussed in detail below, could be empirically evaluated and further
refined.

6. Discussion

In the following section, we provide a synthesis and discussion of our
research considering the originally proposed research question. Subse-
quently, we discuss the resulting theoretical and practical implications
as well as limitations and future research directions.

Our research question centred around the identification of attacks on
blockchain-based systems and the resulting implications for research on
the cybersecurity of such. Considering the initial motivation for our
research, stating that IS research majorly describes blockchain-
technology as being particularly secure, our results show that a multi-
tude of attacks on blockchain-based systems exists. Thus, we contradict
this common conception in IS literature. We observe in our SLR that
research describing attacks mainly originates from the computer science
and software engineering domains, while IS research seems to have a
less critical view of the topic. This aspect might result from the positive
public reception of blockchain technology, which led IS researchers to
focus on the opportunities by the technology rather than the threats.

Likely due to originating from a technology-oriented research
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community, most existing research on the cybersecurity of blockchain-
based systems revolves around technical aspects. Thus, the socio-
technical perspective proposed in our research framework for IS ex-
tends the problem space by putting human actors stronger into presence.
Applying the proposed framework might therefore require shifting the
focus of research and practice on blockchain from technical aspects of
attacks to human aspects of cybersecurity, thus representing the “socio”
facet. Considering this notion in hindsight, alternative approaches to
structuring the attacks identified in the SLR arise. Instead of focusing on
the attacks’ targeted technology layer of a blockchain-based application,
it might be fruitful to structure attacks along socio-technical criteria. For
instance, each attack is launched with a motivating goal (Howard &
Longstaff, 1998). Structuring attacks along the attacker’s motivation can
aid in researching and defining mitigation strategies more comprehen-
sively. Depending on the type of blockchain-based application offered, a
respective structure allows to identify relevant privacy-related attacks,
financially motivated attacks and so on. Combining these insights with
knowledge on the operating domain of the respective application and its
technical set-up, employing a socio-technical structure can aid in iden-
tifying relevant attacks and mitigation strategies more precisely.
Taking a socio-technical perspective on research on cybersecurity of
blockchain-based systems also paves the way for applying multi-
disciplinary research methods and knowledge from non-technical
research domains. Generic IS research focused on blockchain-
technology largely involves exploratory and case-based research
methods (Hughes et al., 2019). By proposing a socio-technical IS
research framework for blockchain-cybersecurity, we suggest applying
research methods from domains beyond traditional IS research, such as
experiments, which can aid in understanding human aspects.

6.1. Theoretical contributions and implications

To interpret the results of our SLR and infer a comprehensive
research agenda, we take a socio-technical perspective as proposed in
the seminal work by Bostrom & Heinen (1977). Scholars recently urged
IS researchers to put more emphasis on this theoretical stance (Supra-
teek, Chatterjee, Xiao, & Elbanna, 2019). Bostrom & Heinen (1977) offer
a theoretical lens on IS failure, which understands IS as consisting of
“two jointly independent, but correlative interacting systems — the socio
and the technical” (Bostrom & Heinen, 1977, p. 17). As a result, the
design of any well-functioning system must reflect this bond. Through
our analysis of existing attacks on blockchain-based systems, we
contribute an agenda for IS research on the cybersecurity of such. We
posit that related research must respect both socio and technical aspects
in understanding attacks and their results. Yet, the current state of
literature often solely focuses on technical aspects. For example, users’
skills (Bostrom & Heinen, 1977) do have an impact on their
security-relevant use of blockchain-based systems, which is evident in
the success of phishing attacks and similar attacks. Furthermore,
adequately designed reward systems (Bostrom & Heinen, 1977) may aid
in incentivizing developers to focus on security-related aspects. In
blockchain-based systems, this idea is reflected in several consensus
mechanisms or events such as pre-market coin offerings for developers
already. Furthermore, the authority structures of an information system
(Bostrom & Heinen, 1977), which are often non-hierarchical in block-
chain systems (Beck et al., 2018), can have an impact on security as well.
So far, the respective structures appear to have been mainly discussed in
the context of governance considerations.

6.2. Implications for practice

The derived research framework and its theoretical grounding have a
practical impact, too. We propose that the interplay of the individual
components in the blockchain technology stack and the relevant attacks
for each resulting layer lead to different impacts on and involvement of
the human and IT actors within the research framework. Fig. 4
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illustrates these interrelations and their implications. We divide the
technology stack derived in Fig. 2 into three layers, for each of which
specific attack types prevail. The affected as well as the primarily
involved entities in the attacks, which we describe in our research
framework, differ for each layer.

Functionally, client applications and wallets provide interfaces for
users to interact with blockchain-based applications. Thus, attacks on
this layer have a direct impact on users (sometimes individual, as in
phishing attacks, and sometimes on all users of a specific technical
artifact, such as a wallet). As our analysis shows, users also serve as an
entry point for attackers, and thereby become actively involved in at-
tacks. The on-chain logic translates user inputs into transactions on the
blockchain network. Thus, the elements represent the logic of entire
applications, or even classes of applications. Therefore, attacks on this
layer can affect entire applications, such as the attack on the DAO, and
vulnerabilities can affect entire classes of applications, such as integer
overflow attacks present in versions of the Ethereum VM. Given this
context, attacks on blockchain networks can affect the security of all
users and applications. For instance, a successful 51%-attack, which
lately occurred in smaller networks, offers the attacker the possibility to
change the content of any transaction in the blockchain.

The affected elements indicate that attacks on different layers have
effects of different magnitude. While attacks on the client level mainly
impact individuals, attacks on the layers below may have an impact on
entire applications or networks. The relevant attack vectors usually
differ in this regard. Therefore, we posit that practitioners need to
evaluate the security and risks of their blockchain-based applications
according to the layers presented. In this context, it is important to
consider which layers of the technology stack are within the control of
the respective practitioner and choose the technological set-up accord-
ingly. For example, public and permissionless networks may not be
under control of individual or entities that can be influenced, which is
why the security of their design is dependent on others, as is dealing
with attacks. However, the impact of an attack may be large, as 51%-
attacks show. On the other hand, specific interfaces as well as applica-
tions can be maintained by individual practitioners, allowing for more
fine-grained control by individual parties. Understanding which attacks
are relevant for each layer, and which measures can be taken to control
these, is vital for designing and offering secure blockchain-based
applications.

Adhering to the structure proposed, we highlight three specific rec-
ommendations for practitioners, which reflect our socio-technical
perspective: First, strictly analyze the users of your applications to
determine the risk arising from attacks targeting the individual level.
The resulting insights may aid in evaluating cybersecurity risks from
users as attack vectors, in protecting and educating users, and in
determining the business risks from specific blockchain applications
regarding legal and other aspects. Second, leverage blockchain-specific
software security libraries, such as OpenZeppelin,' to support your de-
velopers in implementing secure on-chain logic. As research from
established cybersecurity domains indicates, securely designed software
artifacts aid software developers in building more secure applications
(Georgiev et al., 2012). Third, design or choose the underlying block-
chain network according to the security needs of the assets involved in
your services offered. For instance, this recommendation might result in
considering the monetary costs of utilizing public permissionless net-
works (Lockl et al., 2020) in relation to their potentially higher levels of
security, or evaluating the privacy requirements of data contained,
which might lead to considering private permissioned networks.

6.3. Limitations and future research

Our research is not without limitations. In the following, we

1 https://openzeppelin.com/
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highlight three shortcomings and potential resolutions to be addressed
by future research. First, we aim to provide a comprehensive IS research
agenda for the cybersecurity of blockchain-based systems by analyzing
existing attacks. As a result, we cover various blockchain implementa-
tions and blockchain types, including public and private blockchains, for
our SLR. However, most of the literature mainly focuses on popular
public blockchains, e.g., Ethereum or Bitcoin. Adapting the research
framework to private blockchain systems might result in some changes,
as attack vectors may differ, for example, through the fact that all
network nodes are known and trusted. Second, the research on block-
chain cybersecurity is quickly evolving. Thus, the proposed research
agenda may not be representative in the future. We aim to address this
limitation by proposing a generic research framework, along which
future research agendas can be developed. Furthermore, we have also
included literature published at conference proceedings to account for
the quickly evolving and immature research field. However, this implies
that some review processes for work taken into account may not have
been comprehensive. Third, blockchain research is highly interdisci-
plinary and the respective technologies must be understood as socio-
technical systems. We tried to address this fact in our research frame-
work and agenda. Nevertheless, we only sparsely propose research
questions for relevant fields of science outside of the IS realm, such as
psychology, sociology, or economics.

It is important to note that this research paper offers a comprehen-
sive overview of attacks and cybersecurity research on blockchain-based
systems at a certain point in time. Much of the attention on the topic was
originally motivated by cryptocurrencies and the rising amount of value
they represented. As a result, research on cybersecurity of blockchain-
based systems was also mainly concerned with cryptocurrencies. Yet,
more recent trends such as decentralized finance and non-fungible to-
kens might shift the majority of (financial) value held in blockchain-
based systems, thus attracting more attention by attackers. While the
respective applications essentially build upon the same technology as
cryptocurrencies, the targeted attack vectors might shift towards smart
contracts for example, rather than network infrastructure. Thus, this and
future research must be viewed in a temporal context.

7. Conclusion

Blockchain-based systems become increasingly valuable targets for
cybercrime due to the rising amount of value stored in respective

10

systems. However, researchers and practitioners alike lack a compre-
hensive and structured overview of existing attacks and a directive
discussion of resulting implications. Employing an SLR approach, we
analyze literature on cybersecurity aspects of blockchain technology to
extract 87 relevant attacks. We structure those attacks and derive a
framework for IS research on the cybersecurity of blockchain-based
systems. Along this research framework, we infer future research ave-
nues and illustrative research questions.

This article’s contribution is threefold: First, we provide a compre-
hensive and structured overview as well as analysis of attacks on
blockchain-based systems derived from literature. Second, we
contribute a framework guiding future research in the field of block-
chain cybersecurity from an IS perspective. Third, we derive a
comprehensive research agenda suggesting corresponding research
avenues.

The security of IT systems is under constant change. This observation
is especially true for the quickly developing blockchain ecosystem. Short
lifecycles and the introduction of new features offer new opportunities
for attackers to find exploitable vulnerabilities. Researchers and de-
velopers alike put much effort into fixing these exploits. A multi-
disciplinary approach is vital in developing secure blockchain-based
systems for the future and IS research can play an important role in
this endeavor. The ever-ongoing race between developers and attackers
ensures that research on the security of blockchain-based systems re-
mains an essential topic for the future.
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