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Abstract

As the insurance industry engages in numerous processes which are characterized by the exchange of
data which is updated by multiple parties; a blockchain, as a single source of truth, has the potential
to increase efficiency and reduce the complexity of these processes. However, the complexity,
uncertainty, transforming potential and barriers to adoption associated with blockchain technology
make it hard to assess its impact on insurers. Therefore, this research aims to help insurance industry
business decision makers to anticipate the impact of blockchain technology on their business models,
by finding the most important parts of the business model that need to be addressed. It does so by
means of expert interviews and a business model stress test workshop. In this workshop, experts
assess the impact of uncertain future developments on an insurance reference business model which
is described using the STOF business model ontology.

It has been found that currently, enterprise-grade blockchain solutions that meet the requirements of
the insurance industry regarding governance, privacy, scalability, identity and access management,
security and reliability are not available. Besides no concrete insurance use cases that will actually
realize benefits have been found. Therefore, it is hard to justify investments that are specifically
targeted at blockchain technology. However, there are two investments insurers should make that are
not specifically targeted at blockchain technology, but will prepare insurers for technological
innovation, whether blockchain will reach maturity in the near future or not. The first and most
important investment is related to standardization. The workshops led to the insight that the most
crucial uncertainty outcome is the strength of cooperation. The standardization of data formats and
field descriptions is a prerequisite for this cooperation. Insurers just started this standardization in
order to facilitate data exchange with other insurers. Insurers should continue their standardization
efforts, as it will facilitate data exchange in the insurance value chain and being compliant with GDPR,
regardless whether blockchain will be implemented. The second investment is related to
rationalization, it will enable insurers to respond more quickly to changes in IT and be compliant with
regulation. Blockchain can be a driver for thinking about how systems can be developed to support
decentralization, a division of roles and agility, however, the rationalization process should not be
targeted to a specific blockchain platform, as it is hard to choose from the scattered field of blockchain
platforms.
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1 Introduction

In this research, the impact of blockchain technology on insurers’ business models will be analysed,
therefore, this chapter starts with a description of the main characteristics of the insurance industry
and blockchain technology. In the problem statement, the practical problem that this research aims
to solve and the academic literature that will be used to solve the problem will be described. After the
problem statement, the research objective will be described and the research questions will be
formulated. This chapter concludes with a description of the structure of the thesis.

1.1 Blockchain technology and the insurance industry
As this research project is a response to developments in blockchain technology, a definition and

description of the main characteristics of the technology would add to the clarity of this report. The
following definition of “blockchain” is used in this research (Swan, 2015, p. 1):

“The blockchain is the decentralized transparent ledger with the transactions records — the
database that is shared by all network nodes, updated by miners, monitored by everyone, and
owned and controlled by no one. It is like a giant interactive spreadsheet that everyone has
access to and updates and confirms that the digital transactions transferring funds are
unique.”

Section 2.1 explains the basic principles and characteristics of blockchain technology. From this
section, an overview of the most important characteristics can be made. This overview helps to
understand why the application of blockchain could have potential in the insurance industry. The main
characteristics of blockchain technology are:

o The need for a trusted third party is eliminated, as the blockchain protocol describes how
consensus on the validity of a transaction is reached. Transactions in a blockchain are unique and
are authorized by linking a digital signature to an identity.

e Controllability of data is improved by linking transactions to each other and establishing an
immutable “single source of truth”. This “single source of truth” is shared in a peer-to-peer
network. Regulators could monitor this audit trail in near real-time, which could reduce the costs
of regulatory compliance.

e It is not necessary to (manually) combine data, the risk of errors is reduced, transactions are
settled quickly and do not require arbitrage, which makes risk management less difficult and
improves liquidity.

e Blockchain offers high resiliency, as it does not depend on central infrastructure. It will continue
to work in case of local system failures.

e Blockchain facilitates the use of so-called “smart contracts”, these contracts execute predefined
lines of computer code when certain conditions are met.



As this research focuses on the impact of blockchain technology on the insurance industry, a definition
of insurance would add to the clarity of this report. The following definition of “insurance” is used in
this research (Insurance Europe, 2012, p. 5):

“Insurance is the transfer of risk. It transfers the risk of financial losses as a result of specified
but unpredictable events from an individual or entity to an insurer in return for a fee or
premium. If a specified event occurs, the individual or entity can claim compensation or a
service from the insurer. Insurance is therefore a means of reducing uncertainty. In return for
buying an insurance policy for a smaller, known premium, the possibility of a larger loss is
removed. By pooling premiums and insured events, the financial impact of an event that could
be disastrous for one policyholder is spread among a wider group.”

Key concepts in this definition are pooling of risks and underwriting. Pooling is spreading the risk of
financial losses among a large group of policyholders. Underwriting is using statistics about past events
for assessing the level of policyholders’ risks and their associated costs, on which premiums will be
based; premiums also include a margin for the variation of costs from year to year, expenses and a
profit for the insurer. Insurance enables people and organizations to engage in activities that have the
potential to incur financial losses that they would not be able, or willing to bear without insurance
(Insurance Europe, 2012).

Section 1.2.1 describes how the characteristics of blockchain that have been described in this section
relate to the insurance industry.

1.2 Problem statement

1.2.1 Practical problem

As the insurance industry engages in numerous processes which are characterized by the exchange of
data which is updated by multiple parties; a blockchain, as a single source of truth, has the potential
to increase efficiency and reduce the complexity of these processes. It could result in
disintermediation as it reduces the need of data reconciliation for (re-)insurance contracts and
resolving disputes. Auditability is improved as it could provide regulators with (near) real-time
information on financial activities and fraud could be reduced by providing a full transaction history
and asset provenance. The term “blockchain”, or “distributed ledger technology (DLT)” is used to refer
to a variety of technology concepts related to databases, value exchange, security and identity among
others. The technology comes with barriers to large-scale implementation; e.g. related to the early
stage of development of standardization efforts, platform development, scalability and the absence
of legal frameworks (Gartner Inc., 2016; World Economic Forum, 2016). The complexity, uncertainty,
transforming potential and barriers to adoption associated with blockchain technology make it hard
to assess its impact on insurers.

Several high-level blockchain-enabled insurance use cases can be identified by an online search. These
use cases are described in scientific publications, online publications of consultancy firms and
publications of blockchain software developers. They are mostly considered with a limited part of the
value chain, the number of publications is limited and they present diverging views, which makes it
hard for business managers to anticipate the uncertain development of the technology. This research
aims to help business managers deal with the proliferation of blockchain technology by assessing its



impact on insurance business models. It does so by means of scenario planning and stress testing, a
tool for assessing the impact of uncertain future developments. The insights that result from this
research will not only help insurers with assessing the impact on their business models, but also with
improving their future robustness.

1.2.2 Academic problem
In this section, a brief overview of scientific literature that will help in solving the research problem

will be described, a detailed description of this literature can be found in chapter 0.

The business model concept and changes in the external environment

The business model concept is often used to describe the logic of a firm; how the different components
of a business (network) work together in order to create and capture value from a product or service
(Afuah & Tucci, 2003; Casadesus-Masanell & Ricart, 2010; Chesbrough & Rosenbloom, 2002; Linder &
Cantrell, 2000; Magretta, 2002; Timmers, 1998). In order to be sustainable, a business model should
“fit” within its external environment, as this environment changes, the business model might require
adaption in order to maintain its sustainability (Morris, Schindehutte, & Allen, 2005). External factors
that impact the business model can be summarized into: market drivers, technology drivers and
regulation drivers (Bouwman, de Vos, & Haaker, 2008). This research will focus on a technology factor:
blockchain technology. Technological innovations are challenging firms as they affect their current
business models, therefore assessing the future impact of these innovations is crucial to secure future
profitability and long-term survival of the firm (Pateli & Giaglis, 2005; Teece, 2010). Incumbent firms
are typically challenged by technological innovations when these conflict with their exisiting business
models and resource configurations; incumbent firms tend to serve their current customers and often
experience difficulties in exploring new opportunities (Chesbrough, 2010; Christensen, 2013).

E-business models: classifications and design approaches

The high speed of development of Information and Communication Technology (hereafter referred to
as “ICT”), such as the internet, has been an important factor for recent developments in the business
model concept in relation to Information Systems (Al-Debei & Avison, 2010; Pateli & Giaglis, 2005).
ICT technologies like the internet and blockchain facilitate new, previously impossible or unattractive,
business model configurations (Al-Debei & Avison, 2010; Amit & Zott, 2001; McGrath, 2010;
Osterwalder, 2004; Swan, 2015; Tapscott & Tapscott, 2016; Timmers, 1998). Bouwman et al. (2012);
Hedman and Kalling (2003); Zott, Amit, and Massa (2011) distinguish two levels of conceptualization:
one level that describes classifications of e-business models (e.g. Rappa (2000); Timmers (1998)) and
another level that describes e-business components and provides business model design approaches
(e.g. Afuah and Tucci (2003); Ballon (2007); Bouwman et al. (2008); El Sawy and Pereira (2013);
Gordijn, Akkermans, and van Vliet (2001); Osterwalder (2004); Osterwalder and Pigneur (2010);
(Rappa, 2000); Shafer, Smith, and Linder (2005)).

Compared to literature that focuses on the classification business models, the business model design
approaches, which mainly originate from information systems research, provide more practical
conceptual frameworks for guiding business model design by concrete organizations (business model
ontologies). Well-known business model ontologies are: Business Model Ontology (BMO)
(Osterwalder, 2004; Osterwalder, Pigneur, & Tucci, 2005) Business Model Canvas (based on BMO)
(Osterwalder & Pigneur, 2010), the STOF (Service, Technology, Organization and Finance) Model



(Bouwman et al., 2008) , the e3-value ontology (divided in three viewpoints: global actor, detailed
actor, value activity) (Gordijn, Akkermans, & Van Vliet, 2000; Gordijn et al., 2001), the Business Model
Design Matrix (Ballon, 2007) and the VISOR (Value Proposition, Interface, Service Platforms,
Organizing Model, and Revenue) Model (El Sawy & Pereira, 2013).

Business model design approaches and scenario analysis

An important application of the business model design approaches is the assessment of the impact of
a technological innovation on the reference business model of a firm or an industry (Bouwman et al.,
2012; Cavalcante, 2013; De Reuver, Bouwman, & Haaker, 2013; Demil & Lecocq, 2010; Pateli & Giaglis,
2005). A specific approach in this field of study is using the combination of business model ontologies
and scenario analysis to come to a structured approach, called business model stress testing, towards
evaluating business model change in a changing and uncertain business environment. These
approaches evaluate the impact of multiple alternative scenarios for business model change under
the impact of the technological development under study (Bouwman et al., 2012; Pateli & Giaglis,
2005).

This research contributes to the field of business model tooling by demonstrating its practical usability
in analysing a new technology. Due to the novelty of blockchain technology, academic literature on
concrete blockchain-enabled business models is very scarce. Therefore, this research advances the
knowledge in the business model domain by applying a structured approach to the assessment of the
impact of a technological innovation on a reference business model of the insurance industry, i.e.
stress testing based on scenario analysis.

1.3 Research objective and scope
The research objective of this study is:

Help business decision makers in the insurance industry to anticipate the impact of blockchain
technology on their business models, by finding the most important parts of the business
model that need to be addressed.

Based on a qualitative scenario analysis, the research will make recommendations to business decision
makers and help them understand the potential impact of blockchain technology from a business
model perspective; this will help them to manage blockchain innovation.

This research takes the perspective of Dutch insurers. It does not include the design of a specific
blockchain-enabled business model, nor does it include a quantitative analysis of the implementation
cost of blockchain technology. This research includes a description of the insurance industry reference
business model. This reference business model is a generic business model which describes the
processes and parts of the insurance business model which are most important for the impact analysis.
The research will analyze how the components of the reference model might be impacted by
blockchain technology. This will be done by using the STOF business model ontology in a business
model stress test.



1.4 Research gquestions
The research question is structured by first defining the main research question (RQ) and then

breaking it down into several research sub-questions (RSQs). When these questions are answered, the
research objective as stated in section 1.3 will be achieved.

1.4.1 Main research question
The main research question (RQ) that will be answered in this research, in order to achieve the

research objective is:
RQ: How will blockchain technology impact the insurers’ business models?

This comprehensive main research question is broken down into several research sub-questions in
section 1.4.2, this will help to divide the research in more delineated parts which together will help in
answering the research question, thereby in achieving the research objective and solving the research
problem.

1.4.2 Research sub-questions
RSQ1: What are the main characteristics of blockchain technology relevant for application in

the insurance industry?

A basic understanding of what blockchain technology is, what its working principles and most
important characteristics are, is important for this research. It will help to find the advantages,
disadvantages and use case selection criteria of blockchain technology; blockchain technology
facilitates new business models, therefore an insight into the characteristics of the technology
provides the researcher and future decision makers with guidance on deciding on technology-specific
aspects of business models. Besides it is important to have a global understanding of the
transformational potential of blockchain in the financial services industry and the requirements that
blockchain has to meet for the application in this industry. The insights that will be gained from
answering this research question will be used for making a protocol for semi-structured expert
interviews (see RSQ3). Due to the novelty of blockchain technology, the availability of literature on
the technology is limited, therefore, it will be complemented by other data sources: websites and
online publications of consultancy firms and collaborative initiatives.

RSQ2: Which business model ontology is suitable for describing the insurance
reference business model?

A business model ontology will be selected from scientific literature. This ontology will help with
structuring the description of the insurance reference business model against which the impact of
selected uncertainties will be tested. The selected business modeling ontology should enable the
researcher to describe the business model in terms of its most important components and their
interrelationship. The reference business model is a generic business model that will be mainly based
on the qualitative analysis of expert interviews and partly based on a literature review. The model
serves as a common ground for discussion with the experts that will participate in a business model
stress test workshop. In this workshop they will discuss how the business model will be impacted by
blockchain technology.



RSQ3: Which uncertainties, against which the different components of the reference business
model will be tested, are most relevant according to experts and literature?

In order to improve the relevance of the research, a selection of the most relevant uncertainties
related to the proliferation of blockchain technology in insurance has to be made. These uncertainties
will first be selected from publicly available sources. These selected uncertainties will be used for
making a protocol for semi-structured expert interviews. The experts will have different expertise in
fields that are relevant to the research, namely insurance, financial services consultancy, IT
consultancy and insurance standardization. The transcripts of these interviews will be analyzed by
using qualitative data analysis software. The analysis of the transcripts will be compared with the
uncertainties that were selected from publicly available sources and finally a selection of the most
relevant uncertainties will be made. These uncertainties are the stress factors that will be used in the
business model stress test workshop.

RSQ4: Which components of the reference business model are, according to experts and
literature, most important for the assessment of the impact of the selected
uncertainties?

In the analysis of the transcripts of the semi-structured expert interviews, the qualitative data analysis
software will also be used to identify the components of the business model which are most important
for the assessment of the impact of the selected uncertainties in the business model stress test
workshop. This should be done with a level of detail that does not result in a level of complexity that
is so high that it will be too hard for the researcher and the experts to oversee possible choices and
their consequences in the business model stress test workshop. However, it should have enough
richness to facilitate a meaningful analysis.

RSQ5: What are core standard service processes that should be included in the business
model description?

The potential of blockchain technology in the insurance industry is related to the numerous processes
that are characteristic for the industry. The reference business model should therefore include the
most important processes that realize the operationalization of the model. Here, too, a balance has
to be found between reducing complexity and facilitating a meaningful analysis. The processes will be
based on publicly available sources.

RSQ6: How do the selected stress factors relate to the different components of the business
model?

Relating selected uncertainties to the different components of the business model will help to
structure the analysis of their impact on those components. This research sub-question will be
addressed in the business model stress test workshop with experts.

RSQ7: What will the future impact of the stress factors on the different components of the
reference business model be?



Now the relation between the selected uncertainties and business model components has been
established, it is possible to qualitatively assess the impact of those uncertainties on the components.
In order to answer this research sub-question, estimates of the impact will be made by experts in the
business model stress test workshop. The workshop will result in a description of the impact of the
stress factors on the components of the reference business model and a so-called heat map, a table
that provides an overview of this impact.

RSQ8: What are the weak points of the reference business model?

The answer to this research sub-question follows from the analysis of the results of the business model
stress test workshop. These results will lead to an insight into the weak points of the reference
business model. The weak points need to be addressed in order to maintain the robustness of the
model.

RSQY9: Which steps could be taken in order to improve the future robustness of the reference
business model?

Based on the insights that are gained from the literature research, expert interviews and business
model stress test workshop, recommendations are made by the researcher to the insurance industry
business decision makers. These recommendations will provide suggestions on how to mitigate weak
points of the business model.

1.5 Structure of the thesis
Figure 1 on this page provides an overview of the structure of the thesis.
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2 Literature review

2.1 Blockchain technology
This section aims to provide a basic understanding of what blockchain technology is and what its

working principles and most important characteristics are. This will help to find the advantages,
disadvantages and use case selection criteria of blockchain technology. An insight into the
characteristics of the technology provides the researcher and future decision makers with guidance
on deciding on technology-specific aspects of their business models.

This chapter is structured by using the categorization of blockchain technology in the three categories
that are proposed by Swan (2015). It starts with an explanation of how the first generation of
blockchain applications, cryptocurrencies, works. This generation forms the basis for more advanced
blockchain applications, which will be briefly described as well in the remaining part of this chapter.
Blockchain is the underlying technology, on which the protocols run that describe how value
transactions take place (Swan, 2015). The following definition of “blockchain” is used in this
explanation (Swan, 2015, p. 1):

“The blockchain is the decentralized transparent ledger with the transactions records — the
database that is shared by all network nodes, updated by miners, monitored by everyone, and
owned and controlled by no one. It is like a giant interactive spreadsheet that everyone has
access to and updates and confirms that the digital transactions transferring funds are
unique.”

The literature on blockchain technology that has been reviewed consists of scientific articles published
in scientific journals, books, websites of blockchain developers and publications of consultancy firms.
The databases that have been searched by means of keywords are: Scopus, TU Delft WorldCat
Discovery, IEEE Xplore, JSTOR, Google and Google Scholar. The literature review was done by using
the “snowball principle” (Verschuren & Doorewaard, 2010). The literature was selected based on its
relevance for this research; the relevance was first based on reading the abstracts, the publications
that seemed relevant were studied in detail, after which a second selection was made. The same
procedure was applied to the reference lists of this second selection.

The following keywords led to the most relevant results for section 2.1.1 and section 2.1.2:
o “bitcoin”;
o “blockchain”;
o “smart contract”;
e “cryptocurrency”;

o “distributed ledger”.



The following keywords led to the most relevant results for section 2.2:
e “blockchain” AND “insurance”;
o “distributed ledger” AND “insurance”;
e “blockchain” AND “financial services”;
o “distributed ledger” AND “financial services”.
The following keywords led to the most relevant results for section 2.3:

e “insurtech”;

“fintech” AND “insurance”;

“blockchain” AND “regulation”;

“development” AND “insurance”;

“distributed ledger” AND “regulation”.

2.1.1 Overview of blockchain technology
Introduction to “blockchain 1.0”: cryptocurrencies

While internet protocols enable information exchange, blockchain protocols describe the exchange of
value on the internet. The first category of blockchain technology is blockchain 1.0, a technology stack
that exists of three layers: the decentralized ledger that holds the transaction history, the protocol
that conducts financial transactions and a digital currency (cryptocurrency) (Swan, 2015). This
category goes beyond cryptocurrencies that can be used for speculations, online payments, point-of-
sale payments and the storage of value (OECD, 2016), but can also be used for exchanging other assets
that they represent, such as fiat currencies, stocks and bonds (Euro Banking Association, 2015; OECD,
2016). This section describes the history and working principle of this category of blockchain
technology.

Blockchain technology first appeared in a whitepaper written by a group or individual under the
pseudonym of Satoshi Nakamoto. Blockchain is the underlying technology of the cryptocurrency
Bitcoin, a peer-to-peer electronic form of cash. Bitcoins can be sent directly from one party to another,
without the need for a trusted third party like a bank to prevent double spending. The double spend
problem is also known under the name of the Byzantine Generals’ Problem, a problem that has been
considered to be unsolvable in distributed computing science before the publication of the whitepaper
of Nakamoto (2008). The Byzantine Generals Problem boils down to a failure to agree on a collective
course of action among components of a network that spread conflicting information around the
network by communicating over an unreliable connection (Lamport, Shostak, & Pease, 1982).
Nakamoto (2008) describes a practical solution to this problem by introducing the concept of proof-
of-work and cannot only be applied to currency, but also to asset registries, notary services and more
(Antonopoulos, 2014). It should be noted that the solution is not perfect, but the development of the
Bitcoin blockchain has been important as it has not yet been compromised in a low-trust environment;
it has been operating on a large scale, while being challenged by hackers, businesses and law



enforcement agencies. This showed the potential of the technology and has attracted the interest of
organizations (M. Mainelli, 2015).

As long as the Byzantine Generals problem cannot be solved, a trusted third party is needed; trusted
third parties perform the following three roles (M. Mainelli, 2015):

e  Validation: guaranteeing validity of entries;
e  Safeguarding: preventing double-spending;
e  Preserving: keeping an immutable and accurate record of all transactions.

Next, it will be explained how the blockchain solves the Byzantine Generals’ Problem by relying on
cryptographic proof instead of trust and thereby removes the need for a trusted third party. Removing
the need for a trusted third party could reduce transaction costs, which could impact organizations in
which providing trust in transactions is a key part of their business model. This explanation takes the
basic working principles of the Bitcoin blockchain as an example, as its solution to the aforementioned
problem served as a basis for the development of other blockchains.

Hashing

Cryptography is crucial for the functioning of the blockchain and hashing on its turn is crucial for the
functioning of cryptography. A hashing algorithm basically takes a certain input (the data one wishes
to hash) and converts it by means of a mathematical operation (an algorithm) to an output (the hash,
also called digest, a code with a predetermined bit length). In order for the algorithm to be both secure
and practical, the mathematical operation should meet the following requirements (Sarkar, 2011):

e |dentical inputs should result in identical outputs (hashes) and a given input should always
result in the same output.

e The output should have a fixed bit length, regardless of the formatting of the input;

e Even the slightest change in the input changes the output. Identical outputs for different
inputs are called “hash collisions”, a good hashing algorithm has a high collision resistance.

e The mathematical operation is directional and almost irreversible; calculating an output
from an input is feasible, but calculating in the opposite direction is unfeasible. Computing
an input, given a certain output, should require considerable effort in terms of time and
computational power. This direction of computation is considered cracking and should be
made nearly impossible (i.e. the algorithm should have a high collision resistance).

The hashing algorithm that is widely used in cryptography related to blockchain technology is SHA-
256, which stands for Secure Hash Algorithm with a digest size of 256 bits.
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Digital signatures

Digital signatures are based on Public Key Infrastructure (PKI), in which a key pair is used for signing
data. The first key is kept secret, while the other key is spread publicly on the network. The public key
is mathematically derived from the private key and is used as an address to receive bitcoins, but it is
nearly impossible to derive the private key from the public key. The private key is used for digitally
signing a message; the receiver of the message uses the public key to verify that the data was signed
with the private key of the sender, thus authenticity can be verified. It should be noted that the private
key is not revealed in the verification process. In order to speed the signing process up, only the hash
of the block header (see: Reaching consensus), is signed. Besides, signing the hash ensures that the
original message has not been altered, thus data integrity is provided as well (Antonopoulos, 2014;
CGI Group Inc., 2004).

Digital currency

Ownership of a digital currency coin can be proven by using a digital signature, the coin can be
transferred by adding the payee’s address (his/her public key) to the hashed previous transaction
before signing it (see Figure 2 on this page). In that way, the payee can verify that the sender of the
coin indeed was the previous owner, however, this still doesn’t eliminate the possibility of double
spending and therefore a trusted third party which knows the entire history of all transactions is still
needed. The possibility of double-spending would allow for hyper-inflation, which renders the digital
currency worthless (Nakamoto, 2008).
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FIGURE 2: THE CHAIN OF OWNERSHIP OF A DIGITAL COIN (NAKAMOTO, 2008)

Reaching consensus

Proof-of-Work (PoW)

The members in the network have to agree on a single transaction history, in other words, reach
consensus. Bitcoin transactions are grouped, hashed and put into a block, together with the hash of
the previous block (this creates the link between the blocks), a timestamp and a so called nonce.
Consensus is reached by a mechanism called proof-of-work. So-called miners compete in a process in
which they perform calculations in order to be the first to find a nonce that, when the block header is
hashed, results in a hash beginning with a predetermined number of zero bits (see Figure 4 on page
13). The work that is required to find this solution, scales exponentially with the required number of
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zero bits. This allows for matching the difficulty (and therefore the time needed to find the solution)
with the progression of computational power. The computational power in the network increases
because of new participants, investments in mining equipment and the ongoing development of
computational power. Every 2016 blocks, the difficulty is set at such a level, that a new block is
generated at a predetermined time interval (10 minutes in case of the Bitcoin blockchain). When a
miner finds a solution, it publishes the block, so it can be verified by other nodes in the network. This
verification is done by executing a single hash computation, after validation, they add the new block
to the chain of previous blocks. As a timestamp is included in the block header of both the current and
the previous block, proof-of-work provides computational proof of the order in which transactions
took place and creates a public ledger (Antonopoulos, 2014; Nakamoto, 2008).

An important characteristic of the bitcoin blockchain is that all nodes in the network are equal: every
node can independently take part in mining, block verification and peer-to-peer block distribution. As
opposed to centralized and decentralized networks, there are no central nodes in the distributed
network. A full copy of this public blockchain ledger is held by multiple full nodes. This ledger contains
all transactions that ever took place in the network; from the first transaction that is recorded in the
first block (which is called the “genesis block”), to the most recent transaction that is recorded in the
most recent block (Swan, 2015). The redundancy of the network and the equality of the nodes is
graphically represented by the distributed network in Figure 3 on this page.

CENTRALIZED DECENTRALIZED DISTRIBUTED
(a)

FIGURE 3: CENTRALIZED, DECENTRALIZED AND DISTRIBUTED NETWORKS (BARAN, 1962)

The miner that found the solution for the new block, is rewarded for his effort with newly created
bitcoins, this is called the block reward. This block reward decreases every 210,000 blocks, or
approximately every four years. Each miner adds this reward as the first transaction to the new block
that he is working on, this transaction is called the coinbase. As every miner has his own address, the
root hash is different for the blocks the different miners are working on, resulting in different block
hashes and different nonces that produce a valid block for each miner. Next to the block reward, the
miner may be rewarded with a transaction fee that is included in the transaction, this fee is the
remainder of the difference between the inputs and outputs of a transaction. So even if the block
reward has decreased to zero, the miners will still be rewarded for their work. The bitcoin is scarce, as
it cannot be spent twice, a limited number of bitcoins will ever be issued at a diminishing rate (21



million by the year 2140) and resource-consuming work has to be done in order to earn bitcoins. This
makes the Bitcoin a deflationary currency (Antonopoulos, 2014).

Hashing the transactions into a root hash eliminates the need for rehashing all transactions in each
attempt to find the right nonce. The root hash has a fixed bit length, so the difficulty of the calculations
is independent of the number of transactions in the block. The fixed time interval between publishing
new blocks, the link between blocks and the Proof-of-Work secure the blockchain; an attacker that
possess more than half of the computational power in the network will consistently be able to find
the next block, which would only allow the attacker to double-spend its most recent transactions and
cause a denial-of-service in the creation of future blocks. However, a lot more computational power
is required for rewriting a larger part of the chain (a deep fork). With a smaller share of the
computational power in the network, the likelihood that the fraudulent blocks will be included in the
longest chain of blocks diminishes very quickly after new blocks are added to the blockchain
(Antonopoulos, 2014; Nakamoto, 2008). Thus, the record of transactions is virtually immutable and
can be used by network participants for taking action and verifying actions of other network
participants at a later moment in time.
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FIGURE 4: PROOF-OF-WORK AND THE MERKLE TREE (NAKAMOTO, 2008)

Proof-of-Stake (PoS)

The proof-of-work consensus mechanism requires considerable resources in terms of hardware and
electrical energy, this creates a disincentive to cheating and enables the network to function in the
absence of trust (King & Nadal, 2012; Pilkington, 2016). However these resource requirements also
raises sustainability concerns; for example, the energy consumption of the bitcoin network in 2015
cost $100 million dollar (for protecting approximately $3 billion) and is rapidly growing (Tapscott &
Tapscott, 2016). Besides, economies of scale apply to the investments that are required for proof-of-
work, which will result in centralization. A proposed alternative that is being developed is called proof-
of-stake, where consensus is reached by “voting” with the financial stakes that network members
have; members vote by proving ownership of a certain amount of currency. The larger the financial
stake, the more likely it is that the member votes for a valid block to be added to the blockchain. This
consensus mechanism reduces energy consumption and has the potential to increase the transaction
speed that a blockchain can handle (King & Nadal, 2012; Pilkington, 2016).
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Overview of network activity when using proof-of-work
The following steps summarize the activities that have to be performed in the network in order to

facilitate the transactions on the blockchain (Nakamoto, 2008):
1. Transactions are published and received by the nodes in the network.
2. The nodes put these transactions into a potential new block.

3. The nodes compete in finding a solution for the proof-of-work for their unique potential
new block.

4. When a proof-of-work has been found by a node, it will publish it to the other nodes.

5. The proof-of-work is validated by the other nodes, which means that the transactions in
the newly created block are valid.

6. Nodes accept a new block by using the hash of it for the creation of the next block, when
a majority of nodes does so, consensus is reached.

A graphical representation of the process in which validated transactions are added to an immutable
blockchain can be found in Figure 5 on this page.
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FIGURE 5: A GRAPHICAL REPRESENTATION OF A BLOCKCHAIN TRANSACTION (PWC, 2016A)

If nodes simultaneously publish different next blocks, some receiving nodes will receive one version
before the other. The receiving nodes will add the first block they receive to the chain and continue
working on that chain, while they save the other possible “chain ends” that result from adding the
other blocks to the chain. The different possible “chain ends” are called branches; the nodes always
consider the longest chain to be the correct one, as it represents the largest amount of proof-of-work.
They save these other branches, as another chain than the one they initially considered to be the
longest, might turn out be the longest chain, to which the nodes will then switch (Nakamoto, 2008).
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Exchanging value

A distinguishing feature of blockchain technology is that it allows different parties to maintain a
consistent state of a database by enforcing the rules for modifications to that database, in the absence
of complete trust. It provides a way to deal with interdependent transactions without the need for a
trusted third party. A Bitcoin transaction allows for combing and splitting value and contains multiple
inputs and outputs. When parties are transacting value, there are interdependencies with other
transactions; an input is connected to both the output of a previous transaction and the output of the
current transaction. Each output contains a quantity and public address of the new owner. The total
guantity of inputs is equal to or larger than the total quantity of outputs (one of these outputs might
be changed). The difference between input and output is a mining fee. The previous outputs are
digitally signed with the private keys of the previous owners and can only be spent in one subsequent
transaction. The transaction either fails or succeeds as a whole and thus there is no need to check it
against a full transaction history (Greenspan, 2016; Nakamoto, 2008).

“Blockchain 2.0”: smart contracts

A blockchain consists of a peer-to-peer protocol, which describes the contract between the users of
the network, and the decentralized distributed ledger on which its transaction data and protocol are
stored. The use of blockchain technology is not limited to cryptocurrencies, other protocols can be
built on top of the protocols of the Bitcoin blockchain, or on top of other blockchains. The properties
of the blockchain can also be used for the registration, confirmation and transfer of records, property
and contracts. A trustworthy registration is created by referring to changes in records in a small
transaction (Euro Banking Association, 2015; OECD, 2016; Swan, 2015). Besides, blockchain enables
the development of other distributed applications , for these more advanced applications, a platform
and programming language, which preferably is Turing complete, is required (OECD, 2016; Swan,
2015). ATuring complete platform, like the most widely adopted platform Ethereum, is able of running
any cryptocurrency, blockchain, or protocol. Besides, Ethereum delivers a Turing complete scripting
language, which makes programming on the platform more accessible (Swan, 2015). The
programming code that can run on the blockchain is referred to as smart contracts. Smart contracts
act on behalf of one or more parties by executing predefined rules when certain conditions are met.
The programming code does leave no room for ambiguity, execution of the code will exactly tell a
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node what it shoul