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Abstract. We present an excerpt of the document “Quantum Information Processing and
Communication: Strategic report on current status, visions and goals for research in Europe”,
which has been recently published in electronic form at the website of FET (the Future and
Emerging Technologies Unit of the Directorate General Information Society of the European
Commission, http://www.cordis.lu/ist/fet/qipc-sr.htm). This document has been elab-
orated, following a former suggestion by FET, by a committee of QIPC scientists to provide
input towards the European Commission for the preparation of the Seventh Framework Program.
Besides being a document addressed to policy makers and funding agencies (both at the European
and national level), the document contains a detailed scientific assessment of the state-of-the-art,
main research goals, challenges, strengths, weaknesses, visions and perspectives of all the most
relevant QIPC sub-fields, that we report here.

Dedicated to the memory of Prof. Th. Beth, one of the pioneers of QIPC, whose contributions have
had a significant scientific impact on the development as well as on the visibility of a field that he
enthusiastically helped to shape since its early days.

PACS. 03.67.-a Quantum information

Foreword

Quantum Information Processing and Communication
(QIPC) is a vigorously active cross-disciplinary field draw-
ing upon theoretical and experimental physics, computer
science, engineering, mathematics, and material science.
Its scope ranges from fundamental issues in quantum
physics to prospective commercial exploitation by the
computing and communications industries. QIPC has bur-
geoned in Europe over the last decade, producing high-
level scientific results, and eventually reaching critical
mass in many of its subfields, where European research
is currently at the leading edge.

The potential of QIPC was quickly recognized by
FET, the Future and Emerging Technologies Unit of the
Directorate General Information Society of the European
Commission, whose pathfinder activity played a crucial
role for the development of the field in Europe. At the 5th
European QIPC Workshop (September 2004 in Rome) a
special session was organized by FET, titled “Perspectives
for QIPC in the Seventh Framework Program”. The main
point was that input towards the European Commission
would be needed on the part of the scientific community
for the preparation of the Seventh Framework Program.
There was a general discussion on the actions to be
taken with the aim to promote QIPC research in Europe,
strengthen its image in a coherent way, unify the research
community by elaborating a common European strategy
and goals, and, especially, provide the required input to
the European Commission, reaching in an appropriate way
decision makers. It was then decided (i) to write a strate-
gic report including an assessment of current results and
an outlook on future efforts, and (ii) to expand the strate-
gic report with a detailed technical assessment, to draw
up a summary of long and medium term goals, and to ex-
press visions and challenges for QIPC in Europe. P. Zoller
was nominated as the editing author and the coordinator
of a committee in charge of this. Work on the document
started immediately afterwards, involving the contributors
to the present paper.

On the 10th of May, the QIPC strategic document
reached a stable version that was published in electronic

form at the IST-FET website (http://www.cordis.lu/
ist/fet/qipc-sr.htm). It will be soon published as an
official publication of the European Commission, and, in
the future, will continue to be updated regularly as a “liv-
ing document” in the context of the project ERA-Pilot
QIST.

Besides being a document addressed to policy mak-
ers and funding agencies (both at the European and na-
tional level), the strategic report has an added scientific
value in the form of a detailed technical assessment of
the state-of-the-art (at the end of 2004), main research
goals, challenges, strengths, weaknesses, visions and per-
spectives of all the most relevant QIPC sub-fields. This
complete overview of the (European) QIPC research can-
not be found anywhere else. The present paper contains
these parts as excerpted from the strategic report itself.

1 Introduction: the major visions and goals
of QIPC

The theory of classical computation was laid down in the
1930s, was implemented within a decade, became com-
mercial within another decade, and dominated the world’s
economy half a century later. However, the classical the-
ory of computation is fundamentally inadequate. It cannot
describe information processing in quantum systems such
as atoms or molecules. Yet logic gates and wires are be-
coming smaller and soon they will be made out of only
a handful of atoms. If this process is to continue in the
future, new, quantum technology must replace or supple-
ment what we have now.

In addition, quantum information technology can sup-
port entirely new modes of information processing based
on quantum principles. Its eventual impact may be as
great as or greater than that of its classical predecessor.

While conventional computers perform calculations on
fundamental pieces of information called bits, which can
take the values 0 or 1, quantum computers use objects
called quantum bits, or qubits, which can represent both
0 and 1 at the same time. This phenomenon is called quan-
tum superposition. Such inherently quantum states can be
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prepared using, for example, electronic states of an atom,
polarized states of a single photon, spin states of an atomic
nucleus, electrodynamical states of a superconducting cir-
cuit, and many other physical systems. Similarly, registers
made out of several qubits can simultaneously represent
many numbers in quantum superpositions.

Quantum processors can then evolve initial superpo-
sitions of encoded numbers into different superpositions.
During such an evolution, each number in the superposi-
tion is affected and the result is a massive parallel com-
putation performed in a single component of quantum
hardware. The laws of quantum mechanics then allow
this information to be recombined in certain ways. For
instance, quantum algorithms can turn a certain class of
hard mathematical problems into easy ones — the fac-
toring of large numbers being the most striking example
so far. Another potential use is code-breaking, which has
generated a great deal of interest among cryptologists and
the data security industry.

In order to accomplish any of the above tasks, any clas-
sical computer has to repeat the same computation that
many times or use that many discrete processors working
in parallel. This has a decisive impact on the execution
time and memory requirement. Thus quantum computer
technology will be able to perform tasks utterly intractable
on any conceivable non-quantum hardware.

Qubits can also become entangled. Quantum entangle-
ment is a subtle non-local correlation between the parts
of a quantum system. It has no classical analogue. An
entangled state shared by two separated parties is a valu-
able resource for novel quantum communication protocols,
including quantum cryptography, quantum teleportation
and quantum dense coding.

Quantum cryptography offers new methods of secure
communication that are not threatened even by the power
of quantum computers. Unlike all classical cryptography it
relies on the laws of physics rather than on ensuring that
successful eavesdropping would require excessive compu-
tational effort. Moreover, it is practical with current quan-
tum technology — pilot applications are already commer-
cially available.

Experimental and theoretical research in quantum
information science is attracting increasing attention from
both academic researchers and industry worldwide. The
knowledge that nature can be coherently controlled and
manipulated at the quantum level is both a powerful stim-
ulus and one of the greatest challenges facing experimental
physics. Going to the moon is straightforward by compar-
ison — though fortunately the exploration of quantum
technology has many staging posts along the way, each
of which will yield scientifically and technologically useful
results.

In principle we know how to build a quantum com-
puter: we start with simple quantum logic gates and con-
nect them up into quantum networks. A quantum logic
gate, like classical gates such as AND and OR, is a very
simple computing device that performs one elementary
quantum operation, usually on one or two qubits, in a
given time. However, the more interacting qubits are in-

volved, the harder it tends to be to engineer the interac-
tion that would display the quantum behaviour. The more
components there are, the more likely it is that quantum
information will spread outside the quantum computer
and be lost into the environment, thus spoiling the compu-
tation. This process is called decoherence. Thus the task is
to engineer sub-microscopic systems in which qubits affect
each other but not the environment. The good news is that
it has been proved that if decoherence-induced errors are
small (and satisfies certain other achievable conditions),
they can be corrected faster than they occur, even if the
error correction machinery itself is error-prone. The re-
quirements for the physical implementation of quantum
fault tolerance are, however, very stringent. We can ei-
ther try to meet them directly by improving technology or
go beyond the network model of computation and design
new, inherently fault-tolerant, architectures for quantum
computation. Both approaches are being pursued.

There are many useful tasks, such as quantum com-
munication or cryptography, which involve only a few
consecutive quantum computational steps. In such cases,
the unwelcome effects of decoherence can be adequately
diminished by improving technology and communication
protocols. Here the research focus is on new photon
sources, quantum repeaters and new detectors, which will
allow long-distance entanglement manipulation and com-
munication at high bit rates, both in optical fibers and
free space.

Within a decade, it will be possible to place sources
of entangled photons on satellites, which will allow global
quantum communication, teleportation and perfectly se-
cure cryptography. Quantum cryptography relies on quan-
tum communication technology but its progress and fu-
ture impact on secure communication will depend on new
protocols such as, for example, quantum-cryptographic
authentication and quantum digital signatures.

The next thing on the horizon is a quantum simu-
lator. This is a quantum system in which the interac-
tions between the particles could be engineered to sim-
ulate another complex system in an efficient way — a
task that is inherently intractable on classical, but not
quantum, technology. Building quantum simulators would
allow, for example, the development of new materials, ac-
curate description of chemical compounds and reactions,
or a deeper understanding of high temperature supercon-
ductivity. The goal is to push the existing quantum tech-
nologies, such as optical lattices, to their limits and build
quantum simulators within a decade or so.

Last but not least, the search for scalable quantum
information technologies goes on. This astonishing field
appears to involve practically the whole of physics, and
stretches the theoretical and experimental resources of ev-
ery branch of physics, from quantum optics and atomic
physics to solid state devices. It is likely that there will
not be a single winner in this search: a number of dif-
ferent technologies will complement each other. Some of
them will be more suitable for quantum memories, some of
them for quantum processing, some for quantum commu-
nication and so on. Therefore, in addition to developing
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individual technologies, we also need interfaces between
these technologies, so that we can transfer a qubit, for ex-
ample, from a polarized photon to an electron in a quan-
tum dot. The hybrid technologies and architectures for
quantum computation, including interfaces between them,
are the long-term goals for years to come.

Quantum information technology is a fundamentally
new way of harnessing nature and it has potential for truly
revolutionary innovation. There is almost daily progress
in developing promising technologies for realising quan-
tum information processing with various advantages over
its classical counterparts. After all, the best way to pre-
dict the future is to create it. From the perspective of the
future, it may well be that the real computer age has not
yet even begun.

2 QIPC in a wider scientific and technological
context

QIPC has arisen in response to a variety of converging sci-
entific and technological challenges. The main one being
the limits imposed on information processing by the fun-
damental laws of physics. Research shows that quantum
mechanics provides completely new paradigms for compu-
tation and communication. Today the aim of QIPC is to
understand how the fundamental laws of quantum physics
can be harnessed to improve the acquisition, transmission,
and processing of information. The classical theory of in-
formation and computation, developed extensively during
the twentieth century, although undeniably very success-
ful up to now, cannot describe information processing at
the level of atoms and molecules. It has to be superseded
by a quantum theory of information. What makes the new
theory so intellectually compelling is that the results are
so surprising and with so far reaching consequences.

During the last ten years, QIPC has already estab-
lished the most secure methods of communication, and the
basic building blocks for QIPC have been demonstrated
in technologically challenging experiments. Efficient quan-
tum algorithms have been invented, and in part imple-
mented, and one of the first non-trivial applications will
be the development of quantum simulators with poten-
tial applications in, for example, material sciences. On the
technological side these developments are closely related
to improving atomic clocks and frequency standards.

Future advances in the field will require the combined
effort of people with expertise in a broad range of research
areas. At the same time, the new conceptual and technical
tools developed within QIPC may prove fruitful in other
fields, in a process of cross-fertilization encompassing a
wide variety of disciplines (including, for instance, quan-
tum statistics, quantum chaos, thermodynamics, neural
networks, adaptive learning and feedback control, chem-
istry, quantum control, complex systems). This profoundly
interdisciplinary character is one of the most exhilarating
aspects of the field. Its potential is being recognized by
commercial companies all over the world. A new profile
of scientists and engineers is being trained to confront the
challenges that lie beyond the end of the VLSI scaling. It

is clear that advances in QIPC will become increasingly
critical to the European competitiveness in information
technology during the coming century.

QIPC is definitely centered in the realm of basic
research with its own distinct goals and applications in
computation, communication and information processing
in all its aspects. Furthermore QIPC research will have
a deep impact on several EU strategic priorities. There
is significant potential impact on technology, economics
and social issues. In addition there are several spin-offs
with applications in other fields of science, engineering
and technology.

• The rapid growth of information technology has made
our lives both more comfortable and more efficient.
However, the increasing amount of traffic carried
across networks has left us vulnerable. Cryptosystems
are usually used to protect important data against
unauthorized access. Security with today’s cryptogra-
phy rests on computation complexity, which can be
broken with enormous amounts of calculation. In con-
trast, quantum cryptography delivers secret crypto-
keys whose privacy is guaranteed by the laws of
Nature. Quantum key distribution is already making
its first steps outside laboratories both for fiber based
networks and also for communication via satellites.
However, significant more basic research is necessary
to increase both the secret bit rate and the distance.
This is the field of Quantum Communication.

• The development of quantum information theory to-
gether with the development of quantum hardware
will have a significant impact on computer science.
Quantum algorithms, as for example Shor’s algorithm
for factorizing numbers with implications for security
of classical crypto-protocols, indicate that quantum
computers can perform tasks that classical computers
are believed not to be able to do efficiently. A second
example is provided by quantum simulations far be-
yond the reach of conventional computers with impact
on various fields of physics, chemistry and material sci-
ence. In addition, QIPC is redefining our understand-
ing of how “physical systems compute”, emphasizing
new computational models and architectures.

• QIPC is related to the development of nanotechnolo-
gies. Devices are getting smaller and quantum effects
play an increasingly important role in their basic func-
tioning, not only in the sense of placing fundamental
limits, but also opening new avenues which have no
counterpart in classical physics. At the same time de-
velopment of quantum hardware builds also directly on
nanotechnologies developed for our present day com-
puting and communication devices, and provides new
challenges for engineering and control of quantum me-
chanical systems far beyond what has been achieved
today. An example is the integration of atom optical
elements including miniaturized traps and guides on
a single device, capable of working as a quantum gy-
roscope, with extremely large improvements in sensi-
tivity both for measuring tiny deviations of the grav-
itational field, as well as for stabilizing air and space
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navigation. In spintronics, a new generation of semi-
conductor devices is being developed, operating on
both charge and spin degrees of freedom together, with
several advantages including non-volatility, increased
data processing speed, decreased electric power con-
sumption, and increased integration densities com-
pared to conventional semiconductor devices.

• Quantum mechanics offers to overcome the sensitiv-
ity limits in various kinds of measurements, for ex-
ample in ultra-high-precision spectroscopy with atoms,
or in procedures such as positioning systems, ranging
and clock synchronization via the use of frequency-
entangled pulses. Entanglement of atoms can help to
overcome the quantum limit of state-of-the-art atom
clocks which has been already reached by leading
European teams. On the other hand, the quantum
regime is being entered also in the manipulation of
nanomechanical devices like rods and cantilevers of
nanometer size, currently under investigation as sen-
sors for the detection of extremely small forces and
displacements. Another example is the field of quan-
tum imaging, where quantum entanglement is used
to record, process and store information in the differ-
ent points of an optical image. Furthermore, quantum
techniques can be used to improve the sensitivity of
measurements performed in images and to increase the
optical resolution beyond the wavelength limit.

3 Assessment of current results and outlook
on future efforts

3.1 Quantum communication

Quantum communication is the art of transferring a
quantum state from one location to another. Quantum
cryptography was discovered independently in US and
Europe. The American approach, pioneered by Steven
Wiesner, was based on coding in non-commuting observ-
ables, whereas the European approach was based on cor-
relations due to quantum entanglement. From an applica-
tion point of view the major interest is Quantum Key
Distribution (QKD), as this offers for the first time a
provably secure way to establish a confidential key be-
tween distant partners. This key is then first tested and,
if the test succeeds, used in standard cryptographic ap-
plications. This has the potential to solve a long-standing
and central security issue in our information based society.

While the realisation of quantum communication
schemes is routine work in the laboratory, non-trivial
problems emerge in long-distance applications and high
bit rate systems. At present, the only suitable system for
long-distance quantum communication is photons. Other
systems such as atoms or ions are studied thoroughly;
however their applicability for quantum communication
schemes is not feasible within the near future, leaving pho-
tons as the only choice for long-distance quantum commu-
nication. One of the problems of photon-based schemes is
the loss of photons in the quantum channel. This lim-
its the bridgeable distance for single photons to the or-
der of 100 km with present silica fibers and detectors.

Recent quantum cryptography experiments already come
close to such distances. In principle, this drawback can
eventually be overcome by subdividing the larger distance
to be bridged into smaller sections over which entangle-
ment can be teleported. The subsequent application of so-
called “entanglement swapping” and “quantum memory”
may result in transporting of entanglement over long dis-
tances. Additionally, to diminish decoherence effects pos-
sibly induced by the quantum channel, quantum purifi-
cation might be applied to eventually implement a full
quantum repeater.

There are two media that can propagate photons: opti-
cal fibers and free space. Each of these two possible choices
implies the use of the corresponding appropriate wave-
length. For optical fibers, the classical telecom choices are
1300 and 1550 nm and any application in the real world
of quantum communication in fibers has to stick to this
choice. For free space the favored choice is either at shorter
wavelengths, around 800 nm, where efficient detectors ex-
ist, or at much longer wavelengths, 4–10 microns, where
the atmosphere is more transparent.

Recall that quantum physics can deliver “correlations
with promises”. In particular it can deliver at two loca-
tions strictly correlated strings of bits with the promise
that no copy of these bits exist anywhere in the universe.
This promise is guaranteed by the laws of Nature, they do
not rely on any mathematical assumption. Consequently,
such two strings of correlated bits provide perfect se-
cure keys ready to be used in standard crypto-systems.
However, for quantum physics to holds its promise, truly
quantum objects, like photons, have to be send from one
location to the other. Since quantum object interacting
with the environment lose their quantumness, i.e. become
classical object, it is crucial to isolate the photons during
their propagation. Consequently, it is of strategic impor-
tance to develop the technology to send photons from one
location to a distant one while preserving its truly quan-
tum nature. The test of this quantumness consists in mea-
suring the correlations and proving that they do violate a
certain inequality, known as the Bell inequality.

From the present situation, where commercial systems
already exist, there are three main directions to be pur-
sued, which we review one after the other.

3.1.1 Fiber based systems

Towards higher bit rates

1. Fast electronics, this includes fast sources and fast
and low-loss phase modulators. This is mainly a (non-
trivial) engineering problem.

2. Improved detectors: lower dark counts (<10–6 per ns),
shorter dead times (<1 µs), less time-jitter (<100 ps)
and higher detection efficiency (>15%). This is a non
trivial solid state physics challenge.

3. Invent and investigate new protocols inspired by ex-
isting and reliable components, like “decoy states” [1]
and the SARG protocol [2]. Also protocols based on
fast homodyne detection methods can be thought of,
such as the continuous variables protocols [3]. This is
mainly a matter of the physicists’ imagination!



208 The European Physical Journal D

4. It is known that existing classical communication pro-
cedures and security proofs do not make optimal use
of the correlations that are generated in the physical
set-up and can be improved. Further improvement in
secure key rate can follow from a scenario of trusted
sending and receiving devices which cannot be manip-
ulated by an eavesdropper. It would also be valuable to
have security proofs easier to understand for classical
cryptographers.

5. Single-photon sources have made spectacular progress
in the last years [4], but it is not clear yet whether they
will be able to fulfill practical needs for high repetition
rates, high coupling efficiency and electronic cooling
(no liquid helium). It is not even necessary to use single
photon sources since also QKD with weak laser pulses
can be proven to be secure; see e.g. [5]. Moreover, the
performance of ideal single photon sources can also be
achieved using laser pulses with a phase reference, as
has been proven by a recent analysis by Koashi [6].
Fourier-transform limited single-photon sources with
negligible time-jitter could also be used as building
blocks for linear optics quantum computing.

6. Quantum communication with entangled states will be
important to further develop quantum teleportation
and entanglement swapping in view of their possible
use in connection future quantum computers.

Towards longer distances

In today’s system the distance is limited by the fiber loss
and the detector dark-counts: at large distances the dark-
counts dominate the signal. To improve the distance one
can, from the simplest and less effective to the most chal-
lenging and most effective.

1. Improve the detectors: lower dark counts automati-
cally increase the distance. However, the bit rate de-
creases exponentially with distance.

2. Improve the fibers: air-core photonic band-gap fibers
have the potential to surpass silica fibers. (Even
pure silica core photonic bandgap fibers could im-
prove on today’s telecom fibers, but only by at most
0.05 dB/km). This is a tremendous engineering chal-
lenge, with applications which would impact the whole
field of optical telecommunications!

3. Use quantum relays exploiting quantum teleportation
and entanglement swapping [7]. Dividing the connec-
tion in sections allows one to open the receiving detec-
tor less frequently, lowering thus the dark-count rate.
For any given detector efficiency, this allows one to
gain a factor of about 5 in distance. But the maxi-
mal distance is still limited and the bit rate still de-
creases exponentially with distance. Quantum relays
require entangled photon sources. It should be stressed
that quantum relays are anyway necessary for quan-
tum repeaters. Today’s longest distance demonstration
is a quantum teleportation lab experiment connecting
three 2 km long sections. The next crucial milestone in
this direction will be a field demonstration over tens
of km of entanglement swapping.

4. Use quantum repeaters: fully developed quantum re-
peaters have the potential of extending quantum com-
munication to arbitrary long distances with a constant
bit rate [8]. It is extremely challenging physics and still
basic research. A quantum repeater requires a quan-
tum memory. The latter has to outperform an optical
fiber delay loop. This important milestone is described
in Section 3.1.3.

Quantum continuous variables

Besides qubits, quantum continuous variables (QCV)
have emerged as a new tool for developing novel quan-
tum communication and information processing proto-
cols. Encoding quantum continuous information into the
quadrature of a light mode, or into the collective spin
variable of a mesoscopic atomic ensemble, has proven to
be a very interesting alternative to the standard con-
cept of quantum bits. Several experimental breakthroughs
have been achieved recently demonstrating this concept,
namely the quantum teleportation of a coherent state, the
preparation of distant entangled atomic ensembles, or the
implementation of a quantum key distribution scheme re-
lying on coherent states Beyond these major experimental
results, a large number of theoretical ideas have appeared
in the literature, proposing to use QCV for achieving dense
coding, entanglement purification or distillation, error cor-
recting codes, cloning or telecloning, memories based on
light-atoms interfaces, etc. In addition, some fundamental
studies have been carried out on the entanglement of mul-
timode Gaussian states, or on the capacity of Gaussian
quantum channels.

These results are stimulating more research work, with
many theoretical and experimental developments, espe-
cially in the directions of improved and/or novel quantum
communication and secret sharing protocols, quantum
memories and quantum repeaters using the light-atoms
quantum interface, and the use of squeezed, or entangled,
or even non-Gaussian states of light in order to make some
new information processing with continuous variables pos-
sible.

New applications and protocols

The field of quantum communication is still very young,
having been essentially unknown until 10 years ago. One
should expect new ideas and leave open space for basic
research. From the theoretical point of view, there are sev-
eral problems that have to be considered in the context
of quantum communication. First of all, since the field is
still very young, one should expect new applications re-
lated to both the efficiency as well as the secrecy in com-
munications. Examples of the first can be connected to se-
cret voting protocols, digital signatures, or fingerprinting.
Examples of the second field could be, for example, con-
nected to dense coding, or agenda protocols. Apart from
that, there are still several theoretical open questions of
crucial importance for quantum cryptography. They are
related to the tolerance to noise of current protocols (both
with one and two way communication), the connection
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between single photon and continuous variable protocols,
and the search for more efficient and fast ways of distribut-
ing keys.

Quantum communication protocols can be often un-
derstood as entanglement manipulation protocols. An im-
portant class of these protocols delivers classical data with
properties derived from the underlying quantum state. For
this class the question arises whether one can replace the
quantum manipulation and subsequent measurement by
another two-step procedure that first measures the quan-
tum states and then performs classical communication
protocols on the resulting data to complete the task. Such
an implementation would be preferential in real imple-
mentation, as is illustrated in the case of quantum key
distribution. It is important to study under which circum-
stances such a replacement can be done.

3.1.2 Free space systems

Despite the achievements of quantum communication ex-
periments, the distances over which entanglement can
be distributed in a single section, i.e. without a quan-
tum repeater in-between, are by far not of a global
scale. Experiments based on present fiber technology have
demonstrated that entangled photon pairs can be sepa-
rated by distances ranging from several hundreds of me-
ters up to 10 km in the field (and 50 km in the lab), but no
improvements by orders of magnitude are to be expected.
On the other hand, optical free-space links could provide a
unique solution to this problem since they allow in princi-
ple for much larger propagation distances of photons due
to the low absorption of the atmosphere in certain wave-
length ranges. Also, the almost non-birefringent character
of the atmosphere guarantees the preservation of polar-
ization entanglement to a high degree. Free-space opti-
cal links have been studied and successfully implemented
already for several years for their application in quan-
tum cryptography based on faint classical laser pulses.
Recently a next crucial step was demonstrated, namely
the distribution of quantum entanglement via a free-space
link, which was verified by violating a Bell inequality be-
tween two distant receivers without a direct line of sight
between them.

Towards space quantum communication

Terrestrial free-space links suffer from obstruction of ob-
jects in the line of sight, from possible severe attenuation
due to weather conditions and aerosols and, eventually,
from the Earth’s curvature. They are thus limited to dis-
tances typically of the same order as the fiber links. To
fully exploit the advantages of free-space links, it will be
necessary to use space and satellite technology. By trans-
mitting and/or receiving either photons or entangled pho-
ton pairs to and/or from a satellite, entanglement can be
distributed over truly large distances and thus would allow
quantum communication applications on a global scale.

A significant advantage of satellite links is that the at-
tenuation of a link directly upwards to a satellite is com-
parable to about 5–8 km horizontal distance on ground.

Proof-of-principle experiments for such distances in free
space exist for weak laser pulses.

Several studies are currently underway and suggest the
feasibility of space-based experiments based on current
technologies [9].

Many of the goals to be achieved in free-space quantum
communication are shared with fiber-based technology,
e.g. the improvement of detectors or the development of
quantum repeater technology. Additional challenges and
goals are

1. free-space distribution of entanglement over distances
above 5 km;

2. implementation of active and/or adaptive optics tech-
niques for single photons;

3. free-space teleportation of a single-photon state;
4. free-space entanglement swapping;
5. free-space quantum cryptography (with discrete or

continuous variables) demonstration of single-photon
uplinks to a satellite;

6. demonstration of a single-photon down-link from a
satellite;

7. quantum cryptography between two widely separated
locations on Earth via satellites;

8. development of narrow-band sources of entangled pho-
tons for daylight operation;

9. implementation of an entangled-photon source on a
satellite;

10. teleportation of a photon state up to a satellite;
11. teleportation of a photon state between two ground

locations via a satellite;
12. teleportation of a photon state down from a satellite;
13. satellite-satellite quantum communication.

Evidently this line of research necessitates both significant
basic investigation as well as very specific and advanced
technological development. At present various considera-
tions and studies of feasibility are being undertaken. These
focus on issues like the possible use of the existing tele-
scopes for optical communication with satellites, e.g. OGS
on Tenerife, or the requirements for satellite-based sources
of photonic quantum states. Given sufficient funding it
should be possible to have a first source of entangled pho-
tons on a satellite within about 10 years from now.

3.1.3 Quantum interfaces and memory

An interface between quantum information carriers (quan-
tum states of light) and quantum information storage and
processors (atoms, ions, solid state) is an integral part of
a full-scale quantum information system. In classical com-
munication information is transferred encoded in pulses
of light. The pulses are detected by photodetectors, trans-
formed into electrical current pulses, amplified by elec-
tronics, and sent to computers, phones, etc. This trans-
formation of light into electrical signals forms classical
light-matter interface. In quantum information process-
ing simple classical detection of light is inadequate for
recording into memory, because it destroys the quantum
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state by adding extra noise to it. Hence a quantum in-
terface has to be developed. Instead of direct transforma-
tion of light pulses into electrical pulses, as in classical
communication, quantum state transfer of light qubits (or
continuous variables) with atomic qubits (or continuous
variables) has to be developed in QIPC. Certain kinds of
quantum interfaces, based on cavity QED, are discussed in
Section 6.2 with an emphasis on computing tasks. Other
kinds of quantum interfaces, such as quantum memory and
long-distance quantum teleportation of long lived atomic
states, are important for communication and quantum se-
cret sharing tasks. It is obvious that long lived entangle-
ment shared over a long distance requires transfer of en-
tanglement from light (the long distance carrier) to atoms
(the long lived objects). Such transfer can only be done
via a special light-atoms quantum interface. Distant long
lived entangled objects can serve as secure “quantum iden-
tification cards”. These kinds of tasks can be address via
such physical implementations as atomic ensembles, which
are easier to implement and to scale.

Currently various aspects of light-atoms quantum in-
terface and memory are investigated both in Europe1 and
in the US2.

Quantum memory for light and quantum repeaters

For coherent pulses used in classical communications, a
classical approach via simple detection limits the fidelity
of the memory to 50%. For non-classical states the fidelity
of the classical memory is even lower. Classical communi-
cations where weak pulses of light of different colors are
sent in parallel (frequency multiplexing) approach quan-
tum limits exponentially with time (at today’s pace it
will be reached by 2020). Hence new — quantum — ap-
proaches to memory have to be considered for both quan-
tum and classical communications.

State of the art: proposals for quantum memory for
light have been put forward during the past decade, in
Europe and in the US. Recently the first quantum memory
for a weak coherent pulse has been demonstrated [10]. A
quantum memory which is to be used for storage, and
not for quantum processing, is based on a simple physical
system consisting of a small cell filled with atomic gas at
room temperature — an atomic ensemble. Demonstrated
quantum state storage time of up to 4 ms corresponds
to propagation time over a distance of about 1000 km.
The storage cell works close to the free space propagation
wavelength.

1 Copenhagen University (E. Polzik); University of Aarhus,
Denmark (K. Molmer and M. Drewsen); Max Planck Institute
for Quantum Optics, Garching, Germany (I. Cirac and
G. Rempe); Institute for Photonic Sciences, Barcelona,
Spain (M. Mitchel); University of Kaiserslautern, Germany
(M. Fleischhauer); University of Heidelberg, Germany (J.
Schmiedmayer); and Lab Kastler Brossel, CNRS, Paris (M.
Pinard and E. Giacobino).

2 Harvard University (M. Lukin); Caltech (J. Kimble),
University of Michigan, Ann Arbor (Ch. Monroe); and Georgia
Institute of Technology, Atlanta (A. Kuzmich).

Visions and perspectives: quantum memory pro-
vides a stored version of quantum cryptography and quan-
tum secret sharing (in the long run, counterfeit proof bank
cards, etc.). It also poses a potential threat to quantum
cryptography via more efficient eavesdropping protocols,
and hence has to be taken seriously in quantum communi-
cation security issues. Quantum memory for light provides
a necessary ingredient for quantum networks, as discussed
in the next section. Future work on quantum memory
based on the atomic ensemble approach should be con-
centrated on
1. extending memory capabilities to single photon/qubit

storage;
2. achieving efficient retrieval of the stored quantum

state;
3. improving the fidelity of storage;
4. quantum error correction necessary for achieving extra

long storage times;
5. memory micro-cell arrays for multi-channel storage

including quantum image storage — quantum holo-
grams;

6. exploring other types of atomic/solid state ensembles
useful for storage applications; solid-state system such
as those used for slow light experiments are potentially
suitable for quantum memory and should be investi-
gated;

7. developing probabilistic repeater schemes possibly in-
tegrated using atoms on chip technology.

Long distance atomic teleportation and repeaters

State of the art: atomic teleportation over a distance
of a fraction of a millimeter has been recently demon-
strated by two groups, in Europe and in the US. Long
distance teleportation of atomic states requires interface
with light. A significant progress has been achieved on the
way towards implementation of a repeater primarily by US
groups [Monroe, Kimble, and Kuzmich]. Entanglement of
atomic ensembles at a distance of half a meter has been
demonstrated in Europe [11]. The technology is simple
and relies on glass cells filled with atomic gas at room
temperature. At present the technology is limited to near
infrared wavelength suitable for free space propagation.

Vision and perspectives: long distance determinis-
tic teleportation will allow realization of distributed quan-
tum networks. Extension of entanglement of atomic en-
sembles to up to a kilometer is possible with specially
designed optical set-ups. For yet longer distances quan-
tum repeaters proposed in Europe present an option.
Towards this goal a combination of a repeater with en-
tangled trapped ions will be useful. Another possible way
to realize an efficient repeater is to use atomic ensemble
quantum memory [10] to store one photon of an entangled
pair produced by downconversion. The repeater approach
may allow teleportation of atomic states over many kilo-
meters.

Challenges and directions of future work are similar to
those listed for quantum memory, i.e.:
1. extending memory capabilities to single photon/qubit

storage;
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2. achieving efficient retrieval of the stored quantum
state;

3. improving the fidelity of storage;
4. exploring other types of atomic/solid state ensem-

bles useful for storage applications; solid-state system,
atoms on a chip.

3.2 Quantum computing

Information processing nowadays is commonly imple-
mented using quantities such as charges, voltages, or
currents in electronic devices which operate on the ba-
sis of classical physics. Instead, Quantum Computing
(QC) and more generally, quantum information processing
(QIP) employ the laws of quantum mechanics for informa-
tion processing. For such devices, corresponding building
blocks are quantum bits (qubits) and quantum registers,
and the basic gate operations are given by logical and co-
herent operations on individual qubits (single qubit oper-
ations) and controlled coherent interactions between two
qubits (two-qubit operations) such that the state of the
target qubit is changed conditional to the state of the
controlling qubit.

In principle, a large scale quantum computer can be
built using these primitives which must be realized by a
controllable quantum system, provided the physical sys-
tem meets the following requirements (DiVincenzo crite-
ria):

1. system is comprised of well characterized qubits and
allows for scalability;

2. ability to initialize the state of the qubits;
3. system provides long coherence times, much longer

than a gate operation time;
4. a universal set of gates is experimentally feasible;
5. qubit specific measurement capability;
6. ability to interconvert stationary and flying qubits;
7. faithful transmission of flying qubits between specified

locations.

At present, there are a number of technologies under inves-
tigation for their suitability to implement a quantum com-
puter. No single technology meets currently all of these
requirements in a completely satisfactory way. Therefore,
the ongoing research on quantum information processing
is highly interdisciplinary, diverse and requires a coordi-
nated effort to create synergies while the common goal
is the implementation of a working quantum processor.
While at present several approaches have demonstrated
basic gate operations and are even able to prove that quan-
tum computing has become reality with few qubits, large
scale quantum computation is still a vision which requires
ongoing research for many years to come.

The long-term goal in quantum computation is, of
course, a large-scale quantum computer which will be able
to efficiently solve some of the most difficult problems in
computational science, such as integer factorization, quan-
tum simulation and modeling, intractable on any present
or conceivable future classical computer.

Therefore, the general problems to be solved for QC
and QIP are in particular:

• identification of the best suitable physical system
which allows for scalability, coherence and fast imple-
mentation of QIP;

• engineering and control of quantum mechanical sys-
tems far beyond anything achieved so far, in partic-
ular concerning reliability, fault tolerance and using
error correction;

• development of a computer architecture taking into
account quantum mechanical features;

• development of interfacing and networking techniques
for quantum computers;

• investigation and development of quantum algorithms
and protocols;

• transfer of academic knowledge about the control and
measurement of quantum systems to industry and
thus, acquisition of industrial support and interest for
developing and providing quantum systems.

3.2.1 Quantum computing with trapped ions

A. Physical approach and perspective

Ion trap quantum computation is based on schemes de-
vised by Cirac and Zoller [12]. A quantum register is pro-
vided by strings of ions, each representing a physical qubit.
The system satisfies in principle all DiVincenzo criteria
and most of the criteria have been experimentally demon-
strated. While the originally proposed system is scalable
in principle, practical scalability requires additional tech-
niques such as interconnecting via photons (flying qubits)
or moving one or more ions to operate as a messenger for
quantum information. A more comprehensive summary of
ion trap QIP is contained in the US QIST roadmap [13].

Currently, experimental ion trap QIP is pursued by
10 groups worldwide, 6 of which are located in Europe3,
3 groups are currently setting up ion trap experiments for
QIP in Europe4, and three more groups are dealing with
the theory aspects5.

B. State of the art

With trapped ions, qubits are implemented using either
two levels out of the Zeeman- or hyperfine manifold or
employing a forbidden optical transition of alkaline earth,
or alkaline earth-like ions. The DiVincenzo criteria are cur-
rently met as follows.

1. Strings of two and three trapped ions are routinely
loaded to a linear trap.

3 R. Blatt (Innsbruck, A), M. Drewsen (Aarhus, DK), P. Gill
(Teddington, UK), W. Lange (Sussex, UK), A. Steane (Oxford,
UK), Ch. Wunderlich (Maynooth, Ei).

4 J. Eschner (Barcelona, E), T. Schaetz (MPQ Garching, D),
F. Schmidt-Kaler (Ulm, D).

5 J.I. Cirac (MPQ Garching, D), K. Molmer (Aarhus, DK)
and P. Zoller (Innsbruck, A).
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2. Ion strings can be cooled to the ground state of the
trapping potential, and thus are prepared for imple-
menting the Cirac-Zoller scheme. Using various tech-
niques of individual ion manipulation, the register can
be initialized to arbitrary internal and external states.

3. Qubit decay times for individual hyperfine qubits of
more than 10 minutes have been observed, however,
this requires magnetic-field “insensitive” transitions.
For optical transitions, decoherence is limited by spon-
taneous decay which, however, is orders of magnitudes
slower than a single gate operation.

4. Individual ion manipulation (pulsed Rabi oscillations),
as well as two-qubit gate operations (Cirac-Zoller gate,
geometric phase gate) have been demonstrated.

5. State-sensitive light scattering (observation of quan-
tum jumps) is routinely used with trapped ions and
detection efficiencies of more than 99.9% are readily
obtained.

6. For converting stationary (ion) qubits into flying (pho-
ton) qubits, the techniques of cavity quantum electro-
dynamics (CQED) are used and several experiments
are currently under way, no results are available at
this time.

7. Faithful transmission of photonic qubits between two
quantum computer nodes was theoretically shown to
be feasible; a transfer protocol is available, however,
at this time no experimental work is carried out yet.
Instead, over short distances, and for the transfer of
quantum information within a quantum processor, ions
can be moved and/or teleportation protocols may be
used.

C. Strengths and weaknesses

At present, ion trap QIP provides most of the require-
ments for first-generation quantum computation exper-
iments. In particular, the long coherence times of the
ionic two-level systems provide a robust quantum memory.
Moreover, the near-unity state detection and the availabil-
ity and operability of a universal set of gate operations
make it already a test-bed for small-scale quantum com-
putation. Furthermore, techniques to build large-scale ion
trap quantum computers were outlined and their function
was shown in first steps.

On the downside, motional decoherence by stochasti-
cally fluctuating fields (originating from trap electrodes)
is not completely understood and must be reduced.
Spontaneous emission must be avoided by all means;
therefore decoherence-free subspaces need to be explored.
Current technical constraints, such as the availability of
laser sources, their respective stability and purity as well
as fast optical detection and switching, need to be im-
proved.

However, aside from the technical difficulties of scaling
ion trap QIP up to larger devices, there is no fundamental
problem in sight.

D. Short-term goals (next 3–5 years) (cf. also [13])

• Improve coherence of qubits by using magnetic field
“insensitive” transitions, or decoherence free subspaces
(for optical qubits).

• Reduce trap size and thus increase speed of operations.
• Identify and reduce sources of motional decoherence

(needed for smaller traps).
• Implement error correction with 3 and 5 qubits, correct

for phase and spin flip errors.
• Develop an “ion chip” as the basic building block for

scaling ion trap QIP.
• Improve laser intensity and phase stability to reach

fault-tolerant limits.
• Realize a “logical” qubit including error correction,

i.e. encode a stable logical qubit in 5 physical qubits
(“keeping a logical qubit alive”).

• Interface stationary and flying qubits.
• Demonstrate more quantum algorithms.
• Logical qubit operations (single L-qubits operations,

gates between L-qubits).
• Identify an optimal ion.

E. Long-term goals (2010 and beyond) (cf. also [13])

• Develop ion chips with integrated optics and electron-
ics.

• Operations with several L-qubits.
• Fault-tolerant operations with multiple qubits.

3.2.2 Atoms and cavity QED

A. Physical approach and perspective

Neutral-atom based systems are so far the only systems
for QIPC in which both a significant control over few-
particle system has been obtained and realizations of
large-scale systems are already present in the laboratory.
Neutral-atom systems provide excellent intrinsic scalabil-
ity because the properties of an ensemble of atoms do not
dramatically differ from an individual atom. Quantum in-
formation with neutral atoms therefore provides a unique
opportunity to test and develop experimentally relevant
QIPC schemes for large-scale systems.

All QIPC schemes based on neutral atoms employ a
quantum register with trapped atoms carrying quantum
information in internal atomic states. The schemes differ,
however, in the way individual qubits are coupled during
a gate operation. The schemes can roughly be divided into
two categories.

• Firstly, a gate operation is performed by means of a
controlled collision of two qubits. Such collisions re-
quire the preparation of a well-defined quantum state
of atomic motion, as can be achieved by either cool-
ing single atoms into the ground state of the trapping
potential (bottom-up approach), or by loading a Bose-
Einstein condensate into an optical lattice (top-down
approach). Both the bottom-up and the top-down ap-
proach offer the possibility of a massive parallelism,
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with many pairs of atoms colliding at once. The top-
down approach is ideal to develop a quantum toolbox
for simulating nontrivial many-body systems.

• Secondly, a gate operation is performed by exchang-
ing a photon between two individual qubits. Such a
scheme can be implemented with free-space atoms
emitting photons in a random direction (probabilis-
tic approach), or with atoms in high-finesse cavities
where the strong atom-photon coupling guarantees full
control over photon emission and absorption (deter-
ministic approach). The latter approach is realized ei-
ther with Rydberg atoms in microwave cavities or with
ground-state atoms in optical cavities. If each atom re-
sides in its own cavity, the scheme guarantees address-
ability and scalability in a unique way. As quantum
information is exchanged via flying photons, the indi-
vidual qubits of the quantum register can easily be sep-
arated by a large distance. The photon-based scheme
is therefore ideal to build a distributed quantum net-
work.

In principle, the two schemes of implementing gates can be
combined in one-and-the-same setup, for example by using
atoms trapped in micro-magnetic potential wells produced
by micron-sized current carrying wires or microscopic per-
manent magnets deposited on a chip. Such atom-chips are
very promising building blocks for quantum logic gates be-
cause of their small size, intrinsic robustness, strong con-
finement, and potential scalability.

Besides performing discrete gate operations according
to a predefined algorithm, neutral-atom systems are ideal
for simulating quantum many-body systems. In general,
quantum systems are very hard to simulate, given the
fact that the dimension of the corresponding Hilbert space
grows exponentially with the number of particles. This
hinders our ability to understand the physical properties
of general materials with a classical computer. However,
using a quantum computer, it should be possible to sim-
ulate other quantum systems in a very efficient way.

Currently, both schemes of performing a gate opera-
tion with neutral atoms (collision or photon-exchange) are
investigated experimentally in several dozen laboratories
worldwide, about half of them located in Europe6. In fact,
European theory groups have played a crucial role in the

6 The European groups working with a controllable number
of atoms include I. Bloch (Mainz, D), T. Esslinger (Zurich,
CH), P. Grangier (Orsay, F), S. Haroche (Paris, F), D.
Meschede (Bonn, D), G. Rempe (Garching, D), H. Walther
(Garching, D), and H. Weinfurter (Munich, D). Several other
groups are presently setting up new experiments, including
W. Ertmer (Hanover, D), E. Hinds (London, UK), J. Reichel
(Paris, F), and J. Schmiedmayer (Heidelberg, D). The ex-
perimental program is strongly supported by implementation-
oriented theory groups like H. Briegel (Innsbruck, A), K.
Burnett (Oxford, UK), J.I. Cirac (Garching, D), A. Ekert
(Cambridge, UK), P.L. Knight (London, UK), M. Lewenstein
(Barcelona, E), K. Mølmer (Aarhus, DK), M.B. Plenio
(London, UK), W. Schleich (Ulm, D), P. Tombesi (Camerino,
I), R. Werner (Braunschweig, D), M. Wilkens (Potsdam, D),
and P. Zoller (Innsbruck, A).

development of QIPC science from the very beginning.
The close collaboration between experiment and theory
in Europe is unique, partly because of the support pro-
vided by the European Union.

B. State of the art

The strength of using neutral atoms for QIPC is their
relative insensitivity against environmental perturbations.
Their weakness comes from the fact that only shallow
trapping potentials are available. This disadvantage is
compensated by cooling the atoms to very low temper-
atures. So far, several different experimental techniques
to control and manipulate neutral atoms have been devel-
oped.

Optical tweezers and arrays of optical traps are ideal
to perform collisional gates.

1. Bottom-up approach:
• single atoms were trapped with a large aper-

ture lens, thus providing a three-dimensional sub-
wavelength confinement;

• single atoms were also loaded into the antinodes of
a one-dimensional standing wave, and excited into
a quantum superposition of internal states;

• this superposition was preserved under transporta-
tion of the atoms, and coherent write and read op-
erations on individual qubits were performed;

• moreover, a small number of atoms were loaded
into a two-dimensional array of dipole traps made
with a microlens array, and the atoms were moved
by moving the trap array;

2. Top-down approach:
• single atoms were loaded into the antinodes of a

three-dimensional optical lattice, by starting from
a Bose-Einstein condensate and using a Mott tran-
sition;

• a highly parallelized quantum gate was imple-
mented by state-selectively moving the atoms, and
making them interact using cold collisions. This
landmark experiment has pioneered a new route to-
wards large-scale massive entanglement and quan-
tum simulators with neutral atoms.

Cavity QED, possibly in combination with optical dipole
traps, is the most promising technique for realizing an in-
terface between different carriers of quantum information.

1. Probabilistic approach in free space:
• a single trapped atom has been entangled with a

single photon.
2. Deterministic approach using microwave cavities: cir-

cular Rydberg atoms and superconducting cavities are
proven tools for fundamental tests of quantum me-
chanics and quantum logic:
• complex entanglement manipulations on individ-

ually addressed qubits with long coherence times
have been realized;

• gates have been demonstrated;
• new tools for monitoring decoherence of mesoscopic

quantum superpositions have been developed.
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3. Deterministic approach with optical cavities:
• the strong atom-photon coupling has been em-

ployed to realize a deterministic source of flying
single photons, a first step towards a true quantum-
classical interface;

• with single photons, two-photon interference effects
of the Hong-Ou-Mandel type have been observed.
These experiments demonstrate that photons emit-
ted from an atom-cavity system show coherence
properties well suited for quantum networking;

• moreover, single atoms were optically trapped in-
side a cavity;

• a novel cooling technique avoiding spontaneous
emission was successfully implemented.

Atom chips: the ability to magnetically trap and cool
atoms close to a surface of a micro-fabricated substrate
has led to an explosive development of atom chips in the
past few years. The main achievements include:

1. cooling of atoms to quantum degeneracy (Bose-
Einstein condensation);

2. transport of an ensemble of atoms using a magnetic
conveyor belt;

3. manipulation of atoms with electric and optical fields;
4. very long coherence times by using appropriate qubit

states;
5. multilayer atom chips with sub-µm resolution and

smooth magnetic potentials.

C. Present challenges

Most neutral-atom systems have not yet demonstrated
two-qubit operations, and some of them not even a single-
qubit operation, mainly because the technology to per-
form single-atom experiments is relatively new (less than
10 years).

Optical tweezers and arrays of optical traps are
most advanced in manipulating neutral-atom qubits.

1. In the bottom-up approach, the main challenges are
first to implement a two-qubit quantum gate, e.g., us-
ing a controlled collision of two atoms, and then to
increase the size of the quantum register to more than
2 atoms.

2. In the top-down approach, full addressability of each
individual qubit of the closely spaced register is one of
the main challenges.

3. In both approaches, the speed of a gate must even-
tually be increased by implementing a collision which
exhibits a large cross section, for example by involving
Rydberg atoms or molecular (e.g., Feshbach) interac-
tions.

Cavity QED: the main difficulty in implementing QIPC
protocols in present demonstration experiments is the
enormous technological complexity required to obtain full
control over both atoms and photons at the single-particle
level.

1. The probabilistic approach suffers from the low effi-
ciency of photon generation and detection, and the

large solid angle of photon emission for a free-space
atom.

2. The deterministic approach employing microwave cav-
ities has intracavity-photon generation and absorption
efficiencies close to 100%, and the implementation of
simple algorithms is in view.
• One of the main challenges is the demonstration of

scalability. The preparation of a non-local entan-
gled and possibly mesoscopic quantum state shared
between two remote cavities is a major task.

• Another challenge is the realization of quantum
feedback or error correction schemes to preserve the
quantum coherence of the field stored in a cavity
with a finite quality factor.

3. The deterministic approach utilizing optical cavities
has led to photon-emission efficiencies of up to about
30%. Challenges are
• to entangle in a deterministic manner a single atom

with a single photon;
• and to teleport the quantum states between distant

photon-emitting and photon-receiving atoms;
• in order to integrate individual quantum-network

nodes into a scalable quantum-computing network,
a set of individually addressable atoms located in
different cavities must be implemented;

• moreover, single-photon quantum repeaters which
are necessary to communicate quantum informa-
tion over large distances need to be developed;

• ultimately, the gate speed should be increased by
installing a few-wavelength long cavity. The combi-
nation of such a micro-cavity with presently avail-
able trapping and cooling techniques is a challenge.

In both the microwave and the optical domains, a method
of deterministically transporting single atoms in and out of
a cavity, for example by means of an optical conveyor belt,
is needed to address the individual atoms of a stationary
quantum register.

Atom chips: despite their recent achievements, ex-
periments with atom chips are still facing a large number
of challenges for implementing QIPC.

1. An efficient scheme to address, manipulate and detect
a single qubit in the microtrap of an atom chip must
be developed.

2. A quantum memory, that is the reading and writing
of quantum information into single atoms or atomic
ensembles must be realized.

3. Next, a two-qubit quantum gate, for example by em-
ploying a controlled collision, must be implemented.

4. The full demonstration of the potential provided by
atom chips requires the realization of large-scale inte-
gration, e.g., with several 10 qubits.

5. Potential roughness very close (µm) to micro-
fabricated structures is of concern for qubit storage
and transport. Even though for current-carrying struc-
tures the problem can be solved and compensated for
by the design and fabrication methods as developed
recently, micro-structures with fewer defects might be
needed for permanent magnets.
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6. Merging atom-chip technology and cavity QED is
promising. High-finesse miniature optical or microwave
cavities can be coupled to ground state or Rydberg
atoms trapped on a chip. Coherence preserving trap
architectures are an important first step towards a
fully scalable architecture combining the best of both
worlds.

A tutorial review on QIPC with atoms, ions and photons
can be found in, e.g., [14,15].

3.2.3 Superconducting circuits

A. Physical approach and perspective

Quantum computation with superconducting circuits ex-
ploits the intrinsic coherence of the superconducting state,
into which all electrons are condensed. Quantum informa-
tion is stored in the number of superconducting electrons
(charge qubit), in the direction of a current (flux qubit) or
in oscillatory states (phase qubit). Systems are fabricated
with thin film technology and operated at temperatures
below 100 mK. Measurements are performed with inte-
grated on-chip instruments. Coupling between qubits can
be made strong. In principle the system is scalable to large
numbers. The US QIST roadmap gives more detailed in-
formation and references, though not quite up to date [16].
A general background is provided in [17].

Approximately 30 groups work on superconducting
quantum bits in Europe7, Japan, China and the USA.

B. State of the art

1. Qubits can be readily fabricated with suitable pa-
rameters. Small variation of qubit parameters can be
achieved.

2. Initialization proceeds by relaxation into the ground
state before quantum operations start.

3. Single qubit operations are performed with microwave
pulses or DC pulses.

4. 1-pulse Rabi oscillations and 2–3 pulse Ramsey or spin-
echo signals have been realized.

5. Decoherence times of several microseconds have been
observed, shortest time needed for a basic quantum
operation is several nanoseconds.

6. (a) With charge 2-qubit systems a controlled-not gate
has been realized with DC pulses. (b) The presence
of coupling has been demonstrated in flux qubits with
spectroscopy.

7 D. Esteve and D. Vion (Saclay, F), J. Rooij and H.
Harmans (Delft, NL), P. Delsing (Chalmers, S), A. Zorin (PTB,
D), E. Ilichev (Jena, D), A. Ustinov (Erlangen, D), F. Hekking,
O. Buisson (Grenoble, F), J. Pekola (Helsinki, FI), S. Paroanu
Jyväskyla, FI), D. Haviland (KTH, Stockholm, S) (and oth-
ers. In theory: G. Schön, (Karlsruhe, D), R. Fazio (Pisa, I) A.
Wilhelm (München, D), G. Wendin (Chalmers, S), M. Grifoni
(Regensburg, D), G. Falci (Catania, I), K. Bruder (Basel, CH),
and others.

7. Strong coupling, allowing exchange of a single photon,
has been achieved between a harmonic oscillator and
a qubit in two different types of qubit.

8. Rabi oscillation between two Josephson junction
qubits has been achieved, and simultaneous single-shot
readout has been performed to detect the anticorrela-
tions in a Bell state.

C. Strengths and weaknesses

Strengths:

• high potential for scalable integrated technology;
• strong coupling between qubits possible;
• flexible opportunities with different qubit types;
• mature background technology, 20 years of experience;
• driver of applications in solid-state quantum engineer-

ing;
• long history of pushing the limits of measurement to-

wards quantum limits;
• low-temperature or superconducting technologies nec-

essary for integration with solid state microtraps for
hybrid systems.

Weaknesses:

• coherence limited by defects in tunnel barriers;
• slight variation in qubit parameters associated with

fabrication.

D. Short-term goals (next 3–5 years)

• Realize reliable two-qubit gates in all types of qubits.
• Realize non-destructive single shot readout of individ-

ual qubits in multi-qubit circuits
• Improve fidelity of operation and readout.
• Investigate and eliminate main sources of decoherence.
• Develop junctions with lower 1/f noise.
• Realize fully controllable three-qubit clusters within a

generally scalable architecture.
• Develop switchable coupling between qubits.
• Realize systems of multiple qubits coupled through

common harmonic oscillator buses — solid-state cavity
QED.

• Demonstrate teleportation and rudimentary quantum
error correction.

• Make first experimental tests of quantum algorithms
with 3–5 qubits.

E. Long-term goals (2010 and beyond) (cf. also [17])

• develop multi-qubit circuits (5–10 or more).
• improve fidelity to the level needed for large-scale ap-

plication.
• develop interfaces to microwave and optical transmis-

sion lines.
• develop interfaces for hybrid solutions to long term

storage and communication.
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3.2.4 Semiconductor quantum dots

A. Physical approach and perspective

III-V Semiconductor heterostructures (e.g. GaAs, InP,
InAs, etc.) form the backbone of today’s opto-electronics
combining ultrafast electronics (e.g. HEMT), low-power
optics together with the conversion between electronics
and optics. The industrial development of this material
class has also been fruitfully utilized in the field of QIPC.
Employing nanofabrication and/or self-assembling tech-
niques, quantum dots have been defined that can be ad-
dressed electrically and/or optically. The emerging field
of quantum opto-electronics can provide an interface be-
tween solid state qubits and single-photon quantum op-
tics. The most important recent results pertaining to this
subfield are described in [18–22].

Currently, quantum dot (QD) spin based quantum in-
formation processing (QIP) is pursued by 10 groups world-
wide, 5 of which are located in Europe8.

B. State of the art

The quantum dot qubits being developed in III-V semi-
conductors are based on the charge or spin properties of
single electrons. Stable and reproducible quantum dots
have been developed using split-gate techniques that
can be loaded with exactly zero, one or two electrons.
Electrical signals in the kHz to GHz range allow one to
transfer reliably an individual electron from one quantum
dot to another Circuits of such quantum dot devices form
the basis for the Loss-DiVincenzo proposal exploiting the
electron spin as the qubit degree of freedom. In this scheme
the electron charge is used for manipulation of the carriers.
The spin dynamics is largely decoupled from the charge
motion and remains coherent over long time scales. An
important aspect of the Loss-DiVincenzo proposal is the
full on-off control over the two-qubit interaction. In split-
gate quantum dots this control via the spin-spin exchange
interaction can be realized simply by switching electrical
gate voltages. Charged qubits were also discussed by the
Oxford group, and served as a model for early implemen-
tations of quantum logic gates.

The current status in the field is the realization of
highly controllable quantum dots in various labs. (The
material and nanofabrication flexibility is certainly strong
in this QIPC approach.) The spin qubit states as well as
the two qubit superposition states are easily resolved in
transport measurements. An all-electrical readout of in-
dividual spins (e.g. single shot measurements) has been
realized. An ensemble average provides values for the spin
life time of the order of milliseconds. It is important to
note that these values are measured in an electrical cir-
cuit with all components activated and thus they include
the effects from a realistic back-action.

8 L. Kouwenhoven (Delft, NL), K. Ensslin (ETH-Zurich,
CH), G. Abstreiter (TU-Munich, D), Ch. Bayer (Dortmund,
D) and A. Imamoglu (ETH-Zurich, CH)], as well as D. Loss
(Basel, CH) on the theory side.

Quantum dots are often referred to as artificial
atoms. Some of the fundamental atom-like properties
of optically active quantum dots, such as photon anti-
bunching and presence of absorption/emission lines pre-
dominantly broadened by radiative recombination, have
already been confirmed experimentally. In contrast to
atoms and electrically-defined quantum dots discussed
earlier, optically active quantum dots suffer from spatial
and spectral inhomogeneity; i.e. each quantum dot has
an energy and location that is a priori impossible to be
determined with reasonable accuracy. This property has
important but not necessarily negative consequences for
their applications in quantum information processing.

Arguably, the most successful application of quantum
dots in quantum information processing has been the re-
alization of high-efficiency single-photon sources. The fact
that quantum dots exhibit no center-of-mass motion and
that they can be embedded in nano-cavity structures with
ultra-small mode volumes, enabled generation of a train of
optical pulses that never contain more than a single pho-
ton, with efficiency exceeding 30%. In addition to potential
applications in unconditionally secure quantum key distri-
bution, such a source could also be used to produce indis-
tinguishable single-photon pulses that form the backbone
of linear optics quantum information processing schemes.

Cavity QED has been a central element in many
quantum optics based quantum computation proposals.
Recently, three groups have reported the observation of
strong-coupling regime for a single quantum dot embed-
ded in a nano-cavity structure. While these experiments
relied on a random spatial and spectral coincidence be-
tween the quantum dot and cavity modes, recent advances
in growth and processing have demonstrated that it is pos-
sible to deterministically locate a single quantum dot at
the anti-node of a photonic crystal nano-cavity structure
which is in turn spectrally resonant with the quantum dot
exciton line.

The progress in optical manipulation of quantum dot
spins has been relatively slow. Deterministic charging of a
single quantum dot with a single excess electron has been
demonstrated by several groups. More recently, resonant
laser transmission measurements on a single charged quan-
tum dot have been used to demonstrate spin-selective op-
tical absorption, or equivalently, Pauli-blocking of optical
transitions.

C. Short-term goals (next 3–5 years)

• For Rabi oscillations of the one qubit spin states, on-
chip ESR striplines are being developed. Such exper-
iments are necessary for determining the T2 spin co-
herence. This material system then allows for further
optimization of the coherence properties, for instance
via making full use of the quantum Hall effect regime
and further reduce the phase space for decoherence.

• All-optical single-spin measurements based on Pauli
blocking are likely to be observed within the next
2 years. The next step would then be conditional spin
dynamics between two quantum dots that are coupled
via spin-selective dipole-dipole interaction. This would
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represent a major step for implementing quantum in-
formation processing in optically active quantum dots.

D. Long-term goals (2010 and beyond)

III-V Semiconductors are unique in their conversion ca-
pabilities between electrons and photons. Recently this
conversion has been demonstrated at the level of single
electrons and single photons. For instance, electrically-
controlled single photon sources (i.e. electroluminescence)
have been realized. Also the reverse route has been shown
where light controls the generation of single electrons. In
one such single-particle photoconductivity measurement
the lifetime of an electron spin trapped in a self-assembled
quantum dot was shown to exceed 20 milliseconds. The
magnetic field dependence was in excellent agreement with
theory (based on spin-orbit interaction).

The opto-electronic properties of III-V semiconductor
quantum dots can already find applications on a mid-term
timescale. There are proposals for quantum repeaters (i.e.
necessary devices in long distance quantum communica-
tion) based on III-V semiconductors. Repeaters generally
require small qubit circuits capable of Bell state measure-
ments and storage of a quantum state in combination with
single photon detectors and emitters. A recent scheme [23]
shows that even with low efficiency, high fidelity can be
reached in long-distance communication.

3.2.5 Linear optics quantum computation

A. Physical approach and perspective

Optical quantum computing (OQC) exploits measure-
ment-based quantum computing schemes with photons as
physical qubits. The interaction between separate pho-
tonic qubits is induced by measurement, as opposed to
a direct interaction via nonlinear media. The two main
physical architectures for OQC are based on proposals by
Knill, Laflamme and Milburn [24], the KLM architecture,
and by Raussendorf and Briegel [25], the one-way quan-
tum computer with cluster states:

• KLM allows universal and scalable OQC using only
single photons, linear optics and measurement. The
by now seminal KLM work was based on the impor-
tant findings of Gottesman, Chuang and Nielsen con-
cerning the role of teleportation for universal quantum
computing. The physical resources for universal (op-
tical) quantum computation in the KLM scheme are
multi-particle entangled states and (entangling) multi-
particle projective measurements.

• Cluster state quantum computing has become
an exciting alternative to existing proposals for quan-
tum computing, and a linear optics approach is one
way to implement this scheme. It consists of a highly
entangled multi-particle state called cluster state.
Single-qubit measurements are sufficient to implement
scalable, universal quantum computation. Different al-
gorithms only require a different “pattern” of single
qubit operations on a sufficiently large cluster state.

Since only single-particle projections are needed to op-
erate such a one-way quantum computer, the cluster
state approach might offer significant technological ad-
vantages over existing schemes for quantum comput-
ing: this includes reduced overall complexity and re-
laxed physical demands on the measurement process
(as compared to sensitive multi-particle projections)
as well as a more efficient use of physical resources.

B. State of the art

Important key elements for linear optics quantum compu-
tation, namely the generation of entangled states, quan-
tum state teleportation and entanglement swapping have
already been realized early in the field (e.g. teleportation
in 1997 and entanglement swapping in 1998). The lat-
est developments include realization of entanglement pu-
rification, freely propagating teleported qubits and feed-
forward technology.

Several practical designs implementing the KLM
scheme have subsequently been developed. Experimental
methods for ultra-precise photonic quantum state cre-
ation, which serve as ancillas in the measurement-based
schemes, now achieve typical fidelities above 99%. Using
coincident detection there have been a range of demon-
strations of nondeterministic two-qubit gates: a fully-
characterized two-photon gate operating with >90%
fidelity, four-photon CNOT gates both with entangled
ancilla and with teleportation, a KLM nonlinear sign
shift gate and a three-photon simulation of the entangled-
ancilla gate. These gates can be made scalable with ad-
ditional resources. Several of these gates have been used
in simple applications such as demonstrations of quantum
error encoding and generalized non-destructive quantum
measurement circuits of two classical logic gates and Bell
measurement for teleportation.

Proposals for the optical implementation of cluster
state quantum computing have been put forward recently
and are promising significant reductions in physical re-
sources by two orders of magnitude as compared to the
original KLM scheme. Separately, a variety of modifica-
tions to KLM has been suggested to also reduce resource
requirements.

Enabling technologies for OQC are:

• characterization of photonic quantum states and pro-
cesses. A complete, tomographic, characterization of
individual devices is indispensable for error-correction
and has quite progressed within the last years.
Quantum process tomography, invented by Chuang
and Nielsen, can be used to fully characterize a quan-
tum gate, probing either with a range of input states
or a single multi-qubit state. Based on the information
gained from a complete process characterization it was
recently shown how to estimate (and bound) the error
probability per gate;

• development of single photons and/or entangled pho-
ton sources is required for OQC. Currently, no source
of timed single photons or entanglement is available. In
the meantime, bright, albeit non-deterministic sources
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of correlated photons or entangled-photon pairs are
critical to allow on-going evaluation of circuit tech-
nology as it is developed. Ultra bright and compact
sources, some fiber-coupled to improve mode qual-
ity, have been developed. Relatively brighter sources
(though not yet in absolute terms) have been demon-
strated using periodically-poled nonlinear waveguides;

• high-fidelity multi-qubit measurements (in the KLM
scheme) and reliable preparation of multi-qubit states
(in both the KLM and the cluster state scheme).

C. Strengths and weaknesses

Current drawbacks of the OQC approach are low pho-
ton creation rates, low photon detection efficiencies, and
the difficulties with intermediate storage of photons in a
quantum memory (see also Sect. 3.1.3). Advantages are
obviously low decoherence (due to the photon’s weak cou-
pling to the environment), ultrafast processing, compat-
ibility to fiber optics and integrated optics technologies
and, in principle, straightforward scalability of resources.
However, the low efficiencies quoted above are presently an
important practical limitation to scalability, in the sense
that they damp exponentially the success probability of
most quantum operations.

D. Challenges

The main challenges for OQC can be summarized as fol-
lows:

• to achieve fault-tolerant quantum computing. The ba-
sic elements of fault-tolerance for OQC are becoming
well understood. It has recently been shown that also
optical cluster state QC may be performed in a fault-
tolerant manner. Error models for KLM-style OQC
have found that error thresholds for gates are above
1.78%;

• to reduce the resources required for OQC further and
to find the limiting bounds on the required resources;

• to achieve massive parallelism of qubit processing
by investing in source and detector technologies.
Specifically, the development of high-flux sources of
single photons and of entangled photons as well as
photon-number resolving detectors will be of great
benefit to achieve this goal;

• to generate high-fidelity, large multi-photon (or, more
generally, many-particle) entangled states. This will be
of crucial importance for cluster state quantum com-
puting;

• to implement OQC architectures on smaller, inte-
grated circuits. All of the current technologies involve
either free space optics or combinations of free-space
optics and optical fibers. To achieve long term scale-up,
it will be essential to move to waveguide and integrated
optics.

3.2.6 Impurity spins in solids

A. Physical approach and perspective

Storage and processing of information can be carried out
using individual atomic and molecular spins in condensed
matter. Systems falling into this category include dopant
atoms in semiconductors like phosphorus or deep donors
in silicon or color centers in diamond, molecules like C60,
rare earth ions in dielectric crystals and unpaired electrons
at radiation induced defects or free radicals in molecular
crystals. The main attraction of spins in low-temperature
solids is that they can store quantum information for up to
several thousand seconds [26]. Specific systems have been
selected based on criteria like: dephasing time, optical ac-
cess, single quantum state readout, and nanostructuring
capabilities. While most of these systems are scalable in
principle, technical progress in single quantum state read-
out, addressability and nanoengineering is necessary.

Currently, 12 European research groups are engaged
in QIP research regarding impurity spins in solids9.

B. State of the art

Atomic and molecular spins in solids have received consid-
erable attention as qubits. Already Kane’s [26] proposal
has underlined the basic challenges and opportunities of
such systems in quantum computing. In the meantime a
number of related systems like dilute rare earth ions, color
centers, random deep donors in silicon with optically con-
trolled spin and defects in wide and narrow band gap semi-
conductors have underlined their potential usefulness in
QIP [27]. Most approaches use electron or nuclear spin
degrees of freedom as quantum bits. The specific advan-
tages of spin systems includes long decoherence times [28]
and access to highly advanced methods for precise manip-
ulation of quantum states. The experimental techniques
that have made liquid state NMR the most successful
QIP technique in terms of precise manipulation of quan-
tum states so far are currently being transferred to solid-
state systems. These systems may be able to overcome the
scalability problems that plague liquid state NMR while
preserving many of the advantages of today’s liquid state
work.

In detail the following landmark results have been
achieved:

1. magnetic resonance on single defects detected by
charge transport and single spin state measurements
by optical techniques;

2. single and two qubit quantum gates on single defect
spins in diamond;

3. for rare earth crystals preparation and readout of en-
semble qubit states Rabi flops of a qubit, and qubit

9 A. Briggs (Oxford, UK), P. Grangier (Orsay, F), O. Guillot-
Noël and P. Goldner (Paris, F), S. Kröll (Lund, S), J.L.
LeGouët (Orsay, F), M. Mehring (Stuttgart, D), K. Mølmer
(Aarhus, DK), J.F. Roch (Cachan, F), M. Stoneham (London,
UK), D. Suter (Dortmund, D), J. Twamley (Maynooth, IR),
J. Wrachtrup (Stuttgart, D).
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decoherence times on the order of seconds have been
achieved. State control and quantum state tomography
with a fidelity > 90% was shown;

4. the preparation of Bell states with electron and nuclear
spin ensembles as well as a three qubit Deutsch-Jozsa
algorithm has been achieved;

5. A scalable architecture has been developed for N@C60
on Si and decoherence times have been measured to be
up to 1 s.

C. Strengths and weaknesses

The strength of defect center QIP in solids are the long
decoherence times of spins even under ambient condi-
tions and the precise state control. Depending on the sys-
tem, electrical as well as optical single spin readout has
been shown (fidelity of 80%). Substantial progress in the
nanopositioning of single dopants with respect to control
electrodes has been achieved. Weaknesses are: electrical
and optical readout of spin states has been shown up to
now for only a single type of defect. Nanopositioning of
defects is still a major challenge (which has seen dra-
matic progress for phosphorus in silicon). However there
are schemes, based on deep donors in Si, where nanoposi-
tioning is not needed. Instead the randomness is exploited
so as to make maximum use of spatial and spectral selec-
tion to isolate qubits and their interactions. Manipulation
and readout is optical. The situation is similar for rare
earth crystals, but in this case a fully scalable scheme still
needs to be developed.

D. Short-term goals (next 3–5 years)

Impurity systems form a bridge for transferring quantum
control techniques between atomic and solid state systems.
Close interaction between the atomic physics and solid
state communities is a key ingredient for achieving this.

• The mid term perspectives for phosphorus in silicon
are the demonstration of single spin readout by 2005
and two qubit operations by 2006. Major efforts are
concentrated in the US and Australia.

• Optical readout of defects in diamond heads towards a
three qubit system and demonstration of teleportation
by 2006. For further scaling advanced nanoimplanta-
tion techniques need to be developed.

• For rare earth crystals the expected developments in
the near future (1 year) includes a proposal of a scal-
able scheme and the demonstration of two-qubit gates
in this scheme. On a time scale of a few years, scaling
up to several qubits will be investigated. These require
either new and partly untested materials or develop-
ment of single ion readout.

• For N@C60, single issue spin state readout should be
demonstrated by 2005. For the scheme based on deep
donors in Si or diamond, short term goals are demon-
strations of all the key steps of fabrication, prepara-
tion, readout, and manipulation.

E. Long-term goals (2010 and beyond)

• Coupling of defects in wide band gap semiconduc-
tors to an optical cavity mode. Implantation of defects
with nm accuracy in registry with control electrodes.
Improvement in optical detection efficiency by one or-
der of magnitude to allow room temperature single-
spin state read-out.

• For rare earth ions efforts should be joined with crys-
tal growth research (inorganic chemistry) to create ap-
propriate materials for larger scale systems. It can be
expected that quantum computing in RE crystals will
both contribute to and benefit from the development
and knowledge base in the rare earth crystal area in
general.

• Few-qubit device could be built on the basis of
N@C60 by integrating nanopositioning of molecules
with single-spin readout devices and control electron-
ics.

• Few-qubit (up to perhaps 20 qubit) devices based on
deep donors in silicon or silicon- compatible systems
seem possible. Such devices should be linked into larger
groups by flying qubits based largely on technology
known from other fields. Achieving higher temperature
is also of importance here.

3.3 Quantum information science-theory

3.3.1 Introduction

The development of quantum information science (QIS)
was initially driven by theoretical work of scientists work-
ing on the boundary between Physics, Computer Science,
Mathematics, and Information Theory. In the early stages
of the development of QIS, theoretical work has often been
far ahead of experimental realization of these ideas. At the
same time, theory has provided a number of proposals of
how to implement basic ideas and concepts from quantum
information in specific physical systems. These ideas are
now forming the basis for successful experimental work in
the laboratory, driving forward the development of tools
that will form the basis for all future technologies which
employ, control and manipulate matter and radiation at
the quantum level.

Today one can observe a broad and growing spectrum
of theoretical activities. Investigations include, to name
just a few examples,

• basic concepts such as entanglement and decoherence,
• characterization and quantification of (two- & multi-

party) entanglement,
• novel quantum algorithms and communication proto-

cols,
• capacities of noisy quantum communication channels,
• optimization of protocols for quantum cryptography,
• new computer models and architectures.

Another important class of theoretical work is concerned
with implementations of these abstract concepts in real
physical systems.
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In fact, many of these theoretical proposals have
formed the starting point as well as the guide for exper-
imental work in the laboratories, as is described in the
other sections of this document. Last, but not least, the
transfer of concepts from quantum information theory to
other fields of physics such as condensed matter physics or
quantum field theory has proved fruitful and has attracted
considerable interest recently.

It is important to realize that these activities are of-
ten interdisciplinary in nature and span a broad spectrum
of research in which the different activities are benefiting
from each other to a large degree. Thus it does not seem
to be advisable to concentrate research on too narrowly
defined topics only. Theory groups in Europe have been
consistently delivered international leadership in the en-
tire spectrum of research (see more below). This has been
facilitated by a flexible and topically broad financing on
European and national levels in the past.

In the following we give a brief outline of the current
status and the perspectives of the main areas of quantum
information theory.

3.3.2 Quantum algorithms & complexity

Following Deutsch’s fundamental work in 1985 that
demonstrated the potential power of quantum algorithms
and quantum computers [29], Shor demonstrated in 1994
that integers can be efficiently factorized on a quantum
computer [30]. Factoring is the task of decomposing an in-
teger, say 15, into a product of prime numbers: 15 = 3×5.
Its importance is immense because many modern crypto-
graphic protocols (for instance the famous RSA cryptosys-
tem) are based on the fact that factoring large integers, as
well as computing discrete logarithms, is a hard problem
on a classical computer. Shor’s result means that quan-
tum computers could crack most classical public-key cryp-
tosystems used at present. It has lead to extensive work
on developing new quantum algorithms. Progress has been
made on the Hidden Subgroup problem (which generalizes
Shor’s algorithm) in the case of non-Abelian groups, like
affine groups, the dihedral group, or solvable groups with
small exponent. A quantum algorithm was discovered for
finding solutions to Pell’s equation, which is an important
problem in algebraic number theory. Strong links have
been established between known quantum algorithms and
lattice problems. Finally Grover’s quantum “data base”
search algorithm allows a quantum computer to perform
an unstructured search quadratically faster than any clas-
sical algorithm [31].

In parallel with the development of new quantum
algorithms, new algorithmic techniques have been devel-
oped. Examples of these are adiabatic quantum comput-
ing which is a very versatile method of approaching virtu-
ally any computational task; and quantum random walks
which have enabled important generalizations of Grover’s
search algorithm. There has also been considerable de-
velopment of new protocols for quantum communication.
The objective may be to carry out a task which is possible
classically, but with significantly less communication, such

as Quantum Fingerprinting or the Hidden Matching prob-
lem [32,33]. Or it may be to realize tasks which are impos-
sible classically such as biased Coin Tossing and Quantum
Bit String Generation, resilient and unconditionally secure
Digital Signatures, or Private Information Retrieval. The
importance of these latter tasks lies in their application to
“mistrustful cryptography”, this is the field of cryptogra-
phy dealing with the problem of two or more people who
do not trust each other, but must accomplish some goal
together (for instance concluding a commercial deal, con-
sulting a data base, etc.).We expect that the existing pro-
tocols will be improved and will gradually be implemented
in the laboratory (as was recently the case for quantum
bit string generation). We also expect the development of
new protocols for quantum communication.

3.3.3 Computational models & architectures

There are many different ideas of how to make quantum
systems compute [34–38]. While these different computa-
tional models are typically equivalent in the sense that one
can simulate the other with only polynomial overheads in
resources, they may be quite different in practice, when it
comes to a particular class of problems. They also suggest
different procedures to achieve fault tolerant computation,
many of them yet to be explored in detail. At the moment
the main contenders of fundamental architectures are:

• the gate or circuit model (computation realized by se-
ries of elementary unitary transformations on a few
qubits at a time);

• the one-way quantum computer (computation realized
by sequence of 1-bit measurements on a pre-entangled
cluster state);

• adiabatic computing (computation realized by
smoothly changing a Hamiltonian, whose ground
state, at the end of the process, encodes the solution
of the given problem);

• quantum cellular automata (quantum version of clas-
sical cellular automata);

• quantum Turing machine (quantum version of classical
Turing machine).

Most recently, we have seen a series of theoretical work
analyzing the connection between the different computa-
tional models. The benefit of these works lies in a better
understanding of the capabilities and advantages of the in-
dividual models, and of the essential features of a quantum
computer. In the future we expect that optimized models
(i.e. taking the best out of the different approaches) will
be developed. We also expect that these models will have
an increasing impact on (i) the formulation of new quan-
tum algorithms and (ii) the evaluation of physical systems
regarding their suitability for fault-tolerant quantum com-
putation. Both of these points are of great importance for
the field: while new algorithms will further enlarge the
range of applications for quantum computers, new meth-
ods for fault-tolerant computation will hopefully make it
technologically less challenging to realize scalable quan-
tum computers in the laboratory.
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3.3.4 Quantum simulations

Quantum simulators may become the first application of
quantum computers, since with modest requirements one
may be able to perform simulations which are impossible
with classical computers [39–44]. At the beginning of the
80’s it was realized that it will be impossible to predict
and describe the properties of certain quantum systems
using classical computers, since the number of variables
that must be stored grows exponentially with the number
of particles. A quantum system in which the interactions
between the particles could be engineered would be able to
simulate that system in a very efficient way. This would
then allow, for example, studying the microscopic prop-
erties of interesting materials permitting free variation of
system parameters. Potential outcomes would be to obtain
an accurate description of chemical compounds and reac-
tions, to gain deeper understanding of high temperature
superconductivity, or to find out the reason why quarks
are always confined.

A quantum simulator is a quantum system whose dy-
namics can be engineered such that it reproduces the be-
haviour of another physical system which one is interested
to describe. In principle, a quantum computer would be an
almost perfect quantum simulator since one can program
it to undergo any desired quantum dynamics. However, a
quantum computer is very difficult to build in practice and
has very demanding requirements. Fortunately, there are
physical systems with which it is not known how to build
a quantum computer, but in which one can engineer cer-
tain kind of interactions and thus simulate other systems
which so far are not well understood. This is due to the
fact that with classical computers it is impossible to re-
produce their dynamics, given that the number of param-
eters required to represent the corresponding state grows
exponentially with the number of particles. Examples are
atoms in optical lattices or trapped ions. In those systems,
one does not require to individually address the qubits, or
to perform quantum gates on arbitrary pairs of qubits,
but rather on all of them at the same time. Besides, one is
interested in measuring physical properties (like magneti-
zation, conductivity, etc.) which are robust with respect to
the appearance of several errors (in a quantum computer
without error correction, even a single error will destroy
the computation). For example, to see whether a material
is conducting or not one does not need to know with a
high precision the corresponding conductivity.

3.3.5 Quantum error correction & purification

The ability to carry out coherent quantum operation even
in the presence of inevitable noise is a key requirement
for quantum information processing [45,46]. Error correct-
ing codes allow one to reduce errors by suitable encoding
of logical qubits into larger systems. It has been shown
that, with operations of accuracy above some threshold,
the ideal quantum algorithms can be implemented. Recent
ideas involving error correcting teleportation have made
the threshold estimate more favorable by several orders of

magnitude. This path has to be continued and adapted to
realistic error models and to alternative models of quan-
tum computation like the adiabatic model or the cluster
model (see Sect. 3.3.3).

At the same time, a fruitful connection to the theory of
entanglement purification is emerging, which has been de-
veloped primarily in the context of quantum communica-
tion, and has been used in protocols such as the quantum
repeater [47–51]. Entanglement purification is a method
to “distill” from a large ensemble of impure (low-fidelity)
entangled states a smaller ensemble of pure (high-fidelity)
entangled states. It seems that appropriately generalized
procedures can be employed also in general quantum com-
putation (e.g. for quantum gate purification, or for the
generation of high fidelity resource states) while benefit-
ing from the relaxed thresholds that exist for entanglement
purification.

3.3.6 Theory of entanglement

Secret correlations are an important resource already in
classical cryptography where, for perfect secrecy, sender
and receiver hold two identical and therefore perfectly
correlated code-books whose contents are only known to
them. Such secret correlations can neither be created nor
enhanced by public discussion. Entanglement represents a
novel and particularly strong form of such secret correla-
tions. Therefore, entanglement is a key resource in quan-
tum information science. Its role as a resource becomes
even clearer when one is considering a communication sce-
nario between distant laboratories. Then, experimental ca-
pabilities are constrained to local operations and classical
communication (LOCC) as opposed to general non-local
quantum operations affecting both laboratories. This is
an important setting in quantum communication but also
distributed quantum computation and general quantum
manipulations. The resulting theory of entanglement aims
to answer three basic questions.

Firstly, we wish to characterize and verify entangled
resources to be able to decide, ideally in an efficient way,
when a particular state that has been created in an ex-
perimental set-up or a theoretical consideration contains
the precious entanglement resource. Secondly, we wish to
determine how entangled state may be manipulated un-
der LOCC. In many situations an experimental setting
will yield a certain type of entangled state that may suffer
certain deficiencies. It may not be the correct type of state
or it may have suffered errors due to experimental imper-
fections and be entangled. Once characterization methods
have determined that the resulting state contains entan-
glement one can then aim to transform the initial state
into the desired final state. Thirdly, it will be important
to quantify the efficiency of all the processes and proce-
dures as well as the entanglement resources that have been
identified in the above two areas of research. If we have
found entanglement in a state, then one will need to know
how much of it there is.

Considerable progress in this area has been made
in recent years, in particular in the case of bi-partite
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entanglement [52–57], but we are still far away from a com-
prehensive understanding of this key resource for quantum
information processing. Research in this area will continue
to play a central role in the field, and we expect that an
increasing effort will be undertaken towards the classifi-
cation and quantification of entanglement in multi-party
entangled states. It is worth pointing out that insights in
the theory of entanglement are not only important the
field of QIS itself, but they have now reached the stage
where they are being applied to other areas of physics
(see Sect. 3.3.10).

3.3.7 Multi-party entanglement & applications

Research on multi-particle entanglement is on the one
hand expected to be focused on novel protocols for
quantum information processing in the multi-partite set-
ting [58–62]. Entanglement in quantum systems embody-
ing more than two constituents is fundamentally different
from two-party entanglement, allowing for novel appli-
cations. This work on novel protocols includes work on
instances of secret sharing or multi-partite fingerprint-
ing. Notably, such multi-partite fingerprinting schemes
would allow for the determination whether a number of
databases are identical with little resources.

For quantum computation purposes it seems a ma-
jor milestone to develop computation schemes that re-
quire minimal local control over interactions, such as
in novel measurement-based computation schemes us-
ing multi-particle entangled resources as in cluster-state
based approaches or in linear optics quantum computa-
tion. Alternatively, quantum cellular-automata based ap-
proaches may offer the potential of implementing quan-
tum computation with little requirements of local control.
Research work towards a complete understanding of the
classification and quantification of multi-particle entan-
glement is expected to support such work, notably using
methods from convex and global optimization, which give
rise to novel methods for classification and quantification
of entanglement. Laboratory quantum states such as ran-
dom states or graph states as generalizations of cluster
states may facilitate such studies.

On the other hand, there are good reasons to be-
lieve that a refined picture of criticality and phase transi-
tions can be reached with the help of tools coming from
the theory of entanglement. These ideas help in devising
new simulation methods of ground states of many-body
Hamiltonians in solid state physics (and many-body quan-
tum systems in general). Finally, studies seem to indicate
that questions in quantum field theory may become signif-
icantly more accessible using methods from entanglement
theory (see also Sect. 3.3.10).

3.3.8 Noisy communication channels

The proper understanding of the capacities of quantum
communication channels is at the heart of the study of
quantum communication tasks. Of particular importance

are the transmission of classical or quantum information,
or establishing secret key. But it is also known that one
can use noise and perfect side communication to imple-
ment other cryptographic primitives like bit commitment
and oblivious transfer. Channel capacities are of central in-
terest in several different settings, being reflected notably
by the classical capacity of quantum channels, quantum
capacities, and entanglement-assisted capacities [63–67].

The central question is essentially what resources are
required for transmitting classical or quantum information
using quantum channels, such as optical fibers in a practi-
cal realization. A key problem is in particular whether an
increased capacity can be obtained by employing entan-
gled signal states (multiple uses) as opposed to single uses
of the channel. This problem is widely known as the ad-
ditivity problem for the Holevo capacity. There has been
recent progress on this question, in particular linking this
problem to seemingly unrelated additivity questions. In
future work, this link between the different problems must
be studied in more detail. For channels of salient interest
this question will be directly addressed, using concepts of
output purities. Novel methods from global optimization
may be helpful here. For Gaussian channels, with practi-
cal importance in quantum communication with fibers, it
seems within reach to find a complete answer to the above
questions.

Finally, it is to be expected that more problems, as well
as new perspectives, will arise when one considers multi-
user channels, i.e., with more than one sender/receiver.
While single-sender-receiver settings serve well to study
bipartite correlations, such problems have an immediate
impact on understanding multi-partite correlations and
their role in quantum communication via noisy channels.

3.3.9 Fundamental quantum mechanics and decoherence

Quantum information was born, in part, via research on
the famous Einstein-Podolski-Rosen paradox and the issue
of quantum non-locality. In turn, quantum information led
the discussion to move beyond purely qualitative aspects
of non-locality to defining and investigating quantitative
aspects [68–74]. In particular, it is now understood that
non-locality is one of the central aspects of quantum me-
chanics. More generally, quantum information profits sub-
stantially from studying the fundamental aspects of quan-
tum mechanics and, at the same time, yields new points
of view, raising hopes of gaining a deeper understanding
of the very basis of quantum mechanics.

The study of decoherence is intertwined with the field
of quantum information science in at least three ways. Key
challenges of the next years in the study of decoherence
with methods, tools and intuition from quantum informa-
tion science will include the following:

• to understand the fundamental role of classical correla-
tions and entanglement in the decoherence process it-
self, and to flesh out the robustness of entangled states
under typical decoherence processes;
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• to engineer further ways to prevent decoherence in
applications of quantum information processing, by
exploiting decoherence-free subspaces, entanglement
distillation, and dynamical decoupling procedures as
bang-bang control;

• to support and contribute to experiments on decoher-
ence to further understand the quantum to classical
transition, and to determine what decoherence models
are appropriate in what contexts.

3.3.10 Spin-off to other fields

A very exciting aspect of theoretical work in QIS is the
impact that it is beginning to make on other fields of
science [75–79]. In the case of classical computing such
insights include the first exponential bounds on certain
locally decodable codes, classical proof systems for lat-
tice problems, bounds on the query complexity of lo-
cal search problems, an efficient classical cryptographic
scheme whose security is based on quantum consider-
ations, and a quantum method to compute how many
Toffoli gates are required to realize a reversible classical
computation. The potential that QIS is offering for clas-
sical computing and mathematics may be understood by
the following analogy. Real analysis is a very successful
discipline but it contained a number of unsolved prob-
lems that were only solved by considering complex num-
bers, i.e. going to a larger space in which to describe the
problem. By analogy we expect that moving from classical
state space into the much larger quantum mechanical state
space we will find novel approaches towards the solution
of problems that ostensibly lie entirely within the classical
realm. As the enormous size of the quantum mechanical
state space is due to entanglement, one may view this as
a further consequence of entanglement and a further jus-
tification for the importance of the study of entanglement
(see Sect. 3.3.6).

Relatively recently the study of the role of entangle-
ment in infinitely extended quantum many-body systems
and quantum field theories has attracted considerable in-
terest. Many of the questions that are now being asked
in this area can only be answered or even formulated cor-
rectly because of the many insights and techniques gained
in the research in entanglement theory in recent years.
These results have already born fruits in the develop-
ment of novel simulation techniques for quantum many-
body systems — generalization of the Density Matrix
Renormalization Group (DMRG) method —, novel facets
of correlations and phase transitions in spin systems and
quantum field theories and solutions of longstanding open
questions.

This demonstrates that the research into entangle-
ment, its characterization, manipulation and quantifica-
tion will not only continue to have impact within quan-
tum information but is now reaching the stage where its
insights are being applied to other areas of physics, with
potentially enormous benefits, both intellectually but per-
haps also commercially.

3.3.11 European perspective

As shown in the examples above, quantum information
science is a broad interdisciplinary effort whose key aim is
to provide a theoretical basis for the control and exploita-
tion of nature at the level of individual quanta. European
research has played a leading role in its development and
has established a strong set of world leading centers. The
field is thriving and strongly expanding both by continu-
ing enhancement of efforts in existing sub-areas but also
through the innovation of new research directions.

A key area is the development of new approaches to-
wards the realization of quantum information processing,
both at the device dependent and independent level, as
well as the concrete exploration of existing experiments
that aim towards the practical implementation of quan-
tum information processing. European researchers have
made pioneering contributions to this area both on the
theoretical level and, often in close collaboration, also
experimentally. Major centers exist in various European
countries (see below). These centers form the cores of a
number of EU networks providing a level of interconnec-
tion on the European level.

Quantum information science has emerged from
groundbreaking purely theoretical work and its major
breakthroughs so far have generally been theory driven.
This abstract work addresses entanglement theory, quan-
tum algorithms, quantum communication and the appli-
cations of QIS to other fields such as condensed matter
physics, field theory and the solution of problems in classi-
cal information theory by quantum methods. Researchers
involve physicists, mathematicians, computer scientists
and engineers demonstrating its strongly interdisciplinary
character. Europe has made groundbreaking contributions
to this area that has led the development of the field as
a whole. It should be noted that the research landscape
in these theoretical areas is still fluid and novel directions
continue to emerge. A particular growth area is the ap-
plication of the ideas emerging in QIS to other areas of
physics, mathematics and computer science, often pro-
viding entirely new problem solving techniques to exist-
ing areas. Intuitively this is due to the ability to access
the full quantum mechanical state space rather than the
much smaller classical state space which permits novel
techniques to attack previously unsolved problems. Many
new insights can be expected from this approach that will
drive science forward in many areas.

3.4 Fundamental issues about QIPC physics

QIPC relies on the manipulation and control of ensembles
of qubits behaving according to the counter-intuitive laws
of quantum physics. Most generally, though, quantum fea-
tures are washed out in systems made of large numbers of
particles. This decoherence phenomenon defines a kind of
boundary between the microscopic world, where the quan-
tum laws are dominant, and the macroscopic world, which
behaves classically in spite of its underlying quantum na-
ture. This boundary is fuzzy however. It largely reflects
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our lack of ability to isolate completely the system under
study from its environment, made of a very big number
of uncontrolled particles. By developing clever schemes,
physicists and quantum information scientists are find-
ing ways to fight this environment-induced decoherence.
Some methods rely on the observation and manipulation
of the environment itself, combined with feedback proce-
dures counteracting the effects of decoherence on the sys-
tem under study. Other methods, borrowing from the er-
ror correction schemes of classical computers, are at least
in principle even more powerful. They are based on the
redundant coding of the information in an ensemble of en-
tangled qubits, monitoring the effects of decoherence on a
subset of these qubits and applying correction procedures
on others to restore the initial quantum state affected by
decoherence. The progress towards the implementation of
these methods, a prerequisite for large scale quantum com-
puting to ever become feasible, is discussed in other parts
of this report.

Here, we focus on other aspects of this field of research.
The first is of a pedagogical nature. By attempting to
“harness” the quantum laws and make them useful to
achieve logical tasks, QIPC scientists are, in some way,
changing our view of the quantum-classical boundary. In
the discussions of the founding fathers of quantum theory,
this boundary was explored in thought experiments deal-
ing with the principles of quantum measurements where
microscopic systems are put in contact with macroscopic
meters. Many QIPC experiments with atoms and photons
can be viewed as modern realizations of these thought
experiments. By doing them, physicists get more familiar
with quantum concepts such as complementarity and wave
particle duality. These experiments are now included in all
modern textbooks of quantum physics. This pedagogical
element must not be underestimated. The formation of an
intuition for the quantum world is certainly an important
ingredient in the education of students in physics and the
study of QIPC is an excellent way to acquire this intu-
ition. The students attracted by the esthetical qualities of
this physics will be the researchers of tomorrow, who will
apply their skills to QIPC or to other fields.

More fundamentally, these experiments also raise some
issues at the forefront of physics. In QIPC, physicists learn
to build systems of increasing size in quantum superposi-
tion, the Schrödinger cat states. This research is still in its
infancy and many important issues remain to be explored,
some of which are listed here non-exhaustively.

• Size of mesoscopic superpositions. This concept
remains to be defined in a more quantitative way.
Present experiments involve big molecules following
spatially separated paths in an interferometer, large
numbers of photons stored in different states in boxes
or propagating freely in laser beams and currents ro-
tating in opposite directions in superconducting cir-
cuits. Large ensembles of atoms entangled with each
other via their interaction with polarized laser beams
share common features with these mesoscopic super-
positions. Experiments with entangled Bose Einstein
condensates of ultra cold atoms are also developing,

completing this zoo of Schrödinger cat states. Clearly,
the mass of the system (what about the photonic cat
states?) or the number of particles involved (should we
count the quarks in the molecular cat systems?) are not
universal parameters to measure the magnitude of a
given state superposition. Attempts to define a univer-
sal distance between the parts of the mesoscopic wave
functions have been made and should be refined, to
permit a meaningful comparison between experiments
performed under very different conditions on disparate
systems.

• Non locality of mesoscopic superpositions. Non
locality has been investigated in great details so far on
simple microscopic systems (pairs of photons or ions).
It remains to be studied on larger systems. Mesoscopic
objects made of many atoms or photons can now be
built, in which the two parts of the wave function cor-
respond to different locations in space, separated by
a truly macroscopic distance. In the case of photons,
this relies on the realization of some kind of non linear
beam splitter device which, in a way very different from
an ordinary beam splitter, collectively channels all the
photons, at the same time, in one arm and in the other
of an interferometer. Experiments with up to four pho-
tons have already been realized and non local cat states
involving much larger photon numbers are in the mak-
ing. Similar ideas are being developed to channel Bose-
Einstein condensed atoms collectively in different fi-
nal positions. These systems combine the weirdness of
the Schrödinger cat (large objects in state superpo-
sitions) and the strangeness of non locality. In sim-
ple two-particle systems, the amount of non-locality is
measured by the degree of violation of Bell’s inequali-
ties. Versions of these inequalities for mesoscopic sys-
tems have been proposed. Testing them on large non
local Schrödinger cat states remains to be done. The
effect of decoherence on the violation of these meso-
scopic versions of Bell’s inequalities remains largely to
be studied.

• QIPC, gravitation and beyond. In QIPC physics,
the coupling to environment is considered to be elec-
tromagnetic. There is however another kind of envi-
ronment against which no shielding exists, due to the
gravitational field permeating all space. Decoherence
induced by the fluctuations of gravitational waves of
cosmological origin has been estimated theoretically. It
is found to be negligibly small on atoms or molecules,
and exceedingly efficient on large objects, for which it
is by far more important than electromagnetic deco-
herence. The transition appears to occur for objects of
the order of Planck’s mass (22 micrograms). Observing
gravitational decoherence would be a daunting task,
the challenge being to isolate effectively from electro-
magnetic influence objects made of many trillions of
atoms. Experiments attempting to prepare quantum
superpositions of states of a tiny mirror placed at the
tip of a cantilever could be a first step in this direc-
tion. Even if gravitational effects are not of concern for
QIPC applications, they are of a fundamental interest
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because they link the quantum-classical boundary to
fundamental cosmological issues. Experiments on grav-
itational decoherence will not be realized in the near
future, but thinking about them brings together scien-
tists from quantum optics, mesoscopic physics, theo-
retical physics and cosmology. Deep questions such as
the connection between information theory and black
hole physics are also fruitfully debated, even though
applications are not to be expected. Finally, these is-
sues cannot be separated from a fundamental question
about the future of quantum theory itself. Including
gravitation into a comprehensive quantum framework
has up to now eluded the efforts of theorists. A ma-
jority believes that such a comprehensive theory will
retain the essential features of the present quantum
theory, notably state superpositions and probabilis-
tic behavior. Some however, who dislike the idea that
“God is playing dice”, hope that the new theory will
reestablish some kind of classical determinism. There
would then exist another kind of decoherence, more
fundamental than the environment induced one. All at-
tempts to build such theories so far have failed, but this
does not deter their advocates. To test experimentally
possible theories of this kind will be exceedingly diffi-
cult. It will imply, as a prerequisite, a very good control
of the largely dominant environment induced decoher-
ence. If a limitation to quantum laws as we know them
were found at a given size scale, it would have tremen-
dous consequences on our view of Nature, going far
beyond the discussion about the feasibility of a quan-
tum computer.

4 Prospects for applications and commercial
exploitation

The main thrust of the ongoing investigations still belongs
to basic research. However, a few areas can be already
identified which are closer to potential applications and
even for commercial exploitation.

Quantum communication

In the 1990’s Europe took clearly the lead in quantum
cryptography with groups like BT and Oxford/DERA
team in the UK, Geneva University in Switzerland and
the Universities of Innsbruck and of Vienna in Austria.
However, today the competition is hard. About si-
multaneously as the European company id Quantique
(www.idQuantique.com), a company in the US an-
nounces a commercial quantum cryptography prod-
uct (www.MagiQtech.com). Another European company
which developed a commercial quantum key distribution
scheme is Elsag plc. A serious European competitor in
entanglement based quantum cryptography is Singapore,
where Christian Kurtsiefer and his team, in collabora-
tion with researchers from NIST, are building and test-
ing QKD at NUS. In the last two years Japan appeared

very strongly on the global scene with major indus-
trial players devoting entire development teams to quan-
tum key distribution systems: NEC, Mitsubishi, Toshiba
and NTT among others (the 2 first ones did already
present prototypes). Moreover the Japanese government
widely supports university research in quantum commu-
nication. It is noteworthy that Japan opted almost ex-
clusively for weak-laser-pulse quantum cryptography in
optical fibers at a wavelength of 1550 nm using time-
bin encoding. Considering the various technologies, both
the US and Japan compete directly with Europe in
Quantum Cryptography based on weak pulses. In con-
trast, the European leadership in entanglement-based
quantum cryptography and quantum communication is
uncontested at present.

Quantum computing

Quantum information processing in the sense of fault tol-
erant quantum computing for large-scale numerical algo-
rithms (for example Shor’s algorithm) is the ultimate goal.
Within the next few years one expects few-qubit quan-
tum computer with applications to quantum repeaters,
for example. On the intermediate time scale one goal is
to beat classical computations on whatever (non-trivial)
problem. This could be achieved, for example, with spe-
cialized quantum computing, as with quantum simulators
(see Sect. 3.3.4) where a system with more than 30 qubits
is already beyond the reach of any foreseeable classical
machine

Quantum metrology

Entangled states provide instances of the most fragile ob-
jects ever known, because they are extremely sensitive to
interaction with the environment. This sensitivity can be
exploited to overcome the classical limits of accuracy in
various kinds of measurements, for example in ultra-high-
precision spectroscopy, or in procedures such as position-
ing systems, ranging and clock synchronization via the use
of frequency-entangled pulses: for instance, in the latter
case, picosecond resolution at 3 km distance has been at-
tained. Entangled photon pairs can be used also for abso-
lute calibration of detectors independently of black-body
radiation (i.e. of temperature), without the need to refer
to a standard source.

Large scale laser interferometers with kilometer arm
lengths are currently being built or started operating in
Europe, the USA and Japan with the hope to achieve the
first direct detection ever of gravitational waves and thus
to open a new field of astronomy. For these detectors the
classical sensitivity limit is a serious restriction. It is likely
that for the first detection one will have to implement con-
tinuous variable entangled light beams in the two interfer-
ometer arms to overcome the classical limit. Scientists in
Europe and Australia have recently demonstrated the re-
quired quantum noise squeezing of laser light at kilohertz
frequencies.

State-of-the-art atom clocks developed in Europe have
reached the level of accuracy limited by quantum noise of
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atoms. Entanglement of atoms in clocks may allow sur-
passing this limit by generation of spin squeezed states
of atoms. Work towards this goal is going on in Europe
and in the US. Single quantum particles can be used as
nanoscopic probes of external fields. Along these lines,
atomic-scale (up to 60 nm) resolution in the measure-
ment of the spatial structure of an optical field via a sin-
gle ion, as well as sub-shot-noise atomic magnetometry
via spin squeezing and real-time feedback, have been al-
ready experimentally demonstrated. On the other hand,
the quantum regime is being entered also in the manipu-
lation of nanomechanical devices like rods and cantilevers
of nanometer size, currently under investigation as sensors
for the detection of extremely small forces and displace-
ments.

Quantum technologies

A simple example is the use of quantum randomness
to generate random numbers. Such random numbers are
truly random, in contrast to the pseudo-random numbers
that classical computers generate. Using tools from quan-
tum communication, one can develop such a quantum ran-
dom generator that is much faster than the other physical
generators, e.g. those based on the rather slow thermal
fluctuations. A first commercial product is available, see
www.idQuantique.com.

It is also possible to generate quantum entanglement
between the spatial degrees of freedom of light, which en-
ables us to use quantum effects to record, process and
store information in the different points of an optical im-
age, and not only on the total intensity of light. One can
then take advantage of a characteristic feature of optical
imaging, which is its intrinsic parallelism. This opens the
way to an ambitious goal, with a probable significant im-
pact in a mid-term and far future: that of massively paral-
lel quantum computing. In a shorter perspective, quantum
techniques can be used to improve the sensitivity of mea-
surements performed in images and to increase the optical
resolution beyond the wavelength limit, not only at the
single photon counting level, but also with macroscopic
beams of light. This can be used in many applications
where light is used as a tool to convey information in
very delicate physical measurements, such as ultra-weak
absorption spectroscopy, Atomic Force Microscopy etc.
Detecting details in images smaller than the wavelength
has obvious applications in the fields of microscopy, pat-
tern recognition and segmentation in images, and optical
data storage, where it is now envisioned to store bits on
areas much smaller than the square of the wavelength.
Furthermore, spatial entanglement leads to completely
novel and fascinating effects, such as “ghost imaging”, in
which the camera is illuminated by light which did not in-
teract with the object to image, or “quantum microlithog-
raphy”, where the quantum entanglement is able to affect
matter at a scale smaller than the wavelength.

The success in quantum science and engineering has
created several extremely valuable optical tools that op-
erate exclusively under the rules of quantum mechanics
and offer practical optical measurement and characteri-

zation techniques (quantum optical metrology) that have
clear advantages over existing technologies.

The main step in the development of quantum corre-
lation and quantum entanglement tools was a practical
design of ultra-bright sources of correlated photons and
development of novel principles of entangled states engi-
neering. This also includes entangled states of higher di-
mensionality and entangled quantum states demonstrat-
ing simultaneous entanglement in several pairs of quantum
variables (hyper-entanglement), and calibration of single-
photon detectors without any need for using traditional
blackbody radiation sources. This unique possibility of
self-referencing present in the optical system that is dis-
tributed in space-time is the main advantage of quantum
correlation and entanglement. The fact that spontaneous
parametric down-conversion (SPDC) is initiated by vac-
uum fluctuations serves as a universal and independent
reference for measuring the optical radiation brightness
(radiance). It gives the possibility of accurately measur-
ing the infrared radiation brightness without the need
of using very noisy and low sensitivity infrared detec-
tors. Development of periodically poled nonlinear struc-
tures has opened the road for practical implementation
of sources with high intensity of entangled-photon flux
and with ultra high spectral bandwidth for biomedical co-
herence imaging. Recent demonstrations have shown the
possibilities for multi-photon interferometry beyond the
classical limit. It has been shown that weak field homo-
dyning could yield enhanced resolution in phase detection.
First experimental implementations of quantum ellipsom-
etry indicated the high potential of quantum polariza-
tion measurement. The basic physical principles of optical
coherence tomography with dispersion cancellation using
frequency entangled photon pairs for sub-micron biomed-
ical imaging have been demonstrated in model environ-
ments. The use of quantum correlations led to the design
of a new technique for characterizing chromatic dispersion
in fibers. The intrinsically quantum interplay between the
polarization and frequency entanglement in CSPDC gave
rise to a polarization mode dispersion measurement tech-
nique that provides an order of magnitude enhancement
in the resolution.

5 Conclusions

At present, as it should be clear from the reported state of
the art, QIPC belongs mainly to basic research, where key
advances are often unplanned outcomes of curiosity driven
research. Nevertheless, there is a clear set of conclusions
concerning the goals for QIPC in the coming five to ten
years that can be drawn.

• Quantum computing: in quantum computing the
goal for the next ten years is to develop a few-qubit
general-purpose quantum processor including error
correction, as a model system to demonstrate quan-
tum algorithms and various quantum computing ar-
chitectures, and with emphasis on potential scalabil-
ity. While at present certain physical systems can be



P. Zoller et al.: Quantum information processing and communication 227

identified as prime candidates, it is essential to pursue
this goal on a broad basis of competing approaches,
allowing hybridization and cross fertilization between
different fields (e.g., quantum optics, individual atoms
and ions, as well as solid state). In addition, inter-
faces (with direct relevance for quantum communica-
tion) and model systems should be developed for con-
necting quantum computers in small networks. Parallel
to these developments special purpose quantum com-
puters with a few tens of qubits, or more, should be
developed, e.g. to act as quantum simulators. The ul-
timate goal is to construct laboratory models of quan-
tum computers which outperform classical computers
on whatever nontrivial problem.

• Quantum communication: in quantum communi-
cation, the short-term goal is to develop quantum
cryptography towards becoming an established tech-
nology and a commercial product. A scientific goal is
to demonstrate long-distance quantum communication
both in optical fiber and in free space. On the 5–10 year
time scale, the goals are to gain several orders of mag-
nitude on the secret bit rate and to demonstrate quan-
tum repeaters. The latter will require the implemen-
tation of error correction, entanglement purification,
quantum interfaces and quantum memories. Each of
the mentioned four requirements constitutes a serious
scientific challenge. In particular, the main challenge
will be the development of a quantum memory that
outperforms the simple, but insufficient, “photon in a
fiber loop” technique.

• QIPC theory: theory must on one hand continue
to play a leading role in guiding and supporting ex-
perimental developments. On the other hand funda-
mental theoretical issues must be pursued. The most
important one is the formulation of a quantum infor-
mation theory, a quantum counterpart to the classical
theory of information, computation and communica-
tion. This implies the search for new quantum algo-
rithms, new computational models and architectures,
as well as quantum communication and entanglement
manipulation protocols. A key element is a deeper un-
derstanding of entanglement in quantum theory. This
includes the understanding of decoherence (an intrin-
sic property of quantum systems interacting with their
environment), which leads to the detrimental effects of
imperfections and noise. It is necessary to find ways to
overcome them, for example with quantum error cor-
rection and purification. It will lead both to a deeper
understanding of quantum theory per se, but it is also
in direct connection to experimental implementations.
Finally, the links of quantum information theory to
other branches of physics must be developed, e.g. to
condensed matter physics.

It would be very difficult to list extensively all sources of sup-
port for the results reviewed here. Beside several national fund-
ing programs, a major role in this sense has been played by
the Future and Emerging Technologies part of the Information

Society Technologies program established by the European
Commission under the Sixth Framework Program, which is
gratefully acknowledged by all authors of the present paper.
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