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SEPAM

The Master’s Program Systems Engineering, Policy Analysis and Management
(SEPAM) is a program that learns students how to integrate technology, engi-
neering and management knowledge. The curriculum is built on the three pillars
of systems engineering, multi-actor network stakeholder theory and technology
specialization.

It is imperative for enterprises to achieve and maintain an optimal balance
with ICT developments. An optimal balance means that an enterprise should
always exploit the possibilities of ICT optimally, such that its organization oper-
ates efficiently while achieving constant innovation in its business (the enabling
role of ICT). To find a good balance an integral architecture is needed to guide
the (re)design and the (re-)engineering of both the organisation and the busi-
ness. The Information Architecture (IA) specialization addresses both topics.

This research needs knowledge of at least two of the SEPAM pillars, the
systems engineering for developing a systematic approach and the technology
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specialization, in this case ICT, to be able to extract information from com-
puter systems. The knowledge gained from the Information Architecture track
helps with re(verse) engineering organisations and thus being able to extract
the correct information from all the data available.
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Abstract

For (forensic) auditing purposes it is useful to have a wise view of how pro-
cesses are performed in an organisation. Workflow mining can help in creating
such a view by mining workflow models that give a visual representation of the
processes. But not all organisations use workflow management systems that
produce the needed event logs that are used as input for the workflow min-
ing techniques. What this research is set to accomplish is to design a stepwise
approach that extracts these event logs from corporate network data that is
available in any organisation To accomplish this the stepwise approach must
extract caseIDs, activities and the order in which the activities occur. The fo-
cus of the approach is on the process around invoices. The approach that have
been designed has four steps.

1. Indexing of the Corporate Network Data

2. Mining the invoice numbers to be used as caseIDs

3. Document discovery of all the documents that are related to the invoice
process.

4. Extracting the activities those documents support.

The case study shows that the event logs can indeed be created and a work-
flow model is mined from those event logs. Thought the validation of the quality
of the mined workflow model is very difficult. The approach does look promising
for extracting event logs.
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Chapter 1

Introduction

Gigabytes of digital documents reside on servers and computers within organi-
sations. Digital documents usually support a task, making it easier to perform,
or store data needed to perform the task, quickly calculate values, etcetera. The
complete set of all files found on the storage devices from an organisation we
call Corporate Network Data. This can be harddrives of computers or servers,
but also USB-drives and other removable storage devices.

With the increasing amount of data and information to search through,
it becomes more and more difficult to audit larger organisations with human
labour. Automation of the auditing process could help creating less time con-
suming process to confirm or deny whether the organisation complies with all
legislation or its own rules and guidelines. For internal auditing, but also for
forensic auditing, there is a gap between having the Corporate Network Data
available and performing workflow modeling to extract the workflows for use in
the auditing process.

To bridge the gap between having the Corporate Network Data of an or-
ganisation available and being able to do an automated audit workflow using
modelling can be used. The workflow is a formal description of routine aspects of
work activities. Resulting in a description of well-defined tasks, roles, rules and
procedures prescribing the work in manufacturing or in the office [12]. Work-
flow modelling helps visualizing those workflows. A workflow model shows all
possible paths to achieve a certain goal. Whether that is producing a football
or buying a football only differs in the tasks to be performed and the possible
exceptions to be included in the model. The first task of an auditor usually is
to check whether the prescribed steps are actually taken, which is exactly what
workflow models can help with.

There are two kinds of workflow models, designed model and the emerged
model. The designed models are the workflow models as they were designed
before they were actually executed. The emerged workflow models are models of
the actual performed workflows. The emerged model will very likely differ from
the designed workflows because people tend to take shortcuts, make mistakes
et cetera.

As described by Cook and Wolf in 1999 the most important function of
workflow models is to check the differences between the two models [6]. This is
exactly what is done during an audit, the designed workflow models are known
and the auditor wants to know whether the emerged workflow models comply
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CHAPTER 1. INTRODUCTION

with the designed models. To find the emerged workflow models information
about the performed workflows is needed. Using that information, workflow
mining techniques can discover the emerged workflow model. The techniques
make it possible to discover workflow models from large amount of data. The
data does have to be in a specific format though. Most techniques for work-
flow mining such as the α-algorithm [23] and its variations [8, 28, 29, 18] and
Heuristics Miner [27] use so called event logs as their input.

These event logs are not always available. Though digital documents found
in Corporate Network Data harbour a large amount of information resulting
from working processes. The challenge is to convert the Corporate Network
Data into event logs. Corporate Network Data is very unstructured data, it
includes Operating System files, configuration files, chat logs, emails or any
other file stored on a computer.

In order to search for the right information it is needed to have a specific
workflow in mind to extract. Because finding new ways to do forensic auditing,
the search for fraudulent activities, is the motivation of this research the focus
is on the workflows around transactions and thus invoices.

1.1 Goal

The Netherlands Forensic Institute (NFI) initiated this research in order to find
a way to extract fraudulent transaction documents from Corporate Network
Data. The current process to find such documents is to index the Corporate
Network Data and then manually search for already known keywords and names
and discover new ones and use those again. This means that only a limited view
of the whole transaction landscape is available. The goal for the NFI is to have
a method that shows the whole transaction landscape that is available in the
Corporate Network Data and then search for anomalies.

There is a large gap between having the Corporate Network Data and the
possibility to perform Workflow mining. There is no literature that describes
how to process the wildly unstructured data like Corporate Network Data such
that it can be used in the available workflow mining techniques. Because of this
the focus for this research has been narrowed to focus on extracting the infor-
mation from the Corporate Network Data that is needed to perform workflow
mining.

In this research we want to create the link between the unstructured Corpo-
rate Network Data and the already existing workflow mining techniques, which
use a special formatted list of events called Event Logs to perform workflow
mining.

The goal of this research is to design a stepwise approach to extract
Event logs from Corporate Network Data

When this goal is reached it will open up possibilities to use workflow mining
on a broader field, since also unstructured data like Corporate Network Data
can then be used as input for the existing workflow mining techniques and tools.
This research does not provide new workflow mining techniques, or finding new
ways to perform workflow mining.

TPM (DUT) 10



1.2. RESEARCH

Corporate 
Network 
Data

Workflow 
Theory

Workflow 
Mining 
Theory

Requirements

Stepwise 
Approach

Evaluation

Case 
Study

Figure 1.1: Visual representation of the research plan.

1.2 Research

In this chapter the relevance and the goal of this research have been described.
In Figure 1.1 the research plan is visually represented. A literature study on
the topics of Workflows and Workflow Mining outlined in Chapter 2 forms the
input for devising the requirements to which the designed approach has to com-
ply. These requirements are described in Chapter 3 and form together with the
Corporate Network Data the input for designing the Stepwise Approach which
is detailed in Chapter 4. Using the newly designed Stepwise Approach together
with the Corporate Network Data a case study is performed as described in
Chapter 5. The results of the case study are then combined with the require-
ments and the Stepwise Approach to evaluate the designed Stepwise Approach
in Chapter 6. Then a discussion will follow, Chapter 7 after which the final
conclusions are drawn in Chapter 8.
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Chapter 2

Workflow Theory

Workflows can help to check compliance of organisations. To extract workflows
from information sources workflow mining techniques are applied. Those tech-
niques need specific information as input which has to be in a specific format.
In this chapter we explain the concept of workflows and the input, methods and
output of workflow mining techniques as being described in literature.

2.1 Workflows

When someone needs to execute a specific task he usually has to work through
different steps to come to that what he wants to accomplish, whether that is
something tangible or not. These different steps that need to be performed
together we call a workflow. The notion of workflows comes from the idea of
processes in manufacturing and the office. Workflows are focussed on the of-
ten repeated chained activities of work being done and typically separate those
chained activities into well-defined tasks, roles, rules and procedures which reg-
ulate those chained activities [12].

As an example to demonstrate the idea of workflows we show the workflow
of making coffee. There are eight activities to be executed in order to end up
with a cup of coffee.

A Use coffee can to pour water in coffee machine

B Put filter in coffee machine

C Put ground coffee in coffee machine

D Put can under the coffee machine

E Switch coffee machine on

F Wait for the machine to finish

G Switch coffee machine off

H Take coffee can from coffee machine

I Throw away used filter.
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CHAPTER 2. WORKFLOW THEORY

A

I

F H

C

D

B

G

Start EndE

Figure 2.1: A Workflow Net representation of the workflow model of making
coffee.

One possible chain of activities would be {ADBCEFHIG}, but another pos-
sible chain {BCADEFGIH } would produce the same result. This is possible
because not all tasks are depended on all other tasks. Some tasks have a causal
relation, for instance performing C before B would end up in a mess. A visual
representation of the workflow is modelled in Figure 2.1.

The model implies that before switching on the coffee machine (E ) both
ground coffee has to have been put in the machine (C ) and water has to have
been put in the machine (D). And after switching the machine on (E ) the task
of waiting for the machine to finish (F ) always follows.

This is a very simple example of a workflow, but about this workflow there
will be no recording of digital information. Though with the workflow about in-
voices there is a lot of information recorded. Some of the information is recorded
in information systems like financial systems, but a lot of information is also just
captured in digital documents. For invoices information about transactions, the
amount of money to be transferred, the data it is transferred, by linking invoice
numbers to payment requests, dates and client names. The invoice numbers are
also important to be able to trace the transaction steps. Late payed orders are
usually collected in overviews so that the clients that ordered them can be send
a reminder. This all belongs to the process of selling products the company pro-
duces and thus shows that at least part of the process steps are re-discoverable
from the corporate network data.

2.2 Workflow Mining

Since the second half of the nineties different groups have been working on
techniques for workflow mining. Workflow mining is meant to collect data during
runtime of a process and aid in the workflow design and analysis [21]. From the
data recorded while the workflow is being executed during normal operations a
workflow model is mined. Then the model can be compared to prior designs of
the workflow and analyzed. This aids in making the workflows more efficient
and help steering of an organisation.

Different workflow mining techniques differentiate on three basic notions.
First, there is the input, or data, used to discover the workflows from. Second,
the method to actually discover the workflows. Third, the outcome, or more
specifically the representation of the outcome.

The input data can be split up in two different groups of data, structured
data and unstructured data. Structured data, with as example so-called event

TPM (DUT) 14



2.2. WORKFLOW MINING

logs, can be provided by all sorts of systems, in the first place WorkFlow Man-
agement systems, but other, transactional, systems also provide for these sort
of logs. Sometimes including even more information than initially needed. The
other sort is unstructured data, like emails where the activities and tasks are
not explicitly defined yet. In order to be able to still apply the same sort of
methods to discover workflows, they are transformed so that they are structured
more in the likeliness of event logs.

The methods for workflow mining can be differentiated into, pure algorith-
mic, pure statistic and a hybrid between the two. Cook and Wolf conclude on
early experience that the algorithmic and hybrid form show most promise and
that the purely statistical method used was not sufficiently mature [5].

The output of the various techniques are most often represented in Petri
nets, Heuristic nets, or a simple graph.

Here will will go into more detail of these three basic notions.

2.2.1 Input data

Due to the availability of workflow management systems like Staffware, IBM
MQSeries, COSA and others [22] many research groups started of using the
resulting event logs that those systems generated.

Many research is uses these event logs to extract workflow models from
[5, 6, 7, 9, 10, 13, 15, 16, 21, 22, 23]. Others like Ang et al. offer a method to
mine the organisational structure from those event logs [3]. Berlingerio et al.
use the event logs and enhance the workflow model derived by using temporal
mining [4]. Greco et al. goes beyond the model itself and describes a framework
to mine the model taxonomies [14].

Only a few also try to create these event logs from unstructured data like
emails so that they can use other input than just the event logs [11, 17].

Event logs

When a system logs all tasks that have been executed at the time the task has
finished one could speak of a log. Event logs though have a few characteristics
that make them useful for workflow mining. The building blocks of an event log
are the events and the notion of cases.

Definition Let an Event be an executed task.

Definition Let a Case be a list of events with causal relations, hence the order
in which they are recorded in the case is important.

Now that the building blocks for an event log are defined the actual event
log can be defined.

Definition Let an Event Log be a set of cases where the cases can be inter-
twined, but the order of events within a case needs to be preserved.

So added to the simple log is the notion of cases, which represents a onetime
execution of a workflow, hence the executions of the various tasks that should
be performed for that workflow. A workflow also prescribes the order in which
tasks should be executed, therefore within a case the order of execution of the
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CHAPTER 2. WORKFLOW THEORY

CaseID Task
1 A
2 A
3 A
3 B
1 B
1 C
2 C
4 A
2 B
2 D
5 A
4 C
1 D
3 C
3 D
4 B
5 E
5 D
4 D

Table 2.1: An event log where case 2 is highlighted and the order within the
case is important

tasks should also be recorded. This does not have to be with timestamps, it
is enough to be able to assume that a task recorded earlier in the log also was
preceded tasks recorded later in the log. When several cases are recorded in
one log then that log is called an event log. It is not necessary that the cases
are strictly separated in the log, they may be intertwined as long as the order
within the cases are preserved. This means that if two cases are executed at the
same time that the execution of the events of the two cases can be recorded in
serial and thus get mixed the order still stays intact.

In Table 2.1 an example of an event log is shown where case 2 is being high-
lighted. It is clearly visible that various cases have mingled, but the assumption
is made that the order within the cases are preserved. The example of case two
can be described as Case2 = {ABCD}, the tasks performed where CaseID = 2,
while the shortest form to represent the complete event log, or all its contained
cases, would be {ABCD, ACBD, AED}. Which are all list of tasks performed
within the five cases while maintaining the order in which they appear in the
log.

Many other attributes can be added. For instance actors performing the task,
this makes it possible to mine organisational structures [3, 25]. Timestamps
make it possible to omit the explicit order in which the execution of the tasks is
performed as it is then possible to reconstruct the order using the timestamps.
Timestamps also add information in the form of throughput times of a workflow
and make it possible to use different mining algorithms [4]. If there is a start
and end timestamp even the throughput of the task itself can be traced.

TPM (DUT) 16
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2.2.2 Methods

Most recent research has been done in the class of purely algorithmic approach.
The development of pure algorithmic approaches includes the α-algorithm [23]
and the heuristic methods LittleThumb [26] and HeuristicsMiner [27]. The α-
algorithm by van der Aalst et al. has been further developed since its inception
to various forms that all tackle one or more difficulties that the α-algorithm
could not cope with. HeuristicsMiner first described in 2006 by Weiters at al.
[27] can be used to express the main behaviour found in event logs.

Challenges

In previous research many challenges to rediscover a process model have been
identified. Rediscovering several constructions in the model are difficult to do.
Parallelism for instance can also be modelled as sequence of varying tasks. Some
of those challenges have been addressed by extending existing algorithms or ap-
plying different methods.

There is the problem whether there is a need for prior knowledge. Some
claim that this is needed to evaluate the resulting model [13, 20]. Mostly in
the form of Domain Knowledge about mutual exclusive tasks and parallelism.
Others show that using different algorithms and clustering there is no need for
a base model of the process [7].

Another challenge is finding Hidden tasks. During the mining process it is
often assumed that all tasks are present as an event in the event log files. This
is not always the case, for instance when there has to be made a choice, for
instance that in some cases task A should be followed by B and other times
by C that choice is not present in the model, while the choosing is a task to
be performed. And while the α-algorithm can discover AND/OR split and
joins, prime invisible tasks are not properly discovered. Prime invisible tasks
are defined in [29] where also the α#-algorithm is proposed that can mine these
prime invisible tasks.

The next defined one is duplicate tasks, tasks labelled with the same name
used in different contexts within one process. This leads to problems as to which
tasks are preceding each other. Focused on this is [18]

Then some processes have loops of tasks within their process. Either one
task that is repeatedly executed, basic loops, or possibly one task that puts the
whole process several steps back, arbitrary loops. The former manifests itself
in equally named tasks preceding each other, the latter are more difficult to
find if they accommodate a jump further back into the process. Basic loops are
made discoverable by the α+-algorithm [8], while the arbitrary loops still are a
difficulty.

Constructs

Some of the difficulties described above have been converted in constructs that
can show up in workflow models. Some of the difficulties in rediscovering work-
flows can be described in constructs. These constructs are specific patterns in
the workflow model that are difficult to rediscover. Table 2.2 names several of
these constructs and the method from the various α-algorithm variations and
HeuristicsMiner and the constructs those methods can cope with.
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Constructs
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α [23] + ± - - -
α+ [8] + + - - -
α++ [28] + + + - -
α# [29] + + - + -
α∗ [18] + ± - - ±
HeuristicsMiner [27] + + ± + -

Table 2.2: Overview of described methods and their ability to cope with con-
structs adapted from [24]

Noise

Mining algorithms like the α-algorithm assume the event log data to be correct.
But reality does learn us that this is often not the case and data can be logged
with errors. Errors often cause low frequency behaviour in the event logs. It is
unwanted to mine the low frequency behaviour resulting from the noisy data.
In other words, mining algorithms must not fit this noise. Research on the
impact of noise on the resulting models has been done [19] and various steps to
reduce the effect of noise have been proposed using an adapted version of the van
der Aalsts α-algorithm [23]. Heuristic mining techniques can much better cope
with noise, these techniques look not only at whether events are happening after
each other, but also record the frequency, and use this information to estimate
whether it is an actual causal relation or if it is a possible noisy record.

2.2.3 Output

Petri nets provide all routing needs that is supported by various information
systems currently in use. (CRM, WFM, BPM, ERP etc)[29] Workflow nets
(WF-nets), often used in the area of workflow mining, are a sub-class of Petri
nets with a single source place, that is the start of a process, and a single sink
place, that corresponds to the end of the process [23]. Such a model describes
the possible cases of the workflow.

Another possible output is an Heuristics Net. The heuristics net does not
only show the model it also shows information about the event log it is mined
from. It shows the number of executions of the activities, how dependent linked
activities are and how many links they found during the mining process.
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Chapter 3

Workflow Mining in
Corporate Network Data

In this chapter we describe why we need workflow mining. We describe also the
required output of the to-be designed Stepwise Approach. These requirements
should make sure that the output of the stepwise approach can be used to apply
existing workflow mining techniques.

3.1 Workflow mining

Workflow mining is the means to be able to say something about the actual
processes being executed within an organisation. To perform workflow mining
an event log is needed. We have Corporate Network Data, a set of data that is
captured from the various storage devices available in an organisation. An exact
copy of the storage devices is often called an image. So Corporate Network Data
is a collection of all the files that can be found on a computer.

We will mostly focus on finding information about transactions and convert
that information to event logs. Workflow mining on corporate network data
means that we first have to perform several steps of preprocessing and ways
to extract information about the process we want to mine from the data. The
workflows we will be after in this research are the transactions. These are
identifiable by the invoice numbers used during the transactions and showing up
in invoices and other documents regarding the transactions. These appearances
of invoice numbers should help to find all the various steps made in the process
of a transaction.

We have no named identifiers for the various tasks, the most we have is
filenames, which vary largely due to for instance including dates. Due to the
fact that we only see the last time a file is saved it is also impossible to gather
historic data from the file itself. Even when it is a common used step in a
process to add a transaction, or its assigned invoice number, to for instance a
spreadsheet, we will only be able to identify the last time this has happened,
even if there are many transactions listed in that document.

The files we encounter are for instance trail balances, lists of outstanding
orders and invoices. An example of an invoice is given in Figure 3.1 where it is
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shown what we are searching for within the file and what we also can find but
that we classify as noise.

We first need to discover these case identifiers from the dataset itself and
then use them to gather all the information about these transactions.

We find that literature currently lacks the information and methodology to
find the case identifiers for transactions as well as good methods to extract the
tasks from unstructured data. Hence our in-dept research on how to find these
identifiers and tasks and designing a methodology that can be used for future
research or analysis on this kind of data.

3.2 Requirements

In order to be able to provide workflow mining on corporate network data we
first need to address what requirements we have so that we can actually apply
any existing workflow mining tools to our data.

The unstructured data found on harddisks of various computer systems is
not fit to directly do any workflow mining on. What in the end we want to find
is several executions of a workflow. So our task is to search for a way to find
events that can be linked to the workflow, but we still need to be able to link
them to one execution of the workflow. These links should be in the form of a
case identifier, and activity name and the possibility to order them in time [21].

3.2.1 Case Identifier

In order to be able to find all the events belonging to one execution of the whole
workflow we need to know which events belong to which case. A case here is
one full execution of the workflow. When we have a case identifier we can link
all the various events to one workflow execution.

3.2.2 Activity

We need to know what activity is performed at each event, for otherwise it
would not be possible to differentiate between different steps in the workflow.
Without named activities it would also be impossible to map different cases
onto each other.

3.2.3 Order

A workflow is a sequence of steps and the order of them is very important. If we
do not know the order it will be impossible to make a model that can represent
the actual workflow. The mining algorithm needs the order so that it can see
what tasks depend on each other and generate the model of the workflows.
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3.2. REQUIREMENTS

Attention: Addressee Name

Title

Company Name

4321 First Street

Anytown, State 54321

Date 26/11/2010

PROJECT TITLE: Project Name

PROJECT DESCRIPTION: Description Here

P.O. NUMBER: 12345

INVOICE NUMBER: 67890

TERMS: 30 Days

Description Quantity Unit Price Cost

Lorem ipsum dolor sit amet, ligula suspendisse 

nulla pretium

55 !100.00 !5,500.00

Rhoncus tempor placerat fermentum 13 !90.00 !1,170.00

Enim integer ad vestibulum volutpat rhoncus 

turpis est, vel elit

15 !40.00 !600.00

Congue wisi enim nunc ultricies sit, magna 

tincidunt

24 !50.00 !1,200.00

Maecenas aliquam maecenas ligula 21 !5.00 !105.00

Sociis mauris in integer, a dolor netus 23 !2.00 !46.00

Non dui aliquet, sagittis felis sodales 10 !2.00 !20.00

Dolor sociis mauris, vel eu libero 100 !0.30 !30.00

Subtotal !8,671.00

Tax 8.25% !715.36

Total !9,386.36

Lorem ipsum dolor sit amet, consectetur adipiscing elit, set eiusmod tempor incidunt et 

labore et dolore magna aliquam. Aliquam erat volutpat. Pellentesque a justo. Cras eros. 

Morbi scelerisque tincidunt nunc. Aenean viverra, erat et volutpat euismod, purus dolor 

venenatis magna, non pretium erat dui non augue. Aenean tempus sodales est. Etiam nec 

lorem et pede pretium tincidunt.

Sincerely yours,

S. Omeone

Other Street
Other City, Other State Other ZIP

T Other Phone
F Work Fax Phone
Other URL

Invoice
Company

Things we search for

Noise

Figure 3.1: Method Model
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Chapter 4

The Stepwise Approach

In this chapter we will describe the designed Stepwise Approach as depicted
in Figure 4.1. The firgure shows the four distinct steps needed to extract the
information from the Corporate Network Data and to put it in the format of
an event log. In between the steps the various intermediate deliverables are
shown in the form of sets that need to be created. The approach assumes the
availability of the Corporate Networkk Data and ens where all information for
the event logs is available.

4.1 Corporate Network Data

The starting point of this research is that Corporate Network Data is available.
This encompasses, depending on how the organisation works, images of all the
data stored on workstations, servers and possibly removable storage devices.
How this is acquired is outside the scope of this research.

4.2 STEP 1: Indexing

Indexing does not directly contribute to comply with the requirements set for
this approach, but it reduces the search times needed to search for various files in
preceding steps immensely. The indexing information needed per file is defined
below.

Definition Let the index of a file be if = (Nf ,Wf , idf , fnf , tf )

Where,

• if is the index of a file f .

• Nf is the set of numbers available in f ,

• Wf is the set words available in f ,

• idf is an identifier to uniquely identify f ,

• fnf is the filename of f ,

• tf is the timestamp associated with f ,
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Figure 4.1: Visual representation of the stepwise approach
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For each file an index is created and all the indices combined is defined below.

Definition Let I be the set of indices such that ∀f : if ∈ I

4.3 STEP 2: Invoice Number Mining

Finding the invoice numbers is needed to comply to the first requirement, finding
a case identifier. The invoice numbers is the identifier for the transactions we
are after, hence we need to find the invoice numbers.

Trying to find invoice numbers is a two step approach. First, it is needed to
collect numbers that might possibly be invoice numbers. Second, the numbers
found need to be verified.

4.3.1 Invoice number collection

Collecting the possible invoice numbers means that a search has to be done in
the locations where invoice numbers are expected to be found. Limiting the
search to the files containing the word ’invoice’, or a synonym in the language
the company works in, is already effectively limiting the set of files to search
through. Also only including document type files that are used to support the
expected tasks helps limiting to converge the search space toward a more specific
environment where numbers are more find to be invoice numbers. Usually the
invoice numbers do have a specific pattern, it thus pays to examine a few files
thoroughly and search for hints to be able to limit the scope of possible invoice
numbers again. When this all has been done the limited set needs to be searched
for the possible invoice numbers. The set of numbers that results from this step
contains only natural numbers and is called the set S.

4.3.2 Invoice number validation

Verification of the invoice numbers follows a two-step approach. First we assume
that invoice numbers always are a range. Secondly we assume that the first
occurrence of a lower number should be before higher numbers. Besides the two
previous assumptions a sample of the found invoice numbers should be sought
for in the files they originate from and be checked to be in the context of being
an invoice number. The set of numbers for which this is true is the set of invoice
which we call Sinv.

The assumption that invoice numbers should be a range of numbers follows
from Dutch regulation that demands that invoice numbers are a range without
missing numbers [1]. This can also be represented as follows:

Definition ∀x ∈ N : min(Sinv) ≤ x ≤ max(Sinv) => x ∈ Sinv

Due to the above assumption we can also argue that numbers are not only
in a range, but also increase over time. This leads to the concept that lower
numbers generally should appear earlier in time than higher numbers. So we
assume the following:

Definition Let Ix be the set of indices such that ∀x ∈ Sinv : Ix = {if |x ∈ Nf}
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Resulting from that we can say that if we have an invoice number x, we
collect all indices if for which x ∈ Nf this results in a set of indices we call Ix.
To find out when x was recorded for the first time we look at all timestamps tf
that are in Ix and we select the earliest one. If we would do the same for y and
x < y then the earliest timestamp for x should be, in time, before that one of
y.

When it is found that both assumptions have been met for a set of numbers
found earlier and at least a sample of the numbers are found in the right context,
it is safe to say that it is highly probable that the numbers represent invoice
numbers.

4.4 STEP 3: Document Discovery

Document discovery is finding all the documents that contain information about
invoices. To be able to find those documents, a search for the invoice numbers
(Sinv) in all the files of the Corporate Network Data needs to be performed. If
a search is done through the complete set of files, using the index, a lot of noise
is generated. So limiting the dataset to only the subset where invoice numbers
are expected to be found helps decreasing the amount of noise. Using the limi-
tation that the documents need to contain the word ’invoice’ or a synonymous
word in the language of the documents reduces searching in documents that are
unrelated to the transaction processes.

To be able to have the appropriate data available in a later stage we use
the following definition for a document. The mentioned attributes need to be
captured for later use.

Definition Let a document be d = {sinv, fnd, ld, td, ud}

Where

• sinv ∈ Sinv and is the invoice number found in d

• fnd is the filename of d

• ld is the stored location of d

• td is timestamp associated with d

• ud is the username associated with d

The information extracted from the found documents makes it possible to
comply partly to the second and fully to the third requirement. The filename
recorded as fnd provides the base for finding the activity, this will be refined in
the last step. The timestamp td provides the possibility to create the order of
the activities within the case that we need as the third requirement.

4.5 STEP 4: Activity Extraction

We assume that the extracted documents support a specific task in the workflow.
Extracting the activity is the last part that we need to comply with the three
requirements as defined in Chapter 3.
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The most rudimentary way to extract the activities is to look at the naming
of the files. Most organisations have a naming scheme for the products or
supporting documents of their processes. But this might not always be enough
to determine a sensible name for the activity it supports. In that case in-depth
inspection of the files is needed to extract the supported task.

4.6 Event Logs

To align this work with workflow mining research and to be able to use the tools
resulting from that research there is a need to create so-called event logs.

We have fulfilled the the requirements from Chapter 3 that read as follows.

1. The case identifier, an identifier that is unique for each time the workflow
is executed.

2. The activity, the task being performed in this event.

3. The order of the events can be deduced.

The identifier is found in the second step where the invoice numbers are
extracted and verified. The activity can partly be deduced from the filename as
described in step four, but in some cases it means that the content of the files
needs to be examined thoroughly to find the task being supported by the file.
The order of the activities can be deduced from the time associated with the
file extracted in step three.

Because all the information to build an event log is available, it is now
trivial to create that event log and produce the input for the workflow mining
techniques available. At this point we have reached the point where the existing
literature can be used again.

4.7 Workflow mining

Using the event logs it is possible to start mining workflows. Either by using
PRoM framework by vd Aalst et al., or possibly other tools. The resulting
workflow models can then be examined in detail to see what are workflows are
the norm and which deviate from them. They can also be compared with the
original design of the workflow to see whether it conforms the actual workflow
or not.
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Chapter 5

Case Study

For this case study the in Chapter 4 designed Stepwise Approach as depicted in
Figure 5.1 is used to extract the information from Corporate Network Data to
create event logs. The input for the approach, the Corporate Network Data, is
the captured data from an international company.

Invoice Number Mining2.
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Event Log
WorkFlow 
Model

ValidationCollection

Sinv

S

Finv

Workflow 
Mining

I

Indexing

1.

Document 
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3.
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Figure 5.1: The stepwise approach
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5.1 Corporate Network Data

The Corporate Network Data consists of a exact copy of various harddisks that
came from the computer systems of a international company. This encompasses
300 Gigabyte of data in total. The systems from which the harddisks were
copied include servers, workstations and laptops. The total number of systems
included in the set are twelve physical separated systems.

The corporate network data is taken from those twelve systems. The systems
captured are three fileservers and the rest are workstations. The complete set of
data consists of a exact copy of various harddisks that came from the computer
systems of a international company. Also a lot of paper documents are scanned
and using OCR1 these documents are digitised and made searchable using com-
puterised techniques. The total encompasses 300 Gigabyte of data with about
3.6 million files. This whole set of files is called the Fcnd

We do not always need the complete Fcnd hence in the following steps we will
create three subsets that are useful for that step as depicted in Figure 5.2. In
step two we create a set of files to extract the invoice numbers from Fn such that
Fn ⊂ Fcnd. In step three we create two sets, on is used to search for documents
(Fe) such that Fe ⊂ Fcnd and the other set is the result of that step three and
contains all the found documents that have something to do with invoices (Finv)
such that Finv ⊂ Fe.

F
cnd

F
eF

inv

F
n

Figure 5.2: File Datasets and their relations

5.2 STEP 1: Indexing

This step was done for us by the Xiraf team that operates within the NFI. Xiraf
is a forensic processing and analysis system that makes it possible to search
digital evidence [2]. Xiraf extracts information like file metadata, document

1Optical Character Recognition
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properties, email, chat log records, browser history records, etc. We only used
the file metadata and document properties options of this. The indexing being
performed by Xiraf makes it possible for us to quickly find documents with
specific keywords and extract the metadata of those files, or search in the content
of the files for other clues. The total number of objects to search through
now encompasses 9.6 million objects that are quickly searchable for content or
metadata.

5.3 STEP 2: Invoice Number Mining

As the approach prescribes this part takes two steps. First we will need to
collect as many invoice numbers as possible. We assume have no access to the
financial administration, thus the numbers should be found in the data available
to us in the Corporate Network Data. Second, we will need to verify the found
invoice numbers so we know with some certainty that we actually are modelling
the right process and not a lot of noise.

During these two sub steps three different sets of numbers will be created,
their relations are depicted in Figure 5.3. In the collection step a set of natural
numbers S is created. Then during the validation step first the set of S′inv is
created such that S′inv ⊂ S, this set is not completely the set of invoice numbers
needed. The S′inv is transformed into the Sinv in the final stages of this step.

S

S'
inv

S
inv

Figure 5.3: Reference numbers

5.3.1 Invoice number collection

While in search of as many invoice numbers as possible, a common problem
arises. Although we want to retrieve all invoice numbers, (recall) we also want
that what numbers we find are indeed all invoice numbers (precision). From a
data-analysis perspective it is more important that the numbers found are really
invoice numbers as noise will complicate further steps in the process. Due to the
structure of the dataset and the composition of the invoice numbers it is hard
to have a high recall and at the same time a high precision. Numbers are overly
available in the available dataset and thus if high recall is requested, then there
will be a lot of noise in the found invoice numbers. This leads to complications
in further steps in the research and add unnecessary time consuming queries in
a later stage of the process.
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Reducing the size of the dataset

Due to the composition of the numbers we are after it is known that the dataset
will contain a large amount of noise. Numbers originate in many files and
attributes of files on computers, thus it is needed to reduce the dataset to
only relevant set of data. Numbers have many different meanings depending
on the context they are found in. They can be sizes of files, amounts of money
transferred in various currencies, IDs used by the computer, telephone numbers,
dates and of course invoice numbers. By trying to reduce the dataset to known
contexts it is possible to curb the number of meanings a number can have.

Several contextual demarcations are made. First, only MS Office documents
are included in the dataset. Initial exploration of the data showed that many
processes include entering invoice information in spreadsheets and word pro-
cessing files. Second, the set of documents is reduced to only the documents
including the word ’invoice’. This sets the context of where the numbers ’live’
in. Invoices still contain various numbers, including amounts of money, VAT
numbers, invoice numbers, shipment numbers, but it is more focused on the
numbers we want to extract. This means that the possibility that the number
we found is actually an invoice number is much larger than that we would be
searching in the full dataset. It was found in the initial exploration of the data
that most of the files used for keeping track of invoices and orders are usually
not over 1MB size.

So in order to reduce the possible contexts a number is found in the initial
dataset needs to be reduced to only files with the attributes mentioned above.
The resulting set of files are called Fn.

Defining the invoice number

Within the previous reduced set of files the plan is to extract numbers, but num-
bers can have various length and might include special characters like dashes,
commas or full stops. Based on inspection of the invoice numbers in several files
in Fn we have decided to reduce our search to numbers following the structure
of the next regular expression:

’\b[1-9][0-9]{5,8}\b’

To explain the regular expression the following definitions:

\b

Matches an empty string, but only at the beginning or end of a word. A
word is defined as a sequence of alphanumeric or underscore characters,
so the end of a word is indicated by whitespace or a non-alphanumeric,
non-underscore character.

[1-9]

Matches a string of 1 numeric characters of the value between 1 and 9
inclusive.

[0-9]{5,8}

Matches a string of 5 to 8 numeric characters with each a value between
0 and 9 inclusive.
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This means that the expression includes numbers of length 6 to 9 char-
acters if they appear as a ’word’, broadly meaning that they should have a
non-alphanumeric, non-underscore character before and after the sequence of
numbers. The sequence of numeric characters must not be separated by any
non-numeric characters. Also the number must not start with a 0.

Fn is a subset of the Corporate Network Data (Fcnd). It reduces the full
set to only files that contain digital documents that contain the word ‘invoice’
and are smaller than 1 Megabyte in size. This set is meant to find the reference
numbers we need to find the transactions.

Mining the invoice number

In the actual invoice mining the above two concepts are used. Using the API to
connect to Xiraf all documents from Fn are retrieved and the content searched
for matches of the regular expression as described above.

Then we come to our first set that does not consist of files, but merely out of
numbers, S. This set holds the numbers mined from the Fn. It holds around the
1.5 Million numbers and after deleting duplicates S still contains 207 Thousand
unique numbers.

5.3.2 Invoice number validation

As been described earlier numbers can represent a variety of different concepts.
While the context has been curbed already, still many, explanations for the
numbers found can come up. Thus it is important to find out what the possibility
is that a found number indeed is what we hope it is, an invoice number. The
method described in Chapter 4 prescribes that the numbers should confirm the
following three hypotheses.

1. We expect them to be ranges given that by (Dutch) law they should be
given out in a range without missing values.

2. We expect higher numbers to first appear at a later time than the lower
numbers of a range.

3. We should be able to find these numbers in the context of invoices when
actually looking inside some of the documents.

Ranges

To identify ranges we have decided to look at the gaps between every two suc-
cessive numbers in S. When the numbers are ordered ascending we looked at
the distance between successive numbers. If this is 1 it means that there is
no gap between this number and the next, if it is bigger then there is such a
gap. To represent the results we have plotted this distance between numbers in
Figure 5.4. Because the high variance between the different distances we have
shown the distances on a logarithmic scale, where the scale in this picture is
the color of the points. The scale is represented in heatmap colors, where in
this case dark blue colors mean that the distance of the next value is rather
low, while lighter blue up till red represent larger distances between consecutive
numbers.
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Figure 5.4: Distance between next number

The axis of the figure are just the enumeration of the values. We have found
207,000 numbers and the colour of the points in the heatmap show the gap
between one number and the next starting at the left bottom and the highest
found number is in the right top. It is clearly visible that there are dark blue
‘bands’ that represent low gaps between successive values between y = 140 and
y = 150.

Using this figures we have identified a candidate successive range (S′inv) and
zoomed in on it. Due to the collection method we know we probably will not
find a consecutive range of numbers in S′inv. We also have seen that although we
do see something that is very much a successive range it still is not consecutive.
Since we know that, in the Netherlands, by law an organisation is forced to use a
complete consecutive range, we decided that instead of only using the numbers
we found, we inject the missing numbers in our range S′inv and thus create our
invoice number set Sinv. Due to confidentiality we decided to represent our
range with values between 0 and 7000.

Increasing over time

Our second hypothesis about invoice numbers is that if they are to be consecu-
tive that then lower number should appear earlier in time than higher numbers.
In order to check that we have plotted the appearances of numbers in time in
Figure 5.5.

The figure plots all occurrences of the numbers against the time of the file
in which they are found. So if a number is found in more files it can be that
there are more dots on the horizontal axis. If one file or more files with the
same date, harbour more than one number there will be multiple dots along the
vertical axis. When looking at the leftmost observation of an invoice number,
which is the first appearance of that number, it is clearly visible that the red
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Figure 5.5: Numbers plotted in time with a linear line showing that higher
numbers appear later in time than lower numbers

linear line increases over time and all observations but one are under that line.
Hence higher numbers appear later in time than lower numbers.

There is only one noisy observation, around the invoice number 1900 we
observed one early appearance of a number. Close inspection of the actual file
it showed that the number in that context was not an invoice number, but a
telephone number.

In-dept file analysis

The third hypothesis was that close inspection of a sample of the files numbers
are found in and interpreting the context of the numbers should show that the
numbers are indeed invoice numbers. We did inspect various files in which we
did find numbers and the context all showed that the numbers found were indeed
invoice numbers.

5.4 STEP 3: Document Discovery

To find the documents that will represent our activities later in the research we
are now going to use the Sinv to find all documents that harbour one of our
invoice numbers. We want to find all the files that can be linked to numbers
from the Sinv, but we also want that if we find such a number in a file that again
the number is an invoice number. To make sure that we find invoice numbers
again we decided to apply approximately the same strategy as we did earlier
during the invoice mining step. This time we did not restrict on filesize, so the
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only restrictions are, first that it must be an MS Office document, since those
are used to support some of their tasks related to financial transactions and
second that it must include the word ‘invoice’. The resulting set is called Fe.

The extraction of the workflow information means that we need to extract
all the files or documents that contain information about the transactions we
are looking for.

A file containing a invoice numbers is seen as an event, because we assume
that when a file is saved some event or activity linked to a transaction has taken
place.

So for each invoice number found in the previous step of extracting invoice
numbers, we now try to extract all the events linked to them. For this we use
Sinv as input and Fe to search in for files. Using the API from Xiraf we can
easily extract all files containing numbers from the Sinv.

The resulting set we call Finv which is a subset of Fe and it overlaps partly
with Fn. It contains all files that contain one or more of the invoice numbers from
Sinv. The number of documents discovered is 618 and they contain between 1
and 6100 numbers each.

Because building this dataset takes quite a long time the information is
extracted from the Xiraf system and the metadata is stored in a database.

The stepwise approach prescribes the format of the found documents to be
defined as:

Definition Let a document be d = {sinv, fnd, ld, td, ud} (see Section 4.4)

The mapping of the actual data found in our dataset to format as prescribed
in the definition of a document is shown in Table 5.1.

Attribute File Attribute Used
sinv Invoice Number
fnd Path (partly)
ld Path (partly)
td lastSavedOn
ud lastAuthor

Table 5.1: The mapping from the definition of documents to the available in-
formation.

This information is directly stored as raw data in a database, then we trans-
formed it into a datawarehouse. The facts are then describing the fact that an
event has taken place. The dimensions are time, user, location and files.

Following steps will use as time the lastSavedOn value, as that is the best
predictor of when the process has taken place. For the user information it is
chosen to use the lastAuthor, as that is probably the one that performed the
task. From the path of the files two different pieces of information is retrieved.
First, it can tell us on which system the file is found. Second, the filename is
later used to categorize the files into similar files and used to name the activity
the file support.
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5.5 STEP 4: Activity extraction

We assumed that we would find quite a few files that are alike, not only in format
but also in name. Most organisations apply some sort of a naming scheme for
the files that are vital for their processes. When a list of all the files found is
made they should be grouped in similar files. We did this simply by looking at
similar named files. From the 618 files found we could group them in about 100
groups, of which some contained only one file and others up to sixty. Of some
groups files were examined and labelled by an expert. Some of the groups were
discarded as being noise, for instance where a file contained few numbers, that
while looking at the context turned out to be a phone numbers.

Confidentiality issues make it impossible to provide the full list of activities,
but we want to explain a few examples. First there is the activity we called
’Outstanding’, this represents the listing of all outstanding, thus not yet payed,
orders. We have seen that this activity was performed on a weekly basis for
quite some time during the used time window. Also the activity ’Profit and
Loss’ is one of the activities that caught our eyes. The profit and loss balance
has been created often in the time window we were looking at.

After this labelling of all the files to activities all the information to create
event logs is available.
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Results

6.1 Event Logs

The resulting data from the four steps taken comprises all information needed
to create the event logs we are after. Per event, which is a document, we have
the invoice number to represent the case ID. The activities is extracted from
the name and the content of the document. And the order have been deduced
from the timestamps available per document. If this information is stored in a
simple text file we have the event log. In our case this is an event log with 6367
cases and total of 194524 events in a timeframe of just over a year.

6.2 Workflow mining

Using the ProM tool from vdAalst et al. the event log is mined and the resulting
workflow model is shown in Figure 6.1. The mining has been done using the
HeuristicsMiner algorithm [27]. The choice for HeuristicsMiner is because it can
cope with the possibility of noise and the possibility to show or hide the noise.
As this noise is probably exactly where possible fraud will be visible.

The resulting model is quite complex with many connections, loops and
shortcuts. We have not fully interpreted the resulting model, but we have
seen some interesting behaviour during a simulation of the model. Using the
ProM tool we have created a simulation of the mined model. This simulation
visualizes all the cases in the event log and shows how they travel through the
model. It appears to be the case that when for instance an invoice comes into
the activity ‘outstanding’, which is the activity in which all outstanding invoices
are collected, it often loops back to that same activity for a considerate amount
of times.

It is also quite interesting that there are indeed a few paths within the model
that are taken far more often than others.

6.3 Validation

Validating the actual workflow model is not possible since there is no access
to the organisation the data originates from. And even if it was possible to
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Figure 6.1: The resulting Workflow model.
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6.4. EVALUATION

interview the employees it would be rather difficult to extract the model by that
means. This is one of the reasons research in mining workflows has started.

Further more the invoice numbers themselves have been validated to actually
be invoice numbers using the steps defined in the stepwise approach. Also the
files in Fn have been validated to indeed contain invoice numbers.

6.4 Evaluation

We have shown in this case study that the requirements set in Chapter 3 have
been met. We have extracted the case ID from the Corporate Network Data.
We have also extracted the activities from the filenames and the content of files.
And we have been able to extract the order in which the activities take place in
the cases using the timestamps of files.

And we have shown that we with this stepwise approach we have bridged the
gap between the availability of Corporate Network Data and the possibility to
apply workflow mining techniques. We have done that by applying one of those
techniques on the output of our stepwise approach which resulted in a workflow
model. What we cannot say is how good the workflow model represents the real
processes within the organisation the Corporate Network Data originates from
as discussed in Section 6.3.

6.5 Conclusion

With this case study we wanted to show the applicability of the designed step-
wise approach. And we wanted to show that it is conform the requirements as
posed in Chapter 3. The Evaluation shows that the requirements have been
met. Also has the bridge between the availability of Corporation Network Data
and the possibility of workflow mining been demonstrated.
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Chapter 7

Discussion

The ambition level of the initial problem definition turned out to be too high
within the time available to perform the research. The initial idea was to find
fraudulent invoices using the assumption that cases that follow a workflow that
happens infrequent compared to other workflows is suspicious. The time needed
to prepare the data for workflow mining turned out to much longer and the road
to there non-existent. This lead to the research being ended before the initial
goal could be reached. Still it did lay a new road as to how to prepare the
poorly structured data of Corporate Network Data for workflow mining.

The most important feature of this research is that it makes it possible,
with some reservations, to mine workflows regarding financial transactions from
a vast amount of poorly structured data. We have shown how to structure the
data into a known structure called event logs, from there proven methods can
be used to extract workflows that give insight in the paths a specific item, in
this case the invoice, travels.

Although we have taken the invoice as a means to demonstrate this principle,
it could also be argued that for instance tracking the workflows around contracts
could be possible. If there is a possibility to find all the documents surrounding
a contract and if there is an identifier that shows which documents belong to
a specific case the same approach can be taken in order to find the workflows
around contracts. This approach can be used in e-discovery where fraudulent
activities are tried to be found.

The preprocessing of the data to make it fit the input format for software
that can do the workflow mining was difficult. We have developed some scripts
that help, but those are not generic enough t be used on other datasets that the
one used in this research.
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Chapter 8

Conclusions

8.1 Conclusions

The problem was to bridge the gap between the availability of Corporate Net-
work Data and the possibility to apply workflow mining techniques in order to
get a wider view on processes within an organisation. the format and informa-
tion needed for input in the existing worflow mining techniques, event logs, can
not directly be taken form the Corporate Netowrk Data. Our stepwise approach
is designed to make it possible to extract all information needed to create those
event logs. Those event logs can then be used as input for the workflow mining
techniques.

We have shown in Chapter 4 that we developed a stepwise approach to distill
event logs from Corporate Network Data by applying four distinct steps.

First, indexing of the Corporate Network Data. Second, finding the invoice
numbers hidden amongst the data. Third, finding the documents that contain
the found invoice numbers. Fourth, extracting the activities supported by the
documents found.

This gives the input to create the event logs needed so we can apply proven
methods to extract the workflow model around the invoices.

In Chapter 5 we have shown how to apply the stepwise approach to con-
struct an event log from Corporate Network Data. And how the resulting event
logs can actually be used as input for existing and proven methods to develop a
workflow model. The case study shows that the approach can be applied to cor-
porate network data and that it results in event logs which produce a workflow
model.

The resulting workflow model though is very hard to verify, as we did not
have access to the employees of the organisation where the data originated and
because it is inherently difficult to validate the real workflows even if access to
the employees would have been possible. Hence the resulting workflow model is
not verified.

Although the validation is not rock solid, the designed approach does look
promising to be further researched and adapted.
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CHAPTER 8. CONCLUSIONS

8.2 Further research

As already noted, the research has not reached it initial goal. Further research
could be done, both towards enriching the method itself and towards applica-
tions of the method to everyday problems.

8.2.1 Enriching

Value of invoices

If one could also add the monetary value represented by invoice to the invoice
numbers, one could then search for fraud by looking if and when the value of
the invoice changed.

Organisational models

If the users are mapped to real persons it can very well show that one case is for
instance handled by a different user. Which in case of a search for fraudulent
invoices could point to an anomaly in the usual workflow. It could also give
more insight in the roles users fulfill in the organisation as Ang et al. show in
their research [3].

8.2.2 Application

Fraud Detection

If one can really identify the ‘norm’ in the process it would be interesting to
identify deviating patterns, being patterns that happen only sporadically. As-
suming that often occurring patterns are legitimate one could then focus on the
deviating patterns that are found. That would give more insight in whether
that transaction was legitimate or not.

e-discovery

Fraud detection is actually one of the possibilities of e-discovery, but using this
stepwise approach not only the workflows around invoices can be found. If the
right identifier is found for other processes the same approach can be used to
for instance find the workflows around contracts.
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