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E.G. Chen
Delft, January 2026
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Abstract

Low Earth orbit satellite internet networks such as Starlink, OneWeb, and Amazon LEO (formerly known
as Project Kuiper) have in recent years emerged as a new way to access the internet. These systems
offer the possibility of high-speed and low-latency connectivity in remote regions, but have also been
introduced as potential options for use in emergency situations. As these technologies become more
commonly used for critical applications, it is important to analyze how resilient these networks are, and
how they may be vulnerable to various threats.

LEO satellite internet is enabled by a network of ground stations, satellites, and user terminals. Since
the ground stations are terrestrial, they can be vulnerable to threats such as natural disasters or power
outages. As a result, analyzing the effect of terrestrial disruptions on the performance of satellite net-
works provides insight into how the service can be adversely affected. Using simulated models of
Starlink, OneWeb, and Amazon LEO combined with case studies based on the 2025 Iberian Peninsula
power outage and the 1960 Valdivia earthquake, it was found that optical inter-satellite links (ISL) signif-
icantly contribute to the resilience against terrestrial disasters. ISL-enabled networks such as Starlink
and Amazon LEO enable alternative connections to more distant ground stations, thus avoiding a loss
of regional coverage. This rerouting results in an increased link latency within the region.

Simulated disasters in space were also analyzed. A distributed attack on satellites based on their
betweenness centrality revealed that constellations with a larger quantity of satellites degraded more
slowly. Additionally, an analysis of regional satellite outages revealed that a damaged satellite cluster
can propagate to different regions, causing a local decrease in the satellite density. By analyzing the
motion of the satellite constellation after a 3000 km radius disruption, it was found that constellations
containing different orbital altitudes experienced a passive redistribution of satellites over time, stabi-
lizing after 2-4 days. Additionally, deliberate maneuvering restored the density in approximately 4 days
for Starlink and OneWeb, with the lower-thrust Amazon LEO satellites taking approximately 7 days.

This work aims to provide insight into an often overlooked aspect of the emerging satellite networks, by
showing that the resilience of these networks is affected by many distinct factors such as inter-satellite
connectivity, ground stations, orbital mechanics, and more.
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Introduction

The global availability of the internet allows for near-instant communication and access to information
across the world. Towards the end of the 2010s, satellite internet constellations emerged as a new
and unique approach to global internet connectivity. Initiatives such as SpaceX’s Starlink, OneWeb,
and Amazon LEO (formerly known as Project Kuiper) each seek to deploy hundreds or thousands of
low Earth orbit (LEO) satellites in coordinated constellations [2, 3]. These networks are supported by
a global network of ground stations and provide internet access to specialized user terminals, thus
promising low-latency, high-throughput connectivity that is competitive with terrestrial broadband inter-
net. This technology is especially valuable in isolated or developing regions, where traditional fiber or
cellularinfrastructures are unavailable or unreliable. Satellite internet has also been deployed in regions
following natural disasters or network outages [4, 5], and has been explored as a potential technology
for handling emergency connectivity [6]. As of the start of 2026, Starlink has the largest market share,
with approximately 8 million subscribers [7]. Amazon LEO is still in the process of building up its new
constellation, aiming to compete with the service provided by Starlink.

Satellite networks are often seen as a resilient alternative to terrestrial networks. However, the growing
reliance on space-based internet infrastructure introduces new challenges and research questions re-
lated to resilience, especially as these systems are used for critical tasks. Although these systems offer
a wide area of coverage due to the number of orbiting satellites, they remain dependent on key terres-
trial and orbital infrastructure elements. Centralized ground stations (GS), points of presence (PoPs),
and inter-satellite communication links (ISLs) are key components that constitute potential points of
failure. Natural disasters, technical faults, or even intentional threats can significantly degrade or inter-
rupt the service. The latter is especially important in the context of geopolitical conflicts, where satellite
internet providers have, in recent years, played a significant role by providing internet access in active
conflict regions [8].

As global internet access and satellite internet networks become increasingly critical, understanding
and improving the resilience of satellite internet networks is essential. This is further amplified by
climate- and space-related risks that may impact infrastructure in both the terrestrial and orbital el-
ements. Understanding potential risk factors and their resulting effects will provide insight into how
suitable the satellite networks are as a tolerant alternative to terrestrial internet services.

1.1. Threats to LEO Networks

LEO satellite internet networks can be threatened in three main ways: by terrestrial events, by orbital
disruptions, or by deliberate hostile action. Terrestrial disruption scenarios can be a result of a natural
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2 1. Introduction

disaster or attacks affecting ground stations [9], or it can also be the result of outages to the supporting
terrestrial infrastructure, such as an electrical blackout or disruptions to the internet backbone [10]. In
the past, such unpredictable disasters have led to widespread outages in terrestrial communication
services, making it difficult for both emergency services and regional residents to contact each other
[11]. These scenarios can disrupt the functioning of ground stations supporting satellite networks. As
an example, data from the 2025 Iberian Peninsula power outage indicates that regional Starlink traffic
was redirected to alternative ground stations in other countries due to the loss of power [5]. Redirecting
internet traffic to more distant ground stations may require satellite-to-satellite connections, which is not
a capability supported by all satellite networks. This can result in regional service disruptions near the
affected region.

While terrestrial infrastructure can be vulnerable to natural disasters, the orbital segment faces its own
challenges. Orbiting satellites are isolated from most terrestrial disruptions, but they are almost im-
possible to physically access for maintenance. Satellites operate in the harsh environment of space,
where they are susceptible to extreme conditions caused by solar storms and other space weather
events [12, 13]. These unpredictable events can result in satellite outages due to the impact of high-
energy particles, and cause unpredictable changes in the atmospheric drag for LEO satellites. In 2022,
this increased density led to the unexpected reentry of 38 newly launched Starlink satellites [14]. An-
other threat facing satellites is the risk of collisions. This risk is rising as the density of LEO objects
continues to increase each year. ESA estimates that over a million objects greater than 1 cm are in
various orbits around Earth [15]. In the upcoming years, thousands of additional LEO satellites are
scheduled to be deployed by existing and emerging satellite constellations. Although active satellites
use maneuvering to minimize collision risks, the debris from such a collision could lead to a disastrous
cascading failure of other satellites in nearby orbits. Such a scenario is known as 'Kessler Syndrome’,
which can make it difficult to deploy new satellites into orbit due to the high collision risk [16].

Threats to satellite networks can also be deliberate. In the past, China, India, Russia, and the United
States have successfully demonstrated the ability to target and shoot down decommissioned satellites,
generating significant amounts of orbital debris [16]. Although these weapons have not been used
offensively, their existence pose a threat by directly or indirectly affecting orbital satellites if they are ever
used offensively. Additionally, satellite networks can face cyberattacks [9], or experience temporary
non-deliberate outages. Such outages occasionally occur to all major internet providers, and have
occurred to Starlink and OneWeb in the past. This raises the question of how the resilience of these
LEO networks can be analyzed, while also considering the similarities and differences compared to
traditional internet infrastructure.

1.2. Internet Resilience

Existing work on internet resilience has primarily focused on the terrestrial infrastructure and outages
[10]. Previous research has investigated how critical elements of the terrestrial internet backbone,
including internet exchange points and submarine cables, may be susceptible to damage as a result of
terrestrial disasters or extreme space weather events. The largest recorded solar storm was the 1859
Carrington Event, and research has indicated that a similar event may be capable of disconnecting
parts of the internet by inducing currents in long submarine cables [17].

Some existing studies have investigated the resilience of satellite networks, however, these focus pri-
marily on the networking elements rather than threats posed by physical disruption scenarios. Some
studies have investigated how different types of packet routing through satellite networks can influence
the resilience against targeted satellite attacks [18], while other studies have identified the importance
of critical satellites [19]. By comparison, the terrestrial side of satellite networks has seen limited re-
silience analysis. In particular, the effect of ground station disruptions on the network performance
is important when considering resilience against natural disasters, and this has not seen extensive
academic analysis. This constitutes a research gap which will be investigated in this thesis. Such
an investigation can paint a clearer picture of how suitable different types of satellite networks are at
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providing service in a region following a natural disaster.

An additional topic with limited research is the effect of satellite motion and maneuvering on the re-
silience and recovery of a network. Existing satellite mega-constellation analysis tools such as Star-
rynet primarily focus on constructing a virtual network that can be used for packet-level simulations [20].
Although these simulation tools are useful for analysis of packet routing within the network, they do not
paint the full picture of how a satellite network is capable of reacting after an orbital disruption scenario
using maneuvering. Previous work investigated how maneuvering within a single orbital plane affects
the resilience of inter-satellite links [21], but have not considered how the motion of satellites in a full
constellation may be able to recover following a disaster event. As such, there exists a research gap
in investigating how maneuvering at the scale of a full mega-constellation can affect the post-disaster
recovery process. In addition to deliberate maneuvering, some mega-constellations contain multiple
orbital shells which can lead to a natural redistribution of satellites over time. This has seen limited
research in the context of resilience, and as such, will also be considered in this thesis.

By analyzing the resilience of satellite networks, more insight can be gained into the advantages and
disadvantages of satellite networks as an alternative to their terrestrial counterparts. Additionally, com-
paring different satellite constellations to each other can help identify the important parameters affecting
the resilience. This knowledge can aid end users who require highly resilient networking options, but
also provide a starting point for further research into a resilience analysis model for satellites, which
can aid both academic research and the development of future satellite constellations.

One unique aspect of satellite networks compared to terrestrial networks is the highly dynamic behav-
ior of the network nodes. For instance, a Starlink satellite makes an entire orbit in approximately 95
minutes. During this period, the satellite covers a wide global area around the world. As a result, a
single satellite can have a large influence on geographically distinct areas of the world. Additionally,
maneuvering satellites have parallels to dynamically changing terrestrial ad-hoc networks. Although
the orbital mobility of satellites is limited due to the amount of propellant. The orbital mobility will be
investigated based on the resilience triangle framework, in which a disruption and subsequent recovery
of the operational performance provides an indication of the overall resilience.

1.3. Thesis Overview

Based on the limited research on satellite resilience against physical threats, the primary goal of this
thesis is to expand on this knowledge and investigate the resilience of internet mega-constellations
when exposed to various types of physical disruption scenarios. With the main research question in
mind, "How resilient are LEO satellite internet services to terrestrial and space-based disruptions?”,
this thesis aims to:

» Analyze how LEO satellite networks depend on critical ground infrastructure.

» Simulate historical and hypothetical disaster scenarios to assess their impact on network avail-
ability and performance.

 Evaluate the structural vulnerabilities of satellite constellations to terrestrial and space-based out-
ages.

» Compare the resilience of different satellite network providers when exposed to outage scenarios.

* Investigate how satellite maneuvering may be used to recover from an outage.

As of the start of 2026, multiple LEO broadband satellite internet providers are either in the process of
building a constellation, or have a functioning network with active users. This thesis will focus on Star-
link, OneWeb, and Amazon LEO, which represent three service providers with different technologies
and levels of deployment. Each of these satellite constellations has key differences in the number of
ground stations and satellites. Starlink is the network with the highest degree of deployment, with over
9,000 active satellites and a wide global network of ground stations. Starlink is continuously deploying
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new satellites to their network, with a goal of around 12,000 operational satellites. OneWeb operates an
active network with 648 satellites, while Amazon LEO is in the process of deploying the initial phase of
their constellation, targeting a full constellation with thousands of satellites. Additionally, the satellites
themselves have different capabilities, with OneWeb satellites lacking the optical inter-satellite links
found in Starlink and Amazon LEO satellites. These differences have implications on the resilience
aspects against physical disaster scenarios, which will be investigated by comparing the competing
service providers.

By combining a review of currently deployed satellite internet architectures with simulation-based mod-
eling of disruption scenarios, this thesis aims to explore how real-world constellations can be impacted.
The simulations are informed by real-world case studies, such as the impact of a historical earthquake,
in addition to artificial disruption scenarios based on space disruptions. Two simulated terrestrial case
studies are applied to the different satellite networks: The 2025 Iberian Peninsula blackout, and the
1960 Chile Earthquake. This aims to model the effect of various failures on resilience and service met-
rics and compare how different satellite networks are affected. These two scenarios each represent
a distinct geographic region with different number of ground stations. Chile represents a region with
a low number of ground stations, while the Iberian Peninsula is located in a region with both a higher
user density and a higher ground station density. Additionally, both of these scenarios have available
data which can be used to guide the modeling process. The space-based disasters are based on a
simulated wide-area outage, which may be the effect of a powerful space weather event. The consid-
ered constellations are primarily modeled using tracking data, with the additional use of a Walker-Delta
constellation model to simulate different deployment stages of Amazon LEO. The simulations of the
case studies are based on a orbital models combined with a coverage and latency model. At each
snapshot in time, the constellation is evaluated in order to compute the resilience measures, including
coverage and latency.

The simulated maneuvering is based on tracking data of how satellites modify their orbit. If satellites
become non-operational, the remaining satellites across the entire constellation can shift their positions
in order to repair holes in the orbit. Additionally, satellites located at different altitudes have different
orbital periods. This means that a local disruption may disperse over time, thus reducing the impact.
This is analyzed by computing the local density of satellites over time, following a satellite disruption
event. The densities are evaluated using the resilience triangle for disaster recovery, thus allowing for
resilience comparisons between different networks.

1.4. Scope and Thesis Structure

One of the limitations of the scenarios is the lack of consideration of resilience associated with digital
threats, these include cyberattacks or network congestion. These are excluded since they necessarily
require additional information about how the network operates, such as the operational vulnerabilities
and the routing algorithm employed. By focusing on the structural aspects and physical constraints,
the performance of different constellations can be directly compared with each other.

Additionally, although the use of case studies can provide insight into the impact of specific scenarios,
they are only valid for a specific scenario and locality. This means that they may not generalize to
threats across the world, where parameters such as the local user density, the regional ground sta-
tions, and the overhead satellite density are different. Additionally, many factors are unknown due to
the proprietary nature of existing satellite internet networks. This requires assumptions and simplifica-
tions in the modeling process. These include assuming a shortest-path approach to routing between
satellites for latency estimation, which may not reflect how data is routed in the actual network. The
proprietary aspects also limit how much their real-world performance can be generalized in an analysis
model that considers multiple network operators.

Since the resilience is investigated from primarily a structural and performance perspective, the re-
silience impact of the companies operating the networks are not considered. These include factors
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such as the different sizes of the companies, differences in market share, and how they may be able
to respond to a disaster differently based on their available resources.

The thesis is structured into chapters containing background information, the modeling and simulation,
and the results. Chapter 2 covers some background regarding satellite internet networks. It starts by
discussing the architecture of satellite networks, including orbital constellations, network components,
communication links, and maneuvering. Additionally, the chapter gives an overview of ways satellite
networks can be disrupted by external factors.

Chapter 3 covers the resilience aspects of satellite and related networks. It starts by providing an
overview of relevant resilience metrics and how they may apply to satellite networks. This is followed
by an investigation into related work about network resilience and satellite simulation tools.

Chapter 4 goes into detail about the development of the simulation tool for analysis of satellite resilience.
This chapter explains the assumptions and methods used for modeling the satellite network, and how
the data was gathered for the various satellite network operators. Additionally, it explains how different
disruption scenarios are computed for the resilience analysis.

Chapter 5 presents and discusses the key results found through the simulation process. Using a series
of case studies, the results of simulated ground disruptions to critical infrastructure are discussed.
Additionally, the results of space disruptions are presented along with a simulation of how compromised
satellite networks can be repaired through maneuvering.

Chapter 6 discusses some of the limitations with the work and other aspects that warrant further study,
and also contains the conclusion with the main findings of the thesis.






Background and Related Work

Satellite internet networks have been developed and analyzed from both practical and theoretical per-
spectives. Since the mid-2010s, the concept of large-scale satellite constellations has gained renewed
interest, with several commercial entities aiming to provide broadband internet access to a geograph-
ically diverse and often underserved global population. These systems leverage advances in satellite
manufacturing, launch economics, and communications technology to offer scalable, low-latency con-
nectivity from low Earth orbit (LEO).

In this chapter, relevant literature and prior work regarding the design and operation of satellite net-
works are reviewed. Special attention is given to system architectures, deployment models, and the
technologies and main characteristics of operational satellite networks. Additionally, possible disrup-
tion scenarios and mechanisms of action are discussed. This forms the basis for the simulation model
and resilience analysis presented later in this thesis.

Section 2.1 introduces the key technologies and network architectures used in satellite internet sys-
tems. Section 2.2 provides an overview of major active satellite internet operators and the structure
of their respective networks. Section 2.3 focuses on vulnerabilities of terrestrial infrastructure compo-
nents, while section 2.4 discusses potential disruptions affecting the space segment of the network.

2.1. Network Architecture

A broadband satellite network consists of many components and technologies working together. This
section gives an overview of the main components involved with such a network, types of orbital con-
stellations, types of connectivity, and how satellites maneuver. Although the primary focus is placed on
the systems used with LEO satellite internet constellations, some related technologies are discussed
in order to provide context. This serves as foundational background knowledge for further analysis.

2.1.1. Network Components
A satellite internet network consists of multiple interconnected elements that work together to facilitate
data transmission. These can broadly be divided into three domains: the user domain, the space

segment, and the ground segment. An overview of the components is shown in Figure 2.1.
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Figure 2.1: Overview of the main components in a satellite internet network

A user terminal (UT) is the ground-based elements that a customer uses in order to access a satel-
lite network. User terminals use antennas ranging from portable electronically steered phase array
devices to larger mechanically steered parabolic antennas. Parabolic dish antennas have been ex-
tensively used historically for satellite communications, offering good performance and low cost for
tracking a single satellite. The disadvantages are slow tracking speeds, large sizes, and the potential
of mechanical issues over time. Modern user terminals employ phased array antennas, which allow
for a lower profile, faster steering, and multi-beam capability. These use electronic beamforming in or-
der to generate the desired radiation pattern with fewer or no moving parts. Manufacturers often offer
multiple user terminal options depending on the customers requirements for data rate and portability
[22].

Satellites are launched by space launch vehicles into an orbit where they are subsequently deployed.
Common for most communication satellites is the use of solar panels and batteries for power, actuators
for attitude control, thrusters for maneuvering, onboard electronics for control, and antennas for com-
munication to and from the ground. Similar to ground stations, internet satellites often use directional
parabolic antennas or phased array antennas for high-speed connectivity. Low-gain antennas may
also be present in order to receive commands from the ground or provide telemetry data. Broadband
satellites generally use the Ku-band (12-18 GHz) or Ka-band (27—-40 GHz) [23], which allows for larger
bandwidths compared to lower frequency bands.

Ground stations (GS), or gateways, are fixed terrestrial installations capable of contacting orbiting satel-
lites. This can be for commanding and controlling the satellites themselves, or handling of traffic to and
from the satellites. Multiple ground stations located around the world can work together to serve a
single satellite network. Such a ground station network is critical for the proper functioning of a satellite
internet network, since it must be capable of handling the traffic of all active network users. This neces-
sitates high-throughput connections, with each ground station location often using multiple parabolic
dish antennas tracking the movements of overhead satellites.

In order to connect a satellite network to the wider internet, ground stations need access to the internet
backbone. These interface points are points of presence (PoPs), which are often data centers or
internet exchange points [24]. For the users of of a satellite network, their traffic will appear to originate
from these locations, making it possible to identify which PoPs are used by a network. These have been
used in order to create crowd-sourced datasets of the infrastructure surrounding satellite networks [25,
24].

Similar to terrestrial broadband, customers generally pay a subscription fee to gain access to the net-
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work [3]. When the network is fully operational, these key components work together in order to give
a user seamless access to high-speed low-latency internet without the use of cellular networks or ter-
restrial broadband.

2.1.2. Orbital Satellite Constellation

A communication satellite moves in a regular orbit around the Earth. The orbit of a single communi-
cations satellite is characterized by a number of key parameters, namely the orbital altitude (related to
semi-major axis), inclination, orbital period, and eccentricity.

Different satellite orbital altitudes are classified in groups. Low Earth orbit (LEQ) are orbits with an
altitude below 2000 km, medium Earth orbit (MEO) are orbits between 2000 and 35 786 km, and high
Earth orbits (HEO) are orbits above 35786 km. The orbital period of point masses can be computed
using Kepler’s third law,

T=2m|— (2.1)

where a is the semi-major axis, G is the gravitational constant, and M is the mass of the larger body. For
satellites in orbit around Earth, factors such as flattening, different densities, and the influence of other
terrestrial bodies result in minor discrepancies [26]. Satellites located in higher orbits have longer orbital
periods. At an altitude of 35786 km, the orbital period matches the rotation of Earth. When orbiting
near the equatorial plane, the satellites appear either stationary in the sky (geostationary) or within
the same region (geosynchronous). This is favored for some communication and television satellites,
since a fixed satellite dish can be installed. However, this distance results in a worse link budget and in
a round trip delay of over 200 ms, making it unsuitable for many low-latency applications. In contrast,
LEO satellites make an entire orbital revolution approximately every 90 minutes. This allows for lower
latencies, but limits the contact period and generally requiring active tracking. Additionally, the lower
altitude limits the possible coverage area due to visibility and angle constraints, requiring a greater
number of satellites in order to achieve global coverage.

Due to the high number of required LEO satellites, it is generally advantageous to distribute them in
a regular grid-like pattern. This is achieved by dividing all the satellites up into groups with similar
motion characteristics. A set of satellites placed in the same spatial orbit constitutes an orbital plane.
The satellites located in the same plane have temporal offsets in order to distribute them. A shell
consists of multiple such planes with coordinated spacing and phasing. Orbits within a shell have the
same orbital altitude, and often similar inclinations to form regular orbit patterns. A full satellite internet
constellation may include multiple shells to improve the global coverage area. A common design pattern
is the Walker-Delta constellation, which arranges satellites in uniform phase across multiple planes.
This allows for efficient coverage, simplified handoff management, and predictable behavior for routing
algorithms [27]. Examples of satellite constellation patterns are shown in Figure 2.2

Modern constellations may consist of thousands of satellites, with some configurations such as Star-
link targeting over 12,000 active satellites in their final design. These span several orbital shells and
inclinations, thus providing a high degree of coverage tailored to the target service areas and user
densities.

2.1.3. Bent-pipe and Inter-satellite Links

Satellite-based communication has the goal of forming a communication link between two points on
Earth. The simplest approach is using a direct bent-pipe connection. A direct bent-pipe satellite archi-
tecture is one in which satellites do not have direct connections between each other. Instead, they relay
data between a user terminal and a ground station. In the most basic form of a bent-pipe connection,
a signal received at a specific frequency is amplified and transmitted back at a shifted frequency. This
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Walker Star Walker Delta

Figure 2.2: lllustrations of basic satellite constellation geometries. The red arrows indicate the direction of motion within the
satellite planes.

approach has limitations, since each transponder can only handle one data stream, but is still widely
used for amateur radio satellites and some communication satellites. In the context of satellite internet
networks, one satellite still needs to perform some onboard processing in order to handle traffic from
multiple users, with the bent pipe terminology referring to the networking structure.

Due to the nature of the direct bent-pipe connection, the satellite must simultaneously be in view of
both the user terminal and a suitable ground station to allow for a successful connection. This limits the
coverage area of a ground station, and requires terrestrial deployments that cover the entire service
region. Since each satellite only communicates with hardware on the ground, no data is directly routed
between the orbiting satellites. This approach has limitations in terms of global reach and network
resilience. If no ground stations are visible, the satellite cannot forward data, even if other satellites
are in view. As such, the coverage area is dependent on the global distribution of ground stations. The
example in Figure 2.1 shows a direct bent-pipe connection between the user and the ground station.

Since orbiting satellites are in view of each other, a natural solution is to communicate between orbiting
satellites. Such connections are referred to as inter-satellite links (ISLs), and are direct communication
links formed without an intermediary ground station. These connections make it possible for satellites,
which would otherwise not be within the coverage area of a ground station, to have an indirect connec-
tion through one or more satellites acting as relays [24]. ISLs allow for a ground station to serve users
much farther away than what is possible with a direct bent-pipe connection, an architecture sometimes
referred to as "extended bent-pipe”. A satellite has limited amounts of transceivers for inter-satellite
connections, which limits the ways in which data packets can be routed through the network. Conse-
quently, one approach for forming an interconnected constellation is to use the regular pattern of the
constellation (e.g. Walker-Delta constellation) for scheduling inter-plane and intra-plane connections,
which results in predictable and regular inter-satellite connections [28].

The range and performance of inter-satellite links are limited by hardware and physical constraints.
Since satellites operate outside the dense atmosphere of Earth, they can use optical laser systems
which are not attenuated in the vacuum of space. These offer a lower power consumption, reduced
scattering, and smaller footprint compared to radio systems. Additionally, optical communications are
not restricted by the limited radio frequency spectrum and radio regulations, which are advantageous
for satellite operators [29]. The lasers are heavily attenuated by Earth’s atmosphere and require an
unobstructed line of sight, which places a limit on the maximum distance. Additionally, the power,
optics, pointing accuracy, and sensitivity of the optical communication equipment limit the maximum
possible range of these systems. Starlink claims that the lasers used on the satellites can achieve data
rates up to 200 Gbps, with the Starlink Mini satellites having a reported maximum range of 4000 km
with link speeds of 25 Gbps [30].
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Figure 2.3: lllustrative example of a transfer orbit [34].

2.1.4. Satellite Deployment and Maneuvering

One important aspect of satellite constellations is the deployment and maneuvering capabilities of the
satellites. During launch, satellites are securely located in a launch vehicle. Once the correct orbit has
been reached, satellites are deployed from the launch vehicle, often as a group. The initial parking
orbit is generally lower than the operational orbit, and satellites are subsequently raised to their op-
erational orbits using the onboard thrusters once they are confirmed to be operational. The available
onboard propellant of a satellite determines the total amount of maneuvering it is capable of over its
operational lifetime, while the thrust of the propulsion system affects how quickly it is able to perform
maneuvers. Additionally, the efficiency of the propulsion system affects the propellant consumption.
Electric thrusters such as hall-effect thrusters are highly efficient, but exhibit low thrust compared to
chemical propulsion systems [31]. Due to their high efficiency, electric propulsion systems are being
used in many newly deployed satellites and mega-constellations [32].

Once deployed to a target orbital plane and inclination, large changes the plane and inclination consume
a significant amount of propellant [26]. Satellites thus generally maneuver by raising or lowering their
orbits while staying within the same inclination and plane. If out-of-plane are performed, it is generally
for station-keeping or for making small corrections to the plane.

In-plane orbital maneuvers are used for multiple purposes. During the initial orbit-raising phase, in-
plane thrust is used to raise the orbits. By combining orbit-raising and orbit-lowering, the relative phase
of satellites within an orbital plane can be controlled, which is used in order to distribute satellites to
their target positions following their initial grouped launch. Additionally, in-plane maneuvers are used
for station-keeping in order to counter the effect of atmospheric drag. Finally, maneuvers are used in
order to temporarily change the altitude or phase of a satellite to avoid other satellites or orbital debris
[33]. One basic type of orbital maneuvering is the Hohmann transfer orbit, shown on Figure 2.3, which
can be used to transfer between two different circular orbits. The classical Hohmann transfer orbit uses
instantaneous momentum changes, which is not possible for the low-thrust propulsion systems used in
many LEO satellites. Instead, a longer burn results in a spiral trajectory as the satellite maneuvers. As
explain in subsection 2.1.2, lower orbits have lower orbital periods. By timing when and how satellites
are raised to their target orbit, a desired satellite distribution can be achieved. The perpetuance from
the non-spherical shape of Earth can also be exploited to induce indirect orbital changes using fuel-
efficient low-thrust maneuvers [31]. Once a satellite has reached its end-of-life, it is generally de-orbited
using the remaining propellant [32]. The satellite subsequently burns up during reentry into Earth’s
atmosphere, which reduces the amount of inactive space junk.



12 2. Background and Related Work

2.2. Satellite Network Operators

Multiple companies have proposed or created designs for large-scale satellite internet networks. In this
section, Starlink, Amazon LEO, and OneWeb are introduced with their overall network characteristics.
A summary of their main characteristics can be found in Table 2.1.

Starlink OneWeb Amazon LEO
Operator SpaceX | OneWeb (Eutelsat) Amazon
Satellites Planned ~12000 ~648 ~3236
Satellites Operational >9000 656 182
Orbit Altitude [km] 340-550 1200 590-630
ISLs Yes No Yes

Table 2.1: Comparison of Starlink, OneWeb, and Amazon LEO as of January 2026 [35]

Starlink is the satellite internet network with the largest amount of satellites. As of the start of 2026,
the Starlink network consists of over 9000 satellites in multiple different orbital shells in LEO, operating
at altitudes of around 550 km [36]. 12000 satellites are currently planned to be deployed in the full
constellation. This may change in the future as the constellation evolves. The satellites are deployed
into different orbital shells and inclinations in order to provide global coverage, with the proposed satel-
lite inclinations including 42°, 48°, 53°, 70°, 74°, and 81° [37]. The Starlink network is operated by
SpaceX, and is supported by a global network of dedicated ground stations. Starlink satellites utilize
optical inter-satellite links (ISLs) in order to extend the connectivity to areas without nearby ground sta-
tions. Additionally, since this network is operated by a space launch company, they can launch with a
high cadence compared to other satellite internet operators [3]. This network is unique compared to the
other considered satellite networks, since it is the only fully operational consumer-targeted broadband
satellite internet service as of the start of 2026. Customers can purchase and use small phased-array
user terminals (Dishy) with a broadband subscription in order to access the network. Starlink has over
9 million subscribers, which constitutes the largest market share in the consumer market [38].

OneWeb, operated by the French Eutelsat group, is another satellite internet provider aiming to provide
internet access across the world. Compared to Starlink, OneWeb is primarily business-focused with
fewer operational satellites (with just over 600 satellites as of 2025). OneWeb satellites are stationed
in polar low Earth orbits at an altitude of approximately 1200 km, forming a Walker-Star constellation
[3]. This constellation consists of a single shell with every satellite orbiting at the same altitude and
pattern. Additionally, OneWeb has a network of ground stations distributed across the world, serving
users through a direct bent-pipe connection without inter-satellite links. In order to access this network,
customers deploy user terminals varying from large parabolic antenna solutions to compact phased
array terminals.

Amazon LEO, a subsidiary of Amazon, aims to create a large-scale satellite internet network compara-
ble to Starlink. 3236 satellites are planned to be stationed in orbital shells at altitudes between 590 and
630 km, with 27 initial production satellites launched in April 2025 [39] and 182 operational satellites as
of January 2026 [40]. Many of the proposed elements of Amazon LEO are similar to Starlink, with net-
work planning to use high-capacity optical inter-satellite links. Additionally, the existing Amazon Web
Services ground station network serves as a starting point for the initial deployment. Internet access
through Amazon LEO is not yet publicly available as of the start of 2026, meaning that operational
performance characteristics are unknown.

These three constellations have the goal of providing high-speed broadband internet access using a
LEO satellite network. There are, however, other examples of operational satellite constellations sup-
porting low-speed communications and limited internet access. These include Globalstar, Iridium, Or-
bcomm. Additionally, Viasat is an example of an internet provider using geostationary satellites. Other
mega-constellations are currently being deployed or planned. One example is the Chinese Guowang,
targetting a full constellation with approximately 13000 satellites. One estimate indicates that there
may be approximately 80 000 LEO satellites if all planned constellations are fully deployed [41].
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2.3. Terrestrial Disruptions

The terrestrial elements of a satellite internet network, such as the ground stations or the PoPs, can
be susceptible to disruptions or damage. In this section, some background information and existing
studies are considered in order to identify ways in which the terrestrial elements can be damaged or
disrupted.

Natural disasters: Terrestrial communication infrastructure can be affected by natural disasters, either
through direct damage or indirect effects, such as electrical failures and power loss. These natural
disasters are often unpredictable, with some trends indicating that the risk of these disasters are rising
over time. Examples of natural disasters are earthquakes, hurricanes, tsunamis, wildfires, and volcanic
eruptions [42]. The risk carried by these disasters depends on both the geography and the level of
preparedness of the local infrastructure. The impact of earthquakes has also been investigated using
case studies, which have shown that the failure of communication systems due to earthquakes can
cause significant disruptions to personal life and disrupt economic activities [43].

The 2011 Japan earthquake resulted in disruptions to telecommunication systems and submarine ca-
bles, with the affected region losing almost all terrestrial communication services. Disaster response
teams relied on the cellular network when available, but also used satellite phones and other commu-
nication options, which were often plagued by poor reception and quality [11]. A hurricane is another
example of a natural disaster with high damage potential to telecommunications. Tens of hurricanes
occur yearly that result in power outages and communication disruptions. An extreme example is hur-
ricane Katrina in 2005, which disrupted cellular and emergency communications, making it difficult for
first responders to coordinate rescue operations [44].

When it comes to satellite networks, earthquakes and other natural disasters can impact the operation
of PoP locations, the satellite ground stations, or other network infrastructure serving these nodes.
Earthquakes are unpredictable events, so the analysis of earthquakes is often focused on seismic risk
based on historical data, with The Global Seismic Hazard Assessment Program (GSHAP) [45] and the
OpenQuake software [46] being common tools used for risk assessments.

Power outages: Both the ground stations and the internet backbone require electricity for operation.
In the event of a power outage, these sites can be disrupted. Power outages are a common effect of
natural disasters due to damage to key grid components, but they can also occur due to human errors
or faults in the electrical grid. Modern electrical power grids contain many safety systems designed to
prevent blackouts, but the failure of these systems can lead to devastating cascading failures affecting
a wide area. A survey of recent power outages indicate that thousands of power outages occur on
a yearly basis in the USA alone. Additionally, the survey analyzed global blackouts between 2011
and 2019, finding that 50% were due to weather or trees, 31.8% were due to equipment or human
error, 10.6% were due to vehicles or accidents, 6.1% were due to over demand, and 1.5% were due to
animals [47].

As arecent example, in April of 2025, a large-scale power outage occurred, impacting almost the entire
Iberian Peninsula. This blackout resulted in telecommunications and internet access being unavailable
for most people in the region. Internet data from Starlink users in the region indicated that their data
was routed to alternative ground stations following the blackout. This indicates that Starlink ground
stations in the area were taken offline, but that the network was able to rapidly adapt and use the ISL
connections to reroute the data [5].

Attacks: Disruptions to the ground infrastructure can also occur as a result of deliberate attacks. One
possibility is cyberattacks aimed at disrupting the operation of key internet infrastructure or the ground
stations [48]. Physical attacks targeting the infrastructure are also a possibility. In the past, there have
been significant disruptions to submarine fiber optic cables, attributed to either accidental or deliberate
actions [49]. Additionally, there have been disruptions to land-based fiber optic cables as a result of
sabotage.
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One study investigated ways in which satellite ground infrastructure can be attacked [9]. It highlights
how hostile actors can gain access to critical satellite infrastructure through hacking with examples of
previous attacks. Some of these attacks were disruptive in nature, while others sought to gain sensitive
data.

2.4. Space Disruptions

Although satellites in orbit around Earth are generally not physically affected by terrestrial disaster
events, they operate in a harsh environment where physical repairs are almost impossible. This section
presents some of the challenges facing the space segment of a satellite internet network, and how this
can lead to damage or disruptions to the satellites.

2.4.1. Space Weather Events

Extreme space weather events such as solar super storms can have a disruptive effect on orbiting
satellites. The increased amount of radiation can be damaging to the onboard electronics, and the
solar storm can have indirect disruptive effects on satellites [50].

Satellites exposed to solar storms can experience signal degradation, signal loss, or radio blackouts
due to disturbances in the ionosphere. Additionally, the thermal effects of the solar storm can lead to
swelling of the atmosphere and increased drag in low orbits [50]. This has the highest impact on newly
launched satellites which are still positioned in lower orbits before orbit-raising maneuvers.

The radiation from solar storms includes energetic charged particles, which can induce charges and
faults within the onboard electronics of satellites, such as bit flips or bit errors, collectively known as
single-event upsets. Charged particles from the solar wind are captured by the Earth’s magnetic field,
with the highest concentrations found within the Van Allen belt. These high-radiation regions extend
down to 200 km at the South Atlantic Anomaly, where the magnetic field is weakest. This is also the
region where the highest number of single-event upsets occur within LEO satellites [51]. Sustained
exposure to high-energy particles also result in degradation of equipment over time, such as reduced
solar cell efficiency and damage to materials [50].

In March 1989, a geomagnetic storm resulted in multiple satellites experiencing electrical faults and
malfunctions, with weather and communication satellites experiencing temporary loss of control [52].
The same solar storm caused some power grid disruptions on the ground. In January of 1994, the
Anik-E1 and E2 geosynchronous communication failed due to the effects of a solar storm. This led to
disruptions in television, data, and telephone services in regions of Canada [13]. Anik-E1 was restored
to operation after seven hours, while Anik-E2 was only restored to operation after five months due to
failures in the backup systems. Investigations attributed the failures of these satellites to high-energy
electrons disrupting onboard electronics.

In a more recent example, a 2022 solar super-storm increased atmospheric density, leading to the early
de-orbit and loss of 38 recently launched Starlink satellites [14]. Another large-scale geomagnetic storm
occurred in May 2024, resulting in increased LEO atmospheric drag. Analysis of satellite tracking data
show that thousands of satellites, predominantly Starlink satellites, performed orbital maneuvers in
response to the altitude loss following the geomagnetic storm [53]. Additionally, a study investigated
the effects of recent solar storm activity on satellite internet services during 2024 and 2025, finding a
measurable decrease in throughput during periods of high solar activity. Network performance tests
conducted using the LEOScope testbed indicated that intense solar storms can lead to a 20% decrease
in throughput, a 10% increase in latency, and a doubling in packet losses with the Starlink network [12].

The effect of solar storms have been considered from an operational readiness perspective. In 2025,
ESA organized a campaign simulating the effect of the 1859 Carrington event, the strongest recorded
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geomagnetic storm, on launch operations of a satellite. This revealed major challenges due to the pos-
sibility of communication blackouts, instrumentation failure, and unpredictable changes to atmospheric
drag [54].

2.4.2. Satellite Damage and Lifespan

Although physical anti-satellite attacks are rare, anti-satellite weapons have been successfully demon-
strated by the United States, China, India, and Russia. These tests have resulted in extensive debris
fields, some of which are still in orbit around Earth. One example was a Russian test of an anti-satellite
missile in 2021, which destroyed the Kosmos 1408 intelligence satellite. The remains of the satellite
posed a collision threat to the International Space Station and other LEO satellites. A nation-state actor
thus has the capability of directly destroying target satellites, which can also result in a wider disruption
due to the resultant orbital debris [16].

Similar to the ground systems, satellites can be targeted through indirect attacks, such as jamming or
hacking attempts. This is exemplified in the 2007 and 2008 disruptions of two NASA satellites, in which
hackers gained unauthorized access through a ground station, with an official report stating that such
interference has the possibility of damaging or destroying satellites [55].

Physical destruction of satellites can also occur due to collisions with space debris. Over time, both
the amount of space debris and the number of functional satellites have significantly increased. 2025
estimates from ESA indicate that there are approximately 54 000 objects greater than 10 cm, and over a
million greater than 1 cm in orbit around Earth [15]. In extreme scenarios, a few destroyed satellites can
result in the so-called Kessler syndrome, where space debris destroys other satellites in a cascading
manner, creating a dense debris field, and making it difficult to deploy additional satellites in the region.
This is a risk that continues to increase with the deployment and expansion of LEO mega-constellations
like Starlink [56].

Satellites must withstand the harsh conditions in space, which cause natural degradation over time.
Satellite faults can also be due to design issues, electrical problems, or mechanical failures [57]. Satel-
lites which are no longer operational can be taken out of the networks by lowering their orbit to inten-
tionally de-orbit them. In mid-2025, estimates show that approximately one or two Starlink satellites
are de-orbited per day [58]. Satellites can also be de-orbited once they reach the end of their oper-
ational lifespan. The number of de-orbited Starlink satellites is expected to increase with the size of
the constellation. It is estimated that up to five satellites will be de-orbited daily once full constellations
are deployed in the future [59, 37]. Intentional de-orbiting of retired satellites differs from unexpected
satellite disruptions, since the latter can occur without warning or replacement plans. Satellites can
be deliberately retired as satellites with improved capabilities are deployed, or because their onboard
propellants are close to being depleted. As an example, Starlink satellites have an estimated lifespan
of 5 years, leading to a high rate of retirement across a fully populated constellation [37].






Resilience

Network resilience considers how robust and tolerant a network is against disruptions. In this chap-
ter, resilience of various relevant networks are discussed in order to identify ways in which a satellite
network can be analyzed. Additionally, literature relevant to satellite resilience is discussed.

Section 3.1 provides an overview of metrics commonly used for resilience analysis. Section 3.2 dis-
cusses how related work about resilience are applicable to satellite networks. Based on this, section
3.3 discusses gaps in the existing research and ways in which this thesis can contribute.

3.1. Resilience and Metrics

Resilience as a concept can cover many different fields. On a fundamental level, resilience refers to
the capability of resisting difficulties and recovering after adverse events. This can be applied to many
different systems and fields of research, such as biology, sociology, engineering, computer science,
and healthcare. The importance of resilience analysis lies in understanding ways a system may be
vulnerable, and often finding ways to lessen these vulnerabilities. An important aspect of this analysis
involves being able to quantify the resilience in order to allow representative comparisons between
related systems. Due to the diverse nature of resilience, different fields of study have adapted various
relevant metrics [60]. In order to identify possible analysis approaches for a satellite network, multiple
types of resilience analysis and metrics have been identified.

One example of resilience analysis is found in network theory. Many real-world systems can be mod-
eled as a network or graph, which makes network theory a powerful tool capable of generalizing to
different scenarios. There are many ways to quantify the resilience of a generic network. In graph
theory, the concept of the largest connected component is commonly used as a purely structural mea-
sure for resilience [61]. In a sparse network, this indicates how many of the total number of nodes are
inter-connected. A similar structural metric is the average two-terminal reliability (ATTR), which is a
measure of the impact of a disaster event. It is the ratio between the number of connected node pairs
and the total number of node pairs in the network [62]. The purpose of this metric is to quantify how
disconnected a network is, rather than the amount of redundancy available. Although these measures
are effective in indicating the level of connectivity within a network, they are primarily applicable when
the nodes serve similar purposes and transfer information between each other. For a satellite network,
ground stations, satellites, and users each represent different distinct systems. Due to this asymmetry,
the largest connected component or ATTR do not give useful indications of resilience. Additionally,
networks without ISLs make it difficult to define how the largest connected component is computed.

17
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Since the graph-based metrics are less suitable for analyzing the performance of a satellite internet
network, performance-based metrics can be considered. Here, both the structure and the performance
of the network must be evaluated, which can change as a result of an external disruption [61]. These
performance characteristics include the following:

Coverage: The coverage metric indicates the terrestrial coverage area of the network. This can either
be normalized by the population density to estimate the user availability, or evaluated as-is to quantify
the available coverage area. The latter gives an indication of how well the satellite network covers the
entire world. The difference in coverage before and after the event provides a numerical metric for
quantifying the overall impact, either on the number of users, or the geographical coverage area.

Service capacity: This is an estimation of the number of users the network is capable of serving at
a baseline performance. Reductions in service capacity are indicators of how severely degraded the
system is.

Latency: This is the propagation time for a packet through the network. The latency depends both
on the position of the user, and the path the packet takes through the network to reach its destination,
such as a ground station.

Recovery time: Mean time to recovery (MTTR) is a metric that indicates the recovery rate of a device
or service in response to a fault. In the context of a satellite network, it can be used to quantify how
quickly a fault can be repaired, and the network returns to its full capacity. This is related to service
downtime [21]. Estimating the MTTR requires modeling or measuring how quickly a network recovers
from faults, which can be challenging for proprietary systems with limited data.

These metrics are influenced when a system performance is degraded, either by natural or artificial

means. A generic comparative framework can be constructed by combining these service metrics with
a way to target the system.
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Figure 3.1: lllustrative example of a resilience triangle

When assessing the resilience of a system, the recovery phase after a disruption is important. One
approach is to evaluate a performance metric to reveal how it is impacted and returns to the baseline
over time. This forms a triangle, known as the disaster resilience triangle. An illustrative example is
shown in Figure 3.1. The area of the triangle gives an indication of how resilient the system is against
the given disruption scenario. This area is affected by both the impact of the disaster and how quickly
the performance metric partially or fully recovers [63].
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With the resilience triangle, the loss of resilience is defined as the cumulative impact on the perfor-
mance,

ty

R=| [1-0Q@®)]dt (3.1)
to

where Q is the evaluation function indicating the performance or quality of an infrastructure. One
disadvantage of the resilience triangle is the reduction of two measures, impact and recovery time
into one. A larger impact with a faster recovery time can thus result in the same calculated resilience
as a smaller impact with a longer recovery. Additionally, the ending time, t;, is the time when the
performance measure recovers to the original value [64]. In some cases, it may not return to the
original measure, or it may recover to a higher-than-initial value. In these cases, t; can be defined
as the time the infrastructure reaches a new steady state, representing the restored performance.
Additional metrics can be derived from the resilience triangle [65]. The residual performance is the
lowest normalized performance during the disruption, with its complement being the depth of impact.
The restored performance is the normalized performance once it reaches a new steady state. The
disruption duration is the period of degraded performance. The failure and recovery rates describe the
slope of the performance curve during the failure and recovery phases. Additionally, the cumulative
performance is the complement of the cumulative performance loss defined in Equation 3.1.

3.2. Related Work

Resilience of networks, especially critical terrestrial networks, has been extensively analyzed for vari-
ous fault conditions. Additionally, research into resilience aspects of satellite networks has been inves-
tigated to a certain extent. The purpose of this section is to provide an overview of the relevant existing
literature related to satellite network resilience, which can serve as a baseline for additional research
in this thesis.

3.2.1. Satellite Constellation Analysis

Due to the opaque nature of many commercial satellite internet deployments, direct knowledge of the
inner workings and routing of satellite networks is generally unavailable. Using publicly available infor-
mation in combination with dedicated measurements, researchers have gained insight into the perfor-
mance characteristics of Starlink, and how it handles bandwidth- or latency-critical tasks [24]. Other
studies have attempted to gain knowledge about the physical characteristics of satellite constellations
by making use of direct RF measurements [23], thus providing insight into the deployed physical layer.
Companies planning to operate satellite constellations must operate under regulations imposed by
agencies such as the FCC. Public regulatory documents have been analyzed in order to derive infor-
mation about the planned satellite networks. These provide additional insight into LEO constellations,
primarily related to constellation shape and radio frequency allocations. A 2021 study conducted a de-
tailed comparison between Starlink, Amazon LEO, Telesat, and OneWeb using data from FCC filings

2].

The unknown elements are still subject to academic interest. One area of research include the explo-
ration of different routing methods in a LEO network. The challenge lies in the dynamic nature, making
many traditional routing algorithms unsuitable. A related topic is the investigation of how different rout-
ing algorithms affects network performance when under heavy load conditions [66]. Inter-satellite links
and constellation topologies also represent an interesting topic for research. Prior to the deployment of
active mega-constellations, the research investigated how network structures and ISL configurations
affect the performance in LEO constellations [67]. In recent years, such research is often considered
in the context of real-world mega-constellations like Starlink, including investigations into theoretical
performance characteristics of networks based on the limited ISL connections deployed by Starlink
[68].
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Although LEO satellite networks are generally consumer-oriented, research has investigated whether
orbital infrastructure can be used to compliment submarine fiber cables as part of the internet back-
bone. The highly variable latency was found to be one factor making it challenging to directly replace
terrestrial backbone infrastructure [69]. Additionally, the existing networks have been investigated from
a risk management perspective. A 2025 study investigated whether LEO networks can be used as an
emergency backup network during a large-scale outage, finding that only 14.7% of lost submarine cable
capacity can be restored at most [6].

Some research have investigated the negative aspects of satellite networks. The increasing number of
LEO satellites have given rise to concerns about space junk and the impact of reflective satellites affect-
ing astronomical observations. A higher density of satellites can also negatively affect radio astronomy
due to unintended radiation. These concerns have led to astronomical parties proposing regulations
to limit the impact on astronomy [41].

3.2.2. Resilience of Ad-hoc Networks

One unique aspect of satellite networks is the dynamically evolving topology, which has similarities
to ad-hoc networks. These are decentralized networks in which the network nodes work together
to handle the traffic, with examples being the wireless ad-hoc network (WANET) or mobile ad-hoc
network (MANET). The decentralized nature requires the nodes to discover and construct links to each
other, which draws parallels to inter-satellite connections. Exploring the approaches applied to ad-hoc
networks can thus provide insight into how a dynamic time-evolving network can be analyzed.

The measure of resilience is relevant in the context of a decentralized network due to the impact on
reliability. Some types of ad-hoc networks are used in support of military or disaster response appli-
cations, where a highly reliable decentralized system is desired. Connections between the nodes can
appear or disappear as the network changes over time, making it difficult to predict the future topol-
ogy [61]. Survivability in the context of network resilience can be applied to ad-hoc networks, where
network resilience is measured in terms of how the service handles operational disruptions.

One example of an ad-hoc network with many similarities to a satellite network is the flying ad-hoc
network (FANET), in which multiple UAVs communicate to form a decentralized network. Similar to a
satellite network, a FANET exhibits spatial and temporal changes in the nodes forming the network,
with the possibility of rapid changes in the network structure. Additionally, the individual nodes can
communicate with each other similar to inter-satellite communication links. One study introduced a
resilience analysis method for FANETs. This is on the basis of using the performance loss as a metric for
the system resilience. Additionally, it incorporates the ability of UAVs forming a FANET to dynamically
respond to an outage event in their resilience analysis and use a case study to evaluate the methods,
which forms the basis of a resilience triangle as discussed in section 3.1. The results indicate that the
network performance decreased as nodes are attacked. Additionally, the performance of the FANET
was found to be dependent on the range and number of nodes [70]. The use of case studies and the
reactive reconfiguration of the network are methods that can be applied to satellite networks. There are,
however, key differences between ad-hoc networks and satellite networks. Although satellite networks
are highly dynamic, they generally operate in a grid-like predictable topology, which makes it possible to
plan the connectivity in advance. Additionally, the motion of satellites are limited due to the maneuvering
capabilities as explained in subsection 2.1.4, which limits how much the constellation can be modified.

Wireless mesh networks are related to ad-hoc networks. The mesh network topology employs connec-
tions between individual nodes, which are often decentralized. Many decentralized ad-hoc networks as
themselves constructed as a mesh network, but meshes can also be deployed in a deliberately planned
structure. Wireless mesh networks have been considered as a potential candidate for expanding cel-
lular connectivity with a lower deployment cost compared to traditional infrastructure. One example
is WIiBACK, a technology developed to extend cellular communications infrastructure in under-served
areas using a wireless mesh instead of wired connections. Although the technology handles dynamic
network reconfiguration, management, and healing, it is primarily designed to operate using stationary
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node installations [71]. The resilience of these networks are also subject to research. One study inves-
tigated how weather-induced attenuation can affect the performance of a mesh network based on fixed
router installations. It found it advantageous to use weather forecasts to proactively plan the future
topology [72]. This draws a parallel to the effect of space weather events, the effects of which can be
predicted using short-term forecasts based on observational data. These forecasts are published by
the Space Weather Prediction Center [73].

3.2.3. Internet Resilience

Researchers have investigated the causes and impacts of historical internet outages. A 2018 paper
identified and classified the outages into different categories: natural or human, accidental or inten-
tional, physical or logical. The study also explored evaluation metrics used in prior research, which
are relevant when analyzing the impact of internet outage scenarios. These include non-formalized
metrics, user-centric metrics, and network-centric metrics [10].

One user-centric metric estimates the number of affected users by combining population density data
with outage information [74], but does not take into account the effect on network performance. It
does, however, give a quantitative estimation of the impact of an event, which was used to analyze a
hurricane case study.

Network-centric approaches have also been used. The authors of one publication [75] defined Reach-
ability Impact Metrics (RIMs), which quantify the number of disconnected network paths, and Traffic
Impact Metrics (TIMs), indicating how alternative paths are impacted. These metrics can be used to
assess how widespread a disruption is. When outages occur in an information network with multiple
paths, the resultant load redistribution can lead to bottlenecks or congestion elsewhere in the network,
an effect known as cascaded failures.

The risk of specific disaster events impacting internet connectivity has also been examined. The most
intense solar storm recorded was the Carrington event in 1859, which led to widespread electrical out-
ages. A 2021 study investigated the potential impact of a similar solar super-storm on the present-day
internet infrastructure, finding that damage is likely to occur. It was found that long submarine internet
cables are particularly vulnerable due to the high currents induced during a solar storm. Additionally,
it proposed potential defenses against wide-scale disconnections [17]. One of the main challenges in
predicting the impact of solar super storms on the modern day infrastructure is the rarity of these events.
Predictions estimate that a Carrington scale event may occur again with a 1.6% to 12% probability per
decade [17]. Smaller coronal mass ejection have affected both terrestrial and satellite systems in the
past, but these were weak compared to the Carrington event.

Internet connectivity can also be impacted by earthquakes, with different regions of the world exposed
to varying levels of seismic risk. A 2022 study investigated the risk of earthquakes to internet exchange
points (IXPs) using global seismic hazard models, finding that 50% of IXPs have a greater than 2%
probability of potentially damaging seismic activity over a period of 50 years [76].

The global internet is supported by a network of submarine cables connecting key infrastructure around
the world. Cuts or malfunctions in these cables can result in disruptions in the internet traffic. This
complex network has been extensively analyzed academically. As an example, a 2023 study introduced
Nautilus, a framework for mapping submarine cables [77]. This framework formed the basis of the
Xaminer tool, which was used to analyze the impact of natural disasters and solar storms on internet
connectivity.[78]. These tools showed that the resilience of the internet is affected by how susceptible
the physical elements are to damage.
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3.2.4. Satellite Resilience

Although some research has analyzed the use of satellite internet to enhance the resilience of the
internet following a disaster [79], recent studies have also analyzed resilience aspects of large satellite
constellations themselves.

One study [18] analyzed the robustness of a hypothetical satellite constellation when exposed to ran-
dom or targeted satellite failures. It examined how different routing methods can impact the robustness
and found that selectively attacking specific high-load satellites results in the fastest network collapse.
Additional research has investigated the resilience of ISL-enabled Starlink and Amazon LEO satellites
when exposed to satellite damage, but did not consider the currently deployed ground station locations
or the effect of terrestrial damage [80]. Many other studies have been published investigating routing
algorithms, including their effect on network performance and resilience against disruption scenarios
and adversarial attacks. These generally consider packet-level performance metrics such as packet
delivery rate, packet latency, and jitter [81].

The use of satellite maneuvering have been studied to some extent. A 2022 study investigated how
low-thrust maneuvers can be used to reconfigure a LEO constellation, investigating different strategies.
By treating satellite reconfiguration as an optimization problem with the goal of minimizing the maneu-
vering cost, a genetic algorithm was used to find maneuvering options [82]. One study investigated how
maneuvering is used within the Starlink network based on tracking data [19]. A 2024 study introduced
an availability model for LEO satellite constellations to estimate the expected downtime resulting from
satellite faults, considering both service gaps and satellite redistribution using maneuvering [21]. How-
ever, this preliminary model only considers a single orbital plane, and does not consider the overlap of
other satellites within a full network. Research is thus limited relating these capabilities to resilience for
a mega-constellation.

Direct data showing how the onboard electronics of commercial LEO internet satellite systems are
affected by solar events is unknown, since this depends highly on how hardened the onboard systems
are against the environment. The vice president of the Renesas, a semi-conductor supplier, indicated
that these LEO satellites use a combination of radiation-tolerant and off-the-shelf parts. This lowers
the production costs of the satellites compared to using fully radiation hardened components [83]. The
impact of space weather also depends on the exact orbits of the satellites. Data showing the occurrence
of single-event upsets for other satellites existing [51], which are expected to be comparable for internet
satellites.

The effects of real disaster scenarios on deployed satellite networks have been analyzed to a limited
extent. A 2024 paper used RIPE Atlas measurements in order to gain insight into how Starlink satellites
reacted to the May 2024 solar super-storm [14]. It identified a small impact on packet losses, followed by
slight increases in packet latencies. Although some satellite networks have found widespread adoption,
the technology and deployment is still relatively new. This means that there are only a limited number
of studies investigating the use of satellite internet technologies following a natural disaster. Reports
have indicated successful use of Starlink following the 2024 Noto Earthquake [4] and the 2025 Iberian
Peninsula power outage [5], Additionally, Starlink has previously provided free service following the
2022 volcano eruption in Tonga and following Hurricane Helene in the United States. Despite these
reports, the effect of the natural disasters from a networking perspective has not been investigated in
depth.

3.2.5. Centrality Measures
When assessing the resilience of a graph, the relative importance of nodes within the graph can be
used to determine critical nodes to target in a simulated attack. One common metric is centrality, for

which multiple variants exist [60].

The betweenness centrality is often used when assessing the importance of a node as a mediator
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Figure 3.2: lllustration of betweenness centrality. The nodes with the highest centrality are blue [84].

of transfer across the graph. The betweenness centrality measures the number or proportion of all
shortest paths passing through a specific node, while a variant, the L-betweenness centrality only con-
siders paths below a maximum length. A simple example is illustrated in Figure 3.2. In the context of
a satellite ISL network, the betweenness centrality provides an indication of the relative importance of
satellites based on the network structure. The general application of betweenness centrality is applica-
ble for static graphs, but studies have generalized the shortest path to also include a time component,
where information can be transferred to a node in one timestep and away in another timestep, giving
the Shortest-Fastest Path. This is then combined across multiple snapshots by summation to assess
the Temporal Betweenness Centrality (TBC) [85]. Combining centrality measures across snapshots
through averaging has also been investigated in comparison to TBC, with the results being compara-
ble if the temporal component is less significant during routing.

In the context of resilience analysis, the betweenness centrality in combination with a network metric
(such as the largest connected component) is often used to determine the impact of an attack on the
degradation of the graph [60]. Differently connected networks degrade in distinct ways, with some
degrading slowly, and other collapsing. Using other indicators of the network state, this approach is
applicable to other types of resilience analysis.

3.2.6. Satellite Simulation Tools

Various simulation tools have previously been developed to analyze different aspects of satellite net-
works. Hypatia [86] is a LEO satellite modeling and simulation tool designed to model the orbital con-
stellation and the data flow within a satellite network. Celestial [87] and StarryNet [20] are additional
LEO simulation tools, with Celestial focusing on satellite edge computing, and StarryNet providing
broader simulation capabilities for full LEO networks. Recent work on yeoverse [88] gave rise to a full
mega-constellation simulation with improved runtime performance capable of real-time simulations.
These tools predominantly focus on simulating or emulating satellite network characteristics, with lim-
ited built-in capabilities for analyzing complex terrestrial disruptions or satellite failures. Additionally,
existing tools for mega-constellations primarily focus on creating a regular constellation layout without
considering the ability for satellites within the network to maneuver and respond to disruptions in the
constellation.

A separate group of satellite simulation tools focus on the mission-planning aspects of a space mission.
Examples are the open-source General Mission Analysis Tool (GMAT), developed by NASA, and the
proprietary Systems Tool Kit (STK), developed by Ansys. These are general purpose programs that
can be used to plan and simulate an entire space mission. These programs can be used to simulate
orbital trajectories, but are generally used for a relatively small number of satellites compared to a full



24 3. Resilience

mega-constellation. They can, however, be used with scripting as orbital propagation solvers. Similar to
the network-oriented simulation programs, these programs have limited built-in capability for resilience
analysis.

Although the existing tools can be adapted for resilience analysis purposes, the primary challenge lies in
the modeling of the disruptions and computing the relevant metrics. The other aspect is the computation
of the orbital characteristics of the network and the ability for satellites to maneuver in response to a
disruption. In order to allow for flexibility in generating artificial datasets and propagating existing orbital
data, it was decided to implement a standalone simulation program specifically to perform the resilience
analysis of mega-constellations.

3.3. Research Gaps

When reviewing the literature on the resilience of terrestrial and satellite networks, it becomes evident
that, due to the relatively new deployments of large-scale internet mega-constellations, studies ana-
lyzing the resilience while considering terrestrial infrastructure and maneuvering are limited. Existing
studies of satellite network resilience primarily focus on satellite damage and routing, mostly in the
context of proposed or hypothetical architectures, as opposed to currently deployed architectures. Ad-
ditionally, existing studies cover the routing and networking aspects, but to a lesser extent the physical
events resulting in the disruptions.

Existing work on satellite resilience has predominantly focused on the orbiting satellites, but there
has been less focus on the importance of critical ground infrastructure. Ground stations or points of
presence are still susceptible to terrestrial disruptions and are essential for the performance of the entire
network. As such, this thesis aims to investigate how a network can be affected by both terrestrial and
space-based faults. Additionally, existing work on the effect of satellite maneuvering on resilience is
limited. Some studies have explored reconfiguration strategies, but the ways a full satellite constellation
can use maneuvering in order to respond to a disruption scenario represents a knowledge gap which will
be investigated. Investigating this topic will provide further insight into how quickly baseline operation
can be recovered, and how the performance of a compromised constellation changes over time.

These aspects will be explored in the remaining part of this thesis, with the goal of comparing satellite
networks to each other and the terrestrial counterparts in terms of resilience. The goal is thus to analyze
how the various emerging satellite networks may fare when exposed to system disruptions, including
both ground station and satellite outages, and approaches to recovering the system performance.



Simulating a Satellite Internet Network

In order to perform the resilience analyses discussed in the previous chapter, it is necessary to simulate
aspects of a satellite network. Developing a simulation requires both the underlying model, and a set
of assumptions and parameters. These will be explained and discussed in this chapter.

The primary goal of the simulation tool is to provide a framework for satellite network disaster resilience
analysis, with a primary focus on the Starlink, OneWeb, and Amazon LEO. Relevant metrics are derived
from analyses of defined case studies, which reveal how the different constellation designs respond to
challenges or outages.

Section 4.1 gives an overview of the simulation model and assumptions, section 4.2 describes how the
input data and parameters were selected for the various networks, including ground station locations
and constellation data, finally, section 4.3 describes how the various terrestrial and space disruptions
modeled in the simulation in order to simulate disaster scenarios.

4.1. Model overview and assumptions

This section provides an overview of the structure of the simulation model. The model and simulator
are designed with flexibility in mind. Figure 4.1 provides an overview of both the overall architecture
of the simulator, in addition to the ways modules (written as Python classes) can be used in order
to define custom outage scenarios and metrics. These are subsequently used to run custom simula-
tions for which the impact of a natural or targeted disaster is quantified. More information about the
implementation aspects can be found in Appendix A.

4.1.1. Terrestrial Grid

Discretizations are necessary in order to evaluate a metric over a continuous area of Earth. Global
statistical and population data are generally provided with indexes using a standard method. Multiple
discrete grid systems are commonly used and available, each with advantages and disadvantages.
Some methods, such as Google’s S2 and Uber H3 prioritize keeping the individual grids regularly
shaped, but have variations in grid area depending on location on Earth. Other methods, such as
rHEALPix and OpenEAGGR are better at preserving area, at the expense of distortions and grid shape
variations. H3 and S2 are commonly used for statistical analysis, with many existing datasets and
software tools being built on these systems, making them easy to adapt for new analyses [89].
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Figure 4.1: Overview of the resilience analysis simulation tool.

Grid systems are available different resolutions. For instance, the H3 grid is available in scales, cor-
responding to different hexagon dimensions. Each hexagonal cell consists of seven higher-resolution
cells, which makes it possible to perform analyses at different granularity levels [90]. The H3 grids
are widely used for geospatial analysis, thus making it a suitable candidate for analysis of location-
dependent network performance. As an example, Kontur provides aggregated population statistics
across different H3 resolutions [91].

Due to the combination of available statistical data and maturity of software tools, H3 is used as the
terrestrial grid for this simulation. The resolutions primarily used in the resilience analysis are resolu-
tion 4, with an average hexagon area of 1770 square kilometer [92]. Comparisons have shown that
the Starlink network likely uses H3 grids for the terrestrial mapping of users, which also makes it bene-
ficial to analyze it and other networks using the same hexagonal grid system. The simulation program
specifically uses h3-py, which provides Python bindings for the H3 grid. Within an area of interest, a
dense grid is used, which is filtered to include the terrestrial area. Statistical metrics about the perfor-
mance of the network are subsequently based on discrete analyses at each of the center coordinates
of the hexagonal cells.
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4.1.2. Latency, Coverage, and Capacity Estimation

The ground-to-ground latency of a connection is the time it takes for a signal to reach from a user termi-
nal to one or more satellites, and back to a ground station. This latency is affected by two components,
the propagation delay, and the processing delays. The propagation delay is the total distance divided
by the speed of light, 299 792458 m/s. Due to the lack of available data about the processing perfor-
mance of commercial satellites, the processing delays are set to zero in the latency estimation, thus
only considering the physical propagation delay. The minimum number of hops are determined, since
this can be compared against different networks without network-specific performance parameters.

The shortest physical path is used for latency estimations during the analysis. One approach to finding
the shortest path between points within a graph is Dijkstra’s shortest path algorithm, which is available
through implementations in the SciPy package. Within an ISL-enabled satellite network, this allows
for the the theoretically fastest connection when only considering path delays. The latency is affected
by the geographical position of users, the distribution of satellites, and the location of available ground
stations. By sampling the latency at points corresponding to a hexagonal grid, latency statistics for an
area of interest or the entire globe are found.

The coverage of a satellite network is assumed to be the regions covered by satellites with either a
direct bent-pipe connection, or an indirect connection through ISLs. This represents the coverage area
if the capacity of the network component do not limit the ability for users to connect to the network.
The coverage area is found by determining whether the center of each evaluated terrestrial H3 grid
position can connect to an internet-connected satellite. The fraction of the land area with connectivity
is subsequently computed.

The operational status of a satellite network is not only determined by the coverage area, but also the
number of users the satellite network is capable of serving. An approach is developed for estimating this
service capacity, which can be applied to estimating the relative service capacity between the nominal
constellation and a damaged constellation. The approach divides the surface of Earth into regular
hexagonal cells, each assigned a certain number of users based on an estimated population adoption
rate. The available capacity of the satellite is subsequently divided up into the visible cells. Each
satellite is capable of serving a max number of users, which must be distributed within its visibility area.
The mapping between the capacity of the overhead satellites to the users within a region is an allocation
problem, which can be modeled as a graph between the satellites and the cells. A water-filling algorithm
is used to determine the mapping, in which the available satellite capacity is evenly distributed across
the visible cells, until the total capacity is depleted. Compared to a maxflow approach, this identifies
areas where the user density exceeds the available capacity. Additional details about the capacity
mapping process can be found in Appendix A. Estimating the service capacity can either be on a
global scale, or a region of interest on Earth. The latter is the primarily use case for this metric in order
to analyze the effect of a regional terrestrial disruption.

4.2. Model Inputs and Parameters

In order to model existing or upcoming satellite networks, sources of data are needed. This primarily
involves information about the locations of the satellites over time, the locations of the ground stations.

4.2.1. Satellite Constellations and Maneuvering

The orbital information of objects around the Earth are closely tracked and published by the United
States Space Command through Space-Track.org [93]. This makes it possible to gather snapshots of
existing satellites and simulate their orbital propagation around Earth. The standard format for Earth
satellites are in the form of the two-line element set (TLE), which contain identifying information about
the satellite, and data required for computing the orbital propagation. Celestrak is an organization
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that also publishes orbital data of Earth satellites for analysis purposes. The TLEs available through
Celestrak are either derived from Space-Track data, or are aggregated directly from data provided by
satellite operators. These are available for network operators such as Starlink, OneWeb, Amazon LEO,
and GPS, and are more accurate than orbital elements derived from tracking data [94], since they are
based on the internal data used for acquiring and tracking overhead satellites when connected to the
network. For the analysis of OneWeb and Starlink constellations, the supplemental TLEs provided
by the companies and retrieved through Celestrak are used. These are used as inputs to the Python
Starfield library, which handles orbital propagation of the satellite constellation over time.

In addition to TLE data, a Keplerian orbital constellation model is also developed in order to generate
and simulate the time-wise evolution of arbitrary regular constellations. Each constellation is defined
as containing multiple orbital shells, where all satellites operate at a fixed altitude. Within the shell, the
pattern of the constellation are determined by the number of orbital planes, the number of satellites in
each plane, and the relative phase and position offsets between the planes. Although using a Keple-
rian orbital model gives similar short-term constellation shapes as using tracking data, it is useful for
performing maneuvering simulations of individual planes. Tracking data contains noise due to tracking
errors, station-keeping, and collision avoidance maneuvers, which limits the accuracy when propa-
gated over a longer period of time compared to a idealized constellation model. In order to model the
maneuvering of the satellites, the tracking data from the orbit-raising phase of the satellites are used
as indicative of the maneuvering performance [36]. These are then used to determine how quickly a
satellite is able to shift its relative phase within the orbit, which is subsequently used to move a satellite
from an initial to a target position by varying the relative phase within an orbital plane.

The locations of ground stations and PoPs are derived from crowd-sourced datasets gathered from
public domain regulatory information and measurements. For Starlink, the Unofficial Starlink Global
Gateways & PoPs contain location information of known active and inactive Starlink ground stations
and PoP locations [25, 24]. The ground station locations can subsequently be used for simulation
purposes in order to determine whether a satellite is within view of a ground station. A similar unofficial
crowd-sourced resource is available for OneWeb, which is used for the OneWeb specific simulations
[95].

4.2.2. Up and Downlink Characteristics

The up and downlink characteristics of the satellite to user and the satellite to ground station connec-
tions have implications for performing resilience analysis. Although the up and downlink performances
differ for a specific link, the capacity in the analyses is based on the user capacity, making it agnostic
to the individual data rates of the connections. Still, it is necessary to determine whether it is possible
for a satellite to form a functional connection to a terrestrial transceiver.

The most important factor is whether a satellite is in view of a user or a ground station, the visibility
cone depends on the minimum elevation angle of the ground-based observer. The minium elevation,
€ for a ground-based observer is influenced by the obstructions (buildings or terrain), the minimum tilt
of the antenna. The elevation may further be limited by free space path loss of the signal path. This
value is typically around 20 degrees or more for terminals located near the ground, but is also limited
by beamforming or angle limits of the antenna.

In order to simplify the computation of the visibility cone for satellites in orbit around Earth, it is instead
converted into an equivalent coverage radius, if the satellite and the ground observer are both projected
onto the terrestrial coordinate system. The equivalent ground coverage radius is,

Rearen Sin(TL’/Z + E)) (41)

hsat + REarth
B=n/2—€—a (4.2)
Tequiv = B - Reartn (4-3)

a = arcsin(
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Figure 4.2: lllustration of the coverage area

Where Rg..¢n is the radius of Earth, assumed to be 6378 km, h,, is the height of the satellite above
Earth’s surface, ¢ is the minimum elevation angle, and 74, is the equivalent coverage radius on the
ground. This is illustrated in Figure 4.2. By determining whether a ground observer and a satellite
are within this radius using terrestrial coordinates, the coverage can be determined efficiently. This
estimate assumes that the Earth is spherical and does not take into account oblateness. Distances on
the ground are computed as the great-circle distance using the haversine formula.

4.2.3. Inter-satellite Links

The connections between satellites are determined based on rules regarding the limit of the number of
ISL links, rules regarding connections between nearby satellites. In the simplest case, a satellite may
connect up to the maximum number of connections to nearby satellites with similar orbital characteris-
tics.

The maximum possible distance for an ISL connection depends on the altitude of the satellites and
the minimum altitude of the beam. At greater distances, the beam is either blocked by the Earth, or
attenuated by the atmosphere. The maximum theoretical distance between two satellites limited by the
atmosphere can be calculated with,

distmax =2 \/(REarth + hsat)z — (Rgaren + hattm)2 (4.4)

Where h,., is the height of the atmosphere. This limitation due to the atmosphere is illustrated in
Figure 4.3.

Along with the physical limit, the maximum distance is also limited by the link budget of the ISL trans-
mitters and receivers of the satellites. Furthermore, the maximum number of ISL connections depends
on the number of transceivers on each satellite. In the simulation, the ISL connections are in the form
of a connectivity matrix, corresponding to the connections between every satellite. First, the distance
between every satellite is found by generating a distance matrix using the Euclidian distance. The ISL
connections subsequently are filtered based on a maximum distance and satellites within the same
orbital shell, and further truncated based on the number of available transceivers (3 for Starlink). With
a connectivity matrix, the path distances can then be computed. First, a virtual node is added to the
connectivity matrix, representing a virtual ground station node, with connections to every satellite node
with ground station visibility. The dense connectivity and distance matrices are subsequently converted
to a sparse scipy array using csr_array. The path minimum path distances between every satellite
and the virtual ground is then found using Dijstra’s shortest path algorithm from SciPy, which simulta-
neously determines the satellites without the ability to connect to the ground through the ISL network.
Finally, the hop count is determined by iterating through the results of the shortest path solution for
each satellite.

The result of the ISL computation are matrices representing how the satellites are connected within
the network at each timestep, and their minimum direct or indirect distance to a central ground station.
These form the basis for coverage and latency calculations.
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Figure 4.3: lllustration of the physical ISL distance limit

Figure 4.4: Visualization of a subset of possible Starlink ISL connections

4.2.4. Modeling Starlink

Starlink stands out in being the largest currently deployed LEO satellite network. As a result, significant
amount of data is available for the physical structure of the network and how it operates, including
satellite and ground station locations. For the simulation, the publicly available satellite ephemeris
data is used in order to determine the satellite locations over time. Additionally, crowd-sourced ground
station and PoP data is used in order to build a model of the locations of ground infrastructure [25].
The cell layout of Starlink follows a H3 grid, with the downlink signal structure having been previously
analyzed and reverse-engineered [23].

The downlink availability modeled is based on the availability of ISL connections. ISLs were made
available with the v1.5 satellites, allowing for expanded connectivity in areas without a nearby ground
station. Based on the network formed by ISL links, the extended coverage area can be estimated, in
addition to a calculation of the end-to-end latency through the ISL network. Each Starlink satellite can
make three ISL connections based on information about the satellite systems [68]. Figure 4.4 shows a
subset of possible ISL connections and the satellites nodes overlaid on map.

The distribution of Starlink ground stations are shown in Figure 4.5 (dated August 2025). Although
the ground stations are associated with nearby PoPs, the analysis focuses on the ground stations
themselves as the termination point of the connection. This allows for valid comparisons to networks
without detailed PoP information.
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Figure 4.5: Starlink Ground Station Locations

The coverage analysis considers the satellites within view of a ground station at a certain point in
time, and the cells which are within view of the satellites. The Starlink user terminals have a minimum
elevation angle of approximately 20 degrees, a value used across the different simulations cases.

New Starlink satellites are continuously being deployed into orbit, this is illustrated in Figure 4.6, show-
ing the rise in the number of active Starlink satellites over a period of 80 days. In mid-2025, an average
of 215 additional satellites were added to the network each month. The figure also illustrates how the
number of Starlink satellites decrease between launches due to deorbited satellites. Within the TLE-
based simulation, a single TLE snapshot dated the 14th of April, 2025, is used as primary analysis
point. Daily snapshots of Starlink TLEs were gathered in order to gather some information about the
behavior of both the overall constellation and the maneuvering of individual satellites. Additionally, the
final starlink constellation shapes often differ from the planned constellations, with variations in orbital
altitude and the distribution of satellites. An overview of planned generation 1 and 2 constellations are
shown in Table 4.1. The generation 1 constellation has been fully deployed, however, only around
3000 satellites out of the 4714 launched satellites remain operational as of the start of 2026 [35].
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Figure 4.6: The number of Starlink satellites over time in 2025
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Gen | Altitude (km) | Inclination (°) | Number of Planes | Satellites per Plane | Total Satellites
1 550 53 72 22 1584
1 570 70 36 20 720
1 560 97.6 6 58 348
1 540 53.2 72 22 1584
2 523 43 28 120 3360
2 525 53 28 120 3360

Table 4.1: Planned generation 1 (fully deployed) and generation 2 (partially deployed) Starlink constellations [35].
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Figure 4.7: OneWeb Ground Station Locations

4.2.5. Modeling OneWeb

In many ways, the satellite network for OneWeb is similar to the Starlink model. The orbital information
for the satellites are gathered from Celestrak, while the ground station locations are available in the form
of crowd-sourced datasets. Figure 4.7 shows the distribution of 40 Oneweb ground stations around the
world (As of August 2025). This distribution is sparser, but more evenly distributed globally compared
to the Starlink ground stations.

OneWeb satellites have a few key differences compared to Starlink satellites. The orbital altitudes
are 1200 km, resulting in a wider coverage area for both satellites and ground stations. Additionally,
the operational OneWeb satellites do not use ISL connections, and rely on geographically distributed
ground stations, which is evident when comparing Figure 4.7 and Figure 4.5. Starlink has many ground
stations located in key regions such as North America and Europe, but also areas with few or no ground
stations. With the exception of northern Asia, there are fewer OneWeb ground stations scattered evenly
across the world.

Multiple OneWeb user terminals are available, with advertised download speed up to 195 Mbps. OneWeb
user terminals are available in different form factors and designs, with some manufactured by third
parties like Intellian. These range from portable phased array panels, parabolic dishes for fixed instal-
lations. Additionally, OneWeb are aimed at enterprise customers, and does not provide services to
consumers. Within the simulation, a set of TLEs dated the 14th of April, 2025, is used. Additionally,
for the maneuvering and recovery simulations, the OneWeb constellation is recreated mathematically
using the parameters given in Table 4.2.
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Altitude (km) | Inclination (°) | Number of Planes | Satellites per Plane | Total Satellites
1200 86.4 12 54 648

Table 4.2: Orbital data of OneWeb satellites

4.2.6. Modeling Amazon LEO

As of January 2026, Amazon LEO has launched over 100 operational satellites and aims to be a
competitor to the Starlink network. This network was formerly known as ’Project Kuiper’ until it was
re-branded in November 2025. As such, many sources refer to this network by the Kuiper name.
The satellites primarily operate at altitudes of 590, 610, and 630 km. As with OneWeb and Starlink,
the orbital information of the operational satellites are available through Celestrak. The deployment of
constellation is scheduled in multiple phases, with the first phase containing 578 satellites at an altitude
of 630 km and an inclination of 51.9, this corresponds to the tracking data of the operational satellites.
The original plan for the constellation proposed by Amazon LEO to the FCC in 2019 contained 1156
satellites in 34 orbital planes with 34 satellites in each plane at an altitude of 630 km with an inclination
of 51.9 degrees. In 2024 and 2025, the constellation proposal was modified to only contain one to
four satellites per orbital plane, with the 630 km orbits at 51.9 degree inclination containing 289 planes,
each with four satellites [96]. With the orbital parameters known, a Walker-Delta constellation using the
same orbital parameters allows for an approximation of the fully deployed satellite constellation. The
630 km orbits correspond to 51.9: 1156/289/f, where f is the relative spacing between adjacent planes.
This constellation configuration is shown in Figure 4.8. Although the network is planned to be activated
prior to the full deployment of the 1156 satellites, the analysis assumes that the initial Amazon LEO
constellation contains the full shell of 1156 satellites.
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Figure 4.8: Visualization of possible distribution of planned Amazon LEO 51.9 degree satellites

In addition to the 51.9 degree satellites, four other orbital shells are included in the generation 1 proposal
[96]. An overview of these orbits is given in Table 4.3. This indicates a total of 3232 planned satellites
in the initial generation.

Instead of using the Skyfield library, the positions of the Walker-Delta constellation are computed using
using Keplerian orbital elements. These consist of the the inclination, altitude, right ascension of the
ascending node, and the true anomaly. Although the regulatory documentation provides information
about the number of planes and satellites per plane, they do not indicate the offset between planes. As
such, the offset is chosen such that satellites are evenly distributed within the shells, which is visualized
in Figure 4.8. Note that the plan for the initial deployment of Amazon LEO has a limited latitude range
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Altitude (km) | Inclination (°) | Number of Planes | Satellites per Plane | Total Satellites
590 30.0 1 2 2
590 33.0 782 1 782
610 42.0 1292 1 1292
630 51.9 289 4 1156

Table 4.3: Proposed satellite orbits in generation 1 of Amazon LEO

and doesn’t cover the northern or southern regions of the world. An additional 1292 satellites located
in three shells are planned to be deployed in high inclination orbits to serve these regions. Additionally,
the constellation is planned to be expanded with the Generation 2 system in the future with an additional
3212 satellites located in three orbital shells. In total, recent regulatory documents indicate a total of
7736 satellites by the end of the deployment [96]. A possible configuration of all these satellites is
shown in Figure 4.9. This shows that the polar regions have a lower density of satellites, similar to the
distribution of satellites within the Starlink network.
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Figure 4.9: Visualization of all planned satellites for Project Kuiper, consisting of generations 1, generation 2, and polar satellites.

The AWS ground station network consists of geographically distributed ground stations which can be
used as a service by satellite operators. As of mid 2025, the network lists 12 ground stations located
around the world [97], but this may increase in the future as the capacity of the network grows. Due
to the similar altitudes of Amazon LEO and Starlink satellites, their equivalent ground coverage areas
are expected to be similar. The user terminals are planned to be available in both a compact 100 Mbps
version, and a 400 Mbps version [98].

The Amazon LEO satellites are planned to use optical inter-satellite links, similar to Starlink satellites.
Amazon has successfully tested 100 GBps links up to a distance of 1000 km [99]. Since Amazon LEO
is expected to be deployed in multiple stages. This gives an opportunity to analyze how the different
stages of the deployment affects the performance and resilience of the network.

4.3. Modeling Space and Terrestrial Disruptions

The goal of many satellite internet constellations is to provide increased internet access to more regions
of the world, but as described in chapter 3, satellite networks can still be susceptible to various types of
disruptions, such as space weather events, natural system degradation, natural or man-made disasters
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impacting the ground station, targeted attacks to satellites, and more. Some of the disasters scenarios
are localized to a region, while others have the possibility of extending to a wider-reaching area. In this
section, the approach to simulating the different types of disruption events is discussed.

4.3.1. Disruption Events

A disruption to the satellite network can be modeled as one or more nodes being taken offline for
some duration. This can either be the result of a targeted attack, or an unintentional outage. In the
simulation, a generic disaster method is defined, which is able to pick which satellites or ground stations
are disabled. These can be based on finding all nodes within a region, or targeting of individual nodes.
The following describes how the different types of disruption scenarios are applied in the simulation.

Space weather events: Space weather disruptions are modeled as disruption areas in space. These
may span over a wide region in which satellites are disabled in the simulation. Space weather events
can have a specific start time, and can either be one-off or continuous disruptions to the satellites.
For a continuous disruption, satellites entering the region are disabled following the initiation time of
the event. Within the simulation, a baseline space disruption event consists of a defined circular area
in space, in which satellites are disabled at a certain timestep. In the subsequent propagation of the
constellation, the satellites remain disabled.

Natural disasters: Terrestrial disruptions can damage critical ground stations. Additionally, ground
stations are connected to PoPs. This means that a natural or man-made disaster affecting a PoP can
result in disruptions in multiple ground stations. This, however, did not affect the case studies due to
the proximity of the PoPs to the ground stations within the affected region. Some areas are prone to
earthquakes, while other areas may experience hurricanes or other extreme weather events, which can
all be described in terms of a disaster area in which terrestrial infrastructure becomes in-operational.

The Global Earthquake Impact Database (GEID) contains a number of earthquake scenarios based
on historical events. One example is the 1960 earthquake in Chile, the most powerful earthquake on
record. This earthquake had an estimated magnitude of 9.4-9.6 and resulted in significant damage to
the region. Using historical data, the impact of a similar earthquake on the ground station infrastructure
can be estimated. For the analysis of a specific earthquake scenario, an impact region is defined based
on the earthquake impact region from the GEID dataset. The infrastructure within this region is then
disrupted in the simulated scenario.

The 1960 Chile earthquake is used as a disaster scenario for a natural disaster. Shown in Figure 4.10a
is the polygon used to model the disaster area of the 1960 Earthquake. The region corresponds to a
peak ground acceleration exceeding 0.3 g based on the GEID entry.

Power outages: In order to model a power outage, it is assumed that a geographical region loses
access to electricity. As a result, the ground stations within the blackout region become inactive. Similar
to the natural disasters, a total power outage is modeled as a region or polygon of disrupted service.

On the 28th of April, 2025, a large-scale power outage impacted the Iberian Peninsula, resulting
in blackouts across Spain and Portugal. As a result, communication and internet connectivity was
severely disrupted in the region, with internet traffic dropping to 17% of the expected usage. The 2025
power outage in the Iberian Peninsula is used as a disaster scenario in order to compare the effects
of a recent large-scale blackout on various types of internet networks. Shown in Figure 4.10b is the
disruption region polygon created based on the 2025 Iberian blackout.
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Figure 4.10: Disaster regions

4.3.2. Targeted Disruptions

The infrastructure can be susceptible to damage from targeted attacks. The purposes of this analysis
is to identify whether a hostile actor could use targeted attacks in order to cause disruptions to the
satellite network. Within the simulation framework, this is achieved by determining the most important
satellites through centrality measures, which are then attacked. By comparing the effect of targeted
attacks between different satellite networks, their relative resilience can be compared. This has a key
limitation, since it only considers the structural aspects of the networks, but allows for comparisons
between different constellation types without a packet-level simulation.

The relative importance of satellites operating within an ISL network depends on both the instantaneous
orbital configuration, but also how the satellite constellation evolves over time. As a result, the impor-
tance of a satellite at any point in time might not be representative of the importance over a specific
period of time. This necessitates an analysis that also considers changes over time.
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Figure 4.11: Analysis of the properties of the Starlink ISL network

A useful analysis interval should cover a period of time representative of the operational importance
of a satellite. When considering the ISL network by itself without ground stations, the arrangement of
satellite links are determined by their relative positions as a result of their orbital characteristics. These
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relative positions evolve over time, but may repeat for regular orbits. In order to determine a suitable
analysis interval, the relative positions of the Starlink satellites and the inter satellite connections are
plotted over time as shown in Figure 4.11a. These reveal that the positions converge approximate every
95 minutes, or one orbit, and that inter satellite connections become more similar every half orbit. The
same trend is found with the other considered satellite constellations, if the orbital periods of the shells
are similar. Extending the time interval reveals that the relative satellite positions deviate over time.
This is a result of the satellites orbiting at different altitudes, resulting in different orbital period.

Based on the interval after which the constellation becomes self-similar, the betweenness centrality
of each satellite is taken to be the average across multiple samples taken within an interval of one
nominal orbit. The approach of averaging the static betweenness centralities using snapshots across
a time interval which gives similar results to temporal betweenness for datasets for which the temporal
evolution has a smaller influence on network routing. This assumes that satellites can only forward
packages using the ISL connections present at any snapshot, and cannot store packages for future
ISL connections. This assumption is justified by the package routing latencies being two order of
magnitude lower than the network reconfiguration intervals (this is 15 seconds for Starlink). The results
of averaging the centrality measures are then used to target high priority satellites. Figure 4.11b shows
a histogram of the normalized result of the normalized and time-averaged betweenness centrality for
the Starlink ISL network. By targeting and taking down satellites, the level of performance degradation
can be found as a function of how many satellites are attacked.






Results

This chapter contains the results of the resilience analysis of the different network providers and vari-
ants. An initial base resiliency analysis is conducted in order to determine the overall network without
a specific disruption scenario. This is followed by the analysis of the impact of both terrestrial and
space-based disaster scenarios for the purpose of a comparative analysis between the different net-
work providers.

Section 5.1 gives an overview of the case studies to be considered, section 5.2 presents and discusses
the results from the targeted space attack scenario, section 5.3 presents the results from the terrestrial
disruption scenarios, and section 5.4 contains an analysis of the satellite maneuvering and recovery
process. This is extended in section 5.5, where the results from a regional space disruption and subse-
quent recovery are discussed. Finally, section 5.6 discusses some of the key findings from the results,
and provides some additional insight into how the services differ from a user-centric perspective.

5.1. Case studies

As discussed in the previous chapter, a number of specific networks and scenarios will be analyzed
through a series of case studies. The networks being analyzed are Starlink, OneWeb, and Amazon
LEO. Due to their current deployment status, Starlink and OneWeb are primarily analyzed based on
tracking data, while the Amazon LEO constellation is based on the planned constellation parameters
discussed in subsection 4.2.6. Considering the different operational phases of Amazon LEO allows for
a comparison of how different stages in an emerging constellation contribute to the overall resilience
of a satellite network. For Starlink and OneWeb, the tracking data is dated to 14th of April 2025, which
serves as the starting point of the simulations. The Starlink dataset contains 7199 satellites, while the
OneWeb dataset contains 651 satellites. Although the OneWeb constellation does not use ISLs, a
modified simulated network assuming the use of ISLs is added in order to investigate how it affects the
results. This results in six LEO satellite networks that form the basis of the results in this chapter. An
overview of the overall parameters of these networks are given in Table 5.1.

Each of the networks will be subjected to four different case studies in order to investigate how they
are impacted by disruptive scenarios. The first is an artificial attack scenario to investigate how the
network performance degrades as satellites are removed, the satellites are attacked based on a relative
importance measured by the centrality metric, while the latency, coverage, and hops are measured.
The next two case studies investigate the regional impact of a terrestrial outage event, namely the
2025 Iberian Peninsula electrical blackout, and the 1960 Valdivia Earthquake in Chile as described in
subsection 4.3.1. The regional impact on coverage and capacity are investigated. A final case study
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investigates how a regional disruption in space affects performance, highlighting how the dynamic
nature of the network may influence geographically distant regions, and how maneuvering can be
applied as a response to satellite outages.

Name ISLs? Date Satellites | Altitude [km] | Est. period [min]
Starlink yes | April 2025 7199 530-580 95
OneWeb no April 2025 651 1200 109

OneWeb w/ISLs yes | April 2025 651 1200 109
Amazon LEO Initial yes TBD 1156 590-630 97
Amazon LEO Gen 1 yes TBD 3232 590-630 97

Amazon LEO Full yes TBD 7736 590-630 97

Table 5.1: Networks and variations to be analyzed

5.2. Targeted Space Attacks

The first scenario considers the impact of the attack ratio on the operation of a satellite network. The
attack ratio is defined as the percentage of satellites taken offline using centrality-based targeting com-
pared to the initial number of satellites. The impact on the operational performance of the satellite if
subsequently plotted for analysis. For Starlink and Amazon LEO, a 95 minute analysis interval is used.
For the OneWeb network, the measurements are determined over an interval of 109 minutes, corre-
sponding to the orbital period of the higher altitudes satellites. Two different variants of the OneWeb
network are considered. One is a hypothetical network using the OneWeb satellites, if they had the
capability of using ISL links similar to Starlink, while the other is the baseline OneWeb network without
the capability of inter-satellite communications.

Using the targeting based on betweenness centrality, the performance of the network is determined for
multiple attack ratios, with the resulting graph shown in Figure 5.1a.
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Figure 5.1: Satellite coverage vs attack ratio

This comparison shows that both Starlink and OneWeb have a wide geographical coverage of more
than 80% of terrestrial regions in normal operation, while the 51.9 degree shell of Amazon LEO has a
lower coverage.

An additional comparison is made for the various projected phases of the Amazon LEO constellation as
shown in Figure 5.1b. This comparison of the future evolution of the network illustrates how the deploy-
ment of additional satellites affects both the coverage resiliency and the initial coverage. When more
satellites are added between the initial operational constellation and the entire generation 1 constella-
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tion, the initial coverage remains the same, but it is significantly more resilient against partial outages.
When additional polar satellites are added in the full constellation, the initial coverage is increased, with
some effect on the coverage resiliency.

For each of the test cases, a total of 100 evenly spaced samples are taken across an entire orbital cycle
of the constellation. In line plots, the average across the 100 samples are plotted. Additionally, box-
plots reveal the spread of the metrics across the duration of the orbit. These are shown in Figure 5.2 and
Figure 5.3. The height of the box-plots indicate that the coverage deviation increases as fewer satellites
are present in the constellation. Based on these results, some observations can be made regarding
how the constellation parameters affect the resilience against large-scale distributed satellite outages.
As the number of satellites within the network increases, more satellites must be taken offline to disrupt
the global coverage. This is due to the increased coverage redundancy, since more alternative satellites
are able to serve the same geographical regions on the ground. The effect of ISL connections is also
apparent when comparing the difference between the simulated OneWeb variants in Figure 5.3. With
the addition of ISL connectivity, the baseline coverage increases from approximately 0.85 to 0.95. This
illustrates that some terrestrial areas are not covered by the current distribution of ground stations,
despite being being in view of the satellites. The addition of ISL connections increases the level of
coverage throughout the entire disruption scenario as shown in Figure 5.1a.
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Figure 5.3: Box-plots of satellite coverage vs attack ratio for OneWeb

5.2.1. Effect on Latency and Hops

In order to compare the latencies between the different systems, the physical propagation latency is
considered. This is due to the lack of information about the processing and queuing delays on the
satellites. Since this latency depends on the total path, it is highly dependent on the altitude of the
orbiting satellites and the path through the ISL network. The mean latency of the connected regions
are shown in Figure 5.4a. This indicates that the latencies derived from the signal propagation delay
and excluding processing delays are in the range of 10-20 ms for Starlink, OneWeb, and Amazon LEO.
As the number of operational satellites decrease, the latency change as a result of fewer satellites
being available for connections. The simulated latencies need to be considered in combination with
the coverage results, since the mean values are calculated based on regions within the coverage area.
For instance, the Amazon LEO latency appears to decrease with fewer satellites, however, this is due
to the loss of coverage in regions far from ground stations.

The OneWeb and Amazon LEO ground station networks have a wide geographical distribution, while
the Starlink ground station are more clustered, resulting in changes in the latency of the connected
regions when the number of satellites decrease.

-
N
w1

)

_
a1
o

-
N
3

.
o
=)

7.5

—e— Starlink
OneWeb

Est. min Latency [ms]
oo}
Est. min Latency [ms]

5.0

—o— Amazon LEO Initial

5 —®— OneWeb w/ISL 25 Amazon LEO Gen 1
—— Amazon LEO Initial —=— Amazon LEO Full
0 0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.0 0.2 0.4 0.6 0.8 1.0
Attacked Satellite Ratio Attacked Satellite Ratio

(a) Latencies for Starlink, OneWeb, and Amazon LEO based on (b) Latencies for different stages of Amazon LEO
shortest-path routing
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Similar to Figure 5.1b, the latency comparison of the various stages of the Amazon LEO constellation is
shown in Figure 5.4b. This shows that the physical link latency of the connected regions is to an extent
affected by the constellation deployment. The initial average latency remains constant, but when larger
number of satellites are available for ISL connections after a disruption, the average latency increases.
When considered in combination with the coverage graphs, it shows that the more densely connected
network is better at remaining connected, but may rely on ISL connections for reaching remote regions
where nearby ground stations are unavailable.
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Figure 5.5: Average hops vs attack ratio

Another aspect to the latency effect is the effect on the average number of hops. With certain satellites
are taken offline, it becomes more difficult to form a path through the ISL network between a cell and
a ground station. The average hops as the network degrades is shown in Figure 5.5. This illustrates
that the average hops, similar to the latency, is highly dependent on the state of the network. Since
disrupting satellites leads to the inability of forming longer-distance connections, the average number
of hops in the connected region of the world tends to decrease, as fewer satellites are present.

5.3. Ground Disruptions

While evaluating the effect of ground disruptions on the operation of the satellite network, a region of
interest is defined around the disaster region in order to determine both the local and global impact
on the network performance. In this section, the results of the simulations for the 1960 Chile Earth-
quake and the 2025 Iberian Blackout are discussed. Each of the scenarios will be evaluated in order
to determine both the total estimated capacity and the change in capacity within a region. For the ca-
pacity estimates, it is assumed that the regional user density is the same as the population density.
Additionally, it is assumed that each Starlink user corresponds to the population with a ratio of 1:20000
(including oversubscription ratio). Each satellite with a direct or indirect connection to a ground station
is given a capacity of 960 users, each with a required capacity of 100 Mbps. Note that the primary met-
ric is the relative difference before and after an outage as opposed to the absolute estimated number
of users. Comparisons showed that the ratio is not sensitive to changes in the assumed user ratio. The
population density map is derived from the 2023 Kontur population density dataset with a granularity
of 22 km [91], corresponding to the H3 hexagonal grid with a resolution of 4.
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5.3.1. 1960 Chile Earthquake

As described in section 4.3, the 1960 Chile earthquake is used as an analysis scenario. Starlink has
five ground stations and one PoP located within this impact region, while OneWeb has just one ground
station and one PoP. The Amazon ground station network used by Amazon LEO does not contain
ground stations in this region, but does have a location in the south of Chile in Punta Arenas. The
locations of the AWS service areas give indications for potential locations of future ground stations,
while Chile being a new region in 2026. Additionally, 2022 reports indicate that ground stations will be
built in Longovilo, which is within the 1960 Chile Earthquake disaster area. In order to allow for a direct
comparison on the impact between the different networks, this hypothetical ground station is added in
the disruption analysis.

Figure 5.6 shows the effect of such a disruption on the regional latency with the Starlink network. With
the nearby ground stations unavailable, the local latency increases as further ground stations are used.
As the local ground stations become unavailable, the propagation latency increases as alternative
ground stations must be used.

9.24

8.64

8.04

=
=

6.84

Latency
Latency

=
]
=

5.64

5.04

4.44

3.84

(a) Before outage (b) After outage
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Figure 5.8: The effect of the Iberian blackout on the regional latency for Starlink

An overview of the key results from the disruption scenario is shown Table 5.2. The values show
that both the capacity and coverage remains identical for the networks with ISL connectivity, while the
capacity and coverage is significantly lowered within the OneWeb network without ISL connections.
Additionally, the mean latency within the analysis area is increased in every scenario, with the ISL-
enabled networks suffering an a larger latency increase compared to OneWeb without ISLs. Regions
retaining OneWeb connecitivity still use a single satellite with a direct ground station connection, which
explains the smaller change in latency compared to the other networks. The heatmaps showing the
regional latencies and capacities for every network can be found in Appendix B. These results indicate
that the OneWeb ground station located in Chile is critical for service in the region, and constitutes a
single point of failure for regional OneWeb users. If this ground station is taken offline, a the majority
of the analysis region loses coverage as shown in Figure 5.7.

Network Capacity ratio | Coverage ratio | Latency ratio
Starlink 1 1 1.67
OneWeb 0.67 0.243 1.15
OneWeb w/ISLs 1 1 1.48
Amazon LEO Initial 1 1 2177
Amazon LEO Gen 1 1 1 2.70
Amazon LEO full 1 1 4.06759

Table 5.2: Overview of normalized effects of the Chile earthquake scenario

5.3.2. 2025 Iberian Peninsula Blackout

The impact region of the 2025 Iberian blackout contains 4 Starlink ground stations and 1 PoP used by
Starlink. The same region contains a single OneWeb ground station. As of the end of 2025, Amazon
has deployed a new ground station in Santander within the blackout region [100]. An Amazon LEO
ground station is thus placed here for the disruption simulation.

These results mirror the Chile earthquake scenario. They indicate that a network with ISL connections
suffering a localized disruption to the ground sector results in an increased latency in the disrupted re-
gion, due to signal having to take a longer path to reach a ground station. With enough ISL connections,
this does not have a significant effect on the coverage area. For a network without ISL connections, the
faults in the ground sector result in regions without connectivity, however the connected regions retain
a consistent ground-to-ground connection latency. This effect is illustrated for the Starlink scenario in
Figure 5.8, with the regional ground station outages resulting in an increased latency within the region.
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The effect on the relative service capacity within the region are also analyzed. This is the reduction
in the network capacity within the vicinity of the disruption region, and depends on the ability for the
network to fall back on alternative ground stations. The heatmaps on Figure 5.9 show the effect of the
Iberian blackout on the distributed capacity of the OneWeb network. The heatmap shows that high
density regions can be affected, since insufficient capacity is available to serve the entire population of
users.

Similarly, the effect of the regional disruptions for Amazon LEO with ISL is analyzed, indicating that the
capacity and coverage remains unchanged, with an increase in regional latency for each variant of the
constellations of approximately 1.8 to 2. The difference in the effect between the constellations with
and without ISL connections indicate that inter-satellite connectivity has a significant impact of regional
ground-based disasters. This is a result of the ability for satellites to switch ground stations in the event
of a regional disruption. An overview of the results from the disruption scenario is shown Table 5.3 and
the heatmaps for every evaluated network can be found in Appendix B.
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Figure 5.9: The effect of the Iberian blackout on OneWeb cell capacity showing regions with higher user densities.

Network Capacity ratio | Coverage ratio | Latency ratio
Starlink 1 1 2.07
OneWeb 0.796 0.881 1.25
OneWeb w/ISLs 1 1 1.27
Amazon LEO Initial 1 1 1.79
Amazon LEO Gen 1 1 1 1.95
Amazon LEO full 1 1 1.84

Table 5.3: Overview of normalized effects of the Iberian Peninsula blackout scenario. The ratios are the metric after the disruption
compared to the initial value.

5.4. Space Disruptions and Recovery

Up to this point, the main consideration has been disruptions to components of a satellite network and
their subsequent service impact rather than the recovery process. In this section, the possibility for
a satellite network to restore operation is explored by analyzing how the Starlink, Amazon LEO, and
OneWeb networks are able to adapt in response to an outage scenario. This analysis focuses on the
recovery from disasters impacting the satellites rather than the terrestrial infrastructure.
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5.4.1. Deployment of New Satellites

Due to the regular launches and operational data of Starlink satellites, it is possible to estimate the
period of time necessary for new Starlink satellites to replace the damaged ones. This assumes that all
new satellites deployed after an outage event are used to replace the nonfunctional satellites. Addition-
ally, this analysis will focus on the satellites in the 53 and 43 degree orbits described in subsection 4.2.4
rather than the polar orbits. The v2 mini satellites that are actively being deployed in 2025 are launches
in groups of 28 satellites. This, however, is insufficient to determine the full recovery rate. Once the
satellites are deployed in orbit, they are grouped in a cluster and must maneuver and raise their orbits
to the final locations. This process can take over a month, which limits the rate at which a disruption
can be repaired. Shown in Figure 5.10a is an example of the orbit-raising process of a newly launched
Starlink satellite, which took approximately 45 days to reach its final orbit [36]. Figure 5.10b shows the
aggregated post-launch behavior of 120 Starlink satellites, showing that the fastest satellite can reach
their target orbit in 10-20 days after launch. Using new launches in order to replace satellites would be
subject to this delay.

Another consideration is the affected orbital plane. Based on historical data, each launch targets a
specific orbital plane (and in rare cases, two orbital planes at different altitudes), with the satellites
being capable of shifting their phase within the plane. Assuming the same approach is used for a
recovery process, multiple launches would be required to replace non-operational satellites in multiple
planes.
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Figure 5.10: Starlink post-launch orbit-raising

5.4.2. Redistribution of Satellites

One alternative to launching new replacement satellites is to maneuver existing orbital satellites in order
to cover the disrupted regions. Existing satellites in the same orbital plane can maneuver themselves
to replace damaged satellites. Satellites in front and behind damaged satellites can shift their phase,
which reduces the recovery time compared to launching new satellites. The required time for a phase
shift depends on the available propellant that can be consumed by the maneuver, however, the shortest
possible maneuver can be considered in order to model a rapid effort to restore disrupted service. This
can be derived based on orbital maneuver data for satellites of interest.

Studies of the Starlink orbital data indicate the frequent use of maneuvering for collision avoidance,
which is indicated by growing discrepancies between the orbital prediction and the satellite positions
over time. Position predictions of V2 mini satellites can have errors of tens of kilometers as a result
[102]. These discrepancies have been used to detect orbital maneuvers, revealing that Starlink satel-
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lites occasionally maneuver between different orbital shells [19]. While the thrusters are active during
the initial orbit-raising seen in Figure 5.10a, the climb rate is approximately constant. This can be used
to estimate the minimum required time for a phase shift maneuver. The final orbit-raising maneuver
lasted for 9 days, and raised the orbit from 452 to 550 km, or approximately 10.9 km per day. Analyz-
ing a set of 120 recently launched satellites (Figure 5.10b) shows that the orbit-raising speed generally
falls in the range 10.4 + 0.6 km/day. This information can be used in order to estimate the maneuvering
capabilities of the satellite within the orbit. Since higher orbits have longer orbital periods, a satellite
can shift its phase by temporarily changing its orbit as described in subsection 2.1.4. By simulating the
relative phase difference when maneuvering up and down within a time period, an approximate lower
bound for the maneuvering speed is found. The estimate indicates that any Starlink satellite within an
orbital plane is capable of being positioned at any other point on the plane in approximately 8 days,
which is lower than the required time for deploying new satellites into orbit. If a small portion of an
orbital plane needs to be replaced, the smaller phase shift allows for a replacement time of less than 8
days.

A similar analysis can be done using the available data for Amazon LEO satellites. Evaluating the
orbital changes of an Amazon LEO satellites, Kuiper-00105 gives an estimated orbit changing speed
of 2.77 + 0.16 km per day. Amazon LEO satellites are generally launched to altitudes closer to their
operating altitude, and the slower orbit raising indicates a lower thrust during maneuvering. The orbital
history of the satellites from the Amazon LEO KF-2 launch are shown in Figure 5.11, indicating a
relatively constant rate of orbit raising across different satellites within the group. Comparing the rate
at which Amazon LEO and Starlink satellites are able to change their phase shows that Starlink can
maneuver approximately three times faster than Amazon LEO, assuming the same rate of orbit change
is used for both maneuvering and initial orbit-raising.
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Figure 5.11: Orbit-raising of an Amazon LEO satellites from the KF-2 launch in 2025 [40].

Conducting a similar analysis for the orbit-raising phase of OneWeb satellites show an orbit-raising
speed of 6.7 + 0.4 km/day. The target orbit of OneWeb satellites are at 1200 km, which has a slight
influence on the effect on the orbital period. The estimated phase shifts for Starlink, OneWeb, and
Amazon LEO satellites over time are shown in Figure 5.12a. This assuming the thrusters are burning
continuously during the phase shift in order to raise and lower the orbits. The comparison indicates that
Starlink satellites have the highest orbital mobility, followed by OneWeb and Amazon LEO. Additionally,
it shows that the satellites are capable of significant position shifts within the orbital plane in less than 10
days. By inverting this data, it is also possible to determine how long it would take for a satellite to shift
some amount relative to the surrounding satellites, as measured by the projected ground distance. This
is illustrated in Figure 5.12b. If a region of satellites with a certain radius is taken offline, this indicates
how quickly the surrounding satellites would be able to shift by that radius. For a distance of 2000 km,
this is approximately 2 days for Starlink, 3 days for OneWeb, and 5 days for Amazon LEO. This will be
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further expanded in the maneuvering analysis for a full constellation.
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Figure 5.12: Estimated maneuvering capabilities of satellites

An additional consideration is how quickly a satellite network is capable of recovering the density when
a part of the satellite network is disrupted. Figure 5.13 shows how a region of satellites are disabled

within the orbit. Note that only half the the orbit is shown here, and that the other half can be assumed
to be mirrored on the x-axis.

1.0 ....00000...

o ...c ’o.'.
. o® o'.
0.6 ) e Damaged Sats L
o damage threshold %
0.4 2 Functional Sats .o
° o
02 o °
° °
° °
00 e °
-1.0 -0.5 0.0 0.5 1.0

Figure 5.13: illustration of disabled satellites within an orbital plane

Figure 5.14 shows the recovery of the local satellite density of a Starlink and Amazon LEO plane as a
result of a localized plane disruption. Satellites within a region covering a phase angle of 90 degrees are
disabled, and the remaining satellites are maneuvered to be equally distributed over the entire plane.
This shows that the Starlink constellation is capable of fully covering up the area in under 4 days, while
Amazon LEO is capable of doing so in approximately 7 days. These plots are related to the resilience
triangle, and will be further extended to consider the entire constellation.

5.5. Space Disruptions and Resilience Triangle

In this section, the results from the analysis of the space disruptions are presented. Figure 5.15 shows
an example of how a cluster of satellites modeled as damaged is propagated over time. It can be seen
that the initial disruption is localized, but the satellites scatter. The damaged cluster converge every
half orbit, migrating westward. This results in a periodic capacity decrease around the world. Similar
latitudes in each hemisphere are most affected. The westward motion is due to the relative position of
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Figure 5.14: Estimated recovery of satellite density
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Figure 5.15: Propagation of a satellite cluster over time for Amazon LEO (generation 1)

the satellites as the Earth rotates. After each orbit, the change in longitude corresponds approximately
to the ratio between one orbital period and one sidereal day. Due to this orbital propagation, the effect
of a disaster is dynamic, and the local impact changes as the satellite positions evolve. In order to
compare how the different constellations react to localized space disruptions, a region of damaged
satellites are simulated, and the effect on the network performance analyzed over time. The simulated
disruption region is centered at coordinates 0.0°, 0.0° N with a radius of 3000 km. This initial simulated
disruption region is visible in Figure 5.15.

When satellites are in a global constellation, redistribution also occurs as a result of differing orbits. Due
to the different orbital periods, a disrupted section of the constellation can scatter over time, resulting
in a more even distribution of coverage. Global redistribution of satellites can also occur as deliberate
maneuvering of satellites. Orbital planes with irregular satellite distributions due to disrupted satellites
can use maneuvering in order to close gaps in the constellation. Although each individual satellite
maneuvers within its own plane, the overlapping orbital planes result in a more even redistribution.

Satellite redistribution are a result of two separate factors. First is the natural distribution due to the
different orbital shells have very different orbital periods. This results in a spatial scattering of the satel-
lites over time which can hate in recovering from a spatial disruption area. Separately, the maneuvering
of the satellites can also be used to recover from my fault by moving his existing satellites to locations
with a lower density due to the disruption.
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Figure 5.16: Density recovery of Starlink satellites

5.5.1. Starlink

The first example is the effect on the Starlink constellation. This is considering the generation 1 de-
ployment of Starlink satellites. The high density of Starlink satellites mean that a localized impact
region may contain many tens or hundreds of satellites. First the natural distribution of the satellites is
considered. Starlink satellites orbit at different altitudes, resulting in a dispersion of the damage area
over time. This is illustrated in Figure 5.16a, which shows that the whole left by the damage scenario
gradually closes over time. This is a density computed within a region surrounding the "hole” in the
constellation, with the evaluation region following the disrupted region over time. This occurs over a
time frame of approximately 4 days.

The other example is structural recovery from maneuvering as shown in Figure 5.16b. Here, the con-
sidered metric is the cumulative lowest density across the orbital planes. The shows that the maneu-
verability of the Starlink satellites allow for structural recovery within the time frame of 3-4 days. This
is faster than the natural redistribution of the satellites, and shows that deliberate repair of the con-
stellation can aid in the rapid recovery of service. These results indicate that the Starlink network can
recover from regional satellite disruptions in the matter of days.

5.5.2. OneWeb

The next example is the OneWeb constellation. The lower density of OneWeb satellites means that
a region of damage results in a lower number of affected satellites. OneWeb satellites are located
at a single orbital altitude. This means that the satellites do not naturally scatter over time, and the
disrupted area in this satellite constellation therefore remains unless the satellites maneuver. This is
illustrated in Figure 5.17a, which shows that the regional satellite density never fully recovers without
satellite maneuvering. If maneuvering is used, the hole in the constellation can be repaired, which
is shown in Figure 5.17b. By moving the remaining satellites, the regional density can be recovered
in approximately 4 days. This analysis scenario illustrates that a satellite constellation consisting of
a single orbital shell requires an active response in order to replace inoperative satellites following a
regional satellite disruption.
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Figure 5.17: Density recovery of OneWeb satellites

5.5.3. Amazon LEO

The 630 km shell of the Amazon LEO satellites have a higher density compared to OneWeb, but lower
compared to Starlink. Additionally, the 51.9 degree inclination does not cover the northern and southern
latitudes. Although the fully deployed mega-constellation is structurally similar to Starlink, the effects
when disrupted by a space region are quite different. This is due to the different orbital altitudes, and
the different maneuvering abilities of the satellites.

The initial deployment of 1156 satellites are all at the same altitude and inclination, forming a single
shell. This means that no natural redistribution of satellites occur following a disruption event, similar to
the single shell OneWeb constellation. This starts to change as more phases are added. Figure 5.18a
shows that the localized density recovers in approximately 50 hours as a result of the natural distribution
of the satellite orbits when considering all generation 1 satellites. The faster natural redistribution
compared to Starlink is due to the greater altitude difference in the constituent orbital shells. Structural
recovery, however, takes up to seven days as shown in Figure 5.19. This is caused by the weaker
thrusters used in Amazon LEO satellites. After the maneuvering of the satellites, the average density
across the entire constellation recovers.
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Figure 5.18: Amazon LEO Gen 1 after natural redistribution
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Structural recovery time | Density recovery | Mean resilience loss
[days] [days] [density-days]
Starlink 4+0.5 4+0.5 0.66
OneWeb 4405 N/A 0.85
Amazon LEO Initial 7+1 N/A 1.57
Amazon LEO Gen 1 7+1 4+0.5 1.89
Amazon LEO Full 75%1 25105 1.41
Table 5.4: Structural resilience overview
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Figure 5.19: Amazon LEO structural density over time

A number of differences are found when comparing the constellation types. When considering the
maneuvering of the satellites, Starlink and OneWeb are able to recover in 4 days. Amazon LEO, on
the other hand, requires up to seven days. When considering the natural redistribution of the satellites,
Starlink recovers in the approximately 4 days While Amazon LEO recovers in just two days. Due to
the single shell of OneWeb the constellation never recovers without intervention. An overview of the
computed resilience and recovery times is available in Table 5.4.

5.6. Key Findings and Insight

The results of the terrestrial disruption scenarios show that the impact of disaster scenarios have sig-
nificant differences between Starlink, Amazon LEO, and OneWeb. One key differentiating factor is the
ability for the networks to use inter-satellite links. Out of the three, OneWeb is the only network that re-
lies solely on a simple bent-pipe connection and a wide distribution of ground stations. When subjected
to terrestrial ground station outages, this can result in a regional disruption in OneWeb connectivity,
since the satellites can no longer connect to a ground station. Meanwhile, Starlink can utilize their ISL
connections in order to reroute their connections to alternative ground stations, which has previously
been demonstrated during the 2025 Iberian Peninsula outage. Similarly, Amazon LEO satellites in-
clude the ability to use ISL links, which make it possible to reroute their connections similar to Starlink.
This finding demonstrates that ISL connections are crucial in constructing a satellite internet network
that is resilient against terrestrial disasters.

An additional consideration is the effect of the constellation size. Although Starlink has global cov-
erage, the deployment of additional satellites provides redundancy when the satellites experience a
geographically distributed disruption based on the betweenness centrality. This confirms that expand-
ing the number of active satellites improves resilience against satellite disruptions, while also increasing
the network capacity.
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Another key finding is the effect of satellite maneuvering and orbital distribution on the recovery process
following a regional disruption in space. Although the disruption may initially be localized, the effect
spreads across the world as the satellites orbit and the planet revolves. This highlights the global
and dynamic aspect of satellite internet networks, and also raises the concern of how hostile attacks
against satellites may impact different regions of the world. The recovery process following an orbital
disruption can involve the maneuvering of surrounding operational satellites, which make it possible
to "patch” faulty regions within the orbit. The recovery time primarily depends on the maneuvering
capabilities of the satellites, and how the satellites are distributed in different orbits.



Discussion and Conclusion

The results in chapter 5 have shown how different parameters of a satellite internet network affects the
resilience again disaster scenarios. The most important factor affecting the resilience against ground
station outages appear to be the presence of inter-satellite links, allowing for traffic to be routed to alter-
native ground stations. Additionally, the number of satellites and their distribution affects the resilience
against satellite disruptions in space, with larger and more diverse orbital configurations contributing
to the resilience against satellite outages and the recovery process. This chapter will discuss the lim-
itations of the work and areas that warrant further studies. Section 6.1 discusses some of the main
limitations with the simulation and results, while section 6.2 discusses how future work can contribute
to satellite resilience analysis. Finally, section 6.3 provides a conclusion to the thesis.

6.1. Limitations

In this thesis, the primary goal has been to develop a framework to analyze the resiliency aspects of
LEO satellite internet networks from a structural perspective by considering specific simulated case
studies. As such, an intrinsic limitation is in the choice of the case studies, which may not generalize
to other disruption scenarios. The terrestrial case studies considered consists of an south-American
earthquake and an European Power outage, and does not include case studies in other continents
such as Africa, North America, and Asia. Additionally, the in-space disaster events are based on a
synthetic area in order to allow for simple comparisons, but thus may not follow the distribution of
possible hazards around the world, such as radiation belts or countries with anti-satellite technology.
Additionally, the simulated disruption in space are only applied once. A radiation or space debris hazard
may pose a persistent threat which continuous to disrupt satellite service over an extended period of
time, which is expected to influence the outcome of of a simulation. Additionally, such a persistent
hazard may only damage some of the satellites within a region, which may be below the threshold for
creating significant low-density region with the constellation.

Another limitation is in the comparative analysis between the different satellite network providers. Al-
though the goal is to conduct a comparative analysis between their resiliency, they do not all have
the same target market. OneWeb is primarily used by enterprise customers, whereas Starlink and the
Amazon LEO are primarily aimed at the consumer market. Additionally, although they provide simi-
lar services, the deployed networks as of January 2026 differ in multiple ways, including the number
of users and current service availability, which affects the direct comparisons between the networks.
Amazon LEO is planning to deploy additional ground stations in addition to the existing AWS locations,
which will also affect the results, primarily relating to latency estimations.
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The analysis conducted in this thesis uses the shortest-path routing and primarily a structural consid-
eration of the network. A separate aspect is the routing of packages through the network, which is
affected by factors such as the user density, user activity, and the exact routing parameters. This is
information which is not publicly available, which limits the accuracy of some of the estimations such
as the capacity and latency. Additionally, the considered latency is the physical light-speed latency,
which does not consider the effects of queuing delays and network congestion.

6.2. Future Work

Satellite internet networks are actively evolving. New Starlink satellites are regularly being deployed in
orbit, and Amazon LEO is in the process of forming an initial functional network. Mega-constellations
have the ability to transform the way we communicate, but also introduces a new network infrastructure
with its own challenges. While this thesis aimed to provide some insight into the resilience aspects with
a focus on case studies using existing constellations, future work can investigate the resilience aspects
from a more generic perspective. The availability of additional data about the routing and capacity
allocation methods used by satellite internet providers would make it possible to perform higher fidelity
resilience analyses. This thesis has primarily focused on structural resilience aspects, but attacks can
also occur to the routing as opposed to physical infrastructure elements. Such an attack or overload
scenario carries the risk of becoming a cascading failure.

In this thesis, some of the risk factors involved with orbital debris have been discussed. Additional re-
search can be conducted to determine and simulate the in-orbit effects of a satellite debris, how it affects
LEO satellites, and how long it would take for the debris to de-orbit. Such an analysis might reveal how
the resilience of satellite networks are affected by a heightened collision risks in orbit. Additionally, the
regional space disruptions can be modeled from a adversarial perspective. As previously highlighted,
satellite outages are unique compared to terrestrial infrastructure outages, since each satellite can have
a global influence. This can be investigated in order to determine whether a hostile attack against the
network can target certain regions of the world.

6.3. Conclusion

In recent years, companies have been building and deploying expansive orbital and ground infras-
tructure with the goal of providing global satellite internet connectivity. In order to provide a robust
alternative to terrestrial internet networks, these LEO satellite networks must be resilient against an
array of possible threats. A literature study indicated that, although existing work has extensively ana-
lyzed how network routing affects resilience, limited work has focused on the impact of the terrestrial
component and how the motion of satellites affects the recovery from space disasters. Additionally,
the literature study investigated how space weather events such as extreme solar flares can disrupt
the operation of satellites through energetic particles and radiation from the Sun.

As a result, this thesis explored the resilience of both the structure and the performance with a focus
on terrestrial disasters, such as power outages and earthquakes. Additionally, regional and distributed
satellite outages were analyzed, representing the impact of energetic events in space. The goal is
to assess how different disaster cases impact the service of major existing and emerging providers,
namely OneWeb, Starlink, and Amazon LEO (formerly known as Project Kuiper). Each of these net-
works has significant differences in the number of satellites, orbital structure, and the availability of
inter-satellite communication links.

A simulation framework has been developed based on publicly accessible satellite and ground station
data. The service impact was quantified by analyzing how the network coverage and minimum prop-
agation latency change as critical components of the network become unavailable. This simulation
framework was developed in Python, using a combination of publicly available satellite tracking data
and planned constellation parameters.
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The first analysis investigated how a satellite network degrades. The results indicate that the most
significant contribution is the satellite density. A denser satellite constellation results in greater overlap
and redundancy in coverage, which in turn allows for continued service as satellites become unavail-
able. This was illustrated by the increased tolerance to satellite outages as additional satellites were
added based on the future plans of the Amazon LEO constellation.

An additional analysis investigated the impact of regional outages in space. A regional outage may be
the result of an extreme space weather event, or it may be the result of anti-satellite weaponry. Here,
the results indicate that outages in space propagate over time as the satellites orbit. A regional outage
in one area can thus result in disrupted service in other areas around the world as the satellites orbit.
Additionally, it was found that the layout of the satellite constellation contributes to a natural redistribu-
tion of satellites over time, which results in a recovery of satellite density within the disrupted region of
space. The recovery can be further aided by deliberate satellite maneuvering, with the recovery time
primarily depending on the maneuvering capabilities of the nearby satellites. The results indicate that,
even a large-scale outage of satellites has potential to recover some global service in days or weeks,
assuming the satellites can safely operate within the region following a disaster.

For terrestrial disruptions, the analysis has focused on two case studies representing large-scale dis-
aster and outage events. The first case study is the 2025 electrical blackout that impacted the Iberian
Peninsula, while the second case study focused on the potential impact of a large-scale earthquake in
Chile, with the disruption region based on the 1960 Valdivia earthquake. In both of these scenarios,
OneWeb experienced decreased capacity and coverage, while Kuiper and Starlink experienced a re-
gional increase in latency while retaining the same coverage and capacity. Both of these case studies
highlight that the impact is primarily regional. Satellite networks with deployed inter-satellite links are
significantly less impacted by regional ground station outages, since they can fall back to alternative
ground stations, at the expense of increased connection latency.

The results of this thesis indicate that the resilience of a satellite network is dependent on multiple
interrelated factors, with the service impact being influenced by the presence of inter-satellite links, the
orbital satellite density, the maneuvering rate of the satellites, and the distribution of orbital altitudes
within the satellite constellation. In general, Starlink is found to be more resilient to terrestrial and
space-based disasters compared to OneWeb, due to the large number of operational satellites and
availability of inter-satellite links. Starlink and the expected Amazon LEO constellation are similar, with
Starlink satellites able to maneuver more rapidly, and the Amazon LEO constellation experiencing a
faster passive redistribution of satellites.

This work contributes to the knowledge on how satellite networks can be impacted by external threats,
and assesses how the currently deployed technologies may be impacted by terrestrial and in-space
disaster events. With the expected future expansion of satellite constellations and the increased adop-
tion of satellite internet in the consumer market, this knowledge provides insight into how suitable these
systems are as a disaster-resilient alternative to terrestrial broadband internet. One key result is that
ISL-connected networks are highly resilient against regional terrestrial disruptions, but are susceptible
to attacks or disasters in space. The limitations in the analysis and simulation lie in a lack of knowledge
about the details of inter-satellite connections and primarily analyzing the physical network without con-
sidering routing aspects. These factors may be the subject of future research into this rapidly expanding
technology.
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Implementation details

In order to conduct the analysis discussed in this thesis, a program was developed for setting up a
virtual satellite network and estimate the parameters within it.

A.1. Capacity mapping

The population of each cell is estimated based on a combination of the population density and published
estimates of the number of Starlink subscribers. Although the density of Starlink users differ from the
population density across countries and regions, this estimate serves primarily to model the local local
densities for the purpose of modeling the resource allocation of satellites within a region.

Each cell can either be fully, partially, or not served by the satellites. For the estimation, a water-
filling algorithm is used, which models the cells as buckets with a max capacity. The satellites can
then use their capacity to "fill” these buckets, starting from the lowest density regions. An unoptimized
pseudocode representation of the capacity distribution is as follows:

for satellite in satellites:
covered cells = []
for cell in cells:
if distance(cell, satellite) < MAX COVERAGE DISTANCE:
covered cells.append(cell)

while satellite.capacity > 0 and missing capacity(covered cells) > 0:
delta = calculate minimum increment (covered cells, satellite.capacity)
for cell in covered cells:
if cell.missing capacity > O:
cell.missing capacity - delta
satellite.capacity - delta

The purpose of this greedy algorithm is to provide an estimate for how the satellite capacity is distributed
among the users, through an indirect mapping to the cell populations. This allows for estimation of areas
where the number of users are limited by the capacity of the system, while keeping a wider geographical
distribution compared to a maxflow approach.
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Terrestrial Disaster Heatmaps

This appendix contains all the terrestrial disaster heatmaps for the Iberian Peninsula blackout and the
Chile earthquake scenarios. Note that black regions in the latency heatmaps represent areas with no
coverage.

B.1. Chile Earthquake Capacity
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Figure B.1: The effect of the Chile earthquake on the regional capacity for OneWeb
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68 B. Terrestrial Disaster Heatmaps
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Figure B.2: The regional capacity in Chile for Starlink and OneWeb w/ISLs, these remain identical after the disruption.
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Figure B.3: The regional capacity in Chile for stages of Amazon LEO, these remain identical after the disruption.

B.2. Chile Earthquake Latency/Coverage
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Figure B.4: The effect of the Chile earthquake on the regional capacity for Starlink
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Figure B.5: The effect of the Chile earthquake on the regional capacity for OneWeb
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70 B. Terrestrial Disaster Heatmaps
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Figure B.8: The effect of the Chile earthquake on the regional capacity for Amazon LEO Generation 1
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Figure B.9: The effect of the Chile earthquake on the regional capacity for Amazon LEO Full

B.3. Iberian Blackout Capacity
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Figure B.10: The effect of the Iberian blackout on the regional capacity for OneWeb
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B.4. Iberian Blackout Latency/Coverage
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Figure B.15: The effect of the Iberian blackout on the regional capacity for OneWeb
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Figure B.16: The effect of the Iberian blackout on the regional capacity for OneWeb w/ISLs



B.4. Iberian Blackout Latency/Coverage
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Figure B.17: The effect of the Iberian blackout on the regional capacity for Amazon LEO Initial
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Figure B.18: The effect of the Iberian blackout on the regional capacity for Amazon LEO Generation 1
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Figure B.19: The effect of the Iberian blackout on the regional capacity for Amazon LEO Full

11.60

10.88

10.16

0.44

118

—
=
©

—
=
=]

Latency

Latency

Latency



	Introduction
	Threats to LEO Networks
	Internet Resilience
	Thesis Overview
	Scope and Thesis Structure

	Background and Related Work
	Network Architecture
	Network Components
	Orbital Satellite Constellation
	Bent-pipe and Inter-satellite Links
	Satellite Deployment and Maneuvering

	Satellite Network Operators
	Terrestrial Disruptions
	Space Disruptions
	Space Weather Events
	Satellite Damage and Lifespan


	Resilience
	Resilience and Metrics
	Related Work
	Satellite Constellation Analysis
	Resilience of Ad-hoc Networks
	Internet Resilience
	Satellite Resilience
	Centrality Measures
	Satellite Simulation Tools

	Research Gaps

	Simulating a Satellite Internet Network
	Model overview and assumptions
	Terrestrial Grid
	Latency, Coverage, and Capacity Estimation

	Model Inputs and Parameters
	Satellite Constellations and Maneuvering
	Up and Downlink Characteristics
	Inter-satellite Links
	Modeling Starlink
	Modeling OneWeb
	Modeling Amazon LEO

	Modeling Space and Terrestrial Disruptions
	Disruption Events
	Targeted Disruptions


	Results
	Case studies
	Targeted Space Attacks
	Effect on Latency and Hops

	Ground Disruptions
	1960 Chile Earthquake
	2025 Iberian Peninsula Blackout

	Space Disruptions and Recovery
	Deployment of New Satellites
	Redistribution of Satellites

	Space Disruptions and Resilience Triangle
	Starlink
	OneWeb
	Amazon LEO

	Key Findings and Insight

	Discussion and Conclusion
	Limitations
	Future Work
	Conclusion

	Implementation details
	Capacity mapping

	Terrestrial Disaster Heatmaps
	Chile Earthquake Capacity
	Chile Earthquake Latency/Coverage
	Iberian Blackout Capacity
	Iberian Blackout Latency/Coverage


